:e3e, | "6T, N MULTI - LANGUAGE DOVAI N NAME SERVI CE Tin We Tan Clng Hong Seng
Juay Kwang Tan Kok Yong Leong Don Irwin Tracy De Silva Kuan Song Lim
Edward S. Tay Subramani an Subbi al r Background of the Invention 393)UJJU|_L2[]03
2003 The present invention relates to the Domain Nane Service used to

resol ve network donmain nanes into corrlespondi ng network addresses. More
particularly, the invention relates to an alternative or nodified Domain
Nane Service that accepts domain nanes provided in many different encodi ng

formats, not just ASCI. TRUTHIANSUAGE DOMAYNNAMESERVICE! Yy research
and acadegm mﬂ mﬂ a global network that reaches a diverse conmunity

with diff es and cultures. In all areas the Internet has
progresse ress the |ocalization needs of its audience. Today,

el ectronic malq P exchanged i n nost | afigddlegeFan Content on the World Wde
Wb is now published in many differenChimgrom@Sengas nmul tilingual enabl ed
software applications proliferate. It jugy mﬁf%g to send an e-nmail nessage

to another person in Chinese or to vigy égng\lde Wb page in Japanese.
The I nt ﬂﬂ’ﬂﬁﬂ“”ﬂﬁﬂﬁ&@r elies entirely %v&%ge Systemto resol ve
human r i S to nunmeric IPa esgses apd vice versa. The Domain
Narne Systems(BNS) is still based on 5 Latin-1 al phabet, thus

still mainly English. To provide uniyveFd&ex @ i | addresses, Wb
addresses, and ot her Internet addr e§§P‘r’ﬂj"‘f’6‘F'Pr§{'€b'&(ﬂopt ASCI | as the gl obal
standard to guarantee interoperation. No provision is made to allow for

e mai |l or Web addresses to be in a non-ASCI| native | anguage. The

; lication i,s that any user of the Internet has to have sonme basic

knowl edge of ASCI| characters. Bhckgroaimd ofthe Imvientitae a problemto
techni cal or business users who, generally speaking, are able to understand

Engl i sh , , ' d
polithos it 's”taq*é* ek e i Pffref ho e BOASIn MRS 0RE 5BY 76 eIV
proliferati onewaror Hempin mtlnm@mwdink@dMMSs Meore pagiculdriyethe
spoken. In t kman&pwatesQ@,mtmedmer&%oaﬁwmmlﬂuﬁn@sé@a&t Mad ab@Pe

English as a erequi site.to, .sen her .own natjve uage because
The eomai T adiEeIRme mvidS B Ry diletat srsadipe (et retis AREHGRt no
e-mai |l application can. Corporate intranets have to use ASCII to nane their
depart nent donmi nTharfatcrandmaMoUmdLftmntaspmielypi'qsedxehandeacadmniprmmmsa do

not support gﬁgﬁlhhgﬂvo% Wﬁ&t Ches la”dﬁ@n% thf u et B gﬁ{é@ d
fil enames an I rector S can be nu u e natl v oca
Mor eover, us@pEIes h_ml aSh eén&mé@sa&z&%@g the localization peeds

nanes W t houits agdiéides mdy,saema,nlo%mmuadgehen fidist nﬁguageahcagtehomhmee a

te identjs Y to . | t . ASCHI.
caulvarent | o WiRE AR if BRUCBLBhEd h Sy, Sl 1GnaRAEE ol Weiilingwal;
constantly bga:blqdrs@ﬁwam apnlicationsf prabifergier Hiie pgssrhls IQ savdrap hmailanengage to
(agdress as " oG PefsGRIR Chireke on(ﬁswé’w hiWwbild WIHS WabaTiRe i Japakéseent | y,

user-ids in an e-fmai |l address field can be in nultlllngual scripts as

operating systens I iz ovi nts i rel eyva ocal e.
Directories and fﬁ%ﬁﬁ%ﬁ?‘gg‘gayc %Iegge e Op %I oaRa gyﬂeﬂ‘gff’af Qt‘ﬁ pts.
However, t hehunamreadablemames tté anmefic ﬁ]’iaddrcmsrasd Jice vemt rThﬁ Pdmiain Naoee

permtted by E,

Phe Domai n raReoe DN REIEbALA AR el SPLAGRR airhdBe O SEN Ty Eedich " 0

that sof t war o dmmp@nwerseh@edemﬂugédreszses, &th mg oSS aﬂﬂoﬂ“’éka‘rﬂfﬂmﬂ the

Chi nese BI G5, , i yphs
or char acters ov@l Maﬁ%gl RS@I( gspgﬁeslgbﬂ sﬁ;%d;??ﬁﬁﬁsigﬁpgégﬁ%orean

KSC5601, j usNotRsovision 151 mads, t"A&“Qi’V f@'s?rma‘l an‘é/ ses419; s, in @ nong/
di fference bﬁétmﬁlﬂngtﬁgedlmsx icRiéaSishithany! e of GR2Miteinet lids t6Ha96Qbmen! ess
an additi ona% Fcama%(? Sfogﬁ% ;éh the encoding is included to informthe
appl i cation & & @‘gft§ bei ng used. Therefore to ensure

uni queness of donmin nanes and certainty of encoding, DNS has stuck to

ASCI | . Based on RWdilg3this dats aotiposd @ prablem io dechnjoekor | Businesy upers ewhe.o a

subset of thgedeéﬁt ﬁfe%k*ngt hfd ﬂbl@k&'&ﬂ@@r&tand@n@ﬂskpﬁﬂﬁﬁ'1§t‘éﬁ1ahﬁﬁalallaﬂ£\?a%%tof

letters A-Z {case insensitive) nber s Eé i yIbo)
only. This r@éﬁqchf‘?cbﬁ°'€g¥’eéP?‘0‘°éFyaqﬁ’aR%lé“°§’ dltof?al"‘ns‘w& “%&g%‘é‘r I TARIN or

| anguages with a romani zed form such as Malay or Romgji in Japanese, or a
roman transliteration, such as transliterated Tam|. No other script is
accept abl e; even the extended ASCI| characters cannot be used.

lll




3.0 JUL 2003 3 Unicode is a character encoding systemin which nearly every
character of nost i nportant |anguages is uniquely mapped to a 163 lgl tJ alzm
Si nte Uni code has | aid down the foundations for uni que non-overlappi r%
encodi ng system sone researchers have begun to explore how Uni code can be
used as the basis for a future DNS nan%space whi ch can enbrace the rich
diversity of |anguages present in the world today. See M Dur st ,
"Internationallzatlon of Dormai n Nanes," Internet Draft "draft-duerst-dns-i

18n-02. txt, " pblifekatioaroflike friteret tatcotuhﬂeé ﬁiEre sﬁ)i’é}fbt widely spoken. In those
httn//wmmletcnrleﬁﬁvfﬁn va us/I D. htnd" s docunent

i ncor por at ed $PUPH] tarnct Jieorbyts myst “@ ‘f"F a%ﬁ F arp ETEFCBB§8§ 10The

new namespac e;eﬁdileuha:il bﬂa@bhm ﬁanveiafr@ﬁagebdcmhsmwalmaarwdmb Emﬁﬁ)t sxm ort the
functionali ty si er use the

v 0 e lor ln0§ ? Eh o[?et
| nt er net . ﬁ I@HF%%EIY? tg ‘M‘e S eMea ABPLRAPR SR 0B ?81’“ MG1Ri n
Nane Syst em axsendSCHvter hapeithgr departrags cdorhain nimﬂéemﬂanba&mm@mssmmgﬂys

[ his ey, debaBine bl Mol hil SHR SAR AN ASCHSE WioRB Al IR TR

rve-c

Unf or t unat el \EveR mghﬁlmameis@ml directomynaths qsn de md@hml nyhhgatméoeris server
and client applications to inplenent a nultilingual Domain Nane System For
gxarmldef aldl ngtngofHor&ntutsé@Fﬂcf Eﬁbpéﬂi\slﬁﬂéﬁbg%k Ihabeltie rap BNSn?SW?ﬁ%oM? to
e nodifie client and,server have or stem
Lo work.  the TERERSENGH PO R H B, B SPEY, ﬁﬁ%&ﬁ%&%&&&%‘%

diffi cul t. Feptpogate mhntlyy hewtoaapprd»abiatp itselfotot thamlﬂsnﬂaﬁS@ﬂgqumlmaapd'mse

Uy code. | nsuagly ofifsh (it Pkigbis ?.lo&.fpfanepﬁé.g HUohORRIY B BRNeliGR TS

encodi ngs, and_have, st ngs n view o ese "an her_I ssues,

it would be Hpbbﬁrytewemlﬁ-am"égthe ramal address, as o igneois@emai.fy h@snﬁrﬂﬁmlo“s
l'ingui stic ergasprYs to be used in the DNS system Summary of the Invention
The present invention provides systems and met hods for inplenenting a

L til | Do
non- Uni Code. and nSArRRRY, SEERETH 3 i A iy Aeil a3 mm%‘”“é}mr?& R i n
vari ous syst @perating systasnshean MOG)#IIZGQQ pmxdeffontsnmthqmbvmﬂom irpeforios t em
W' | I be ref eph@@1dnAnRS té¥can alsPbelreddéred BF AndtilinPudl Stdfpts? ROwWENE tﬁ@ 'ﬂ\'ﬂﬁfau( or

"i DNS" server VWhen t i DNS server fjirst receives, ues

det erni nes t A ﬁﬂeﬂm‘\fgetbfﬁﬁé‘aﬂ?s ﬁfa’t“tf‘&(faégfh“ﬂpeﬁﬁveﬁm E‘gﬂ?" c‘E?r%‘PEfErl ng
the bit stri igRFCG103% thogtandaveictiiigforth thé DohmirrName SyMane and mat chi ng t hat
string against a list of known bit strings for known top-Ilevel donains of

various encodi ng ipggae %mgeeeésw f’of‘tﬁn?%lthht% E@Mdbﬁ‘e {3 sBitvare! ddva goﬂe%

.corn” in Chinese Bl r exarrp server |dent| es th
encodi ng t yplended itp dispoveriappiageodes. Eeﬁ\reml% Hbe

l\lame Itot au {leﬁi’dﬁiﬂs @i engiii itdli represeationg dofyglgpKsco® charh&’tel@))dte&rlapl, 'fsotthl’he
MO T oprestitplriedts 885 ‘f@ﬁﬁiﬁéﬁ%ﬁé FRRRIL SR B LRRR Ay o 85l
passed i nto anecannehedslyadell ffereneaectspen enrodings of BI65 oviti A8 prtGRB2 NG |

format Domai ;idaSCs6w ﬁxﬂ&é&rd?ﬁadﬁhﬁnﬁls eief SpdcilyRfpihe Shcodif}e ls%as&éd &f the
i nvention provides a nethod o det r%:g%lhe Jlrﬂf'gu' Sti co pe of a

digitally reffeaethe applifation dli WEJIS nRE) & 5 ar' 2ETE "F 8 Y& he
fol | ow ng seqniquess ()ﬁdomanemmmgxd dmtamt}gbf edcodingy DPNShasfstuekpo ASGRLi f i ed
portion (e.g., a top-level donain) of the digitally represented domain

b t chi
g tal sequence Erscof RECILs, VEK BRhan daiiby ailPe iRl edtitied W Bl 0P
i dentifying the E2-885%d atippd dslmbet,awbahvﬁomprtsne thh@}nhahetglettats ée%u(émﬂe
mat chi ng t hejgde g eﬂue@cgfgfmnme phefRidh §m

di gital sequepces use IS assocCl ate IlngU|st|c
encodi ng t ypeileatiyely makes g rlomain P@@f.%ﬂp@f%@%%% &uasess G EaRATAEA e
known di gi t aforfig Gueh cesMaliy ai Rofirajit int Japanlésef of & torhar Grahsliteration) caghngs

types. transliterated Tamil. No other script is acceptable; even the extended ASCII
characters cannot be used.
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It will often be convenient to provide the collection in a table containing
records having attributes including known digital sequences and encodi ng
types. In this case, identifying the encoding type requires idengiff yJU]_g zrﬂhlgg
encoding type of a record having the matching known digital sequence.

Exanpl es of encoding types representedin the table include ASCI I, BIGS,
GB2312, shift-JI'S, EUC JP, KSC5601, and extended ASCII. Wen at Least two
known di gital sequences natch the digital sequence fromthe domain nane, it
will be neCﬁssg_ry_Uailcbésdﬂ aehaﬂaetfeaméo@iﬁgt %yste]ihiir_s Wlﬁghf h&;ﬂpmrrp_ _ Ichf::aetﬂ:rbﬁ (a)
receiving the digital, seguence of a secon rti e gdi gl

represent ed dﬂ?ﬁigﬁ‘pﬂgﬁ‘éﬁg’ewgﬁ%ﬁoﬁ%& W@pm%&otaafg ?gq‘@ilf?c egiB'fge méC%EJWd
portion mul tilgidedownethe fmukationse forsimiqua myacverlappiag henvediaf systint,f sompt

£ the | SO ) 1 h ; I
nown di g t 2" SHERCLAVR R o ARGE noRPOMERR R BERa IR, bl B o
best resul t. NS eamespacs) yhichheanaerhbrged the maly diversity saf] langhages present inethehi ng
an extended g gy ﬁ%daz.eﬁéé M?Dﬁ}sﬂo‘%ﬁ&%ﬁﬂ%&?i%i&h@f dbgfnﬁfn ﬁ%ess’em@ﬂepﬂr&ﬁons
of the domain nane nd then mat'ching that extended sequenceé agal nst™ kKnown

digital 30 “dJualt-dumst-dnssiddrrbidets’ twineh sep ber famdoatl the {BEF chemedpage,
_seq;Je gce- I'n hh?i/weatﬁchhﬁem.mﬁé/immnﬂ{ Juty Q908 diThis aécn@ﬁgwﬂﬁ?srﬁtwaed

I nCl uae sone,or , e enag seguence a Specl C e oal nent,

col l ection oferei Bé?é’feﬁﬁ? gt eal%mt&ﬁif‘"é@w&i@s&(ﬁe ) PUBEPRCR ?llﬂ??‘gpea

di gital sequableeto offeramuiltiliigualinambomlitisespld fonotgorsdity tigit wWillGnale itTéusterifora’
digital sequepce i in name and is known to distinguish
\,\t‘l)at domai n ﬁgfr;n?nfgﬂg]l]% a %ggrt‘"?lﬂ%e& 5?"‘%%%%& ng type -- fromevery ot her

dormai n name/ encodi ng type _conbination in the collection. The MCRS nmay be a

sub-string of the# -“F‘gv‘éﬂ““%ﬁ? the M‘iﬁhé’@ﬂeﬁ&bf"’thé‘WoP—"F‘WEIN%?rai n,

overflow to Shsteicp@ids ovetlapping doldesace dorndifferent RinguageSseripth dnathisawdy,dtli ty

i s avoi ded [ ' " .
particul arl yﬂ‘g“gp“?iﬁ%"g@r’g%*@’%ﬁ%’ﬂ‘%?ﬂ@r%@%‘?@ﬂfﬂh@ ﬁyg%g?hééu%ﬁs al so
involve (i) feceiving a DNS request containing the digitally represented
domain nane; (ii) identifying a root |evel DNS server responsible for .
resol ving root | ewalwdsdds of the identified encoding type; and (iii)
transmtting the DNS request to the root |level DNS server. Prior to
transmtting the DNS reagest.! t!he system shoul d convert the domain nane's
digital sequence V. fied encoding type to a DNS encoding type
conpatible with DNS protocol (e.g., ASCII or possibly Unicode or sone other
uni ver sal encodi n¥nfertunately, several diffienltiespverld precludenmodifyingithe DINS server
conversi on tﬁ&?%li&ktaﬁfplicaﬁéﬂéotooﬂﬁﬂ%bﬁnﬁimﬁlﬁ)in?mVlﬁéﬁmhiﬂgNme S\keph.n ReFES
digital sequence lfr he ngﬁntlgil ?.d encoaﬂp" ﬁ}?%to a I}Ilnl versal ..
[ ngui st o e EuRRIEnl e clift apphcetions i all Sfhre HS scrufts B @ & Tapdjfied
sequence fr oAstbioth client@nd akrvier hane totbecmedified iforgthieysystemotoawdikSthentraditivn t ype
chrpat i bl & Wl IRl 8 B1E eww s doMPTY difflcyit SPrtled WelkP e a BRI
ular | €S th particul ar

tabl e that associates partic ngui sti1 ¢ encodi n

{
di gi tal sequelirntgpplivationnpss pajive dni nénwésmspm?tainﬁgyl Jient appdicaionseach

i ncl udi ng t hgsefin-Onicode &idoairigy,t@a:haéaéu@xg%mingkgi tal sequence of a
prespecified portion of a digitally represented domain name; and (b) a

| i ngui stic encodi t cl.at L t he k L Qi t seguence. The
prespecified port Prgﬁl%’?%lf ﬁ@ésgi %@t %F&S%‘ngf Z‘sgﬂ?@%%‘%a&ﬁﬁﬁg’M‘?ﬁ‘Bé@ the
di gi tal sequtechniqué alldwing dle mhny ihguisticeeinpodings todbedsediimthe NS sySban.r ecor ds
may al so include a top-level |evel DNS server responsible for resolving
top-1evel level domains of the linguistic encoding type in the record.
Still further, the mapping table may specify the type of transformation
required to convert donmain naneg, froma ngn- encodi ng type to a DNS
conpl i ant encoding type (e.g., @mm%mf&%&apfm also relates to an
apparatus that may be characterized by the followng features: (a) one or
more processors; The presentyinventjivneprévidest systans dnde ntdthddse fem émplenientiag a

processors; . Je! it f[ecel wmi
50750 L 20BN gl D XBAE SPRLAIEwid B 15 55 DBRAR) Rafles [ORHHUnRIaE

i ncl udi ng a ansheomAS&Eenaedingso Whitethemethed mepyt heimplentented i yaricus systameis
request Wit hediBindGomRiof syates] forendw\ehe IpIEmBALIRgY RBPstemawill be GeftRalli B! & wht h
the DNS protocol. At |eaSt one of the one or nore processors wll be
designed or configured to detect the non-DNS encodi ng type, as distin
fished from other non-DNS encodi ng_types, using a collection of known 5

di gitagl sequences for nultiple encoding-types and to convert the domain
nane in the non-DNS encoding type to that domain nane in the DNS encoding
type. The one or nore network interfaces should be coupled to a network in

e v - o a1 o o, S "




10 request to a standard DNS server, with the DNS request presenting the
domain nane in the DNS encoding type. ' The apparatus preferabby a‘”@.()) 2003
i ncl udes a mapping table (possibly Iike one of those described A%o
residing, at least in part, on the menory. Further, at |east one processor
shoul d be configured 15 or designed tdtidentify the non-DNS encoding type
of the domain nanme prior to converting that domain nane fromthe non-DNS
encodi ng type to the DNS encodi ng type. These and ot her features and

advant ages OfmfehfatlbhﬂSBNS ketvéefor CYDMST |seRer)d e Wiieh ARél lmsnwreerdﬁis@lrécé@ﬁésow
W th refereg&s é raémgl%m ZghBrIEf Descrip {IOI‘] of the Drawi ngs Filgure
1is a schendtl neﬂvegst itafiternines the,ncpding Syrenet &t yeauashel Hanay dm thisnky

server p](c)lSl t l%ﬂﬁdeﬂi}fg bt arihlNin ﬁleftdxﬁlevlér'dbnaalﬁbf et Dom&in-Narfié snd ﬁxa?chh ﬁqat

process ow dia ram J C e, reso 0 reques esen g a
Donei n Name iSH1 g\“\l@ Eﬁflclﬂ'g"w}’f $fpaes #‘;ﬁkﬁﬁ%F@;ﬁ%% e 68?

of the p][ esenypesnv@mblmnry i ther Estaﬁay beahprbic sisiag ffop W.odhegim Chitepe BIGH iar

process for c n30

Bor r sspond ng BHREr nAReh IR ITRIE AR idehifed B8 Sneolif SEEF B, B¥RR M. 14,
of the I ogi ca;bnwtsﬁbn@nc@mg ofithej IDyyaain o ?ugucr@aumgsnwcmnwbss typeo(e-g.,

ﬁﬂa ﬁg ram depi qm.&me nf ﬂfeﬁftgarfs&iessqg% %flmetysa{lgngmme&%m y fpr@gegg?f%' ftz,a
used to |dentAisf(§ﬁ EREeEn ovyﬁ%émafnsdeﬁ% wwaﬁeéiw%sam? d?ﬁ&és%ﬂ tPassrd into -

embodi nent ot coliventionuleDémain Narh¢ Systerfi, which rédogaiaes e ASCINfsifrak Dionitgn Name
. h') erarchy of (RG9S hSNISaNEd TP EaHQIS-

' One aspect of the invention provides-a method of detecting the linguistic encoding
type of a digitally represented domain name. The method may be characterized by the
following sequence: (a) receiving the digital sequence of a prespecified portion (e.g., a
top-level domain) of the digitally represented domain name; (b) matching the digital
sequence from the domain name with a known digital sequence from a collection of
known digital sequences; and (c) identifying an encoding type associated with the known
digital sequence matching the digital sequence from the domain name. Each of the
known digital sequences used in (b) is associated with a particular linguistic encoding
type. Note that the collection of known digital sequences includes known digital
sequences for at least two different linguistic encoding types.

It will often be convenient to provide the collection in a table containing records
, having attributes including known digital sequences and encoding types. In this case,
) ) identifying the encoding type requires identifying the encoding type of a record having
the matching known digital sequence. Examples of encoding types represented in the
table include ASCII, BIGS, GB2312, shift-JIS, EUC-JP, KSC5601, and extended ASCIL.

When at least two known digital sequences match the digital sequence from the
domain name, it will be necessary to resolve the ambiguity. This may be accomplished
by (a) receiving the digital sequence of a second portion of the digitally represented
domain name; (b) decoding the digital sequence of the second portion multiple times,
each time using a decoding scheme of a different one of the linguistic encoding types,
each associated with the at least two known digital sequences; and (c) identifying the
decoding that gives the best result. Alternatively, the ambiguity may be resolved by first
matching an extended digital sequence (including both the first and second portions of
the domain name) and then matching that extended sequence against known digital



Figure 7 is a block diagram of a general - purpose conputer systemthat may
be enpl oyed to inplenent i DNS functions of the present inventidbf. [l &3 0
J UL 2003 Detailed Description of the Preferred Enbodi nents 1. DNS AND
UNI CODE The present invention transforms nultilingual mnultiscript names to
a formthat is conpliant with DNS (e. §., DNS as explained in 1ZFC1035 as of
1999). These transforned nanes may then be rel ayed as DNS queries to a
conventional DNS server. An exenplary process of how a | ocalized donain

name is I eSOlYQintss thhemay B@(rés?oh&’t@%é&émdb& stqueHed. | B @ik ke T thBlection of

bel ow. Howev?(Fl befo gur e escri bed few underlying principle
and terns wi KRo ﬁ%@é@esm%m °r38m§|°§ﬂ?e@‘€§n edseaysnees. and ot her

resources by their b|nary net wor k addresses. |nstead of binary nunbers,
they use ASCII stith ragspecnﬁclehbaammmmbeamm@n 90 recbRISENE10EE & Hbgital REqEAEYRS
itself only unders S B t\é ddr es s0.sone nechani smis requ 6%@8
convert the FRREpSen lPPrPd?a L SRIERCE R, & S BUIMUR, CodeEARVRE firing de

3y t he Eoma:j Thivaisa digieafl] eequeridecioe apertivn (ﬁfa doNGin fiarfe hmersambmqaldnstmgmsh that
omai n- base a8 ng sche | ase system.far

ol enent 1 g PR St aP 8 ehbfufer tpEoding WeR S FBLGRRGOMEF afiiin Hame/encoding
names and e- tygiel caalbynation inothe Q(xblectﬁbmddﬂwsl‘dﬁRS may beaa sble-stringdoff the wipklevel
pur poses.  AS agidin, 3\Efder-fhiy of tﬁ@{dw%dev &nﬁﬁﬁo&%%%ég%‘éng}%ymw 18hd

the way DNS is usé ) me onto an
appl i cati on PP@aingsteasq long as ampiguity iy 6%%\@@&1!4*&'@}!13 takes plage,| ver

passing it the nanme as a paraneter. The resol ver sends a UDP packet to a
chal DNS server, Ashieftidnadntheanéthodiis platicnlarly applicabid to handling l])RSaﬂ:dnaas

Lo e ol Yl o6l 16b thfiud b Loy § BN Ehequlll ipldiob oo iy Wor
send it UDP v%mgms d dosvaie fiame; | §i) ideetifyingep rept jleveljiRING cseryert tespensjble for
top- | evel " dggsivitfiy root @éveﬁasiﬁaﬂmr@ the G@etRified ABYIN® S pe; aEa qlii)dedBinfitting the

partltloned e are furt n and s .

hese dohﬁfsﬁgeqeaﬁqsgﬁ‘fr Bt 26 IS8 %t Pt Wrrafihiling, Fiw

r epr esent dosysiens shdid conveet the demaindparae’n sligitali seqienceofromi the denitified encoding
course). nlé'ﬁb -0 | ' y e

conpany that&@%ngal ns tﬁﬁ%>6 %d of © g%ﬂg &ﬂgﬁys p%?_écgégg _|A§él &BP{%SVS&W

donai ns coneUni¢odéer sq @rurgwmal ienceding inghe fytured, Inry preferred embodiment, this

conversion takes place in two operations: (i) converting the domain names digital

sequence from the identified encoding type to a universal linguistic encoding type; and
(ii) converting the domain name’s digital sequence from the universal linguistic encoding
type to a DNS encoding type compatible with the DNS protocol.

) This invention also provides a mapping table that associates particular linguistic
encoding types with particular digital sequences. The mapping table includes a plurality
of records, each including the following attributes: (a) a known digital sequence of a
prespecified portion of a digitally represented domain name; and (b) a linguistic encoding
type associated with the known digital sequence. The prespecified portion of the digitally
represented domain name may be the digital sequence of the root level domain in the
domain name. The records may also include a top-level level DNS server responsible for
resolving top-level level domains of the linguistic encoding type in the record. Still
further, the mapping table may specify the type of transformation required to convert
domain names from a non-DNS encoding type to a DNS compliant encoding type (e.g.,
UTF-5).

This invention also relates to an apparatus that may be characterized by the
following features: (a) one or more processors; (b) memory coupled to at least one of the
one or more processors; and (c) one or more network interfaces capable of receiving a



generic domains are corn (comrercial), edu (educational institutions), gov
(the united states federal governnent), int (certain international

organi zations), ml (the united states arnmed forces), net (ngtgwo Hmh 2003
provi ders), and org (organi zations). The country domains includ e entry
for every country, as defined in |S03166. Each domain is naned by the path
upward fromit to the unnaned root. The conponents are separated by periods
(pronounced "dot's. ?rl nci pal, domaibns can be iReplagemmsnt shaet 46/6HA02r ee i n
two differafst %t%sequeﬁtdtc uding Agpraain pame in & Bon-TR¥encestinecyRecpnd Irpssmifiing) a BRS | st ed
under the tbauestcv‘ammerdysmstﬁ)ﬂmenn @BNS Sncodiﬁ'é)ype&ﬁat is Usmpalible Pitie@E DRS profRUIewer ,

ly all t th in,
and near |y B Pt O Ic‘i%n‘fs’rtlg°r}bﬁt°?°éti’“s‘f"§q’és e aﬁé%ﬁst%e{ooe@ﬁ&eﬂﬁh#ﬁeﬂé??' |

country. Teneoding tg goMai ns,

but doi g &Qltams&anQ‘opﬁﬂi#§ efMding Bods e & &awnztﬂt G H8d o wERGHDHgT n
controls how | oca jomal NS under For exanpl e, Japan has
domai ns aceﬂcﬁd%"dﬁm}“ﬁmf‘ﬁ&t“"ﬁ’ﬁ ip thg DNS ficoding WE‘O r Fhe ofgorapase, pegwosk { ?f& mai n,
per n ssi onshosld be epupled® aafetwolicin @aranen allowingtthecdppardtusvib IrdceildecliemMNIRguests-0r

exanpl e, i %rcs%ﬁ I.Eeétigﬁl'nall o THh e o BINECen gcfdﬂxgﬂ%d Spﬁ&é’xf Eh‘%doné‘tor %Ee' ﬁé‘i\b‘{fr sity

of Califorhia a and wants to
needs per nitEReEhHshpylShe Wﬁ@%\?é‘i‘e NeRYEGiE @ magner Mmgéwppg?qﬁ tPa’P'I'SV‘“ 3 IPN% new
uni ver g t yreqfestah arsfaﬂi’aﬂCbN$ Soyver, Witk NS regiekt\preddntihgthe dddio Ramel ih tEUSKS ask t he
nmanager of e da 3 y domain to assign it ultlr.edu. In this way, nanme
confl icts are ded and each domain can keep track of all its

b-domai ns. Once a new domai n has been created and registered, it can

‘Create its own snapshedtdip eferaweho a.smaeSamh\tptﬂg tabR{pbssibly tutm& ogatst ﬂe@&lbed

perm ssion.fr i e. In t, a
singl e nan%m‘éegf g’t'gc?gﬂﬁ‘im%ggtg mteﬁgryen |°rreat{fﬁ§°n3£f é%%‘ °F ﬁ‘g to all
queri el abesudesigned tq identifyatbe nereDN$ pricading-tynecof tbmdnﬂuﬂmwletv@rqowwesi tat to be
usel ess. FabidalA@EHOf 6 thé Aonl BNEEIdingBipé to@R\WNS chdd@ingfibé.r € | nternet woul d be
crippled. To avoid the problens associated with having only a single source
of information, the DNS nane space is divided into non-overl apping "zones."
Each zone cont afhese and pther feptures @fid advantages o the prgsept inventéan yilk berdeseribpdbinguore/er s

hol di ng t httaf BLIBG Witk Rtcted® tb MAE @W@El ON about that zone. Nornmally, a zone

wil | ve one primary nane server, which gets its information froma file
on its disk, and one or nore secondary nane servers, which get their

i nf or mat i oPrief PepanintiowofitheiDrewigesnane server. Wien a resol ver gets a query
about a domain nane, it passes the query to one of the Iocal narre servers.
ISLCLh:SdgFIuDe Plsa%hemagog}?ltsf ion o%aﬂzdgr::k a(r:cl‘é]u%ec urllncl(xjdgxtl Q@Ngf rﬂerr gsrlltfaoﬁg Ser \3/66
JUL 2003 mwgrﬁlt’lﬁr‘iﬁevverqﬂésdmtee records. An authoritative record is one
that cgnmes fromthe authority that manages the record, and is thus al ways
00T o0t P DA WAL o By S0y L BB SSt SRBRr pl ™
about the Naeqtye@toedmﬁ@mﬁmg tyge, inagéordanyie avith watnbgd,lmqnmf thepresentinveption. sends a
query nessage to t he top-I|evel narre server for the domain requested. For
exanpl e, nane server se tofin theIPadressfor ai . cs.
obedu RS i P ThY degn P e | SEFTLI FOerinR f RIVRR NI Pedoira; abase,
edu- sé0verDNfdncoding type tolasbrirdgpringing Penpaint Fame aDNS\eaqodikgtypss t he address of ai.

Cs. uch. edu and probably does not know cs. ucb. edu either, but it nust
know al | i it for t he request to the nanme
server forp%‘ﬁaﬁ '% wﬁ“s?ﬂ“”t'?J{%r]%“??f?mB?Pém?%@l‘Q\gﬁ‘fssW% request to cs. ucb. edu
that must have the authoritative resource records. Since each request is
froma cli of B, 1S way
back to tﬁgﬂeer I %?gra?e%goﬁjed“}sgtea?ﬁ% %aJscﬁE lrr?}g;@ett rﬁﬁ?\ngggﬁgg Fy?‘%l)r al .ﬁl uch.
edu. Gfce N#H& record gets back to the original name server, it wll be
entered into a cache there, in case it is needed |later. Fbmever, this
information is not authoritati ve, since changes nmade at cs. usb.edu wll
not be propagated to all the caches in the world that may know about it.
For this reason, a cache entry should be renoved or updated frequently.
This may be acconplished with a "time to live" field included in each
record.




The above exanple of a nmethod for resolving a domain nane is referred to as
recursive querying. Qher techniques exist. For nore detail on DNS, see
Andrew S. Tanenbaum " Conputer Networks," 3rd Ed., Prentice Hall, Upper
Saddl e River, NJ (1996) from which nuch of the above di scussion wa

adapted. See also U.D. Black, "TCP/IP dnd Rel ated Protocols, 3 & dUEdﬂm3
MGawHi ||, San Francisco, CA (1998). Both of these references are

i ncorporated herein by reference for all purposes. As noted, the DNS
protocol is currentRigurees ésdan jlbustraticw lof atlogital ARiping sable used touRlehiify émabding

the Latin alp ' i git:al .
representati oﬁg?ﬁ |‘f d'c}%%ﬁ{r?dgﬁeasﬁég?&ﬁ%;&? @1]9) %"%ﬁéagﬁeﬂqaﬂ‘g&%ﬁ?‘é@ i ncl ude
BI GS and GB-2312 for Chinese character scripts (traditional and sinplified
respectively), Shi fRigus6dnd “mee dirgraor depigting @ hierarchy af Chinesclanguage eHSalibg0 1
for Korean character scripts, and the extended ASCI| characters for French
and CGerman char act f
I anguage- speci fic g{l] or ﬁ{]s %g%gwﬁn@e@eﬁ és?]teéapm‘j’g%m coﬁgﬁgtgﬁggﬁgm may be
"uni ver sal | i sEpleerdo implemenyiNS fmctionsaf the present invepor apacity to encode
all the characters used in the MW|tten | anguages of the world. It uses a 1
b-bit encoding that provides code points for nore than 65,000 characters.
Uni code scripts include Latin, Geek, Cyrillic, .Arnenian, Hebrew, Arabic,
Devanagari, Bengali, Gurnukhi, Gujarati, Oiya, Tam |, Telugu, Kannada,
Mal ayal am Thia, Lao, Georgian, Tibetan, Japanese Kana, the conplete set of
dern Korean Hangul, and a unified set of Chinese/Japanesel Korean (CIK)
ngbographs. Many nore scripts and characters are to be added shortly,
i ncludi ng Ethiopic, Canadian, Syllabics, Cherokee, additional rare
i deogr aphs, Sinhala, Syriac, Burnese, Khmer, and Braille. A single 16-bit
nunber i s assigned to each code el enent defined by the Unicode Standard.
Each of these 16-bit nunbers is called a code value and, when referred to
intext, is listed in hexadecinmal formfollow ng the prefix "U'. For
exanpl e, the code value W004'1 is the hexadeci mal nunber 0041 (equal to
the deci mal nunber 65). It represents the character "A" in the Uni code
St andard. Each character is al so assigned a unique nane that specifies it
and no other. For exanple, U+p0O4l1 is assigned the character nane "LATIN
CAPI TAL LETTER A." WQAL1B is assigned the character nanme" GURMUKH LETTER
CHA. " These Uni code nanmes are identical to the SO |EC 10646 nanes for the
same characters. The Uni code Standard groups characters together by scripts
in code blocks. A script is any systemof related characters. The standard
retains the order of characters in a source set where possible. Wen the
characters of a script are traditionally arranged in a certain order --
al phabetic order, for exanple - the Unicode Standard arranges themin its
cade space using the sanme order whenever possible. Code bl ocks vary greatly
i size. For exanple, the Cyrillic code block does not exceed 256 code
val ues, while the CIK code bl ock has a range of thousands of code val ues.
Code el enments are grouped | ogically throughout the range of code val ues,
called the "codespace."” The coding starts at U+0000 with the standard ASCI
characters, and continues with Geek, Cyrillic, Hebrew, Arabic, Indic and
ot her scripts; then followed by synbols and punctuation. The code space
continues with Hiragana, Katakana, and Boponofo. The unified Han ideographs
are followed by the conplete set of nobdern Hangul. The surrogate range of
code values is reserved for future expansion with UTF-16. Towards the end
of the codespace is a range of code values reserved for private use,
foll owed by a range of conpatibility characters. The 12 30 JUL 2003
conpatibility characters are character variants that are encoded only to
enabl e transcoding to earlier standards and old inplenentati ons which nmade
use of them



Character encoding standards define not only the identity of each character
and its nuneric value, or code position, but also howthis value is
represented in bits. The Uni code Standard endorses at |least three forns
t'hat correspond to | SO 10646 transformation formats, UTF-7, UTE-8 and
UTF-16. The SO | EC 10646 transformatidh formts UTF-7, UTF-8 an@ UbE- 2083
are essentially ways of turning the encoding into the actual bits that are
used in inplenmentation. UTF-16 assunes 16-bit characters and allows for a
certain range of characters to be used as an extension mechanismin order
to access an additional mllion characters using 16-bit character pairs.
The Uni code Standard, Version 2.0, Addi son Wesley Longman ( 1996) (with

upcat s end 2o L1 o= gl eschifi] LA PrORFEL RHRIRRerts 1) 7S

reference is incorporated herein by reference inits entirety and for all
pur poses. The secodd tr NS ANRIUMNKOBEmat is known as UTF-8. This is a way
of transform ng all Unicode characters into a variable |Iength encodi ng of

bytes. It has the ‘?‘M @%‘?ﬁv htfaﬁl?foﬁgk ﬁﬁﬂﬂmgﬂﬂrn?\gg rib t?:%’ég\goocﬂtﬂh{‘ﬁ:éi 0

the famliar ASCl | sanme

n
t hat Uni code A;Snemelsa@r smth dgNﬁtaﬁ mlmreddarﬂliﬁl(lﬁsﬁe@s #f 199%): c Ahese
exi sting soft Wﬁﬁﬁbl\fﬁédhﬁ%eﬁma?nﬁieﬂq:esﬁﬂé})éﬂrﬁ Dﬁwrd.deﬁes td hde cuw&qdﬁal DNS

Consortium al so endqQrses the use of EE%X Hgap 8{11‘%‘1

Dt ot St andSic sy RmPITE TReS A dovhg Towbedldofiin BmE i1 fosoled 18 #or m
can be convernmiemc)lf laddigss-isSilfustrated by Biguie lrvbelpwutwaseroﬂ:efméd?xgm'elbns
Th Uni code Shapgged am%aeﬁﬁnggﬁmbmﬁ&t&ﬁgwm BEBRESS mgé@r conf or mance in

terns of the principles and enc |ng architecture 1t e odles Aconformng
i npl enent ati on hasthefollolwrn racter stics, sam\ﬁP‘ uire nt:
characters are 16- bfosmmi farely s apQ, ofher ZspyrEes. Y ?‘ﬁ or

semanti cs; unadkbesyeed dastead aok bm&ryuamﬁbemdthcwnhmvrﬁSCﬂarﬁnhg,ssw}e ot

corrupted  Bulhrbtikbor2903 Noihcibee "B CHAROA. 107 Bliy! URbRLARE ingry

St andard are conf'onnman on as t treat eac
Uni code char aRddsgssgss 5@ semecmes amﬁmess) reamw# tq gonyext dhe MCdbrsrrmdﬁmeﬁ\gork

16-bit unit agfliréssée THISMethin®dnd isirotided B tR Donddifi Naflie Systéint he Uni code
specification. The full conformance requirenents are available within The

Uni code St andard, n 2 n 1 [,evi o

i ncor por at ed by re‘ﬁggr g‘ﬁ"gme Pﬁp@% 3 esr%g;r?rdecgly 81ra)"g'o e"gg‘g{'g leheg; %ﬁélﬁs
that are usefdistribyted databasersystemtfor implementiggrtis namingpsahiemeedti is prirGadly2,
for exanpl e, ﬁs'éd For m%#&n%ﬁé&%ﬁ}ne%d &EndiPde3BRIDASH IPAddI&is&Y, but can be used

e’ Tt er net o ol pirmbssin ApgPeasPes U it ttived i BFFRABM RS Bl ol ng 7

bits (e.g., DNS, SMIP email, etc.). 2. TERM NOLOGY Sonme of the ternms used
herei n are not corMuryIl;deib'e&xd way BNSist usediishas follewsrs Toanap awamiepingo madRi ngs

W the art. ThARalons, appllEatlc bl k! 219 el UEPdhe SrBse Co

understand|ng t desc t1on vention as set
the clai ns smﬁérlag Hdhe neeegg aparamater. | The regalver sendsaldDB gracket;to slgcal DNs'

kls ag:u sti % | engepibr rwhfeunen 1oa&yumamaﬁ1behdeem@bmgpeaaeds flgtlhbyé@l\(& @hich

or now kng ture. Uni,versal lin
encodi ng ty@“’“ alvadd ?%dﬁ%f#@%%@dhﬁg ‘\3‘8& Sidiands, ?ﬁraﬁ‘e B‘é’ﬁs?ﬁ t he
future, that EORoopmsSerswithithe déstinatioreorciend it dIRR pavketyl yph set within its
encodi ng. Unicode is one exanple. B1G5, iso0-8859-11, and GB-2312 are

others. DIgitally EsRkEey e ubhte WitvRRATAS bhY (G Rl ARAIRE" B0

result of encodin It stream exa format, etc
Di gi tal sequelvseain cavess many hosts. sBaphedrpaingis maomdnm%dom@na@aé |t1m:

characters, Ofpe ‘i’ﬁr‘iﬁ‘e’r pantitidnied USie So bR, AN itkksé ﬂbmﬁi%"cﬁ%@tr@ﬁeﬁéhted ?rat réd

of a digital I repre q.fn\,tLEd domai n n%e Ot%( section o a dorral n

name; e.g., lesrfsr £ treg FRPISSENnt have o0 B msd ttd?e"‘t'%‘ﬂ"and

second | evel xﬂ@dlﬁtd@ bfoguikdedr A leaf domain may contain a single host, or it may represent a
company that contains thousands of hosts.




"Knoyvn " digital sequence - a digital sequence of interest because it is
known to be associated with sone commonly used character conbination (or
qthér property of 3 0 JUL 2003 14 donmmi n nanes) encoded in a particular
encoding type (e.g., the BIGS digital gequence for ". corn").q" eGlhhon"
of known digital sequences - any arrangenent of or connectionségﬁugeﬁ%hg
mul tiple known digital sequences. Typically, though not necessarily, stored
together logically as a table (e.g., a "mapping table" described herein).
DNS encodi ng type -Thantopslevadi dugndizp eome pipnotwee dlabyrst lpenddNSamd @omiteles.of The

k I . limte ASCI . i.fied . 1035
et vk o 1 OSSR nf e Sl AR, oy R i B PR
under consi destatesdaderal goverBnas),uindl {cerRECintadationdl orgddRizatiens), milais: GRitedNS

Turni ng now t g, eis%?:ﬁxgd }orcéﬂ”ﬁeti (qu&ugﬁéo\g&’ég%)?gﬁ@to?& ?t;réﬁ’%iga‘?fo‘(@: E%%g cOltd

n
an enbodi ment “of this invention Inc ) orre I Nng" node
14 with whom dpmeins includg enecantrydor evarny apwitse 25 definedNg 18@3 166 Hahadeanain is

convent i onal v H OSSR % eth %ﬁxrgﬂﬁéd' | _ennﬁen % I
(currently ad regﬁe tﬁ%%ﬁ'el omai n nane orf 53 forllogtltl |ﬁ§3 é'gér)raa?%
nane queries PePaptedly perogdsdprongunasfiSdele)-ver, which may incl ude the
Berkel ey Internet Nane Domain ( BIND and its executable version “~naned')
\(/\ﬂi ch } /s a wdely nspﬂr}&iw, 3@{1&&5‘%%% irﬁ&tfli’inﬁ?tﬂe tiéexin@wo different ways. For
ttp://wwv. I SC. oL,g~. er st and,t ne of, thesg conp@anents, assune
Uhat Tl i ent. 1 SXarepigcer e BhRt Eilan Wil e Ty e fre B CRETID: BomBi o
errﬁl oynment i neswudbaigs.Kdnpragicenbowevehateady ellaorganications Sp dhel United Stied 4re The
st pdent has p ' : | Lot af1d BESIS ' -1 he
Jomain N o?'ﬁéhg;ééh%%f%ﬂ &rﬁe&%{)l aflbulsdife Hilxﬁk%&%tﬁ%r@ﬁﬁdé}%éh i

I LN nape | s pI‘OVI e I N natlve | hese
characters. CPfbef ceuntrys Thars jsnopnle pgainst ragisiermg under o oprieys) dema)sy byt

| anguage char dsihg ks niight besofifiidiniggso fetv ovighiizativns\darie t hat can recogni ze
encoded Chi nese characters and accurately display themon a conputer

screen. Now, the sﬁ%eg&dn%e&@,&‘s& ﬁvg‘?%ﬁl?(%gtsetg%é ASmERR %o . tb%bgj Srrple,

encl oses her resume, and types | I | onmal N nane as .
destinati on. Japamhandomaing geuin andcga.pthat mirtop edie ped com. Fosseatra pew domain,

corres pong ! ngpd?ﬁﬁ’sﬁioh‘is rédred »gm&hamn whidhi i Wil bé inchkRd. Foe ciﬂhﬂ)l@}/\if[]wx

nati ve | anguatintabinidfiesel e B o VR ERR B LA ek B 20t

recogni zes t hwsnts e bédirmiwn asuabes. schedly it meeds' permissionh fronc whotnevéramdhagesby a

3 0 JUL 2003 Sych.edu. Similarly, if a new university is chartered, say, the University of Lake
Tahoe, it must ask the manager of the edu domain to assign it w/th.edu. In this way,
name conflicts are avoided and each domain can keep track of all its sub-domains.
Once a new domain has been created and registered, it can create its own sub-domain,

) such as cs.ulth.edu, without getting permission from any entity higher up in the tree.

In theory, at least, a single name server could contain the entire DNS database
and respond to all queries about it. In practice, this server would be so overloaded as
to be useless. Furthermore, if it ever went down, the entire Internet would be
crippled. To avoid the problems associated with having only a single source of
information, the DNS name space is divided into non-overlapping “zones.” Each
zone contains some part of the tree and also contains name servers holding the
authoritative information about that zone. Normally, a zone will have one primary
name server, which gets its information from a file on its disk, and one or more
secondary name servers, which get their information from the primary name server.

When a resolver gets a query about a domain name, it passes the query to one
of the local name servers. If the domain being sought falls under the jurisdiction of
the name server, such as ai.cs.uch.edu falling under cs.ucb.edu, it returns the



conventional DNS server. Therefore it translates the Chinese domain nane to
a format that can be used with a conventional DNS server (normally a
limted set of the ASCll characters). The i DNS server 16 then repackages
the DNS request, with the translated correspondl ng node donai nétangu agﬂls
transmts that request to conventional 1PNS server 18. DNS serv Lh

uses the normal DNS protocol to obtain a network address for the domain
nane it received in the DNS request. The resulting network address is the

net wor k addr eaghéritatioé t@%ﬁﬂsadieaﬁd@oqhm atﬁho:lawvé edcord islénddBak eamss Fdal the

net wor k addr ess acccé)jld{ﬂ‘g onvent g\ls r ot ocol a[}g forwards the
address back pyhpthatmgnages g 15,1 @yWayg CofTRCt | A E1VEN NAMESETVET  he
needed netmrhagddbmatahﬁ%dachedmbmat’ which g be out ofldatepl aced in the
student's nessage. The nessage is packeti zed wi th each packet having a

desti nati t dd d d
destinat on net o e QK SPBRAE e Sol el 5B e B
under st ood nodamdinlis aviijabdo loealiy rthe nambe sexver serids camned)emsdgedo ithe tdpelevel

|t eracti on pLageSeyl) 'l AGhAMeluchie e Lxahfic RN DURE Serd kel ' ©

depicted by a vertical line han
server 16 is fiepihet Baddress forrai.couch.¢dunmay isencha lﬂéﬂtpepkesfmtthe S¢nvgufoe edand

H\gufgr Vﬂ] . tlﬁgﬂvla;/ HeRd aéts&sbyea..s\é%efrln@al Ithid BRIRLY thRethid &merhaads hélsddpbsst he

message i nt erfie¢d: CFHFL & ’h %gkhg%;qogﬁa&%\lé‘g S%Fﬁi“%{gg\é‘ it H}“Ste T at all
d st i nati on i¢fitsgvai chtldremrsoﬁi\ﬁimmﬁdta ogviest ®ithe amne derver fod iob kdu. Mm t he
text is enco%&héeﬂ?:t ﬁr&éﬁgs%ﬂéﬁtﬁe& "W gf’ b).fAbg éﬁyﬁ)ﬁt In@?tt ha%%% it‘t'nhé(n{aﬁ% ?e%‘é{htc t he

characters of ut one Tirnguistic enco
type. In prefrepords cYipesdpainreguestHs f’nmentlttm 10 SRTEE, ahwa'éon@nge retord
encodi ng typaequdstedidiRkS itd wa§ Batk totheofigindPRanhd'SeriiGeqeRsiig the BP GddreShfd:t
JI'S, EUCJP, K CSGg extended ASCII., and others. After the client

appl i cation PEXHERede nessage at 203, the client operating system creates
a DNS request to resolve the domain nane at 205. The DNS request nmay
resermbl e a conventOucecthe BidBrd gefs back tortherosiginakapamedserverpitavill be entezedimbmai n
name provi deqtabl {Hafe, i 64485t is‘HebdedOlGteP! mwée& ks ﬁtfa%m% ROCAMhIati W, TRl -

The client operatlng systemtra snts, its equ server 16 at
207. Note t h&inceicaanges madeqt willnog be ﬁwas%@ il § Bﬁrcéé‘etsd“ thenvoris
requests to ithimacknwmy aﬁlﬁlt it rFarttlmsrreason chs«:achhentdpﬁlmﬂld borémaved\og updited

client 12 115 dlBNShRP Al iy pd MEcdIRSP LR o HipE b b fria R Lo ™

nane fromth réequest generates a r4n
presenting thecatdmain name in a DNS conpatible encoding format (presently
the reduced set ASCII specified in RFC 1035). is 3 0 JUL 2003 See 209.

The i DNS server 16rHelibvé exdtfipleof aithéthdd\for r€oang a domaRvans isGefrePiSapane

18. See 211. Th t h t acol
L0 obtai n t naSHE APEYInED DAL eKiab Shishe Frc Bare et o RS, P Addtel 8°°
conmmuni cat i orf anmumlé‘ Compaster Netwerls,” 3T\ &Edaatrenticsr Hell, Upprri SaddtecRivien NDNS
server with f W%Jh%i: IhBcREEHRSBove @ﬁctsaxﬁ v&&rawaﬁteafi Skb %Eotlﬁ E”%'i%ks the

| P address ba at 2 ,E al

now i n hand, iﬁ%@’ s Relotea Pitiasetser3 ¥ et Ormmkills e Erancises. o U1O8Ee

219. As indi (Bthledfﬁhmferéﬁ&sdwinedrpmtﬁhﬁﬂhby@éfetbﬂﬁ@fdnllrﬁn'pd&esﬁonverted
froma non-DNS encoding type to a DNS conpati bl e encoding type. In the

ot be the case, Mo TREDR bORERLM dibeRP bR poh3 B BY ASTILIRRIR” o,

be enbodi ed ithust imitedi tentheoLatin ealphabetnt NomarouB)NShele eneadingss proyide. digital

eI mal e  FERESHAURINS for Bfhet UMRAEN S SF N GBfla b VELAGIEY Mo Bt gho "
server. |n ofEBaabd &rr%lnnese@betaa@r seripts (raditinnabandesimplified; respectivelyd Shiftt ype,
transl ating grqad Emcemmes’a l éhai'&te'% tsencsds@oﬂqaalxbramhaa&er
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mul tilingual iestateeed Web browser). In this enbodi nent, code detectlon and
code conversion are automatically done prior to dispatching a DNS
resolution request to a DNS server. In sonme enbodi nents, the application
can provide nmanual |y defined |inguistic encoding which obviates the need
for code detection. In another alternative enbodi nent, operations 305-311
can be inplenented on the i DNS server. O her enbodi nents include coll apsing
all or some fraction of the operations of the proxy iDNS into the DNS
server. For exanple, code for sone i DNS functions can be collapsed into

Bl ND code as a conpllable nDduIe In Flgure 2, the conversion of the domain

o r o M o o




In the interesting case, the domain nane is encoded in a non-DNS fornmat.
When this occurs, process control is directed to 307 where the system
transl ates the domain name to a universal encoding type. In a preferred
enbodi nent, this universal encoding tﬁge is Unicode. In this cagep Upe 3
characters identified in the native enkbding type are identified n“the*"
Uni code standard and converted to the Unicode digital sequences for those
characters. The newy translated domain nanme is then further transforned

from the universal Beyoaditheset lmguztge -spetiie mmagl types, etheredexistst theeUnfide

Cransiat on 1 PORRERAASREVERBD AR oHIPR AP breLROEKES DB Rene © woora,

t akes pl ace i mllttheclstragers nbedinghe wnttemlaaguagd:s af ﬂleumrkerhahesenbﬁ}dltrcgcmypg

This two step %?%H%secd’&e Sﬂm%ﬁ ﬂfﬂt@i&é ﬂtqntqg (R)W chtntac PP“nb%é%‘ae %@Hg{s%b{%ﬂim

however, t hat rect

i ncormat i bl e dt@mu Gm&n@ynliwt emenignc Hebew, mreblq,oﬁavanag@rneBeﬂmhs Guapukhi,
acconpl i shed Y, g t a

dosi gned to couaatyeHEE T, “&’“%‘(33““’“%"‘?‘?2%%% 04, GFeiafintlbean, |
DNSconpat i bl eJanasess kg n@,ytbs)com te et @ mﬁrz@ KprpéyeHaragk&r and, asunified set of
mlodel e?haf ter dhtrrés ahbsefI SeAn (@Jret) 1@&&?&dh§eﬂdﬁ?%&e sﬁﬁﬁ afd Gﬁfw\ftﬁfstﬁ'@k@

al gorithnms ar or can Wi r ort.

conpati bl e doﬁﬁl”a8 Fﬁsﬂﬁ ﬁ’eq?%'i‘ é)}'i]téh’cﬁ’n T ‘Eeeraﬂtjﬁ’@" T2,
convent i onal EI‘ngﬁph:: Sinhal Syrihc, sEhmnleah Khnvery ahdtBrailldomai n nane to.
According to normal DNS protocol, the DNS request m ght be forwarded to a

topl evel name server A% Wb H@raﬂ&sﬁrésggﬂcd o gﬁﬁé ?j%é}ﬁ'&ﬁ Efﬂ?ﬁs{t i c

conveni ent to_have dl erent. roof name S I‘VEI’S erent

dormmi ns. For BR mvﬂrétarmsi chashegbthess d mtm/lwlhtia ¢pde Yaleq andynhen
jer ver for Chicfes&i Itcariﬂuaaesa igltigted rtnnmaecnmmefompmmgwerpwt'wr For
apanese corporatr aot, n erver far ngse uage
domai n nanes, ‘?'nﬂt" ?yto \’/@ ﬁr&@"ﬂd t%%ﬁf%# r'&'d‘t eﬁa‘ﬁ@ é"ﬂ%‘r ﬁtgl?
H ndi | anguagéecamalamumlmrﬁé); Iteepresents thmyhmn"A"tmdlesUmtcedn Stasdarddent i fy
the appropriate nanme server at 311 as indicated in Figure 3A. After this

PZ‘ZUEES”CZ‘;CE”‘OHZ%E&“ (t:l{at?ﬁ'ctfrqg\é% SiBndd %gm fgxrameqm §leBiffR8Gt MtEndVeher.

conventi on. pte@feraam@ ‘Bt'&ﬁ‘lp'rs(?éﬂg%c Bpragier WWFQWIS'%\ ?‘g’iﬁ &EE@%R
sol ely on an ADPNG+8A1Bds assijmed\the chammsr aimd" " GURMUIKHE DBTTER QA M oThese on
a client or aucamieRlhalal idenfel to thellsbRROTodst doNRs T HE Lamé acsitaanl ©.

303 and 305 co e per on a c an e per Aorfed on a
conventi onal DNS server. referred d|vrsron of |abor for the i DNS

function (327) is &b%Paiced e%ﬁ"ﬂ?’@tﬂ‘@“@ﬂ’ hagacters,togptheny scriptsin ¢9dg hlegkseA
se lr3 ?/er ( 321 pedctipt anyesRim mla%&hai’aﬂersgdl'hbhtaﬁdﬁ’dd'cta;ﬁs thaetdedescnaraaam ng
t e (an exanp Li 0 e e

3d can conve‘r"taﬁﬁmfmggw sefgé)ggﬁnlcg:lod??t}gmt@lpeésﬂa%{gg{e%n|°godé&lrb(i ar% tﬁﬁl} sUl abI e
uni ver sal encastinggd iy pecertainnorden 5 alphsbeticrorder, far exdmple —3the Weicods Htandard
operation 303,ApdefthHeAHSR d doﬂ@ §ba {Eﬂh&’ %n@&%e%h@ﬁv@? p&J&ﬁ)lé t@dHiadldleNS

resol vin rotocol. In one r server
machi ne (1 den¥ary gEptiy n;size; Pk, Crilie ead MbFK adS e expecd 3 qode

(e.g., a portvalwespwhile GR0TIK bmdeaﬂocdﬂms agangexdfehqusandswof cotle saldegi tal | y
represented dormain name in any linguistic encoding type and returns a whole

t f di t
BRS encodi ng &y iﬁ% closithfy g ?ﬂa@"ﬁ’éﬁaﬂg%‘@’t‘”&‘ﬁg%ﬁ AEE0d VRfdeL
program code e dieodespres-ge The mﬂmstaﬂs;raé QQQOt withstheestandaphASEHy er
323 several fa.laftc(ert én{EP § it Tk, @ynmepﬂreawgms‘é %uwané%éll

fromthe DNS pr.otocol running It ;@gara el he ’anpount of code needed
to di stri but eSCHpiSs then M&wé&y wntrqlm pwttlartmh@ha icede SRAcScaptinpe With 34

\gfne? , the ﬁysmﬁﬁgﬁusl(amm:l ﬁndebbéxﬂbﬁ ?Esaﬂtmta Ha\sneéograﬁhsrwstomﬁve@agamteedof
i stinguishin e enco e ne 0CESS Was e

2t bl ock. 303 Gmpirte B abpileeiane il st range of b Taives Birerid firc
process of i dfatireexpargionwith tH-bg Towzedsithe ehdgufrﬂse evdedfiite\is hhamgaeo&;mhem

denti1ying el dhdla B BHORE SR oG P S lor U8R LidFadiaE™

nane. Inthesy emin pla el ns-incl Uded
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.com . edu, .gov, . ml) . org) . int) . net, and the various two letter
country designations (e.g., ; fr, . sg, . kr, etc.). After the digital
sequence of the top-level domain has been identified, the system next

mat ches that sequence to a particular encoding type. In a preféyfediL 2003
enbodi nent, this invol ves matching thel?sequence agai nst records in a

mappi ng tabl e at 405. An exenplary mapping table will be described in nore
detail below. For now, sinply recognize that the table (or other |ogical

structure) i ngdnisheibildy! étiractdrs Clir@i dhatace® WRTHRRS tﬁaoraraaernb@m 'ofBr [t6Vé&lable
domai ns in the varj,ous I| gws C ena ng:%g réges hag%H %4 the stem
Each separ at elfanseeding 1 el gigag eraentationy ?ﬁh@‘a? ﬁ'?"rfier.
The system matches the digital sequence under consideration by SI nply 19
3 0 JUL 2003 CorrpaChir@cti:i eﬁgﬁiﬂgsstaﬁdmdssdcﬁmmsmlyl thehRlentityi ofi€achecluraiteof

t he mappi ng tabhl. st an a | ook LU rocedure su S, a
bi nary Sear criiaipoafiyeucof SR Sostfbn Baglsa REY P vBIGR FE{eprsSeRiitn Bty
si ngl e mat ch. ThdoWawede Stdndard Endﬂmsemtleasi dlwrea fermscthpb carrdspend to IS©s1064$
top-1evel do Sﬁb}bJ{ £ ent | anguage, for exanple),
then it is p@ﬁﬁ&gﬁﬁﬁfgﬁw I gi qffsgqag‘g%’}eﬁs? ‘or two top-level domains in
different encodin or mats could be identical. To address this ‘E@FSI bility,

the system det er m FR&SISQAEG P64 ensiormation fosmats UEET7y 3 TH:8 amd; WEFdh 6y prea
sequence undeissen@ialy dwa}est bPNurdihg ¢ ;entHdEnP I iAke Hse Iaétuspmsnb ehet a&e 4758d Wint h

Fecord. T ormeieresatioer UTHLE argiges, 16t hapastsss Gad pllevs forot Pty FagerRtc:
reko! ve this daaialcgm toy be lusedi @e sint dxitensipn Mieclsinisi ém ordey ito giceess cue ndditiveal
domain (e.g. ., %ﬁér@ u%fﬁ%h]@ﬁxt %h&ﬁ&gpﬁmlasevﬂe ﬁﬂ{%ghé‘kta%'d&ldt ‘Vﬁréﬁﬁl‘ie@ce

See 409. In ot er WOr cons rati1 o

digital sequetfidisons iVesiey Lgngman (1926) Gwith yndates ang Bomﬁéd%wl%xgé\?ded
digital sequasfi€odeSStagdird), ViersioReX]1)olgsi adoptell s thagifodhationdfeanarss défieddn

0o tar sequdnOlES Lol It RSREs IRGRT herbt oo RerPdtan i and ns

(to resol ve dopall pmrposes. anbi guity in the sequences of the top-Ievel
dormains). After a match is found at 405, the process proceeds through 407

Sequences Tor i op ey acont RehfoRRINE ARHREH Khon "Q"ml”hem*‘gistaﬁl‘é“ of
provision is ﬁﬁﬁp 6@“’8@3 chargctersanto 4 8“?%%?@8%?5?8‘8&‘1 dytes, nIttl'ﬁFs
case, when 4@he advantagesthntl therUnivode fcharactets cmreépoﬂding)toetheefamul(thr ABSCHaesgeth) ,

the systemidentifies. eagh, %‘;mtehggg%ﬁﬂéé 25 gﬁbﬁh? g%ﬂﬁk& K %ﬁ&k#}gt he

types). The sequence urrder consi at| using ea

potenti al endensfanmed inte U8 can beised “tlﬂi'emm exising ?memgv withoyt gxtensive may
have found asgmjvade r&%teanthelwm@é& @ffnsbhﬁ:m] alaee@c&ﬁse%ns&ﬁhmwwdm com

in one of the,.Chinese.en of t.he,decoded strin Id be
under st andabl"e"f’ﬁlef“ﬁet‘?%ﬁlfﬁdﬁ‘g(’%‘%/ y pigode, ﬁ“d’ e?‘?ffés 8t fer s)
shoul d be gi bisedTE+H.6 Tdros cant e memd ueltlmcLH’Ft-hé'ommdddmth withauti logs of pe
provi di ng th%@ﬁéﬂdﬁ‘ﬁcOﬁéguﬁfcoh@esﬁﬁ&é}ﬁdéﬁéén Moh bxg rr%ﬁ:%?nén’i’s tLREN

concl uded at system usi ng, t he se te ingty

i ndi cat ed at confgrmanceria @mw&%m&e%gaﬂ&m ipp erchiyeeiuze. 8%198 mefhch a
di gi tal sequeasforhing dmpléindneition Basethe &fllowin® NEliafactaistics]Uas Ya afiiftfiim
known digital sequences for multiple encoding types. A mapping table may
house the kn&HIEMGPYal sequences. Figure 5 provides a mapping table 501 in
accordance with one enbodi nent of this invention. Each record in table 501
speci fi es a m ni mecharactdes are 26-b#t Whit3; U L 2003 resolving string (e.g., a
top-1evel domain) for a particular encoding type (e.g., .comfor BIGS). As
shown, mapping ta ' ' ds. The first of these
isatineto Iivegbﬁgagéspdegfd}%?%%w ong&{)d@%ore the entry cache expires.
Next, a m ninmum code resqlving string field identifies the digital sequence
of a portion of avBassigned cadesare potgised;iand, di gital encoding for .comin
BIGS). Note that the m nimum code resolving string is typically provided as
an 8 bit binary stunkfiewn dharadétemslard noteotraptednd nmi nt enance of mi ni num code
resolving strings in table 501, a transfornation may be applied to the
binary string in order to get the formshown. Wile the m ni num code
resolving string may often be the top-I|evel domain,




this need not be the case. For sone linguistic encodings) it may be
necessary to include the second or a higher |evel domain to uniquely
resol ve the type of encoding given in the string because of an ggti igmg
Simlarly, it may not always be necessary to use the whol e top- JULj $n
to -uni quely determ ne the encodi ng typ%? This speeds the search for a

mat ch. The "authority" specified in the table is the entity given authority
over domai n nanes specified in the record. This authority can register

SU{J;] dorr?i ns under im_smg rhér%faﬁd?@rorfahami?)deis_&?m{& hredébhioriiint lay g& gsven
authority over, .comin [ ve aut hor,i o, issue all suyb-dponmmin
names under . REYITF3t eaeRsy ﬁiegcg(ﬁégg?@@{nﬁ%em%}tq,{pmn% Yesafel Hr e
assi gne?. Al severé the corielyonding Dibio uait and oﬂn&hhk%iﬂmﬁienghaimxgiamrd (rjto&héiam?
server (or seryers) wt.h "aut i Lve' records.that provi P resses
For domain naniteadk Princarfif, Pos Rt bafomiste8 héekickmBs Bu WifBnle iy Fhe

field tabl e 5UniedeciStandard; h¥emiono @.0)g Addisen oWesleg Hongrnan, n4986, npteviously t he

4 e near o ! ! X
name. For - exaliSPIrHL Yy HAEnSPATE B dhiifncd (bSO il chiralibls GRS
(descri bed behssthl fori7kit mediafransponte limail 4si speeifiedin EFESSZQ, fanexagpld, rig a 7
I dentifyi ng WhalsyiiB®, APTEI81s Résiifrieﬁ%ﬁl@bﬁmiﬁl%ﬂsﬁirl?gf@@gw {d WesiPnb T,

code resol vi ng string, Figure 6 ustrates, an exe y domal n ndihe tree
for resol vi ng® & media/trapspogt (Mo ¢ Intermgtis 3rbit frapspodtable.dit thare arq legaey

Chi nese | anguagteraasing 7 bits Yg., DNS, SMEP email,ies)).ed with default name
servers for resolving a domain nane. As shown in Figure 6, under the root
tﬁ}re are multiple top-level domains (e.g., .com .edu, .sg, etc.). Under
the .sg top-level domain, there are nmultiple Chinese | anguage second-| evel
domai ns such as edu.sg, _and under that, there nultiple domains including
nus. edu. sg, and so2on. §M‘P&9%der the toplevel .com there are

mul ti pl e second-1evel Chinese | anguage sub-domains such as email. com 3
OhJ UL 2003 21 Assﬁmtafaﬁtlientc:td‘iseu:ds'dsmwlfiﬁiafennnfcoinhﬁbnlanine&zdiillilr\':lﬂatart)fOEliegtt:éxfiﬂ?s’SA,h
the i DNS syst C t iyersa i . (e . Uni_code) . t he
domai n nane tﬁ(;a'vg '&%é"np&n@g%?ﬁ%#@y%g aﬁ I r;rh g%gggr e ef?)yg‘gmgr{joe%&“ﬁ%{gta& 8 ﬁol)vé&ds
acconpl i shed assangjde tq understanding ﬂ\qrﬂeatrrgczs\ontlﬁahfqléqwm ebhepipvention| astset fosth in

draft, "I ntergaicldpngshaidd hoMnetsshiRFie TiMeP® theseefiiiiibhs) Dur st, previously
i ncorporated by reference. The algorithmw || transforma variable |ength

data entity to a formthat copsists of onl he Cyconpk.i ant Cl |
nonocase al phabet 58'5' e A8 é’.’g- 5—,[%'0@%8{%\?; ?ﬁ@\?ﬁe nﬁ‘i‘"??ﬂ??ﬁé&nﬁ‘ﬁ%ﬂ or
tabl e used i nBIG® riow lenavet oniussd in theifotre Val ue Hex Binary Initial
Subseduent 00000G010001H1200101 230011J340100K450101L560110M570111N781 0000891

001P9A1010QAB1011 RBRiERAEGESANICT EebiiMgUphd 1ddMinghdigtict éncading Wpes AoWRfowh or
the table are,to, be,inter o{u?teig?as bi narél%or exade‘%_%ag“()5 vab'(u?ﬁfﬁemhl.'k‘e t he
last two col ({fYEloRFd in thefuture, [aat sreompasses e tha frie qharactes o shyphset ighin its
c&ar acters. “dncodingl Unicude isofseqmpht.’ BIGS iso-8859-11) and GB-23 12re ofliead.f a
byte) of the data entity and the rest of the data entity respectively. If

the data entity iSpfy Athe - i
be 4 nibbles jn t,hgfgf%g% ??%’jﬁfé;?e%a?'ad ?ﬁ% ¢ harictirs o8 phEnted os a1ELIE BF bficdihe

di scussi on, t(&-8-d8 @ bitstrean, a pexadsermal fggiekictt-hane, a client application

w il submt the rmultilingual non-RFC-conpliant query to an iDNS 3 0 JUL
2003 22 proxy ser vbigital hsequipicexy & qravtivulasi béqueheen of r aresf andnzetos, chexagedimabn
REC- conpl i ant oLl oo SIHaP odrifuchisAR g R HpheRtaigh, t hm and submi t thi's

query to a

“Portion” of a digitally represented domain name - any section or a whole of a
domain name; e.g., the top-level domain, the second level domain, and the top and
second level domain together.

“Known” digital sequence - a digital sequence of interest because it is known to
be associated with some commonly used character combination (or other property of



At the DNS server, there will be an entry for this RFC conpliant query that
maps to a valid I P address such as U4B807E7RBB4U7BDP1. U696 RCESOAACUSIODAQL | N
A 12.34.56.78 The DNS server will then return this |IP addressqi c ﬂ nce
te RFC 1035 to the i DNS proxy server. The proxy will then rel gymt‘ﬂ@'%] gage
containing the correctly resolved |P address to the client. Note that the
transforned donmain name (in ASCII) normally will have to be registered with
the authority responsible for controlling and issuing conventional DNS

For  por for m n AR M) nydided s RERRR kAR L4, BE P13 o BERIcAY For

speci al |y cons«¢emcted (designed) for the required purposes, or it may be a
general - purpose conputer selectively activated or reconfigured by a

conput er program Stkepaskrich” tdfhioWnPRighihl séflentsOL 8y SeraREERaR! 8 oP @bfhébtRne
not mherentlg related .to any rtlful ar conput er g,r gth r apparatus. In
particul ar, vAFWSER Hg#ealsuomf 3&'@ SeRUSNEREs ﬁwcei > (faQnghnethnecessgr hypsstored
written in acepethenigioalyas ahsblé GRgha aapisg eble” descrited Hepeif)e nor e
convenient to construct a nore specialized apparatus tc performthe

required nethod st The,.required structure for a varie hese

machi nes w | | appem F'E)crﬁdmgeg’ggsbrg? pﬁnlc ‘ﬁ"%,i'g%"ng%?&%‘&& sz”n‘%d@ﬂ# Bﬁqstocm of a
enbodi nent s ohetivoek prlnternet, ¢.gy adiniited stLoft ASCIspécafied inREQAP3G.er readabl e
medi a that include programinstructions for performng various

conput er i npl ement e, p0SHA L) QMn SW -%dé,ﬁomggttgﬁfg?eé@ﬁb@g@abﬁkmﬁm giécﬁocol

conbination with t e,&)rograml uctl ons structur

tapl es, and t¥RIer ceasideration, é@i’zplgiéd’“ﬂFb%Fgﬁp?’f‘rstructi ons may be those
speci ally designed and constructed for the purposes of the present
invention, or they may be of the kind well known and avail able to those
having skill in the conputer software arts. Exanples of conputer-readable

medi a i ncl ude magngti ¢ EPLEMENTATIONS'CGF &S, fl oppy di sks, and nmagnetic
tape; optical media such as CD- ROM di sks; magnet o-optical nmedia such as

floptical disks; d hard devi t hat iall fi d tpo.
Store and per f or m YOI HOTIEHEs | Sfwe inerten compghens: 1A Relwars | Gieadioy
(ROV and r arsvembadipest ofthis inveRidr) incliide avelitink 12py cairesponding nadenisimvithi on
med, um Such_aSnaihclief 12%isHES @) ddrimbbiBi8, o DIPS BtVECRG afd f colRALBRIITING 3
0 JUL 2003 23 carrier _wave transmtting signals specifying the program

i nstructi ons,semdBStWeDM%thlé.mmgﬁpm a8 adPN3 nggt (susreriln addeesseshto the

i nclt ude bot E_d&iﬂih lﬁﬂnﬁoﬁkﬁtl gsyfdg ?almeduawﬂnd@utnanﬁotht'beﬁn phitd dfid 86rmal
contal nin | r evel,.codae 1. Xe e e Co »USLNGQ an
Coterpret o BNSenRh iy iP3ha B RS Id ket 1ime Bopia T HSD: 4543, 2
wi th an enmbodixeeutablefversien pnamedi) whiche i a ovidelyhased dADISt serverywritten byoPaul

i ncl udes any yigd@étpfwiwiseeignl s 702 (also referred to as central
processing units, or CPUs) that are coupled to storage devices including

Cloragh 704 (typi ot PARERLE sl F HeRg imbienispamint e dienld # vefibhKe,

the ., art, pChinesestsient who WiSHesatotinquire dbomh efaploytizent iraa dHongsKong: business
uni -directio I I yaRr szu%ﬁ 7 Jd i to
transfer dat %ﬂ%ﬁ@i%ﬁ? ons, n&% lgi?d??eec |e§ggsé}rg‘f1‘h§?ly%gg¥ﬁ1 o_!T %é’gtg
primary st or hebuingssend hesobtpined the dempin pame pf that Yysiness.oThe demain name is
cormlut Sr . r eg%m_ ia_eml ﬁiv@?ﬁﬁﬁés%@?mﬁ&@&oz ?-Cli%nﬂ}% £ &kﬁfé&?@itﬂ%}d&dgﬁgiﬂ%m%ﬁ' SO
coupl e i -direct]ona 0 and, proyi des addi tj ona ata storage
Comp ity and s Chitere, 3beus Chraglrss S FOBLENSA Aath SIEHF 41 S0 Feepghis
above. The mamgodddiChifiesedhuriacers/4hd attyrately displdy tenso104 Compo@f soreen. dat a and
the 1 ike and is typically a secondary storage medi um such as a hard di sk

e T, R e A Bl e BB S5 0 e

appropri at e aesmmse, ahé types én ther Ghiacsei donmimnatae ds thesdestimation. Jihen slfe ipstruets y

storage 706 a§:.\{ L fdl O t i .
D RO 714 el 14 W Rend W nkssafe RERhéndifiefody B, MEnARH Siaff iR,
coupl ed to artakestthe following actions: Kivsh theieerrespending podedomain name is submittads e s
tsuchhas SUP[‘_iﬂ&h%hﬂﬁ‘fk mgmﬁg&r %o (ijlbﬂscdérd%agbsvia glpns ﬂeqwémtarrd.s,ims:ﬁap&?ms,
ouch-sensitive dis s,, tr,ansducer card readefs etic,or r.tape
readers, t ablré‘f%,“"segy‘%%g?, domam, ngme pisBRky 1y Pné’@@%i oAt} be li‘ﬂ?‘a%ﬁhé?' 3
wel | - known i nput devices such as, of course, other conputers. Finally, CPU
702 optionally may be coupled to a conputer or tel ecomrunications network
using a network connection as shown generally at 712. Wth such a network
connection, it is contenplated that the CPU m ght receive information from
t he network, or mght output information to the network in the course of

o r o o o o o .y —— I




to act as one or nore software nodul es for perform ng the operations of
this invention. For exanple, instructions for detecting an encodi ng type,
transform ng that encodi ng 24 3 0 JUL 2003 type, and ident |§ p 99 a
default nanme server may be stored on mass storage device 7080 k 5%@
executed on CPU 708 in conjunction w t¥ prinary menory 706. Al though the
foregoing i nventi on has been described in sone detail for purposes of
clarity of understanding, it will be apparent that certain changes and
modi f i cat i onscdfntienap DNS seteet. Thefefore it warsegeh®Chinese dynsindamheab aifoEmat

eoparatus.  of Mabeahs i Hath  Bonvknepa DR sef Ol § Bmitedlsf PEfeASERt "
repr esent e](cj gdrmuuern)arfﬂ)e 1DINS sm'tvttotﬁ fchemmp'askms ;he?bﬁ?vé«glgsté imathdthe ittaatlated

on k
b et ohi e AR npc ARl Rt MU nBl il reB R MR s
digital sequemwaerflrSermJSc s¢rlvet:1$ dnr:mﬁsek rhevnoohali DS mehpuelntneebtamac metwork
associ ated w{ Eﬂecdﬁn?afm nhﬁ'ﬁ‘i# sdckfved i Al DQISt bégﬁ?sfta%etﬂéfulﬁﬁ Gl RN
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wherein the pietwprkcaddresd hack to ohemflz, Inéhere it is placed in the student’s message. The

) message is packetized, with each packet having a destination network address
corresponding to node 14. Client 12 then sends the message packets over the Internet
to node 14.

This procedure can be understood more fully by considering the operations
described in the interaction process flow diagram of Figure 2. As shown there, client
12 is depicted by a vertical line on the left-hand side of the figure, iDNS server 16 is
depicted by a vertical line in the center of the figure, and DNS server 18 is depicted by
a vertical line on the right-hand side of the figure.

Initially, at 203, an application running on client 12 generates a message
intended for a network destination. The domain name for that destination is input in
non-DNS compatible text encoding format. Thus, the text is encoded in a linguistic
encoding type that digitally represents the characters of the text. As mentioned, ASCII

) is but one linguistic encoding type. In preferred embodiments, the invention handles a
wide range of encoding types. Examples of some in wide use include GB2312, BIGS,
Shift-JIS, EUC-JP, KSC5601, extended ASCII, and others.

After the client application creates the message at 203, the client operating
system creates a DNS request to resolve the domain name at 205. The DNS request
may resemble a conventional DNS request in most regards. However, the domain
name provided in the request will be provided in a non-DNS encoding format. The
client operating system transmits its DN'S request to iDNS server 16 at 207. Note that
the client operating system may be configured to send DNS requests to iDNS server
16. In other words, the default DNS server of client 12 is iDNS server 16.

The iDNS server 16 extracts the encoded domain name from the DNS request
and generates a transformed DNS request presenting the domain name in a DNS
compatible encoding format (presently the reduced set ASCII specified in RFC 1035).
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| i ngui stic emucmmayws segver;aseweltbt hod of claim 10, wherein converting
the domain nane's digital
In alternative embodiments, the functions performed by the proxy iDNS server

are implemented in whole (or in part) on the client and/or on the DNS server. In one
embodiment, operations including detecting an encoding type, translating a non-DNS
encoded domain to a DNS encoded domain name and identifying a default name
server (operations 305-311 of the Figure 3A flow chart discussed below) are
implemented on an Internet application (e.g., a multilingual-enabled Web browser). In
this embodiment, code detection and code conversion are automatically done prior to
dispatching a DNS resolution request to a DNS server. In some embodiments, the
application can provide manually defined linguistic encoding which obviates the need

for code detection.

In another alternative embodiment, operations 305-311 can be implemented on
the iDNS server. Other embodiments include collapsing all or some fraction of the
operations of the proxy iDNS into the DNS server. For example, code for some iDNS
functions can be collapsed into BIND code as a compilable module.

In Figure 2, the conversion of the domain name from one linguistic encoding
type to a second linguistic encoding type (compatible with DNS) is performed at 209.
As shown in Figure 3A, in accordance with a preferred embodiment of this invention,
this conversion may take place via a process 301. The process begins at 303 with the
system identifying the encoding type of the domain name in the DNS request. This is
necessary when the system may be confronted with multiple different encoding types.
After the encoding type has been identified, the system next determines whether the
domain name was encoded in a DNS compatible encoding type at 305. Currently, that
requires determining whether the domain name is encoded in the reduced set ASCII
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records COMPIh8 N accomplished in a system having multiple conversion algorithms, each
designed to convert a specific encoding type to ASCII (or some other future DNS-

compatible encoding type). In one example, these algorithms may be modeled after
the “Diirst algorithm™ described above. Many other suitable algorithms are known or
can be developed with routine effort.

With a DNS compatible domain name now in hand, the system need only
) determine which conventional DNS name server it should forward the domain name
to. According to normal DNS protocol, the DNS request might be forwarded to a top-
level name server. As will be described in more detail below, it may be convenient to
have different root name servers handle different linguistic domains. For example, the
Chinese government may maintain a root name server for Chinese language domain
names, the Japanese government or a Japanese corporation may maintain a root name
server for Japanese language domain names, the Indian government may maintain a
root name server for Hindi language domain names, etc. In any event, the system must
identify the appropriate name server at 311 as indicated in Figure 3A. Afier this has
been accomplished, the conversion process is complete and the DNS request can be
transmitted to the DNS system for handling according to convention.

Preferably, the process depicted in Figure 3A is performed solely on an iDNS
server. However, some of the process may be performed on a client or a conventional
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Unicode transformed to a DNS encoding type (UTF-5). Note that the mapping table
‘ and the conversion program code may be quite large, thereby increasing the size of
DNS server 323 several fold (if implemented there). By separating operations 305-311
from the DNS protocol and running it separately, the amount of code needed to

distribute iDNS is reduced.

As indicated in the discussion of Figure 3A, when the system must handle
multiple encoding types, it must be capable of distinguishing one encoding type from
the next. This process was depicted at block 303 and is elaborated on in Figure 4.

As shown in Figure 4, the process of identifying an encoding type 401 begins
at 403 with the system identifying the digital sequence of the top-level domain of the
domain name. In the system in place in March 1999, the top-level domains included
.com, .edu, .gov, .mil, .org, .int, .net, and the various two letter country designations

(e.g., Jr. .58 .kr, etc.).

After the digital sequence of the top-level domain has been identified, the
system next matches that sequence to a particular encoding type. In a preferred
embodiment, this involves matching the sequence against records in a mapping table at
405. An exemplary mapping table will be described in more detail below. For now,
simply recognize that the table (or other logical structure) includes a list of digital
sequences for various top-level domains in the various linguistic encoding types
handled by the system. Each separate record also includes an associated encoding type
identifier. The system matches the digital sequence under consideration by simply



i1 convert the domain nane in the non-DNS encoding type to that domain nane
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oA 0OA KT Ay, R g S pstlbiliy, the system detormiues, at 407, yhether, gulioler
AF. A. A" nY . Agzeseﬁ!s ynad¢h the digital sequence under consideration. If not the process is complete
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. recor f on t%e other %and two or more records match, the system must resolve this
) ambigulty. It does this by first identifying a lower-level domain (e.g., a subdomain
such as a second level domain) digital sequence. See 409. In other words, the domain
name under consideration will have a digital sequence associated with its lower level
domains. The now expanded digital sequence is again matched against the digital
sequences in the mapping table (405). Note that some records of the table may include
digital sequences for the combination of top-level and lower level domains (to resolve
a potential ambiguity in the sequences of the top-level domains). After a match is
found at 405, the process proceeds through 407 as described above.

In an alternative embodiment, only the digital sequences for top-level domains
are maintained in the mapping table. No provision is made for extended sequences to
resolve ambiguities. In this case, when 407 is answered in the affirmative (multiple
records do match), the system identifies each of the potential matches (candidate

) encoding types). The sequence under consideration is then decoded using each of the
potential encoding types. For example, the root domain digital sequence may have
found a match for .net in one of the Japanese encoding types and .com in one of the
Chinese encoding types.

One of the decoded strings should be understandable in the language of the
candidate encoding type. The other(s) should be gibberish. Thus, the system selects
the candidate encoding type providing the best decoding of the secondary domain.
The process is then concluded at 413 with the system using the selected encoding type.

As indicated at 405 in the discussion of Figure 4, the iDNS server may match a
digital sequence for a top-level domain of a domain name query against known digital
sequences for multiple encoding types. A mapping table may house the known digital
sequences. Figure 5 provides a mapping table 501 in accordance with one
embodiment of this invention. Each record in table 501 specifies a minimum code
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\ 10%& ()-z { ahthority. For example, if an “i-dns” entity is gwen authority over .com in BIGS, it
may have authority to issue all sub-domain names under .com in BIGS5. This ensures
that only unique domain names are assigned. Also, the authority denotes an entity
having dominion over a name server (or servers) with “authoritative” records that

) provide IP addresses for domain names in the authority’s portion of DNS space. The

“encoding” field table 501 specifies the encoding type of the domain name matching the
record. The “transform” field specifies the final encoding of the domain name. For
example, UTF-5 is the Diirst algorithm applied to Unicode (described below). Finally,
a “comments” field contains a text string identifying what the portion of a domain name
corresponds to the minimum code resolving string. Figure 6 illustrates an exemplary
domain name tree for resolving Chinese language domain names. An iDNS server
detecting a Chinese language encoding type, will be configured with default name
servers for resolving a domain name. As shown in Figure 6, under the root there are
multiple top-level domains (e.g., .com, .edy, .sg, etc.). Under the .sg top-level domain,
there are multiple Chinese language second-level domains such as edu.sg, and under
that, there multiple domains including nus.edu.sg, and so on. Similarly, under the top-
level .com, there are multiple second-level Chinese language sub-domains such as

email.com.
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10! 3. M 109&' ( 1 23 < V4 1 S8Y10% & 6. 1 S0m' 10% & sS4

10 2 0 | Vakyhes e AR BN R T o s A0 SO £ ks
55_=0! | D, " 10%obiiig( Xypel z L% e [pRfeired: Lextbadidient) -this] Q9dceoraplishit/ udig a
10/ fIF" 10% & 8 0%

1041 & () {s‘%"&ﬁ‘&%% ?ﬁg@m@ﬁé‘"@ by Lﬁ‘géf‘f‘%’s“(‘) draft, “Injegnationalization, foq0
:dC = yviMarGa«DErst, ) p@viously mcorporated by reference. The
algonthm wnll transform a variable length data entity to a form that consists of only
the RFC-compliant ASCII monocase alphabets and numbers. The table below shows
the transformation table used in the Internet draft.

) Nibble Value
Initial Subsequent

Hex Binary

0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111
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The first two columns of the table are to be interpreted as binary (or
hexadecimal) values while the last two columns are to be interpreted as the ASCII
RFC1035-compliant characters. ‘Initial’ and ‘subsequent’ means the initial nibble
(half a byte) of the data entity and the rest of the data entity respectively. If the data
entjty is 2 bytes long (as in the case of UCS-2), then there will be 4 nibbles in that
particular data entity.

As indicated in the above discussion, to resolve a multilingual domain name, a
client application will submit the multilingual non-RFC-compliant query to an iDNS
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At the DNS server, there will be an entry for this RFC-compliant query that

maps to a valid IP address such as :

U4B8O7E7RBB4U7BDP1.U696ROESOAAOUSIDQL IN A 12.34.56.78

' ) The DNS server will then return this IP address in accordance to RFC1035 to
the iDNS proxy server. The proxy will then relay the message containing the correctly
resolved IP address to the client. Note that the transformed domain name (in ASCII)
normally will have to be registered with the authority responsible for controiling and
issuing conventional DNS domain names.

Embodiments of the present invention relate to an apparatus for performing the

above-described iDNS operations. This apparatus may be specially constructed

(designed) for the required purposes, or it may be a general-purpose computer selectively

activated or reconfigured by a computer program stored in the computer. The processes

presented herein are not inherently related to any particular computer or other apparatus.

In particular, various general-purpose machines may be used with programs written in

accordance with the teachings herein, or it may be more convenient to construct a more

) specialized apparatus tc perform the required method steps. The required structure for a
variety of these machines will appear from the description given above.

In addition, embodiments of the present invention further relate to computer
readable media that include program instructions for performing various computer-
implemented operations. The media may also include, alone or in combination with the
program instructions, data files, data structures, tables, and the like. The media and
program instructions may be those specially designed and constructed for the purposes of
the present invention, or they may be of the kind well known and available to those
having skill in the computer software arts. Examples of computer-readable media include
magnetic media such as hard disks, floppy disks, and magnetic tape; optical media such
as CD-ROM disks; magneto-optical media such as floptical disks; and hardware devices
that are specially configured to store and perform program instructions, such as read-only
memory devices (ROM) and random access memory (RAM). The media may also be a
transmission medium such as optical or metallic lines, wave guides, etc. including a
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Examples of program instructions include both machine code, such as produced by a
compiler, and files containing higher level code that may be executed by the computer

using an interpreter.

Figure 7 illustrates a typical computer system in accordance with an embodiment
of the present invention. The computer system 700 includes any number of processors
702 (also referred to as central processing units, or CPUs) that are coupled to storage
devices including primary storage 706 (typically a random access memory, or “RAM™),
primary storage 704 (typically a read only memory, or “ROM”). As is well known in the
art, primary storage 704 acts to transfer data and instructions uni-directionally to the CPU
and primary storage 706 is used typically to transfer data and instructions in a bi-
directional manner. Both of these primary storage devices may include any suitable type
of the computer-readable media described above. A mass storage device 708 is also
coupled bi-directionally to CPU 702 and provides additional data storage capacity and
may include any of the computer-readable media described above. The mass storage
device 708 may be used to store programs, data and the like and is typically a secondary
storage medium such as a hard disk that is slower than primary storage. It will be
appreciated that the information retained within the mass storage device 708, may, in
appropriate cases, be incorporated in standard fashion as part of primary storage 706 as
virtual memory. A specific mass storage device such as a CD-ROM 714 may also pass
data uni-directionally to the CPU.

CPU 702 is also coupled to an interface 710 that includes one or more
input/output devices such as such as video monitors, track balls, mice, keyboards,
microphones, touch-sensitive displays, transducer card readers, magnetic or paper tape
readers, tablets, styluses, voice or handwriting recognizers, or other well-known input
devices such as, of course, other computers. Finally, CPU 702 optionally may be coupled
to a computer or telecommunications network using a network connection as shown
generally at 712. With such a network connection, it is contemplated that the CPU might
receive information from the network, or might output information to the network in the
course of performing the above-described method steps. The above-described devices
and materials will be familiar to those of skill in the computer hardware and software arts.

The hardware elements described above may be configured (usually temporarily)
to act as one or more software modules for performing the operations of this invention.
For example, instructions for detecting an encoding type, transforming that encoding
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10
Although the foregoing invention has been described in some detail for purposes of
clarity of understanding, it will be apparent that certain changes and modifications may be
practiced within the scope of the appended claims.
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What is claimed is:

1. A method, implemented on an apparatus, of detecting the linguistic
encoding type of a digitally represented domain name, the method comprising;:
receiving the digital sequence of a prespecified portion of the digitally represented

domain name;
matching said digital sequence from the domain name with a known digital
) sequence from a collection of known digital sequences, each associated with a particular
linguistic encoding type, and the collection including known digital sequences for at least

two different linguistic encoding types; and
identifying an encoding type associated with the known digital sequence matching

the digital sequence from the domain name.

2. The method of claim 1, further comprising receiving a DNS request
containing the digitally represented domain name.

3. The method of claim 1 or 2, wherein the prespecified portion of the
digitally represented domain name is a minimum code resolving string in the domain

name.

) 4. The method of claim 1, 2, or 3, further comprising transforming the format
of the digital sequence of the digitally represented domain name prior to matching that
digital sequence.

5. The method of any of claims 1-4, wherein the collection of known digital
sequences is provided in a table containing records having attributes including known

digital sequences and encoding types.

6. The method of claim 5, wherein the table includes records having at least
the following encoding types: ASCII, BIGS5, GB2312, shift-JIS, EUC-JP, KSC5601, and
extended ASCII.

7. The method of claim 5, wherein identifying the encoding type comprises
identifying the encoding type of a record having the matching known digital sequence.
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8. The method of any of claims 1-7, wherein at least two known digital
sequences match the digital sequence from the domain name, and further comprising:

receiving the digital sequence of a second portion of the digitally represented
domain name; and

matching the digital sequence of the second portion with a known digital

sequence from the collection of known digital sequences

9. The method of claim 2, further comprising:
identifying a root level DNS server responsible for resolving root level domains

of the identified encoding type; and
transmitting the DNS request to the root level DNS server.

10.  The method of claim 9, further comprising, prior to transmitting the DNS
request, converting the domain name’s digital sequence from the identified encoding type
to a DNS encoding type compatible with DNS protocol.

11. The method of claim 10, wherein the DNS encoding type is ASCII or a

universal linguistic encoding type.

12. The method of claim 10, wherein converting the domain name’s digital
sequence comprises:

converting the domain name’s digital sequence from the identified encoding type
to a universal linguistic encoding type; and

converting the domain name’s digital sequence from the universal linguistic
encoding type to a DNS encoding type compatible with the DNS protocol.

13. A computer program product comprising a machine readable medium on
which is provided program instructions for performing a method of detecting the
linguistic encoding type of a digitally represented domain name, the method comprising:

receiving the digital sequence of a prespecified portion of the digitally represented
domain name;

matching said digital sequence from the domain name with a known digital
sequence from a collection of known digital sequences, each associated with a particular
linguistic encoding type, and the collection including known digital sequences for at least
two different linguistic encoding types; and
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sequences and encoding types.

15. The computer program product of claim 13 or 14, further comprising program
instructions for the following;:
10 receiving a DNS request containing the digitally represented domain name;
identifying a root level DNS server responsible for resolving root level domains of the
:") identified encoding type; and
transmitting the DNS request to the root level DNS server.

15 16. The computer program product of claim 15, further comprising program
instructions for the following:
prior to transmitting the DNS request, converting the domain name's digital sequence from
the identified encoding type to a DNS encoding type compatible with DNS protocol.

20 17. On a machine-readable medium, a linguistic encoding type mapping table that
associates particular linguistic encoding types with particular digital sequences, the mapping table
comprising a plurality of records, and the records comprising:

a known digital sequence of a prespecified portion of a digitally represented domain name;

and
) 25 a linguistic encoding type associated with the known digital sequence,
) wherein at least two of the records specify linguistic encoding types that are different from
one another.

18. The mapping table of claim 17, wherein the prespecified portion of the digitally

30  represented domain name is the digital sequence of the top-level domain in the domain name.

19. The mapping table of claim 17 or 18, wherein the mapping table records include at
least the following linguistic encoding types: ASCII, BIGS, GB2312, shifi-JIS, EUC-JP, KSCS601,
and extended ASCIL

35
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transformation for converting the encoding type to a DNS compliant encoding type.

22, The mapping table of claim 17 — 21, wherein the records further comprise a time to
live field.
10
23, The mapping table of claim 22, wherein the DNS encoding type is ASCII or a

universal linguistic encoding type.

24, An apparatus comprising;
15 one or more processors;
memory coupled to at least one of the one or more processors; and
one or more network interfaces capable of receiving a first DNS request including a domain
name in a non-DNS encoding type and transmitting a DNS request with the domain name in a DNS
encoding type that is compatible with the DNS protocol,

20 wherein at least one of the one or more processors is designed or configured to:

[0) detect the non-DNS encoding type, as distinguished from other non-DNS
encoding types, using a collection of known digital sequences for multiple encoding types, and

[63)) convert the domain name in the non-DNS encoding type to that domain

name in the DNS encoding type.

25
) 25. The apparatus of claim 24, wherein the one or more network interfaces are coupled

to a network in a manner allowing the apparatus to receive client DNS requests, wherein the client

DNS requests present the domain name in the non-DNS encoding type.

30 26. The apparatus of claim 24 or 25, wherein the one or more network interfaces are
coupled to a network in a manner allowing the apparatus to transmit a DNS request to a standard
DNS server, wherein the DNS request presents the domain name in the DNS encoding type.

27. The apparatus of claim 24, 25, or 26, further comprising a mapping table residing,
35  at least in part, on the memory, wherein the mapping table associates particular linguistic encoding

types with particular digital sequences expected to be found in digitally encoded domain names.
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