A SYSTEM FOR REMOTELY CONTROLLI NG CLI ENT RECORDI NG AND
STORAGE BEHAVI OR BACKGROUND OF THE | NVENTI ON TECHNI CAL
FI ELD The invention relates to controlling the storage
and recordi ng behaviors of a client system More
particularly, the invention relates to renotely
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specially managed, since it performs computations or stores data for a large
number of clients. Each client is inexpensive, having only the local resources
needed to interact with the user of the system. A network of reasonable
performance is assumed to connect the server and the client. The economic
model of these systemé is that of centralized management and control driving
down the incremental cost of deploying client systems.

However, this model has significant costs that must be considered. For
instance, the incremental cost of adding a new client system may be quite high.
Additional network capacity must be available, sufficient computing resources
must be available to support that client, including storage, memory and
computing cycles, and additional operational overhead is needed for each client

because of these additional resources. As the central servers become larger and



client. Access to progranms or data is faster since they
are |ocated with the client, reducing |oad on the
network itself. The systemis nore reliable, since the
failure of a node affects only it. Many conputi ng
tasks are easily broken down into portions that can be

mdigeggnpiert thiy G coréhagch R religble. FadliyoRSsyetém failure of the
cheaply distributed anong the systems involved. This

sarves rexuiscealindients IOSW'G% requirenments and limts

the | il

ai ot TRBht oo, € dar kA8 Hb1ERolRRE arthe system are
digtribatgd e s@adte ctlet, Iv(tmblh embwsagmea:@npllexorumetnmw»r\wmn the
or software fail ures. Tel eyi si on vi ewi ng

cliente Asgess ta PEagrams. @e‘ﬂ@t@ﬂs ?'éﬁmc%li'f‘elbﬁ@%t@ with the client,
r%dj.!éé@i 1y @ln &ﬁ%&g&%f&w%@ sb(gtefn? ﬁ{drﬁ (B Ssiftbd the failure

€S O

otla eotiet affects venly p’atMany oqumhmgetaskenairweasltyabe@kenwbwn into
a natural artifact of the broadcast nature of

ppetwé\ﬁ diabeanthe independerilyfaeplatast ritd thasewrertions aged; heaply
dfb?ﬁ%tft?ﬁoﬁbﬁbctﬂe ShRE ﬂvéﬁe(?]h?hﬁaér@o%dhgé‘é nSRHMED ?Hdwdth

Vi e ere have been cont I nue
réquaremets\aref limits Shd mpmitlofrarfaileﬂ padsi on programm ng
over co ut%g net wor ks,, such as the | nternet m@r even

over erchan atcﬁtﬂwf@powsﬁ‘f’@n'ts HRES LoMRiexdo administer,
aﬂ@tlt"ﬁ’\"ag beT%%ré’Bi tult & @?gﬁ‘ésé‘éﬁd‘ %8\\%fhar8§/5Péx"B?§oﬂware failures.

net wor makes t ese rts unwi el dy an ensi
si ncd etlgsion onewingr Hmyubeemodeledrema cbemtﬁs:e“rverasystem but one

ve dhe SepyaiitE ikt DMK REE is 17 S intepieand @ueposes of infinite
Eéé@aéﬂd‘gxh*é?@% elidhtitBr et r@ath%irﬁ%eﬁé{tt egﬁm S%ed This is

ave proven even nore unecoriom cal because
adiatsai wetifackgbilnedzroat cagiaaturel ofdatevigiort kKThe Cmshclfsadding another

f th t t hat fit
ViR i etaranil B TP el ndis £ SaMign hat delefigoa other
V@fwérgt erest in choice and control over television

view ng. This interest results in the need for the
cl i edherg havenbeen,eandeontreustohieageany e fiorisdoyd diventealevision

pg\cgqiah?ﬂlhgnc}\{g? @ﬁ@ﬁhﬁ%g@@@lﬁ w o é%ﬁ'fedfrﬁ%rtn%ggqe %?\6en over a local

cBblegtelavigRineplait operdtingdds! ai ABAVGrRNCTE PoiMEolBIIRY Yhature of
managenment task. 2 Many i n-hone consuner el ectronics

cgeputrshelodsinakenthese atieds uawmldogand\ﬂmanauﬁysme @dditional
rESHUHEOE arghr%q%%kinforoéa&‘ %B%ﬁ%n%}’?luéﬁé’r eFuIR/ nteractlve television

systems, where the viewer totally controls video streaming bandwidth through a
client settop device, have proven even more uneconomical because dedication
of server resources to each client quickly limits the size of the system that can be
profitably built and managed.

However, television viewers show a high degree of interest in choice and
control over television viewing. This interest results in the need for the client
system to effectively manage the memory demands of program material that a
viewer wants to record. Additionally, the management of recording desired

program material is of equal importance to the memory management task.
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system that allows a service provider to remotely control the recording behavior

of a client system.

A client device, typified in U.S. Pat. Serial No. 6,233,389, owned by the
Applicant, provides functionality typically associated with central video servers,
such as storage of a large amount of video content, ability to choose and play
this content on demand, and full “VCR-like” control of the delivery of the content,
as typified in U.S. Pat. Serial No. 6,327,418, owned by the applicant.

A preferred embodiment of the invention schedules the recording, storing,
and deleting of multimedia content on a client system storage device. The

invention accepts as input a prioritized list of program viewing preferences which
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The invention correlates an input schedule that tracks the free and
occupied time slots for each input source with a space schedule that tracks all
currently recorded content and the content that have been scheduled to be
recorded in the future, to schedule new content to record and resolve recording
conflicts. Content is recorded if at all times between when the recording would
be initiated and when it expires, sufficient space is available to hold it. Content
scheduled for recording based on inferred preferénces automatically lose all
conflict decisions. All scheduling conflicts are resolved as early as possible.
Schedule conflicts resulting from the recording of aggregate objects are resolved
using the preference weighting of the content involved.



using the preference weighting of the content involved.
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preferred content in turn until the | ist of preferred
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Fig. 5 is a block schematic diagram showing an example graph of
relationships generated when processing viewer preferences to determine
programs of interest according to the invention;

Fig. 6 is a block schematic diagram showing the scheduling of inputs and
storage space for making recordings according to the invention;

Fig. 7 is a flowchart showing the steps taken to schedule a recording using
the mechanism depicted in Fig. 6 according to the invention;

Fig. 8 is a block schematic diagram of a preferred embodiment of the
invention showing the bootstrap system configuration according to the invention;

Fig. 9a is a block schematic diagram of the decision flowchart for the
bootstrap component according to the invention;

Fig. 9b is a block schematic diagram of the decision flowchart for the
bootstrap component according to the invention;



Fig. 9b is a block schematic diagram of the decision
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individual viewer are performed personally for that viewer within a local client
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information concerning viewing habits, preferences or purchases.

The Database of Television Viewing Information

Fig. 1 gives a schematic overview of the invention. Central to the invention
is a method and apparatus for maintaining a distributed database of television
viewing information among computer systems at a central site 100 and an
extremely large number of client computing systems 101. The process of
extracting suitable subsets of the central copy of the database is called “slicing”

102, delivering the resulting “slices” to clients is called “transmission” 103,



extracting suitable subsets of the central copy of the
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The attributes of an object fall into two groups: “basic” attributes, which are

supplied by the creator or maintainer of the viewing object; and “derived”
attributes, which are automatically created and maintained by mechanisms within
the database. Basic attributes describe properties of the object itself; derived
attributes describe the relationships between objects. Basic attributes are
replicated between databases, whereas derived attributes are not.

With respectto Fig. 3, there is a small set of fundamental o bject types
defined by the invention; each object type is represented as a specific set of
related attributes 300, herein called a “schema”. The schema defines a template
for each attribute type 301, which includes the type 302 and name of the attribute



Wth respect t o Fig. 3, there is a small set of
fundanent al object types defined by the invention;
each object type is represented as a specific set of
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bitnintages famthebabjeciid cas itairevides a ueefuliradaeff distween prpcessing

SPRe el el S UGS, GALES gl Rolh byt o s s
“MIfEMINGE JUNECL04 Swhih is HiT h@égb’r)@"lviﬁ%gcﬁétném@b@ﬁ ofesther %{)gj;jects in
D B e oEiact, o e 3o e count
oF 28R 1t HRrsifl AL Yo OeSEhE Rt of the list, ,
One specific type of viewing object is the “directory” object. A directory
object maintains a list of object IDs and an associated simple name for the
object. Directory objects may include other directory objects as part of the list,
and there is a single distinguished object called the “root” directory. The
sequence of directory objects traversed starting at the root directory and
continuing until the object of interest is found is called a “path” to the object; the
path thus indicates a particular location within the hierarchical namespace
created among all directory objects present in the database. An object may be

referred to by multiple paths, meaning that one object may have many names.



and there is a single distinguished object called the

"root" directory. The sequence of directory objects

traversed starting at the root directory and

continuing until the object of interest is found is

called a "path" to the object; the path thus indicates
Thepefdrente aouhiosmbiviewingtdbjecttis indremeatecthby aherferesctadizectory

created anong all directory objects present in the
wiighatesers todh  obj ect may be referred to by multiple

pat hs, neani ng that one object nay have many nanes. 8

The reference count on a view ng object is increnented
Mathodefdrahe fdaihtathianee tod Databdsec@onsibtareytand Accuvbtyods
for the M ntenance ?f Da ab%se Consi st.e

d . . .
AcculCRiSoGHe TERIRE Of 8 AFeleBsAmECHRRaT Al dhe SstioRn o insure
tlfd;cp f d446554 Ablicd rbmMalifSint&mal 8bnSidtcht %@%ﬁ:ﬁﬁﬁ% and that this

I'ca remains internally consistent at al I mes,
cohsistenicyds andomatitalycypaintdainad ovitttaut akferenee to aiherddatabases or

TR i19F GOTERGORGHL i SPRESl PGy ef ferends A% asigence that
tr’t‘aﬁéhlss‘iéﬁrb?r”bﬁi%c%n ?(?]pé?gilér‘?é:trfa%?eﬁpﬁr at 9y Wrdmmh any

I mely manner or w any assured peri odi
assisednperiodicity.i Eat instanesn avglicné systamomiyf be stutyoff for many

RSy 3H SRR Rl 6 Ry L. 08 oicaton o
obReH Mnush afwEREshitaRta EotREEnOEUBR STRRY Yeriatiassse, even if

_even if it is not possible to transmt all objects _
itnsenrtdpessiblei iegtranemiealk phjectnaeeted o bring msenptrahand client

c I n | zat | : n nore serious, there can
dﬁga%%ﬁ'&%?ﬂ%ﬁélggef g@%’?‘%ﬁ?@/ erational environnent

whi | gvieRemdné alefidBs, thdrd HIE ber ndedutanie@abed. stable operational
exanple, electrical power to the device may cease.

emqirgnmank whilen the cdatgbase igainabageor lsig afpdated. For example,

elg g FSRMED To taf AR tholl o8, TR IfyertRpn RRhlsCHl database
upbigtespas itrasdctio NS, Misarth $edt the eriré eGinshdton WIRSE completed,
commit", wherein all elenents of the transaction are

osnaneneti itawl be sperletedo | Thenspedfic jeehmiawe rosra isceallgd “two-
t fari PP i " .
oHBSE o, Ao SRS S wra B, e bl anc

lsggegle dolléwea [neparfatraingothe actubl npdiave.t Ona faphiliaf i W cirt will
techn%sgue whi ch uses, t he | og{ to K repeat partijal updates
apREacisiertbat A ProdardJsumingtachnigue uwber: g ragsagtion is staged

16 W $&5dratd 1dR cohdbifed WithOs Foll-forward technique which uses the log to

repeat partial updates that were in progress when the failure occurred, is

sufficient for this purpose.

One required derived attribute of every object is the “version”, which
changes with each change to the object; the version attribute may be
represented as a monotonically increasing integer or other representation that
creates a monotonic ordering of versions. The schema for each object that may
be replicated includes an attribute called “source version” which indicates the
version of the object from which this one was replicated.

Transmission of a viewing object does not guarantee that every client
receives that object. For instance, while the object is being broadcast, external



One required derived attribute of every object is the
"version", which changes with each change to the
object; the version attribute may be represented as a
nonot oni cal |y increasing integer or other
representation that creates a nonotonic ordering of

faY:ﬁfr?l Uth a, JE%n 68 e 4yl e?l??% pobidilof i trBR¥midafon sequence.

|nc des an at ute called "source
V;ewmg @ty ecﬂmmay bedtardineslly etransmisted foo®varaemebihese problems,

S e Sl e R s o
is lﬁﬁﬁgﬁfﬁﬁla@% si?ﬁpbl?‘ilpda@thé A&tab26e, objbitl eadnhemelireebjecs to be

oadcast, external 9 factors such as sunspots,

remiyza’daetstsr tgcepmdt iagntheoyensian namsHi vl beni @&m@ﬂte@l although no

cl\af@rgqvé:n @f’&cg rr§§®2\88h@§§ﬁsﬁ g tl%etfésﬁ'ﬁéfg ;& %@8[9°|nltt|atlng a

trﬂﬁya&%noﬁssepaﬁ@ BAr obfieh i i€ ait i ienunmébtegsaey;t cmasndeietble i system
I nappropriate to sinply update the database object each
resovcemarshgansumes! garing a piansacden.i s received, as the

t . .
ver oG SRS bl B BESTREAGE AR iy most et
wilERAVa bl Ifadie attvibute calledi ‘@xpirgtion”. ﬂ'hwﬁtsai:tlamand) tinperl past which

an object if it is unneces r}/' C?QSI der stem
thee OBIACE ds r@r@ngshyah%damrs e ReAaed W S oW object is

ches I t I S
T i e
ex xepdl.r Eb(pmaﬂ!lon Tainslléss odmedm evtaosk ttiamsnpssion viki délayethein some

5 b STl P B A B S e
checked, sy a?}/gﬁes b ﬁﬁut@' Sethis ErdBleMaWhé\%Q' Viéfling object

EXpI rati on J ects OSG transmssion IS
igltlaagmeitted thismattributehisocopieditfrar theesurrent expidneattribute of the

Qe Bbipek B n-fer VB Pkt s ORTEed e STehigtSn of the
réééi%d‘%Pjréﬂtm‘?stCEom ardd MhthbtRAircd Nemsich bf H’félbﬁrréﬁt object. If the

copi ed urrent version attribute of
newuo biecbbjpeca hngmmsrsqunee vieesipm lisibutastit iss ce@l@éu m@ﬁ therexisting

our ver.si f th recei ved object is conpared with
@U?B’l@ S& &y '§ @rﬁ:agfeq he current object. If the newo

bj ectit hgsagsumhad ethab I @Bch egfdatér allnibdrube, viewirigs objects are
copi ed over the existing object, otherwse it i

teginsorittedk dhan @re of a@t@mﬁédmw partiewar ‘é\e@5§¥$t3ﬁhn§@r example, a
oS RS R BRI i MRl 41 shler cab
system is of no interest to clients aftached to other cable systems. Because of
the overhead of capturing and adding new objects to the database, it would be
advantageous for received objects to be filtered on other attributes in addition to
those described above. The invention accomplishes this by using a filtering
process based on object type and attribute values. In one implementation, this
filtering process is based on running executable code of some kind, perhaps as a
sequence of commands, which has been written with specific knowledge of

various object types and how they should be filtered.
In a preferred embodiment of the invention, a *filter” object is defined for

each object type which indicates what attributes are required, should not be
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"“channel " viewi ng object which describes the channels
on a particular cable systemis of no interest to
clients attached to other cable systens. Because of
t he overhead of capturing and addi ng new objects to the
dat abase, it would be advantageous for received
preBeat o rangde of vhluesedr attribtifesrthat hrakieit escéptabiisfdriantdition to
to those descri,lﬁ)ecfi_above. The inyention acconpl | sth .
thendatabasesPrg skifed inthe@rt wilbeeaddy prracisie dnptetbis filfpreobject
d 1 b e n; j n [0, [
R} Gt "B EUBIES Toge  if oIV bBIARR, ' ssqyence of
exdcutabie ldontmapds.hapiseses eomaml}(mksnmoglﬂ cexamings , anthi cbmpare
has been wijtten wth specific know edge of = variouys .
alginuies anggay %V%ﬁstqu&%%mﬁ'm ﬁﬁAerﬁqg f@$Wting jag indication of
j f i i Liblter”
wﬁ%ﬁ%ﬁﬁ??b@ﬁ?ﬁ%ﬁﬁ?&ﬁeﬁc %&Yg@h%@eﬁ@ “indicates
what Viewing lmjexts aare naeglyiindeherstentlaf other lobjedts. For example, a
present, or ranges of valugs for attributes that nake
Powing chigsh (FEFERDRGCH BPBHTE SMe A A1SPEBHicENatmel) 18 dependent
» o y . s . .
o B Lo ShiBcCldosthibing 30 PR PRAYAITY. DI impbrtant aspect
of maintaimnind apssiatenay sedadnswredhat ekt elmpealleat objecis éither already

These, co ds woul d examn nd conpare _.attrjbutes,
eRGTLING FRaPESs 4 G berpdad BeiRyl Pl Preingg, transaction before
aﬁ@fﬁld{ilgg Ng &dd &) e ivigiingotjbct. e NET addinAIdheat using a basic

shoul d” be the subject of "further processing. View ng
attiijutet of dhee new aligwingd epiacti ssalledf thet fidepemgearcys . atffihute, which

SFTERG T BeoRBRr IS And ARG v atiehcf g She 'ew obiect is
depsRERNN. Dledfll, h@tﬁﬁvg;téi&ﬁ&oﬁ arPBBjelct tdsf Béqgfrﬁ;_satibt|%, in the

e 1 nport ant aspec ! mal nt ai [‘ll ng consi st ency 1s )
senasuithatt thet sehemaegefiningt new;j eersionsi bactheasamedpr haviesa strict

in th t to.b ded t of i ngl
sunerhetet R BELR 0P e, its BT aca o new viow .
obj epthenlBi e Sicwifigabjbstiedredsived. thd datdbase! s firldtEBecked to

of the new view n% obj ect call ed the_"depender_lcy'[
seg ifralldependgnries ofdhabobiert arespresent i satthe Dbjegids added to the

SRR O Y By ko0l BBV g e o
albeepenvaiti dbjectsi dretdlso stggse ClBatly tiheorgien eofa driw BENSf viewing

new versions be the sane or have a strict superset of
objretsata bevatided deo thredatabgpaathes depaadenpegrapmanust be closed

B O BRS G b Sy elB0ant it 28ady skl 3 the, ptabase,
baseas enthoth bbfsrt IDRdDSHE@CE ViessioAdOnceTiddife is achieved, meaning
all dependent objects are present, the new object(s) are added to the database

in a single atomic transaction.

Naming and Finding Television Viewing Objects

Directory objects have been described previously. Referring to Fig. 4, the
collection of directory objects, and the directed graph formed by starting at the
root path 400 and enumerating all possible paths to viewing objects is called a
“‘namespace”. In order for an object to be found without knowing a specific object

ID, one or more paths within this namespace must refer to it. For instance,
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dat abase. Ot herw se, the new object is "staged", saving
it in a holding area until all dependent objects are
al so staged. Cearly, in order for a new set of view ng
obj ects to be added to the database, the dependency
graph nmust be cl osed between objects in the staging

Jéﬁ%dmra%tl%sahﬂtléarﬂtérééﬂ it oiject D4, hﬁs@aﬂatheswﬁware would
ase on both object I D and source version.

liked toskafer tosoraemsemeaathsemwanw |‘/t\c¢@b@ﬁul@ﬁpdaw’j érulys gxample,

oRLBGE bl PR Bl it o S B Eranos

aﬂ'ybmérqjaetrbf\{h@\@y@ggnam ects Di rectory obj ects have been
descri bed previously. Referring t

coI | ©ei way 1 wdrl%atnaiky t%@pézhjgct ramg b%}@&’[glpllrsé@déa byr spaeifying
ﬁéﬁggﬁj‘% ési‘% r%'lttﬂg%%f B a3 %{ tﬁpgﬁﬁwlsa‘crl’%(]k—}edctostr}esdatabase

afid! difsttéry ObRTES Mer’ brngnth@r dempbaen’a;n obkihecpathoartee created or
found wi t hout know % g@cl fi

updatedgiatans 1q APIFCH srrga@gtyﬁrﬁéﬁy Hspd oo o dBbgging the
|
T AT SR P R
of tHeetentoalalztabise k@phpatdnison each iclisntasystem will be different, leading
oeie oK Punseoe e SRR ah P Ep B database,
requia’ bﬁeﬁ &Wﬁ@ﬁrddnforadﬁdlr&%ﬁrotﬁ]ééﬁ tPthd QatabeskemamesSace is

way i n a path to an object nay be established is
chied findexipgh gn aapre;ﬁmem anﬂnbdruaenbohﬂmrmbemtwm ran irdexer” object
i.s added t.0 th

APhRe 9T prR.aNcedpe i ifaba s BhAE AREbued fre tolp g used

wHeh iﬁB@ﬁh?qt Pito th’é’@é’é%sb%aﬁﬁéséét% @h\@@kille@% thariwigl readily
I's typicalfly used only for debugging the replication
appoduiatestinat tlﬁetlnda@re&tmeﬁztclmay I'%@nl exafuéde cegedn some form,

th t f th t b
P o P| SrUlre: o it AfpnPBhS, THEshr RyFRh RS would
e%ﬁ‘ﬁﬁe Gniff b@MEbVe 'a‘ﬁrrﬁﬁfé%gaﬁ@ Arbuiaveicamenebialct being indexed,
replicas of t dat abase. A preferred nethod for ad

rasulhg a2 infisation abhoehaTamie s0bIort Showd o located In the

i ndexi ng In a preferred enbodi ment of the invention,
n&‘ﬁneﬁﬂé&&(er object is defined for each object type

whi cIBdsedi sratiRsobjeat typk! thebintiegeee@arhineb espeutfic sethsfrattributes
indexing it into the database nanespace. One skilled ip

attechedt fanithe pbiegt| YVheppsah aﬁtg'huﬁ%ﬁ ang; glisceyerest the indexer
S REIcdRa GOTLT B S 1hETeoHRseA SETR, (8K of tho atviute,
vathimraines dismarohibal namespace represented by the graph of directories in the
database. Referring again to Fig. 4, a program object may have both an “actor”
attribute with value “John Wayne” and a “director” attribute with value “John Ford”
401. The root directory might indicate two sub-directories, “byactor” 402 and
“bydirector” 403. The indexer would then add the paths “/byactor/John Wayne”
and “/bydirector/John Ford” to the database, both of which refer to the same
object 401.

A derived attribute is maintained for each object Iistiné the directory
objects which refer to this object 404. As the indexer adds paths to the

namespace for this object, it adds the final directory ID in the path to this list. This
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exam ne and conpare attri butes and attribute val ues of

obj ect being indexed, resulting in an indication of

where the object should be |Iocated in the nanespace.

Based on the object type, the indexer exam nes a

specific set of attributes attached to the object.

' LiGurat & kit I §refhs co dhehebj r ound, all
lﬁu?%brratl cé?l ?/fr g%s&)a?\eﬁaﬁgﬁjfhsorbﬁ Eg obj ecjte?gg?g?egegrrll fthe
referercesf tot that abjedt buithin theidatabasenarehplscatastide avhether they are
ngnespace represented by the graph of directories in
p@ﬂbgoo‘iqpfé‘gggp'eﬁeferri ng again to Fig. 4, a program

obj eqhigratiduay Bn8otdvelMmemidobl adalry bbjecss Wb tthev@dtebase has
"John Wayne" and a "director" attribute with val ue

sighifinant @dyantages . overiesstandarddaprreashes. n ighindexer serts thgoobject

R, b, Slien TIEauEad. {HEs E eoatHf ol i phiskh Sosociated
wWity& earticaizy patiigth seguends ohselEotiah's framtdrderdat lstesehich can be
bot h of which refer to the sane object 401. A derived

efficientbuimplersergdi e femiiar wiBrheBftect |isting the
directory objects which refer to this object 404. As
the i ndexer adds paths to the nanespace for this

eked Objdctaftdm theeDatiababe di rectory ID in the path to
this |ist. This _12 jnsures cl osur

- ond¥hilgtheoiies forraading eRISCH iatonigh et e ules
f@ﬂ?}%nﬁ%r@ctggﬁ&@%hh%@%ﬁgﬁé& a&fl_rﬁ §|s%°,irf188ﬂ9nt \M‘%ﬁﬁﬂaining

are s or dependenci es. i s uni qgue and nove
cvesistehayf anddacguraby.eEos example, dhtthérmes evérasno robust rules for

signjficant advant ages over  standard apprpaches. The

PG OBBFSe theh dabime, Maht sonH P EBEELOVcimP (g gbsolete
8 acdliSiatd.he search for the object associated wth

a'particular path is a sequence of selections from

or derféw castingl whe clor adaleting objadteifeami thei dptabasatisdbaged on
e N

dtehaFer fistand® hisanibans fsatrad ebject Afust &iRr be reRiresd o by a
fromthe database are also inportant in maintaining

direetory s sonepitienobjechtoypemsist inethengatabase. this rdedgapplias to all

r.obust. rul es, for e [ .ec t 1 ght

SHiehtS Untisnfionph SETRIETY dBbBibdsed BF f BBREE B deteted.
B AR oBject which refers to other objects (such as a directory) is deleted,
then the reference count on all objects referred to is decremented, and those

objects similarly deleted on a zero count, and so forth.

There is also an automatic process which deletes objects from the
database called the “reaper’. Periodically, the reaper examines all objects in the
database, and depending on the object type, further examines various attributes
and attribute values to decide if the object should be retained in the database.
For example, the expiration attribute may indicate that the object is no longer
valid, and the reaper will delete the object.

In the preferred embodiment, using a method similar to (or perhaps
identical to) the filtering and indexing methods described above, the reaper may
instead access a reaper object associated with the object type of the current

object, which may contain executable code of various kinds, perhaps a sequence
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The cardinal rule for deleting objects fromthe

dat abase is based on reference counting; an object
whose reference count drops to zero is sunmarily

del eted. For instance, this neans that an object nust
either be referred to by a directory or sone other

of %&gﬁtafﬂ% dthiiahbs! ? %d%aée%*ﬁggése ;t]ﬂ_é‘e Egrlbb‘ﬂ& %rﬁjbéﬂ&%dtéd/alues

objects 1n t cl os ased
of tre mjrraatodp@ctngn@l detdraihes Tthﬂ;objef:t stnpui@ ondeledmdc h

el o0B8,Overhget oha\didnnly gEetAg ePoly GRH fafwiify the reference
cBSﬁte%gdbé%he :cgeééﬁfeﬂ@i‘ttédzerénﬁ ?hﬁéeqm@llﬁ@ﬁ Ssince every such

[ arl on a zero coun and so forth. There
deizetﬂhsmsahs inubcmansastipn vdtis theniatehase) biwauld heead\antagraus to

e B AR oS e B RBlre. b B pertons

pYSRIOWRE rABxikiien @Resd! Irf Mﬁﬁefefn*é‘dt SRbodxashtn &fis V@ atesraplished
attributes and attribute values to decide if the

mmge@temmmuejbwd en gbrwaon garbiegeditiapticie metimegs.

ob; et g BoRoRieed B, fbtid ah oYL Wl HTplep (it has
HeeR @ddrefientdd td Ize,rcp rtabaeaper gaﬁoﬂmmm othesiattom Pefiddidally, a

simlar to erhaps identical to) thefllterln%and
biaskesoung ka.aswa edjetber ppd@ggheoiectem exprtpRs qagh object in the

' d h ;
AR A SR DS, A, RPN, W ol o 2 ot o
sittabbe geldeechf Inv @heoemblydmient, peTdeatise gyaskeage rcofiector has

of executabl e commands. Thi de exani nes .t he
cxemnet Bs e caiamaee 1y AT JQF R EUT Aeds) Bop, Single

t%@agﬁé Qefsanhl fiad h‘?tﬁ’é’lag'féWF %8?&15’(% q];]%d Tﬁtﬁ‘d may also

over |nd|V|duaIIy leti every Jec
rebultim & hﬂgnfﬁrben‘ep egdformanct p baalt)b &0 therr acuessesl to dhe agtatabase

) ho el b BhiedRtckelnd detetet! | e T 8 bbiects are

tada/@phg%? U&eléféd 'chﬂhbe%*&?tﬂ?@%%%ﬁcrﬁaym‘étto%e delayed while

reapln ects, suc at foreground operations
the (gadmge/\cmllectmxs mnhves,preeultlng m av¢n woese perferantienent ,
this is ac I i s

based
ar bdb@ BeaPuRe inBonimedhaRe dabag pdlicor BRa ks BF Ptavase
ﬂ%l &riddrathseBh e@hc%%c‘iﬁ%frﬂfrﬁﬁéﬁoﬁébjéétshﬁb% béé?ﬁébllected they

ecrenment to zero, the reaper perrorns no ot he
aretdetetedrara emlglmtrawadlonbwﬁbpm&ésmﬁknu% uatl @lh@bJects have

AR iineh This les e oG5  u Plpfke. s lfoagbagg pjects are
ctdl!eb@daédm’g e axainfibat®n process, since parallel activities may release
objects previously examined. These objects will be found, however, the next time
the garbage collector runs. The number of objects deleted in each pass is
adjustable to achieve acceptable performance for other database activities.
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objects to be deleted. In one enbodi nent, once the

gar bage coll ector has exam ned the entire database, it
woul d delete all such objects in a single transaction.
One famliar in the art wll appreciate that this
method may also result in a significant performnce
OPERATIDONS DN THE DISTRESETEDIT EDEV H ORb¥HEW INGYOBIECT
del ayed whiTe the objects are being deleted. In
.D_Aa:&_gﬁﬁ, if all objects are to be properly deleted,
changes to the database may have to be del ayed while

t he garbage collector is active, resulting in even
Cwasigergtionsdn bain@inihg tee Distfilbutedd/iewnedObieet Datdisase

gar bage col |l ect or exam nes .t he da{)ab se in serjes of

pass 86 reRlieapNRELA $\fl@onmwm909 ggfsemongatesisiances of the
d%ﬂldéﬁ& d ©4atablsy é‘&%sgﬁ ﬁu*ﬁ ath%J echgmﬁave I®fects over

f 0CaSS “RONt T hUSS een)
uﬁoeaablae@l’:d ihsacdredlintiltnmmrdmimrmiﬂ guarantee that all

o 0B85 exatale, T iezphigRts:te (HeTTELeRa e ch BhgHIcogh ehanism,
qgér%g%mm/ %A &efyevms.s ‘?ra%hﬁé‘élén vvhlelre Esn fruns! assurance that

owever e next tine e gar age col l ector runs
theudbtr usofransmétadsacwrete@d or coglatehn sy eagheragjicls tasbiainstorms,

migdh ae PO B e bl SeT reher SpuftebrpiediRnEe apay be
ﬂe’?\%&a@ ElghaldDAEABRASEUIBRt IS5 @ddHINS a,?ﬁhai‘ﬁie@t afchi ng

e Distributed View ng Qbi ect Dat abase e replication
of t Eneviskilled Wi &wé rayt cywjler@tadllwmtyeclaée ithet éh@l'@s agg standard

the. distributed.databas ari | ir

tqGNRIRRSs 195 MRS é@?sr%{f st ﬁ éf déﬁ% &Pﬁd&%ﬁbgﬁlﬁr ghannels,
ind\rdifid PethéatBd eRmBRASlons, Wrrex@irRddtingi dodde aflj k&, dhich may
transmtted over a broadcast mechanl sm such as W t hin

ba usafl forokransmissian. canyt parinPE svieh maehe esadbe ary particular
'”%Z Qance that the data is transmtted accurately or
%"Jg{etely Weat her, such as rainstorns, nmay cause

dr opput seffididnag, tdtiass &siloa. reﬁillbafedscatécgatlﬁred together into
interference may be other broadcast signals,

d@émtﬁmnpachﬂmehemn 2plied sslices- Aslice dna %tmaett & e, television
{eQﬁrp@r&ba #at%ﬁggé 'vth&P 9% er%le%\ﬁt &4 a&heh{%em %Wﬁgmam

or nman NnsSm SSi on dat

sucH eblae@é@rebmnrreg@n or undiendheg‘ootpplaabfad stateahtemarsnmer
error. correc codes, an? ot hers,

for SEEHEM Q aktheRe SUfgs b aufe lfBPOKkﬁE‘fcwﬁ% %% Useddojand objects
t* e REthHS4E Hhich are used to provide valuable services to users of the

database, as well as to store information that may be considered private or

secret. Because of the broadcast-oriented nature of slice transmission, slices
may be easily copied by third parties as they are transmitted. A practical solution
to these problems is to encrypt the slice during transmission. An ideal reference
text on the techniques employed in the invention is “Applied Cryptography:
Protocols, Algorithms, and Source Code in C” by Bruce Schneier, John Wiley
and Sons, 1995.

In a preferred embodiment of the invention, a secure, encrypted channel
is established using techniques similar to those described in U.S. Pat. Serial No.
4,405,829, often described as asymmetric key encryption, or sometimes
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i nstance. For efficiency, objects to be replicated are
gat hered together into distribution packages, herein
called "slices". Aslice is a subset of the tel evision
vi ewi ng obj ect database which is relevant to clients
within a specific domain, such as a geographic region,

p@tél&u“ e & I{é? éﬁpbﬂ&ﬂy@hoﬁf AlpaRtifdrdrigkiliddamstHe hRrwill recognize

ese sl'ices 1s quite inportant. Slices are
thaﬁe;ﬁotcsmow«baeégj emn sasytrmneme kmjt eberyptionissives @suseelible and
V|ce er,s, 0

d | h
R B SRS B S e b eon o
|rf?6|‘r?(§ﬂo‘?\ ‘?ﬁ Sqe%%?élebuth%‘i\ﬁéﬁﬁcﬁw f pﬁd@ﬁ‘jé@ir esifgast erchajeedl signed

ice transm ssion, slices may be easily
mrmsagds blye‘dWeend tipar cliend agdt n@rytr@lr SY$teHIFs NS ECed. ditribution is

plided 1 pAgvPing ot SenbHFGHBrAT 4 SrERIRE, Whnisho key
s H@dﬁrﬁf{‘dﬁgh gu’@r}%nﬁml&ypﬂag@ the invention is "Applied

ypt ogr aphy Pr ot ocol s, orithnms, and Source d
in CSupyeﬂ‘fulc%eﬁwﬁhéE@#lreSJﬂ’r?% sndey ang@Cshies agiggg.e?@"ﬁha“d

refer odj ment iR n TR
BB e TG sl R YRR 5180 389 ot o th
vﬁéarkbbﬁr nk @ éﬁwmpdmaphlb@g}siem forproteating mmmnld\ldata U.S. Pat.
829, often descrijbed as

Soil Pt G5, 699 SoMBBCr ISP Test RIBLTaTp ASETPIX apdoTest System,”
flfébg Olélﬁ} 9%) raehl b{Nﬂﬁaf g g' ﬁ%phéhr{th%e%&ﬁbé‘é'é mechanism

prot 6co asymretric key
vﬁfé?éw)th@ﬂlm deeiseaenerates itd beyranwtriekey pansnautomatlcally as the
foundat.i on for aflut henti cati on Vi ces_ an

f ] i
 fingtsiep initae ImQﬂH PGHIBE ProGRSS, ?|Q%W alq. fﬁeﬁ epnerafjed is stored
vﬂﬁﬁﬁg@écﬁgée ?o s% drfbedaibn GvitHin &Y BRétaiViceSistidRdhat the

nessages |ent and central systens. Secure
kebysisr mduetr pnasenstedptooexteemalt@e\maﬂ ykhe pybli¢ key thus generated is

SRS 595555 ARG SIS B ofF8vin o
hﬁﬁﬁ'sbﬁﬁl thalbetemder sabdre’ eatibese. aHiseddtabase andterosecurely

e asymmetric key pair to be used for encryption. Such
tmsmutted to the centralsdistibutioe system, whreihisauged to perform secure

crypto hic. or protecting el ectronlc dat a.

Ggrign B&??B"%E’Fﬁiﬁéﬁ@%% 385,739, entitled "Sel f- Test
El ectyipg Uﬁlqﬁ%%{fpth@%pT@@ﬁonSaﬁk@ngenerfahble@o%b)théihroblem of
1999, al so owned by the Applicant, descrijbes a

keycdiaiibytion.afetheoprivaie keyiismevaeniesentachior axtegnal ggmponents in
RIS Whel$de RAbht Y GBI L¥inBSshdi§al tools, such as a logic

analyzer. Instead, it may only be used within the security microprocessor itself to
decrypt messages originally encrypted with the public key, the results of which
are then provided to external components.

The remainder of this discussion assumes that all communications
between client and central systems are authenticated and encrypted as
described above.
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final step in the manufacturing process. The private
key thus generated is stored wthin a secure

m croprocessor enbedded within the client device,' such
that the key is never presented to external devices.
The public key thus generated is transmtted to a

Tlr%' E@l\v_fe%ﬁﬁg!db& 1§ Y& HRITlighti SYstemmgor ds the key al ong
€ client serial nunber in a Ssecure databas

Tmefemmm@@@m itg Figs di in e prefeyred: pahoginmeridof she hréventlon the

CGBPIRE S PO AN BB St rom e

cgﬂﬁgp@atgﬂg{s@gmﬁg SHippd:i cati on of key generation sol ves
the problem of key distribution, as the private key is

never presented to external conmponents in the client,
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Wi ¢lidnt vieheng devices.yF on mstapce cthestices maqd tbe tireciiiedowpibaded

rressages originally enc ted wt h ubl i
r eR\Artastelaphghiedrod ameortq%aﬁie mqmﬁgb @e&&@/ smgdula%d into
OﬁF[w?mé v&h@m@%&.ﬁ@ ?r'ithfa Wg o aSaHagh SfPBroadcast
communi cati on en’cl

Ient an
syw&rmr addecito heligitat ttledsiandneltiplexsigrl as a pmsateldaml
above }6 Tra m tt

t t adi t .
ore SRR T v e Hobrociatednef &y pigchansm
e”RHQ:‘h'B%\'F\ttréﬁsrﬁl?ei_ghiltﬁ}’ﬁl'f’ém%ﬁohhﬁa y beldsay t8ara{sPRibslices of the

constitute "transm ssion” of television viewng objects
frtmlﬂ\mlen viesving abjethtatseeeusi ng slices: 1. There may

o v e TSt X3 Epepding foR ket Visléng pbiERHs fof atBmissign s
sl iRz e tf’e\rrseﬁtsémnqﬁéwﬂémﬁ@o b@\@Jedﬁfot' elis pagrelar

nodem or cabl e nodem 109, the be npdul ated into
| i instanse, ahd creatingozslics efk Buéseﬁmf éhe dptabase)thak isgustomized

o B S peFhay ROr Bl AR Pe paRbase Shay folfil Bidyigian

Chﬂ@Wﬁig ol§jeetssrsldtingCoiail grbgranis invihel coudasi Howaner, efcieRivision
that any mechani sm which can transmt digital

. nyigwfing pljrcipesretie h@ss.ﬂiltwélngr‘éﬁbwmuaﬂpaém aflogahelevision
or ég}‘nb? Rgﬂlt Pgé‘”té\gwg@ne\ﬁéwf#\g darﬁ&?tg relje—lpﬁg ft(% Pg&r%rrﬁnﬁg&l%\&able

evi st on viewn jet
I swithecthgrfoatprigt bhtelettemm‘sims brozalcastieing w¥etido karythem

for this particul
should be contained W|th|n the relevant slice. Alternatively, if some of the
television viewing objects contain promotional material related to a particular
geographic region, those objects should not be transmitted to other
geographic regions.

In a preferred embodiment of the invention, the speed and periodicity of
traversing the database and generating slices for transmission is adjustable in
an arbitrary fashion to allow useful cost/performance tradeoffs to be made.
For instance, it may only be necessary to create slices for certain

transmission methods every other day, or every hour.

The final step in preparing each slice is to encrypt the slice using a short-lived

symmetric key. Only client devices which have been authenticated using
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i nstance, and creating a slice of a subset of the

dat abase that is custom zed for that nechanism For
exanpl e, the database may contain tel evision view ng
objects relating to all progranms in the country.
However, if television viewi ng objects are to be sent

%&9{%@ H?&Ig'vm hak afbog%o?%é syRInsatiiei ey mékﬁh@athem able to

evi st on Vi objects rel ating t
prdwwmhelsembhd aceeshihe telmnai@bvq@wmg ObjBCtStM!Ithln it.
tel evision broadcast being used to carry them should
be contained within the relevant slice. Alternatively,
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cr@galé%E‘Fq 8@'_;,0 t{h% ﬁ@rgﬁfln thés%@écri] %&hz%rklgrogﬁeﬁ%ﬁfe\ﬁtéoocases the

ot SRk idayaronseledtriy. thadatal besdribied thet dliseiis repesied lcngtmually
each sliceis to encrypt the slice using a short-1lived

sywmii e new 1siige isappyidep fenra@iss 98- whi ch have been
aut Ned fetedflvd Brdihichét pegies fr&gm%a'b%eémké e be no

copy 'S Sy rme hem ab
degﬁwtané@malthe: elgaatjcamamgsma tatatartiees eellablyvaztmmgzlient The

objects within it ice is conplete,

copiesy deyiceraay e ROWSSURTC AT T8 Fraynas TR gisnoe with féception
MeGNRRI & éiaﬁ‘n %@E?t@@&mé\%‘g r\ﬁ d&gea &Wobgﬁﬁtyttﬁéﬁﬁbone
connect | ice I's ced on a tel ephony server
11&am$m¢|ed|crrlms@es ptdpmrlya“eaewed ahelh clientidavicessthay aral | s

in. If | d th
CopPEn Y E5-LEeRaR AT LR e e e3P fnsmission.
tel ey Eréfferréa %ﬂ%ﬁcﬁr‘n@ht ofthenhMﬁi@ﬁmgets Bréadé@sd yh&dremisms

onto the signal In these and sim | ar
br sacitasia- te\evmreaxgca\sf@strartmt thel slice. Howeyar, dus glesigable to

b B RO B 5 o e 2 e

t r apffdset e8nnddtioh. USR] 4 tbNsedlionaskisast methahisimassually results
required because there can be no assurance that the

s: gntimedasegi Lw@gstfteegamaklaa it d@ﬁrabl@ t%lrgm%ef@ﬁéwi Epent
C N evi ce e ower e (0] or ere
oL S BmiIg R Dtion

$Fce with reception
This is accomplished using a two-step process. When the connection is

established, the client system sends an inventory of previously received slices
to telephony servers 111. The server compares this inventory with the list of
slices that should have been processed by that client. Slices which were not

processed are transmitted to the client system.

3. The slice is transmitted by breaking the encrypted slice into a succession of
short numbered data packets. These packets are captured by client systems
and held in a staging area until all packets in the sequence are present. The
packets are reassembled into the slice, which is then decrypted. The
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of the signal. In order to achieve a high degree of
probability that the transmtted slices are properly
received at all client devices, they are continually
re-broadcast until updated slices are avail able for
transm ssion. A preferred enbodi nent of the invention

useRvidiGRdeAig Jl@abwmﬁ thdl GlicaaretHesl fdred @@r é}b;ﬂi&ablhty,
to transmt the slice. However, it is desirabl

priesstily beingaasidaddadhe Jesal delevisiracriewingelieet d@abasﬁ sthis

< iets oTRaBE e Rirthl P 40 beiBRYHpbath oL Miclsdn viewing

t ighedta yekkbIg #6 thelfontmeki ng it desirable to m nim ze
the time spent transmttlng the slice. This is

accompriigyriondiaaysdracksfdhe fings stwbich data pachets are received.
ORI FcBh S e ol el e PEROT A B g om he

s egtaiging akdd onTd pesadiv basikpthiaaesidsiionsumingspase Wirtd‘n
the Ijist of  slices that shquld have been processed b
t Hadefiniiesperiodsyhile waltinader @l parisAf a ﬁw@ct@s@etnawaltted

E : gﬂgﬁ}){a{:ggy meb:’tgaéﬁrﬁlﬁfﬁp tﬁ%sotbiéets Q%r@éd&aest 'rr?edlum errors

Into

S wifoesisue rknm‘s maly@cbummrtbe rtnedwsdatted platak ﬁaz;h Jditas'packet is
packets are captured b¥| ient systens and held in a

stsagmws aw@haa @ror dgtec aaaQ@l@s(a.nartt}ﬁ BeldeReREecage for

AP ERE)- e GREK i QERcted TR DRk s ST Hiskirded. The

oh;readsasml danouse ndll everdaalty eettamsmif ihiet datagacket, which is likely to
PR oS el A Pob S5 SRl i
HiGRIESt tReRPst bpétagfng r@@eﬁ%{i o?‘mr?’é‘éﬁt‘?n@scﬁod@ét on the client

te evi si on Vi ew ng cts re Into t

Thntil all porticrs ekr@emepenlyacdcemed, he time at which data
packets are received. Data packets which are ol der
than a selected time period are purged fromthe

AStRSHrBdnAaY B8 e & AsFd %%@lab'asﬂacés trtawsﬁuﬁa@mrp@&ﬁﬁnr%te
space for” an indefinite period while waiting for a

pmetrwcefre@t@d fata todhe lientsysiemt ealrtlcua:lyaamce aultiarization

h br oad
eripirdatight 1t gt Tod R FerlenpRRitie BPG Eronahthe
dfdll@nt EpstBntia hécaR b Premfum SerTesslif thé Diewbraidstailed to pay his
detecting code (a parity field or CRC code, for

exifvpr & otheceperationalgeasensiet ect ed the data packet is
S| ”p'(%edbgr% gﬂlg?%]pe cﬂ‘especnal slice contains an “authorization” object.

Authorization objects are generally encrypted using asymmetric key
encryption based on the public/private key pair associated with a specific
client. If the slice can be successfully decrypted by the security
microprocessor using the embedded private key, the slice will contain an
object indicating the allowable time delay before another authorization object
is received, as well as one or more symmetric keys valid for a short time
period. The delay value is used to reset a timestamp in the database
indicating when the client system will stop providing services. The symmetric
keys are stored in the local television viewing object database, to be used in
decrypting new slices which may be received.

19



broadcast carousel will eventually retransmt the data
packet, which is likely to be received properly.

Slices of any size may thus be sent reliably; this is

achi eved at the cost of staging received portions of

the object on the client wuntil all portions are

propeithy digfEhahot récellearLpioper betieiticatiombct by the time set
"special" slices transmtted which conmmuni cate service

r dndbe datrbiase: § wilheommenge dgriakoh Mpsh $ervigrato yhe viewardas

et e Vil IR 8P, Al rgp FRRRT o b ffoation
Systjett sreameessmbee méativifetire dooafodd kéysewNichvre neetled to
failed to pay his bill or for other operational

r edesyRt thaﬂsc%that &¢ Hans(itedbiClepdyiibp clientwystemtiaungble to
anautﬁ@{n{@été %teétr,ctpw Aﬂ%ﬁfé abley dé%wpt %bg%;é’abe“ S are
generall'y encrypted using asynmetric encryption

base@aech etdtl@ormdtbhcsﬂlpe||yaml&matly@neramedcm10atradsmittéd o
specific client. If the slice can b ccessfully

Jdwpoged tansnws,SIgeéws%@ orne SYePD g vaaéathqrﬁatlons are
" rieAgHodcaRy fo A Bindrios: R cehdlsch el oRing 9 aff i data.
auf bivectztednsmissionds used ssudras vieda plaanavebhnastlam @nfy the

T B SR el ™ P 20

dat abase indicating when the client systemw || stop
provi di ng services. The symmetric keys are stored in
5t hentetiee clierit elevisedras/iceaived abpmptete datdizese, slice, liases the

LS ASCERY NS R B AR BlR R  o tre
aujdigphégati on object by the time set in the database,
it wll comence denial of nobst services to the viewer
(as specified by the service provider). Also contained
t are one or nore
d i WASRE S HR? ch are needed to
decrypt the slices that are transmtted. Cearly, if a
client systemis unable to authenticate itself, it
wi | | Rederring agaia tod-idedr irpa raaferists) embedingarthof the invention the

IR 4804 2y BhGE S BT TR B o e

chénicgabadd: rel evant authorizations are treated
identically to all other slices and carousel ed al ong
with all other data. |If direct transm ssion is used,

1SURD 4RS vibhRr RaDRaNs FRMRSIIGH ehdilels Y0Siable to him, the client

system records interesting information, such as channel tuned to, time of

tuning, duration of stay, VCR-like actions (e.g., pause, rewind), and other
interesting information. This data is stored in a local television viewing object.

Additionally, the viewer may indicate interest in offers or promotions that
are made available, or he may indicate a desire to purchase an item. This
information is also recorded into a local television viewing object.

Additionally, operation of the client device may result in important data that
should be recorded into a television viewing object. For example, errors may
occur when reading from the hard disk drive in the client, or the internal

temperature of the device may exceed operational parameters. Other similar
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aut hentication slice for that client is transmtted. 5.
Once the client device has received a conpl ete dat abase
slice, it uses the nethods described earlier to add

the new object contained within it to the database.
Collecting Information fromthe Cient Systens

Relgﬁéé bf‘%fé‘ﬁﬁéﬁ%rf ﬁ’ug?ﬂt‘be fhiluletodropeilE HoRA| R bBRRE, r@hning
the 1 nvention t | ow ng st'eps constitute

" cautlaf spaoe foovariasalisisbened bparatiignshplerapid power eyding.
client database: 1. As the viewer navigates the

tel evision channels available to him the client
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i né mbeu@emf mgﬁts@rf vm@rmstemyptbhamh ﬁs‘,eemﬁﬁkey The server
ava abl e, in |cateadeS|retooﬁurc as

i tfetahesiths maﬁ@h ewtmon yiewirg obissbfarde icriert %eww:ﬁpm the

rgtep st (Y b LS IORELAEL HRDBVE SEflloRCe. At the

vice may ‘resu

shearhd tibee, ithe eeflent sentls asbytte lseyusnantosthevdlient,drjcegsted in its
For exanple errors nmay occur when reag ng fromthe

ha$eferal kg, @,x\m@thq,clfqm g ﬁpe-ttgpe ERervPHe [for the session.
tenpeah ‘éfo%sgﬂ Ef‘&lé&%&‘.fz yﬁ%qfﬁ( H%F\ nessage in
es o or mat i on

paraneters er sim

m grder trecbmnhumeattaoThrsdm@F\h/ay blamm;hnké |anrm»brtent, ,since it assures
runn ace for vario i Sk-base .
opeRBBLaNg ﬁen@,s%atabmthw% VBliE. Suh afhaRfieation ig necessary
1 @PavatlllsHodR itk RBPAIER! bRl ofthé chihd QAKEMDPSH Sxample, i
the client system contac the centr si'te via

di ccanmwmmmslvwem a(utimmntate,d ini suchphfashicmd/ mahaous party

| nt t t nt d ds .
L o ke St bR h et Site Wil 2 cOUP CRISTHOR 4 e Sbiect
S e&é@ba@éndﬁ@vﬁérbé%r infdr8ie8iB S0 b@leﬁﬁbﬁhbﬁg cb@‘si%' ifipPdper

viewi ng object for the client device fromt
daomragen AihﬁJrUm$ommume9tlm tsr @ncrypiedealsing ﬂ‘@:@ly@-ttlmeh@essmn

At 1 th
oy e BN cofmiaRaigE RnecstSpphersy e aneibandy may
keyassgamgg al igwerkik, %bh%sﬁﬁé’l@ﬂé%ét' R efd aaitrafio |é<6]2$en to
for the session. Both sides must successfully decr

t higspeetinrmby all egtipshendbpagsesithirough. Viewing objects be?/ng collected
may contain information that is considered private, so this information must

be fully protected at all times.

Assuming that the authentication phase is successful, the two parties treat
the full-duplex phone line as two one-way broadcast channels. New slices are
delivered to the client, and viewing data to be collected is sent back. The
connection is ended when all data is delivered.

One skilled in the art will readily appreciate that this connection may take
place over a network, such as the Internet running standard TCP/IP protocols,
transparently to all other software in the system.
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order to conmuni cate. This two-way handshake is
inportant, since it assures both client and server
that the other is valid. Such authentication is
necessary to avoid various attacks that may occur on
the client system For exanple, if conmunications were
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i nfornmati on nust rotected at all tines.

Asdatabage;tinstead Fareesaalteh@tmu for datep nsediansini theedainbase. This
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depatieh A cliontt devicds. €8k instditbe/ infayngevleésimay dodinect at once,
col | ect ed |s sent back. The connection is ended when

aI gengiating 8 langei nmber oflieclki If tese ebieats were immediately

AL R Bobahe! B v PR Ak

TGHJffé? @ﬁ@thﬁ:@d)m"aectibnam&ro@m ingréaseaPhontiuails 20 tharged by
in the system 21 3. Uploaded information i s handle

s. wrlaa@nythw W@s@&mm which ganneclardme k@crqaesﬁﬁ@e%?unctlon of
? ?Shg ggbeg)\@ét;]g objects to be replicated into the
cen ?

However, there nmay be many upl oaded
Vi eWANtiod] amﬁaas\tagfsoﬁmcy mpmatldmels thatbgnachinendrsnetivotihtailures
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abase namespace when It oade Vi em ' ng
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of ol ol or E BRRARRITIAR scerath NG Praed d Méianism

cofoneeparatingriada coliesied 4o imgroa{el sergee opetaiionstanshjaiatwhich

! fmlgrﬁsger%tﬂ/ %ﬁtlﬁdl\\l\lﬁhgl wgn%(rj. la IS m}f)ortant that such identifying data be
kept private, both for legal reasons and to increase the trust individuals have
in the service. For instance, the navigable attribute assigned 1o a viewing
object containing the record of a viewer’s viewing choices may contain only
the viewer's zip code, meaning that further processing of those objects can
construct no path back to the individual identity.

Periodic tasks are invoked on the server to cull these objects from the
database and dispose of them as appropriate. For example, objects indicating
viewer behavior are aggregated into an overall viewer behavior model, and
information that might identify an individual viewer is discarded. Objects
containing operational information are forwarded to an analysis task, which
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added to the central database, the performance of all

connections would suffer, and the connection tine

woul d i ncrease. Phone calls are charged by duration,

thus any systemin which connection time increases as a
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viewer's zip code, neaning that further processing of

tose.bfe.f: to the

eF1S; A ASHENL PXSIEMS L ed on t he
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i Spogs I Mowihg ThICKRS Mia? coGIR e fol AN Ao information:
tdledsioat programi daseriptiems andrshtveng dignes) aiadde i satellitetnor broadcast
overal | .viewer_ behavi or del, .and .information that .. .
S{angh OGB! 1TRmatAn wuiiars Fie!; QURbEHag s 1dentification;
vISNEC bisfefediteaifbEatfRE" 8GR ddibre! NEdrreN sHoving times, etc.;
forwarded to an anal ysis task, which 22 may cause

sofiwargrssucheay ienbapeed catrhascosféwales applicatorp sotware | operating

r,obl e bj ect s nk aj,ni ransactional infornmatio

SPEN TS 16+ PEnsLe SiPusnBc RRlpRE, AT réference
vestord, | ddmagraphityardly$iseste.; afid dhy beferBlitia®p iHfbrrhtidiethat may

tel evision view ng objects being added to the central
beaepmseatedbas idfgl’fégﬂélﬁ-ngf obj ects bei ng updated. These

objects will eventually be transmtted to client

devices. Thus, the television view ng managenent
Methb@sMAbplicd s PebdraAPGuitiee@bjdtgs a sel f - mai ntai ni ng

replicated database system 105 whi ch can support any
nunb&rogent |guithe objects contain all information necessary for software

running in the client system to tune, receive, record and view programs of interest
to the user of the client system, selecting from among all available programs and
channels as described by objects within the database.

This program guide information is updated on a regular basis by a service
provider. This is handled by the provider acquiring program guide information in
some manner, for instance, from a commercial supplier of such information or
other sources of broadcast schedule information. This data is then processed
using well-understood software techniques to reduce the information to a
collection of inter-related viewing objects.

Referring again to Fig. 4, a typical relationship between program guide
objects is shown. A television “network” object 407 is any entity which schedules
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systens. Processing of Television Viewi ng Objects by
Cient Systens Tel evision view ng objects nmay contain
the followi ng types of information: television program
descriptions and showing tines; cable, satellite or
broadcast signal originator information, such as

aRB B8 causBsIeViBNap@gratanting, whdthen thatvbrewdtast occurs over the
reference information, such as actors, ,genre, show

. . . r oW ng .
atr paldle, eatellite, oy srthompswitable MedivmeArigliavision AragrR” object 401 is
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'on necessary for software running
Acldheimineb yepd roldjectt maes a @ebivork, bnroadoast amid aipanticular broadcast

Badel 1o e (BRIA BSNg I5S0aor IBPENERogr RN GNaR ObieRt for a
s%ﬁ’ﬂﬂ@%réa@@aﬁ%%wb@%@a ir?c%@é'i’rﬁo%éﬂébﬁ‘ agB@t Eh}i frg nder and

S programguide information is updated on gul ar
dbts seby cordaining the praadcast. . Usihg she praviadslyddsgribee methods,

Sy B 60RO TS 2T 8o Pyctoms,

whérd ép;sl%ﬂaﬁi 85FtRire @ NPE SMAKIC8ystBmsPRadaRStdata to manage
schedule information. This data is then processed

telsvistprwedewingnder st ood software techni ques to reduce the
info tion to a.,coll ect,ion of inter-r%jlated Vi

obj edf'S SERUFERPYIGEE ialsg Repyde podtey an\gﬁwmgec‘%jggts, which

desbité arehop phsyr iHE QBjSuNs eHHtdRe itBIreRited irf s6meWashidn. For
television "network®™ object 407 is anéﬁent ity which .
instarer:| @ sStard rakdcollasdiopasight centain setaiepeesytaaitintggram guide

ey BoobOBler HRAARRCbrePECH AR R Tiarh Rry Syl T of programs

md&y BerRredb & thid fadifion. aAggegation bbjectd amn¥intlisd td dfrbctories.
segnent of a television broadcast signal, such as

|
Redinstancerthe Shar bigk cllprtionr nﬁghfdm@mds@r‘ﬁésmwwssf%éw Trek” in

R 8RR hbbgiaf ool B e AUALET i cbjcts.
angl may [ hiapipwatetnia dsimitirfashionhedilding @ggeegetingtadgregation

on which a programis broadcast. A "channel map"
detaneessttthiet wor k broadcast onto a particul ar

br oagg@stiient system may further refine the collection of program objects. In a
system where programming may be captured to internal storage, each captured
program is represented by a new program guide object, becoming available for
viewing, a ggregation, e tc. E xplicit viewer actions may also result in creation of
program guide objects. For instance, the viewer may select several programs
and cause creation of a new aggregation object.

This description of types of program guide objects is not meant to be
inclusive; there may be many different uses and ways of generating program
guide objects not herein described which still benefit from the fundamental
methods of the invention.
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channel for the nedium being used; for instance, a
channel map object for a satellite broadcast service
woul d i nclude informati on about the transponder and
data stream contai ning the broadcast. Using the
previously described methods, this program guide data

PrSgrafP iRt §feéts Afe UBEd ©§1the %JpPﬁd:éﬂbﬁ softiigreGhifiBtways:
systens, whére application software in the client

systerrs use the data to manage television view ng. The

bERGREL B T i LNt ARBETERF ablefl) Bfjigoem

t r@lrr@ﬁ%r's@bﬁftbﬂieaéﬁilab[é pgarasihg OThe Bpplicatiostsofigeare avill
"Star-Trek" collection mght contain references to all

progpahe @@i&i‘é relgipesities dggqrthe@k Rythg @a{cam% tppamg fremef

. g\ggé% ae{ncgﬁudﬁ eﬁlhfser cé tﬁ%t[ is Sgéﬁe’igé did us é? the viewer. The
siviewar may iddicats that eSpartlcﬁnar priogrands of trhere‘ét aresﬂltlﬂg |n some
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{ rRoRiicalianSRECHF acHAR RS IRegraipadh %ﬁﬂaﬂfﬁabtosloaalétorage
al\ﬁﬂeﬁﬁtngfggcgfg sfle objects, and may be manipul ated in
I on
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obj ects are used application software in five
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Th&ver these techniques as they suggest priorities for the capture of
programming, not the broadcast or transmission of programming, and there is
no time constraint on when the programming may be broadcast. Further
details on these methods are given later in this description.

In general, explicit viewer choices of programming have the highest priority
for capture, followed by programming chosen using the preference
techniques described herein.

3. A client system will have a small number of inputs capable of receiving
television broadcasts or accessing Web pages across a network such as an
intranet or the Internet. A scheduling method is used to choose how each
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viewer may indicate that a particular programis of
interest, resulting in sone application-specific
action, such as recording the programto |ocal storage
when it is broadcast. 2. Application software may al so
directly process program gui de objects to choose
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ar tinidimhdt, ERUHAANBPREEGINY & G4 tof 4166 Bes&ribd Biedatatiberlr URL,

of prior art centered on nethods for selecting

‘pr af eapatticujarf \Webssitei avi@gebased on previ ous vi ewi ng

hi story and explicit preferences, e.g., U S Pat.

Serial No. 5,758,257. The nethods described in this

appl, iieiver,GBr axamplei cae “tang” imty alWeb site biyhiesignating the Wesb site

as they suqggest priorities for the captur f o
pr d¢fRaasiargannet. Wnensventiahshamiel is stiesiedsihap site is

ro g r ; MHesY:
QBT A VREE pa0E T 150 B QR AT S obrllyehf ol ttest and
t hesenapshboditherWebipage wilkbertaken ahd seateded apa ipoedetermined
general, explicit viewer choices of progranmm ng have
t hdiMP-ghest priority for capture, followed by
progranm ng chosen using the preference techniques
described herein. 3. Aclient systemw |l have a small
nurifier safedutgy@cseptamsbhpuiod priedised lishof progeamsiewing

s BT it SRS aner R Do 6k HaSe phOvd it S Euiing
US §detHd dBTP0HEn RomRRe S tAS listrith thesddtathesb ofasrdgmmaiulde

done with the resulting captured tel evision signal or

W ohjagts 60rewBichi indicale when prargas&f diterest ?fﬁaa‘%k'é’@f Biggdcast.
of | r t [

o1 e e S BEE R 0 55 Aol spoge o0o
obj that . ophidehl forcthalviewertshexplicio gr demverf prieferesceptognams bieurther

Wb page Uni versal s -
deecal son tﬁé’se methods are given later in this description.

4. When a captured program is viewed, the matching program guide object is
used to provide additional information about the program, overlaid on the
display using any suitable technique, preferably an On Screen Display (OSD)
of some form. Such information may include, but is not limited to: program
name; time, channel or network of original broadcast; expiration time; running

time or other information.

5. When live programming is viewed, the application uses the current time,
channel, and channel map to find the matching program guide object.
Information from this object is displayed using any suitable technique as
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Resource Locators (URL) across a network, such as an
intranet or the Internet. The channel netaphor is used
to al so describe the location, or URL, of a particular
Web site or page. A viewer, for exanple, can "tune"
into a Wb site by designating the Wb site URL as a

chdesaibediisney Fhetihformatiamnedy be displaedesltotnagiciiBbwhen the
site is displayed. A VWb page may al so be desi gnat ed
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Is viewed he mat chi ng program gui de Object iIs
t oppm\EQreemmle; anatverisement i eattroadcasﬁ@rcpgragv amght be
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Su cjgmgm@rtnﬁéwmﬁgxeppaﬁétug esudblids that @@fseﬂ;béﬂ ined s, ‘Pat Serial
program _nane, C annel or network of ori 8' nal

br blgd 6833, 3%9«@%&@@ oMuttinedia MimaiWgrping Systam.ofilesk July 30,

apd PP} <cbsste 1 et oAb R 4 b DUy Hiision

cheignel ata@my poinf. iThe ﬁm@-wmpmlgl dptpepaiegralowathd @vehhidgdrogram
Information fromthis Ogj ect is d| spl ayed usi ng any

sula B delayedhmiilpibesioreg iegam ieisared o make this work.

i nformati on nmay be di spl ayed automatically when the

vi ewer changes channel s, when a new program begi ns, on
MethaastfooGentrdting a pisbgf Brefaefrée¢ Pragieemsrer ci al break, on
demand by the viewer, or based on other conditions. 6.
Using techniques simlar to those described in case 2,

appl i e

ot er' oo AR mal e HAAnganh 4 BuRRECR! RRFS. The viewer
may request that certain programs be captured, which results in the highest

possible priority for those programs. A(ternativelly, the viewer may explicitly
express preferences using appurtenances provided through the viewer interface,
perhaps in response to a promotional spot for a particular program, or even
during the viewing of a program. Finally, preferences may be inferred from
viewing patterns: programs watched, commercial advertisements viewed or
skipped, etc.

In each case, such preferences must correspond to television viewing
objects stored in the replicated database. Program objects included a wealth of
information about each particular program, for example: title, description,
director, producer, actors, rating, etc. These elements are stored as attributes
attached to a program object.
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This information may be presented on viewer demand, or

it my be automatically inserted into the output

tel evision signal at some convenient point. For

exanpl e, an advertisenment in the broadcast program

m ght be replaced by a different adverti senment which

has aurohiivieusrl eftapGR ﬁfeyoreem in 8é nferidhStion of a preference
time-warpi ng apparatus, such as that described in U.

arject. Such abjeckwstose #siciewjngsinfarmadion: Ml ti nedi a Ti rre
Warpi ng System ™" filed July 30, 1998, it is possible

to insert any stored programinto the output television
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g fgfén'c)é express preferences usi ng appurtenances

ed t rough the viewer interface, perhaps in
4. eJperstudl vahuepofothetprefeaéncpibemf for irstaace theuhame of the director.
program or even during the view ng of a program :
Finally, preferences may be inferred from vi evvi ng

pat t EW"iﬁ re%&&rtéfﬁg et ﬁﬂé?&en&é’ ctd 8te 8@ é‘l‘a%ase as a

vi ewed or Ki pp ) etc I'n eac case, SucC pre rences
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thas conammited id béééﬁ oﬁeéﬁédtpbréi’@rencés J&gL, Qhosé’ﬂ@ﬁ\k&ﬁmm viewer
actors, rating, hese el enents are stored

mtpnsmnure‘erredtarefﬂneebet&a a program object. 27 Each

i ndi vj dual trihut I 1 the ratl of a . .
or ef b SHBler gty T TRk bBRY Hasol st anfFESt: BfefBfhrits bointing
tonties nedrh@npreterchide bRetPBANEIPY éféinCEﬁdl'ré(ﬁ”brﬁéFéhces are
as actor or director preference; The wei ght of th

ganeralesnveenipveferaicestier aoetagate ahicsks afqypenerated, and are used

YRR S PR PSR B TRSER B R BESOF B Srogaea
ghijedter elee preferehcd iabjedts rifd@hcedr kel aRe, ifdiect preference

exanpl e, actor preference are nore significant than
hierasehprare generated or updated by enumerating the available program
objects which are part of the aggregate object 502, and generating or updating
preference objects for each attribute thus found.

The weight of a particular preference 503 begins at zero, and then a
standard value is added based on the degree of preference expressed (perhaps
by multiple button presses) or a standard value is subtracted if disinterest has
been expressed. If a preference is expressed based on an aggregate viewing
object, all preferences generated by all viewing objects subordinate to the
aggregated object are similarly weighted. Therefore, a new weighting of relevant
preference elements is generated from the previous weighting. This process is
bounded by the degree of preference which is allowed to be expressed, thus all
weightings fall into a bounded range.
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preferences; 4. The actual value of the preference

item for instance the nane of the director. Wth

respect to Fig. 5, preference objects are stored in the

dat abase as a hierarchy sinmlar to that described for
program gui de obj ects, however this hierarchy is built
increnentally as preferences are expressed 500. The

hi erarchy thus constructed is based on "direct” )
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further weight t LI preferences inplied by the
%‘89[‘@3‘? PSﬂV'&Wﬁ' 8&%@%‘? @%‘I obj ects. The preference

obj ects referenced through the indirect preference

hi erarchy are gfenerat ed or updated by enunerating the

avai |38 list of eeetarred slp@es intgergraied as4plows: t ne

aggregate object 502, and generating or updating
preference objects for each attribute thus found. The
nepahbledd04pispsristratiearwinicke listsessnd E33ilde gragraat olzjectagttribute,

and then a standard value is added based on the deqgree
of apd enunErieEese P Hissedof fet RUPRUTEIDanaFa PEFentelStEd In that
prgﬁﬁ?s) or a standard value is subtracted if

di Sint'erest has been expressed. If a preference is

X [frths peefebersedtam isa siing, eyah as\dareadtagnamie; 8 @2-bikdigital

f d by all  viewi i _
P L EeraraTer Te shboTaserubiea isGh g2 28 GRb algpritnm,and stored
‘S’re(é\%ﬁttﬁg taiB GeRi, Gafher hAIPRIAG It a8 THis BROWY A much faster

erence elenents is generated fromthe previous )
webganning of Tiré table as ebing comparisesdhrsavoitedd eltheeslight risk of

f i.ch is_al l.owed to be, th |

e Pt aifcs beaSiat B HraamP g ST e, Dot ot ed
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be heavily weighted as well. The |ist of gr ef_ﬁrked
pr thptarefarencropbiest is@ddedite weighting associated with the program

object to generate a single weight for the program.
4. Finally, the program objects are rank-ordered based on the overall weighting
for each program, resulting in a list of most-preferred to least-preferred

programs.
Given this final prioritized list, a recording schedule is generated using the

methods described below, resulting in a collection of recorded programs of most

interest to the viewer. i
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1. Atable 504 is constructed which lists each possible
program obj ect attribute, and any preference objects
for that attribute that are present are listed in that
entry. 2. If the preference itemis a string, such as
an actor nane, a 32-bit digital signature for that
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I'ng 1A a co t1on recorded progr
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Conflicts can arlse for two reasons: lack of storage space, or lack of input
sources. The television viewing system described herein includes a fixed
number of input sources for recording video and a storage medium, such as a
magnetic disk, of finite capacity for storing the recorded video. Recording all
television programs broadcast over any significant period of time is not possible.
Therefore, resolving the conflicts that arise because of resource limitations is the
key to having the correct programs available for viewing.

Referring again to Fig 6, the invention maintains two schedules, the Space
Schedule 601 and the Input Schedule 602. The Space Schedule tracks all
currently recorded programs and those which have been scheduled to be
recorded in the future. The amount of space available at any given moment in

time may be found by generating the sum of all occupied space (or space that
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possible to nake a small er storage area appear to be
much |l arger, as there is an ongoing flushing of old
prograns and addition of new prograns. Additionally, if
resources are avail able, recordi ngs may be schedul ed of
prograns based on inferred preferences of the viewer;
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Fig. 6, one can see that over the lifetime of a recording the amount of available
space will vary as other programs are recorded or expire. The list of showings is
then sorted, preferably by the minimum amount of available space during the
lifetime of the candidate recording. Other orderings may be chosen.

Referring again to Fig. 7, for each candidate showing, the viewer is
presented with the option of shortening the expiration dates on conflicting
programs 708, 709. This ordering results in the viewer being presented these
choices in order from least impact on scheduled programs to greatest 707; there

is no requirement of the invention that this ordering be used versus any other.
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avai l able fromwhich to record it. The I nput Schedul e
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ggﬁtbé) f&é‘%yt@ﬁ led recording in favor of the

esire pro ram 13. O course, the viewer may
ul ti deafuether dempﬂlleatlon arises when handling aggregate viewing objects for

which recording is requested. If conflict resolution was handled according to the
method above for such objects, a potentially large number of conflicts might be
generated, leading to a confusing and frustrating experience for the viewer in
resolving the conflicts. Thus, when aggregate objects are chosen for recording,
conflicts are automatically resolved in favor of the existing schedule.

In a preferred embodiment of the invention, conflicts resulting from the
recording of aggregate objects will be resolved using the preference weighting of

the programs involved; if multiple conflicts are caused by a particular program in
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that nothing new w |l be recorded 714. In a preferred
enbodi nent of the invention, all conflicts are resol ved
as early as possible, giving the viewer nore control
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vidwer. Jbabkistépangrepr ogr ans. Met hods Applied to Softvvare

bj ect s

1. Aread-only or electrically programmable memory in the device holds an initial
bootstrap sequence of instructions. These instructions initialize low-level
parameters of the client device, initialize the disk storage system, and load a
bootstrap loader from the disk into memory, to which execution is then
passed. This initial bootstrap may be changed if it resides in an electrically
programmable memory.

2. The second stage boot loader then locates the operating system on the disk
drive, loads the operating system into memory, and passes execution to the
operating system. This loader must exist at a specific location on the disk so
as to be easily located by the initial loader.
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The client systemrequires a conplex software
environment for proper operation. An operating system
manages the interacti on between hardware devices in
the client and software applications which manipul ate
those devices. The television view ng object database
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I's loader nust exist at a specific |ocation on the
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t
S PN SAh R i G o
%&%aﬂ@ﬁ dbape deM amar 803 rcaled Hﬁa tbwt sedior'Ve)4. aThJe boot sector

gaf {oﬁmf%(segdft@%féﬂt %ffortn?a%u - olr Itﬁg tll'{lt?aﬂ bootsqrap &5’? Ith> ﬁ%&elps?and the
partitioning of the drive 803, and to locate the second stage boot loader 806.

The disk is partitioned into at least seven (7) partitions. There are two (2)
small partitions dedicated to holding a copy of the second stage boot loader 806,
two (2) partitions holding a copy of the operating system kernel 807, two (2)
partitions containing a copy of the application software 808, and a partition to be
used as scratch memory 809. For duplicated partitions, an indication is recorded
in the boot sector 805 in which one of the partitions is marked “primary”, and the
second is marked “backup”.

One skilled in the art will readily appreciate that, although two partitions
are described herein for redundancy, triple, quadruple or greater degrees of
redundancy can be achieved by creating more duplicated partitions.
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as the tinme-warping software and viewer interaction
software, are also |loaded and started. This software

is usually located in a separate area on the disk from

t he obj ect database or captured tel evision prograns.

I deal Iy, new software would be installed by sinply

copying it to the appropriate’ place on the disk drive

and rebooting the device. This operation is fraught
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into e t Sthel A 2
sl f%paé'&t I@lﬁé (%%’r ﬁr&(? s} IbE oI d’fhﬁg ;Zr" r@g@f péﬁﬂﬂﬁﬁ Zdontaining
pb«:ﬂt@nsa;cafg/ear‘eomd lattadmts &li)tfbad theoinftiyl gpepticatiornB41. If this fails

o2, thefiind: dture sitem Bagtes B SHSH el peddads e ntial
fléé‘tﬁinefrgﬁﬁlt Gk @\rpﬂﬁdlbétid?ﬁof %@%ou#&eﬁaﬁﬁl ﬁcléaéé‘é%ed to the
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at any of these levels to be installed and reliably brought into operation.

An “installer” viewing object in the object database is used to record the
status of software installation attempts. It records the state of the partitions for
each of the three levels above, including an indication that an attempt to install
new software is underway 915. This operation is reliable due to the transactional
nature of the database.

Referring to Fig. 10, installing a new software image at any of the three
levels is handled as follows: the new software image is first copied into the
appropriate backup partition 1001, and an indication is made in the database that
a software installation is underway 1002. The primary and backup partition
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reads the boot sector 902, scans the partition table
and | ocates the "primary" partition for the second
stage boot loader. It then attenpts to load this
program into nenory 903. If it fails 904, for

i nstance, due to a failure of the disk drive, the boot
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“installer” view ng object in the object database is
S¢s¥@€0 record the status of software installation
attenpts. It records the state of the partitions for

each of the three |evels above, |nclud|ng an indication
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along with a time stamp:

1. Viewer actions, primarily pressing buttons on a remote control device, are
recorded. Each “button press” is recorded along with the current time, and
any other contextual information, such as the current viewer context. Post-
processing of this object at the central site results in a complete trace of
viewer actions, including the context in which each action is taken.
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35 indications in the partition table are then swapped
1003, and the system rebooted 1004. Eventually,

control will be passed to the initial application.
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_N

PROCESSING OF TELEVISION VIEWING OBJECTS BY CENTRAL SITE
SYSTEMS

Sources of Television Viewing Objects

A client system has a single source of television viewing objects: the
central site. The central site object database has many sources of television
viewing objects:

1. Program guide information obtained from outside sources is processed to

produce a consistent set of program guide objects, indicating “programs”,

P 1 L1

“showings”, “channels”, “networks” and other related objects. This set of

objects will have dependencies (“channels” depend on “networks”, “showings”
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2. Automatic actions, such as begi nning or ending the
recording of a program or choosing a programto
record based on viewer preferences, are recorded. In
addition, deletion of captured prograns is recorded.
Post processing of this object at the central site
p » c ns
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i nepefrtiaR on, and post - r eboot results are recorded. 4.
Har dwar e exceptions of various kinds, including but not
limted to: power fail/restart, internal tenperature
onr Nbiv sofiofare hiacldeirigorew peplicationstor seisiage of gxiséisg software, are

?;ér%tﬁaga@pﬁﬁ P ptinde iR e Bk A% RloBE the Setfare may
H§¥] SinfétBepbhdércie SuchlR érPap;ﬁIﬁ;@ﬂGﬁUEpehdhb&)rb@h!waml‘cally
e client systemu i near tine-b
or iwaded gbrarsmwbucmmuﬁ/@em%eateddn tla@trﬁﬁlﬁelamh@ilﬁ%@éth%soﬁwar e

h d I
OPSPRHS BHIVAEHR MG elpiR nBIE S, hd P BPES of ent
au&%ﬁi@ﬁl‘s‘in aski &4ch EPORRICAAEqYIEsE diffefem saftW%re bbjenm, ithese
new software, it nmay be inferred that the

sosofiware ohiects enesithaye. athikotessienenidndicafipgthe biye & of system

el MR TP g P BEP IR b pat SR iy AR i agded

soty B ddtabadeess ahatomicopergtiohj ects: the central
site. The central site object database has nany sources
of television view ng obj ects: 1. Program gui de

(%. QE%%HIH LAGRREAHARS higlk oéec?é?fjl%‘elfé’rH be&ged gntﬁ [rOi€ e REPublic

UCG a consi st ent set program gui de o j ect s,
i ndey atdtagng ;bmieg;ear&t key i$ kiadeirite'g “clleh’émnMagement object,
ot her, rel at ed . obj Thi s, set

OE?L%“%QV% ofheh irderesipe ieERuS phenn e Sln A ok djant type,

h’Véanlf%f stor?@é’m AESsysted é’c@PﬁHé’sé’@bp@&%é%d)to%{éﬁerate
er interr |onsh|ps Waen a conplete, consistent

setauﬂferrbijaimm ebjestsrasngcessary.s added to t he dat abase as
an atom c operation.

4. Aggregation program guide objects are added in a similar fashion. In this
case, however, the aggregation object must refer to primitive program guide
objects already present in the database. Also attached to the aggregation
object are other objects, such as a textual description, a screen-based icon,
and other informational attributes. Once a consistent set of ancillary objects to
the aggregation is available, it is added to the database as an atomic

operation.
5. Data collected from client systems.

It should be clear that there may be any number of sources of viewing
objects, and this enumeration simply shows the most basic possible sources.
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2. New software, including new applications or
revisions of existing software, are first packaged
into "software" view ng objects. As above, the software
may have interdependencies, such as an application
depending on a dynamcally |oaded |library, which nust
Oeenatibhe onelkelevisiong/ienirey Obletdts onshi ps of the software
obj ects involved. In another exanple, there nmay be two

t ypes! e @rPeh{argg iy ofpeasible gparationsvandhe rassirial éeJevision

ififar ' . f .ect
AR ShostNEEe, R Sied SR LTI ST o wpo o
psgeesaing tthaty meaye beapgeommiedit howaver the Quiéntisnéparationd are not
' s.is available, it is added to the database as

.ob{ ect ] _

ligtedt t0HheSe GXPRIIGH. " 3. Each client system has a

uni que, secret key enbedded within it. The public key

mat ching this secret key is loaded into a "client”
TraMaipgneatioushjiewing obiédsga wuntbestdidnteredtiegestaiistizal analysis
infornation about the client, such as client type,

a k? "Eﬁ'y@? reéfg’é'“? ‘the system etc. These objects are

us . | 1,1 i . .y
A s Ushea e BEb R aFAS Shfkts, it
si mi | pessibleHpperform exiensive agalystsoofehvadward eeliability trends and

o 0oty ek Foe ifinsee ti posabled cortalauferpdgmperature
at t achid dxpetied MYBFEURLAPTIME Edeﬁﬁéem:%ilgﬁéézgf Iel*g%rﬁ%‘e%ices,

such as a textual description, a screen-bas C
anti2oBY examiniog hergednunberstafiupleaded Dewinginfomsatione ittis

G| . Qb to th tionis .
vai |2 E0eith Yol Ao ab e dsy BHAGERRL Bomasisncabout
oper ajarius FopuatichsCer dligpt 88vitEOF & éﬁ?ﬁplém‘iseﬂ“é?siﬂ)lb to
shoul d be clear that there may be a ny n unber of 's
our ce@oreglatg EVinigarastg eest watshed witkinespecificatip codss irpvich

Shomﬂﬁ%@ieﬂ@ﬁé&@%k@? ssi bl e sources. 38 Operations on

Tel evi Si on icts There are a | arge nunber of

pok8i $ﬂna'labllyebybb<enﬁniﬁ? |érp@ refbérdl oftideny ShidPmatib s Wolkitts, it is
obj ect database. The Tollowing exanples are neant to
show RPssIRIG da ggneraie oiadingl Andt sharenugluss fpepadicuisd programs

howe | ' ' not limted to

e 0 ARSI RS oD oD o

nurdeThart aretrramypbihiey exbaipled bEstatistiadl ¥whRsis tasks that might be
performed on the viewing object database; these examples are not meant

to limit the applicability of the invention, but to illustrate by example the

spectrum of operations that might be performed.

2. Specialty aggregation objects may be automatically generated based on one
or more attributes of all available viewing objects.

Such generation is typically performed by first extracting information of
interest from each viewing object, such as program description, actor,
director, etc., and constructing a simple table of programs and attributes. An
aggregate viewing object is then generated by choosing one or more
attributes, and adding to the aggregate those programs for which the chosen

attributes match in some way.

These objects are then included in the slices generated for transmission,
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tasks may be perforned: 1.1. By exam ning | arge nunbers
of upl oaded operations status objects, it is possible
to perform extensive analysis of hardware reliability
trends and failure nodes. For instance, it is possible
to correlate internal tenperature wth expected MIBF

( Mpaesidly BasBd tonegeodraphicrar oth&f infdrireitiond8vhkesxarhpfe  BY

exam ni ng | arge nunbers of upl oaded view ng

i neggreaeaiasthal mighf beygrestas areio deri ve denographic or
psychographl c information about various popul ati ons of
client devices. For exanple, it is possible to

cop neAggu@g“é’téspba@oam enonts, satished Nwe]dmléawmd‘tbﬁl gaime in a
codes I n whi t he cllfnt devi ces resi de.

Si il ‘é‘rgﬁ;/cmbf)n &g eseng PrgeMsuieupRledty Q)ieéwdﬁglces in or
i nf or%h'narigﬁf’d:lﬁér% cdllb ue é ga%ﬁ% {‘?Q'taﬂ] 488G h searched for

"ratin ar- progra
Wi th 1the| m@maabbt’rwteammplhym coathdenamis mafpriplagsranmames,

N T LR e e
th j

neimvé@@{“gaﬁt.éﬁn"’%*ﬁ% SREAIAEE ISR ity & Bt tayices in
t o i | teginsaneartsyarexadyhe citjre spect rum of operations
th 1 ght f d, 2. t t

o7 SRt SRR PPissie ot s e S 43 A Gsnaumper of
mor e Gibjvetd) M nsthnés Iarﬁa@gﬂega{@mvgorﬁw&rpswu%fé&of aWCJbhn

generation is typically perf y first extracting
i nf or Yitetyineh mudvies tiot lea bmad‘aaemne‘bement wwiekg obj ect such

di , . d,
cor St AL ECRIFSS AR08 Vexia Bonayih 67 be ninduced. dliecase,
An  a@g8lbedad QIeW|r‘?d\’oB&cE§Jb|%C§cdrﬁ1eHrT8F‘e%ﬁ%{t@‘o?%mfﬂon interest,

choosing one or nore attributes, and Ing to
aggr egjeas Hipse of poogrants Vl@wedhacﬂmat hmgn:amsewewed etc. For

ol uaip B PN 150 ralBater! o b Htellon all ey
possi ddwicdripettie tastIREK ﬁmt%eogerﬁérhferd ESHtamiFRY trfénfou&%%

exanpl e aggregates that m ght be created are:
Aggr eyaeks s Q%’tﬂ ofthesefmregrasnsh as a maj or Ieague

| P20RbrcBRIES Kb o BOEC Lo BBy Burhd vewing o
program, the viewer might be presented with an opportunity to “vote” on
the current program, perhaps on the basis of four perceived attributes
(storyline, acting, directing, cinematography), which generates viewing
objects that are uploaded later. These votes are then scanned to
determine an overall rating of the program, which is transmitted to those
who voted for their perusal.

2.5. There are many other examples of how the basic facilities of this
invention allow the service operator to provide pre-sorted and pre-
selected groups of related programs to the user of the client device for
perusal and selection. These examples are not meant to limit the
applicability of the invention, but to illustrate by example the spectrum of
operations that might be performed.
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around that city are collected, and the program
description searched for the nanes of the teans

pl ayi ng, coaches nanmes, mmjor player's nanes, the nane

of the ball park, etc. Matching program objects are

added to the aggregate, which is then sliced for
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&Bbrﬂ%&éa ﬁw%ﬁrt gjgfne of RéledidRm {I@Mifg bygtﬁ? Yrﬂq %he eCahd @dmpelling

scanne term ne an over program
widnjschrorit etsraamissipt roeidet bo phesent avind pvmmete fhe viehdng of televrsron

er usal ny qf her .e Ies o how

aariing af, ierest Torinahiua yller ATy, HiblecAPconsistent
rgfé‘?éﬁ(fr%ffh% Argubde pre- sorted and pre- sel ected groups

T related prograns to the user of the client device

for perusal and selection. These exanpl es are not

an [jdnt t applicability of the invention, but
lge%m.p.&? éﬁemtnénysttemn’fomr | e the spectrum of operations

t hat N]Qaﬂ{ﬁt |nblfi9orﬁ§r icens@sler 481edtroMesuagbyiaes hgﬁéadmyccﬁitém mass
be used to generate aggregate obj ects, a process

@ema with Branyemore e rmeg The EMeUnt efasteragenavailablein these

Gl BralanRd8gHEme 21T e MEERET il BB Solivle each

year” rule-of-thumb for disk drives. Other types of storage media are also getting

fatter every year, including: CompactFlash, SmartMedia, Zip, Flash Memory
Sticks, MicroDrive, PocketDrive, and SuperDisk.

The obvious control of this storage is by the consumer, storing their own
TV shows, music, pictures, etc. A less obvious use, but one that will continue to
grow in application and importance, is a service-provider's control of this storage.
There will be a continually growing desire for a service provider to have control
over storage that is physically possessed by the consumer.

Referring to Fig. 11, the invention’s distribution/telephony servers 1101
have the ability to send objects to client systems 1103, 1104, 1105, that
command the client system to perform a function, e.g., record a specific program
from a broadcaster 1102 or capture content that the service directs the client

system to capture. Every function that a user can control in addition to
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in the sane manner as above. Clearly, aggregation

program objects may a [so pernmit the expression of
preferences or recording of other information. These
results may be uploaded to the central site to forma
basis for the next round of aggregate generation or
rﬁ%iﬁ{ér%hb%aénda&%tyé '%geéﬂ%dof@clféht sY8ietn fa?@@ﬁé&r‘ﬁgb@é% in a set of
cl'oses the circuit tween servicé provider and the

abjeote cakkedEaptuesvezqiasts.ng the client device. This
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%90%%958%%%%@15 l&ﬁ‘ect roni cs devi ces al ready
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anount of storage available in these devices i

S .
HIO etadipdividitp @rigigupsed cligrtr eystemad 183 1i1R4si14Be. tThe frllowing
) e Y. . - of 5 pé‘r‘% i sk drives.
a(ﬁg%ﬁ“% 9%%}@[3'8? 033’5;‘? gégueﬁgg?%&gre acIdsécr?tsgetti ng fatter
every year, including: ConpactFlash, SnartMedia, Zip,
Fl ash Menory Sticks, McroDrive, PocketDrive, and ]
superGapiure Taquests Ao theiavastiopts senvicesicosehpsule regordings on
the c t ar ' i.C
pi ct B0t SemS), g3 rbRialngd " 02 i Vil of Ut eqnont.
continue to grow in application and inportance, is a
service-provider's control of this storage. There wl]l
beea Capitireugaugsigr sReaify dBsi reecordings Yeingi PEOPABYindspes and

to haye: r er  stofa hat ol S~RAVSi cal L. _
oo SHBBA B AREle S A ShEGRINT A7 i s the
i nventtonfirgsdicsthe spddifted bfilistelostations.v éf theld@grarhdy shown on
the ability to send objects to client systens 1103,

1104, anptiey’ affifaie’s Hatiemitist19é reqardad- system to perform

a function, e.g., record a specific program froma
broadcaster 1102 or capture content that the service

di secCaptuhe redquests hayet ¢ tabilitaptairscheduly ysifiglectesordings or
that a user can control in addition to 41 maintenance
and cshedsle respetings of alhotiheshowdias aha sele®nconpassed

in a set of objects called capture requests.

e Capture requests have the ability to set attributes of the resulting
recordings:

¢ Recording disk location - If the recording will occupy the user’s
disk space on the client system or the client system’s hidden
space on the disk (storage device).

e Recording tuner priority - Whether these recordings will cause
other programs to not be recorded because of tuner conflicts
(on client systems having multiple input tuners).

¢ Recording keep time - The suggested minimum length of time
that a recording should remain on the client system’s disk
before other recordings should delete it.
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Cient systens 1103, 1104, 1105, have the ability to
capture and record any type of nultinmedia material (TV
shows, novies, advertisenents, product and service

of ferings, music, radio, audio, ebooks, etc.) that is
transmtted across a broadcast or comrunications |ink.
Capture req r ng, e.g.,
i ot 1 but Por e aDHCHATLE! TreFRbolRTLLaRy of the recording, €.
gr oups of cl|bwngosd'smglnrebe]sl.03 1104, 1105. The

following are sone exanples of the power of capture
requests: Capture requests allow the invention's

se[vi | %) 8§¥or a program
Thes Sk BERSCH /R ARG Iq Peats & ohstH pegTor @ Prog
Capt Lgeﬁegqueséaswppassﬁ witl recorst eveliyngBowisigngf |r peposam on a
names and tio aIIy an Affiliate, e.g., NBC

Spemslp)@ic '& aQif‘?rliate limts the recordings to the
specified affiliate's stations. If the programis shown

on another affiliate's station, it is not recorded,

Capt L@@tﬂﬁﬁ}m@cﬂl@@@% spesifyban jexpiration deseiuThissdalgl 8 used to

gﬁg&r%gg@meghgg@ & A er&[ﬁ@ﬁr%bﬁ%s@%' ﬁ%{tsgech{eﬁﬁled Also after

abi | 'tg)é é)@pn%‘ﬁbna&été' iy empRiret Rueetubte mgmoved drathnige: client
Recording disk |ocation - If the recording will occupy

t he usysters’s dislsk space on the client systemor the
client system s hidden space on the disk (storage
device). Recording tuner priority - Wether these

r eQOrfhd Gventibh’s 8HAG has ey alsilitgao anadifyca oaptuberequest, and the
recorded because of tuner conflicts client s

Y
havi nefiemt| syssn wﬂipmsohaﬁ@es;a" ofR&f&rrépwe'ngée Hfe “Previous
The su est LN I time that arecordln
%%ug%{wlﬁﬂ‘e &WBB g

shoul ient sys? em s disk before other
recor di ngs shoul d delete it. 42 Recording quality - The
recording quality of the recordin

g e-@g. o '?vv, .gopd, ¢ ¢

hi gh, Tbegmventagaﬁtﬁﬁryc%we@@samgy ottaEgel |SPer i glignt systems to

create r |

pass Cﬁcl%ll %@ g:\\?ggbﬂfr%o @Fé%ﬂo?'mas %Iir%{)v%sftzlren ug\éégﬁ‘)ﬁ% schedule
recordings on a subset of all of chent systems.

With respect to Fig. 12, the mechanism and process for remote-control of

storage on client systems can be segmented functionally into three parts:

e Front-End Service 1201: This part is where capture requests get created
using authoring tools, where they are previewed, and how they are
distributed to client devices 1205. This is also where decisions about how
the client-side storage is allocated (partitioned) and may be authored and
changed over time. The policy for how the storage gets used is authored

here at the front end.

o Client system 1205: The client system 1205 is responsible for
implementing the storage partition as directed by the service, for capturing

media or objects per capture requests, and for implementing the rotation
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specified channel. Capture requests can specify an
expiration date. This date is used to determne the

date, after which, recordings are not schedul ed. Also

after the expiration date, the capture requests are

renmoved fromthe client systenis disk. The

I NVerdridosxsirgRinY meehBaBnd1e ThbI dliehy itself ruldd Yioape] tatscmt how
request, and the client systemw | reschedule a

the rbesieRAgUHtS saedhis smarév.ma@m@ammg@ner@wwhamsmand the
t he n's service has the
ab|IR?Mb?R;¢ﬁgé§Wt§% gl eer1]E(})leent systens to receive a
particul ar capture request. This allows the invention

to schedul e recordings on a subset of all of client

syst &ack-ppd Bardsp d2P6t eligntpystems (RB5 maanenashbagidthe success

proc e n o
Cyat aarallfe BETRAGRARI, Ble, Soradh 2PRY° i oot gataiedia i
Fr ontused oSerhmyC@/ehZQénd back dma/hnedia whisicle i€ aptiistrébuted via the
requests get created using_ authoring tools, where they

are FHEUPElRY sepdee AL ﬁga&aﬂ 204 e pisiyre ifleo cmusia 5 haring
devi Ry 5. This is also where decisions about how

the client-'side storage is allocated (partitioned) and

may be aut hored and changed over tine. The policy for

ow t he sforage gets us s.authored here at the
-Frﬁﬁﬂ?aréﬁg_5)”'%%?@390@%?@%?@%6%9 client system 1205
is responsible for inplenenting the storage partition
as directed by the service, for capturing nedia or
obj eclics tipeclieapsystent d@06sthds looks fike thepderviest pugheéde content
isns, The cligent

nd
(3l imSSia wBaRnepbiPw) i ARG S8 viceomagay giested the client
d@%é tol pulBédrENt, 'omt?é eapitSita W%ftkeﬁwé}%%ﬁ'}b%gé 3er bhfhe client

policy is given by the service 1201 Back- End Servi ce
syst®dn 120bent systems 1205 may report back the success

or failure of requests by the service 1201, how

received data/nedia is used, or nmay even send back

M@h@{m@ir@rmgldfrc &%Ufeenéi,yégt@ut ed via the distribution

service 1 1204 (e.g. picture, video, nusic
sharing services).

Users of the client system 1205 expect to be able to have full control over
the content stored on the client system 1205, e.g., telling the client system 1205
what to capture and when to capture the content, when to delete content, etc.
The capture request mechanism gives this same level of control to the remote
author.

The authoring tool 1201 allows the author to create a capture request

object. The schema for this object defines metadata that specifies:

¢ Where the data/media is to be captured (in the form of a station/channel,
URL, or any other pointer to available media).

e When the data/media is to be captured (in the case of broadcast or
multicast content).
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Transparent "Pull" that |ooks and feels Iike "Push" To

the client system 1205, this | ooks |like the service

"pushed" content (data, nedia, whatever) down. In
actuality, the service nerely directed the client

device to pull content, or to capture it. This is

tran n t 1 t t system to
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def i ﬁ? |Bllﬁ tetgpeci fies: Were the data/nedia
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capt Upght 8ayedh eki‘wté Wﬁéﬂéthéthévé Pﬁeéé“@aﬁéblﬁt@s or “only
systemto ree other activities in order to perform

t hi s exeguteston cmlent;r ithgt ofiready bawe elitis - contenioamailable.”  The

i <plRPEHES i o oct DRl SR ATy, estodfRy auery

i N t hRe€haMém. syst enf user - experi ence should this

content be presented (rotation policy, display policy,

exp| rati on, Vi ew once/ many, eligibility, etc.).

Jhe request can include any

' Tust be nmet in order for the

r equelﬁtméﬁy l@ese@;l |t ti dé%hwabm(wmbﬂltloh e rseﬁrageton thiegdlient system

sa only execute on clients that have th
wﬁa{bat pomeof the steyage is iefleiéindes tha tetal e%féoltqféhe Aspeanyg some
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escri rari y sop I'sticated query
mechafes imvention allows this partitioning to be changed at any time by the

service. This is useful in allowing for changes in policy in the future (e.g., to give
some space back to the user, or take some away) or to account for new storage
configurations (e.g., when new, bigger configurations or upgrades become
available).

The mechanism allows an author at the service to create a “Partition
Table” which specifies how much storage should be allocated based on size of
storage and particular client configuration.

Control of Which Clients receive Which Capture Requests

When capture requests are distributed via the service 1202, 1203, 1204,
the distribution service 1203 controls w hich client s ystems receive the capture
requests.
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Renote Control of Space Allocation In many cases, it is
desirable to partition the storage on the client system
such that sone of the storage is left under the total
control of the user and sonme of the storage is under
total control of the service. The invention allows this
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/@cﬁioﬁﬂ@ﬁ’s B?R@ﬁm%té’hdﬁ%ﬁe&%t& e groups. Mechani sm
par at ed

romPolicy Note that t his entire systemi s
designed to keep p olicy out of the client system All

poI| etem ed. by the a uthar a utomm
ety b g o ot polen] mirdn)s ERE M fmahy
éﬁ;ﬂ@gﬁéﬁ/gﬁcwgsrequest s fromthe service. Applications
Renpt e- Control  ed Storage Renotely controlling the

storage on a client systemis useful in many
app.)l ilg%tni)o 'rgmssuch as: Pronotions Mal I Ci nepl ex
e Mall
e Cineplex
e Music
e Pictures
e Video on Demand
o Software
¢ Games

¢ Personal News, Weather, Sports...

Varieties of Remote-Controlled Storage

Remote-controlled storage can take on many forms:

o Disk Drives vs. All Storage Mediums: Although hard disk drives are the
obvious application of remote-controlled storage, other mediums would
work equally well. A music service could “push” promotional music

onto a personal music device every time the device is hot synced.
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Musi c Pictures Video on Demand Sof tware Ganes

Per sonal News, Wather, Sports... Varieties of

Renot e- Control | ed Storage Renpte-controlled storage can
take on many fornms: Disk Drives vs. Al Storage

Medi uns: Al though hard disk drives are the obvious
application of renpte-controlled storage, other medi urrB

woul d work eq uallg well. A nusic_service_could "pus
pr omet iAlWaYs s ve. Semelimes)Onen BaralysPs: dhis m@cba@sm applies

Sore, { MY Vi b M ¥EC St ARl MBERCERAYS: the service (e.g.

equal | ywitelbh él@ayymﬁ'@erhbacoma:uahwenc @gzsremsethatt @onnect to
t he service (e. with an aIvvaP/s on i nterne

connecttherviee |P@Ht3d§§§l’ thg-, ightly coimest V'ﬁcphqf}?e“ne) and those
servic _
ey . ARty rpfergoonfhd T, GABARS PO BrRARTRS is hot
(e.g., symesdp PDA or canera is hot- synced). Al though

the invention is described herein with reference to the
preferred enbodi nent, one skilled in the art wll

r eadi

subst i 0fER RS IFIRUEA% LB AR HORTerdfRE B3he preferred
egepaimeny dneoskilide irs the att willdeadityo pppieiciatbethpt efhentapplications

mavpE SUSSty(ertier iRt TR fsdeinoul i deparing Reh R goirt and
sB6RE BFthe BfesEaﬁ{"PFv@hMor?OchrHr I%M tAE GhsHtioRNSnbing only be llmlted

operations of a client system” conprising the steps of
bydbé Olaimg iaclidptlelowequest on a server; sending said
capture request fromsaid server to a client system
anong a plurality of client systens;
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wherein said capture request is received by a client
system wherein said capture request instructs said
client systemto record specific content froma
tel evi si on broadcast signal; nonitoring said capture
request on said client systemand tuning an input tuner
that is anong a plurality of input tuners on said
client systemto said television broadcast signal and
recording said specific content in digital formon a
| ocal storage device; wherein said client system
cLABMEononousl y schedul es capture request, user request,
and inferred content recordings using a | ocal program

gui deg, reaqh¥eSs T&Q&ﬁgﬂeﬁgcoﬁﬁﬂﬂlln?%ﬁage 288 the operations of a client
S|nultaneously records content fromat |east two input

S #&EQ% qﬁﬂltﬁ@& (Hrallty of input tuners on the

Yo¢ ora e de wherein said client system
resolv S recordln qfllcts usi ng i nformation that
concéWﬁgn%&%Fﬂﬁwp uﬁséinﬁBﬁ? tuners, avail able
storage space on the |ocal storage deV|ce at the t

sai dsensrasad capiiie sques fnomaechm%go a glient éyqt@wﬂ@pg @é\%ﬂrahty of
to record specific content, and a priority of said
cheaptwtens,equest and/ or sai d speci fic content; and
wherein said client systemrefers to the | ocal program
gui devhefritlefi@ captire ridiest is feceistdby a chanswteay; a
particul ar content. 48 2. The process of Caim1l,

wher ginRredRidid EaEN &@qﬂe@%‘s@ﬁkts‘ ARt et s§stemi td rédot®8Pecific content
systemof a tinme and channel to schedul e said recording

fgmgpgeg)lglg, I%g@gag{gl%l}aﬁ The process of Claim1, wherein

Sp eC| I'C con is video or data content
broadcast .acrqss said tel evi si oadcast, .si.gnal . 4
The. FRBREUEE S Spi s venipbr BIe ! e G PR it tuner that
specifies said specific content usin rogram nane
inpraonsR Plorality of inputApnars prsadd plignd System %@K&e&?ﬁf&@ Bypadcast signal
Claim1, wherein said capture request schedul es single
ané o:@onﬂimgsaicb spesifivabuteesinrdegitnl Girmgen ofocadlstorageoldvings of a
series. 6. The process of Claim1l, wherein said capture
r equederdi@baid aliértishuuée autohordauslly schededaptsprguést user request,
content. 7. The process of Claim®6, wherein said

8 RHET& Efnti® BdcoRBAS Bin §%Q6&51 BFbgPdm $BidE, reS6QE@Ading conflicts,

speC|f|c content on” sai d client syst em's storage

ang gmélﬁt neous etjecorﬁ? co%tén?%r%hl a leasgtw é&%ﬁneltjssﬁﬁog‘ &%ﬂﬁahty of

tem st orage sp rocess

1, mhereln S?Id capture request sets recordlng t uner
input tuners on the local storage device

wherein said client system resolves recording conflicts using information that
concerns availability of input tuners, available storage space on the local storage device at
the time said capture request is instructing said client system to record specific content, and
a priority of said capture request and/or said specific content; and

wherein said client system refers to the local program guide to determine when to

start recording a particular content.
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priority |evel when said client systemhas multiple

i nput tuners. 9. The process of Caim6, wherein said
capture request specifies a suggested mninmumlength

of time that a recording should remain on the client
systenm s storage device. 10. The process of C aim®6,
wherein said capture requests specifies a recording
guality setting of a recording. 11. The process of
Claim1, wherein said capture request instructs said
client systemto create a season pass for a program
seris, afite phoeessiofiChrimdastinrepassd captane dequestansfructs said client
showi ng of a programon a specified channel. 49 12. The
sREDERTS t@he Ghd@tiindelwb egirtile Saidde@ading o€ speeificamhtent.
specifies an expiration date for itself. 13. The

procgss ofpChAkssbr IR 1€ iwhedl shid §Fatalc dBREHnt s88ded or data content
capture request that said client system has previously

received. 14.. The pr . Cllaim 1, wherein said
b@éﬁ?ﬁé‘“a‘:{%‘; S%lfistelg‘giélgp?) :P(%ﬁgafs?gelﬁ@ 1'syst ems to receive a
particul ar, capture request. 15. The process of ai m .
wher &i n sghﬂp’g’ﬁﬁﬁsﬁf g?‘g’é‘qb gderedy, %‘E& F?‘ggreé S‘Heétrfpeggeso%“&gpwﬁc:
transferred fromsaid client systemto a device
comamasingd rrogreai nmel and wptieyadlyam Affiblategmeppar at us f or
renotely controlling storage and the operations of a
clieft syatprocesafiiiiisi hgvheseipbaid ahpttse request scherdules single
systens; a nodule for authoring a capture request on a

r&BFMEEs or dctiBad ek fedofdinSUTaAlIRBowRIgH o€ apdrise request from
said server to a client systemanong a plurality of

cliegt syghe gﬁwé:f:w c§hifh ﬁ%ﬁrﬁgﬁi&! lc&pthRAUGREt dofs attributes of said

recei ved by I ent system erein said capture

re st i.pstructs said client systemto record specific
r ﬂcreg ec1$ l% t . y . P
LORtEnRP tel evi si on broadcast signal; a nodul e,

oM
on said client system. for nonitaoring said captur . o
requdst o hgRFagedy f&rpim Gyuessin sHd c?ﬁHYerfﬁq‘éﬁﬁt :fe#p atelocatlon of said
tuner that is among a plurality of input tuners on said
redordadtspeaifis tententonsaidctlivn systemi pyiotsee dendess tvherayneid legtion is
recording said specific content in digital form on a
dithéalsersdt@rbh ggepade vt ©Btem storage space.

8. The process of Claim 1, wherein said capture request sets recording tuner
priority level when said client system has multiple input tuners.

9. The process of Claim 6, wherein said capture request specifies a suggested
minimum length of time that a recording should remain on the client system’s storage
device.

10.  The process of Claim 6, wherein said capture requests specifies a recording
quality setting of a recording,.

11.  The process of Claim 1, wherein said capture request instructs said client

system to create a season pass for a program series, and wherein a season pass records every

showing of a program on a specified channel.
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wherein said client system autononously schedul es
capture request, user request, and inferred content
recordi ngs using a |ocal program guide, resolves
recording conflicts, 50 and sinultaneously records
content fromat |east two input tuners anong the
plurality of input tuners on the |ocal storage device;
wherein said client systemresolves recording conflicts
using information that concerns availability of input
tuners, avail able storage space on the |ocal storage o
devi e at Theprecess g Cladnd whgeinsaidreapiyesfeqresty spseifige an grgpiration
said client systemto record specific content, and a

dgpe famiiisély. of sai d capture request and/or said specific
content; and wherein said client systemrefers to the

| ocal3. pr ogleprogsss d€ ClAmdig ivdlerdinsaidie NertRodifited Eapture request that
recording a particular content. 17. The apparatus of

sag{? &k g}@teﬂ\ﬂggﬁgﬁoggwe&m&ur e requests instructs said

rent ~ syste i me and channel to schedul e said

recor di ng.of speci f.i¢.content. 18, The ratu £
G o 116 TiHRPBRR of ST eiRin g a0 ARBR Pl Shent systems to
data content broadcast across said television
regpiya dPasiculsr GAPApre 199restThe apparat us of O ai m 16,
wherein said capture request specifies said specific
cont &ht uShaprogessodGlaim havhercimshid pantereapduestpecifies content to be
Affiliate name. 20. The apparatus of Claim 16, wherein
traifdredapdn s8d cHeptesitemabadelies cainrgled to sad olidht ngseror
schedul es recordings of all show ngs of a series. 21.

The gppar ahugpRhtuSiéH Bindly Wiy sSahsk RIthdbFerations of a client
requests sets attributes of said recorded specific

ent. .22 . The apparatus of C aim 21, wherein said
si%%ﬁﬁ?émpéégést sets a location of said recorded

specifjc content on said client systenls storage
devieghnﬁﬁéﬁgi 1 g§3“9@@ation is either user storage

space or system storage space. 23. ‘The apparatus of

a ai melulgfisesiharingpapErsgdeest @yusdverset s recor di ng

tuner priority |level when said client system has

mul t b plodulerfpusentlingesagl capur@dequdsth éroappat strve toh clibispstem among
21, wherein said capture request specifies a suggested

a BlUMLIY Y Lie@tyktdhs;t | me that a recording should remain
on the client systenis storage device. 25. The

appagaLis, Ofd GpfldégbesWRIENEd 57k dLERRYMES; ' equest
specitTres a

wherein said capture request instructs said client system to record specific content
from a television broadcast signal;

a module, on said client system, for monitoring said capture request on said client
system and tuning an input tuner that is among a plurality of input tuners on said client
system to said television broadcast signal and recording said specific content in digital form
on a local storage device;

wherein said client system autonomously schedules capture request, user request,

and inferred content recordings using a local program guide, resolves recording conflicts,
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recording quality setting of a recording. 26. The
apparatus of Claim 16 wherein said capture request
instructs said client systemto create a season pass
for a programseries, and wherein a season pass records
every showi ng of a programon a specified channel. 27.
The apparatus of Caim 16, wherein said capture
requests specifies an expiration date for itself. 28.
The apparatus of C aim 16, wherein said server nodifies
a capture request that said client system has

apst gigiubiaagopsly deeordssepntend fromyt leastiayoinpidt typerepmpng the plurality of
wherein said server targets specific client systens to
inpat gines aa thalocilotirage deaptetir e request. 30. The appar at us
of Claim 16, wherein said capture request specifies

cont eterdiOsaidelidnk 8y3Edre kdselcé forbrdddi cbnlidtensing foemtion tigat
devi ce connected to said client system 31. The process

cHcefdsdivallbili y&% Tﬁiuf‘tlﬁlL:fseQ&aﬂ%M%tsﬁ)‘ﬁge%bSc&&Pﬂhe eskal abfage Aévice at

or nore cap re request groups, and wherein sa

tlg eBe}n din %% S ecﬁe‘sst i3 ?nsgm%t%%: A EcileRAN gée%n {0 re%rd%ﬁécﬂcrﬁoentent, anci .

rcu ure’req gr ou
appar wy Cla|n116ﬁ8$m ent s ns are
agrigtipe SO Hel %%Lfnfﬁ 1cggise )y o ps, and
wherei n sai d sendi ng nodul e sends said capture request
to othicesin sag shientsystem sefparte theupenl pragpam geidede detsrmine when to
group. 52
start recording a particular content.
17.  The apparatus of Claim 16, wherein said capture requests instructs said client
system of a time and channel to schedule said recording of specific content.
18.  The apparatus of Claim 16, wherein said specific content is video or data
content broadcast across said television broadcast signal.
19.  The apparatus of Claim 16, wherein said capture request specifies said
specific content using a program name and optionally an Affiliate name.
20.  The apparatus of Claim 16, wherein said capture request schedules single
recordings or schedules recordings of all showings of a series.
21.  The apparatus of Claim 16, wherein said capture requests sets attributes of
said recorded specific content.
22.  The apparatus of Claim 21, wherein said capture request sets a location of
said recorded specific content on said client system’s storage device; wherein said location
is either user storage space or system storage space.

23.  The apparatus of Claim 16, wherein said capture request sets recording tuner

priority level when said client system has multiple input tuners.
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24.

The apparatus of Claim 21, wherein said capture request specifies a

suggested minimum length of time that a recording should remain on the client system’s
storage device.

25.

The apparatus of Claim 21, wherein said capture request specifies a
recording quality setting of a recording,.

26.  The apparatus of Claim 16 wherein said capture request instructs said client
system to create a season pass for a program series, and wherein a season pass records every
showing of a program on a specified channel.

27.

The apparatus of Claim 16, wherein said capture requests specifies an
expiration date for itself.

28.

The apparatus of Claim 16, wherein said server modifies a capture request
that said client system has previously received.

29.

The apparatus of Claim 16, wherein said server targets specific client
systems to receive a particular capture request.

30.  The apparatus of Claim 16, wherein said capture request specifies content to

be transferred from said client system to a device connected to said client system.
31.

The process of Claim 1, wherein client systems are grouped into one or more

capture request groups, and wherein said sending step sends said capture request to client
systems in a particular capture request group.
32.

The apparatus of Claim 16, wherein client systems are grouped into one or

more capture request groups, and wherein said sending module sends said capture request to

client systems in a particular capture request group.
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