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A FIRST DEVICE ESTABLISHES A COMMUNICATION CONNECTION WITH A SECOND
DEVICE, AND OBTAINS ENCRYPTED INFORMATION THROUGH THE INTERNET

~N

THE FIRST DEVICE ENCRYPTS IDENTITY INFORMATION OF AN ACCOUNT THAT IS
LOGGED INTO THE SECOND DEVICE USING THE ENCRYPTED INFORMATION, AND
SENDS THE ENCRYPTED IDENTITY INFORMATION TO THE SECOND DEVICE

s

THE FIRST DEVICE RECEIVES A VERIFICATION RESULT RETURNED BY THE SECOND
DEVICE, WHEREIN THE SECOND DEVICE VERIFIES THE ENCRYPTED IDENTITY
INFORMATION BASED ON VERIFICATION INFORMATION

~

FIG. 3
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THE FIRST DEVICE OBTAINS A LOGIN ACCOUNT, AND RECEIVES ENCRYPTED
INFORMATION RETURNED FROM AN AUTHENTICATION SERVER, WHEREIN THE
ENCRYPTED INFORMATION INCLUDES AT LEAST ONE OF THE FOLLOWING: A KEY
PAIR AND A DIGITAL CERTIFICATE

THE FIRST DEVICE GENERATES ENCRYPTED IDENTITY INFORMATION ACCORDING TO
THE LOGIN ACCOUNT AND THE ENCRYPTED INFORMATION

( )

THE FIRST DEVICE SENDS THE ENCRYPTED IDENTITY INFORMATION TO THE SECOND
DEVICE

FIG. 4
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5502
Va

THE FIRST DEVICE ADDS A DIGITAL SIGNATURE OF THE FIRST DEVICE TO THE
ENCRYPTED IDENTITY INFORMATION

S504
Va

THE FIRST DEVICE SENDS THE IDENTITY INFORMATION ADDED WITH THE DIGITAL
SIGNATURE TO THE SECOND DEVICE

FIG. 5



6/12

THE SECOND
DEVICE DETERMINES WHETHER THE DIGITAL
CERTIFICATE INCLUDED IN THE IDENTITY INFORMATION TO BE
VERIFIED IS TRUSTED ACCORDING TO PRE-INSTALLED ROOT
CERTIFICATE(S)

5602
Va

[

Va S606
THE SECOND DEVICE
EXTRACTS THE PUBLIC KEY INCLUDED IN THE
DIGITAL CERTIFICATE, AND VERIFIES WHETHER THE

No 5604
v /

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

ECEIVED DATA IS TAMPERED WITH USING TH
DIGITAL SIGNATURE

IF THE DIGITAL CERTIFICATE
IS NOT TRUSTED

No YES

$610
\ ya y

THE SECOND DEVICE DECRYPTS THE
ENCRYPTION RESULT USING THE PUBLIC

S608
Va

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

WHEN THE RECEIVED DATA

HAS BEEN TAMPERED WITH

KEY TO OBTAIN THE LOGIN ACCOUNT
AND/OR THE FIRST RANDOM NUMBER

THE SECOND
DEVICE DETERMINES WHETHER THE LOGIN ACCOUNT
EXISTS IN A TRUSTED LIST

No - S614
\ /

YES 616
/ v

THE FIRST DEVICE GENERATES A SHARED
KEY ACCORDING TO THE FIRST RANDOM
NUMBER AND A SECOND RANDOM
NUMBER RETURNED BY AN
AUTHENTICATION SERVER

THE FIRST DEVICE RECEIVES
A RESULT OF IDENTITY
VERIFICATION FAILURE

FROM THE SECOND DEVICE

FIG. 6



7/12

L Ol

30IA3Q 1SH1d
40 ¥439NNN INOANVY LSYId ANV
Y3IAY3S A9 AINYNLIY YIGNNN
INOANVYd dNOD3S NO a3svd
A AFYVHS SILVYINID IN3ITD

[0} R-E]
LNNOJDV d31SNYL-NON NYN13Y

NOILVOIJIY3IA
1N4SS320NS NYNLIY ANV ‘LNNODDY

ININITOVNVIA SV LNNODIV ¥3SN L3S

30IA3Q 1S¥14 40 Y3gNNN
INOANVY 1Sd14 ANV 439NN
WOANVYd ANODJ3S ONISN AN
Q3YVHS ILVY¥INIO ANV ‘¥IGAINN
INOAQNVYd ANODJ3S 31VYINID

INNOJJV d3lsnyL
S1 ¥3SN INIWY3L3Q

ALdN3 SI 1S
Q31SNYL YIHIIHM
ININY3L3Q

> ang

¥OYY3 FUNTIV4 NOILVIIHIYIA NYN1IY

1INNOJDV
43SN 1OVY1X3

SSVd SI NOILVOIdIY

MIHLIHM ININYILIQ
SIA

31VII4IL¥3D 100Y AITIVISNI-Idd NO d3svd JUNLVNOIS
ANV 31VOI41143D TVLIDIA S3IHIY3IA 30IA3d AINYOMLIN-NON

+

FUNLVYNOIS
V1ISId ANV 31VII411d3D TVLI9Ia SNIANTONI 71000104d
HLIM ‘321A3d @INYOMLIN-NON OL LI SAN3S ANV ‘AIN ILVAINd
ONISN Y3IFNNN INOANVY ANV INNOJJV ¥3SN SIdAYONT IN3ITD

}

30IA3A0 dINYOMLIN
-NON HLIM NOILOINNOD NOILVIINNWINOD SIHSITGVLS3 IN3ITD

»

31VDI41143D TVLIDIA ANV “dIVd 3LVAIYd ‘LINNOJDV
NI9OT OL SNIANOdSIHYOD INNOIIJV Y3ISN SNYNLIY YIAYIS

i

INNOJDV NI S501 IN3IND

1HVIS



8/12
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A SECOND DEVICE ESTABLISHES A COMMUNICATION CONNECTION WITH A FIRST
DEVICE, AND RECEIVES IDENTITY INFORMATION TO BE VERIFIED THAT IS SENT
FROM THE FIRST DEVICE

~N

THE SECOND DEVICE VERIFIES THE IDENTITY INFORMATION TO BE VERIFIED THAT IS
SENT FROM THE FIRST DEVICE BASED ON VERIFICATION INFORMATION TO OBTAIN

A VERIFICATION RESULT

FIG. 8

5802
Va

S804
Va



9/12

( )
A SECOND DEVICE RECEIVES IDENTITY INFORMATION TO BE VERIFIED THAT IS SENT
FROM THE FIRST DEVICE, WHEREIN THE FIRST DEVICE IS A DEVICE THAT IS
ALLOWED TO ACCESS THE INTERNET, AND THE SECOND DEVICE IS A DEVICE THAT
IS NOT ALLOWED TO ACCESS THE INTERNET
. J

THE SECOND DEVICE VERIFIES THE IDENTITY INFORMATION TO BE VERIFIED
ACCORDING TO VERIFICATION INFORMATION, AND OBTAINS A VERIFICATION
RESULT

( )

A SHARED KEY USED FOR ENCRYPTING AND DECRYPTING DATA IS GENERATED IF
THE VERIFICATION RESULT INDICATES THAT THE IDENTITY INFORMATION IS
TRUSTED

FIG. 9
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MEMORY

A COMPUTING DEVICE 10

y

MEMORY
CONTROLLER

A

}‘ > EXTERNAL COMMUNICATION DEVICE
INTERFACE 1001

PROCESSOR 1003

FIg. 10
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