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would both be able to use the system in a simplified manner but would also be
given control over their authentication data to prevent fraud and to select
different strengths of authentication based on their own preferences. Witifthe
expanded capabilities of smart phones and other user devices, it is no

5 possible to transfer session/authentication data between channels, fr
example between the browser and the smart phone, this can engble stronger
security authentication.
SUMMARY_ OF INVENTION

According to aspects for the invention, a method 4f authenticating a

10 network user to another network entity, such as a nejvork service provider,
e.g. a bank or merchant, or another network user Ancludes executing, on a
first user operated device, a first program to regeive user inputted validation
information, e.g. including a password, othey/user knowledge based data, a
token and/or user biometric data. For ex#mple, the validation information may

15 be inputted by the user using a touch jfad or keyboard, and/or sensors, such
as a camera or microphone, which re part of the first user operated device.
The first program may store the Miput validation information together with a
user credential, such as anotffer password, token, biometric data or
cryptographic key, e.g. a private key, of a private/public key pair of the user,

20  on the first user operatgfl device. The first program is further executed to
direct transmission of the received validation data, and optionally the user

credential, to an glithentication server via the network.

25 random Aumber, which preferably serves as a session identifier, from another
netwofk entity via the network.
It should be recognized that the first user operated device could, for

xample, be a smart phone, tablet computer or other smart mobile
communications device capable of communicating over the applicable
network, such as the Internet, and the first program could be an app
executable on such smart mobile device, or a library embedded within another
program. Alternatively, the first user operated device could be a personal
computer, laptop or other less mobile processing device capable of
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The first program signs another message, which includes the second
random number received from the second other network entity and the
second other information received from the authentication server, with the
stored other credential, and directs transmission of the signed other mesghge
to the authentication server via the network. The second program is fyfther
executed to receive an indication that the user has been successfyly
authenticated to the second other network entity, from either th
authentication server or the second other network entity, or b6th, via the
network.

According to other preferred aspects of the invertion, the first program
can be further executed to generate user secret dajd, such as an extended
password or hash of a password, and divide thefenerated secret data into
multiple portions, including at least a first porfon and a second portion. In
such a case, the first program also encrypfs the user credential with the secret
data, i.e. the full secret data including p6th the first and second portions, and
the stored user credential describeg/above will be the encrypted credential.
The first program additionally digécts transmission of the second portion of
secret data to the authenticajibn server via the network. During later access,
if the authentication servey/is able to validate the user based on the
transmitted validation igfformation, it transmits the second portion of secret
data, which was prefiously transmitted to it, back to the first program.
Accordingly, the Arst program also receives, typically with the request for the

credential, thgsecond portion of secret data from the authentication server via

i/such a split secret is utilized, the above described signed message would be
signed with the decrypted user credential.

Advantageously, the first program is further executed to receive user
inputted user authentication policy requirements and to optionally store such
requirements on the first user operated device and transmit those
requirements to authentication server. In such a case, after receiving the

authentication policy requirements of the other network entity, the
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authentication server determines any additional authentication policy
requirements based on any differences between the user authentication policy
requirements and the other network entity authentication policy requirementsg
The authentication server transmits the determined additional authenticati6n
5 policy requirements to the first program together with the other entity
authentication policy requirements. Thus, in such a case, the first
receives the authentication policy requirements of the other net
any determined additional authentication policy requirements/ It also directs
transmission of the user input and/or stored validation infg/mation
10 corresponding to the received additional authenticationy/policy requirements,
together with that corresponding fo the other netwopK entity authentication
policy requirements, to the authentication serverfia the network. That is, the
first program directs transmission, to the auth#ntication server, of the user
validation information necessary to meet bth the other network entity and the
15  user authentication policy requirement
In accordance with other prefgired aspects of the invention, the
authentication server may receivg/notice that the first user operated device is
no longer in use, or has been J6st or stolen, or that the users credential(s)
has/have otherwise been gdmpromised. If so, the second program can be
20  further executed to recgife another random number, which will be referred to
below in this section &s a third random number, from the other network entity
via the network. at is, this third random number is received from the same
network entity As the received random number first mentioned above.
The jitst program, which may now be executing on a third user
25 operategdevice, such as a new smart phone, receives an input transferring
this thfrd random number received by the second program, to the first
piggram, and directs transmission of the transferred third random number to
he authentication server via the network.

In response, the first program receives an identifier of the other network
entity, still further other information, which will be referred to below in this
section as third other information, and authentication policy requirements of
the same other network entity from the authentication server via the network.

The first program directs transmission of validation information corresponding
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second program directs transmission of an enroliment request to the other
network entity. In response, the second program receives, from the other
entity via the network, a random number. The first program is executed t
cause the first user device to receive an input transferring the random Aumber

received by the second program to the first program, and to transmjf'the

authentication server via the network.

Optionally, during enroliment, the first user deyfce receives a user input
selecting one of the stored set of user identities. [/ response to receipt of the
selection, the first program causes the first usey/device to automatically
retrieve the stored enroliment data associated with the selected user identity,
and select data from the retrieved enrollmént data that corresponds to the
received enroliment data requirementg/ The user may be given the choice to
edit the selected data. The first usef device then transmits the selected,
optionally edited, data to the auth€ntication server.

The first program also fauses the first user device to transmit the
required validation informajon to the authentication server along with a new
credential for use with {
established by the fir

the art. For exampfe, the first program may generate the credential. in those

other network entity. The credential may be

user device in various ways, as is well understood in

cases in which jhe credential is a public/private key pair, the first user device

generates opfeceives the public/private keys, and transmits the public key to

trangmits the certificate back to the first user device. Accordingly, it should be
récognized that, in accordance with the invention, the authentication server
can serve as both an authentication server and a certificate authority, and the
first user device obtains both user certificates and user authentications from
the same entity, i.e. the authentication server.

In accordance with still other aspects of the invention, the first program

is executed to cause the first user device to notify the user of a transaction
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well as other fields of use, which are within the scope of the invention as
disclosed and claimed herein and with respect to which the invention could be
of significant utility.

BRIEF DESCRIPTION OF DRAWINGS

Each of these drawings represents an example embodiment of the

systems they are depicting.

FIG 1. lllustrates the main architectural components.

FIG 2. lllustrates an example login screen.

FIG 3. lllustrates the communication between the user (bgfh browser and
mobile phone), the authentication server, and the netwdrk provider.

FIG 4. lllustrates the primary subsystems on the mohile user device.

FIG 5. lllustrates the primary subsystems on the/Authentication server.

FIG 6. lllustrates the split key system and the/igh-level data flow.

FIG 7. lllustrates the sample interactions b&tween the use, the authentication
server, and the provider.

FIG 8. lllustrates the data control argas for various pieces of data within the
system.

FIG 9. lllustrates the commupiCation between the user (both browser and
mobile phone), the authen#cation server, and the network provider.

FIG 10. lllustrates a sagiple paper based enroliment process.

FIG 11. lllustrates a gample communication flow for the notification system.
DETAILED DES@ZRIPTION

Q.V.EBME_V%
FirsAuthentication Framework

cording to aspects of the invention provides an authentication

framéwork, see FIG 1, that includes a mobile device of the user which has a
twork connection, e.g. a smart phone 400 or tablet, and a software
application capable of executing various cryptographic and authentication
operations101. A network service 103, like a web site or terminal server, is
also included. Access software is used to reach the network service, like a
web browser 102, that may reside on the mobile device or on a secondary
device like a desktop or laptop. The access software may have a trusted

component which can reliably send security data to the user’s mobile device
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PIN), or changing the factor to be more accurate or restrictive (for example
use face recognition instead of a hand recognition).
Fourth Authentication Framework

According to aspects of the invention, an authentication framewor
5 includes a mobile device of the user which includes a network connegffon and

a software application capable of executing various cryptographic ghd
authentication operations. A network service, like a web site or ferminal
server, is also included. Access software is used to reach th# network
service, like a web browser, that may reside on the mobilg/device or on a

10 secondary device like a desktop or laptop. An authenji€ation server attached
to a network and reachable by the network service Ahe access software and
the mobile device. If desired, the authentication/Server can include a fraud
and anomaly detection system. See FIG. 9. An identifier 902 is supplied to
the browser and uniquely identifies the mgbile device's software application.

15  The identifier could be a unique value gler user like a phone number or user
name.

A first connection betweep/the mobile device software application and
the authentication server perjgrms the transfer of security checks for liveness
of the session, and credepfials of the user and the network service. The

20  credentials of the user ghay be based on asymmetric public key cryptography
using a public/privatg key system, and the credentials could be specific to the
network service pfing accessed. The security checks may further include
additional autffentication factors including: biometric data, token based
authenticayfon data, or additional knowledge based factors. The biometric data

25  could bg collected from devices attached to the user mobile device

A second connection to the access software allows the access software
now when the authentication has been completed. The second
communication channel may be between the access software and the
authentication service, or between the access software and the network
service.

Fifth Authentication Framework

This authentication framework includes a mobile device of the user

which has a network connection and a software application capable of
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the printed document to the software application via an optical code including
a QR code, processing the communication may include reading the QR code
with a camera and decoding the QR code.

A first connection between the mobile device software application ghd

5 the authentication server that performs the transfer of security checks 4nd

authentication of the user. A second connection to the network ser/ce allows
the network service to know when the enrollment has been completed.
DESCRIPTION OF EMBODIMENTS

Multiparty Authentication System

10 A multi-party authentication system which uses #h essentially un-
trusted authentication provider 100 to validate userg/to network service
providers 103. The system involves a trusted usgfr device, like a mobile tablet
or smart phone 400, that secures and holds tjfe various user credentials (for
example public/private keys and certificatgé); and can collect a variable

15 number and type of authentication cregéntials including biometric, knowledge
based (i.e. passwords), and token bAsed. The authentication service 100
provides user driven provisioning/and controls allowing real-time scalable
authentication across a WAN 4nd allows lost key recovery and simplified
enroliment or re-enrolime

20 Reference is noy/made in detail to the description of the embodiments
as illustrated in the gfawings. While embodiments are described in connection
with the drawingg/and related descriptions, there is no intent to limit the scope
to the embodipgents disclosed herein. On the contrary, the intent is to cover all
alternativeg/ modifications and equivalents. Those of ordinary skill in the art

25  will appg€ciate that other embodiments, including additional devices, or

compnations of illustrated devices, may be added to, or combined, without

iting the scope to the embodiments disclosed herein.

The present invention is based on a multi-party system (the user, the
authentication service provider 100, and the network service provider 103)
and includes the following main architectural components (see FIGS 1
through 5 for views of the architectural components):

+ Auser mobile device 400 which includes a network connection 402,

data input system 401, and a software authentication application or.app
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field on the web site 902, ii) the ID being stored in a cookie or other
browser storage location, or iii) from a communication means with the
user's mobile device (attached USB, nearfield, etc.) where the user's
mobile device then provides the unique user ID.
5 » An authentication server 100 providing a variety of services (Qgérver).
The Qserver acts as an intermediary PKI management portg/ensuring
that various user and Provider credentials are correctly sgfup and used
thentication 502
including biometric and token based options; it alloyfs users to manage

including 501 and 505; it handles additional forms of

10 their own authentication including reporting lost ghones or upgrading
authentication through a policy mediation sygfem 503; optionally, it
manages user identities; and it does fraug/detection 504 on
authentication requests and authenticafion data used. In one
embodiment the authentication seryfr is a single Internet reachable
15 host 500 or cluster of servers allgwing network connected devices to
hannels 104, 105, and 107 and

managed by 508, that regdests or sends a variety of information. In a

connect, via communication
second embodiment thg€ authentication server may consist of a
hierarchy of servers/allowing decision on authentication to flow

20 between serverg/In this embodiment the lower level server may

Proyider to limit the security risks of losing authentication data.
25 cause the roles of each party spread the trust throughout the
systgm, if one party is compromised risks to the entire system can be limited.
e FIG 7. For example one strength of the present invention is that if the
user losses their mobile device the credentials can easily be revoked 705,
credentials may also require the user to enter secret data (like a password) to
access — which can be audited, and secure sites will require biometric data to
access. In addition, none of these controls requires Provider intervention or
modifications. Another security benefit is that during phishing attacks the user

authentication data is never transferred to the Provider (or pretend Provider)




W-O0-2043H451852 PETTS2013570332227

22

facilitates communication between multiple user areas and multiple provider
areas 811, and 812. For example for the first user/provider pair information
flows from the user area 714 through channel 807 to the first provider area
811 over channel 809. The second user/provider pair sends different datg/fbver
5 asimilar set of channels 808 and 810. The providers each maintain thgfr own

set of account data 802, and 804 including the authentication configfiration
options 803 and 805.

In addition to the architectural pieces there are a set of/communications
that happen between the different parties. One common interaction with the

10 system is when a user logs into a web site. The following is a high-level view

of one embodiment for login.

1. The user goes to a web site that implememts the present invention's
login system. FIG 2. shows a screen sh6t of what the login might look
like. In addition to the normal accoupf login selection a QR code 200

15 with the Qcode is displayed. The Qcode includes a header block

(described below) and a Sesspén Id (Qsid) which is guaranteed to be
unique across all users for 4s long as the code is valid and acts as a
simple identifier for the githentication session.

2. Referring now to Figfe 3, the user, on their smart phone, starts up the

20 Qapp and scans {fe Qcode 302. This starts a communication 303 with

the Authenticajion Server (Qserver) 100 and, depending on the policies
of the user ghd the Provider which are provided in 304 the user will
enter adgtional authentication information 305 that may include a pin,
tokenata, and/or biometric data. For the purposes of a higher security

25 sitg] for example PC Banking, the user might go through the following.

IG 3 shows an example login.

i. They will see a message saying “Would you like to login to Provider
X". This will allow the user to validate that who they are trying to
login to is the same location that they are connecting to in 102.

ii. The user will approve the login and then enter their secret data and
if the site 103 requests three-factor authentication they may also
need to submit some form of biometric data (such as a picture of
their face, hand image, or voice sample).
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iii. The session information, session validation, approval, and the
biometric data is then submitted in 306 to the Qserver server 100
for validation. Behind the scenes if the Qserver approves the
authentication in 307 and then it will notify the Provider (the si# can
5 then do an independent validation of the user's challenge/i#sponse)
and the users browser gets automatically refreshed andfogged in.
3. The user is now logged in — besides scanning the Qcodg/in 302 they
do not need to enter any information or even click onAny links on the
web site. This makes a virtually transparent, complétely automated,
10 and yet secure authentication system.
The following is a high-level view of another emppodiment for login. See
FIG 9.
1. The user goes 901 to a web site that ifiplements the present
invention's login system. Instead of/he traditional username and
15 password fields the web site hag’a single field for the user to enter their
unique user ID 902. The unigde ID could be assigned like a username
or be something like a phgfie number. The user then clicks submit and
the web site with collabbration from the Qserver assigns a unique
session id (Qsid) 908 and starts authentication. In a second
20 embodiment the dnique ID might be saved in a cookie or retrieved from

the mobile deyice during access. It is also possible to tie the browser

25

2/ The provider communicates the unique user ID and the Qsid to the
Authentication Server 903.

. Based on the unique user ID the authentication server contacts the
user's mobile device 904. This communication with the Authentication
Server (Qserver) which will include the requirements for authentication
905. Depending on the policies of the user and the Provider the user
will enter additional authentication information that may include a pin,
token data, and/or biometric data 906. FIG 9., which shows an example
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login as in FIG. 3 described above, also shows the completion steps
907 and 908 to finish the login.
4. The user is now logged in — besides providing their unique user 1D,
they do not need to enter any information or even click on any links 6n
5 the web site. This makes a virtually transparent, completely autgmiated,
and yet secure authentication system.
Specific Security and Architectural Issues

The Qcode includes the following information: a headey/tag which
specifies that this is an authentication token for the presenfinvention, and a
10 Qsid which is long enough to make guessing virtually ipfpossible, guarantee
uniqueness within the environment, and long enoug¥ to make reuse of the
Qsid happen infrequently. In one embodiment, thé Qsid is a random number
at least 128- bits long. Optionally, the Qcode ay include session specific
information like the type of login/enrolimet requested, or alternate
15  authentication server.

In addition to the Qsid, theres a liveness ID (Qliveness) which is
another piece of information pagg€ed from the Provider, through the Qserver to
the Qapp. In one embodimenf, the Qliveness is a random number generated
by the Provider. The Qlivefiess provides two main security functions 1) makes

20 it harder to reuse Qsid/As an attacker would need to know both the Qsid and
the Qliveness nump€rs, and 2) makes it impossible for the Qserver to replay

attacks since thg’Provider can choose the Qliveness. In one embodiment, it is

25 n a second embodiment the user's access software (i.e. browser for
welf services) also has a plug-in or other technique for validating the user is at
e Provider (i.e. web-site) that registered the Qsid. This plug-in could be used
to exchange information securely between the Qapp and the user's browser.
This might include validation of the URL, session keys, or other information for
signing and/or securing communication. For a man-in-the-middle attack where
a user has gone to the wrong site (from a spam link, mis-typed the URL, etc)
and believe they are at the Provider's web site but instead are at a site run by

- an attacker, the only assured method to alert the user to their mistake is to
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validate at the browser the User's intention with the Qserver. This can be done
as a browser plug-in or stand alone program on the desktop.

In different embodiments, some or all of the user credentials stored on
the smart phone are stored in an encrypted key-store which includes the
private keys and certificates used to communicate with Providers or
potentially other users. User credentials could include any information/6r
token to validate a user including public/private key pairs, passwor
biometric templates, one time password seeds, etc.

To decrypt the keystore one embodiment uses a uniqug split key
system to prevent brute force guessing of the decryption kgy 601 and 606 if
the keystore is lost, and prevent the Qserver from having access to the
keystore. See FIG 6. The present invention includeg/the following split key
system: where a user enters secret data is split info multiple portions, where
one embodiment is to use 2 portions: A and B._/A'he secret data can be any
type of user data including: password, pin, fometric template, an image
drawn by the user, etc. The A portion of tfe password is used locally to create
the A portion of the decryption key 60%. In various embodiments the A portion
might be used to decrypt another bock on the local system, it might be
combined with system informatigh like the smart card's unique serial number,
or it might be hashed or otheplvise modified to make the A portion longer or
more obscure to decode. gince the A portion never leaves the phone the user
maintains control over e decryption key. The B portion of the secret data 602
is sent to the Qservef over an encrypted and authenticated channel (using the
user's communicgtion key), and the Qserver sends back the B portion of the
decryption key/604. In different embodiments the B portion of the key might be
looked up fpdm a database, created as a hash from the B portion of the secret
data, or gombined other user/hardware specific information. Since the Qserver
can mbnitor the use of the B portion it is possible fo lock the account after a
sey/number of failed attempts, alert the user, or otherwise respond to

uspicious behavior 603.

In one embodiment, the user credentials are based on a public/private
key and certificate system (PKI). The benefits of this system are that the
user's credentials, the private key, never leave the smart-phone and the
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certificates can be signed and validated into the system at enrollment. These
certificates can be handed out and controlled individually, allowing users to
authenticate with separate credentials to each Provider. In addition other pairs
of credentials for example user-to-user credentials can also be created and
5 maintained separately. One embodiment uses three different types of

certificates which are signed by three different signing authorities: 1) Efovider
Certificate Authority (CA) — signs provider certificates for use in
communicating between the Provider and the Qserver, 2) User ZA — signs the
user communication certificates and the user-to-provider cetffiicates created

10 by the user for use in validating their credentials with a Pyévider. And 3)
Qserver CA - signs the certificates used on the Qservgrs to validate to the
user and provider that they are talking to a legitimgte Qserver. In a second
embodiment, the user might have a single user#0-all-providers certificate, and
the signing authorities could be consolidateg/Anto a single CA or hierarchical

15  CA configuration.

In the present invention it is pogéible for the user to use multiple forms
of authentication data including bigretrics. The current state-of-the-art in
authentication systems combing/some form of knowledge, biometric, and
token factors; provisioning fof just one of these factors is complex without the

20  present invention. Becauge smart phones and other types of mobile devices
have multiple sensors/and other data input methods it is possible to collect

data from all traditighal authentication types:

25 faging camera, speaker recognition taking from the microphone, etc.
ome phones have specialized inputs build in like fingerprint readers,
and devices can often be attached to the smart phone allowing
additional capabilities.

» Something you know: includes passwords, security questions, the
phrase spoken during speaker recognition, an image drawn on the
screen, a phone shaking pattern, etc.

» Something you have: the most obvious is the phone or mobile device
itself. But this category can also include tokens associated with the
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phone for example: attached usb devices, tokens discovered via near-
field radio options, card data read off of card readers, data from the
SIM card of the device, secure data stored on the device itself in a

secure co-processor or data lockbox, etc.

data like biometric templates, fraud detection targeted at the Aifferent forms of

10 authentication, and comparing login authentication to the #nrolled data. The
Qapp manages collecting the authentication data and play do a set of pre-
processing steps on the data before submission to yie Qserver. The pre-
processing is primarily directed at ensuring the gdality of the submission to
give the user feedback quickly if the image isut-of-focus, not received etc.

15 but the pre-processing is also used to limiy/the size of data sent and potentially

clean up submitted data (align the heag/to the center of the image, etc.). The

Qapp may also have a set of fraud gétection functions which are done in
addition to the main fraud detectjgn done on the Qserver. Even though the
Qserver maintains the additiopal authentication factors, since the Qserver

20  does not have access to thé keystore 406 the Qserver can not pretend to be a

user. This separation offrust allows centralized control and management

without compromising the user's control over their own authentication. Another
benefit of this arcpfitecture is new forms of authentication can be rolled out to
users without e need for the Provider to change anything.

25 The Architecture of the present invention also allows simplified
provisioping when Providers want to add new users. There is no need for the
Provijder to pre-configure the authentication data, for example there is no need
to/assign temporary passwords. This also allows the Provider to have greater

lexibility in the types of authentication policies they want to support. For

example if the Provider wants to upgrade the authentication to require 2-

factor, they simply change the global policy on the server and users will start

being required to authenticate with 2-factors. The Provider does not need to

go back to each user trying to collect enroliment data for the new factor that is
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all handled by the Authentication Server. When combined with simplified
identity and enrollment, there is no need for Providers to pre-configure any
account on their systems.

In one embodiment, it would be possible to replace a traditional ufer
with an automated process, like batch system that need to authenticgted to a
variety of services across a network. Although the system would wgrk the
same certain optional components like biometric authentication 6r knowledge
based authentication factors would not be possible.

The present invention also allows a secure form of fommunication
between the Provider and the User via the secure chapfiel through the
Authentication Server and the Qapp on the user's mgbile device. This secure
communication channel would allow Provider's tg/send critical notifications in
a trusted manner allowing information like “yoy/have made a purchase” or
‘you have transferred money” to be transmjfed in a manner that can not be
spoofed or modified. The encryption keyg'for the data could be based on any
standard including the public certificajs previously exchanged between the
parties or previously shared sessig# keys. This type of communication would
also allow secure communicatiof between any two users on the network
using a pre-established user#o-user credential.

Unidirectional requghts like “you have made a purchase” would not
require a response frony'the user, but bidirectional requests like “are you sure
you would like to pupfhase X" would allows the Provider to wait for a response
from the user. Thys allowing the user to validate transactions through the
secure commuyflication channel before they are finalized. The verification
process coyfd occur even if the user is not currently logged into the Provider
and coulginvolve the user “approving” the transaction while simultaneously
provigihg additional authentication data.

Detailed Sample Embodiment of the Login Process-See FIG 3

» User goes to the web site via a desktop or mobile browser 301.

+ Web Site 103 (Provider) gets, over channel 104, a Session Id (Qsid)
300 from the Authentication Server 100 and locally creates a session-
specific random number (Qliveness) 300. The Provider could pre-cache
for performance reasons a set of Qsids from the Qserver. The
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site without using the authentication server, so the session ID was
never used.

2b) Secondary Enroliment Embodiment — Addition of Identity
One way to make user enrollment at a Provider site easier on the user,

is to simplify the amount of information the user has to re-enter. See FIIG

associated with the Identity. The user during enroliment then Mas the option of
using information from an Identity to fill out Provider enrollient information.
This simplified enroliment option could be triggered wh#n a user scans a login
Qcode or enters their unique user ID into the Provigér's form, and the Qserver
recognizes they do not have an account. In one £mbodiment, the identity
information can be stored on the Qserver ang/in a second embodiment the
identity could be stored exclusively on the/mobile user device. Additional, the
management of the identity informatiop/could be performed locally to the
storage of the information or done ydth remote agreement on another server
or device: including a server, the/authentication server, the users desktop
computer, etc.

« The first part of the/enrollment process is the same as the login
process. It divepdes when the Qapp receives back the session data and
it includes th# identifier that this is an enrollment session.

+ The Qapp/shows the user a message to approve enroliment “You do
not hgfe a login for Provider X would you like to enroll?”. The type of
enybliment information required by the Provider (name, date of birth,

tc.) is sent as a set of properties to the Qapp by the Qserver. The
Qapp then shows the user a message like “To enroll Provider X would
like the following information: name, email, etc.”. The user can then
select from their set of Identities which one they would like to use for
the Provider and the required fields would be filled in using the pre-

configured ldentity data. Optionally the user may be given the choice to




M.O0-2013/151852 PCTAIS2013/034227

10

15

20

25

37

in one embodiment, only the provider can update provider policies. In one
embodiment only the Qapp can change the user policies. In another
embodiment, the user could change their policies from an interface, like a web
site, on the Qserver. In the present invention user's are given control over
their individual policy information and records, rather than having an
administrator or super-user who is responsible for maintaining a muljfude of
individuals records.

User Policies:

+ Encrypt all keys. This will require the user to enter t&ir secret data,
whenever the Qapp starts on the system.

+ Allow authentication to remain valid (i.e. storgd in memory) for a set
period of time. This allows the user to limifthe number of times they
enter their secret data or take an imagg of their, possible settings
include: every time the screen saveé, or maybe every hour. Specific
biometrics or speciality tokens #ay have their own maximum time
frames to remain valid.

+ The User can directly mg#fage (either on the Qapp application or on the
Qserver web site) the folicies for specific keys 801. This would include
“‘upgrading” specifi€ sites to require more authentication. For example,
if the provider gdrrently requires two-factor (the phone and your secret
data), the ug€r can upgrade the requirement to add a biometric factor
so that ndw for that User their account on the specific provider can not
be aglessed without providing three-factor authentication.

+ Ip/another embodiment the user could select to receive Provider
certificates and Qliveness signature blocks and validate the signatures
at the Qapp.

rovider Policies
The present invention includes configuration options which allow the provider
to trust the Qserver and skip most of the provider checks or allows the
Provider to revalidate everything from the user (except the additional
authentication factor(s)). The following are some of the major settings which

can be used on the Provider:
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CLAIMS
1. A method of authenticating a network user to another network entity,
comprising:
executing, on a first user operated device, a first program to:
receive user inputted validation information;

store a user credential on the first user operated

network;
further executing the first program to:
receive an input transferring, to thg'first program, the
information received by the second program/rom the other network
entity;
direct transmission, to th€ authentication server via the
network, of the transferred information;
receive, from the glithentication server via the network, an
identifier of the other network entity/other information, and authentication

policy requirements of the othepfietwork entity;

sign a message, including the transferred information and
ived other information, with the stored user credential; and
direct transmission, to the authentication server via the
etwork, of the signed message to authenticate the user; and
further executing the second program to:
receive, from at least one of the authentication server and
the other network entity via the network, an indication that the user has been

successfully authenticated.
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2. The method of claim 1, wherein:
the first user operated device and the second user operated device ar
the same device;
the information is a random number that serves as a session idg
and

the other information is another random number.

3. The method of claim 1, further comprising further executjfig the first
program to:

generate a private/public key pair for the user Mvherein the stored user
credential is the private key of the generated userfrivate/public key pair; and

direct transmission, to the authenticatioyf server via the network, of the
public key of the generated user private/pubfic key pair.
4. The method of claim 1, further comyprising further executing the first
program to:

generate user secret da

divide the generated gecret data into multiple portions including a first
portion and a second por#on;

encrypt the usef credentialwith the generated secret data, wherein the
stored credential ig/he encrypted credential;

direct traglsmission, to the authentication server via the network, of the

segret data;
combine the stored first portion of secret data with the received second
portion of secret data; and

decrypt the stored encrypted credential with the combined portions of
secret data;

wherein the message is signed with the decrypted user credential.
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5. The method of claim 1, further comprising further executing the first
program to:

receive user inputted user authentication policy requirements;

direct fransmission of the received user authentication policy
requirements
to the authentication server;

also receive from the authentication server with the authenjCation
policy requirements of the other network entity, any additional githentication
policy
requirements based on any differences between the usg//authentication policy
requirements and the other network entity authenticajfon policy requirements;
and

also direct transmission, to the authentigdtion server via the network, of
the received validation information correspgrding to any received additional

authentication policy requirements.

6. The method of claim 1, whereinfhe information is first information and the
other information is first other ipformation, and further comprising, after the
authentication server has beén notified that the first user operated device is
no longer in use or has bgen lost or stolen or the user credential has
otherwise been compybmised:
further execpling the second program to:
receive, from the other network entity via the network,
second inforphation;
exguting, on the first or a third user operated device, the first program
to:
receive an input transferring, to the first program, the
‘econd information received by the second program from the other network
entity;
direct transmission, to the authentication server via the

network, of the transferred second information;
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receive, from the authentication server via the network, an
identifier of the other network entity, second other information, and
authentication policy requirements of the other network entity;

direct transmission, to the authentication server via t
‘network, of the input validation information corresponding to the receiyéd
other network entity authentication policy requirements; and

receive, from the authentication server via te network in
response to the transmitted validation information, a notificatjgn that the user
has been validated but cannot be authenticated because the user credential

has been invalidated.

7. The method of claim 6, further comprising furth@ér executing the second
program to receive, from the authentication sefver via the network, a
redirection instruction, redirecting the user # the other network entity’s

reenroliment website on the network.

8. The method of claim 6, further gbmprising further executing the first
program to:

receive a request for A replacement credential from the authentication
server via the network; apfd

in response to e received request for replacement credential,
generate a replacefient credential, store the generated replacement
credential, and girect transmission of the generated replacement credential to

the authentigtion server via the network.

9. The Method of claim 6, further comprising, after directing transmission of
the generated replacement credential to the authentication server, further
ecuting the first program to:
direct transmission, to the authentication server via the network, of
another message, including the second information and the second other

information, signed with the replacement credential to authenticate the user.
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10. The method of claim 1, further comprising further executing the second
program to:
direct a presentation, on a display screen, of the received information;
wherein the received information is in the form of an optical code; and
wherein the input transferring the received information to the first

program, is a digital photograph of the presented optical code.

11. The method of claim 1, further comprising further executing e second
program to:
direct printing of the received information;
wherein the input transferring the received inforr#ation to the first
program is a digital photograph of the printed opticafcode.
12. An article of manufacture for authenticating a network user to another
network entity, comprising:
non-transitory storage medium;
logic stored on the storage mgflium, wherein the stored logic is
configured to be readable by a prgcessor and thereby cause the processor to
operate so as to:
receive user inputteg/validation information;
store a user credghtial;
receive an inpyt of information, wherein the information was obtained

by the user from gAother network entity;

infgrmation, and authentication policy requirements of the other network

ntity;

direct transmission, to the authentication server via the network, of the
input validation information corresponding to the received other network entity

authentication policy requirements;
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receive, from the authentication server via the network after directing
transmission of the validation information, a request for a user credential;

sign a message, including the transferred information obtained from t
other network entity and the other information received from the
authentication server, with the stored user credential; and

direct transmission, to the authentication server via the netwgfk, of the

signed message to authenticate the user.

13. The article of manufacture of claim 12, wherein the stgred logic is further
configured to cause the processor to operate so as to:

generate a private/public key pair for the use/wherein the stored user
credential is the private key of the generated use//private/public key pair; and

direct transmission, to the authenticatign server via the network, of the

second porjon of secret data;
ajgo receive, from the authentication server via the network after
direciihg transmission of the validation information, the second portion of
ret data;
combine the first portion of secret data with the received second portion
of secret data; and
decrypt the stored encrypted credential with the combined portions of
secret data, wherein the signed message is signed with the decrypted user

credential.
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15. The article of manufacture of claim 12, wherein the stored logic is further
configured to cause the processor to operate so as to:

receive user inputted user authentication policy requirements;

direct transmission of the received user authentication policy
requirements to the authentication server via the network;

receive, from the authentication server via the network with t
authentication policy requirements of the other network entity, any’additional
authentication policy requirements based on any differences h€tween the user
authentication policy requirements and the other network eAtity authentication
policy requirements; and

also direct transmission, to the authentication gerver via the network, of
the input validation information corresponding to ghy received additional

authentication policy requirements.

16. The article of manufacture of claim Y2, wherein, the information is first
information and the other informatiop/is first other information and, after the
authentication server has been ngfified that the user credential has been
compromised, the stored logicAs further configured to cause the processor to
operate so as to:

receive an input gécond information, wherein the second information
was obtained by the dser from the other network entity;

direct trangfmission, to the authentication server via the network, of the
input second igfformation;

receie, from the authentication server via the network after directing
transmig§ion of the second information, an identifier of the other network
entity/ second other information, and authentication policy requirements of the
offier network entity;

direct transmission, to the authentication server via the network, of
input validation information corresponding to the received other network entity
authentication policy requirements; and

receive, from the authentication server via the network after directing

fransmission of the validation information, a notification that the user has been
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validated but cannot be authenticated because the user credential has been

invalidated.

17. The article of manufacture of claim 16, wherein the stored logic is further,
configured to cause the processor to operate so as to:

receive a request for a replacement credential from the authen{ji€ation
server via the network;

in response to the received request for the replacement gfedential,
generate a replacement credential, store the generated replgement
credential, and direct transmission of the generated replg€ement credential to
the authentication server via the network; and

direct transmission, to the authentication sg/er via the network, of
another message, including the input second ipformation from the other
network entity and the second other informafion from the authentication

server, signed with the replacement cregéntial to authenticate the user.

18. A method of operating a user pgetwork device to enroll a network user with
another network entity, compriging:

receiving a user inpytted set of user identities, user inputted enroliment
data, and a user selectigh of the particular inputied enroliment data to be
associated with eachy/respective identity in the received set of identities;

storing eagh respective identity in association With the particular
enroliment dajé selected to be associated with that identity;

recefving an input of information obtained by the user from another
networlZentity in response to an enroliment request;

fransmitting the input information to the authentication server via the

twork;

receiving an identifier of the other network entity and enroliment data
requirements of the other network entity from the authentication server via the
network;

receiving a user input selecting one of the stored user identities;
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in response to receipt of the inputted selected identify, automatically
retrieving the particular enroliment data stored in association with the selected
user identity; and

transmitting the retrieved enrollment data to the authentication sepfer

via the network to enroll the user with the other network entity.

19. The method of claim 18, further comprising:

transmitting, to the authentication server via the netwgfk, a new
credential for use with the other network entity and a requést that the
authentication server sign the transmitted new certificgie with a private key of
a private/public key pair of the authentication servei/lo create a certificate,
wherein the public key of the authentication servgr private/public key pair is
known to the other network entity; and

receiving the certificate from the autfentication server via the network.

20. A method of operating a user netyfork device to notify a user of a
transaction with another network ghtity via a network, comprising:

receiving, from an autheftication server via the network, a transaction
identifier, transaction approy@l and authentication requirements, and a
message regarding the tyansaction, wherein the message is (i) encrypted with
a public key of a privg#e/public key pair of the user, wherein a private key of
the user private/pufflic key pair is known only to the user, and (ii) also signed
with a private kg§ of a private/public key pair of the other network entity,
wherein a pyblic key of the other network entity private/public key pair is
known to jhe user;

alidating and decrypting the message by applying the public key of the
othef network entity private/public key pair and the private key of the user
ivate/public key pair to the signed encrypted message;

directing presentation of the validated decrypted message to the user;

receiving, based on the received transaction approval and
authentication requirements, a user input representing a transaction approval,

or authentication information, or both; and
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transmitting, to the authentication server via the network based on the

received user input, at least one of a transaction approval and authentication

information.




would both be able to use the system in a simplified manner but would also be given control
over their authentication data to prevent fraud and to select different strengths of
authentication based on their own preferences. With the expanded capabilities of smart
phones and other user devices, it is now possible to transfer session/authentication data
between channels, for example between the browser and the smart phone, this can enable
stronger security authentication.

SUMMARY OF INVENTION

The invention is defined in the independent claims. Some optional features of the

invention are defined in the dependent claims.

According to one exemplary technique, a method of authenticating a network user to
another network entity, such as a network service provider, e.g. a bank or merchant, or
another network user, includes executing, on a first user operated device, a first program to
receive user inputted validation information, e.g. including a password, other user knowledge
based data, a token and/or user biometric data. For example, the validation information may
be inputted by the user using a touch pad or keyboard, and/or sensors, such as a camera or
microphone, which are part of the first user operated device. The first program may store the
input validation information together with a user credential, such as another password, token,
biometric data or cryptographic key, e.g. a private key, of a private/public key pair of the user,
on the first user operated device. The first program is further executed to direct transmission
of the received validation data, and optionally the user credential, to an authentication server
via the network.

A second program is executed on a second user operated device to receive
information, most typically and for purposes of the description below a random number, which
preferably serves as a session identifier, from another network entity via the network.

It should be recognized that the first user operated device could, for example, be a
smart phone, tablet computer or other smart mobile communications device capable of
communicating over the applicable network, such as the Internet, and the first program could
be an app executable on such smart mobile device, or a library embedded within another
program. Alternatively, the first user operated device could be a personal computer, laptop or
other less mobile processing device capable of

2



The first program signs another message, which includes the second random number
received from the second other network entity and the second other information received from
the authentication server, with the stored other credential, and directs transmission of the
signed other message to the authentication server via the network. The second program is
further executed to receive an indication that the user has been successfully authenticated to
the second other network entity, from either the authentication server or the second other
network entity, or both, via the network.

According to other preferred examples, the first program can be further executed to
generate user secret data, such as an extended password or hash of a password, and divide
the generated secret data into multiple portions, including at least a first portion and a second
portion. In such a case, the first program also encrypts the user credential with the secret
data, i.e. the full secret data including both the first and second portions, and the stored user
credential described above will be the encrypted credential. The first program additionally
directs transmission of the second portion of secret data to the authentication server via the
network. During later access, if the authentication server is able to validate the user based on
the transmitted validation information, it transmits the second portion of secret data, which
was previously transmitted to it, back to the first program. Accordingly, the first program also
receives, typically with the request for the credential, the second portion of secret data from
the authentication server via the network. It then combines the first portion of secret data with
the received second portion of secret data, and decrypts the stored encrypted credential with
the combined portions of secret data, i.e. with the full secret data. Thus, if such a split secret
is utilized, the above described signed message would be signed with the decrypted user
credential.

Advantageously, the first program is further executed to receive user inputted user
authentication policy requirements and to optionally store such requirements on the first user
operated device and transmit those requirements to authentication server. In such a case,

after receiving the authentication policy requirements of the other network entity, the



authentication server determines any additional authentication policy requirements based on
any differences between the user authentication policy requirements and the other network
entity authentication policy requirements. The authentication server transmits the determined
additional authentication policy requirements to the first program together with the other entity
authentication policy requirements. Thus, in such a case, the first program receives the
authentication policy requirements of the other network entity and any determined additional
authentication policy requirements. It also directs transmission of the user input and/or stored
validation information corresponding to the received additional authentication policy
requirements, together with that corresponding to the other network entity authentication
policy requirements, to the authentication server via the network. That is, the first program
directs transmission, to the authentication server, of the user validation information necessary
to meet both the other network entity and the user authentication policy requirements.

In accordance with other preferred examples, the authentication server may receive
notice that the first user operated device is no longer in use, or has been lost or stolen, or that
the users credential(s) has/have otherwise been compromised. If so, the second program
can be further executed to receive another random number, which will be referred to below in
this section as a third random number, from the other network entity via the network. That is,
this third random number is received from the same network entity as the received random
number first mentioned above.

The first program, which may now be executing on a third user operated device, such
as a new smart phone, receives an input transferring this third random number received by
the second program, to the first program, and directs transmission of the transferred third
random number to the authentication server via the network.

In response, the first program receives an identifier of the other network entity, still
further other information, which will be referred to below in this section as third other
information, and authentication policy requirements of the same other network entity from the
authentication server via the network. The first program directs transmission of validation

information corresponding



second program directs transmission of an enroliment request to the other network entity. In
response, the second program receives, from the other entity via the network, a random
number. The first program is executed to cause the first user device to receive an input
transferring the random number received by the second program to the first program, and to
transmit the transferred random number to the authentication server via the network. In
response, the first user device receives an identifier of the other network entity and enrollment
data requirements of the other network entity from the authentication server via the network.

Optionally, during enrollment, the first user device receives a user input selecting one
of the stored set of user identities. In response to receipt of the selection, the first program
causes the first user device to automatically retrieve the stored enrollment data associated
with the selected user identity, and select data from the retrieved enrollment data that
corresponds to the received enrollment data requirements. The user may be given the choice
to edit the selected data. The first user device then transmits the selected, optionally edited,
data to the authentication server.

The first program also causes the first user device to transmit the required validation
information to the authentication server along with a new credential for use with the other
network entity. The credential may be established by the first user device in various ways, as
is well understood in the art. For example, the first program may generate the credential. In
those cases in which the credential is a public/private key pair, the first user device generates
or receives the public/private keys, and transmits the public key to the authentication server
together with a request that the authentication server sign the public key to create a
certificate. The authentication server then transmits the certificate back to the first user
device. Accordingly, it should be recognized that the authentication server can serve as both
an authentication server and a certificate authority, and the first user device obtains both user
certificates and user authentications from the same entity, i.e. the authentication server.

In accordance with still other examples, the first program is executed to cause the first
user device to notify the user of a transaction



well as other fields of use, which are within the scope of the invention as disclosed and
claimed herein and with respect to which the invention could be of significant utility.
BRIEF DESCRIPTION OF DRAWINGS

Each of these drawings represents an example embodiment of the systems they are

depicting.
FIG 1. lllustrates the main architectural components.
FIG 2. lllustrates an example login screen.
FIG 3. lllustrates the communication between the user (both browser and mobile phone), the
authentication server, and the network provider.
FIG 4. lllustrates the primary subsystems on the mobile user device.
FIG 5. lllustrates the primary subsystems on the authentication server.
FIG 6. lllustrates the split key system and the high-level data flow.
FIG 7. lllustrates the sample interactions between the use, the authentication server, and the
provider.
FIG 8. lllustrates the data control areas for various pieces of data within the system.
FIG 9. lllustrates the communication between the user (both browser and mobile phone), the
authentication server, and the network provider.
FIG 10. lllustrates a sample paper based enroliment process.
FIG 11. lllustrates a sample communication flow for the notification system.
DETAILED DESCRIPTION
OVERVIEW
First Authentication Framework

There may be provided an authentication framework, see FIG 1, that includes a mobile
device of the user which has a network connection, e.g. a smart phone 400 or tablet, and a
software application capable of executing various cryptographic and authentication
operations101. A network service 103, like a web site or terminal server, is also included.
Access software is used to reach the network service, like a web browser 102, that may
reside on the mobile device or on a secondary device like a desktop or laptop. The access
software may have a trusted component which can reliably send security data to the user’s
mobile device

11



PIN), or changing the factor to be more accurate or restrictive (for example use face
recognition instead of a hand recognition).
Fourth Authentication Framework

An authentication framework may include a mobile device of the user which includes a
network connection and a software application capable of executing various cryptographic
and authentication operations. A network service, like a web site or terminal server, is also
included. Access software is used to reach the network service, like a web browser, that may
reside on the mobile device or on a secondary device like a desktop or laptop. An
authentication server attached to a network and reachable by the network service, the access
software and the mobile device. If desired, the authentication server can include a fraud and
anomaly detection system. See FIG. 9. An identifier 902 is supplied to the browser and
uniquely identifies the mobile device's software application. The identifier could be a unique
value per user like a phone number or user name.

A first connection between the mobile device software application and the
authentication server performs the transfer of security checks for liveness of the session, and
credentials of the user and the network service. The credentials of the user may be based on
asymmetric public key cryptography using a public/private key system, and the credentials
could be specific to the network service being accessed. The security checks may further
include additional authentication factors including: biometric data, token based authentication
data, or additional knowledge based factors. The biometric data could be collected from
devices attached to the user mobile device

A second connection to the access software allows the access software to know when
the authentication has been completed. The second communication channel may be
between the access software and the authentication service, or between the access software
and the network service.

Fifth Authentication Framework

This authentication framework includes a mobile device of the user which has a

network connection and a software application capable of
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the printed document to the software application via an optical code including a QR code,
processing the communication may include reading the QR code with a camera and decoding
the QR code.

A first connection between the mobile device software application and the
authentication server that performs the transfer of security checks and authentication of the
user. A second connection to the network service allows the network service to know when
the enrolliment has been completed.

DESCRIPTION OF EMBODIMENTS

Multiparty Authentication System

A multi-party authentication system which uses an essentially un-trusted authentication
provider 100 to validate users to network service providers 103. The system involves a
trusted user device, like a mobile tablet or smart phone 400, that secures and holds the
various user credentials (for example public/private keys and certificates); and can collect a
variable number and type of authentication credentials including biometric, knowledge based
(i.e. passwords), and token based. The authentication service 100 provides user driven
provisioning and controls allowing real-time scalable authentication across a WAN and allows
lost key recovery and simplified enroliment or re-enroliment.

Reference is now made in detail to the description of the embodiments as illustrated in
the drawings. While embodiments are described in connection with the drawings and related
descriptions, there is no intent to limit the scope to the embodiments disclosed herein. On the
contrary, the intent is to cover all alternatives, modifications and equivalents. Those of
ordinary skill in the art will appreciate that other embodiments, including additional devices, or
combinations of illustrated devices, may be added to, or combined, without limiting the scope
to the embodiments disclosed herein.

The techniques disclosed herein may be based on a multi-party system (the user, the
authentication service provider 100, and the network service provider 103) and includes the
following main architectural components (see FIGS 1 through 5 for views of the architectural
components):

» Auser mobile device 400 which includes a network connection 402, data input system

401, and a software authentication application or app
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field on the web site 902, ii) the ID being stored in a cookie or other browser storage
location, or iii) from a communication means with the user's mobile device (attached
USB, nearfield, etc.) where the user's mobile device then provides the unique user ID.
« An authentication server 100 providing a variety of services (Qserver). The Qserver
acts as an intermediary PKI management portal ensuring that various user and
Provider credentials are correctly setup and used including 501 and 505; it handles
additional forms of authentication 502 including biometric and token based options; it
allows users to manage their own authentication including reporting lost phones or
upgrading authentication through a policy mediation system 503; optionally, it manages
user identities; and it does fraud detection 504 on authentication requests and
authentication data used. In one embodiment the authentication server is a single
Internet reachable host 500 or cluster of servers allowing network connected devices
to connect, via communications channels 104, 105, and 107 and managed by 506, that
requests or sends a variety of information. In a second embodiment the authentication
server may consist of a hierarchy of servers allowing decision on authentication to flow
between servers. In this embodiment the lower level server may provide authentication
services to an organizational or corporate network behind firewalls or other network
and security boundaries. In one embodiment the Qserver is housed on a server
separate from the Provider to limit the security risks of losing authentication data.
Because the roles of each party spread the trust throughout the system, if one party is
compromised risks to the entire system can be limited. See FIG 7. For example one strength
of the techniques disclosed herein is that if the user losses their mobile device the credentials
can easily be revoked 705, credentials may also require the user to enter secret data (like a
password) to access — which can be audited, and secure sites will require biometric data to
access. In addition, none of these controls requires Provider intervention or modifications.
Another security benefit is that during phishing attacks the user authentication data is never

transferred to the Provider (or pretend Provider)
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facilitates communication between multiple user areas and multiple provider areas 811, and

812. For example for the first user/provider pair information flows from the user area 714

through channel 807 to the first provider area 811 over channel 809. The second

user/provider pair sends different data over a similar set of channels 808 and 810. The

providers each maintain their own set of account data 802, and 804 including the

authentication configuration options 803 and 805.

In addition to the architectural pieces there are a set of communications that happen

between the different parties. One common interaction with the system is when a user logs

into a web site. The following is a high-level view of one embodiment for login.

1.

The user goes to a web site that implements the login system. FIG 2. shows a screen
shot of what the login might look like. In addition to the normal account login selection
a QR code 200 with the Qcode is displayed. The Qcode includes a header block
(described below) and a Session Id (Qsid) which is guaranteed to be unique across all
users for as long as the code is valid and acts as a simple identifier for the
authentication session.

Referring now to Figure 3, the user, on their smart phone, starts up the Qapp and

scans the Qcode 302. This starts a communication 303 with the Authentication Server

(Qserver) 100 and, depending on the policies of the user and the Provider which are

provided in 304 the user will enter additional authentication information 305 that may

include a pin, token data, and/or biometric data. For the purposes of a higher security
site, for example PC Banking, the user might go through the following. FIG 3 shows an
example login.

i. They will see a message saying “Would you like to login to Provider X”. This will
allow the user to validate that who they are trying to login to is the same location
that they are connecting to in 102.

ii. The user will approve the login and then enter their secret data and if the site 103
requests three-factor authentication they may also need to submit some form of

biometric data (such as a picture of their face, hand image, or voice sample).
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iii. The session information, session validation, approval, and the biometric data is
then submitted in 306 to the Qserver server 100 for validation. Behind the scenes if
the Qserver approves the authentication in 307 and then it will notify the Provider
(the site can then do an independent validation of the user's challenge/response)
and the users browser gets automatically refreshed and logged in.

The user is now logged in — besides scanning the Qcode in 302 they do not need to

enter any information or even click on any links on the web site. This makes a virtually

transparent, completely automated, and yet secure authentication system.

The following is a high-level view of another embodiment for login. See FIG 9.

1.

The user goes 901 to a web site that implements the login system. Instead of the
traditional username and password fields the web site has a single field for the user to
enter their unique user ID 902. The unique ID could be assigned like a username or be
something like a phone number. The user then clicks submit and the web site with
collaboration from the Qserver assigns a unique session id (Qsid) 900 and starts
authentication. In a second embodiment the unique ID might be saved in a cookie or
retrieved from the mobile device during access. It is also possible to tie the browser
and mobile device together by transmitting from the browser the Qsid or other identifier
specific to the session. The transmission could be in the form of a QR code displayed
to the user and scanned via the mobile device.

The provider communicates the unique user ID and the Qsid to the Authentication
Server 903.

Based on the unique user ID the authentication server contacts the user's mobile
device 904. This communication with the Authentication Server (Qserver) which will
include the requirements for authentication 905. Depending on the policies of the user
and the Provider the user will enter additional authentication information that may
include a pin, token data, and/or biometric data 906. FIG 9., which shows an example
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login as in FIG. 3 described above, also shows the completion steps 907 and 908 to
finish the login.

4. The user is now logged in — besides providing their unique user ID, they do not need to
enter any information or even click on any links on the web site. This makes a virtually
transparent, completely automated, and yet secure authentication system.

Specific Security and Architectural Issues

The Qcode includes the following information: a header tag which specifies that this is
an authentication token usable with the techniques disclosed herein, and a Qsid which is long
enough to make guessing virtually impossible, guarantee uniqueness within the environment,
and long enough to make reuse of the Qsid happen infrequently. In one embodiment, the
Qsid is a random number at least 128- bits long. Optionally, the Qcode may include session
specific information like the type of login/enroliment requested, or alternate authentication
server.

In addition to the Qsid, there is a liveness ID (Qliveness) which is another piece of
information passed from the Provider, through the Qserver to the Qapp. In one embodiment,
the Qliveness is a random number generated by the Provider. The Qliveness provides two
main security functions 1) makes it harder to reuse Qsid as an attacker would need to know
both the Qsid and the Qliveness numbers, and 2) makes it impossible for the Qserver to
replay attacks since the Provider can choose the Qliveness. In one embodiment, it is a
configuration option if the Provider wishes to create the Qliveness random number or trust the
Qserver.

In a second embodiment the user's access software (i.e. browser for web services)
also has a plug-in or other technique for validating the user is at the Provider (i.e. web-site)
that registered the Qsid. This plug-in could be used to exchange information securely
between the Qapp and the user's browser. This might include validation of the URL, session
keys, or other information for signing and/or securing communication. For a man-in-the-
middle attack where a user has gone to the wrong site (from a spam link, mis-typed the URL,
etc) and believe they are at the Provider's web site but instead are at a site run by an attacker,

the only assured method to alert the user to their mistake is to
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validate at the browser the User's intention with the Qserver. This can be done as a browser
plug-in or stand alone program on the desktop.

In different embodiments, some or all of the user credentials stored on the smart phone
are stored in an encrypted key-store which includes the private keys and certificates used to
communicate with Providers or potentially other users. User credentials could include any
information or token to validate a user including public/private key pairs, passwords, biometric
templates, one time password seeds, etc.

To decrypt the keystore one embodiment uses a unique split key system to prevent
brute force guessing of the decryption key 601 and 606 if the keystore is lost, and prevent the
Qserver from having access to the keystore. See FIG 6. It is possible to include the following
split key system: where a user enters secret data is split into multiple portions, where one
embodiment is to use 2 portions: A and B. The secret data can be any type of user data
including: password, pin, biometric template, an image drawn by the user, etc. The A portion
of the password is used locally to create the A portion of the decryption key 605. In various
embodiments the A portion might be used to decrypt another block on the local system, it
might be combined with system information like the smart card's unique serial number, or it
might be hashed or otherwise modified to make the A portion longer or more obscure to
decode. Since the A portion never leaves the phone the user maintains control over the
decryption key. The B portion of the secret data 602 is sent to the Qserver over an encrypted
and authenticated channel (using the user's communication key), and the Qserver sends back
the B portion of the decryption key 604. In different embodiments the B portion of the key
might be looked up from a database, created as a hash from the B portion of the secret data,
or combined other user/hardware specific information. Since the Qserver can monitor the use
of the B portion it is possible to lock the account after a set number of failed attempts, alert
the user, or otherwise respond to suspicious behavior 603.

In one embodiment, the user credentials are based on a public/private key and
certificate system (PKI). The benefits of this system are that the user's credentials, the private

key, never leave the smart-phone and the
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certificates can be signed and validated into the system at enroliment. These certificates can
be handed out and controlled individually, allowing users to authenticate with separate
credentials to each Provider. In addition other pairs of credentials for example user-to-user
credentials can also be created and maintained separately. One embodiment uses three
different types of certificates which are signed by three different signing authorities: 1)
Provider Certificate Authority (CA) — signs provider certificates for use in communicating
between the Provider and the Qserver, 2) User CA — signs the user communication
certificates and the user-to-provider certificates created by the user for use in validating their
credentials with a Provider. And 3) Qserver CA — signs the certificates used on the Qservers
to validate to the user and provider that they are talking to a legitimate Qserver. In a second
embodiment, the user might have a single user-to-all-providers certificate, and the signing
authorities could be consolidated into a single CA or hierarchical CA configuration.

It is possible for the user to use multiple forms of authentication data including
biometrics. The current state-of-the-art in authentication systems combine some form of
knowledge, biometric, and token factors; provisioning for just one of these factors is complex
without the techniques disclosed herein. Because smart phones and other types of mobile
devices have multiple sensors and other data input methods it is possible to collect data from
all traditional authentication types:

» Something you are: includes biometric options like face recognition taken from a front
facing camera, hand recognition taken from a rear facing camera, speaker recognition
taking from the microphone, etc. Some phones have specialized inputs build in like
fingerprint readers, and devices can often be attached to the smart phone allowing
additional capabilities.

« Something you know: includes passwords, security questions, the phrase spoken
during speaker recognition, an image drawn on the screen, a phone shaking pattern,
etc.

» Something you have: the most obvious is the phone or mobile device itself. But this

category can also include tokens associated with the
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phone for example: attached usb devices, tokens discovered via near-field radio

options, card data read off of card readers, data from the SIM card of the device,

secure data stored on the device itself in a secure co-processor or data lockbox, etc.

The techniques disclosed herein allow the Provider and user to use one or more types
of authentication giving flexibility and additional security where needed on a individualized
basis. The Qserver manages additional factor security including: enrollment of various
biometric or token options, storage of security data like biometric templates, fraud detection
targeted at the different forms of authentication, and comparing login authentication to the
enrolled data. The Qapp manages collecting the authentication data and may do a set of pre-
processing steps on the data before submission to the Qserver. The pre-processing is
primarily directed at ensuring the quality of the submission to give the user feedback quickly if
the image is out-of-focus, not received etc. but the pre-processing is also used to limit the size
of data sent and potentially clean up submitted data (align the head to the center of the
image, etc.). The Qapp may also have a set of fraud detection functions which are done in
addition to the main fraud detection done on the Qserver. Even though the Qserver maintains
the additional authentication factors, since the Qserver does not have access to the keystore
406 the Qserver can not pretend to be a user. This separation of trust allows centralized
control and management without compromising the user's control over their own
authentication. Another benefit of this architecture is new forms of authentication can be rolled
out to users without the need for the Provider to change anything.

The architecture as disclosed herein also allows simplified provisioning when Providers
want to add new users. There is no need for the Provider to pre-configure the authentication
data, for example there is no need to assign temporary passwords. This also allows the
Provider to have greater flexibility in the types of authentication policies they want to support.
For example if the Provider wants to upgrade the authentication to require 2-factor, they
simply change the global policy on the server and users will start being required to
authenticate with 2-factors. The Provider does not need to go back to each user trying to

collect enrollment data for the new factor that is
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all handled by the Authentication Server. When combined with simplified identity and
enroliment, there is no need for Providers to pre-configure any account on their systems.

In one embodiment, it would be possible to replace a traditional user with an
automated process, like batch system that need to authenticated to a variety of services
across a network. Although the system would work the same certain optional components like
biometric authentication or knowledge based authentication factors would not be possible.

The techniques disclosed herein may also allow a secure form of communication
between the Provider and the User via the secure channel through the Authentication Server
and the Qapp on the user's mobile device. This secure communication channel would allow
Provider's to send critical notifications in a trusted manner allowing information like “you have
made a purchase” or “you have transferred money” to be transmitted in a manner that can not
be spoofed or modified. The encryption keys for the data could be based on any standard
including the public certificates previously exchanged between the parties or previously
shared session keys. This type of communication would also allow secure communication
between any two users on the network using a pre-established user-to-user credential.

Unidirectional requests like “you have made a purchase” would not require a response
from the user, but bidirectional requests like “are you sure you would like to purchase X”
would allows the Provider to wait for a response from the user. Thus allowing the user to
validate transactions through the secure communication channel before they are finalized.
The verification process could occur even if the user is not currently logged into the Provider
and could involve the user “approving” the transaction while simultaneously providing
additional authentication data.

Detailed Sample Embodiment of the Login Process-See FIG 3

» User goes to the web site via a desktop or mobile browser 301.

+ Web Site 103 (Provider) gets, over channel 104, a Session Id (Qsid) 300 from the
Authentication Server 100 and locally creates a session-specific random number
(Qliveness) 300. The Provider could pre-cache for performance reasons a set of Qsids

from the Qserver. The
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site without using the authentication server, so the session ID was never used.
2b) Secondary Enrolliment Embodiment — Addition of Identity

One way to make user enrollment at a Provider site easier on the user is to simplify the
amount of information the user has to re-enter. See FIIG 8. The techniques disclosed herein
may allow the user to create one or more “ldentities”, for example business and personnel
identities 806. Each Identity has a set of data for example name, e-mail address, mailing
address, etc. that is associated with the Identity. The user during enrollment then has the
option of using information from an ldentity to fill out Provider enrollment information. This
simplified enrollment option could be triggered when a user scans a login Qcode or enters
their unique user ID into the Provider's form, and the Qserver recognizes they do not have an
account. In one embodiment, the identity information can be stored on the Qserver and in a
second embodiment the identity could be stored exclusively on the mobile user device.
Additional, the management of the identity information could be performed locally to the
storage of the information or done with remote agreement on another server or device:
including a server, the authentication server, the users desktop computer, etc.

» The first part of the enrollment process is the same as the login process. It diverges
when the Qapp receives back the session data and it includes the identifier that this is
an enrollment session.

« The Qapp shows the user a message to approve enrollment “You do not have a login
for Provider X would you like to enroll?”. The type of enroliment information required by
the Provider (name, date of birth, etc.) is sent as a set of properties to the Qapp by the
Qserver. The Qapp then shows the user a message like “To enroll Provider X would
like the following information: name, email, etc.”. The user can then select from their
set of Identities which one they would like to use for the Provider and the required
fields would be filled in using the pre-configured ldentity data. Optionally the user may
be given the choice to
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In one embodiment, only the provider can update provider policies. In one embodiment only

the Qapp can change the user policies. In another embodiment, the user could change their

policies from an interface, like a web site, on the Qserver. User's may be given control over

their individual policy information and records, rather than having an administrator or super-

user who is responsible for maintaining a multitude of individuals records.

User Policies:

Encrypt all keys. This will require the user to enter their secret data, whenever the
Qapp starts on the system.

Allow authentication to remain valid (i.e. stored in memory) for a set period of time.
This allows the user to limit the number of times they enter their secret data or take an
image of their, possible settings include: every time the screen saves, or maybe every
hour. Specific biometrics or speciality tokens may have their own maximum time
frames to remain valid.

The User can directly manage (either on the Qapp application or on the Qserver web
site) the policies for specific keys 801. This would include “upgrading” specific sites to
require more authentication. For example, if the provider currently requires two-factor
(the phone and your secret data), the user can upgrade the requirement to add a
biometric factor so that now for that User their account on the specific provider can not
be accessed without providing three-factor authentication.

In another embodiment the user could select to receive Provider certificates and

Qliveness signature blocks and validate the signatures at the Qapp.

Provider Policies

Configuration options may be included which allow the provider to trust the Qserver and skip

most of the provider checks or allows the Provider to revalidate everything from the user

(except the additional authentication factor(s)). The following are some of the major settings

which can be used on the Provider:
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CLAIMS
We claim:
1. A method of authenticating a network user to another network entity, comprising:
executing, on a first user operated device, a first program to:
receive user inputted validation information;
store a user credential on the first user operated device;
executing, on a second user operated device, a second program to:
receive information from another network entity via the network;
further executing the first program to:
receive an input transferring, to the first program, the information received
by the second program from the other network entity;
direct transmission, to the authentication server via the network, of the
transferred information;
receive, from the authentication server via the network, an identifier of the
other network entity, other information, and authentication policy requirements of
the other network entity;
direct transmission, to the authentication server via the
network, of the input validation information corresponding to the received other
network entity authentication policy requirements;
receive, from the authentication server via the network after directing
transmission of the validation information, a request for a user credential;
sign a message, including the transferred information and the received
other information, with the stored user credential; and
direct transmission, to the authentication server via the network, of the
signed message to authenticate the user; and
further executing the second program to:
receive, from at least one of the authentication server and the other
network entity via the network, an indication that the user has been successfully
authenticated.
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2. The method of claim 1, wherein:

the first user operated device and the second user operated device are the same
device;

the information is a random number that serves as a session identifier; and

the other information is another random number.

3. The method of claim 1, further comprising further executing the first program to:
generate a private/public key pair for the user, wherein the stored user
credential is the private key of the generated user private/public key pair; and
direct transmission, to the authentication server via the network, of the public key of
the generated user private/public key pair.

4. The method of claim 1, further comprising further executing the first program to:

generate user secret data;

divide the generated secret data into multiple portions including a first portion and a
second portion;

encrypt the user credentialwith the generated secret data, wherein the stored
credential is the encrypted credential;

direct transmission, to the authentication server via the network, of the second portion
of secret data;

also receive, from the authentication server via the network after directing transmission
of the validation information, the second portion of secret data;

combine the stored first portion of secret data with the received second portion of
secret data; and

decrypt the stored encrypted credential with the combined portions of secret data;

wherein the message is signed with the decrypted user credential.

5. The method of claim 1, further comprising further executing the first program to:
receive user inputted user authentication policy requirements;
direct transmission of the received user authentication policy requirements

to the authentication server;
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also receive from the authentication server with the authentication policy requirements
of the other network entity, any additional authentication policy
requirements based on any differences between the user authentication policy requirements
and the other network entity authentication policy requirements; and

also direct transmission, to the authentication server via the network, of the received
validation information corresponding to any received additional authentication policy

requirements.

6. The method of claim 1, wherein the information is first information and the other information
is first other information, and further comprising, after the authentication server has been
notified that the first user operated device is no longer in use or has been lost or stolen or the
user credential has otherwise been compromised:
further executing the second program to:
receive, from the other network entity via the network,
second information;
executing, on the first or a third user operated device, the first program to:
receive an input transferring, to the first program, the
second information received by the second program from the other
network entity;
direct transmission, to the authentication server via the
network, of the transferred second information;
receive, from the authentication server via the network, an identifier of the
other network entity, second other information, and authentication policy
requirements of the other network entity;
direct transmission, to the authentication server via the network, of the
input validation information corresponding to the received other network entity
authentication policy requirements; and
receive, from the authentication server via the network in response to the
transmitted validation information, a notification that the user has been validated
but cannot be authenticated because the user credential has been invalidated.
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7. The method of claim 6, further comprising further executing the second program to receive,
from the authentication server via the network, a redirection instruction, redirecting the user to

the other network entity’s reenrollment website on the network.

8. The method of claim 6, further comprising further executing the first program to:

receive a request for a replacement credential from the authentication server via the
network; and

in response to the received request for replacement credential, generate a replacement
credential, store the generated replacement credential, and direct transmission of the
generated replacement credential to the authentication server via the network.

9. The method of claim 6, further comprising, after directing transmission of the generated
replacement credential to the authentication server, further executing the first program to:

direct transmission, to the authentication server via the network, of another message,
including the second information and the second other information, signed with the
replacement credential to authenticate the user.

10. The method of claim 1, further comprising further executing the second program to:
direct a presentation, on a display screen, of the received information;
wherein the received information is in the form of an optical code; and
wherein the input transferring the received information to the first program, is a digital
photograph of the presented optical code.

11. The method of claim 1, further comprising further executing the second program to:
direct printing of the received information;
wherein the input transferring the received information to the first program is a digital
photograph of the printed optical code.

12. An article of manufacture for authenticating a network user to another network entity,
comprising:

non-transitory storage medium; and
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logic stored on the storage medium, wherein the stored logic is configured to be
readable by a processor and thereby cause the processor to operate so as to:

receive user inputted validation information;

store a user credential;

receive an input of information, wherein the information was obtained by the user from
another network entity;

direct transmission, to the authentication server via the network, of the input
information;

receive, from the authentication server via the network after directing transmission of
the information, an identifier of the other network entity, other information, and authentication
policy requirements of the other network entity;

direct transmission, to the authentication server via the network, of the input validation
information corresponding to the received other network entity authentication policy
requirements;

receive, from the authentication server via the network after directing transmission of
the validation information, a request for a user credential;

sign a message, including the transferred information obtained from the other network
entity and the other information received from the authentication server, with the stored user
credential; and

direct transmission, to the authentication server via the network, of the signed message
to authenticate the user.

13. The article of manufacture of claim 12, wherein the stored logic is further configured to
cause the processor to operate so as to:

generate a private/public key pair for the user, wherein the stored user credential is the
private key of the generated user private/public key pair; and

direct transmission, to the authentication server via the network, of the public key of the

generated user private/public key pair.

14. The article of manufacture of claim 12, wherein the stored logic is further configured to
cause the processor to operate so as to:
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generate user secret data;

divide the generated secret data into multiple portions including a first portion and a
second portion;

encrypt the user credentialwith the secret data, wherein the stored user credential is
the encrypted credential;

direct transmission, to the authentication server via the network, of the second portion
of secret data;

also receive, from the authentication server via the network after directing transmission
of the validation information, the second portion of secret data;

combine the first portion of secret data with the received second portion of secret data;
and

decrypt the stored encrypted credential with the combined portions of secret data,

wherein the signed message is signed with the decrypted user credential.

15. The article of manufacture of claim 12, wherein the stored logic is further configured to
cause the processor to operate so as to:

receive user inputted user authentication policy requirements;

direct transmission of the received user authentication policy requirements to the
authentication server via the network;

receive, from the authentication server via the network with the authentication policy
requirements of the other network entity, any additional authentication policy requirements
based on any differences between the user authentication policy requirements and the other
network entity authentication policy requirements; and

also direct transmission, to the authentication server via the network, of the input
validation information corresponding to any received additional authentication policy

requirements.

16. The article of manufacture of claim 12, wherein, the information is first information and the
other information is first other information and, after the authentication server has been
notified that the user credential has been compromised, the stored logic is further configured

to cause the processor to operate so as to:
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receive an input second information, wherein the second information was obtained by
the user from the other network entity;

direct transmission, to the authentication server via the network, of the input second
information;

receive, from the authentication server via the network after directing transmission of
the second information, an identifier of the other network entity, second other information, and
authentication policy requirements of the other network entity;

direct transmission, to the authentication server via the network, of input validation
information corresponding to the received other network entity authentication policy
requirements; and

receive, from the authentication server via the network after directing transmission of
the validation information, a notification that the user has been validated but cannot be
authenticated because the user credential has been invalidated.

17. The article of manufacture of claim 16, wherein the stored logic is further configured to
cause the processor to operate so as to:

receive a request for a replacement credential from the authentication server via the
network;

in response to the received request for the replacement credential, generate a
replacement credential, store the generated replacement credential, and direct transmission
of the generated replacement credential to the authentication server via the network; and

direct transmission, to the authentication server via the network, of another message,
including the input second information from the other network entity and the second other
information from the authentication server, signed with the replacement credential to

authenticate the user.
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