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e-Lock’s Solution: Trusted Toolbar

A software add-on to the web browser,
+ Automatically authenticate e-banking/websites
« Warn users when submitting passwords to unknown sites
+ Block users when accessing b!acﬁis‘fed sites

Original Banking Site

Trusted: T

Warning / Blucki

e-Banking
Gustoms}'

/ FIG. 2



1/2 ©

101

( USER VISITS WEB PAGE

v

USER TRIES TO NAVIGATE TO
NEW SITE

102

103

HECK CURRENT PAGE FO
ENTRY FIELDS

NONE

105 1o

1S NEW SITE IN PROGRAM'S

?
IS NEW SITE IN DENIED LIST? ALLOWED LIST?

EW SITE IN USER'S ALLO
LiST? YES
113
YES NO
RETRIEVE SERVER CERTIFICATE / 104
Y
114 A
DOES CERTIFICATE ADDRES | vEs—p| NAVIGATE TO
MATCH SITE ADDRESS? NEW SITE
) 4
106
A4 IS SECURE SITE AUTHORITY
y AVAILABLE?
ISSUE WARNING TO USER NO
AND REQUEST PROCEED/
NOT PROCEED
107
NO
PROCEED?
ES SECURE SITE VERIFY N
SITE ADDRESS?
YES YES
l NO 108
v 109
FAIL NAVIGATE TO NEW SITE

FIG. 1



2/2 °

¢ THE DIGITAL SECURITY BOMPANY.

e~Lok‘s Sluﬁon: _T;qsted _Tool_bqr

A software add-on 1o the web browser
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Warn users when submitting passwords to unknown sites
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