TI TLE OF THE | NVENTI ON Cont ent presentation-type authentication system
TECHNI CAL FI ELD 5[ 0001] The present invention relates to a user
»aut hentication system and nore specifically to a content presentation-type
“authentication system designed to performuser authentication in such a
manner that a plurality of pattern elements arranged in a given pattern
format are presented as a presentation pattern to a user who intends to be
10 aut henITERI@H, THREANYENEFI(NEe- password derivation rule is applied to the
presentation pattern to create a one-tinme password, and forcibly present a
content to fhetenguesennticohyrecuiiontisitivh sysem user aut henti cati on. BACKGROUND
ART 15[ 0002] Recently, in the field of user authentication systens, a
user authentication system based on a so-called matrix authentication
schene v as one type of chall enge/ response schene (see,
for exaggﬁg?%S@gggbfﬁgaﬁﬂg Pat ent Docunent 1). In the matrix
authgnt9@@g”on, a matrix-1ike presentation pattern having random nunbers 20
arranged in a given pattern format is presented to a user who intends to be
aut hent i cat éts paseht anveniert ictresgaswer ditidencatani sgstemuhe! msreurpediiadlya
password of the user and applied to certain ones of a plurality of pattern
el emrent stO( £hEOREYp FESFRIEIY H%n@ﬁ@ﬁﬁéﬁ§¥-éBﬁﬁ@ié@ﬂgﬂﬁiﬁ%e?%ﬁ%@bh@%Iion
pattern, . (0. GL.88LS, 2. LITE RASSIOL, SULLAG g LR8, SaTe Aresentglion
pattern TS EREFES Betuba A driet PRI A ERT ' BRYS FHA ST & 25
passwor d, ffBAtGHhaASrA pfSSibd a9Ta BRRUVIAE SHEHPRE! h4¥B-RRS SHGHAd dade vation
rule serving as the user's password to the presentation pattern in the
cli et isutiocomipaedchndl 4 bnativerdakdvaat iderivapaeruds Gatjgdiedo ahs psuditatoh appl yi ng
t he one-time-password derivation rule serving as the user's password to the
pr esent atatm paticaier? phe-time merwar. ant frpibly peerdra coert ubhesei @ation is
performed without. directly conmparing between the passwords. 30ln the matrix
i S pgaeRs

aut hent | CAPFERD YHHHRE BE5 ¥d derivation rule serving as a password
BACKGROUND ART
15 [0002]

| Recently, in the field of user authentication systems, a user authentication system

based on a so-called matrix authentication scheme has been developed as one type of
challenge/response scheme (see, for example, the following Patent Document 1). In

the matrix authentication, a matrix-like presentation pattern having random numbers

20 arranged in a given pattern format is presented to a user who intends to be authenticated,
and a one-time-password derivation rule is used as a password of the user and applied to
certain ones of a plurality of pattern elements (fhe respective random numbers)
comprised in the presentation pattern, to create a one-time password. Further, the
same presentation pattern 1s shared between a server and a client, and the one-time

25 password created as a result of applying the one-time-password derivation rule serving
as the user's password to the presentation pattern in the client is compared with a
verification code created as a result of applying the one-time-password derivation rule
serving as the user's password to the presentation pattern in the server.  In this manner,

user authentication is performed without directly comparing between the passwords.

30 In the matrix authentication, a one-time-password derivation rule serving as a password
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consists of positions of two or nore elenents to be selected on a matri x,
and an order of the selection, and has a feature that a user can easily
~remenber it as an inmage, and it cannot be figured out even if a one-tine
"password is subjected to a furtive glance during an operation of entering
the one-tinme password. 5[0003] An off-1ine user authentication system
has al so been devel oped which is designed to allow a matri x authentication
even whegonadislaf @biititis dTfetvo @0 Aectiethchio t@bsallsedd ol Amatehmdiikorder € , I Nn an
off-line state (see the follow ng Patent Docunment 2). An off-line

aut hent i ‘Batstleetiay sné hrembptabys nepta et caux sy Hélﬁ'éil‘ﬂb%rt u“r 6n an sm@lgees |ag¢hetd to

store, in an | 1 ne uthent|cat|on cli attern
el ement BRI é%lr%%%lﬁ ¥dh @.%t’fr}?gpaas‘es?féésem éﬁ#e&ﬁo afP‘E“éfPr% r?fem urality

of ver | Tdfal AR-G0URRIERAN GESRtEmyAppl ving a one-t [ me- passwd

derivation rule to a respective one the presentation patterns and then
subj ect i fwpothe obtai ned result to a one-way function operation using a hash
function, and perform authentication in such a manner that one of the
stored pattémnﬁfhﬁeeﬁ®m®ﬁ®n®@qgen$@@nﬂsssb®é@@edﬂ@bxgém@m@MB(hagmﬁbentation
pattern, and a code created by subjecting an entered one-tinme password to
the one-\Wed! %ﬁ@ﬁtr@ha‘eib%rﬁwﬁl%e@ ‘eb%arc W DA SNEEFEE LB ABIVRGY8fe of the

verificallgn kcog,t,ar% arl DHS tﬁe?{)eth ?()E‘i}of%}]#] ra‘tte' téu%‘en%' p]e“Ixn ;ll spl ay o

present a presentation a %G eTh e Verification

codes foaruty&lhb&i/dnngys&ﬁﬁ%@w&gaﬁqnﬁ&r%enﬂcﬁmhaﬁ ftreql BQJ 3 sid hguly storing
20 passwords thensel ves hi's makes it possible to achleve an off-1ine

mat rilx aeff-hientitdattiatohaéng piughits ef patictry cleapatiequafcepeahenhitigipgasswor d

| eakage even if _a client is anal zed 0004] FIG 21 is a functjonal block
di agr am dPreaptEiaL patigE, gaée rhgehem llcawnsgﬂ;d@% pichomeatadby gedlygaed to

al l ow a conventi onal user, I D 2181

"L ot o e fRiakg k1S %tf'gﬁpaetf oo e R ATt boss

and tranggh thedofQ a ABhRALLGAE kO SHRRAY truS&INeEp@dih LBhOUORa,
verification-data requestor 2153. In the authentic ?lon support server

2101, t h&nemderaed pegferm laxh2aGdatios ineoei wathrinbr diaghbna of the stored pattern
verification-data-request receiver 2103. Then, a pattern generator 302104
i s oler a@?}@em@e@w@%&s gelgetpdl ty generfe éfprﬁavt@@@rnp@twﬂ asHeEd 2190 whi ch

are informt.ion rea respecti.ve _ones pl ur

o esent At onUBact B et s a9y S ERE fareReiheh SliBiE ser 1D
and a vegid iCafi o o&r&@ﬂlerveaﬁa%dnscoa@seraf% he o@m?émﬁerﬁ m&ﬂ ity of
verification codes 2193 which correspond to respective ones of the

present atlican qaat tieplag @ngradcrong- mem&mp@ﬁsmnmdad@rmmﬂflonlmnﬁﬁoﬂlaﬁb 5
corresponding to a user ID 2102a stored in a password storage 2102. The
pat t er n Eriivatien selys dercesifping agsm@rdshae viorddf incaldsberd Eothe svithow3stening

D o5 Cna e | FRRRHits codBist PKER £ eaSBR1 10 FOUTEc o varyte: efhe ¢l | ont
2151, NG RALESIS BLATPLY SeduRAS ﬁab@gpsl%g%ﬁﬁggaag%drﬁ'E&ﬂ(talgé)@v&log%s 2193

are recel v ttern ecelver
client 18 analyzed.

[0004]
FIG. 21 1s a functional block diagram of an off-line user authentication system
25 2100 designed to allow a conventional matrix authentication. In this system, a user [D
2181 is entered by a user of a client 2151 through a user-ID input unit 2152, and
transmitted to an authentication support server 2101 through a verification-data
requestor 2153, In the authentication support server 2101, the entered user ID 2181 is
received through a verification-data-request receiver 2103.  Then, a pattern generator

30 2104 is operable to generate a plurality of pattern element sequences 2190 which are
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10-verification-code receiver 2162, respectively, and stored in
verification-data storage 2161. Then, a pattern selector 2163 is operable,
in response to an entry of the user ID by the user through the user-ID
"input unit 2153, to select one of the pattern el enent sequences 2190 stored
in the verification-data storage 2161. A pattern display unit 2155 is
operabl e, based on the selected pattern el enent sequence 2190, to display a
15pr esenhairivaioP @t @eRing2kOpdciivé Baec bl angluliblof aRde@atiimepdtichs- PEHEswor d
input unit 2156 is operable to accept an entry of a cone-tine password from
t he user(FIG ¥drdofiesramniling-te dateerderté npdriey and a4 ciifcaivarcalt ercer débemni ne one
of the verification co es,21§3 %@iCh corrgﬁ%anqg to the user ID and the

sel ect ed®RSHNSICTEN S ARHTAIEE G SHCRCAINR PGS PR HER EXFPRUY WFIPFE4t i on code
2193 fro h rifl |.Qn- r . s B a ntication
unit 216 e%s&%gg%Q%?%Q%gBCB%%%%éﬁgyéggge@%gé%% %3 %%B%g§?§%§ ?Hgﬁéntered

one- tj Me.PRSFMAE {00a RsE@NE> WaY2d Haedd BNa GRFakE Gbridd hidohe Therdadiegat i on
code 2193 to performa user verification. [0005] FIG 22 is a conceptual

di agr am dbrowitgq@nprsdd €8 sndfhecraftiting @dpy 28mrapiebimin@By patsnstted ®210 in a
conventional matrix authentication s¥sten1 F 22 illustrates a pattern

|G
el ement Seqlignice! A1 dooueBrb Pl dirnamyfar AP tapdor veraicaEpreale Faaishi ch are
one-di gi uneral s _of 0 resent at,i on_pattern erein the
patern Sdndnpe defior redf Mierfnd Bale aRfbr b PEu TR HF wdMnged

respect i y&iRaght | QRSs 17198 RAL LEldiO ARl ONShalelN GreBlivdroul 54 dndh amatri xes.
In this exanple, the 30authentication support” server 2101 is operable to

gener(at evaifichiordf-onte @navel Yid2, nenpectledy, asl fthedpat teiftadbredeatsworige be
conprised in the presentation pattern 2210, by a random nunmber generation
al gori t hi6land hemerpatiernsstector 3 | phis enerpbld, dhEnponse duaheerebhe spadbed by
sequenci gt he nerated nu als, t E client 2151, The client 2151 is
operabl_e13 8?‘&??3?0? FVHPHgG Hgmﬁgpﬁéﬁ §ewéﬁ§ﬁ%Og%aggﬁbgﬁffbﬁbg?8%1the 5
aut henti &gﬁér%s SYHP AoteSE ¥ Vet iAo AV EREIR! J 5127 %@ﬁ&ﬁérr‘i B?sg%tﬁrﬁtr n
el enent s onpri sed therein, at respective paositions | a glven pattern
format (2155t Ri Geebiydhed dote floctedl patcrn xemkent S@uascet D901 eatiBplahe
presentation pattern 2210, and display the created presentation pattern
2210 %n pregtinggpioayasendahl i ooBint 20 Fi.and2dniedine-pasaveish it ugitadPam show ng
a process of entering a one-tine . ' -
operable to acceépt an cntry of a cone-time password from the user. A
verification-code determiner 2164 is operable to determine one of the verification codes
2193 which corresponds to the user 1D and the selected pattern element sequence and
read the determined verification code 2193 from the verification-data storage 2161, and
20 a user authentication unit 2165 is operable to compare a code created by subjecting the
entered one-time password to a one-way function operation with the verification code
2193 to perform a user verification.
[0005]
FIG. 22 is a conceptual diagram showing a process of creating a presentation
25  pattern 2210 in a conventional matrix authentication system. FIG. 22 illustrates a
pattern element sequence 2190 comprising a plurality of pattern elements which are
one-digit numerals of 0 to 9, and a presentation pattern 2210, wherein the pattern
elements comprised in the pattern element sequence are arranged at respective positions

in a pattern format consisting of four 4 x 4 matrixes. In this example, the

30  authentication support server 2101 is operable to generate sixty four one-digit numerals
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password in the matrix authentication schene. The user sequentially
extracts certain ones of the nunerals displayed at given positions on the
-matrix, by applying the one-tine-password derivation rule to the
“presentation pattern 2210, and enters the extracted nunerals fromthe
one-tinme-password input unit 2156. The arrows and 15circles indicated by
broken lines in FIG 23 denote that the one-tine password based on the

present aisi g} patd®rdlerd&id tb Sbee%ﬁgﬁﬂedf EOMhe geevheasd 2886 2PR OR ART
DOCUMENTS PATENT DOCUMENTS 20[ 0007] [ Patent Docunent 1]Panph|et of WO

03/ 06949@ndoniniimésr Zertepatibd, alpargbm] Ghd [tRat eabsnhoaupaitn 2kdRnG98EO3e B
DI SCLOSURE OF THE. | NVENTI ON 25 [ PROBLEM TO BE SOLVED BY THE | NVENTI ON]

[ 0008] 2190Acgeaéecwﬁcﬁeweélﬁmgothe @@ilfﬁgtea rﬁ@wrﬁﬁrtweﬁhﬁl@%@élsy&%rﬁl@%ﬁch as the
above ofilllne us uth ntication

ed to aI rix
e la Brobgle 3! REGE LERMAL iR BhE ISRl B IO RalPHE ¥ .
program zft%enﬁ&ﬁloﬂes%ﬁdﬂ E@{‘/'ér'ﬁ 3! 's@ﬁ‘uéﬁﬁﬁﬁf Mg RRY pAteRDUSAGRs keRpfiQ the
system |f the new authentication systen1|nvolves a program

therein, at respective positions in a given pattern format (in this example, four 4 x 4
matrixes), so as to create the presentation pattern 2210, and display the created
presentation pattern 2210 on a display screen.

[0006]

10 FIG. 23 is a conceptual diagram showing a process of entering a one-time
password in the matrix authentication scheme. The user sequentially extracts certain
ones of the numerals displayed at given positions on the matrix, by applying the
one-time-password derivation rule to the presentation pattern 2210, and enters the
extracted numerals from the one-time-password input unit 2156. The arrows and

15 circles indicated by broken lines in FIG. 23 denote that the one-time password based on

the presentation pattern 2210 is entered from a keyboard 2300.

PRIOR ART DOCUMENTS
PATENT DOCUMENTS
20 [0007]
[Patent Document 1] Pamphlet of WO 03/069490 A (lines 2 to 14, page 10)
[Patent Document 2]  JP 3996939 B

DISCLOSURE OF THE INVENTION
25 [PROBLEM TO BE SOLVED BY THE INVENTION]
[0008]
As a condition for using a new authentication system such as the above off-line
user authentication system designed to allow a matrix authentication, a user is generally
required to purchase a license for a program for the new authentication system or pay a

30 usage fee for the system. If the new authentication system involves a program
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| icensing fee or a systemusage fee although it provides higher security, a
user is highly likely to continue the use of an existing user

~aut hentication system capable of ensuring a certain | evel of security.

" Therefore, even if the new authentication system has high security, it wll
be used by only sone users active in enhancing security, and it is 5
difficult to widely expand use thereof. Thus, there is a problemthat a
devel opéicending e onawykisarusagd feealthaghiioprosiist eigheasenatty safifcr dd ldphlyy recover
a devel opnent cost and a mai ntenance cost. [MEANS FOR SOLVI NG THE PROBLEM
10[ 0009]likely toThatipredbense dfrmpenisting uisa sutbertiraier &vstamn garahledf cRnEingBov e
problem and has the follow ng.features, The present.invention provides a
cont ent {FEYCRY t(ifgsﬁ-c‘t‘r%e %‘irg@ﬁ% iVt i”sowes‘%"f gwsaﬁg%%ay St gfifi g\ﬁga client
to performa, Cant8nbe RLES Sgteﬁw Ot YB&Gs URGle W EARRIEA LAyl BnyMy gh user
aut henti'cation is performed 1 m such a manner that a ~“15 pladrality of

patt ey n GHRARAS Sviddly 8ngad ukdtharedl VerhupathtRriN a pidbldf Bse aldedklaser af the
presentation pattern to a user who intends to be authenticated, and a

one- t i mnegrasswonthedesativatsysanraheoti sifigedlyascavyyasdavshogneht tésé ander and
applied to certain ones of the pattern elenments |ocated at specific

posi t i on8ANHIEHE CBilesent ati on pattern to create a one-tinme password, and a
content is forcibly presented to the user in connection with the user

aut hentication. 20 The content presentation-type authentication system
conpri Segyr ANSFISSOY VI’ PHEPROBIGEVPr Ovi di ng server configured to manage
respective user |Ds and passwords of users, content data indicative of a
det aid offooezich of a plurality of contents to be forcibly presented in
connection with a plurality of the user authentications, and respective
content | DsTh¢ Praentgnyamiion thys SeercmadeHt siewapidhp aoveroblsat st hautied 25

aut hentication i.nformation to each of. the users; an client. equi pped with
a conten OﬁB‘fVE@e AR N- ?@ﬁeprﬁgeé‘? Y HER P’éoé/f‘fe n? p‘%%lg@rn g TE %éo%-?y Cessor

whi ch ar g, onerakhe; E@mp@s{%ﬂém& Ne&E QREiEN o PEASENLRLLRA S RBtMS By pe

aut henti cat1 on, and connected to the authentication-service provi di ng
server vidr authettivatién invhéichiuet hehantcint isqatioaned ar Micke paowr diaig ser ver

i ncludes: user-information storage which 30pre-stores therein the user ID
of ebth Pfralifeoipatiesn clamenis SEANGEELIR AlEited DaHEBY HAPFGHNCY AR CESTEIME an

attribute of the user, in nmut ual assqci at ed nner . password. storage
whi ch_pr€ibioot uihatte s kb pupiERRga R §PnTRER i BRIZHE dich

one- t i me;pAsSWf £ Asrlvali@hd dbLalf ab6d HS&Kkain dhedoMAE WakdrK ASRAE at ed
manner; a pattern-specifying-information generator operable, in accordance
Wi th a giovsead ot grogicaidsiong Ul ehe droscgrrion phgera tplcttaad & bye-tfne password,
pattern-specifying information each adapted to specify the presentation

pat t er n; andl annieht sabrely otrgented wabheorses preaprdiaovidh batiserauepii¢atignt i on code

by applyi the one-tinme-password derivation rule associated with each of
t he er%g%x et He pPES tﬁ?ﬂgﬁ:pa?Wé?ﬁ“?B@%ifﬁ@ﬁmBaséﬁngﬁmg%ch Bf the

plurali tXutf?gntigﬁ}_otn%eﬁﬁ?@?Fﬂvﬁ&fﬁ%ger%}f QnfBhieq0 IERRLATEHe N e L& 1Ds and
pattern-specifylng-1nfofmatio

passwords of users, content data indicative of a detail of each of a plurality of contents

to be forcibly presented in connection with a plurality of the user authentications, and

respective content IDs of the plurality of contents, and provide content-added

25 authentication information to each of the users; and a client equipped with a content

presentation-type user authentication program and a processor which are operable to

perform the content presentation-type user authentication, and connected to the

authentication-service  providing server via a  network, wherein the

authentication-service providing server includes: user-information storage which

30  pre-stores therein the user ID of each of the users, and user attribute information
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10-generator, and then subjecting the obtained result to a one-way function
operation; content-information storage operable, with respect to each of
the contents to be forcibly presented in connection with the user
“authentication, to store therein the content 1D of the content, the content
data indicative of the detail of the content, and content-rel ated
informati on containing a content-presentation target user condition
i ndi cat i Mé@ic@fvearhb atABGhe oif e dsof, s afsudle dbscladdatsddr; paspredentalki on of
the content, in a nmutually associ ated manner; a presentabl e-cont ent
speci f yiwhjclumia-storserthpin, thei wshr Hasfesseh tof teaaieraf andhe ongdimasswerd speci fy
a pluraljty of the con%en I Ds on condition that the . user attribute

Wi

infornateﬁﬁmﬁgkoﬁpﬁteﬂ tHETusét 1D SHETEFY es™ ROt BRI br edent at i on
target %gérﬁgﬁyﬁgggéfé%ﬂg?ﬂ]{{%gohg%grb«%rgto} hgyge;z?dgs%,e%' %@Jo%ﬁ%%%'_ RiAr Al Qn

associ at'e ural i cont ent

aut hent | &atiQ6 hil, 96 DBIdAB aIRHAYST PREFALD& i fyhoShABatidieLhAdgpr@l wral ity of
aut hentication informati on each containing the verification code created in
associ atdpecifwithd preseeepect paternpne vefifititienusde drbgoangetehle to create a
pattern-specifying information used to create the verification co%e, and a
pl ur al i tyENgRatidecEsnee APl HEahe FORtisrPars WPl derhy aion edgesticiaicbMdthof ¢ he
e el V5RO Pa o RO SRS baled R 8 ok FuREr =5 1ES
aut hent &aﬁnhl@’é?ﬁ-!sﬂéc@ﬂryﬁﬁt I QR AMHE SendrREL we_rth@pgt@m-@pem}(mgs@ﬂoﬁﬁam

aut hentication-information request containing the user 1D of the user who

i nt ends gcacherauhdenn adjetng fthowbtahed cleiwnto wi encthey fietcwon lopeahdn;a

cont ent - added- aut henticati on-information transmtter operable to transmt

t he cont®ntengitdenation sentdecenerable. Mithaespatt torgacthpcihe soeems & P iadBlpl ural ity

of authenticati.on infarmatjon and the pluraljty of, content dat ch

st or ed NﬁaﬁnﬁgﬁﬂéPm§§g8%Wﬁ#b@e%f?ﬁwpﬁgg?%@ai e%mﬁégymp ,eglgm&ﬁg%ﬁ?n t he
content R esf @Eﬁe%hwﬁpaaﬂasg&mﬁ% hentd §akil 8P Ry QAfAMahd ceRBALAIERd, when
it is run on the processor of the client 1n connection with the user

aut hent i @&drin@tion tcOn@iihe \se coei$esehtBriomparbetunict @péitiahl @dicatiacoépt an
entry of the user ID fromthe user; 5 authentication-information-request a
t rank t ¢caditiopdemisees t dettarapiedin presratasion o€ fiei coatenbi # ATUGM e Bsiasquest
containing the enter user 1D .to the authﬁntL ation-gervic provi di ng
server ViaWhe! K& -COPtRry APy Mg LPSTAONRe AY TSR SO AR PREFI%SH r ecei ver
oper abl 0 i t : 5 nt | I O, 1 t
transni??%ﬁt§§%%?¥ﬁg @g?ﬁ@ﬂﬁﬁgg%?gﬁggéﬁé%gg %#%gﬁﬁiﬁﬁiggfgg?'%gm?ﬁ a manner
associ at gghrdatibn iR claselr with, thy iugert e snBtieo te; cadriepdseataiorotrganfweemat i on
storage operable to store therein the received content-added authentication
i nf or mat ¢adition eontaingibrin 4bs contantegladt mferution edsseapiteyvith each of the

t henti cati.on-jnf i | ect or. ble t | f.th | [t
of - atll NeRTUR PoFPY QP RabH BT PSP HERA T ¢ HEE SEGRE. Qg TSV ARt | cat | on
| nf or mat iﬁﬁii%?@ﬁ{tﬁérﬁﬂaﬁ‘é\%& ﬂlf&ﬂﬁpyé &Ll c'[%;éxta"?niflxg’ tM&ﬁchﬁ&L@%%&ﬁ&gﬁ\che

creat or oper O Create a pattern elenent”sequence, based on t

pat t er n- speGtfon Wigh h REPEEBIci 8 of @Rt &ENETS dnd thé patkeh-egdcatlingubfoentti@at i on
information; a pattern display unit operable to create a presentation

pat t er n, usdsedrean thdrecrfantien rodel amemplusdigueibe corderd ddiagptlayertaang to
presentation pattern on a sg¢reen, a one-time-password input unit operable
to accept }‘esp%wﬁPH%OB@@@}MQWY@EP?WG%ﬁDéS% 1%%%?%&&%&%85@? Uk esul t of
appl yi ng,,{ he gne-tine-password .derivation | e rtaj.n o .of 1t he
pIur%ﬁip fbf Bhtfbrﬁngﬁgﬁen?%o%%‘ rigg iﬁ(#he(%?egghtgkabnqggtté?h; a user
aut hent i gatd @R fRRALARI QUL FREREF QpRrabRAQ Cleed@l & tarPYautiehii@EibhNg t he
entered one-tine password to the one-way function operation, with the

veri f i catnf@madod esquositcahiagdng thetter Kebedit ederawibdiagndrids at bo authaerftzarwdt i on,

and, when they are identical to 25 each other, to successfully authenticate
the userfrom gntcipnt 3@ dbg orehophr Blea sonteateetedandeeniipalindnigrvatiey ul e, to
sel ect content data .about a c%q%ent totgﬁﬁforﬁibk§tpreﬁfnte iQVgCnnection
with t heTHSBHIUOBRERLS dO TR e HOPE HIG AU B R ERE ih e d dont ai ned
in the c HRAAeHI RN LR e FatiOR ihBERIRL AN ihe A hafy CONEGN RIS ENt At i on
unitﬂgpegg%ﬁ@%dﬁhgggﬂ%ﬁ t he ge eéteé contentlg%tgﬁntg Rgrciblilpﬁésent t he
content to the 30user in connection with the user authentication.
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[0010] The content presentation-type authentication system of the
present invention may be configured such that the content presentation-type
authentication in the client is perfornmed in place of user authentication

" based on an OS's built-in authentication 5 programon the client, by
installing the content presentation-type user authentication program onto
the client, wherein the processor of the client is adapted to run thereon
an i nst alatlatiopsd ipraograny hoociardtwailt thegetdrecdoort €Nt arpr ebeanahe omtentpe user
aut hentication programonto the client, so as to achieve an installation
uni t whirgesehElighsirabIse! aheBlotHER (T AN SheQHiguirse rVisht Kt HE &0 8K in t he
client, to chan an. setup.in such a_ 10 nanner as te.start cont ent
present é%rf)%eﬁ?otrfggheug'é’%’é’u(f%%tiogaquﬁbﬁmﬁrs%rgarug?ﬁninﬁabnagoeacgl “the" “'tﬁg built-in
aut hent i;6ati QpiPrOQFBMP {00 an !AulNerahnyeue@nusntadh esgNt @kt;0n- type
aut henti cati on system may be configured such that the content

pr esant afuilntitaRe-itdahadut Rgodst cad i omargmOigh anvp&ablewntcoadedshitonthtS t he

aut hentication-service providing server to the client, wherein: the

aut hent i ssdtantieativerinfoveatpmoviadiuesy seriparng néhuderteistogesam sor Byethsper abl e
to store therein the content Pdé[r?sent ati on-tyee user, aut henti cation program

and t he AYHEPEFAIRPTSENISr ogr BIAY A& own FOXE.- r eqist r Bei vel-'S&r abl & to

recel ve @ Qo RA%u LGk Rorh i GRI ENLRIERADEL] RN AR Fert A8
gram an e at | OR

aut henti cation progr t I nst al programtrom 20 the client via

t he net WokikentigthnanREA8E@Mrilsangd tbarhopahablaiombanict hervithwnkaad- r equest
recei ver receives the downl oad request fromthe client, to transmt the

contlént ipresentatdsemidigdeithstbe vaert Asntia deat powopy; ogrlanieatidntilferhaizmal | at i on
programto the client via the network; and the cl i%p?t .incl u%gs i
downl oadiifagt ertraltls dhatmc @@ﬁe‘%@érfﬁ‘ml\?dt%nieﬂﬁﬁ@?ﬁtwf BUGSRR IR uest f or

the content BLES éas%(%tifa nw]t:}_llytﬁg u%’éﬁ?ﬂ:} ﬁluzgn{ﬁ?e%rtii:ﬁ?o%i-i%?ormaﬁorpge &E(ﬁ%;p%glet he

. 1.4 .
i nst al | at'i'oR“Progranito the authenticati on-service providing server via the

net wor K, 152 sPeQILAM §EGRE VAIiraBRe @Dla8hkRid286€81 MorhREoR OBRAThed in the
presentation-type user authentication programand the installation program

f r om t hecatnbeddddc atiitamtisation ¢ efpmoaiodi ngseeatedr witndther ogreamIBt orage
operable to store therein the received prograns. [Q012] 30In tgﬁ cont ent
pr eslént aRdlGH- el BaNtRGEFREAE ICESAIAT SRSt IOrATGHC £ UM @RSt SRYERES B3¢ he

cont ent P ythgepa?t er;?—gf)/e%gfly{nsge TBftmation contained in the selected authentication

information; a pattern display unit operable to create a presentation pattern, based on the
pattern element sequence, and display the presentation pattern on a screen; a
one-time-password input unit operable to accept, from the user, an entry of a one-time
20 password as a result of applying the one-time-password derivation rule to certain ones
of the plurality of pattern elements comprised in the presentation pattern; a user
authentication unit operable to compare a code created by subjecting the entered
one-time password to the one-way function operation, with the verification code
contained in the selected authentication information, and, when they are identical to
25  each other, to successfully authenticate the user, a content selector operable, in
accordance with a given rule, to select content data about a content to be forcibly
presented in connection with the user authentication, from the plurality of content data
contained in the content-added authentication information; and a content presentation
unit operable, based on the selected content data, to forcibly present the content to the

30  user in connection with the user authentication.
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[ 0013] In the content presentation-type authentication systemof the
present invention, the content-information storage of the

-aut hentication-service providing server may be 5 further operable to store
"therein each of the plurality of content data specified with respect to a
respective one of the user IDs, in a manner associated with any one of the
plurality of authentication information stored therein in a manner

associ atpgdigy th the user ID, and the content selector of the client may be
operable to select at |east one of the plurality of content data which is
associ at ed Whe lsonthie @etehanvi-tytei awhdnfifdioneybtom dilthe pedsewit ipderftion nosye of t he
plurality of user authentications, so as to forcjbly preseg% t he content of

the sel & é%flfb%.‘)‘ﬁfideﬁtChd‘fo‘tathenc‘E’é‘?%’éfiffﬁeﬁﬁt‘%"'fwet Wéh%&fr‘tm&y’cnh t 518t on.
[0014] erforfl Ctlhlg pci% AL &AL £ ?ﬁe%i?z&tlo?lntﬁsx% %nagx% hent Ibﬁﬁlt-fnogutﬁ%’ﬁ}t Ml the
present Fnventt on, e cont ent-rerated intornation associ ated W th the

cont ent L,B-0f 8GR Sfierdchgy CRMIBRY theM@htchd ppQBhadith-Apd ashr sdhiRE@M ati on
condition Including at |east one selected fromthe group consisting of: a
desi r ed poesend@d itlencliene guery thegpo@sentol g diedes iadgdedondnerthaéon an
presentations of the content per user authentication; a desjred .

pr esent atPBHayEr ArocHm rfebﬁ@%zéﬁfag Ml SoRfeRii preseative-(pRY justl eHhgiiisdlért ati on of

th t t t ti tion: d. t . - pr. tati )
per m ssi BORTEY PRt B b Poror SpPeadiitient dRBIAL aBRTHEB & o3t Pelent at i on
of the copl.efion @i_t@%{%égh&h&me@ﬂ&l Whek &iiBns, I REESEMRBLEs GPRIEN

specifying unit 1s operable, based on the desired presentation condition
cont & neganfertaheo gentigndoniel pteechthtifrorpratiiconuasSsiGiiah @ebordrh in blhes sbntent |1 D
of each of the content, to produce content-presentation attribute

i nf or mat the®S'nizlilidn mghentichieerspropier. of a presentation duration per
presentatbg of the content and a continuous presentation 25 information
represen‘% S]Mhether the content is continuously presented, and store the

content datg, %?é%tfniv@tc%gtem bgsérnﬁiochgt?h@ Qhhbiticalifn tsﬁs":('em m?g db%victo%ﬁ%uﬁ%d

aut henti cation-1nformation storage a nanner assocl at

cont ent - arcasR i éend bickéatio-typé asoratihemicatibe pRRRne Bt dodddeded from
aut hentication infornmation to be transmtted fromthe

aut hent i dat | awthgeicstiaesgpyiovi diragdngr vearvaro tche thd | ehenti s Wiarrered e f ur t her
contain the 30content-presentation attribute information; d the content

r esent aff BRI 18V iBpeF ABTBE 156 F oPENBFY PRSHIRSENEST ESEBI Bnt'™f t he
P ; . . ry-m .
user 11 GARACOLS Ot (el iR Bl AUENEL AREARN proBEAOLHN Mk tldialiBfon
content-presentation ribute-inforination. 1
program, a download-request receiver operable to receive a download request for the
content presentation-type user authentication program and the installation program from
20 the client via the network, and a program transmitter operable, when the
download-request receiver receives the download request from the client, to transmit the
content presentation-type user authentication program and the installation program to
the client via the network; and the client includes download-request transmitter operable
to transmit the download request for the content presentation-type user authentication
25  program and the installation program to the authentication-service providing server via
the network, a program receiver operable to receive the content presentation-type user
authentication program and the installation program from the authentication-service
providing server, and program storage operable to store therein the received programs.

[0012]

30 In the content presentation-type authentication system of the present invention, the
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In-the content presentation-type authentication systemof the present
invention, the 5 authentication-information storage of the client nay be
-adapted to avoid re-selecting an already sel ected one of the plurality of
“authentication information contained in the content-added authentication
information stored in the authentication-informati on storage of the client
in a manner associated with the user ID of the user who intends to be

aut hent i Gat@dmaand ambereiiRmehhe aut henti cation-infonnation-request
transmitter of the 10 client is operable, when all of the plurality of
aut hentij®aiilon i nformation contained in the content-added authentication
information_stored in the authentication-information storage of the client
in a manner Th$SSENEREICHPEHOR RIS FSEIHEIGP sy iem il dhe B H’?’S’Fféfg" 5 be

aut henti ¢ : el e b he L cati-on-inf.er i tor of
the ol i enp R BE TR PheThEls M, HReAREERUEREr A ABHINAD AR

aut hent i GahbOBpdriHIOkdBIOMEEALASE of kRe PRAMIAY HfNGniche dsehedifed Wit t he
network; the authentication-information-request receiver of the

aut hent i iegidcotr s exspictiee pnovf thengesBisy @r a nsmogessadiiiwcd eitheogioue of e new

aut henti cation-informati on request fromthe client via the network; the
cont ent - AdadE: alipwhenticatan BHmmMetien Hieo MeFPRNS f PaEer assopiped with the

aut henti cat i.on-servi ce proyviding,server is.opera to transmt _n

cont ent -Stiog: Sk HeseneRrRBRer AF arerbme 5§ PRedBleiar Bt LT ' eer 1o
cont ai negl, 'éﬂmraﬁf? ERESH MR daAUERRALL CRLIRRed Vi MBLLARNGSAUR ShforhRiddhe
client; the content-added-authentication-infornmation receiver of the client
i s oper alletddofor @@eiolehe ylutalithef netmartksnticiitoneeyws sott entibBdstesknt the

aut hentication information associated with the user ID contained in the

aut hent i ewtdnoaf thafsoleerad rarent dgiges congadon Wih g useeaitiiangpstione
authentiﬁgﬁkon-service provi di ng server; and the 25

aut hent i bn-information storage of the client is operable to update the

stored cont enfr.addeg @Hé&&%h&gﬁé ﬁf@hénﬁﬁam%ggg@]a@tﬁ@p&% ﬁrﬁ%ﬁtiti%g%e

cont ent - added aut henti cation infornmation. cont ent

pr esent a¢dn@irt-rylped aubheiioneaidconedyah el afntd EDTRaENd! he\entkh® Mayt he
30aut henti cati on-service providing server may further include at |east one

sel ekt ededntama dehisedgprosaptationspsdifiny tofludiag gisleast jop¢ o¢laied damuhdarer oper abl e

to update the information stored in.di e user-informtion storage:
aut hent | CHSFORE [ f or ASIPOPTERAATER BHUFID SRt nRtate SERES RIBRREE on

stored | goldie Bl Rehd EalkANsd:NRE MRIHARRLA! #9Rsird@N Rt AillatRal er

operabl e to update e Intormation stored I1n the content-information

st or age. rebtc@Okifk a desirddihbpeGONS Lt SRS BE il BAtchyRe vatiAeRhii@Ebhon system
of the present invention, the presentable-content specifying unit of the
aut hent | wak doofins@svireenpravpaimspits binveformajorbiepresknbing dvhetter eonjinyews t i mi ng
and with respect to each of the user IDs, to re-specify specify a plurality
of 1k comtamionDst RE ORI PSS e b SFICSRIR 5 e HAGF ST B

specifying unit is operable, based on the desired presentation condition contained in the
content-related information associated with the content ID of each of the content, to
produce content-presentation attribute information including at least one of a
presentation duration per presentation of the content and a continuous presentation
25  information representing whether the content is continuously presented, and store the
content data associated with the content ID, in the authentication-information storage in
a manner associated with the content-presentation attribute information; the
content-added  authentication information to be transmitted from the
authentication-service providing server to the client is formed to further contain the

30 content-presentation attribute information; and the content presentation unit is operable

-9 -



10 .associated with the user ID satisfies the content-presentation target
user condition contained in the content-related informati on associated with
-each of the plurality of content IDs; and the authentication-information
"storage may be adapted to be updated by storing therein a plurality of the
content data pertaining to respective ones of the plurality of content IDs
re-specified with respect to each of the user IDs, in a manner 1l1l5associ ated
Wi th t heouBgiibly Peprb QAL He content B hB@s&ORtBREAEE SEIMN AL LOR-AMR8tication,

aut henti cati on system of the present invention, the

pat t er n- @cemnprg toskegcenae-porsedtiom ataipulrenfperadt.e to create the pattern

el enent f guence based on both the pattern-specifying information and the
user ID.Ogéfb019] In the content presentation-type authentication
system of the,pr nt._invention. the user attrib i.nformation may incl ude
2"l east ond S SEEM e b ERh s ADEeHEG oo b e bELSY ERienilh B 1

| NVENTI Qhithdn@ @2 n-informhilod H@ga@é 6f %tcii'eﬂtvﬁﬁ)t bORdapRASE VO EIRLONI I Yh Lge

above system configuration, content such as an advertisenent can

f or ci bl yalpiaég enleerd tameaofuderplusitityt hatuihenthadomesfopassinotentiifedrak ¢hed cont ent
offerer or the like to bear a certain level of nonetary burden. 30This
nmakes i tcqpERngde tagtheaiadien oinfemaHpmatiered sy 'the muthdatcasfongnivrogiicam

[ i fee system usage f.ee whi.ch woul d ot herwi se be required for
usi gt neopEer e eRt esRT 5erant ot e Dotk OF AR S df ng
matrix a’&letm&&%%&,%da@he%!hﬂﬁ@tahtﬁ@%}kc%poﬁﬁﬂﬂﬁna‘%ﬁl}e% raSfid o ygnd
conveni ence, so as to pronote spread of the user authentication system of

t he Jreséfeht isnvendblQrwvhanhill of swfpligiiendf Anic@aomRhi iNGBrRAat@Y SdREARNTN cost and

a 5mai ntenance cost for the user authentication system of the present

i nvent i ofie content-added authentication information stored in the authentication-information
storage of the client in a manner associated with the user ID of the user who intends to
be authenticated are selected by the authentication-information selector of the client
through the user authentications, to transmit a new authentication-information request
15 containing the user ID, via the network; the authentication-information-request receiver
of the authentication-service providing server is operable to receive the new
auythentication-information request from the client via the network; the
content-added-authentication-information transmitter of the authentication-service
providing server is operable to transmit new content-added authentication information
20 associated with the user ID contained in the received authentication-information
request, to the client; the content-added-authentication-information receiver of the client
i1s operable to receive, via the network, the new content-added authentication
information associated with the user ID contained in the authentication-information
request, and transmitted from the authentication-service providing server; and the
25 authentication-information storage of the client is operable to update the stored
content-added  authentication information with the received content-added

authentication information.

[0016]

In the content presentation-type authentication system of the present invention, the

30 authentication-service providing server may further include at least one selected from
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[ 0021] In the present invention, a content is forcibly presented in
connection with user authentication which is a procedure to be inevitably
-performed by a user during a conputer's start-up process, so that it
“becones possible to make the user to reliably ook 10 at or listen to the
content when he/she operates a client for the user authentication. This
feature is particularly effective when the content is an advertisenent. In

addi ti onthe %ﬂﬁip&%hh@ﬂiﬁg' 68t \@Br-inffrHaliBd npdatdnspebdtte EPMEM hdatRrhalidnhe

cont ent - added aut hentication information to be transmtted to the client
can be nderadedthernser-mmitromaliby sasgoci attbehtivanmemfomsitivh apdacrogrtabid tot 0 be
presented to user can be easily figured out. This 15makes it possible to
cal cul at@dateégﬁelﬁﬁfm%wéﬁtwﬁﬁgnf%ﬁtﬂ%ﬁﬂ&%&@r@mﬂn@?%F@Faaehargf gceBlfiland easy

manner . I PTl . THE NGS _[0022 E 1 i bl ock
i agr am SRBG HE e S A Bt DAEog Cobn b EPbe b egn e
aut hent igtyjon systemaccording to a first enbodi ment of the present

i nvention. FIG 2 is a block diagram showi ng respective hardware

confi gur at i bnthe obntam @Eedchanbn-tgici adtheggeatioo ey geavdf diangreser weentiondtha cl i ent
in the content presentation-type authentication system according to the
first enteyRifblstcongmEprmcifyingsing ¢f e leudicagradmnshowicryoyidsgeetviev@aunct i onal

configuratipns .of the authenticati.on-service providin erver and.the
client 19 FHEEoR: YR SRR Y FFBE ADREneT Ui 15 1y<P dFsBECH di ng to
the Tirs& GRPQUNMIERL- of the bhEhe hd Sn BoddiQYF DA tnheS RAMAGLAR 194G Of the
entire process in the content presentation-type authentication system
accoridi ngsédatédhevith st uverbpdisa@ifes the content-presentation tfarget user condition
contained 1n the content-related information associated with each of the plurality of
content IDs; and the authentication-information storage may be adapted to be updated
by storing therein a plurality of the content data pertaining to respective ones of the
plurality of content IDs re-specified with respect to each of the user IDs, in a manner
15 associated with the user ID.
[0018]
In the content presentation-type authentication system of the present invention, the
pattern-element-sequence creator may be operable to create the pattern element
sequence based on both the pattern-specifying information and the user ID.
20 [0019]
In the content presentation-type authentication system of the present invention, the

user attribute information may include at least one of age and gender of each of the

USeCrs.

25  [EFFECT OF THE INVENTION]
[0020]
In the present invention, based on employing the above system configuration, a
content such as an advertisement can be forcibly presented to a user, so that it becomes
possible to make a content offerer or the like to bear a certain level of monetary burden.

30 This makes it possible to reduce or eliminate user's burden of a program licensing fee or
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30FIG 5 is a flowhart showing a user registration stage in a content
presentation-type authentication in the first enbodinent. FIG 6
~illustrates a user information table in the first enbodinent. FIG 7
“illustrates a password table in the first enbodi nent. FIG 8 is a
fl omchart showi ng a content registration stage in the content
Spresentation-type authentication in the first embodinent. FIG 9

i 11 ustraf 8teth 6ABE Bt whibh WoIRE iRAwWi R chlrddn@r hikifg theaBoslith@mtatdal G 10 is
a flowchart show ng a content-added-aut hentication-information creation

st age i rsystem @ahg amem nmetn@rapnomdmgyrpaxmwmﬁﬁntwammlae authenttdagor meais

enbodi nent . 11 illustrates a content-added aut henti cati on

i nf or mat Vi higheaity aﬂﬁéomqnﬁw%@@%@pmﬁt@ spread pf the uper puhepticptiichar t
showi ng a conﬁetgt add hentl ui SItIOf][ shage in the

I.nf or mat.i on ac

cont ent BrE0a PRSI B HHE N E Rl PR BETEhBbhiRE FI G
13 is a hhawehaklosemnegsa aﬁﬁl@ﬁ@é&boﬂEf‘s‘%&ﬁ%@’éﬂe%es%ﬂﬂﬁvéﬁ%ﬁ aut hent i cation

stage in the content presentation-type authentication in the first
enbodi nEigD21]15FI G 14 is a schematic di agram showi ng a Wndows (trademark)

| ogon o . : . o

In the present invention, a content is forcibly presented in connection with user

authentication which is a procedure to be imnevitably performed by a user during a

computer's start-up process, so that it becomes possible to make the user to reliably look

10 at or listen to the content when he/she operates a client for the user authentication.

This feature is particularly effective when the content is an advertisement. In addition,

the authentication information and the content data in the content-added authentication

information {0 be transmitted {o the client can be managed in a mutually associated

manner, so that a content to be presented to a user can be easily figured out. This

15 makes it possible to calculate a content providing fee to a content offerer in a clear and

easy manner.

BRIEF DESCRIPTION OF THE DRAWINGS
[0022]

20 FIG. 1 is a block diagram showing a configuration of a content presentation-type
authentication system according to a first embodiment of the present invention.

FIG. 2 is a block diagram showing respective hardware configurations of an
authentication-service providing server and a client in the content presentation-type
authentication system according to the first embodiment.

25 FIG. 3 1s a block diagram showing respective functional configurations of the
authentication-service providing server and the client in the content presentation-type
authentication system according to the first embodiment.

FIG. 4 i1s a flowchart showing an outline of the entire process in the content
presentatiomtype authentication system according fo the first embodiment,

30 FIG. 5 is a flowchart showing a wuser registration stage in a content
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authentication screen image in the client in the first enbodi ment. FI G
15 is a flowhart showi ng a content-added-aut hentication-infornation

- re-acquisition stage in the content presentation-type authentication in the
“first enbodinent. 20FIG 16 is a bl ock diagram show ng respective
functional configurations of an authentication-service providing server and
a client in a content presentation-type authentication systemaccording to
a secondyresehndbieiie aafthehiieitioh &s dietiirsireventingmt. FIG 17 is a flowchart
showi ng a content - added-aut henti cation-information creation stage in a

cont ent pr eE¥ntoatingrtasypscninforentipe bicon hafishembedioaek enbodi nent . 25FI G

18 iIIustra%ﬁf,;frst and second .pres nbable cont ent tables in the second

erbodi ment . FI0- 7 ipgatced pRreet il B UoneBROSRAIBA aut hent i cat i on

| nformati onpf@bke;d § hAGREC UWEIOQULIRDY - recisiration sidab G AR cSniy | OVChart
f n 30sta

showi ng a cont'ent presentation-type user authenticatl ge I n the

cont ent peeseMbALYRMuINRBCAH RIS el fhaddntiddirierdithe second enbodi nent .
FIG 21 is a functional block diagram show ng a conventional user
aut hent i cat Fisn S%ifisstemsbamettnomieromivn isblantthefitst eabpdmeschene. FIG 22

is a conceptual di ram showi ng a _process of creating . a presentation
Ip attern, i EFfQ’Ie 1Hlafa~°’?iax ﬂgwhé\nﬁt ?q'@éﬁiﬁ?%)rf‘ S@H@ﬁggl(ﬁf\ded—aulthe%ticatign-emformatgoln

creation stage in the content presentation-type authentication in the first embodiment.

FIG. 11 illustrates a content-added authentication information table in the first

10 embodiment.

FIG. 12 1s a flowchart showing a content-added-authentication-mformation
acquisition stage in the content presentation-type authentication in the first embodiment.

FIG. 13 is a flowchart showing a content presentation-type user authentication
stage in the content presentation-type authentication in the first embodiment.

15 FIG. 14 is a schematic diagram showing a Windows (trademark) logon
authentication screen image in the client in the first embodiment.

FIG. 15 is a flowchart showing a content-added-authentication-information
re-acquisition stage in the content presentation-type authentication in the first
embodiment.

20 FIG. 16 is a block diagram showing respective functional configurations of an
authentication-service providing server and a client in a content presentation-type
authentication system according to a second embodiment of the present invention.

FIG. 17 1s a flowchart showing a content-added-authentication-information
creation stage in a content presentation-type authentication in the second embodiment.

25 FIG. 18 illustrates first and second presentable content tables in the second
embodiment.

FIG. 19 illustrates a content-added authentication information table in the second
embodiment.

FIG. 20 is a flowchart showing a content presentation-type user authentication

30  stage in the content presentation-type authentication in the second embodiment.
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5FILG 23 is a conceptual diagramshow ng a process of entering a one-tine
password, in the matrix authentication schenme. DESCRI PTI ON OF EMBODI MENTS

- [0023] 10Firstly, the terns used in this specification will be described
“below. [0024] [Terns: Presentation Pattern and Pattern El ement] The
term"presentation pattern” is a pattern fornmed by arranging a plurality of
pattern elenents in a given pattern format. Wiile the given pattern formt
i's typicall ¥IG15 & avhkttional Blovkidedaran phawiag iatdon0dntiFBAIN is¥r @ltesRhSonar e
arranged at respective ones of m(colum) x n (row) positions to forma

r ect anguivarensbaspeonas mativhaiteentigation yshemal ity of the matrixes arranged in

si de- by-sid elation, it y..be any other suitable type. In this

Speci 11 cat | SO 4 i dnenta diohr B HMin &1 Mo oY dseiiigis BRFspaltEr n

arranged%&Gng@yngﬁﬂg{QWLQﬁﬂEﬁmp%%g&c;han the typical matrix pattern wll
e

al so be erred to as "matrix aut henti cation schene". An orderly
pattern or &NGi NPresgicsfcdpdlal fifbrh® SHhEAD|L pAseishef Ghkeinpad to@kRinfor mat ,
because it is nore likely to renmain in user's nmenory, and thereby allows a
user to epaswbyl. mehenbeix atlmndedtiomscpasswor d derivation rule serving as a
password. [0025] 25The term "pattern elenent” is an elenent to be arranged
at a given position in the given patter format so as to constitute a

pr esent aty 2E - : , pattern element is selected from
one-digitﬁﬁﬂ%gigrgsg%Cﬁ?ﬁﬁfgeﬁgﬁgg&§§§ively, the pattern el enent may be any

ot her sujgpahl e character, such as al phabet or synbol. As the synbol, it is

particularly preferable to use "+", "-", "*" "-  n?", "4", "S" or
10 Firstly, the terms used in this specification will be described below,
[0024]

{Terms: Presentation Pattern and Pattern Element]
The term "presentation pattern” is a pattern formed by arranging a plurality of
pattern elements in a given pattern format. While the given pattern format is typically

15 a matrix in which a plurality of matrix elements are arranged at respective ones of m
(column) x n (row) positions to form a rectangular shape as a whole, or a plurality of
the matrixes arranged in side-by-side relation, it may be any other suitable type. In
this specification, an authentication scheme using a presentation pattern arranged in any
pattern format other than the typical matrix pattern will also be referred to as "matrix

20 authentication scheme”. An orderly pattern or an impressive pattern is suitable as the
give pattern format, because it is more likely to remain in user's memory, and thereby
allows a user to easily remember a one-time-password derivation rule serving as a
password.

[0025]

25 The term "pattern element” is an element to be arranged at a given position in the
given patter format so as to constitute a presentation pattern. Preferably, the pattern
element is selected from one-digit numerals of 0 to 9. Alternatively, the pattern
element may be any other suitable character, such as alphabet or symbol. As the
symbol, it is particularly preferable to use "-+", "N TEN Nt non g e g orgY or

30 "&" which is assigned to a keyboard for a personal computer (PC). The character may
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30"&" which is assigned to a keyboard for a personal conmputer (PC). The
character may be a figure, such as graphic, illustration or photograph.
-Preferably, in a presentation pattern, the nunber of each of a plurality of
"different pattern elenents is set to be two or nore. In this case, a
one-tinme-password derivation rule serving as a password has nmany-to-one
correspondence with a one-tine password as a result of applying the 5
one-t i MebePAFiGWRY, dudhessi MaphionillstRioh®raphplogapit aPidtaplgf ined Presangtidnher eby
one-wayness is automatically achi eved during entry of the one-tine

passwor dpat®re thef romeher elenshiof aphealpy ef drifeant pattpaciearntsdact bebspecef i ed, it
is inpossible to specify the one-tine-password derivation ruleﬁg sed on
onl'y oneTBie- 11 S FA%s AnPTF-PEBSBIN L6 R S LB VoMV BRAY RESIPHERES, as

shown i f}ngigﬁg)_%%ec(%get%?ahﬁhé QHIE é alre-1Qhe gasts%o?d A& HIgd o%sapgg{iljtiggp{r% f or mat

el enent s, ern elenents are arranged in a given

consisst i fig-@hedp@idivofd derfallBl FiIX &Sa bRsERETBNDRESS BN BbicBN oR@aRdds (2210) . In
a certain type of client, such as a portable phone, having a display screen

with a raitatatelly ashrevdd drimg, eniry dfshpoef-enalpheswood. usBicaefpree semt ifithicon
pattern in which the nunber of the 4 x 4 15matrixes is reduced, for

exanpl e, PIESNARioB@attgrpaybe preisd. Pl tepassEie i prhy therfmsriinag-peayord
Pattern-gpecj.fying. information is information for specifying a presentation
pat ter n (391077 M RUBH E3PTRAPE SPR SRR T

n-speci ylﬂg information is a pattern
el enent gRgyence or a 20pattern seed val ue. [0028]

10 In after-mentioned embodiments, as shown in FIG. 23, one-digit numerals of 0 to 9
are used as pattern elements, and the pattern elements are arranged in a given pattern
format consisting of four 4 x 4 matrixes to form a presentation pattem (2210). In a
certain type of client, such as a portable phone, having a display screen with a relatively
small area, it is preferable to use a presentation pattern in which the number of the 4 x 4

15 matrixes is reduced, for example, to three.

[0027]

[Term: Pattern-Specifyving Information]

Pattern-specifying information is information for specifying a presentation pattern
(2210). A typical pattern-specifying information is a pattern element sequence or a

20 pattern seed value.

[0028]

The pattern element sequence is a sequence of pattern ‘eiements, e.g., the pattern
clements consisting of one-digit numerals of 0 to 9, as shown in FIG. 22. In other
words, it 1s data indicative of a detail of a sequence of pattern elements arfanged ina

25 given pattern to create a presentation pattern (2210). Typically, the pattern element
sequence is formed by arranging, in series, all pattern elements to be comprised in the
presentation pattern (2210). It is understood that the pattern element sequence (2190)
is not limited to a single character sequence formed by arranging a plurality of pattern
elements in series, but it means any data containing information about all pattern

30 elements to be comprised in a single presentation pattern (2210). Thus, as long as a
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The pattern el enment sequence is a sequence of pattern elenents, e.g., the
pattern el enents consisting of one-digit nunmerals of 0 to 9, as shown in
-FIG 22. In other words, it is data indicative of a detail of a sequence of
“pattern elenments arranged in a 25 given pattern to create a presentation
pattern (2210). Typically, the pattern el enent sequence is forned by
arranging, in series, all pattern elenents to be conprised in the

pr esent ailivantypaf tpanem( 22d6)ts ihtludsl indier phoed dlbatatt frgupatet @100 henent
sequence (2190) is not Iimted to a single character sequence fornmed by

ar r angi rigserigedmathi regpestiveppetiérn 8l e pesesatian sderesn gder pf theelfifsinany dat a
cont ai ni i nformati.an about al attern 30 nts .to.be c rised in a

s hore piduett kR PertleDskaR w5 g PTh i Seary FRERRIS o
pattern | i : : are

associ at@éﬁ\%ﬁ %élgdé%%{e%:{?ﬁ% sp%%?‘t% @22@&%@3&%&%&1&8 ?gﬁﬂ %@?’ 5%%1 %’Q) an order of
the patt@omijel ements included in the pattern el enment sequence (2190) may be
freely determ ned. Further, the pattern el enent sequence (2190) may be

di vi ded i nt dhappkam atddt yalwf is deformatBn0Dp 9feating a Presepatierepattesed 10hinue i s
information for creating a presentation pattern (2210).in accordance with a
gi ven r (A%OTdARCEANITR QAN U ¥ RegF AP b e giyer %1%%%&%%&33‘@@9&‘3‘? ¥ enploy a

rul et hacfjné&?g%;rﬂlheg{;}ﬁ?‘?gjaﬁiotf o i S er2PLRlREd 1§>’ s} ﬁ'%tiggttigée.'gan&c? sbattern

seed val ncti1on @peration I's use el enent

sequenceyyBages nadh bBiss biGatReisPabd Q5N feerh Viehuf dcqsémad Bhsea dattern
el ement sequence itself, security can be enhanced. Typically, the pattern
seedl(val using e patmermecddcadlueviabioel genegrtatedenyntseqamdo salf) vberitygeadreat | on
algorithmto fall within a given nunerical range, As |ong as the pattern
seed val @wared| s Tapicaibn e gialien sgeYaleals papgecncat vy Eachidebatied in
accor dangg, it B le olher, than § e, L andom.umber. qenerat! op gl.gori thm
for 15 é’xa%]nélfn Sﬁlg% ltolllﬁirﬁoofc eoUnt - Jown &f gi ven nuneri=cal “interval s

froma giv@R phitirhi@ld VALY SlIsFMILRG! givéh HORErdaPriRY, RendisedodiirAQMpi nation
wi th the generated random nunber so as to providé further enhanced
securi t yaccpd@s€ withe mnrulneheli fian Phs smodanbenibeatdeoeratfon ellgd2din, for
one-time-password derivation rule is a rule to be applied to certain ones
of alypl uPamply bafeoyarr phc@edenn St IRbearBncaicalsHEEYAy Eopos gtepnditith a
presentation pattern @22 @) so.as to.create a one-ti, e _pas rd %2310) . In
bt her vorie Torpgt qupd 3 pRPgRawed BCRBHGo8r ! (e BPHr Kb
"appl yi ng,dihie sgaéefot;sraﬁaeaﬁ&\epé&aﬁms\é@axst?.n rule to the certain pattern
el enments” neans to select two or nore pattern elenents | ocated at

[0030]

[Term: One-Time-Password Derivation Rule]
20 A one-time-password derivation rule is a rule to be applied to certain ones of a

plurality of pattern elements located at specific positions in a presentation pattern (2210)

SO as to create a one-time password (2310). In other words, it is data serving as a

password of a user. Typically, "applying the one-time-password derivation rule to the

certain paftern elements" means to select two or more pattern elements located at

25 specific positions in a presentation pattern, in a specific order. In this case, the

one-time-password derivation rule is information comprising a combination of posifions

at which respective pattern elements to be selected are located in a presentation pattern

(2210), and a selection order of the pattern elements. The one-time-password

derivation rule may further include a fixed password element which is not based on a

30 presentation pattern (2210).
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25-specific positions in a presentation pattern, in a specific order. In
this case, the one-tinme-password derivation rule is information conprising
-a conbi nation of positions at which respective pattern elenents to be
"selected are located in a presentation pattern (2210), and a sel ection
order of the pattern elenents. The one-tine-password derivation rule may
further include a fixed password el enent which is not based on a
30presenpatijon pattern (2210). [0031] [Term One-Tine Password] A
one-tinme password (2310) is a single-use password to be created by a user
who i nt ends{feombenaddithefeiseatdd, in such a manner as to apply a

one-tinme-password 5 derivation rule of the user to a presentatign pattern
(2210), and”tHEHBHPEPEY @1565))&8@|Si1r&1ﬁ-uﬁm9§%0r§§%§>? cfyetgd SaP%eré{V%@oncept ual

di agr am@{a}@&‘é Qgs%hg%@_%&i&geﬁz_iﬁ‘é#gﬁ La{‘qneﬁan%%étEoﬁﬁgﬁﬁsf"&égirﬁﬂg&sgﬁoﬁm rix

aut hent i I on assword deriv on rule edin FIG 23

is to selwhtidiotic PRht iR 1€h prROsidngsated2at (Q?EE& theh efteRAShh laQMignd N a
presentation pattern, in order froma left side toward a right side of the

pr esent atyi e udd. palE.e¥3ns alcnn@porl dages shioking heroatowd eoeeng i meepasswor d
derivation rule, the user selects the four pattern elenents |ocated at the
pr edef i NEESWILiRitbhaaiix eHECHICASEh@EMSN PabieimePasyoyd dpivatiee rBleedef i ned

order, to cre 42504" as a.one-tinme pas rd, ;and enters the one-tine
passwor defoS 16 PFdnto PR gl fale BBy Rifles Al rOR LRt MR g% 11
veri fi caflb QNG Saltsmdat BrdeP o] 1N is8 bREI A TBRY il AMhEPLesRM;Rne-ti me
pasﬁéf[" Spec;flchgy,_tgfﬁvgglalcaé&on codeuk;j2B§;S§hcr?afgdaf{{appLylng
ao | paeteaS Snek cordatde viadth ale tbide ofe-dmbi$ass tih alglthe akety o
presentation patterns capabl e of beingldis | ayed on a client based on a
pl ur al i ts¢lests thafeusmattemetiemens locgigd ahdetiedeiwadpedtiprigntthe pebirditivad resul t
to a one-w ti.on operatiagn. Mre speciLfigally, the verification code
o 5 coduEeRdl by herBrainR ool S RE na s brcsie e Erinda vl ue
2 1 ogi e e e B at i on rul o assoc ated vith a usel RO -
i ntends [0o3Me authenticated, to a legitimate presentation pattern. Thus,
the verification 25 code is stored in a client in a manner associated with
pat tlér n- speticryi Ngrifiedtonadebn for specifying the presentation pattern used
for creating the ¥@fification code. E¥nina user authenticatjon i.n the

.Vﬁ&

client, a val VeI e@dﬁylss%f 8F i E AP DA TTREY sSSP EhPBFE8 nt o t he
T, SRR 0, SBUSRBILShL OB SRR S ol sy e oare
i's conpagredind-pikstvogl derivation rule of a user to each of a plurality of presentation
patterns capable of being displayed on a client based on a plurality of pattern elements,
20 and then subjecting the obtained result to a one-way function operation. More
specifically, the verification code is a code created by subjecting, to a one-way function
operation, a value identical to that of a legitimate one-time password as a result of
applying a legitimate one-time-password derivation rule associated with a user who
intends to be authenticated, to a legitimate presentation pattern.  Thus, the verification
25 code is stored in a client in a manner associated with pattern-specifying information for
specifying the presentation pattern used for creating the verification code. During user
authentication in the client, a value created by subjecting a one-time password entered
into the client based on a presentation pattern presented to the user, to the same one-way

function operation as that used for creating the verification code is compared with the

30 verification code corresponding to the presentation pattern, to verify legitimacy of the
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30verification code corresponding to the presentation pattern, to verify

| egitimacy of the one-tinme password. In this case, the legitimcy of the

- one-tinme password can be verified even if the verification code is not
~hashed. However, the non-hashed verification code is identical to the

| egitinmate verification code, which causes a problemthat, if the client PC
is analyzed by a malicious third person, a plurality of presentation 5

pat t er n/dnegintd padseroahe-ihithis @asswhorldgipaiacs ol the dreadne pkisowond camdet he
one-time-password derivation rule as a password will be specified. In

cont r astverifipérevemell vide | Yardiweiiom cedrids inpt hzashed, Hevwbesoiks noppedsibl e to
ify the |egitimat. -t i pre: d. der.i vat i | e based th
voriti At BRet g et e RE ey F BT iRt B Rl Sud Bl 1 o ous
t hird p -t LM - derd yati JLORS o d wil
110 PeL&OFhd &%Fggg 31% 'a?%l_y%%%%gh(qgﬁs' Ml RRoh UL gi i‘Ha!;@i %1@?&1% W

I
never be | eaked. erm “One-\Way Function an nction A
one-§ay fatit@lle@timaRansnatmdnNglak@nriaviang avilleabedognd hRtowdl tddugihei t s
easy to calculate an output to be obtained by applying it to a certain
i nput vainadimd-paspwordkderigaedryrule & dpdfsivord will be deecine. t e comtiagi, vdleni nput
val ue fromthe output vaIgF. A ha%h function neans a function, which has the
one- way HeS s°HEHRE Fodft iF dagrdt He PETREIGRRITPRMON &h, SPAHE Ah% Oraiip6n
resi StaNGGunhe Bacoy ol RANMGS HIbasdiNEN Uty FicaRA! LA Gty RLUE B fky of
di fferent "original 1 nput values, resulting output values dre extrenely |ess

likely tBeRemOMBkEeN beamaliBiotadirdPehoh; thGanetitlel passidig dbasdhiohyiet ion is

adapted to create output values 20in a constant range, regardless of an
i Nput vakaeasshved solhoept bofcakéte one-way function enconpasses the hash
function, and the one-way function and the hash function can be used in
appr oxi tBP3lly the same manner. However, in cases where a hi gher collision

resi stance requj ed due..to r%%\ ively w de range of input val ues,
etc., it iSh%ggfg?%gﬁgﬂﬁgwﬁg%w%%%& géﬂc Uhction. In the present invention,

whi | e the hashelwRCihOb MYk ZRofn RHSYa Ushde it PhacRa0T: i§ BRyane- way
function, the one-way function may al so be used in place of the hash
f unct i oralchD@34H output to be obtained by applying it to a certain input value, it is extremely
15 difficult to derive the original input value from the output value. A hash function
means a function which has the one-wayness as the feature of the one-way function, and
a collision resistance, i.e., a feature that, when it is applied to a plurality of different
original input values, resulting output values are extremely less likely to become
identical to each other. Generally, the hash function is adapted to create output values
20 1n a constant range, regardless of an input value. The concept of the one-way function
encompasses the hash function, and the one-way function and the hash function can be
used 1 approximately the same manner. However, in cases where a higher collision
resistance is required due to a relatively wide range of input values, etc., it is preferable
to use the hash function. In the present invention, while the hash function may be
25 obviously used in place of the one-way function, the one-way function may also be used
in place of the hash function.
[0034]
[Configuration of Content Presentation-Type Authentication System]
FIG. 1 is a block diagram showing a configuration of a content presentation-type

30  authentication system according to a first embodiment of the present invention. A
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[ Configuration of Content Presentation-Type Authentication Systen]

FIG 1 is a block diagram showi ng a configuration of a content

- presentation-type 30aut hentication systemaccording to a first enbodi nent
~of the present invention. A content presentation-type authentication
system 100 according to the first enbodi nent conprises a plurality of
clients 120-1 to 120-N, such as PCs or portable phones, of users, and an

aut hent i @aten0Pres@ationeypé itheiigti &eEpein 140 afidips @ i M@t anbaibent i cation
service to the clients of the users. The authentication-service providing
5 ser verconBisgmna plurality| dferitents2 020at do dateciell as & (Gachpotablr phdrgs,acinet wor k
130. The network may be a W ndows (trademark) domain network which operates

y ¢
i n accor'@ifce®M ¢ a2 HeBHrBINSSECOHr BOSKHIE  RYHoddR 9 PTEBEEIE i®ation is

descri be 1 aki ' : asran ol.e of rat i ng

syat em (o hbRh A IAGIHE ot AP L S AR P S Rl

(tr ademadekder QM0 WRALEXHE liggte My kb, cofBdctfBroUSRE- ofhé TiRe AMtRANt3eat ien- service
provi ding server 110 may further conprise a content offering server 140 and
a paynentetserkvery 4SO Wittheve grademtrko ibmrinngtsekwelrici 4feritss desicgriedcet o of f er,
to the aut hentication-service providi n%\_‘;]er ver 110, content information to

be proviWel a §CPAB-hapgdentotagd.  FHboyshy RisnspesticpBen 15 Gescsibgddivgikingt o al | ow

online nt n_a netary transfer occurs bet n_a conten fferer
ond an PRGN U R RN R S Y e S e RN SR RaBRY e | ng
server 149 Q0dal e RAYABRAEMSAH ViGhud RRIERYAD Sr mﬂnﬁ%aﬂmﬁ( ) hfihe used.

aut henti cation-service providing server 110 via the network "130, or may be
di r eléx | yTizoniestiediohaetvie: @utidentseoat | Ihmse frihee c@nevicd dageaesfaingl10 via a
private |ine. &0035] 20[ Har dwar e Configuration of Content Presentation-Type
Aut hent i €8ier 0 8yd g egyment seyyar 5S¢ ef Eheepraent @fferiae sgrverr Bpis slesigeechi@r dwar e
configurations ,of the authentication-service providi ngitn?erver 11Q and the
client 1267 # e dBAEATO SYEn PR ORE tYPET duPnEMtFEalTSmaG)R RRc100 wi | |
be describede.bel que fibg saure ﬁleep%?ﬁetnﬁrseﬁ%mggei@t? 2 by eflllow'jﬁ{lﬁf?et ed in

FIG 1 is indicated in FIG 2 us e sanme 25re ence nunera [ 0036]
payment when a monetary transfer occurs between a content offerer and an

15  authentication-service provider. Each of the content offering server 140 and the
payment server 150 may be connected to the authentication-service providing server
110 via the network 130, or may be directly connected to the authentication-service
providing server 110 via a private line.
[0035]
20 [Hardware Configuration of Content Presentation-Type Authentication System]
With reference to FIG. 2, respective hardware configurations of the
authentication-service providing server 110 and the client 120 in the content
presentation-type authentication system 100 will be described below. The same
element or component as that illustrated in FIG. 1 is indicated in FIG. 2 using the same
25 reference numeral.
[0036]
The authentication-service providing server 110 comprises a CPU 200, a RAM
201, a user interface (I/F) 202, an external/network interface (I/F) 203 and a storage unit
204. The storage unit 204 stores an OS and a user-authentication support application

30 i a storage area 205 thereof, and includes a program storage subunit 206 and an
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The aut hentication-service providing server 110 conprises a CPU 200, a RAM
201, a user interface (I/F) 202, an external/network interface (I/F) 203
-and a storage unit 204. The storage unit 204 stores an OS and a :
“user-aut hentication support application 30in a storage area 205 thereof,
and includes a program storage subunit 206 and an information storage
subunit 207. The program storage subunit 206 stores therein a content

pr esent anhfomatiyrpetorgersubutih@n?.i cEiid progpmograameanduan A0asd@tkd dtck@m apr ogr am
The content presentation-type user authentication programis designed to,
when it §oREng Presantehen-gioe efer pRthentigation Rragrag] jaadtan] petallatigne praga cont ent

t at.i - . 5aut hent i ti which i | ud ibly. ti
Content 15 SriREPeTisRASES Foh e LSt PRAENE RS ETOR. “PRB i hEEal | ati on
program ks ydesianadot Qidyw %ﬁ@'ciﬁeﬁt h@_ocfb”b@rﬂimpﬁe%%ﬁ&hﬁﬁ)kég&itéﬁl&ﬁggé &fser

aut hentication programonto the client. The information storage subunit 207
stores tdaghatitativasrhitinfreruded tetibRbguicneag h cofitehin® auser &, codnection with
one-time-password derivation rule as a password of the user, content

i nf or mat¥ssh abwoticativn a Thenmewtlatian peogrresientlesdeed tohénsidlerthe aontheint i cat i on
i nformati on necessary for the user authentication, I‘?xt C.. The information

st or age RGHIRUED DGR U nHEORE RS Ay clignty; fie PR F o8 aes
t henti L: i i.di : 110, b
R e e e TP ST o S

conpri sesncaiim@yhetoal dRRbWes kilk B phacerd 4f ik 18@0codeiS8orhiRdhage (1/F)
251, a RAM 252, a CPU 253 and a storage unit 254. The storage unit 254

st ords amc@Sernd bt peeseund éntheprses enthatticanet ygernugen reutshentioctbiuvser progr am
in a storage area 255 thereof. The storage_unit 254 further stores the
aut hent i CRESTERAGMT BF nal Mo Hivraradien siojagesHbybe2Qsmry RaPrdwesdtana SiV6r t he

user of (Eiﬁ%reé%t]frgrrﬁtthef g&t éﬁtichtri]o11q‘geri/i?:g: ﬁ{:or{f?‘ ihd Qervezrq lﬁt ﬁrrr?l‘ End uat%:ﬁégééd a%5a6' l.n
cases Where the content presentatioh-type User authentd cation-programis a

prei nst ahil,edPsRALRAM Q:E)%Ia'téaﬂﬁgfﬁhfdrﬂla@éﬂﬂybe.' n the G5, the

aut henti cati on-service providing server 110 is not required to store the
content [p0&%kent ati on-type user authentication programand the installation
program and the client 120 is not required to store the installation
progham 25[1bogBynt 120 cpmpsssi @natereaifirt gk dnicHaccotl/ fogiaf eqpser interface

Present alji9ns [ VPR ARHLEL AR5 MnPY P BeARTY A "Gnt Qoblde Shid BHR QM et ]
an OS and the content presentation-type user authentication program in a storage area
255 thereof. The storage unit 254 further stores the authentication information
necessary for the user authentication of the user of the client, etc., in an information
20 storage subunit 256. In cases where the content presentation-type user authentication
program 1s a preinstalled program preliminarily built in the OS, the
authentication-service providing server 110 is not required to store the content
presentation-type user authentication program and the installation program, and the
client 120 is not required to store the installation program.
25  [0038]
[Functional Configuration of Content Presentation-Type Authentication System
according to First Embodiment]
A functional configuration of the content presentation-type authentication system
100 according to the first embodiment will be described below. FIG. 3 is a block

30 diagram showing respective functional configurations of the authentication-service
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A functional configuration of the content presentation-type authentication
system 100 according to the first enbodi nent will be described below. FIG
-3 is a block 30di agram showi ng respective functional configurations of the
“authentication-service providing server 110 and the client 120 in the
first enbodi ment to be achi eved by running the user-authentication support
application on the CPU 200 of the authentication-service providing server
110 whi | eovridiy mgvdrhel (cant ért clpnedaatiatthomirdtygebadseentawt feenthicatitgn program
on the CPU 253 of the client 120, based on the hardware 5 configurations
of the aih@at iteatysenawbenficaiéorpr owpeit ngrdispar amothan§Plhe2® iadnthe120
iIIustraaﬁg i.n FIG 2. [0039 l.n tvgﬁ]first0 nbodinent, each of a

downl oad® P EHUSHOTEREFLEOV ST E SR Pr OY e PR optegpresepiption-type

aut hent i ¢at LRz 95%0%% bEGuEsPUr SeeLVEE (Addt B00p8R1 1D the hardware

aut hentication-intornation transmtter 312 in the authentication-service
providi ngyr$igimeionsl 30 thesadhdrtetidoaalicblpaskdiag heavahlie day woepedtatioon

bet ween hardware, such as the CPU 200, the RAM 201 and the external /network
i nt er f acélug®8ed midGsaf t ware, such as the user-authentication support
applicat{gn in the authentication-service providing server 110. The

downl oadtd éahest receiver 301 is operable to receive a download 15 request
350 for do d thenti.catio r ram t itter 302
s oper abl e i g ORGSR BB so e RIOH5 s %R b 2R s, S PRER

downl oadyfRaHeSt I(2CeiaMeraudRhticdRnliRRFmaARLH-RGhak | 3bde@Rr PrAgr amdang, an

aut henti cation program 351 from program storage 303, and transmt them The
aut hEht i mebéntationfoforebiion-reguéstr BEtenver 3dtheintsaopesabice povidégei ve an
aut henti cati on-informati on request 352 for 20 authentication information
to be us®EdV¥driOting fhrdionghlpghashiataplsrby avgeratioh BpfticeRbPWRAIG BN i on

transm t ngI;ﬂ'g(){i) md BbFanA eret?(%%gagfsnggﬁot%ﬁrén%gr%c\éiﬁg, gm@iesoftware, such

authenticatlon-lHfor%%@?on reques

aut hent i gafybQRed AfRERREG ANSUPPIHEDbLERRRT Melhe3hlhentiCuiogadnEQ HSsRANRI NY
cont ent - added aut hentication informati on 353 from after-nmenti oned

aut hent i gatdront-0i nflae datinbrrdstQueag eccdit@r 38hds opanBlel b feteit® at drevidbident
25120, [0040] Each of program storage 303, password storage 306,

user 13 nf ¥saneH P o fgtdopatpad a6 the aushrngptiqnriredamit | dhe Tagray &asogitani)2

aut henticationsinformation stora eﬂgig?ﬁﬁo func %?Eﬁécgh%ﬁﬁdggﬂk%yable by

cooper at o H&tneB PPy E°CY 155
recetver 301, to read an installation program and an authentication program 351 from
program storage 303, and transmit them. The authentication-information-request
receiver 311 is operable to receive an authentication-information request 352 for
20 authentication information to be wused for the wuser authentication. The
authentication-information transmitter 312 is operable, in response to receiving the
authentication-information request 352 by the authentication-information-request
receiver 311, to read corresponding content-added authentication information 353 from
after-mentioned authentication-information storage 310, and transmit it to the client
25 120,
[0040]
Each of program storage 303, password storage 306, user-»informatién storage 307,
content-information storage 308 and authentication-information storage 310 is a
functional block achievable by cooperation between hardware, such as the CPU 200, the

30 RAM 201, the program storage subunit 206 and the information storage subunit 207,
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30RAM 201, the program storage subunit 206 and the information storage
subunit 207, and software, such as the user-authentication support
“application, in the authentication-service providing server 110. The
program storage 303 is operable to store therein the authentication program
to be run on the client 120, and the installation programfor installing
the authentication programonto the client 120. The password 5 storage 306
i s oper ablde fofiveror euttherngei thea wsenputhutofitieac huggfort hepplisgie, and the
one-tine-password derivation rule for the user | in a nutuallﬁéassociated

D,
manner . 2HREIHERION ST A ROV SH 1B dd V307 hp STesper ablrass Pistsaisradifelei n t he
user ID b ser s, 1d U ttribute i nfor I O . 1 he user
D i n sonsearry el ndlt 6%, Shohehfed TS AR Rafldid 555"

oper abl eyhgaft A GndtlIBREHR AuGANtARh HrBo@h &36MhOtent Q28 PTIY Blskidrdof
contents, content data for the content I D, and content-related information,

i n admutwakiy Assncogbrgde mansier. thehedn autubaenil cat eah- bhfilor metrs.oandtaor age 310
is operable to store therein the authentication information and the content
dat a f oronsdéne-prsspred desvatippgule;far shqriisaidD, yn syl assorEfdemanigs

t ent -.added henti cati inf iqQn. Th t ti i on-| nf ti
o e B g b AR 70 SR W0 s s R B B b D Al Lo o
i nf or matiQn hiy ﬁse@%ﬂ}’i&llt@tihiloﬁnﬁmo%y ’t%aesﬁk%pf‘[]@,sinaa BRI Skoci A0 FBYnePe

configured to store the content-added aut hentication information in a

vol ati | eTlrermian-iguehuias storiAM08[i1004dhblEas of tharein a content ID of each of
pattern-specifying-informati on generator 304, a verification-code creator
20 305 anpluzality ebeontenyd, contonit datit fog peecédnydnn gD uaridt coppat-radated fniprsnational bl ock
achievabl e b cogyer at i on, bet ween ﬂar dw%rée, such as the CPU 200 and t he RAM
201, and®sBf PWAREY astheprtes Manaey s e e GBI R G THRTAIRB ot 8Pl 0Kt i on, i n

the aut Hb‘i’\\?{ol Qe %ﬁ&?é{lh(fﬁe QItfPe‘ﬁ'uQétﬂQl 1?1%1'}528%'} gﬂQd thyagntgilt data for each of

pattern-specifying-infornmation generator I's operable to generate a

pl ural i t§te Ofisepaliiserin- 8 paGHANY NGsdoifi@d MBkrien &l @Bn@hvelelli MmGiictioaccor dance
25 with a given generation rule. The verification-code creator 305 is

oper abl einfonmegtieat elle ushinticganiiofvroeten bipraseadidngay he caslegurtdtoftomach of

t he users and the one-tine-password derivation rule for the user I D from
t he ﬁass%eﬁan@%%déaé aﬁ%@?tl%ﬁm wviﬁﬁn%twe 5riedVRRIEA RS RGP SBEY RV ADREN rul e

assocl at cﬁ%g"é@r%ﬂa} 3 c&?fg%urﬁlcﬂot Sod it gg@gﬁ@&@@@ aH@l%ﬁt?craHoé Bﬁgl-:’l’lfléitlt%g iR3sed on

each of t plurality gener at ern-specitying in mat1 on, and

30t hen subjtgehica@ri tacloiaRAed result to a one-way function operation, and
output the verification code to the authentication-information storage 310

t oget her[0@#tlh t he pattern-specifying information. The presentabl e-cont ent

specifying unit 309 is operable to specify the conte D of the content to
be forci bl y pileebhPyE-gres PR ar Rl ngratys a 98 o 6?{%%0%@48 AP but e

i nf demti(%”m%”&’ &J%Qm&b%-%&%ﬁtfs%'eé}%ﬁﬁ'g 'anlft LY %?Gncu%ﬂﬁ block achievable by
cooperation between hardware, such as the CPU 200 and the RAM 201, and software,
such as the user-authentication support application, in the authentication-service
providing server 110. The pattern-specifying-information generator 304 is operable to
generate a plurality of pattern-specifying information at a given timing in accordance

25  with a given generation rule. The verification-code creator 305 18 operable to create a
verification code by reading the user 1D of each of the users and the one-time-password
derivation rule for the user ID from the password storage 306, applying the
one-time-password derivation rule associated with the user ID to a presentation pattern
specified based on each of the plurality of generated pattermn-specifying information, and

30 then subjecting the obtained result to a one-way function operation, and output the

- 22 .



5out put the specified content ID to the authentication-information storage
310. [0042] Each of a downl oad-request transmtter 321, a program

- receiver 322, a user-ID input unit 324, an

“aut hentication-information-request transmitter 325, an

aut henti cation-information receiver 330, pattern display unit 334, a
one-tinme-password input unit 335 10 and a content presentation unit 337 in
t he cli emtifitDni sode fianbdt i mnehtiditiooknfohitévabloeadey 3 t@apgrtiatri emhbageween

har dwar e, such as the external/network interface 250, the user interface
251, thearpnrspsgidng mFamepe 253 heafpsgunllqapaients gperiag e HeitadPhelti cati on

program _in.the client 120. The wnl oad-.r st..transmiter 321.isS

bper aot ereBbl B f bn Pl B lat O A0SR e BT et PRe
aut hent i Gaki QRPLAIRE M er LG butd InREAMAMAIEGE Y BlenBRtd Sin@ReAB: &ki0 recei ve
the installation programand the authentication program 351. The user-I1D

I Nputs uriutpud 4k dpscifipét@hte Do decepienamtientiffpriaftidnoraget10. D of the user,
and output the entered user ID to each of the

aut hent i[8843loni nf or mati on-request transmitter 325, the after-mentioned

aut henti catjon-i nformati qn sel ector .332_and the after-nmentioned nt ent
Gl oot o 3aBehTiba Gy AT OHS T ReR PSR BOHGt St e Der 325 i s

oper abl g,£.0 [ @35, { a&t&%ﬁ@a;ogﬂg%o&ﬁaﬁége&ghgﬁ %faﬁaﬁik@misegymerﬁ%gﬁ&er

aut henti cation i nfornation e use r the user authentication. The

aut hent iigRkin@or ek R8I0 Paties AispRIy RH0334S 2 petiall gastWordaagit it 138
content - added aut hentication information 353. The pattern display unit 334
i s dper aplde dootegt ppbayatwnpmésSitiathicorliepat 1eisn foagedabinodk pdidveble bel ement
sequence created, 25 by the after-nentioned pattern-el enment-sequence

creat or 98BI bgeer MEIVBRsHER Y e SHtcRaknetess interfeiset bl B t8Taccept an

ent Y OfRoBliesd] e RARUSS thd U NS H9RS o RERR0RN L B RLERSULAL O

papternla!sp ayed tern dispray uni he content presentation
uni t 337%rb&aRPehalb &lfeh: fion.ci Py d.@@ﬁ@@@&ec@eaoammﬁtéroxt1h¢s yp@hpleb@dsed on a
gi ven nunber of content data selected by the content sel ector 336. 30[ 0043]
Each of tpmegitahe sibenhgéd r3@8staifd @utlhentoad aff itenatthdrocattn pogstor dde 331 is a
functional bl ock achi evabl e by cooperatjon between hardware, such as the
RAM 1252 Progamopeserss 3 i hePraioriratgestyesthsr syl istinn nfe285, andnihiesof t war e,
such as e _authenticati p rammi:n_the.cljent 120 .The program storage
395 o GHURaBrA R PR AT e 8P TR BB dl bl s PSR ANTea by The

progr amgfageiideND3IAZhe 148, AHIRMGRE HeadkQht Ltk DML SthO BN R3fon-S
operable to store therein the content-added authentication information 353

r ecei vednfiymbtien-sagtibe ntrarcatiftaon3inf oe neftdromntional \netheB83itiop-0ifddhatieach of an
aut hentication-information sel ector 332, a pattern-el enent-sequence 10
creator S3Bgtory ddht etid sehectdicramatiangy a WakRt autekeREi catd-on unife 338 is a

funct.i onal, bl.ock achi evabl e by cooper.atiop, between hardware, such as the

RANI 5 ST o Rt s b ARSI 28 RE“ ARt HenEraueT o<pr ogr am
in the clheaticaidQ.infhRadi REMst §8 FRRINRAAABE LAD S8R G5 8F w33 ol BeOPer abl e
to select one of a plurality of authentication information for the user ID

out put fusermuithentiosor | Dhe apientivaiitn-3ddymaaind rddiveudpiis dphabikeaebeatced
authentication information to each of the pattern-el enent-sequence creator
333 and thheonisat-adidet hamhdngegtiooninirimatig $ 53 Thééhp aetiern ndigpleymnit- Segisence
[ ern el ene sequence bas%% on
ormation

t 333 bl 1 g 1 1 | t
bat ter n-THEEIT 0 S Fht rSarFEen ROISTaPREE P PHE AL REN FORI6

recejsved, f o Hhé%e&%n@&gﬁ&&ﬁ‘%k&[&%@@&ﬁ@&&%@%?C‘Ti?é ot Rme APl @igput the
patteérn €l enent sequence to the

input unit 335 is operable to accept an entry of a one-time password from the user,

based on the presentation pattern displayed by the pattern display unit 334. The

content presentation unit 337 1s operable to forcibly present a content to the user, based

on a given number of content data selected by the content selector 336.

30 [0043]
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20.-pattern display unit 334. The content selector 336 is operable to

sel ectively read a given nunber of content data for the user |ID received

- fromthe user-1D input unit 324, fromthe authentication-informtion

" storage 331, and output the content data to the content presentation unit
337. The user authentication unit 338 is operable to conpare a code created
by subjecting the one-tine password entered fromthe one-tinme-password 25
input unit Bah b0 pideangoragy 3PuNEHI anhepiesaid-Brmanich tsheageesd f iicati on code
contained in the authentication information received fromthe

aut hent ifontticonl hlnélonetatvable et@peatiosdeiwesndardiren subleys dceRAdERPT.cal to

h ot her, t full thenticate th . 045
e B o AT ot Wl o st MO e st g 1
irs J - rati o c r: ian- e
aut hentica |g%ﬁ%§g%é%ﬁgké%# |ﬁgaﬁdﬁ®heqP? é%gg%b% |§£%g§ﬁ§ﬁﬁa%§%dgscryged

bel ow Fhépe therkihl M8 ahdeBSca@bn QeddriAGeiivddniey ant hograll REESS: BT t gecoNt ent
presentation-type authentication systemaccording to the first enbodi nent.

| n the putesessation-itfoenbtiors stosgbddil nempgrabketo stofeothamtn O, comredt-pddswor d
information for a user authentication, are registered aon the

aut hent i BHETBFALOB VOB dFs7y cd b ks authgnticpipminfyeatipr frcsivFaiilon st age
(S401).iﬁ§%hher, in a content registration stage (5402), content

i nf or math is registered on the authentication-service providing server
110. Then, [fndof QRtAMnAARI-AERSN Gt aN 3Nt PLRLA QR nihedueitest age
(5403), content-added authentication information is created for each of the
user10l0 drBsor bEBsaedcomrent Relectegid 34 endd wsesuthaftienimi ein 33Pas svordionsif or mat i on
and content information. Then, in a

cont ent - dededthimyalble hyicoapdrainn betweardarraracyah 65 thedm\ Nt igend a4yl t he

t ent - added t.henti i i nf ti i t m 1t f th
Ut hent | 2 1O SEPUTGeSBlog dih g LEP SRR 1GORGT HE (e e 128 TSN, in a
cont ent &@%ﬁ@iﬂ%&i’ﬁ{bg&%@%lééz@&ma\l%ﬁ@%td;&gﬁh@@o sbRge oﬁ&%’%@@? gi@alﬁ?”&fe”t I'S

forcibly presente user 0 Intends to be authenticated, based on

t he cont®nitendckdRg iaftirendi Catthotset MHayuml ifem terusthiD ugex uhiD30f, ddde user,
in connection with the user authentication. Subsequently, in a
cont nt -aditd dba salersert peberiteatiimérmatipote eechaddhe hitdroglosteatiecquengs) , it is

i the vt oo tehanfePeidoady Tt faa s doer have
b I d : f j I Gk
cen sel 8 Rlopafhia . chien: Fite! b Pidiualde! Va0l AUBRERALGRLAGR

i nformation h een used, e clien re-acqui res new cont

aut hent i ig@frinatlon NtodtaMEd O f iem ddiiendivddvant infahaOoh Sedceive@ Proayi dieng server
110. Each of the above stages will be nore specifically described bel ow.
[0046] 28{husEratRaghirmatiooselStagep. and oEp@.thg pitera clemgictranencs hodlieng t he

user_registration stage. AlLthough user au ntication in the first

oot oSO Rt Ck | IR FORCON SR {10 Ratls o SGRIEbt Ly be any
ot her us t e i.oN ent. ' far otk hegon or
authenti@g??ﬁ%m%%fﬁgg%%g%%ﬁéﬂﬁéGagﬁgﬁ?gggﬁ%ﬁ f?gpFV%e%ﬂggﬁﬁﬁ 63?%tends to
use a 30gent@btaueasiioatihRAnittRestatbhant | ead bapus eeviGReitrRNSH R a

downl oad request fromthe
content presentation unit 337. The user authentication unit 338 is operable to compare
a code created by subjecting the one-time password entered from the one-time-password
25 input unit 335 to the one-way function operation, and the verification code contained in
the authentication information received from the authentication-information selector
332, and, when they are identical to each other, to successfully authenticate the user.
[0045]

[Operation of Content Presentation-Type Authentication System according to Iirst

30 Embodiment]
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client 120 to the authentication-service providing server 110, by the

downl oad-request transmtter 321, in order to downl oad the content

" presentation-type user authentication program (S501). In the first

enbodi ment, the transmtting of the downl oad request fromthe client 120 is
performed by accessing a Wb page provided by the 5 authentication-service
provi ding server 110 to allow for downl oad of the program When the

downl oad- r eduestratiec @if visr c@0dntrpeesenssn-type addwaticamnreguesdicc(@oi2)p, the

aut henti cation-service providing server 110 requests the client to transmt
user at t'f Bt empedisicrhilbbe desentbedthelsy. oft1gn 4 allestiass pe optting REthgsatire such as

age and gender. (,.S503 e tranpsmtting. of the
e i g

.In the first enpbodi nent h
user - at t'fi if 8?%%%% ﬁsepga(ﬁ’ﬁgg}fpel %‘ng%c%técffnf SYHFeY 265P B 8 s St he user
to enterohRRiHSRr B el RUSs IfreriFat b al A Calkt iftoQhaRR, Ald ‘saséw&% of the
user (age and gender) in advance of the downl oad. en the client 120
r eceisvesinfdimatisefoatat nidpuirehdnntatomataro e gigepredsbn (1B Mjhentifigiodservider ansmi t's
the user attribute information fromthe client 120 (S505). In the first
enbodi neipvidingesaisasr [ Hht ior ¢ vse rapigvasionnstedendB4Mn. f Forharhen useontenit er f ace,

et 3 eSS, BLE RS R St 281
t henti 11Qn- [ i dj rent.i i QN-.s '
cu ert LIAR. AP e P Onp ket oot RO PRS0 ¥ 5o,

stores td@eusens)atditbmtidded BHGERREIONinfMknidien Us efenicaf fof BRL Anhstuesage 307
whil e adding a registration date thereto and assigning a user ID thereto

(S507) . IDs, thasedf bn she enpiottraventer femater. - paskopriatifomat®8 stdoragent307
stores therein the user 1D and the user attribute information in a nutually
associ at BPTRARer Thenyudi raceyehtimdpeputbentT o BEMRiIPY | 45aXISIPRT $79%at | on nay
further | udg, .bir d residence area _and hobby. or Y. be devoi d of
age, gen 2?‘1‘% eréﬁ%@?trﬁclﬁgnagtz' lafcaﬁ%b4{??°r§’§$ﬂrénfs ttﬁ%’smmega from ﬂle

aut hent | GchOANRRIVIVER BFAYAI RErvELN Y8 Mo 1O dIRACS26.NeTRANLEN content
presentation-type user authentication programand the installation program

f r om t heprpreogtiamiygkarsageutB8icaiich sthan$ADf s atdvarant & fohsblgliresehte® 20,2 by t he
programtransmtter 302 (S508).. The client 120 installs the content

pr esient atSForthoy pEendseto St Huhintisaed.obessd ogr abs synienerdded mpthemEcatingt al | ati on
program: Lved hy,the [ recei.ver 322 30(.5509). In the.fi.rst

Erbod nenprrekE otk R PO SRS REm ST W o i et e e ibTen o
manner asubkQuekd,t it NE eOMEANIIIBL- SRR RAG ADENREIYS EFe- A CREdeON

programin place of a user authentication based on a | ogon authentication
pr ogr am (Bads)t itindettdreniMidnatbstberal]l dfhephobligrt auhedBliod Specidion atoryd int he set up
change of the Wndows | ogon authentication programis
the client 120 1n a manner associated with the user IF})) of the user have been selected,
20 and, when all of the plurality of authentication information have been used, the client
120 re-acquires new content-added authentication information from the
authentication-service providing server 110. Each of the above stages will be more
spectifically described below.
[0046]
25 [User Registration Stage}
FIG. 5 1s a flowchart showing the user registration stage. Although user
authentication in the first embodiment is authentication for Windows (trademark) logon,
it may be any other user authentication, such as authentication for other OS logon or

authentication for corporate network logon. Firstly, a user who intends to use a

30 content presentation-type authentication service transmits a download request from the
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performed as follows. Firstly, the content presentation-type user

aut hentication programis created as a Wndows DLL file. In this exanple, a
- DLL file having a name "SnxG na.cl111" is created. Further, a program of an
aut henti cation screen inmage for Wndows | ogin is designated as data having
a key nane "G naDLL" in the follow ng 10registry | ocation: HKEY LOCAL

MACHI NF, YSOFTWAREYM cr osof t YW ndows NTYCur r ent Ver si onYW nl ogon A

W ndows' clisai 120 fortht egdantinatihentiveatirondimp datver il $0,ayDhbk dbivnbaliasqueg a nane
"megi na. d11", and configured as the aforenentioned data having the key nane
15" G naDFsMItgRSR |t Reordetta doxnang hp oy ekBiptipy-tynsWset aukeniipgtipn

"SnxG na, dl1", gan .authenti.catio ul e "SnmxG.n L" for 1nplenenting
an aut hanoPag: (B R B T e G TR ST o IR Pl B dur i nga
| ogon aut-hgnigecatid@niad qggl%rfo}_ﬂ_@d CONtRBLsSRE e F eNABL LAk LYRRILUS®Y the

aut henti cation program and the installation 20 program my be”an

i nt egr at acdhqariogioanervicess peatliog stiver above fhloac Gdud@ynldfie of nisd altdgadnh.on
program may be configured such that, when the user downl oads and then

starts tWaen ke develpibreaqpetgeesiverni 101 goepes disl dowdoatbiagheoddSHHB. dent ent
resent ation-type user authenticati rogramto the client 120.

Rt or na T e oA Dt Ry BtecsERt 400 sRueg B gt Qrisnt te i tehusr ogr am
and the j : j . tor i i such as
"o or UELRIGEERN OBLATABRE PRkl A Wl P LARORSIRA! N, P

user mayht NBisalembbigneBt, OfeaiFBnspiittdgt bR e nedtatiribuletinRimatiie r&pRie Rt
presentation-type user authentication programnmay be a | ogon authentication
pr oghfam prisiined hardquystingithe usem te brgeiihn dowsittriPhie indenataint miisetie éfrihor mat i on

b i db i e ided. b h ,
Y e SSSLENSE, Y, ASCeSTing, A el bage P SR DY LLIS - ciruitac o of
user at txre!: Vésetﬂen{l E-qmibﬁgdinfoﬂggtpo%n 5%64 !}%e PRI %%Er%itirﬁfé\e uge(:JrVW| oad of

y
t he conten pr esen%at Ion-type user gﬁ‘}hgetng | Cajll on program user

att ri but8uribdfcomdhia@n TRyn B EE@RSITOLEEE5) I AN Brad $BIboliBhedD the user
aut henti cati on-service provider by mail or the |like, and the

aut hent i adrs dre- gevviiclermaton tlem thaysanterfatd asuds ey a deybdaod)tistoi naebmat i on
I nt OI St hepaaggtoget}}g zim(til?etnitigzg]tiosn?sre\{\ifige? pl_porv?d\{rllgd iser;gerslelr()\,/ ?or trg'x}sgii‘z tryé(_)ig o?mgtriloei\l to
the authentication-service providing server 110. The authentication-service providing
server 110 receives the user attribute mformation (S506), and stores the user attribute
information i the user-information storage 307 while adding a registration date thereto
and assigning a user 1D thereto (S507). In the first embodiment, the user-information

20 storage 307 stores therein the user ID and the user attribute information in a mutually
associated manner illustrated in FIG. 6. The user attribute information may further
include birth date, residence area and hobby, or may be devoid of age, gender and
registration data,

[0647]

25 Then, the authentication-service providing server 110 reads the content
presentation-type user authentication program and the installation program from the
program storage 303 and transmits them to the client 120, by the program transmitter
302 (S508). The client 120 installs the content presentation-type user authentication

program by executing the installation program received by the program receiver 322

30 (S509). In the first embodiment, the installation unit to change a Windows setup in
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S5user interface. [0050] Then, the user who intends to be authenticated
regi sters a one-time-password derivation rule as a password, onto the

~aut hentication-service providing server 110. In this registration, when the
“content presentation-type user authentication program 10 installed on the
client 120 is run on the CPU 253 of the client 120, a screen inmage for
entering the user I D of the user who intends to register a

one-ti mesyohsswearitr detd vadtithn e prsseiagpl-aype diserTaehentichigonus@pragniner s t he
user | D through the user-ID input unit 324, and transmts the user IDto

t he aut hilped eheiwer seheitisatipy bsdedi iga degareputhapicai® pjocram hudspotige to
receiviaﬂrt e u%er |.D, the authentication-service providing server 110 15
checks WRERYYS ¥R (HEBEi ved user 1D is stored in the user-information

st orage %@Z8ﬁ3511)- When the user ID has already been stored, the
authenti%atlon-service provi ding server 110 transmts a set of 1st and
secorsd patt gpeciSRMg] fhel Qo BERLERIYIRO WRkows Passvalitbniiegict prakiani( 5512) .

If the user IDis unregistered, the authentication-service providing server
110 tr ansmiorsednesN®lvess agarstigndht henehi gmese@@tion-2pei nshir cattbetichtain an
unregi stered user I D has_been entered, and re-displays _an input screen

i mage f oPOBRPEIICHGedRe au¥Erdops Pldngle. i fn ey sxamwes. pPley &le gy ingagmsg I'n

response, : Vi n he sgt .of 1st and d pattern-specifying i.nformtion
(5519) TREGRRANY 8haR Ryl (ploge s80PSR s il O T ven

tinme intany@ves Beintided ficd hedddthatind 209 PR eGRuBPECiH Yﬂeﬁ%llbﬂzﬁx@;" mation,
and the user entérs a one-tine password two tines by selecting certain ones

of allpl ureglstry yoaafiopattern el ements contained in each of the 1st and 2nd
presentation patter in accordance with a one-tine-password derivation

ns . :
rule to be regifdley ebOBL NAGHEYEYSBH Y ARE¥MisraseR¥ Windywsr ansmi t's t he
entered 1st anﬁ¢§gg ongth .‘ﬁ%}smnrds to the authentication-service
30provi ding serv b i) 6%8%5%. T%ﬂﬁSZ] The aut hentication-service
providing el ehddd A MEdn bieddlaidhaRit ANPTHITRIPBAIHOLdRn(cS515)
Then, the authentication-service providing server 110 specifies the
one-ti metrpasisadit'd whdr cordiguend rael ticobfobdigentisned hasedaoingt e keanswmet t ed 1st
and 2nd
15 "GmaDLL". When the data having the above key is rewritten into "SmxGina.dll", a
logon authentication module "SmxGinaDLL" for implementing an authentication
process in the present invention will be invoked during a logon authentication.
[0049]
The content presentation-type user authentication program and the installation
20 program may be an integrated program. Instead of the above procedure, the
installation program may be configured such that, when the user downloads and then
starts the installation program, it is operable to download the content presentation-type
user authentication program to the client 120.°  Alternatively, the content
presentation-type user authentication program and the installation program may be
25 stored in a storage medium, such as a CD or a DVD, and transmitted to the user by mail
or the like, and the user may install the programs onto the client. TFurther, the content
presentation-type user authentication program may be a logon authentication program
preliminarily built in the Windows. The user attribute information may be registered

by accessing a Web page provided by the authentication-service providing server 110 to

30 allow for registration of user attribute information, independently of the procedure for
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5 pattern-specifying information and the received 1st and 2nd one-tine

passwords, and stores the one-tinme-password derivation rule in the password

- storage 306 of the authentication-service providing server 110 in a manner
associated with the user ID of the user (5516). In the first enbodi nent,

t he password storage 306 stores therein the user ID and the

one-tinme-password derivation rule in a nutually associ ated manner 10

i 'l ustratoschlomd Bf Gie FontFimepresdnkbeioatty be nsérc athemics@ny poerpnovibé ngerser ver

110 transm ts an OK nessage indicating that the password registration is

nor mal | AEBRoHiRnatiop mke be | traapnitidotion hgstspaiedni ftheptcation-sevirer esponse

to receiyving.the %(jor SSAGC I e G BREaba LR AR gy LGOI BESLG]

one-ti -passwgﬁal eriva%|0n rule ona |sﬁfay UAPt T herest "t o-al T ow t he

user to gehid Mrd RN et AR aRRSSINALiGn &% icY &b Qlink UWek/ef '}3(9 thr’g{é%}?}feat ed in

15FIG 5). Then, the user registration stage is conpleted. [ ] The
one- t5i messpassatucel derivation rule can be specified based on the 1st and 2nd
presentation patterns by generating the 1st and 2nd presentation patterns
in such &Va@hner that the 2nd presentation pattern becones |argely

different fromthe 1st 20 presentation pattern. If the one-tinme-password
deri vaton 107 Wadict 58 SIsBar o o BATACBRY PREES S dRa- BHIPDr BGEnt at | on
Pat & NSyt AIDR bELLANS BT S8 BH AU H.0RISEHKEIL 0 ot rRNST L new
pattern-specifying i nformation, and the client Wil repeatedly transmt a

one-t i mxhpassfdohasedn Ofic t ERitdi@ W adnt RI0R-tHRe Gkséry bik@ehtfthO6MBirb@am unti |
the one-tine-password derivation rule can be specified (not illustrated 25
in AG Btalal omteghicthB Opiatrae pn-tepe€Lf 353ny thetloentd £0.omsdreent ivagé iferst

embodi nent (s transmtted two at a tine fromthe authenticatjan-service
provi di n‘a“%}&/%ﬁ ugef gl qfﬁge B%Ft"@’uﬂrfﬂ?ﬁéﬂof S?E‘ﬁﬁ’fP&PB‘ﬁ%‘PaéﬁW?Faﬂeﬁéatf%nsm tted
one at | ey, Y r ]t ] t r r @t 4]

ST cont ol ineBfreliEY LIRS AR E ey AR BlorBtibMEunk 3384

content #fRGESEMAL HRAse! A0 th&hithédtkatidNeereioP RIS §@vdngosesNgr 1140
transmts an upload request for a content, to the authentication-service

provi di ngsmesy e 12dGviaS8dd JuserTYpi ¢lad bythemticotmt-earvice preddmigcervanf bildmat i on
such_ as %ré advertisement or product suppor.t 'knforma ion, or a pronotional
5 nuki ¢ GEcks ddsthebihearseeivpd vssr B ipwateed my b dpsr-ipioamelei Fagiay 'be one

sel ect Ed(gfs'i N 08! QUPLGONRY Sk ”ere%fdxnﬁé’gﬁ’ st%{e’ao"tﬁé ' af eﬁ@&iﬁﬁm-s@rv}?&m ogr aph,

a TV progra an ani matiron, a nusic and a cartobon. In I'rst enbodi nent,

the transgliddgn@rah tiharmonteatset B 9athiieguast paft{eﬁmgebﬁ‘yiﬁg RheAhatdhf eri ng
server 140 is performed by accessing a Wb page provided by the

aut hent i fvat imorpasevord c ecgprtmuddi (Rp IQer velf 1th® userallDows f anregh@radp| dad of a
content. In response to receiving the content-upload request (S802), the
aut hent | BARSIERAEBrFT e progidiey sy veies Vb franspts ?lhmsaée’r@@u%t“h?%tr cont ent

| nf ofyra t iﬂ)nm(d% Ee%)thatlarﬁ &n@ee igti rrnaatus?ﬂﬁ? %E%rrﬁegetni erhgr%d,t a[n%nl%fﬁiég}laitéfr%ganoﬂlp%ﬁhﬁg

content-lnf_orma Iron reque rom _e au ntrcatron-servic pI’QV _
server 1dQ.chSmpgt R LhREn DY BAUESELIYI M@ 0L 5y of content information

on the Web page. The content information includes a

[0051]

In response to receiving the set of Ist and 2nd pattern-specifying information

(S513), the client 120 displays Ist and 2nd presentation patterns at given time intervals

25  based on the 1st and 2nd pattern-specifying information, and the user enters a one-time

password two times by selecting certain ones of a plurality of pattern elements

contained in each of the Ist and 2nd presentation patterns, in accordance with a

one-time-password derivation rule 10 be registered by the user (S514)., The client 120

transmits the entered 1st and 2nd one-time passwords to the authentication-service

30 providing server 110 (S514).
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15- nane of a content offerer who intends to offer a content, content data
indicative of a detail of the content, and content-related information. The
~content-related information includes a content-presentation target user
condition. The content-presentation target user condition nay be gender
(man or worman) and/or age (e.g., teens to twenties) to which the content
offerer intends to present the content. The content-related 20 information
may i ncl{ld®8]any ot her informati on depending on a type or detail of a
content. In_response to receiving.the content-information request (S804),
the cont ent 1oF PERsHiGREATRrEYica BV iRtV nd Orpesieiths 18 ord 8AE OPsr'B¥mat i on on
the Wb page 10 rformthe transmit.ting of the.content.infaromtion (S805).
I espdhet e BTl by e MhBRRERE b A Rt M PR SGR) 1Rl b

aut hent i GRl AN pSSWYIL BerPalMh FhIBDLISBE UREr BALd TnOfhe StrandmitleRC Bk Vel 2g@nt ent
information in the content-infoonation storage 308 while assigning a

cont ént paBe@rgbcaifvon tebtmaiohemdrthe Bedehet eltso a(E80d pne-Tihe Eomveds,-andf or mat i on
storage 308 stores the content data, the content 11|, the content offerer

| D and t¥Ecedht ene-tmed-pasadordnflapaten grle it the massyarrd ylersgondPat &dtheanner

illustrated i.n FIG 9. [0055] 30Further, the paynent server 15Q_c be used
to por f GPIGHTIRE SR et BEREER 1{ha AR PLarHehSBr O 48 gPST der and
the Comtﬁ@Bsé?f(é?L@.r - I RHER! dfbodifet 288Sa é@ s@op‘fgecﬁ@ts%}%s {h%re%"thﬁ
advertisenent, t content offerer pays an aadvertisement ee to the

aut hent i\gait [[ONmaehyicge-tipiopdssesrd dasadownuia ih ol alunuphsiocdftedisRindtDs to

whi ch the advertisenent is delivered, or a total nunber of tinmes the
advellt i s8nerated & PiGeSentlben.ttbe aBhegfmron-Theicaprdading satveohl & oardngts

i di 110 .th tent offeri 40 ti f
payment AsOByBFebHeni5 it BaS e - Dyt G &t MBS APoHORRYBAP Hini ng so
as 10 | 3R APANTERE EPANES) | A TRKLPY, the,AhoNE (ARNENL. Jheygant ent

of fering server can specrfy a e con y the content offerer ID.
[ 0056] 1@h@aeHIaRt thdddederbd bike fink GRtdvand lefi eisRtuRL N 8RblapMinBtRGelf FI G
10 is a flowhart show ng a content-added-aut henticati on-information

cr eat i onostlagetheThses tos tademnthy ope-tsiarpdsswordodssivytige rflo (medlwittabedr mspect to
a pluraljty_of or all user IDs, or may be performed with respect to one of
t he lgserl‘lI ) THieE: e 35 rPEStElgR slege BiCoP R en timing. Typically, the given
timng igoatimng at which a new user 15 IDis registered, a timng at
whi ch tk[e at}t henti cati on-service providing server 110 receives an

aut hent i cat TRNoh&figleiRidvaNd degutish hifcaiman S?Eéiﬁéd BBRlIANEE 16 4@MNd120, or a
timng designated by after-nentioned authentication-information updater.

Fi r st | y,predestapat tpettasns gec péngratige i the dishatd dnd geeentation B0dmngeneuet @s a
plurality of pattern-specifying information in accordance with a_given
gener at i 'BHUED| T8t %oé&cf_pquﬁbﬁa@?ﬂ Inptten, geqpmirs plargely déffarat from e éStis to
geney.at -digit..ran n LV . a.pa rn_el enen uence or
2 bt emn Bt e O Ao PP P e P S R RS BIE s s A

pl ural i tpas@f oRahé akNasPeRd fydse@atidl Pri@hd Qe aliheni@KibASERIckORoEAde Creator
305 reads each of the user I1Ds, and the one-tinme-password derivation rule
for the ser 11D, villotruishet pawsptan-spaifage 3F6m{BibA02)d (hheeljent heill
verification-code creator 305 create a

repeatedly transmit a one-time password based on the new pattern-specifying
information, until the one-time-password derivation rule can be specified (not illustrated

25 in FIG. 5). Ablhough the pattern-specifying information in the first embodiment is
transmitted two at a time from the authentication-service providing server 110, the
pattern-specifying information may be transmitted one at a time, or may be transmitted
three or more at a time.

[0054]

30 [Content Registration Stage]



25.verification code by applying the one-tinme-password derivation rule for
each of the user IDs to each of a plurality of presentation patterns

. speci fied based on respective ones of the plurality of pattern-specifying
“information generated in accordance with the given generation rule, and
subj ecting the obtained result to a one-way function operation (S1003).

30[ 0057] In cases where the pattern-specifying information is a
pattern el eFERtS SCHURREDaktshONing A cOVRN i RifOkagPe Gkl Nde 2oRkgseNt ati on
pattern based on the pattern-specifying information is typically to arrange
a pl ur al ofteyingf seater erldOel teavemits ianclupded | rqtdse pat t €r costkeent siequence at
respective positions in the pattern format consisting of four 4 x 4 5

mat ri xestuliERedEn-seprce grpvading sprack he0 gagtler ntspieds vi peptemifisrseatison is a

pattern . val ue, a presentation patiern is specified by creating a

ot torn Drometh 488 RLEBELLIbGN Y RIS b SEBEMiRCe™ s dhg ng o
plurad i t %yt oPHILS R LHETBRIE 8 RG] UARALEN BN nkP #1a§ BeRAL LOERE HERENT
sequence at respective positions in the pattern forimat consisting of four 4
X 4 mat rthx ggoufFosnestmapd e neas, numevdl cal msdguentetdgpdphng UP propaii en seed

10 value is subjected to an encryption operation using it as one type of
initial aMnaEon, tiomgpiead & cHTqons efudivc Brshgvibagingengi thedrabipittimhgf the [ n this
exanmpl e, the given bit length is 256_ bits whi are _an information anount
enough {$ PP rw&%éw%ﬁa%ﬁmﬁ RS %@P@fﬁ»‘%ﬂ Y AU al s. The
encrypti i G I - pr i.call l.udi ng an
o g nal aorary day HBCRE BE ot AR o A P BIRE A,

result, wiekl @Sa aomash TWAGHOHRO 16 RESALh® MheOkonenCAPRBN TKRYtEISGDYPHON
operation. For exanple, the SHA-256 may be used as a hash function to
encrypt athpndguionrrervicruprerides sesay Uéfldrngoitas reqregrfent@tent 8B +:bationsequence.

Al ternatjyely, .the ABS may be used as a co n- key encryption operation to
create a&%@y- f J%?ﬁ@aﬁfﬁt SEbPrT ﬁgﬁgﬁpw%%%@@ RRNEHEREIOR ToBiESh; t
nunmeric I; e -set. usi t K to create
2 256- by { D EREG PR BB L B iR LG OB Sl et R B 49 i o
deci mal @yesfadontandn@ridtic Gh the Wl gleei STRX b6k el drhahi&f LMde of orm a
pattern el ement sequence. The extraction of the 64-digit numeral my be
achi Bvedansi ¢iga amyeguiffabl ehopaeratsi tomffes ucdongst, elonhnddta omdioftivant a
unnecessc?r% htj gher-order bit sequence or an unpecessary |ower-order bit
sequenc e St oIghG cepte, ankeonsant-rlyed migrmptione nd it FYRepAEiReH AnlvEyate

speci fi e : : i rdance with a given
oo, 1 P RASoE o8 BELhEO, RIS WALUGALY, TP EEAAREG I ifstln

sni ffi nguseF cdrfiigtidd i@y tehRndéraseAt@ti@RaDanlie: e A R0kehe 16 PR&Itb @ unl ess
the given rule is known. Thus, even if a one-tine password entered based on
t he presemtht thoncqutittepfieics isteoliertp pilreerdnibet coreerpas sier dodtentirelmtddon rul e

canngt be_specified, so that it 30hecones possjble to provide hi %h
secul t yOERREQREMaYaingide Ay SR dinMIBoePEKINEs el @ iRe BniiHAIGn with a

user ID i f esent at | attern. For exanpl ttern el enment
s_equenceéolﬁ;kse%{gﬁg?Zl(rr\{llerr{'3 ﬁoglafp :ion_%%cﬁié:vﬁgga%%a(%ﬁ 18 —%rﬁ%rtn}a%gptrﬁ%qr}g%&%ﬁh ﬁﬁ% ﬁgli”fimdefi ned
W th TesfRetst @ridie) A0 eRicRAk P Rrafdmits e@ﬁt&&rﬁf&%@im\/%ualeaMbapégﬁe{o ID, it
is extrenely difficult to estimate the pattern seed value and the user ID

only fromfohe thattiesmitt@élecoetht cobteseiglientdon TY§5gal nyrespnps esatiatngon
pattern is specified usi ng t he conbination of a pattern seed value and a
user | D e copfent phamgtion 1H3G63 thg arihentiqajorfiervisgmsovidingeervas 1 hatordsn t he

b le b . Ly . tt . d | ue. he .comhi nat i f
ot tor n SRRt g i Focogem i KAl Cuiareh 0k g STEEE 4 D cach
expr essegas: ) hgaadesk ggammheﬂgﬁy(s%vf0ni*ﬂerz;%qtehfz&%rn%off%to@ggeany

sui t abl e operation, suc
308 stores the content data, the content ID, the content offerer ID and the
content-related information, in a mutually associated manner illustrated in FIG, 9.

[0055]

30 Further, the payment server 150 can be used to perform online payment between
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10. conjunction, addition, subtraction or exclusive OR As above, a pattern
seed value may be used in conbination with a user ID. This nmakes it further
difficult for a malicious third person to specify a presentation pattern,
"so that it becomes possible to provide higher security. [0058] 15Then, the
present abl e-content specifying unit 309 perforns a processing of specifying
a content to be forcibly present to each of the users, based on the user

at {1l but @elafhorflibeSednd dbAAGORHAR c&RLAIARGN QUERLILOT, cRREGHIHL! 1Y,

t he presentabl e-content specifying unit 309 reads e user and t he user
at t ri but éeiohentit aroadfersniche this esntémfoiferat poR St arvagReBOM, feand theads the
content ID, the 20 content data and the content-related information from

t he cont &rbiigatnmgtviem psavidaigbessd oo s1oekl)nuntisew! wit FDs éspddth the each of

t he user t he .pr.esent abl e-cont ent specifying unit 309 specifies a

ol ur a1 ¢GRS RET AOHE BYTo B S HALBII SORTERLES EHEISBATE PROBRIE G0

i nf orqmat | a | ] - : SHI - entation
targer USor candi TSl E R ok iRt LD P AR Br S

associ at pt) wotdésiaadbr phyrhdie is 2perpblurialactdts he pRRhENsehDS 166 al @QBYen For
exanpl e, when user attribute information associated with a user | D "U000"

i s " gendening=so"ayonussle anphyrage teqrest 16" making ot emtve | BytheO00 Thhavitant a

content-presentati target. _user condition defined as "gender" - "woman"
and "agéﬁég”@ﬁé%ﬁgﬁﬂ]§m§$@€ﬁ¢?%ﬁﬂ%§”§ﬂﬁpégﬁﬂﬁ§ﬁmé0§@ﬁfEﬁt for the user ID
"13000". ver, a content ID "C001" having a content-presentation target
user 30condition defined as "gender" = "man" and "age" = "teens" is not

specid i ed asCanteRIRRRALARNS A ERtorh@fiod DRH8E KD “U000". In cases where
the content is a pay content such as a nusic, the content-presentation

target user Fandidt isor rfywvdhag| sideviag condintenoaddddatuti@ntisgioniisfoampidrchaser of
the pay content, and the user attribute information nmay include information
i ndi cat | EAtOP skiget h&is atags @rayiby snplipneousbieperfimed aviapsneehioamluraty 1 n this

manner, a. content.offerer.can_.present, a content |y to,users.who desire to
present ho(e% a_(izl 6§freln > 01965 i P erfgmfaaéﬂ% rﬁgéegggoo%etﬁgh%‘llﬁﬁf gi’lsit yﬁ%ﬁ‘ stage
pat t er n-igRRgkA i NGVEDERTIRT ITQR;And thdheval %ﬁlggoﬁsﬁ t{?ﬁ‘n%/ ﬁ{ Whikf dhbRnsgodes
received fromthe verification-code crfeator 5 an e plurality of 10
speci¥ i eldd condgintred,Ds tineiogi arewhith oie tivdepicadentablce-gontipnt sespeci foyi ng uni t
309, the authentication-infounation storage 310 stores therein a plurality
of aut helRE§i¥egtanonthentisptiparinbrmpeem waeest Hpm dealigranentiosed elight A2GIairal ity of
t he conte ﬂldeha ea p %ya%qkn Loﬂa {ggpect've one o theF.Iﬁr_lity of
speci fied conteft Tosy WtHY @%§6§1f81 CRB M P AR LR Ds E% @%@)_ As
used in ftdhesh-gREGHHESAbHARIon hOBIRBIOBeGONEak Bl P pRt L Rpd ki Qf

information in accordance with a given generation rule (S1001). Typically, the given

20 generation rule is to generate a 64-digit random number serving as a pattern element

sequence or a pattern seed value, and form the generated random number into the

plurality of pattern-specifying information. The verification-code creator 305 reads

each of the user 1Ds, and the one-time-password derivation rule for the user ID, from

the password storage 306 (S1002). Then, the verification-code creator 305 create a

25 verification code by applying the one-time-password derivation rule for each of the user

IDs to each of a plurality of presentation patterns specified based on respective ones of

the plurality of pattern-specifying information generated in accordance with the given

generation rule, and subjecting the obtained result to a one-way function operation

(S1003).
30 [0057]
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15.authentication information and the plurality of content data will be
referred to as "content-added authentication information". Each of the

- plurality of authentication information contains one of the plurality of
"the pattern-specifying informati on, and one of the plurality of
verification codes which is created based on the pattern-specifying
informati on and the one-tinme-password derivation rule. The 20

aut hent i cat ir0Basef gk rmihe RhtstPERE@yYiIRL OnBhRLER e pRtdif Aldnidht 9fquence

aut henti cation informati on each containing the pattern-specifylng

i nf or matiiseH. agitven melevier mcmfamg@rprwdemolapettetm@amdmnaﬂhe pyitofi-spanfyent  dat a,
in a manner assom atec} w th each of the user as |IIustrated in FIG 11.

The aut hlé‘ 'PEYeR BriviAE B’rtﬁe?ﬁaﬁﬁe %Pbﬁrféﬁéoéﬂ@teﬁlh?e&eéqs IPh quldl n @%Raétﬁltne and

25 aut hen I catl I"on reques
cont ent - adgiges. alﬁuﬂﬁ&t '119 @éée@ WheRf @ %@té@@p%ﬁr@flﬁ&ﬁ{aﬁgn 'i@& %at'%?ﬂ‘é@édat ile

menory, such as a hard di sk, or oredin a volatile nenory, such as
a RAM Beded aq;nespnelmmpatmmhy sm:é‘aetdl mgeremthgst patieng elehenc eigtent tasidied

aut hentication information, the content-added authentication information
can be p?rbﬁhed%emrse%g@i@%se@ tagrageing @t Heetiiycel nadiam dempdts itpiedednn thequest

f th I d.Alt at , _aft th
cont ent -RRGESEHERPERCEHIHET Af B ASET SRR O ¥ Ve@é“f@%?’é%ﬁ‘@% in

respons . ca r
ey AR O S L BT R

aut hiént i edilid Breubftted MatanOdch8ade Spefliyn beink BMROLAE iy St VIR vhRieOfoder to
transmit it to the client 120. In this case, it is preferable to store the

5 cont edfeataddideausnpehaviens gon ibitforatnt i lonhis mxample) Gt ighenmignergth issuch as a
RAM Thi kes .it possi Ie t.o reduce a required storage capacity of a hard
di sk or THEIS R pEGRG C{%&H%ﬁw%&@aus&ﬁrfé?ﬁt?emsslﬁawwm &
Acqui si t ] [

éoglgle%tl@g? 64 Ilmgher}l% %F%feg{;lﬁ'ﬁﬁmoﬁefgpacqw B Ay twéqe czié)ablle of,

content - aut hentication t1ron nthis

stage, ipraatiBnqredl@dibis eh aidingnhit@idaPRequbh& EloheBkin Z&rﬂr@ﬂtﬁdrﬁsant he
cont ent - added aut hentication information containing the plurality of

aut hlent i agtdton iesdlor mtn f@n aahbht hiacipdruoatratign of T ootent-dat encryptom t he

aut henti catl on-s I’VI ce g M‘g agrver 110. Basg ofn the lurality of

aut hent |?§3§f3} R | ‘Fxr?ﬁm g AR dNayRPe ped decfl PEgiuRglifteiR ClgeEpe &

aut hent | gdditaa WIARHIRIElncl 18 o % E1ERM 2 I2B L R 43 L RELT G L he
ien

user authentication plur even wheh 0"i’s not

connect edES mih®e SEEY &K, a lcoRmonlleyaéhcdftiohi diRrfoat @, cibite HEBY from a
aut hentication can be perforned a plural nunber of tinmes which is equal to

t he nunbedadined memaut eqencatndanérppior AdG-biomucwentai sequerica apprepeaaglyi r ed

cont gnt - added autp gti cation infor rrg%l on. This stage wi_ll be nore,
spec% | C%{ﬁsg,t WHEARE BRYSHaY Ml@?ﬁ@fﬁ.@é t sequence. Then, the 256-bit sequence is

converted to a 77-digit decimal numeral, and a 64-digit numeral is extracted therefrom
to form a pattern element sequence. The extraction of the 64-digit numeral may be
achieved using any suitable operation, such as elimination of an unnecessary
higher-order bit sequence or an unnecessary lower-order bit sequence, or division. As
25  above, a presentation paftern may be specified based on a pattern seed value and in
accordance with a given rule. In this case, even if the pattern seed value is stolen
through sniffing or the like, the presentation pattern cannot be specified unless the given
rule is known. Thus, even if a one-time password entered based on the presentation
pattern is stolen, the one-time-password dertvation rule cannot be specified, so that it

30 becomes possible to provide high security. Further, a pattern seed value may be used
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Firstly, before the user authentication, a user who intends to be
authenticated transmits an authentication-information request for the

- authentication information, to the authentication-service providing server
110 through the authentication-information-request transmtter 325 of the
client 120 (51201). The 25aut hentication-information request contains a
user I D of the user who intends to be authenticated. In the first

enbodi meintcombhetibs @ dsti MPiofpetifea pribhenidncaiitean- iRk exdmile, Qpateguest s
performed by accessing a Wb page provided by the authentication-service
provi di ngjementsequendistagneitledun Feth aggurgithitontlofigh Memaqitchedtfingd twitin
information, angd entering the user ID of the user_on.the Wb page to

30r equest RSt tottﬁ%c%}flﬁ@fﬂg“i ‘ttg‘tl?a(‘jtﬁmi %’?Fgwﬁ?? ?'uﬁqféDal}%%’ﬁ’EWg)[ i?'gtgc-%ter vi ce
provi di 1 reakl i nfar Lon i est

cont ai nint%g tﬁe?ecrag%eeﬂy%g%g§gérdvﬁ%u% Pa glgztlrﬁhgt]% g%l H?r éll#?{}%(gerﬂc F(re%%ter%zﬁl, r%gﬁtd

extr act ssetiiiicts eTydifdify! amrtRataties Qjaresd BUpbefkl GalnbORe Icok®iXabL QR of equest ,
t hrough t he aut hentication-informati on-request receiver 311 (51202). Then,
t he aut hereirceed onlus end i @ecrgPoasi ahicrigpesafrivigial 1410e, rie dessatrieenarmephsuhal i ty of
aut hentication information and the plurality of content data each

associ at 8dNGiAPAVE FEIERE Pt el Y PO fh Y adthBstoERnaEAR (% faor mat i on

st or age nd transmts the read content-added authentication

it or et i S0 MUEARTL S 3 RN GR L AR e A ROt Rt et on
transni tﬁe%d&%%al(rﬁﬁq?e@ﬁ)maym@c&ﬁ@iﬁa@@%ﬁg@%?@siﬂg%ﬁg@hitzﬁﬁé hgaaﬁd?{ Qhdfpsd on to be
transmtted by the authertication-information 10 transmtter 312 nmay

contdi n alnfunofiot, heldaishhewtittacadn on ekciligredii.onAantowont @intrrdated wlered in
the authentication-information storage 310 in a manner associated with the
user | D BAY thieeusgd dp copibingign cvilt i wer IBar € hisf mpkesnt sy, diffisaltcior ent 120

recei ves_the cot]ﬁt?nt-ad ed aut henti cation 'nfor%i orlﬁthrough i%Igee
aut hent | BAYTRY- PHE SPIRE 1o iPSeEY & WSt D PAHE s FOFBE L IO PECRINAY ©
cont ent - addad hautheptigation information in the 15

aut hentication-1nfoonation storage 331 of the client 120 in a manner

associ at@dssi th the entered user I D. The authentication-information storage
331 of the client 120 stores the content-added authentication information
in the sameThethnde prssankadic-¢oni¢tiespgainaat oati08nperifrov matitosessingrefge 310 of

t he aut hent.i.cati on-servi ce proyj din erver, 110 as illustrated in FIG 11.
Thr ough THECARO OB 40 1 G or s REREET Cathih th godm HEH Prats o

| f o Mt BibuROT HERPARY] Nfind Opkh e oRIELEHS B RS, St Aedront h,ol | ent

120 to allow the plurality of user authentications to be per based

t her eon. prAsenabtvénntdnh espedtigntimadded raadshenrt weat IMmndnfer okt i ARibug St ored
on the client 120, so that it is not necessary to ensure connection between
the cli eiformppomrtpm Hee seervieformagotdragy 805 uslercadstthentiteat idntheand t he

e PULIGIL SoLL00 T, RE,DELL R, 2 Bl ULl nunter of, 251 Lnes wh ch T
PLorss oan ppadoadmul ki gn LR PLPOAEL At oL LRt 2 e
specifying unit 309 specifies a plurality of the content IDs on condition that the user
attribute information associated with the user 1D satisfies the content-presentation target
user condition contained in the content-related information associated with each of the
25 plurality of content IDs (S1005). For example, when user attribute information
associated with a user ID "UG00" is "gender" = "woman" and "age" = "15", a content ID
"CO00" having a content-presentation target user condition defined as "gender” =
"woman" and "age" = "teens" is specified as a presentable content for the user ID
"U000". However, a content ID "CO0!" having a content-presentation target user

LAl

30  condition defined as "gender man" and "age" = "teens" is not specified as a

- 33 .



FIG 13 is a flowhart show ng a content presentation-type authentication
stage. 30Firstly, the user-ID input unit 324 of the client 120 accepts an
~entry of a user IDfroma wuser (S1301). In the first enbodi nent, a W ndows
"l ogon aut hentication screen inmage A 1400 is displayed on a display unit to
pronpt the user to enter his/her user ID, and the user enters the user ID
into a user nane field on the | ogon authentication screen imge A In |ogon
to W ndousscaabri tonteit Wor khe asepdie "oho@'. donwiagesnehyortke asn@nt ¢garpay
Sdestination is entered into a | ogon destination field. [0063] Then,

t he aut Fenteht audhors-4 psicniici contesepwsedation3arast usdiecopditientmap2mickde act i vel y
reads one 81 tWﬁ pIuraIitﬁrgf au henticationﬁ%ﬂﬁornatio stgred in the

aut hent iCAtHGRHHLIFTTEE P BRCSE6H 8%@‘3?%1 CPmey: BHSASEHRVELEATHOR t he

ent er ed rHa%ﬁirncque i%@%rﬂat%ﬁggcgigﬁ%%f el 2 aHs¥EN ar;}blr&agéjosf%%%’l &nﬁeﬂg first

enbodi ment’, 1n a perio ore newly acquiring ‘content-a aut henti cati on
i nf osnatih aRisf mefAd he canthesifireatidPreagtivi eentpitoniigdihdisservir dd@, oaf ter one
of the plurality of stored authentication infornmation is selected and used
f or one po¢sethibepbutel ity of user authentications, the already sel ected

aut hentication information will not be selected for 15 any one of the
remai ni nf%%¥er aut hentications. In this case, a different presentation
pattern canype di splayed for.each of the.user. authenticatio .so that a
brut e for ce it 2eRa MR oL P duf e N R PR a5E e ey Y o

exanpl e,yekifc SRt esH A Kle8i vkl Srot eV crcali iR e e A 8Ho A NG 116 8fhAhy| if Or mati on
is 100, the user authentication can be successively perforned 180 tinmes in
a pdii odpbefied eoatequlild rgeinedviaut enpiesaitdibbnc@erit ripocifiatg anit Merhet he
nunber of non-sel ected ones of the authentication information gets fewer,
an al ar vtisatiegionngiornatigrastordgs di S plteaigedberyinen Ripralist of arthangiegiont y of

authenti.cation inpforpmation are . selected, .new user authentication. cannot be
per 1 or mii oA b o6 ca g oRie 55 ABRcUF eIy R SonPR Ceicl debiisge
sel ecti vglayreERAES: nediMED pIUMUTRE L QecHRIU &Rent IDs, with respect to each of the

user [Ds (S1006).  As used in this specification, information containing the plurality of

15 authentication information and the plurality of content data will be referred to as
"content-added authentication information”. FEach of the plurality of authentication
mformation contains one of the plurality of the pattern-specifying imformation, and one
of the plurality of verification codes which is created based on the pattern-specifying
information  and  the  one-time-password  derivation  rule. The

20 authentication-information storage 310 stores the plurality of authentication information
each containing the pattern-specifying information and the verification code, and the
plurality of content data, in a manner associated with each of the user IDs as illustrated
in FIG. 11. The authentication-information storage 310 may preliminarily create and
store therein the content-added authentication information in advance of an

25  authentication-information request from the client 120. The content-added
authentication information may be stored in a nonvolatile memory, such as a hard disk,
or may be stored in a volatile memory, such as a RAM. Based on preliminarily
creating and storing the content-added authentication information, the content-added
authentication information can be provided in response to an authentication-

30  information request from the client, in a minimum server load.  Alternatively, after the
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data fromthe plurality of content data stored in the

aut hentication-informati on storage 331 in a manner associated with the
-entered user ID, in accordance with a given rule, and the content
presentation unit 337 forcibly presents one or nore contents to the user
based on the given nunber of selected content data (S1303). Typically, the
given rule 30for selecting the content data is to select the content data
i n or dercoatenreddedyavaddties®noffonhdienautchent isegt ii9drret ohnetpone 3b ahage 331.
In the first enbodinent, in a period before acquiring and storing new

cont ent -adwaticaionHeRrmeser owueHi eprantasied raythenfeatignt InEnmiaten icotiicsler vi ce
providigg server[}lo,.af er one‘or.nnre.qj t he pIuraIit% of content data is
sel ect edf 8F YT ofOﬁt%aed[panu%|av*él§ntb0rauag-é? U HENER S MBREE WRBOET Meady

sel ect edy 3.6 9NLRAE IR Rm iL{o ﬂﬂgtchgﬁ 198! eqf &g %a%, i?ﬁyprg%&b%ftotsﬂﬁd el ni ng
user authentications. Further, the content selector 3 I's operable to

sel et tht@eal@atagd@hdcdtidnSuohnaidminnetolifatmendiensuah las @fRAlle @hr al ity of
stored authentication infornmation are selected, all of the plurality of
stored contentpaabk taraluseh exued] sthoee expaepl ef a hivd dehmrgg likkat a i s
contained in the content-added authentication information three tinmes the
nunber of®%f¥e 10 authentication information, and the content selector 336
is operableto.select . .three . of. al ity -of ent data for each of
the plurali {@Onﬁn‘%ﬁ%eg&redéﬁ’u%ﬂ%%}% Jlmé)%pl%g’%‘%{l%A{C%lgﬁlggg%’gﬁt i s guaranteed that
all of the plwrabity OffieRRAENhUAA 4 rRR&H-hdRE-FiRMiEMBn-information

aut henti cation-service providing server 110 are forcibly presented to the
userll n mqnslticabitegararinghis stiyiec hn nalkescel to ess yautlenticgione tiutlitdiel XWunber of
actual presentations of 15 each content. Thus, in cases where the content

i s an adifepiress difesontephadsad eduthestiping feeredionpeontpiaiel jhec Alelitat @d.

Typi cal | after entering the yser ID.of . .the user into.the user nane field
in the V%%ﬁ%ﬂggﬁgboﬁggﬂyﬁgﬂtfigtﬁ%ﬁ §@P@gh’iﬁggém &&hoém?b HE&heéc for the
user autHendkieAldnoR rald pR ML s Pl 1dY | Besed &pg&g%l%hneaﬁ infRddEeRicCT een
image B 1402 including a presentation pattern 1403, edch of the thee

cont ent sint@mdtisplcay@thednnah? Geqorideaintpnedént atthemicadse emfoimage, 101 for 5
seconds. In this process, the user is looking at the display unit for the
userllaut Hient 1%1@@39‘3"@%8) peifrmithe wes aubentrgyen plugal tigncsak Ehpsh svapswhent o

reliably,logk at..ar.listen t e content..[0065] Then, th
pattern-%Féﬁgﬂfﬁggqﬁe‘%eugwgﬁ?%goﬁgﬁ %?w¥héLtPFe 0%%6“%?@§%é3eémﬁéttern 25
el ement gequeRaRiased ap@ﬁom% PRALEL HORDRLSH AMbDGhicRi QLRI {ORe GaRbA ned in
the selected authentication information, and the pattern display unit 334
Creat es @fithe nmpenthtien presanbatémanghin the BegldOd comtembrddbd autpdmsicatidrt y  of
pattern el enents included in the created pattern el ement sequence are

ar r angedinfarmatiepecthiy stagowilt heonerei speelipy bt describgd bgloveonsi sti ng of four 4 x
4 nq%{ixgﬁ 1and di splays the created i mage (S1304). The 30presentation

pat tern ﬁ:%e specified based on the pattern-specifying information and in

Firstly, before the user authentication, a user who intends to be authenticated
transmits an authentication-information request for the authentication information, to
the authentication-service providing server 110 through the
authentication-information-request transmitter 325 of the client 120 (S1201). The

25  authentication-information request contains a user ID of the user who intends to be
authenticated. In the first embodiment, the transmitting of the
authentication-information request is performed by accessing a Web page provided by
the authentication-service providing server 110 to allow for acquisition of the
authentication information, and entering the user ID of the user on the Web page to

30 request for the authentication information. The authentication-service providing server
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accordance with the given rule described in connection with the
verification-code creator 305. Typically, as shown in FIG 14, follow ng
~the content presentation screen i mage 1401, the | ogon authentication screen
“image B 1402 including the presentation pattern 1403 is displayed on the

di splay screen of the client 120. In cases where the 5
pattern-specification information is a pattern el enent sequence itself, the
pat t er n- ellerenives el antentoadat-arfodddione@dsest henpafiienie eherm@ntisesgguence
fromthe selected authentication information, and directly output the read
pattern Ensmaid deguetice ciantt h. pand extraes speaysani® 8m thoosejivabThen,

t he user o.ntends to.be authentjcated.enters a ane-tjine password as a
osul t ot EEpHFGRoslRgE o RHBL ShrORHE P comRnGioBRER e ERr BB at

speci fi Cre@&%rtjlc?_r@w@ft hen@, Wﬂftﬁ&ﬂti@ﬁiog@ste}\%@ B‘vﬁﬂlﬁ%&?\%r%otr&%s HSpl ay
screen of the client 120, 1n a given order, |.%., applying the user's

one- t3 neplpasiswer dititericyadn afrindien il hBelpieseTtahic-andaati@rasck4da through
the one-time-password input unit 335 (S1305). Then, the user 15

aut hent i wékitbe axtiacte@3&enflDy Heorg | the rautlkeR0catwnpaiesatore oteager 8 #.eahdoy

subj ecting the one-tine pas rd entered .through the one-tjne-password

i nput unfSELE f%f%ﬂﬂéO&Wé‘é-a%%faaH@ml@ﬁoaﬁ OEPRER ghaebyat 1l Hirpwh
verificatlo ont. al S n e d ntication infar ion
(S1307) e nd SR RS ARG SRRy OB TR0 Bl oRut R

aut hent i gak@Sicith® UBRImafidn tle eWaraf@fiRSdabhe AR JdRAtiiSfRh.inRrRLGseNt ation
20 pattern may be re-di spl ayed based on the pattern-specifying informtion
t o plonptramishéttars®l? trayr enérit el af Oreatthanticpiss wdochatiSh 304, cc®1805)ta The
presentation pattern to be re-displayed nay be created based on a newy

sel ect eds!Prat tiathe apbentspipgnipmstisatBazo? [ iy ajeanser aisedialsd widugheng t he
previ ous er-n-speci fying inf.ormati Further, the r ine.may, return to
S 1301 t%ggﬁoﬁﬁgkiﬁ%“dgéPd gorEnd fﬁﬁgﬁ%%muSéﬂmkﬁPeews‘32@f%§9@3 function
oper at i ofhnkt-REIS eff@licRAiANSafokIBI RASEMREE kR tRehhiifM hHrhdentical to
t he one-way function operation used for creating the verification code

cont ai neccéivert 31, and hentd tatreotivddnéconanmahidsd anhdoltieathunt indstriaciat ii@mheser vi ce
provi di ng senver.,[OOG?l The content nmay be presented at a given
posi 11 ondidenéigtipnonfarmatipn gerresddLioehbachientli28nn 8 sraseer dsreriptedwith ¢ and t he

| ogon aut henti cation . screen i.mage .B. 1402 ﬁhile di spl ayi n h,of the
- screen !%%38%?“%# ma é“@F@égﬁg@dn%TP@W”% 8%@%33Lfgfﬁ%CW%@§2BSK““
aut hent | GatéARntMAR 2SHERRIBo P infRRati RO AU RERT hEARdORs tﬁatCQﬂm@ er
operation is precluded for a certain tinme due to a process, such as
conput er atblemticpionciasmalibnm storabiar 3 dgoft thieSaylesnitiogliont desvicoptoeiding agrvhe
forcibly presented to the user without inposing a
110 as illustrated in FIG. 11. Through the above operation, the content-added
20 authentication information corresponding to the entered user ID is stored on the client
120 to allow the plurality of user authentications to be performed based thereon. As
above, the content-added authentication information is stored on the client 120, so that it
1s not necessary to ensure connection between the client 120 and the server 110 during
the user authentication, and the user authentication can be performed a plural number of
25  times which is equal to the number of the authentication information contained in the
stored content-added authentication information, in the off-line state.
[0062]
[Content Presentation-Type Authentication Stage]

FIG. 13 is a flowchart showing a content presentation-type authentication stage.

30 Firstly, the user-ID input unit 324 of the client 120 accepts an entry of a user ID from a
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5 burden on the user. In cases where the content is a nusic, it may be
conti nuously output during the | ogon authentication process. [0068]

- Based on presenting a content in connection with the user authentication, a
user operating a client for the user authentication certainly |ooks at or
listens to the content. 10 In addition, a content to be presented is
appropriately specified on a user-by-user basis in accordance with the

cont ent -ipeesdif Bt i dmtheafiigetmbsimentondVindons lentduttenbecatisescreanithagwek at  or
listen to a content which _ arouses his/her interest. In cases mhgre t he

cont ent A§4%15éjéﬁl?§-”ry?ii§€ﬁémp]ay ltmﬁ @ PERIBPUEAT BEd el higBerapeidt radhent i s
| ooked at_or ened Q._hy a t.e so..t hat Y effects
conbe Dbl BRSO h 00t SRPAAR! L8R RE T fuonp Rl B B

Re- Acqui gi t [;0R¢ &tﬁgwmdows Bbﬁl%%rﬁé%/&k faehobt § Bmlra@hvbiyadf logon
aut henti cati on |nfornat|on contained in the content-added authentlcatlon

i nf orSrratde@nnauSraussaniereahlmo ahgen dastthatiiefielded aut hentication information is
not used aga Because a brute force attack can be precluded to 20
provi de Wﬂgﬁer securlty by using different authentication information to

di spl d f t at. tt | f
aut hont | cat 15 FT RS or s RN ) B eUcot? S e P al) oae‘f%%w'sﬁyym? on is
not used.agal Eh tl?el | Rafraf? %fg' i eAR " AforkdforP! ur gﬁl,d t

authentlcatlon in ornatl n co tained In the content-added aut entlcatlon

i nf or mat sudikendeAvhrieriytidhQolé 8RNl inl2Padde avsetiied Wigh Heie@itted B¥or 20
re-acquires new content-added authentication information to obtain a

pl urHl i t i asfordewe avitthe mivepauieol® 13 ¢d)or Fathiedirst Eubadiment, inf 2 gerast befpre ti ne
el apses after acqui.ri ng conten dded aut henticati.on i.nformation, contents
cont ai netfIh t HEIUERE entcoRRHGHISaT helt FEUETBH | HPGETETon 1o kdey to

become e o.{ ew

cont ent - lglge%gcano ﬁrgltr%(isecgj?&g F eg‘?errmtl énMeEOF%ea%] tk phd HEG 1ét%fésa a

f 1 owchar futishawidog mfe@nkent sasdededauhdantd cali @R bNfiey Pk 6E-18&qui sition
stage. After success of the user authentication, the client 120 determ nes
whet her faiﬂlzenutatxohe the airedciyts;clegfedaiutﬂﬂemaltloatimbnnmtmﬁmm&MQtdvn sgledgeédori n t he

aut henti cation-jnformation stor%ge 331 of the client éﬁ in a nmanner
assotl at @ WetH PASCHARI R RIT cHhEYiGEERs. | B dbie g scfifigrephpreppyation

authent | 5&1%-}110&@1 b%fdlstE]a%/eH & eacﬁ)oﬁ %Je%gér) guthentications, so that a brute force attack

can be precluded to further enhance security. For example, in cases where the number
of the stored authentication information is 100, the user authentication can be
successively performed 100 times in a period before acquiring new authentication

20 information. When the number of non-selected ones of the authentication information
gets fewer, an alarm indicating the fact is displayed. When all of the plurality of
authentication information are selected, new user authentication cannot be performed
any more.
10064]

25 Concurrently, the content selector 336 selectively reads a given number of content
data from the plurality of content data stored in the authentication-information storage
331 in a manner associated with the entered user ID, in accordance with a given rule,
and the content presentation unit 337 forcibly presents one or more contents to the user
based on the given number of selected content data (S1303). Typically, the given rule

30 for selecting the content data is to select the content data in order of memory address of
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[0071] When all of the plurality of authentication information are

used, the authentication-information-request transmtter 325 of the client

© 120 re-transmt the request for authentication information pertaining to
the user ID (51502). In the first 10 enbodi nent, the

aut henti cation-informati on-request transmtter 325 accesses the Wb page

provi ded by the authentication-service providing server 110 to allow for

acqui si tthonutbéntich@oratférenative atorage 33hf ol o endbndinating ph apsriahbderceen i mage

for pronpting the user to re- ach|re new cont ent - added aut hentication

i nf or matdBRIMEn apdh eSteing | Wu?ﬁrﬁerﬁfa diete thedreatippo IREEHIW PR othe screen

L AN e S T L

to requesky fOkidche ﬁﬁ'tcﬂl‘%rﬁf‘ t@l@tﬂhﬁ’fﬁhﬂyr‘&foﬁé’éﬁtahﬁl@ntlc[aggng]1he already Selected
Theaut henti cati on-servi ceprovi di ngserver 110r ecei vest he

aut hent i watenodatand ol nEtt boosele@eli st anyanet ek theactmiting ussentiditicaphai ned in
t he received 20 aut hentication-information request, through the

aut hent i lttthen iy ermémiraelpdnr 3%@@@@%@6@8@1@@ (B SONIGABRY i STeei MapAs

aut henticati n transmtt.er 2 reads the conte

o e B PaE R SRy ok SR A s Jﬁﬁ“ﬂﬁ@“&%%‘?é SGELAROE L o ¢ he
t hent . 104 .cli ent 120

oS e, TBRRNPAQL AR Ra R Q1! D PPt ARk Hach & dliifed o0

i nf or matinOkheC @aﬁtaxktrt@ded rhuz&nﬁbaﬁidhenifbﬂmmt tigek abndeniic ageddr ayft kgnti cation
information are different fromthe plurality of previously-transmtted

aut hignt i m@iueindcﬂtionfimﬁonaatimh anCBﬁse:dnt@nt S@bmg 38hes qpletabld totsyleof thegie fof reent

aut hentlci nf or on a CI‘I b abo differ en{ resentation
pat t er nsP'EE ik CHP@E%%H’Y ca ‘?fﬁ "tpu{a %’g‘ﬁéémﬁ RLCHWSt o ESEE a brute
force at; Ogﬁﬁrﬁe&? tht TH & ?e{heeg,ﬂﬂ%l@g q SECHhLY - d%%[g%ﬁ{l ted from 1N, the

client 1 recelves t he re-tran COI’]t ent - enti1 catlon

i nf or mat d@entiftRUOBN e pREidientsbEat 1100-drO frefcimy i PeschRE SbVAE 330 in and stores
it in the authentication-information storage 331 in a manner associ ated

wi t h t heeligde manayf whith neskes 1tte@swpcfaguee ¢ehgnevbaywd actonlt wedentat descof
aut hentication information therewith (S1505). . 5 The above cont ent - added

aut hient | &8 iC8HeRnf dPHRLR SASSF SvhgEg e SORIERS ShAgeTiasm e, PeroHTEdcH a
timng dﬂe{; L& &5‘51@5;5 Lgﬂg&d aSTgﬁsaﬁff, Bed ZRANE mSHED 18Srdnd L1 NE, R ore

start of the user Cat
user name ﬁeld in the Windows logon authentication screen image A 1400 to request

for the user authentication and before displaying a logon authentication screen image B

1402 including a presentation pattern 1403, each of the thee contents is displayed on a
20 content presentation screen rimage 1401 for 5 seconds. In this process, the user is

looking at the display unit for the user authentication, so that it becomes possible to

make the user to reliably look at or listen to the content.

[0065]

Then, the pattern-element-sequence creator 333 of the client 120 creates a pattern

25  clement sequence based on the pattern-specitying information contained in the selected

authentication information, and the pattern display unit 334 creates an image of a

presentation pattern 1403 in which a plurality of pattern elements included in the

created pattern element sequence are arranged at respective positions in a patter format

consisting of four 4 = 4 matrixes, and displays the created mmage (S1304). The

30 presentation pattern can be specified based on the pattermn-specifying information and in
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[0074] [Information Update Stage] 10The content presentation-type

aut hentication system may conprise the unit to update information stored in
- the user-information storage 307, the content-information storage 308 and

"~ the authentication-information storage 310 in the authentication-service
provi ding server 110, at a given timng. For exanple, user-information
updater is operable to update age of the user information after an el apse
of one yweasrdodcen®itle the eivenlinlé hiesdrigl sihr atnnectichatwixht ther eofficsioradei n t he
user-information stqra?e 307, depending el apsed years fromthe registration
dat e, orgeatpeilsyedypicilyc onslerrin indfler dét floBavinsdhe epntens pajsertatitiescresiidel et e
the content stored [n the content-informati ar 3 when_ a. certain
bor i o s J40F bl at ARUGRGT AR soeadpaL HerAnaiing the PeSEhiof

aut henti L.ONg j ' (o} j et

Pt or n- e P B BB Y C R el hees B cat e
new gontntmagdadcalthhentdrmatibon id nhorgmtinonelbased eRQuetpdatiedlfi nfler mati on
in the user-information storage 307 and the content-information storage
308, andratteordehirg-segwhye creagtredB omderthe gaten algmicenséquandeofroinnfhgr mat i on
in the authentication-information storage 310. Typical]y, the given timng
is a tirchgtedr pehentioafion, idpypationorangd durtlyi AUprhahe 4ead RrTgR a3 °HATch a new
user is regist 3§£.mhich the user information or the

red r.a. tim
content YA %?%EP?%ngéﬂﬁﬁagféﬁgby a correspondi ng one of the

user-i nfrppp@ti on updater and the content-information updater.

Al ternatively, the given timng nay be a timng at which information stored
i n tlde user Theaf ahdrater ovhosintamageo 36 AuthehBcgpak smorsch stotimga806rdnd at he
content-information 30storage 308 is updated. FOO?SL‘s .. [ Cont ent

Pr esent aepghoL spigsbngearisehenas £ itehpatizst epmarle sipiavgd elosrsedis asiEmBodi ment] A

content Bé %%&%Q}tltgt%cimogét%&rp %is%l‘égfgc? rc])%itﬁg td%.s%&yss\é%egn&fatﬁg %figﬁtq%();[ &g g%%%ond
order, i.e., applying the user's one-time-password derivation rule to the presentation
pattern 1403, through the one-time-password input unit 335 (§1305). Then, the user
15 authentication unit 338 of the client 120 compares a code created by subjecting the
one-time password entered through the one-time-password input unit 335 to the
one-way function operation (S1306), with the verification code contained in the selected
authentication information (S1307), and, when they are identical to each other,
successfully authenticates the user. If the two codes are not identical, a presentation
20 pattern may be re-displayed based on the pattern-specifying information to prompt the
user fo re-enter a one-time password (S1304, S1305). The presentation pattern to be
re-displayed may be created based on a newly selected pattern-specifyving information
or may be created by reusing the previous pattern-specifying information. Further, the
routine may return to S 1301 to prompt the user to re-enter the user [D.  The one-way
25 function operation to be used for a one-time password in the client is identical to the
one-way function operation used for creating the verification code contained in the
authentication information in the authentication-service providing server.
[0067]
The content may be presented at a given position of each of the logon

30  authentication screen image A 1400 and the logon authentication screen image B 1402
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5 enbodi nent of the present invention will be described below mainly with a
focus on a difference fromthe content presentation-type authentication

- system according to the first enbodinment. In the foll ow ng description, the
“same el enent and step as those in the first enbodi nent is defined by the
common reference nuneral or code. FIG 16 is a bl ock di agram show ng
respective functional configurations of an 10 authentication-service

provi di nghsedisplayihlaandf sheCdcrent inib2Bs, ion mhdiebs peotded ahadiugent of chebe

achi eved by running a user-authentication support application on a CPU 200
of the daedieatthenficrioen sekiidrcecqspovi diclegaerikantisadnwhicpappighapsigican cont ent

presentation-t user aufhentication rQ% amon a cgu 253 of Lﬂﬁ@client

120, based OHIdOHAFT BE SHE G0 PR Sn et br AR PG REPRITESET ontWar vi co
i di - [ : i t I; . .[0076

provi di n&lrﬁ%rt}ﬂ%gaegl&& Rl C(r:ﬂll :())g @(?rrgé%)o g%eg’érlté hahed ‘@P&EL?%}%W ]

[
The fol | ow ng scription wl out function erent from

t hose ofburbien bhrted ued¥bomi 6B whirePtheS@nteabiLa GORIENE nBPes antiRgousni t 1601
of the authentication-service providing server 110 is a functional bl ock

achi evabdwpiydupiog tedpesraatitomtibgiongeacdsar dwar e, such as a CPU 200 and a RAM
201, and ﬁgftware, such as a user-authentication support application, in
the aut h¥RP¥kati on- servi ce provi di ng server 110, and operabl e, based on
user attrib i i t - I ed,infor ion,.to _specify a

i arali by of "ene A bl o AR PRl M b M T RBhishy 2 3B ent e 1o

each of @dphilHpal il Rfr S QP adRhiRaRbM EMAIRLY 1Q0ks GO BE EREnPHAREBEALHON
attribute 25 information pertains to respective ones of the content |Ds,

wi t hilr eslpestdittan, a cgntertorenbeened it hgropittdntsgedifieden used-byruseabisiof a
plurality of user authentications, and output themto an
aut hent i BRCFIHISIUINRE COMCRtBPEHEIIB TRt TRE candiHentsodbatiaghes @hévdkat i on

storage 1602. is a _functional block.achi.evabl e by cooperafion_ between

nar duar ot 048 o RSO Syt BRI BRI IEER & 1R Yast ARFes SO ibini ¢ 206
30 and apeRfChERL IO SleR8 BMOURI 1dvAQi¢emaNds 385tdNRLCor BYGRIAS gyhe_
user-aut hentication support application, in the authentication-sérvice

provi di ngppse@pristt uskiso hachdypeismlglefet @ csit b enHahexdei n a user | D of each of
the users, authentication information for the user I D, content data and
cont®nt -[9068knt ati on attribute information, in a nutually associ ated

manner, wherein th tent .data apd the content-presentation attribute

i nf or mat i on_[Q?Ig?nt‘jgﬁ%gM@T%@?Eé‘lg’f@ﬁl% Itg?igtcﬂ‘émélﬁ?ﬁzarﬁe? cation infornation.
The aut hent ipeat gl L0l AP LRSI RRATRYnREmSRN LML 40 uRt Or €

cont ent - added aut hentication information 1n a nonvolatile nenory, such as a
hard di séonton-addyd hehendodtiogunfednatorsis asel drie osantehthcadeedutbetioaiin cati on

information in a volatile nmenory, such as a RAM 10[ 0077] An
aut hent i BRIMEHOR rif dofassb RLERor Beeuieesbiug foreqgtedkonal bl wekudeshicevabl e by

coopger ati on. bet ween hardware, . su L:{;as a M.252, a . CPU 253 and an
0 Gt OGS B AG0 BNy 558 THTRC PR G0 BYORETRR UERRAY Foat i on
program di_'ff@retn@gregédtﬁfb‘h g%%@m T EaAUMRND LGB ONiskNLRAHRLLRs St PRATR, 1603 1's
operable to store theréin the
a scheme where used authentication information i1s not used again, when all of or a
given number of the plurality of authentication information contained in the
content-added authentication information acquired by the client 120 are used, the client
25 120 re-acquires new content-added authentication information to obtain a plurality of
new authentication information. Further, if a certain time elapses after acquiring
content-added authentication information, contents contained in the content-added

authentication information 1s likely to become eroded. In this case, it is also preferable

to re-acquire new content-added authentication information.

30 [0070]
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15 content-added aut hentication information 1607 received by an

aut henti cation-information receiver 330. The authentication-infornation

- storage 1603 may be configured to store the content-added authentication
“information in a nonvolatile nenory, such as a hard disk, or may be
configured to store the content-added authentication information in a

vol atil e nmenory, such as a RAM 20 Authentication-information sel ector
1604 is an Fuhctfonahk hedisrtasihuvangabd eohyncahiedr aithanichgimesiorhaicdwar e,
such as the RAM 252 and the CPU 253, and software, such as the

aut hent i e@cHBpitipn sgeam After supresedl bpuser apthepiritiondbaplicat 1Y ddpapnisvel y read
one of a plurality pof .content.-added-authenticati.on-i.nformation packages for
the user® elﬂliermﬁli)u??rg@eimgﬁﬁlfyro aa‘ggﬁlﬂpﬁlﬁ“} nBieTAeR ﬁzf?é aht %put t he
aut henti J j-nf:0F mat i Nt aj. pi [ - : :

cont ent - R BB S TP Saa R e yith the

pat t & n-frieNEticSeRUEN G LIl G5r (B3 udadicatitiself IaUisRED ($@0lpn unit 338
whil e outputting the sel ected content-added-aut hentication-information
package 087dont ent sel ector 1605. The content selector 1605 is an
functional bl ock achievabl e by cooperati on pbetween hardware, such as the
RAM 252 andg‘fhﬁ’é eBU s ahe aplradivg t vr 2iDoRHSRIER ég'"ot“ﬁé“%ht?féntu?%‘gtigﬁn
program, nEiQﬁio%lib%%a&&Q{eqa&g zfa%%ﬂ%lr%z%%%ﬁer ’%‘ﬁ%m.tfb% ?é?{i'é,féﬁﬁt gflata and
t he content-presentation attribute inforration contained in e

cont ent - agdgad raufdnentitArhi iBfmnRhQr pPBidiang RaCkagRr 18qSH ¥eY. f ometiia

aut hentication-information selector 1604 to select a plurality of the

cont Ent oeltaliasso dicatugitenvicdttontihrseti@ctegdesautaheniiiec 32§ ancessek ahardifdbon, and
output themto a content 5 presentation unit 1606. The content

pr esent atagenPipided 1 B 6the s awgheniisalianoirayics | BekiddehisevablldObip cdeper@t i on
between harduRre.e SHEM 35, A0 X! snalinst ueakelnter face, 230, 8, sy
interfacaecq'i]glil,mt Rg MUFEBUEHIET FROTERY 2537 aH@ 861 fhaf € s eI st he

aut hent i GakihARy RIOHAM rd ki€ nbl icBRfeni 2Ried A0GhePRELBR T RdAr 64 Rley Present
contents to the user, base8 on the content data and the associ ated

cont ent - gigEsenhatof cne alidnt 180t eAtQirdihgricahd enedreteigeethefusonmddesses drt ent

sel ector 1605. [0078] An operation of the content presentation-type
aut hbnt i| Wabirsge dyis pldow dercanadisipnt of theeuthenpmioanpbamasdon. a| Intgse tfescri bed
bel ow. In the second e diment, in dition to fhe. content-presentation
Carger UaehACsRET PRI SS A rekCuitlne plfed RaliP pfREP B o5 e
infornatp'[og@z}associ ated with each of the content IDs contains a desired
presentation condition associated with the content ID. The desired

pr esent at i ofhe ondiuthenricitivgtsudes a desidiag prsesent atlilon freeguency the
representing a desired nunber of presentations of the content per user

aut hent i @dldngpation-igeégmetien prausdnaat perrclubatisgnt epresehtn Ay rsedesl r ed

time;period of presentation of the content per user. authentication; 20 and
contihuotibssP et A Rtat, wiuet o ORE | Mo Fiet B S B eRaer At Rt hor
continu : Eh-on 6 :1.S: 1 SSi : i cont ent
Foni sts SEEPEeRANGIAN. Thol. fy SRBLARRALHPERIST akutnitth 4P ridls B

addi ti onankant-a@dddasiBshticitidrhf@anatientasdoelagddedith nfio exmdctednudes 1D &osm tt ed

froma content offering server 140 to the authentication-service providing
server 1o a_(t@@fjafqa,ﬁoaﬁdi%sm@ii(_md_stmg@dﬁﬁemd rafsorirelt itorthe dienstigPage tif t he
aut hent i cat) SISy 8 L QK ST SSIED MMt A RIS A SSSkALFS W L the
25 - the re-transmitted content-added authentication information are different from the
plurality of previously-transmitted authentication information. Based on using the
plurality of different authentication information as described above, a different
presentation patterns can be displayed, so that it becomes possible to preclude a brute
force attack so as to further enhance security.

30 [0073]
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[ 0079] FIG 17 is a flowhart show ng a

cont ent - added- aut henti cati on-i nformation creation stage in the second

- enbodi nent. The follow ng description will be made 30about steps different
fromthose in the first enbodinment. Then, with respect to each of the user
| Ds, the presentabl e-content specifying unit 1601 specifies a plurality of
the content IDs on condition that user attribute information associated
with the us€her Dhsatlicsf 109 tbeveOmice M-trprisand abhent-hdlegeiutseicatandi ti on
contained in the content-related information associated with each of the

pl ur al i tipfesmadontieaugh e g1QOsytonTiRbmatipre r@cghBeht andDstomsatinf itwd wi t h

EsPect A el RSt 1S SRR B . BB ALL”
plural i ty..of, @*&Ste%ﬂé‘@%@%ou& %ﬁ%ﬂ—aﬁ&@%ﬂ?@%ﬁ%ﬁﬁmfiﬂforﬁgﬁ%ﬁgrem (ghsﬂsg.' ity of
S g ckage, and a

user authentication rouped as a tirst content pa , lurality
of groupshofabbiie cepRhemidel DsuRssiosiodt adomhdtiont ReadseitidrDsake heyperarily
stored in the RAM 201 as a first 10 presentable content table (S1701).

Typi cal | gerforined specinfing diffoettdnm g aardesardhad ebdvye, anchamge dmind beloreat i vel vy,
for exanple, a presentation priority may be contained in the

cont ent - Y& at @8 UpHPYHGEESHRMY n t he aut henti cation-service providing server
110 to gbb the specified content IDs to be arranged in descendi ng order
of the presentation priority. In the second enbodi nent, the nunber of
contents to[RRRLESETHEH: KRIzepach of the user 15 authentications is set to
three. Thus, three content F are contained in each of the plurality of
cont Bnt packhgesntely presatthiygn-tyhe auihesticqpioe sesieabhey canmieist thahlné ios st ored
in a manner illustrated in FIG 18(A). [0080] Further, the )

pr esent alideleciphration perdds ipi the uiminlomgg o efpeapgbdhe penteBnterpai®ms in 20

the first t apl tent. table t. tisfy.the desired it at i
cona 11 GHOBBTE ek AoEre b B rbPasBie et g SR BBBPRREEG 1 h eacn
of the canl@fiy (e ANfl £1LELES HARL CPLARHIL ALLORAAFREILR Yplakhtor Mali on

represe g presentation node of “each of the contents, 1 n accordance

W t h t heogtesild echjiesestdilcmer ifisthiation aftarinadlfed of bné¢ hear oo nteatromel at ed
informati on associated with each of the content IDs. Then, the 25 plurality
of cbnt ethe EOstrgiorr dafpdbericok somst enthy peervefoppaipansternet ofl/eaeperding he user

t henti ti dt l. lit f tent - tati ttri t
i or mat 911 arers depLlEbuEES e YiRE Tebntint & SRETGIYIBEIeASP IS cond
cont ent i@?‘b\%\ﬁgﬁ:’ toafdikil AR &Jn‘tbrnggﬂogeﬁ A h @%%-iﬁﬂ)%gﬂlsnnﬁ?% 8988 e a

associ at e the user ID and tenporarily store RAM 201 as a

second peeesBnt afdriddcondgnres t afpba. Typi calslsyratidghe dagonchedpr esentaabl e

content table is stored in the formof a table illustrated in FIG 18(B)
authentication-information updater 1S operable to activate the

20 pattern-specifying-information generator 304 at a given timing to create new
content-added authentication information based on updated information in the
user-information storage 307 and the content-information storage 308, and store the
newly created content-added authentication information in the
authentication-information storage 310. Typically, the given timing is a timing after

25  an elapse of a certain time, a timing at which a new user is registered, or a timing at
which the user information or the content information is updated by a corresponding
one of the user-information wupdater and the content-information updater.
Alternatively, the given timing may be a timing at which information stored in the
user-information storage 307, the password storage 306 and the content-information

30 storage 308 is updated.
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(S1702). [0081] For exanple, in FIG 18(A), after randomy arranging
the content I Ds specified with respect to a user ID = U000, the arranged
~content IDs are grouped into a plurality 5 of first content packages (1)
to (R) each consisting of three content IDs, in order of nenory address, so
as to forma first presentable content table. The first content package (1)
inthe first presentable content table contains three content IDs = C000 to
C002. THP87dxanple will be nore specifically described on an assunption
that the degﬂred presentati&n condi.tion for the content ID = gOOO conpri ses
"desired 16-PHESehtSERGHOT éﬂﬁe%@?ﬁn@aﬂ@m,“385§?r@ﬁ” BSeft atFelddur at i on”
= "5 se " "continuous-presentation permssibility information" =
"inpernﬁ%gﬁﬁpgggﬁand the desired presentation condition for the content ID
= C001 conppi s6stentdgFbdeathtibhi-egRNbatlefialibRHRRGY " aceording fod@Sisk@fhd
presentation duration” = "5 seconds"” and "continuous-presentation

per niss sidmbddingerit of drnmesamn inventlompal bé dsscbbal' beldéw mdmls votse focuhen al5

content |D = CO0Q0 is assigned to the first presentation nenpry area 1801
and t he diHFiEaCFEReHE RGN RERBHGIATRC PETSNEFUCR SYEEROHEOWHHE Enthepackage
(1) in the second present e content .table, and content-presentation

Sttrt bucdS) SRERRGeRon Tt B s FEMs S niblat seROR AR &8 ongs-

and " conhi RHQURLRKERAN ARl bg?tﬁ'el\é@r'nrﬁo% erealeduanch assQL atred. W ksh each of
t he assigned content IDs = CO000. Further, the content ID 20 = C001 is

assi gneds t dblddke slegodan prlesdnt atiegrcetienoriyinaioeal 1802figfratidhe sefora cont ent
package (1), and content-presentation attribute information nggresenting
" pr edentathephcdignaeivety pravidBigssewnds® aathd cliesntZOnndigsseppekenbetimg” = " NO'

is associated with the assigned content ID = Q001..The cof [.D = C002 is
hos: onedonh S HE IO BE e e R B P B SRS e o b s ermmi ns
for the : = £ : : he above
operatiéﬁﬁgégggwbg%ﬁ%§p€§WhR%%%ﬁgéfgggggkfﬁg]ﬁgiie%rggﬁ%%%ﬁ?%%%ﬁ%%ckages
(1) to (R h@heniRafieh droyeeend Preseniabl eecarhento, tirbld ol dnphirdivag a
plurality of second content packages (1) to (S). Meanwhile, when the

" cont i nususgprBeBnoathicomthentiedEg serdon Pravidng seioat éM addttbe ¢hentplll
repr§§eqhed q¥.t3§,s me content data. For exanple, in cases where the sane
cont Bt YN EdHt Fnuousl y presented 30three times, each of the nunber of
cont ent ﬁ@?@ and the nunber of content-presentation attribute information
to be contai'ned in one content package becones one, as in the second

content packBgellcSling fesktifiionlS{IB)e mp@OSut function blocks different from those
of the first embodiment. A presentable-content specifying unit 1601 of the
authentication-service providing server 110 is a functional block achievable by

20 cooperation between hardware, such as a CPU 200 and a RAM 201, and software, such
as a user-authentication support application, in the authentication-service providing
server 110, and operable, based on user attribute information and content-related
information, to specify a plurality of content IDs of respective contents to be forcibly
presented to each of a plurality of users and a plurality of content-presentation attribute

25  information pertains to respective ones of the content IDs, with respect to a given
number of the contents to be used in each of a plurality of user authentications, and
output them to an authentication-information  storage  1602. The
authentication-information storage 1602 is a functional block achievable by cooperation
between hardware, such as the CPU 200, the RAM 201, a program storage subunit 206

30 and an mformation storage subunit 207, and software, such as the user-authentication
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Then, with respect to each of the user |Ds, the authentication-information

storage 1602 reads the second content packages in the second presentable

- content table in order one-by-one, and replaces the content IDs in each of
t he second content packages with the plurality of content data associ ated

with the content 1Ds. Further, the authentication-information storage 1602

stores therein the plurality of content data in a nmanner associated with

each of supporphppimbiidry ilofheautHeatitdtivatsenicel prboiklimt deover 188, &hd ponbenb- added

aut hentication information (S1703). The content-added authentication

i nf or matStQA tesein 4ivsst B pf eacal aftthe biers ghthenticagign eeforuativarfor BetusenlD.

informatio ckages. Each of the content-added authentication information

packagos“BBRL B g onBRP RSt (o ARHBR: 1 A¢ PEHEFOPREE on. ¢ he

plural i tyeplr GARKERTR GAlA #3106 Al Brd it R DERLICRII-ARIGLAr Mt i on,

and the plurality of content-presentation attribute 15 information

assoGi atdgkct t h dsespeed | vevignes thé t hauphticalont y affoeamioaent s datfhe The

aut hentication informati on contains pattern-specifying information and a

veri fi catilenticatide-inlotmaitimed siozaged! @3 the pacoengirehdei syt npnionf-addedt i on.

Typically, the content-added authentication information,js stored in a
manner i “Fﬁ?&il?aé%dﬂieoﬁmﬁll@ 1y § nopyolafls YR Fudded h&[ff ﬁléﬁt PloRAY

I nf or ”a.tdoﬁggﬁl%d%‘gmw 8 L o SITROH TR Uehe Ecéh&?ﬁ'%ﬁoﬁﬁa%n%ﬁ aOJofétﬁc?m%ln%?}%' ity of
aut henticatron information I's associated with a respective one of 't he

pl ural i tyc@hs §RAMNt data through the user 1D, the authentication
information is not directly associated with the content data. Differently,
in tlke J€66Hd enbodi nent, the content data corresponding to the content ID
is stored in a manner directly associated with one of the plurality of

. y i
aut hent i cat {*8rauthenBeaiepiiplermatn soreentVdds & Bneiensk biosk aCBleVabie by
content-presentation attribute i,nfor | OR= ocjiated- with the
it hent 1 pr o b SPREMIN A G O R P oy BF TSR B aMdn £y o
content gahd amdnit Dss Ruralivhe, AlchasQGLALEGCORLRMaR! BIRNERNLE oMy attribute
i nformati on  may be grouped, and then associated with the authentication
i nf or matTlen aotheatigationpafoymgicmumtdragi sloUFThen, opanattibetoc| sterat tht20n twe of the
plurality of authentication inforpation for use in one of the 30plurality
of User Witeherddedat i GWdenticaen ect BOMEHAN t heA®Qhe cEftieRt dda adsoci at ed
with the .sel.ected authenticati information i.s presented to t user. As
above, | THUREURFRRT AT oty "I SRRt r BETRERadiist 1t on
i nf or mathgn, beSQohf@ed N8 $8kLGHE 0@ Ll dC AMERcaHBh Ank@nRBoR BSENt ed to
the user can be facilitated, which nmakes it possible to eftfectively utilize
a conputmativolatikee saurcce oficht he «|haedtdid?0or Fuust ver codBuwddt ho t eaef thest 5
enbodi nent, in the authenticatjon-informtion storage 1602, the
cont ent -@agaHadded harkardigttion nfamettivat o Helptilsemsmery. nsushras ¢ Bodted

th in, .be. .ed i : .t ) th jcation-inf ti
Lt AU T T R R T S T
10Then, do%g&a&&%&%érﬁﬂﬂﬁ@é&“%%%'tﬁ@k'&}!@'z'sﬁfa%r{l,‘?é LR AR Sidi PR Stage, 1n

response to receiving an authentication-information requéest containing a
user | D duchas tHeeaghdngtdtiohdfofrSaR 02 )Yhe dikkat 820, hedtdpeabican-ssRtnvede rqadovi di ng
server 110 transmts, to the client 120, the content-added authentication
i nf or matdrerp! @eantralifyi tigontsat-glded abiheytictionunihentticoanaciages fifrdherater R, t he
pIuraIiHé of contggt data and the FLgralit of 15 content-presentation
at t ri but WHHFSEHEL O LHEH T dSBRE At &4 o 7ot hiRHheP PSR UPHRAIOPN ¢ he

r e%svedcogﬁgnggm &%Fskz%&gh AL dd&ﬁlg{é:g,&%{?c% iorf- z)ti‘on-ﬂaﬁ?a%le L &0fp k40

recel ves ansmtted content-ad aut hentication-li rmati1on, and

stores i pafferhR@nist-b@pth&ati@ftri TFOLABLY ARerS 8hB&1 RO it ( SR Ahlle
outputting the selected content-added-authentication-information package to content
selector 1605, The content selector 1605 1s an functional block achievable by
cooperation between hardware, such as the RAM 252 and the CPU 253, and software,

30 such as the authentication program, in the client 120, and operable to extract the content
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[0084] 20FIG 20 is a flowhart showi ng a content presentation-type

aut hentication stage in the second enbodinent. As with the first

- enbodi ment, in response to receiving an entry of a user |ID of a user who
intends to be authenticated (S1301), the client selects one of the
plurality of authentication information associated with the entered user

I D, in accordance with a given rule (S1302). In the second enbodi nent, the
25 aut hedwtd catd onhd ncomtamtprosensebect anibi04 irfelnetioh v edloptdieddsinonéicof t he
plurality of content-added authentication information packages to sel ect

t he aut HéMtanEaddedrivihsnbeavapiBiRUBitai neBrckpze he realcdont &ivMm addéy

henti cat i i nf. t Kk Typically, .th [ le f | ecti
one of PPt ey or ALeRBNeT APt o Peirs: fevaior &l dbe derBet Gra” T
aut hent i galdioy WthQh&BLLQR] LiknhdtSFiof infOERRIM, G %g%ﬁt thERe occﬁ RSBt

30sel ector 1605 extracts the plurality of content ta andtt e plurality of
assoGi atmesent0ioh amit- PEES eNtirt t@ncrat preidautioni nfion oes ion AachodMakned in
the content-added authentication information package received fromthe

aut hent i ashicvalle bnermeatioo betyeden dashvale 0uch 5 wekernalooahingerfess 360.at ed with

th | ect ed t ticati i.nf tjon, i th | li t f

Sl ot od Cori BHE Rt s AN e 4 (5 6P 35 CoRHorbi e Bba U
ttribute dnf t] : t +0\ 6 .

aut hent | S PUR TR RTAb? ot U8 PR 70 sRETRERNR Ll ot 5l o1 05y

be configenger haseaP&! dicecAserAMatNbhROHR adsbiIkl QBnRLOSKsenBADE hi@Muiche
plurality of delivered content data, the content presentation unit 1606

f or clifbl yinfmestnt scovet Eanshd S20OL peledar td6r, t he content presentation unit
1606 deterpmines a presentation duration of each of 10 the contents and
whet her [OR&content is continuousl y presented, according to the

cont ent - presen QN Il i.nfa tion associagted with each of the
ol 1or AR AR fatd LA HRALIRAGR ARRRELALE Wk R,

dur at i 0nthe secéhds 8680 EHMeANil] CRNHERHWOLS tRISSE € NhatheORcoml ‘efBditleh® fnl mes) ",
after presenting the content for 5 seconds, the content is presented for 5
seconds agaion. tcAsheaboveyt-rhasedtion thdget h&c orundnionachdéd At lertodoatnit,on

i nformation package, contents wil|l be presented in a given presentation
oAl n COHREEIER P RUOREsseHekphAeT ehtheqinteppBasontains Fiesigdove

erboc TERLEIRAE FRIRISSEURD Lok hURIAP e, DAL BERER. RS, P
in condition includes a desired presentation frequency representing a desired number of
presentations of the content per user authentication; a desired presentation duration
representing a desired time-period of presentation of the content per user authentication;
20 and continuous-presentation permissibility information representing whether continuous
presentation of the content 1s permissible. Thus, in a content registration stage (FIG.
8), the desired presentation condition additionally contained in the content-related
information 1s transmitted from a content offering server 140 to the
authentication-service providing server 110 (S805), and stored in content-information
25  storage of the authentication-service providing server 110 in a manner associated with
the content ID (S807).
[0079]
FIG. 17 1s a flowchart showing a content-added-authentication-information
creation stage in the second embodiment. The following description will be made

30 about steps different from those in the first embodiment. Then, with respect to each of
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20t he art that various changes and nodifications may be nade therein
W t hout departing fromthe spirit and scope thereof as set forth in
- appended cl ai ms. EXPLANATI ON OF CODES [0086] 25100: content
~presentation-type authentication system 110: authentication-service
provi ding server 120: client 130: network 140: content offering server
30150: paynent server 200: CPU 201: RAM 202: user interface

the user IDs, the presentable-content specifying unit 1601 specifies a plurality of the

content IDs on condition that user attribute information associated with the user 1D
satisfies the content-presentation target user condition contained in the content-related
information associated with each of the plurality of content IDs (S1005). Then, the
5 content IDs specified with respect to ecach of the user [Ds are arranged in order of
presentation to the user, in accordance with a given rule (S1700). Then, a set of a
plurality of the content IDs to be presented for each of the plurality of user
authentication 18 grouped as a first content package, and a plurality of groups of the
content IDs associated with the user ID are temporarily stored in the RAM 201 as a first
[0 presentable content table (S1701). Typically, the specified content IDs are randomly
arranged.  Alternatively, for example, a presentation priority may be contained in the
content-related information in the authentication-service providing server 110 to allow
the specified content IDs to be arranged in descending order of the presentation priority.
In the second embodiment, the number of contents to be presented for each of the user
15 authentications is set to three. Thus, three content IDs are contained in each of the
plurality of content packages. Typically, the lirst presentable content table is stored in

a manner ilustrated in FIG. 18(A).

[0080]

Further, the presentable-content specifying unit 1601 rearranges the content IDs in
20 the first presentable content table to satisfy the desired presentation condition contained
in the content-related information associated with each of the content IDs, and creates
content-presentation attribute information representing a presentation mode of each of
the contents, in accordance with the desired presentation condition contained in the
content-related information associated with each of the content IDs.  Then, the
25 plurality of content IDs of respective contents to be presented for each of the user
authentications and the plurality of content-presentation attribute information for
respective ones of the contents are grouped as a second content package, and the
plurality of second content packages are associated with the user ID and temporarily
stored in the RAM 201 as a second presentable content table. Typically, the second

30 presentable content table is stored in the form of a table illustrated in FIG. 18(B)
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203: external /network interface 5204: storage unit 206: program storage
subunit 207: information storage subunit 250: external/network interface
© 251: user interface 10 252: RAM 253: CPC 254: storage unit 256:
i nformati on storage subunit 301: downl oad-request receiver 15302: program
transmtter 303: program storage 304: pattern-specifying-informtion
gener at or

{8§1702).

(0081}
For example, in F1G. 18(A), after randomly arranging the content IDs specified
with respect to a user ID = U000, the arranged content IDs are grouped into a plurality
5  of first content packages (1) to (R) each consisting of three content IDs, in order of
memory address, so as to form a first presentable content table. The first content
package (1) in the first presentable content table contains three content IDs = C0O00 to
C002. This example will be more specifically described on an assumption that the
desired presentation condition for the content ID = CO000 comprises “"desired
10 presentation frequency" = "2", "desired presentation duration” = "5 seconds" and
"continuous-presentation permissibility information" = "impermissible”, and the desired
presentation condition for the content ID = C001 comprises "desired presentation
frequency" = "1", ‘'desired presentation duration" = "5 seconds" and
"continuous-presentation permissibility information" = "impermissible”, In this case, the
15 content ID = CO0O0 is assigned to the first presentation memory area 1801 and the third
presentation memory area 1803 of the second content package (1) in the second
presentable content table, and content-presentation attribute information representing
"presentation duration” = "3 seconds" and "continuous presentation" = "NO" is created
and associated with each of the assigned content IDs = C000. Further, the content ID
20 =001 1s assigned to the second presentation memory area 1802 of the second content
package (1), and content-presentation attribute information representing "presentation
duration” = "5 seconds" and "continuous presentation” = "NO" is associated with the
assigned content ID = C001. The content ID = C002 is assigned to the second content
package (2} because no memory area remains for the content ID = C002 in the second
25  content package (1). The above operation is performed with respect to all of the first
content packages (1) to (R) to create a second presentable content table comprising a
plurality of second content packages (1) to (S). Meanwhile, when the "continuous
presentation” = "YES", continuous content data can be represented by the same content
data. For example, in cases where the same content date is continuously presented

30 three times, each of the number of content data and the number of content-presentation
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305: verification-code creator 306: password storage 90307:
user-information storage 308: content-information storage 309:
present abl e-content specifying unit 310: authentication-information storage
311: authentication-information-request receiver 25312:

aut hentication-information transmtter 321: downl oad-request transmtter
322: programreceiver 324: user-1D input unit 325:

aut hent i @atbutniniferiratinattd da-goeriredtintanan®micnt ad@38®ecomes one, as in the

aut henti cation-information.receiver

second content package (S) in FIG. 18(B).
[0082]

Then, with respect to each of the user IDs, the authentication-information storage

Lh

1602 reads the second content packages in the second presentable content table in order
one-by-one, and replaces the content IDs in each of the second content packages with
the plurality of content data associated with the content IDs.  Further, the
authentication-information storage 1602 stores therein the plurality of content data in a
manner associated with each of the plurality of authentication information, as
10 content-added authentication information (81703). The content-added authentication
information contains a plurality of content-added authentication information packages.
Each of the content-added authentication mformation packages contains one of the
plurality of authentication information, the plurality of contents data associated with the
authentication information, and the plurality of content-presentation attribute
15 information associated with respective ones of the plurality of contents data. The
authentication information contains pattern-specifying information and a verification
code obtained based on the pattern-specifying information. Typically, the
content-added authentication information is stored in a manner illustrated in FIG. 19.
In the content-added authentication mformation in the first embodiment, although each
20 of the plurality of authentication mformation is associated with a respective one of the
plurality of content data through the user ID, the authentication information is not
directly associated with the content data. Differently, in the second embodiment, the
content data corresponding to the content ID is stored in a manner directly associated
with one of the plurality of authentication information. The content data and the
25 content-presentation attribute information may be associated with the authentication
information individually. Alternatively, the plurality of content data and the plurality
of associated content-presentation attribute information may be grouped, and then
associated with the authentication information on a group-by-group basis. Then, in the
client 120, one of the plurality of authentication information for use in one of the

30 plurality of user authentications is selected, and then the content data associated with the
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331: authentication-information storage 332: authentication-information

sel ector 333: pattern-el ement-sequence creator 334: pattern display unit
5335: one-tine-password input unit 336: content selector 337: content

~presentation unit 338: user authentication unit 1400: |ogon authentication

screen imge A 101401: content presentation screen inmage 1402: | ogon

aut hentication screen image B 1403: presentation pattern 1601:

pr esent adaleeted antheinticasipe ¢ifbirhNign tnpresehGd2o tlaaiidRent Acaiovethe obraentathiaon

storage 151604: authentication-information sel ector

1s directly associated with the authentication information, so that the selection of the
content data to be presented to the user can be facilitated, which makes it possible to
effectively utilize a computation resource of the client 120. Further, as with the first

5  embodiment, in the authentication-information storage 1602, the content-added
authentication information may be preliminarily stored therein, or may be created in
response to an authentication-information request and temporarily stored therein until
being transmitted.
[0083]

10 Then, in a content-added-authentication-information acquisition stage, in response
to receiving an authentication-information request containing a user 1D from the client
120 (S1202), the authentication-service providing server 110 transmits, to the client
120, the content-added authentication information containing the plurality of
authentication information, the plurality of content data and the plurality of

15 content-presentation attribute information each associated with the user ID contained in
the received authentication-information request (S1203). The client 120 receives the
transmitted content-added authentication information, and stores it in the
authentication-information selector 1603 (S1204).

[0084]

26 FIG. 20 1s a flowchart showing a content presentation-type authentication stage in
the second embodiment. As with the first embodiment, in response to receiving an
entry of a user 1ID of a user who intends to be authenticated (S1301), the client selects
one of the plurality of authentication information associated with the entered user ID, in
accordance with a given rule (S1302). In the second embodiment, the

25  authentication-information selector 1604 selectively reads one of the plurality of
content-added authentication information packages to select the authentication
information contained in the read content-added authentication information package.
Typically, the given rule for selecting one of the plurality of authentication information
is to select the authentication information in order of memory address. The content

30 selector 1605 extracts the plurality of content data and the plurality of associated
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1605: content selector 1606: content presentation unit 1801: presentation
menory area 1802: presentation nenory area 201803: presentation nenory area

© 2100: off-line user authentication system 2101: off-line authentication

support server 2102a: user 1D 2102b: one-time-password derivation rule
252151: off-line authentication client 2152: user-1D input unit 2156:
one-tinme-password i nput unit 2165: user authentication unit 2181. user ID
302190: JpatcnkepissEladvsntatisbegemtlermatvg3 cagler ¢dritaned on dlotecorgenpadded
present atui 2l %to%egn 'ozzrrg)’a i%il kgéi{lgiog rx%c<§§é :frgrge_ﬂ;[@i %th%gt?ga%ﬁ—qnfoﬂgit ni S
cl ai med jHgientca packag ©
selector 1604 to select contents associated with the selected authentication information,
and delivers the plurality of selected content data and the plurality of
5 content-presentation attribute information to the content presentation unit 1606. The
authentication-information selector 1604 and the content selector 1605 may be
configured to operate as an integral function block. Based on the plurality of delivered
content data, the content presentation unit 1606 forcibly presents contents (S2001).
Further, the content presentation unit 1606 determines a presentation duration of each of
10 the contents and whether the content is continuously presented, according to the
content-presentation attribute information associated with each of the plurality of
content data. For example, when “content presentation duration" = “5 second" and
"continuous presentation” = "YES (two times)", after presenting the content for 3
seconds, the content is presented for 5 seconds again. As above, based on the
15 content-added authentication information package, contents will be presented in a given
presentation mode in connection with the user authentication.
[0085]
The above embodiments have been described for illustrative purposes, but the
present mvention 1s not limited to the embodiments. It is obvious to those skilled in

20 the art that various changes and modifications may be made therein without departing

from the spirit and scope thereof as set forth in appended claims.

EXPLANATION OF CODES
[0086]
25 100: content presentation-type authentication system
[10: authentication-service providing server
120: client
130: network
140: content offering server

30 150: payment server
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1.-A content presentation-type authentication systemto allowa client to
performa content presentation-type user authentication in which user
~authentication is performed 5 in such a manner that a plurality of pattern
el enents arranged in a given pattern are presented as a presentation
pattern to a user who intends to be authenticated, and a one-tine password
derivation rule is used as a password of the user and applied to certain
ones of IMWe(Pattern el enents | ocated at specific positions in the
presentation pattern to create a one-tine password, and a content is
forciblyxﬁ'gf@ﬁted to the user in 10connection wth the user

aut hent Iﬁﬁt hé)erlj,interﬁ%econt ent presentation-type authentication system

conpri sing: an dut henti cation-service providing server configured to
manage rgﬁpgg@ﬁﬁpmy@gklhggh§pd passwords of users, content data indicative
of a detail of each a plurality of contents to be forcibly presented in

connéctﬁﬁm-wmh@eanwlurallty of the user 15authentications, and respective
content IDs of the plurality of contents, and provi de content-added
aut hent i ¥4 pewrannsieragasilowitt o each of the users: and a client equipped

with ac t pr.esentation-type user authentlcation program and a
processdﬁﬂaﬁﬂ@W%QPgS@B@?éﬁ&ﬁngo performthe content presentation-type user

aUthent|£ﬁ$%ﬂ%%hg$ﬁg]%nﬂﬁﬁggg to the authentication-service providing

server via erein the authentication-service providing server
i ncl udes251: user interfadger - i nf or mati on storage which pre-stores therein the
user I D of each of the users, and user attribute information indicative of
an atttribdt 8A the user, in a nutually associated manner; 25password

st orage %plghcpre stores therein the user ID of each of the users,

254 storage unit
256: information storage subunit
301: download-request receiver
15 302: program transmitter
303: program storage
304: pattern-specifying-information generator
305: verification-code creator
306: password storage
20 307: user-information storage
308: content-information storage
309: presentable-content specifying unit
310: authentication-information storage
311: authentication-information-request receiver
25 312: authentication-information transmitter
321: download-request transmitter
322: program receiver
324: user-1ID mput unit
325: authentication-information-request transmitter

30 330: authentication-information receiver
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and a one-tinme-password derivation rule of the user, in a nutually

associ at ed manner; a pattern-specifying-information generator

- operable, in accordance with a given generation rule, to generate a
plurality of pattern-specifying informati on each adapted to specify the
presentation pattern; 30a verification-code creator operable to create a
verification code by applying the one-tine-passwrd derivation rule
associ at®d: sithéntesicn-ioformpaomsteragkDs to the presentation pattern specified
based o ach of the plurality of I]oatter n-speci fying i nformati on generated
by the '%‘l‘th@‘g‘ﬁ%té‘i“rliz‘foﬁﬁ@flﬁ’?%"ri%?i on generator, and then subjecting the

obt ai nedBB@??é{t)eﬁn—EQm%{nﬁﬁﬁﬁ%¥ C{e P)g‘ti on operation; 5content-information
abl'e, 'w r

st orage ope espec 0 each of the contents to be forcibly

present exb4t patednmeslhy ot W th the user authentication, to store therein the
content ID of the content, the content data indicative of the detail of the
cont ént , 33&ndnetmt-eatswoed apeduninf or mat i on cont ai ning a content-presentation
target user condition indicative of a condition for users to be targeted in

T2

pr esent atitopord¢nts¢lectelont ent, in a 10nutual |y associ ated nanner; a
pr esent apl-e- cont ent ecifying unit operable, with respect to each of the
user | Dsa%%t Bﬂrg%@fefs?ﬁgmﬁ’lﬂ%al ity of the content IDs on condition that the
user attyygbute i MErIBEl @ associated with the user ID satisfies the
content-presentation target user condition contained in the content-rel ated
i nf or mat 1400: hgsoaitbdgidativil dereeadmagd At he 15plurality of content |Ds;

an aut hentication-informati on storage operable to store therein a plurality
of alt helil cennitesh preprdativatscisan &8e4f cont ai ning the verification code created

in assocjation with a respective ong of the user IDs and the

patter n-fs@gbﬁ’\g%ﬁ‘ﬂg‘?lﬁ‘%‘???&tcfe&ﬁ "M8€YU°t 0 create the verification code, and a
pluralitymaf ,Lhe LR8RtsRt,data each pertaining to a 20 respective one of

t he pl ura4i't§/ (‘t:)hf%' con entmIDs specified with respect to each of the user

| Ds, in s0rapeedntdssatkdai estciiving wach of the user |Ds; an
aut henti cation-information-request receiver operable to receive an
aut hent i EEi arth¢ntgroreinfoomaniesiestee cont ai ni ng the user 1D of the user who

inter%ds ]t()% be authenticated, fromthe client via the network; and
1 4 authentication-informafion selector

1605: content selector
1606: content presentation unit
1801: presentation memory area
1802 presentation memory area
20 1803: presentation memory area
2100: off-line user authentication system
2101: off-line authentication support server
2102a: user ID
2102b: one-time-password derivation rule
25 2151: off-line authentication client
2152: user-ID input unit
2156: one-time-password input unit
2165: user authentication unit
2181: user ID

30 2190: pattern element seguence
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25a cont ent - added- aut hentication-information transmtter operable to
transmt the content-added authentication information which contains the
~plurality of authentication information and the plurality of content data
each stored in a manner associated with the received user 1D, and
wherein the content presentation-type user authentication programis
30configured, when it is run on the processor of the client in connection
wi t h t hell@geverifigatidresndecat i on, to achieve: a user-1D input unit operable to
accept %g ﬁntr¥ of. the user ID fromthe user; an |

aut hent icati BRSSPSR RAYSBn- r equest transnitter operable to transnit the
authentkg@bh&%bgﬁhornation request containing the entered user ID, to the
5aut henti cati on-service providing server via the network; a

cont ent -Bddesheaithbenkiheat i on-i nfonnation receiver operable to receive the
content - added aut hentication information transmtted fromthe

aut henti cation-service providing server in a manner associated wth the
user ID, via the network; authentication-infornmation storage operable to
store therein the received 10content-added authentication information in a
manner associated with the user |D an aut hentication-information
sel ector operable to select one of the plurality of authentication
information contained in the content-added authentication information
associated wth the user 1D



a pattern-el enent-sequence creator operable to create a pattern el enent
15sequence, based on the pattern-specifying information contained in the

- sel ected authentication informtion; a pattern display unit
operable to create a presentation pattern, based on the pattern el enent
sequence, and display the presentation pattern on a screen; a
one-tinme-password i nput unit operable to accept, fromthe user, an entry of
a 20one-Whaeispheswbrsd as a result of applying the one-tinme-password
derivation rule to certain ones of the plurality of pattern el enents
conprised in the presentation pattern; a user authentication unit
operabl e to,cC r 3 SURj i i r -time
passwor d1 't oAt ﬁorem%rtlgn mg@t%ﬁ%ﬂ%?%hﬁg%@é{a&% #(b)gﬁ,ﬁgl\t?vi ttB %iut()%a \%gélﬁftlg aeﬁﬂ%rrl] “code

cont ai negntdit bheeiflACt 86 uay @Bkt Gabh o whithalsBR&itRMhicana, is Wgbmidiey are

i dentical 25to each other, to successfully authenticate the user; a
cont ént iseduek taomanpenkbleplurahtaot pattan etemdnthamanged én argivey, pat@ns efeect
content data about a content to be forcibly presented in connection with

t he userPTEYFRFEMS € RAGSeRatiqn BRAMAC B yeaMoyingnds dhbe ruthgatcted #dianed i n

t he contentfadded,agéglﬁnticatifn.inf8rnation{'a{§fdf Oa_cont ent pre entation
unit opePHHBS PANESN SRIYAENSaCels WET @it BT VARt &F TS gPLitBPNFdoPesent the
content {dahonddSA b pROMNAGHERY Mk bNGeUFR pAUIREH bAblhmiich  The
content presentation-type authentication systemas defined in claiml,

whi ch i spagenf fogitéfed a uehiniehakswdie, aohd entterprieheribigtiresntcy pe tieuisbeint i cati on
inthe client is
10 connection with the user authentication, the content presentation-type authentication

system comprising:
an authentication-service providing server configured to manage respective user
IDs and passwords of users, content data indicative of a detail of each of a plurality of
contents to be forcibly presented in connection with a plurality of the user
15 authentications, and respective content IDs of the plurality of contents, and provide
content-added authentication information to each of the users; and
a client equipped with a content presentation-type user authentication program and
a processor which are operable to perform the content presentation-type user
authentication, and connected to the authentication-service providing server via a
20 network,
wherein the authentication-service providing server includes:
user-information storage which pre-stores therein the user 1D of each of the
users, and user attribute information indicative of an attribute of the user, in a mutually
associated manner;
25 password storage which pre-stores therein the user ID of each of the users,
and a one-time-password derivation rule of the user, in a2 mutually associated manner,
a pattern-specifying-information generator operable, in accordance with a
given generation rule, to generate a plurality of pattern-specifying information each
adapted to specify the presentation pattern;

30 a verification-code creator operable to create a verification code by applying
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5 perfornmed in place of user authentication based on an OS's built-in

aut hentication programon the client, by installing the content

* presentation-type user authentication programonto the client, wherein the
processor of the client is adapted to run thereon an installation program
for installing the content presentation-type user authentication program
onto the client, so as to achieve an installation unit which is operable,
in 10 cahoectitome-passwotdnderingieon aulehenddiatad ivoith ieaclt bé tied nent IDst @ dlange an
OS setup in such a manner _as to start the content presentation-type user
aut hent i REStRBHOB G EENSPes idabascdont geehost dhg plyrality nofa pettEnsPecad ién
program. .3. The content .presentation-type authentication system as defined
" ol ai iRSTRRIE Esrall R oI gotal Bt O TREOR oY o1 BYert At i on- ¢ ype
user aut fgptiicAihl QBtaQIEAM th 3 odONRk Jadedn lpeimibie aut henti cati on-service
provi ding server to the client, whefein: t he ‘aut henticati on-service
provisdi ng ser vebnteichtdextipd s@ranoptiabrgeithpesrbl ® daoh SF dieecdni@ttetion t he
content presentation-type user authentication programand the installation
pr ogr am beafcdgblyl prgsentasiiesanneaiog] wish tapesaatiughenbeativaeioveor dowin drd 20

t f tent tation-t . thenti.cati ram and
the 1 nstIeH 19" gRoGrUAN FBAPERE! CHF SHICUIS (HE HEEhGr B SRS BRogr am
LT anSIT Lt g, Rl firoresh LDfa AN 0B L AUESH LGP UuLEr LSCELRR, Ne

downl oad request fromthe client, trans e content presentation-type

user autiferbiGabf RoRIIAGH abn aRes foh: tasdial habiamRIPgsRIRetonihe igla ent via
the network; and 25the client includes downl oad-request transmtter

oper Hbl emtiwaliy ameerited mfrenelownl oad request for the content presentation-type
user authentication program and the install qti on programto
£

h
aut hent i cat i onAEFFPIERISHOBIFPLIRIE aRe Yot ORFab e hutIhEse st fo, caah a%%vgrua?ﬁ recei ver
oper abl &0 1 REELNE ! i FANLE M. REEZGOHS! LANMREARE (RULAE ERL! O

program and I‘on program fromthe au I catron-servi

provi di NgfRENS ass30RARd RIRIRAMS IO JARASP Heakntert-PrestRiRort REFRIRet he
received progranms. 4. The content presentation-type authentication system

as def i negditionatontonel of tid apmentreled3infohetien mssdveatab mtitantachsofathe
advertisenment. 55. The content presentation-type authentication system as
def i Wed R'HalmolsaBtest Ry ains 1 to 4, wherein:

an authentication-information storage operable to store therein a plurality of
authentication information each containing the verification code created in association
with a respective one of the user IDs and the pattern-specifying information used to
create the verification code, and a plurality of the content data each pertaining to a
20 respective one of the plurality of content IDs specified with respect to each of the user
IDs, in a manner associated with each of the user IDs;
an authentication-information-request recciver operable to receive an
authentication-information request containing the user 1D of the user who intends to be
authenticated, from the client via the network; and
25 ~ a content-added-authentication-information transmiiter operable to transmit
the content-added authentication information which contains the plurality of
authentication information and the plurality of content data each stored in a manner
associated with the received user ID,
and wherein the content presentation-type user authentication program is

30 configured, when it is ran on the processor of the client in connection with the user
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t he content-information storage of the authentication-service providing

server

is further operable to store therein each of the plurality of
. content data specified with respect to a respective one of the user

| Ds

a manner associated with any one of the 10plurality of authentication

information stored therein in a manner associated with the user

| O

and

the content selector of the client is operable to select at |east one of
t he pl uratthenycagioncigreligve:data which is associated with the authentication

i nf ti | ect f ] f th I it t henticati ,

AR LR E A R It

connection Wt Qntﬁﬁqéﬁ%étic%‘%%\ﬁﬁ&hﬁ&%égg&t t@ansﬁ?ﬁercgﬁg@r%}é tfr &A@ LON-type
e in cla

aut henti cati on system as

I ne ny one o

SO

ns 1 to 5, wherein the

cont ent - sugheatiedion ih B0 ra®sAci @hethiMg t hhd heneidt emer | Mof weaah of the

contents contains a desired presentation condition including at

| east one

in

20 sél ecawdebnficssintsheyigrpapdogrssivst viaghofetwarkdesi red presentation frequency

representing a desired
aut hent i cat i on? ¥nFa&ad

or ma n represen

nmber of presentations of the content per user

_ : d-PREsErorr B IEEY R FERIVFe SPESRALP HE-A UL r ed
time-per i atOfsfe ?&%%E%gogmﬂg%ﬁ&%;ap;& St e ﬁgﬁeﬁﬁ&ﬁogﬁé}vﬁ? »

continuous-presenta 1 on

and

et her

cont i nuopsviRMeSeRkAld LRaffer bicieRANEN tht BsReDM B Shdh@woRkdand wherein:
t he presentable-content specifying unit is operable, based on the desired

present ati on cendiettic@nocoribansied sordgheoeoritient - steleatheckin nho rrowt vaon
associated with the content ID of each of the content
Eht - présenddedisghentieatiop ifermaiosrramiasnes neeciishyththe wasDione of a

cont

to produce

presentation durat

i . i f th d 3 i
presentation i Af (.")‘f‘%g?ti“‘ga 1%?'2 ) gng q?l(}%;[ ?Iﬁ? 8%592 eetptﬁ k:"tc tﬁgstega’g%n P %ﬂ?f ?’S pg‘%%?%yln Bgagfy

15

20

25

of authentication information contained in the content-added authentication information
associated with the user ID;

a pattern-clement-sequence creator operable to create a pattern element
sequence, based on the pattern-specifying information contained in the selected
authentication information;

a pattern display unit operable to create a presentation pattern, based on the
pattern element sequence, and display the presentation pattern on a screen;

a one-time-password input unit operable to accept, from the user, an entry of a
one-time password as a result of applying the one-time-password derivation rule to
certain ones of the plurality of pattern elements comprised in the presentation pattern;

a user authentication unit operable to compare a code created by subjecting
the entered one-time password to the one-way function operation, with the verification
code contained in the selected authentication information, and, when they are identical
to each other, to successfully authenticate the user;

a content selector operable, in accordance with a given rule, to select content
data about a content to be forcibly presented in connection with the user authentication,
trom the plurality of content data contained in the content-added authentication
information; and

a content presentation unit operable, based on the selected content data, to
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presented, and store the content data associated with the content ID, in
the authentication-information storage in a nmanner associated with the
content-presentation attribute infornmation,; t he content - added

aut hentication information to be transmtted fromthe

S5aut hentication-service providing server to the client is fornmed to further
contain the content-presentation attribute information; and t he content
pr esent ATy prasentithe epéanalsl e veerfip peingttonr with dwarser autengosttoant to t he user
in connection with the user authentication, according to the
content-presentation attribute information. 10 7. The content

tafi ‘ | cat | : | ned i.n: any lains 1
R e S S R T

adapt ed doafigmei tutB-thel 86l icbeeatn pasEaibn- et eatiestiondnoln the cpbatr al i ty of
authentication information contalned in the content-added aut hentication
i nf omatjcoferstdredlicn dfheset Sathtchetioo tasah-oinndro Ot boifi-ist artlagecgfont he
client in a manner associated with the user ID of the user who i ntends to
be aut heWPHERt & Nearlienividr Bisilling the (qopteq PIREFRIMEA IYBR U5HT BFRREUFHIRNr equest

transmtter of the client.is.operable, m? n all .of the plurality of
e iGeral o heC e iR uPRE LA Eor MBI Fone i haddlS B Gicrdoh

aut hent ijgabilQRn RbefiRthOhelidethd Bodiflf AUihembhaald abei Nfieidan storage
of the client in a manner associated with the user 1D of the user who

i nt ends rogiam emtb heatclicst ed are sbleeetaadinbyilither atit vanti cabpoable.nior mat i on

selector of the client through the user authentications, to transmt a new

aut hént | @anedRLivifloihwasponthavgeiam Bohe slieitng ¢resuge O Biuyinasuché net wor k;

25t h thentication-inf tion- t ' f th .
aut hent 1 BARI°bA: eVl Ui ‘6PISO! Bierg SRFTGR 1 BREFTiseEon BYPEERINEHY new
aut hent i gaisQnsubinf LI ARG LORidneFYEsh. from the client via the network;

3. The content presentation-type authentication system as defined in claim 2, which is
15  configured such that the content presentation-type user authentication program is
downloaded from the authentication-service providing server to the client, wherein:
the authentication-service providing server includes program storage operable to
store therein the content presentation-type user authentication program aﬁd the
installation program, a download-request receiver operable to receive a download
20 request for the content presentation-type user authentication program and the
installation program from the client via the network, and a program transmitter
operable, when the download-request receiver receives the download request from the
client, to transmit the content presentation-type user authentication program and the
installation program to the client via the network; and
25 the client includes download-request transmitter operable to transmit the download
request for the content presentation-type user authentication program and the
installation program to the authentication-service providing server via the network, a
program receiver operable to receive the content presentation-type user authentication
program and the installation program from the authentication-service providing server,

30 and program storage operable to store therein the received programs.
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t he cont ent - added- aut henti cation-information transmtter of the
_authentication-service providing server is operable to transmt new

- cont ent - added aut henti cati on 30i nfornati on associ ated with the user |ID
contained in the received authentication-information request, to the
client; t he cont ent - added- aut henti cati on-i nfornation recei ver of the
client is operable to receive, via the network, the new content-added
aut hentication informati on associated with the user I D contained in the
aut hent i.gat irg0chAERr PRERRIHAGHE ShitheAitdhibh ARSIt hEAeRAIOM LRE one of

aut henti cation-service providing server; and t he

aut hent i daisdne i3nivhemitthe corstroiageadkrtist@etl i ent 1s operable to update the
stored content-added authentication information with the received
cont ent - added aut hentication information. 108. The content

resentation-type authentication system.as defined | ny one of clains 1
o 3 er ol B RBeR PHEHN e ¥ “CHR U LoD SOt iy IEBPTLI ABY CHErOlT acl udes

at Ieasgﬂﬁgglgﬁueg%ggh;ron1the group consisting of: a user-information
updat er operable’to update the information stored in the user-information

storage; ant@WoReAt-inFeiia00n i stfregdel kenaiRGat lonoReriabheviding peateist he
information stored in the 15 authentication-information storage; and a
cont ent fuptat egerdpe tabloes theraipdatle of e phfdityaf icontest datedpenfichevith
content-information storage, 9. The content presentation-type

aut hent i ‘CHEFOR &ipspeshyagngef theeder IDsaHya srangrassciiers With@gy gne gheei n:

20t he present abt & LoRLaM, FP&%{aEX& 0. UL 9f of Be AYLhentLeati ons @%r vi ce
prOV|d|ﬁb Server 1s a&aﬁie&; at a grven timng and W respect to each of
the useryskDsy: 4h@ re-specify specify a plurality of the content I1Ds on
condition that the user attribute information associated with the user ID
sati sfi es t hieconterdelgptoe o€ ticatlicanist gregéle wseteccardidt ivon of dntdamig i n t he
content-related i nformati on associated with each of tl

of content data which 1s associated with the authentication information selected for one

of the plurality of user authentications, so as to forcibly present the content of the

15 selected content data in connection with the user authentication.

6. The content presentation-type authentication system as defined in any one of
claims 1 to 5, wherein the content-related information associated with the content ID of
each of the contents contains a desired presentation condition including at least one
20 selected from the group consisting of: a desired presentation frequency representing a
desired number of presentations of the content per user authentication; a desired
presentation duration representing a desired time-period of presentation of the content
per user authentication; and continuous-presentation permissibility information
representing whether continuous presentation of the content is permissible,
25 and wherein:
the presentable-content specifying unit is operable, based on the desired
presentation condition contained in the content-related information associated with the
content ID of each of the content, to produce content-presentation attribute information
including at least one of a presentation duration per presentation of the content and a

30  continuous presentation information representing whether the content is continuously
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25plurality of content |IDs; and t he aut hentication-information storage
I s adapted to be updated by storing therein a plurality of the content data
~pertaining to respective ones of the plurality of content I1Ds re-specified
with respect to each of the user IDs, in a manner associated with the user

I D. 30 10. The content presentation-type authentication system as defined
in any one of clains 1 to 9, wherein the pattern-el enent-sequence creator

i s operaﬁﬁ%mﬁﬁrdﬁéaﬁ@ﬁtHé€pgﬂﬁ@mnd%ﬁeWﬁW@m§@qWéhcﬂwbé§@@moﬁ boththehe
pattern-s eC|f fornatlon and the

P ot ARt Rane e L gl Sen i with be oafto P SRS Riio ai ms 1

to 10, ﬁﬁﬁknnhﬂﬁMH@E attribute information includes at | east one of age
and gender each of 't he users.

the content-added authentication information to be transmitted from the
5  authentication-service providing server to the client is formed to further contain the
content-presentation attribute information; and
the content presentation unit is operable to forcibly represent the content to the user
in connection with the user authentication, according to the content-presentation
attribute information.

10
7.  The content presentation-type authentication system as defined in any one of
claims 1 to 6, wherein the authentication-information storage of the client is adapted to
avoid re-selecting an already selected one of the plurality of authentication information
contained in the content-added authentication information stored in the

15  authentication-information storage of the client in a manner associated with the user ID
of the user who intends to be authenticated,

and wherein:
the authentication-information-request transmitter of the client is operable, when
all of the plurality of authentication information contained in the content-added

20 authentication information stored in the authentication-information storage of the client
in a manner associated with the user ID of the user who intends to be authenticated are
selected by the authentication-information selector of the client through the user
authentications, to transmit a new authentication-information request containing the
user 1D, via the network;

25 the authentication-information-request receiver of the authentication-service
providing server is operable to receive the new authentication-information request from
the chient via the network;

the content-added-authentication-information transmitter of the authentication-
service providing server is operable to transmit new content-added authentication

30 information associated with the wuser ID contained in the received
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authentication-information request, to the client;

the content-added-authentication-information receiver of the client is operable to
receive, via the network, the new content-added authentication information associated
with the user 1D contained in the authentication-information request, and transmitted
from the authentication-service providing server; and

the authentication-information storage of the client is operable to update the stored
content-added  authentication information with the received content-added

authentication information.

8. The content presentation-type authentication system as defined in any one of
claims 1 to 7, wherein the authentication-service providing server further includes at
least one selected from the group consisting of: a user-information updater operable to
update  the information stored in  the user-information storage; an
authentication-information updater operable to update the mformation stored in the
authentication-information storage; and a content updater operable to update the

information stored in the content-information storage.

9. The content presentation-type authentication system as defined in any one of
claims 1 to 8, wherein:

the presentable-content specifying unit of the authentication-service providing
server is adapted, at a given timing and with respect to each of the user 1Ds, to
re-specify specify a plurality of the content IDs on condition that the user attribute
information associated with the user 1D satisfies the content-presentation target user
condition contained in the content-related information associated with each of the
plurality of content IDs; and

the authentication-information storage is adapted to be updated by storing therein a
plurality of the content data pertaining to respective ones of the plurality of content IDs

re-specified with respect to each of the user IDs, in a manner associated with the user

ID.
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10. The content presentation-type authentication system as defined in any one of
claims 1 fo 9, wherein the pattern-clement-sequence creator is operable to create the
pattern element sequence based on both the pattern-specifying information and the user

ID.
11. The content presentation-type authentication system as defined in any one of

claims 1 to 10, wherein the user attribute information includes at least one of age and

gender of each of the users.
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