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ANTENNA
120(H)

PROCESSOR
120(A)

DISPLAY
120(8)

DATA INPUT/OUTPUT
126(C)

COMMUNICATIONS

APPLICATIONS/DATA STORAGE/
MEMORY

CONTACTLESS ELEMENT
INTERFACE/SECURE MEMORY
INTERFACE

120{F}

CONTACTLESS ELEMENT
SECURE MEMORY/NFC DATA TRANSFER
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REMOTE KEY MANAGER
140
SERVER COMPUTER
141
CERTIFICATE TRANSACTION
VERIFICATION MODULE PROCESSING MODULE
141(A) 144(C
PUBLIC KEY MOBILE DEVICE
EXTRACTION MOBDULE 5NTERFACE
141(B). 141(D
X -y
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MERCHANT COMPUTER GENERATES A PUBLIC-PRIVATE KEY PAIR

CERTIFICATE AUTHORITY GENERATES SIGNED MERCHANT CERTIFICATE
404

¥

CERTIFICATE AUTHORITY SENDS MERCHANT CERTIFICATE TO MERCHANT
COMPUTER

MERCHANT GENERATES SIGNED MERCHANT APPLICATION CERTIFICATE
406

¥

MERCHANT COMPUTER STORES MERCHANT APPLICATION CERTIFICATE AND
MERCHANT APPLICATION PRIVATE KEY IN MERCHANT APPLICATION
407
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MERCHANT APPLICATION SENDS PAYEE INFORMATION TO MOBILE PAYMENT
APPLICATION
501
¥

MOBILE PAYMENT APPLICATION USES PAYEE INFORMATION TO RETRIEVE PAYMENT
INFORMATION FROM SECURE ELEMENT
502

¥

MOBILE PAYMENT APPLICATION ENCRYPTS PAYMENT INFORMATION USING
REMOTE KEY MANAGER KEY

MOBILE PAYMENT APPLICATION SENDS ENCRYPTED PAYMENT INFORMATION TO
MERCHANT APPLICATION

MERCHANT APPLICATION TRANSMITS ENCRYPTED PAYMENT INFORMATION,
MERCHANT APPLICATION CERTIFICATE, AND SIGNATURE TO REMOTE KEY
MANAGER
508

¥

REMOTE KEY MANAGER VALIDATES SIGNATURE

REMOTE KEY MANAGER DECRYPTS ENCRYPTED PAYMENT
INFORMATION USING REMOTE KEY MANAGER KEY

REMOTE KEY MANAGER RE-ENCRYPTS PAYMENT INFORMATION
USING MERCHANT COMPUTER PUBLIC KEY

REMOTE KEY MANAGER SENDS RE-ENCRYPTED PAYMENT INFORMATION
TO MERCHANT APPLICATION OF MOBILE DEVICE

MERCHANT APPLICATION SENDS RE-ENCRYPTED PAYMENT INFORMATION
TO MERCHANT COMPUTER

MERCHANT COMPUTER DECRYPTS RE-ENCRYPTED PAYMENT INFORMATION
USING MERCHANT COMPUTER PRIVATE KEY

MERCHANT COMPUTER CONDUCTS PAYMENT TRANSACTION USING DECRYPTED
PAYMENT INFORMATION
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PAYMENT PROCESSING NETWORK

1680
SERVER COMPUTER
161
KEY REGISTRATION TRANSACTION
MODULE PROCESSING MODULE
161{A) 161{C)
CYRPTOGRAM MERCHANT
VALIDATION MODULE VALIDATION MODULE
164(B 161D
MOBILE GATEWAY
INTERFACE
A6UE)Y
— —~—
REG’%%;"\%RED PRIVATE KEY
DATABASE
DATABASE 181(6)
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MOBILE PAYMENT APPLICATION RETRIEVES THIRD PARTY PUBLIC KEY
1201

A

MOBILE PAYMENT APPLICATION RETRIEVES KEY DERIVATION FUNCTION {KDF}

MOBILE PAYMENT APPLICATION RETRIEVES SHARED ELLIPTIC CURVE AND
GENERATOR FUNCTION

MOBILE PAYMENT APPLICATION GENERATES RANDOM EPHEMERAL ELLIPTIC
CURVE (EC) KEY PAIR FOR A TRANSACTION
1204

¥

MOBILE PAYMENT APPLICATION GENERATES ENCRYPTED CIPHERTEXT INCLUDING
THE PAYMENT TOKEN

MOBILE PAYMENT APPLICATION SENDS CIPHERTEXT INCLUDING ENCRYPTED
PAYMENT TOKEN AND GENERATED TRANSACTION PUBLIC KEY TO THIRD PARTY
COMPUTER

THIRD PARTY COMPUTER DECRYPTS THE CIPHERTEXT USING THE RECEIVED
PUBLIC KEY, THIRD PARTY PRIVATE KEY, KEY DERIVATION FUNCTION, THE ELLIPTIC
CURVE AND GENERATOR FUNCTION, AND THE RECEIVED CIPHERTEXT
1207
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MOBILE PAYMENT APPLICATION RETRIEVES THIRD PARTY PUBLIC KEY ASSOCIATED WITH
THIRD PARTY PRIVATE KEY STORED AT THIRD PARTY COMPUTER

MOBILE PAYMENT APPLICATION RETRIEVES KEY DERIVATION FUNCTION (KDF), ELLIPTIC
CURVE, AND GENERATOR FUNCTION
1302

¥

MOBILE PAYMENT APPLICATION GENERATES RANDOM EPHEMERAL ELLIPTIC CURVE (EC)
KEY PAIR FOR A TRANSACTION (LE., TRANSACTION PRIVATE/PUBLIC KEYS)
1303

¥

MOBILE PAYMENT APPLICATION GENERATES SHARED SECRET USING THE PRODUCT OF
THE THIRD PARTY COMPUTER PUBLIC KEY AND GENERATED TRANSACTION PRIVATE KEY

MOBILE PAYMENT APPLICATION GENERATES SYMMETRIC KEY AND MESSAGE
AUTHENTICATION CODE (MAC) KEY USING GENERATED SHARED SECRET AND
DETERMINED KDF

MOBILE PAYMENT APPLICATION GENERATES ENCRYPTED CIPHERTEXT INCLUDING
ENCRYPTED PAYMENT TOKEN USING GENERATED SYMMETRIC KEY

MOBILE PAYMENT APPLICATION CALCULATES MESSAGE AUTHENTICATION CODE (MAC)
FOR ENCRYPTED PAYMENT TOKEN
1307

¥

MOBILE PAYMENT APPLICATION SENDS ENCRYPTED TOKEN, TRANSACTION PUBLIC KEY,
AND THE GENERATED MAC TO THIRD PARTY COMPUTER
1308

¥

THIRD PARTY COMPUTER DETERMINES SHARED SECRET USING THE PRODUCT OF THE
STORED THIRD PARTY PRIVATE KEY AND THE RECEIVED TRANSACTION PUBLIC KEY

THIRD PARTY COMPUTER GENERATES SYMMETRIC KEY AND A MAC KEY USING THE
DETERMINED SHARED SECRET AND SHARED KDF

THIRD PARTY COMPUTER VALIDATES RECEIVED MAC USING DETERMINED MAC KEY AND IF
MATCHES, BECRYPTS ENCRYPTED TOKEN USING GENERATED SYMMETRIC KEY
1311
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