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FI ELD The present invention relates to a access restriction apparatus, a

access restriction nethod, a conputer readable 10 program storage nedi um
I n which a access restriction programis recorded, and a access restriction

program BACKGROUND ART Recently, image data with regard to, for exanple,
an 15 i mage phot ographed w th Sp@CJREOATIOREra or an inmage read with an
optical character reader (OCR) have cone to be exchanged through a network
such as the Internet. A cellular phone equipped with a digital canera has

appear ed, & %@élF , 4 bl X bet ween
plural cel aréz Ones. %bnventlonaTI%?&gﬁgaggsggg f?ﬁ gﬁggta) of
‘binary dacmsmmmn FEADRBEE (PREGRAM NSTERAGE aMERIOM| RECORDEDI ROCESST or mati on .
(e.g. the information concerning the resolution of the image) relating to-

the i ndge. 2BESIRICEIAYI BRoﬁmhole ACCESS BESTRICTTOhEROGRAMy,  first

i mge data 161 and the information 157 relating to the inage data 161 have
been managed as one file; second imge data 162 and the information 158
rel ati ng achaNecanegeEdata 162 have been nmanaged as one file; third. image
data 163 and 30 the information 159 relating to the image data 163 haye
been managed asTRf@rasent iaventien: nelpkegetdar ackessapestiréction February

2006 _ apparatus, a access restriction method, a computer readable
10 - program storage medium in th.ch a access restrlctJ.on program, - }
: .

is recorded and a access restrlctlon program

BACKGROUND ART .
Recently, image data with-regéird_to, for example, an
15 | image photographed with a digital camera or an image read With
an optical character reader (OCR) have come to be exchanged
'thro'ugh a network such as th'e Internet. A cellular phone
_ eq_uipped w;‘.th a digital camera has appeared, and it has come 7
to be possible to exch‘anéé image data between plural cgilﬁlar

20. phones. Conventionally, an aggregate {image data) of binary

Faia
. : o

- data such as image data is managed as a file including
information {e.g. the inform&tion'concerning the resolution'

of the image) 'rél-ating to- the image.

25 _ For example, as shown in Figure 24, cpm(entioﬁally,
_fir'st im_ag‘e" data .1'61 and the information 157 relafing to the
"irﬁage 'dat_a 161 have been.managed as one file; second imagé
data 162 and the information 158 relating to the image data

162 have béén managéd as one file; third iniagje data 163 and

30 the 1nformat10n 159 relat:mg to the image data 163 have been

managed as one fJ.le, and fourth 1mage data 164 and the




~file. If a plurality of binary data is , for exanple, cdp

i nformation 160 relating to the inage data 164 have beeQ1Fg§R%gﬁ%¥%§e?2$ed

it has been necessary to process each of the binary data (a file) severally

‘except for performng the process by the folder (or by the directory). So,

if a plurality of binary data is processed by batch processing, the batch
processi ng has not been conpl eted sonetines ow ng to an om ssion of the 10

processing of a part of the binary data. And, becausehbinary daéatsucﬂ as
| mage dat .i.nclude tacter information . in the binar ata, keys
forgthe sgfg%%&g&%P?iégglr%?%F églFﬁet 'ﬁﬁaﬁgé€€€P'ﬁé4a2@§Ft PR%matter for
such bi namgndata asecasl ¥iikheir file names, their creation dates and their

updat e dates. 15 Therefore, the binary data have the problem of the
difficulty of their handling. Further, owing to the recent advancenent of

the informatiop:i Ly,. . data .communi catigns of,. for exanple, 20 docunent
i nf or mation i nc?ﬁdﬁpg’g%t&%ﬁtﬁ ﬂgat?lllﬁ‘rr%r tF - ek S Lo Ferighe

frequent | prprifayamdit Méglbeé'@h\é%@é%ar?%@ P9 i é&éﬁ&&eﬁhe Eggaggarml e, in

the Internet, browser software is configured to read data described by

neans of #atfelk fide)anguageliuldxmekbpts filypperFoxmivgr Kip ﬂI&ﬂi_?ﬁ@JBy( ll;va) 25
e mar kup

! _ ez xFoxtir i
| anguage. Eah 0adr LEP RIS HCORERRPREY TG 1o LB A BACARG LS PRBAFENA | he

| anguage can

Tar KUp | a0gU8g8: 1 cRRBeR by Ooa £0K oo ARSI SiiBcLiCpREQUBET, 5O L var &

accesses link 30 position information such das a I Torm Resource =
Locat or - (R )nothBeRy eomb hktei@stametings owinigheof ah lomiisxg deser s i ons, 21
POy Y 08st s o' pat ol HP bihalY abla! "akd Mo tmuaa binars || < "9
data su‘ch as image data cannot include cﬂaracter information
in the binary data, keys for the sake of retrieval or the like
' with respect to a certain matter for such binary data are only
their file names, 'their creation dates and their update dates.
15 Therefore, the binary data have the problem 6f the difficulty

of their handling.

Further, owing te thé recent advancement of the
information industry, data communications of, for 'example,
20 - document inf_ormatioh including such plural b‘inafy- data |
_ describ'ed above, are frequently p’erforméd thotigh networks
such as the Internet. For example, in the Internet, browser
_ software 1s 'configﬁred to read data desc‘_ribe'd'byr means of a
‘mark up language called as Hyper Text Markup 'Language (HTML )

' 25 for performing a display corresponding to the description.

The ‘m'arkup langtiége can d'es.cri'be a site desired to be-

‘linked and the like, and the’markup language is adapted to
‘make it possible that the browser software accesses link

30 position information such as a Uniform Réso_ﬁr‘cie Locator (URL)

being a link destination. In- the following descriptions,




or the |ike by means of the HTM. markup | anguage, the | bk e like

.has a function of changing a display correspondingly to cﬁan URLs by .

changing a certain URL 5 to the other URL designating a p05|t|on of a

docunent (see patent docunent 1). [Patent Docunent 1] Japanese Patent_

Lai d-open Publication Hei 11-96098 10 (page 5, section 0012) However,
since the URL is described by neans of text data which is easily
understood visually, the URL nay easily be altered. Consequently, the URL
has a problurRDs TwwhilChe ExedngdBsr ider thheRe tdnddd & dlesi 95'1%1%65.’11%1
an.original URL may easily be accessed. To put 1t concreteéely, sup%om ng
that a UROT fbeplikeviy aweanm HfptROCITMD iy laasyuweigegi nakl yikeey 20,

desi gnat e ve- nentlo ed probl emaoccurs at the tine of amending the
URL to a g’stlrﬁleet Eig‘ e Qﬁﬁ%ﬁn@?‘}ﬂmlﬁll@ﬁﬂw on the =

i nt enti on cirradslopidil ) Qb%h Rest o El robl em
in which a pers?% h;\ﬁlﬁg gn eV|a %:én?ﬁrﬂ@'osn ?a%ﬂg{é g%%@!’rﬁa]lg gk

(" http2// m/vthaaatherj PRR0G&6102ahing" a pﬂ:bﬁetlbhaaft@edo@mh&wad sddle

"http//gw\%/ /%? 0101.htm ™). 30 Conventionally, it was
i npossi bl A6 i‘ng a URL other than the originally desi gnat ed

URL. If the 21 February 2006 prohibition was dared to be tried, it was

necessary to perform conplicated processing such as alteration of the file
desi gnat ed by {Retemt Dacmdeancg] Mreover, if a URL to be kept in a

-secret is transferred by

apanese” Patent Laid- -open Publication Hei 11 96098
10 (page 5, sectlon 0012) , ‘ . ‘ . f@

However, since the URL is described by means of text
data which is easily understood visually, the URL may easily
be altered. éonsequently, the URIL has a problem in which

15 files other than the file designated by an original URL may

easily be accessed.

_ . To put it concretely, supposing that a URL
"http://www.aaa.ne.jp/20010101 html" has originally been
 20‘ designated, the above-mentioned problem occurs at the time

of amending the URL to a estimated URL

£
B 'ﬂ‘

fhttp://Www.aaa.ne.jp/20010102.htm1“ on‘the-intentidn.of

referring tb the. next file.

”i 25 _ That is, there is a problem in which a person hav1ng
an evil intention can access the file =
("http://www.aaa.ne.jp/20010102.html") other than the
original file (“http://www.aaa.ne.3jp/20010101.html").

30 . Conventlonally; it was impossible to prohibit tra01ng

a URL other than the orlglnally de51gnated URL. If the




electronic mail, there is a problemin which anyone whooneeshgpsaddee  URL
can easily access a file at a URL other than the transferred URL, which
can be assumed fromthe transferred URL. Accordingly, the present invention
ains to provide an access restriction apparatus, an access restriction

met hod, arolimuier wak eadabl® psagham SEO&aﬁsgﬁeé&@iaHWtBaﬁ{érrfgrﬁ recor ded

access r nd th ess restr LCti program capabl e of
sol vi ng ?ﬁ%ﬁll%%g%f]grgée %E@#ﬂsﬁg% aésb?)vteergn Toffa eoﬁlﬁggﬁsjt%? D&Y to refer

only to “Rartfgeteivitfor mation that exists at a position designated by
link position information. D SCLOSURE OF THE | NVENTI ON I n accordance with
a first aspec e .r t. invention t her Rrov ded. an access
restriction ahoggrogtregs J% gs@é]“s Tict Ay & aiesre‘r:r‘l‘:enafs 58%#5&]"“5‘@ %ﬁnaged
rranagerreﬁtle‘ftﬁ?f’f}%%ﬂ‘tai%n thexg dsa%@églélew estvhiich japmomp phe ategsicdvataet eri zed by

conpri si bgL c&up@sym&aﬁssi Qr tSUPRLYd mEL SAindrt@al Al cWiddtelidkuROSi tion

i nformat i on.,i ngdi g_)%t linking destinati og%of sai d managenent

rom nsfe red
i nformati on, sai p03|t|on|n ornation €ing partially or totally

encrypt ed; and access management neans for managi ng access of said ternmnnal
to - sai d manageRRbiAd1yOr IR hestean ﬁwBﬂL&o& fmssab Grbi e RRSILLON

i nf or mat ed b aid_term nal ccordance with a second aspect of
t he presgé”%“lfkrl’dtﬁgleoglg a %fsh’ FB 1§D §9r e E%lon 5‘8%&3% PSP on net hod for

restrict FerfaRle tPé’Pﬁi’%ISt%r@@es%ﬁdﬁgm remdued nesragetrBvtesniestEck b  sai d

nethod phajrasl enzed BycdsaChidi-ngiod Mlaﬂ( %Tagaol%f oBuRpL M nensaid
ter m nal blem% i1k, %SI tion i nforgarlhon i ndi cat a |linking._destination of

sai d managenen O8R, 2naP ﬁ‘&lrﬁoglﬁrb“hn"‘l FOraraet st tkeihg

i nfornation, Safd 9
parti al waf@ugem%rr}t é#lf%}fméﬁjequb‘tléefd?xaﬂm at a position designated by link

position informaticn.

DISCLOSURE OF THE INVENTION _

In accordénce with a first aspect of the present invention,
there is provided an access restriction apparatus for restricting a
terminal accessing managed management information, said access
restriction apparatus characterized by comprising:

supply means for supplying said terminal with link position
information indicating a linking destination of said manageﬁent
information, said link position information being partially or
totally encrypted; and

access management means for managing access of said terminal to
said management information on a basis of said link position

information decoded by said terminal.

In accordance with a second aspegt of the present invention,
there is provided an access restriction method for restricting a
terminal accessing managed management information, said method
- characterized by including: |
1a supply step of supplying said terminal with link position
information indicating a linking destination bf said management .
information, said link position information being partially or

totally encrypted; and




4 21 February 2006 an access managenent step of nanagi ng, i*g ﬁ,ﬂf gSai d
termnal to said management infornmation on a basis of sai K™ position
i nformati on decoded by said termnal. In accordance with a th| rd aspect of
the present invention, there is provided a conputer readable program

storage medi UgkNADd MnabSLAE 1oa00 854881 LIBLL O LADEAM.LOL Per T or i ng
a function of restrlct|n a term nal accessli ng nanage nanagenEnt

i nf or mat i*8n>2 s R GBS UL BT TFREPRLP apP%‘istaPrf stof alg@ kGt har act eri zed
by havi ngnfemadisrecerdizd Bccess teesimalet i on program that executes: a supply
step of supplying said terminal with link position information indicating
a linking destination of said managenent information, said |link position

i nfoor mati on bl MfBEITICEI 1A o? PEBE AFGTeREr Yt BECSRAC- YA EiTess managenent
step of ﬁhﬂ&gllﬂg»za@c@@saocﬁorr@atd treadrbnal proyoars ak dragenagen®iaviing or mat i on on

a basis of.said alacags RQSELIQNon p@Bgﬁakép@ePP&%ﬁéﬂ bhé&llgn gmnal. Ina
fourth asgect of present i nventio there iI's prOVI an access

restrictf %trﬁ%b‘}gam t'fe(ﬂm‘ﬁbaelr 8T MRS S P UIRIEPBH "GPadsest rﬁnéf’F‘i‘?g}lanft erm nal
f or accessiqgonputageckaganiagenerani fifcrhgatmedinmn cﬁﬁhﬂd’c&@fﬁeﬁzmd nAyim)xecuti ng:

a suppl ysﬁ@rze@ém%umwg@gceé@mt&@g ryr@allam%m LL0k,:RQSi tion. information
indicating a |ink mg destination_ of said managenment information, said |ink

posi tion i nfof ndPPOh BEPRf PATRLYARY y2b terptastt Yiidndivhredtignd an access
managenmentfgmeplaf indiragimgaatiogssg ckssixiatdidernii sald ndmagsadt, managenent

L nformat t i Q0. AnDAN:S ofn 1 L ' coded by said
term nal . 5%, EEH%EE Qinm@;&t wkmregaﬁatt 190 el b Rf QLR d199 916

an access management step of managing access of said terminal
to said management information on a basis of said link position

information decoded by said terminal.

In a fourth aspect of the present invention, there is provided
an access restriction program for performing a function of
restricting & terminal for accessing managed management information,
characterized by executing:

a supply step of supplying said terminal with link position .
information indicating a linking destination of said management
information, said link position information being partially or
totally encrypted; and '

an access management step of managing access of said terminal
to said management information on a basié of said link position

information decoded by said terminal.
BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 is a system block diagram showing a configuration:

example of a data management system to which

4a




Figure 1is a systen1b|ock di agram showi ng a conflguratg?E exa of a
~data management systemto which 4a 21 February 2006 a d SR ALY,

~apparatus is applied as a preferable enbodi nent of the present |nvention.
‘Figure 2 is a view showing a configuration exanple of the authority

i nformati on managenent table of Figure 1. 5 Figure 3 is a view showi ng an
exanpl e of the docunent group nmanaged by the docunent managenent section

of Figure 1. Figure 4 is a view show ng a configuration exanple of the
docunent qf Eéﬁi’rﬂaﬁagéﬂeﬁtg ardtud $YSlH &?ﬁ%rbcegé ug eef’\é SI[V% ng a

- data managenent et hod nagement ser concept dald “ eb6is a
fIOM/charmehdwmngtanfexaﬁpb&e&bn&h&n&@m&1mﬁnagenent nethod by the
management server. Figure 7 is a systemconfiguration diagramshowng a 15
configuration e?éﬁBF% Bl adé(ﬂéwnﬁéagéﬁgn? %9%?%%?%&1%1@?@@%@@@

conput er C t t i ed a5 a second
enbodlnen?g§$gkﬁgogﬁgg gﬁ%?%@é%ﬁ?%nh%ﬂﬁ' e%Sﬁéq%ﬁﬂ %ﬁﬁ%ﬁ% showi-ng a
SInpleSCoangurEignﬂeGXaﬁpbevﬁbwtbﬁoﬁﬁhﬂe&ncéﬂaﬂpﬁé &f fdW@Rukent20 Figure
9is a dia%ran1shomdn an exag;le of a directory structure for the
managenend BPPd‘&Pﬁaﬁ? abH e Ae@Emen & MARIPRIE a1 Qff Figure gure 10
i s a diaggam showi ng an exanple of data stored in a first document
directory of Figure 9. 25 Figure 11A is, a diagrans showing a data

. configuration Bkqupsel dfs hhelaﬁtslﬁd)wihb&aldbfﬂwﬁtﬂ&l AhhpicdEe 11Bis

the document of Flgure 3.

10 ' Figure 53 is a system éonceptual view showingra data Afg
managemenf method by a management server coﬁceptﬁally. a
_Figure 6 is a f£low chart showing an example of the data
managemént method bf the management server. |
Figure 7 is a system configuration diagraﬁ.Showing a
15 configuration example of a data management systenllncludlng
a servex'computer'to whlcﬂla.access restrlctlonAapparatus is
applied as a second embodiment of the present- invention.
Figure 8 is a block diagram showing a simplé
configuration example of the server compﬁter of Figure 7.
20 . Figure 9 is a diagram showing an example of a directory
-structure fox‘thesmanagement of data by a access restrlctlon : '.iﬁ
- program of Figure 8. ' ' |
Figure 10 is a dlagram showing an example O,fl c'lata--slt(jre.d
in a first,doqument directory of Figure 9..
25 o Figure 11A is a diagrams showing a datq_cqnfigufatiqn‘
| example of the actual file in Figure 10, and:Figure 11B is
a dlagram showing a data configuration example of the 1ndex
flle in Figure 10.
Flgure 12 is a figure ShOWlng an example of the data
.30 format of the index flle of Figure 11. —

Flgure_13.1s a diagram showing an-example.of,the



a di agram showi ng a data configuration exanple of the i file Ln Figure
-10. Figure 12 is a figure showi ng an exanple of the dat%ﬁﬁ%u?'grzﬁg{; of the
index file of Figure 11. Figure 13 is a di agram showi ng an exanpl e of the
21 February 2006 processing of adding i mage data. Figure 14 is a diagram
showi ng the exanple of the processing of adding the inmage data. Figure 15

I s a diagram showi ng the exanple of the 5 processing of adding the inmage
. data. Figure 16A is a diagram show ng a configuration exanple of the index

file bef opgohggsgﬂ i Bkogdtafr%g&ie%@égg, ??Fg Figure 16Bis a di agram show ngioa

configuration exanple o e after the addition processing.

Figure 17 is a Higgran show aodbdigexaghewdigtiite PxOreBS| 6 ©e del eting
~image data. Figure 18 is_a_di agram showi ng an exanple of the processing of
del.eti ng PRRGES8ARG. oFi gddéngophesinage adnb showi ng a configuration

198 s a diagr A drEni Ty 16 S PRl Ao M FRIRERS el ¢ e
the ded et peocpssLrgsongad@ng Fer mdfe i SaBadi agram processing of dividing
i'mage Figure 21 is a diagram processing of dividing i mage show ng an
exanpl e data. Figure 16A-is a diagram showing a configuration example
of the index file before the addition processing, and Figure
16B is a diagram showing a configuration example of the index
- file after the addition processing. |
10 ' Figure' 17 is a-.diagram showiﬁg an example of ‘the_
procéséing of deleting image data. '
' Figure 18 is a diagram showing an example of the
processing of deleting image data. — |
Figuré 19A is a diagram showing a configurafion.‘example
15 of the index file before the deletion processing, and Figure
19B is a diagram showing a configuration éxample of the index
file ‘aft"er the deletion processing.
Figure 20 is a diagram showing én example of the
processing of dividing .image data.
.20 s Figure 21 is a diagram showing an ,exalriple.-of- the
"—processin-g of dividing image data.
| Figur.e 22 is a diagram showing an example of the
- processing of dividing image data. ' |
Figure 23A 3.5 a-diagram showing a configuration exémple
| 25 lof the index file before the division processing, and -Figﬁré
, ',2."3B, ié-a diagram showing a configuration ei:ainple of the index
_'file_affer the division processing. | |
Figure 24 is a diagram showing an example of a
conventional access restriction method. SRR
30 | | 1_“
' BEST MODES FOR CARRYING OUT THE INVENTION -




showi ng data of the an exanple of the Figure 22 is a I NQg
-processing of dividing image data.. an exanple of the F?J’ ﬁgéﬁgﬁhﬁg a

di agram showi ng .a confi gurati on. exanpl e 25 of the i ndex file before the
-di vi sion processing, and Figure 23B is a diagram showi ng a configuration
exanple of the. index file after the division processing. Figure 24 is a

di agram showi ng. an exanpl e of a conventional access restriction nethod.. 30

BEST MODES FOR CARRYI NG OUT THE I NVENTION . 21 February 2006 Herei nafter,
descri bed in detai

preferred enbodinents _of the_ present tion wll

on the basis ofhtﬁglnS%FﬁfheggagﬁﬁFﬁasem%ﬁ@?&&HFélP? tg@n@@“@ﬁétenbodinents
to be desamveediidh wild el LAWCRIbEd 3nSWelalhe ofORHL IR PPTY §peavarious
technically preferable Iimtations are added to iIt. However, the scope of

t he presedttaphed daavilngset |linited to the forns of the limtations as
l ong as a description indicating that 10 the present invention is
especially limted to the forns is not nade. <First Enbodi nent> Figure 1 is

‘a systgm bl ock @hé%@ﬁtéhﬂw i el BnE UHB SR AREA LS &X BEPASs OF 1 B 41312

managenment system 1 to whit
the following is a sultable.r concrete example, various

technically preferable limitations are added to it. However,
the scope of the present invention is not limited to the forms

‘of the limitations as long as a description indicating that

d_t“"

10 . the present invention is especially limited to the forms is S

not made.

<First Embodiment>
Figure 1 is a system block diagram 'showing a
15 configuration example of a data manageme‘nt .'s'ystem 1 towhich
a data management apparatus as a preferable embodiment of the

present invention is applied.

The data management system 1 is provided with a document

2‘0_' management server computer 25 (management server), client

e
T
; \
Yo
L

computers 23A, 23B, 23C ‘and 23D -(clieﬂts) as terminals, a
network,a and a‘—'mail serv'e;: computer 27 (mail 'server.). In
the _foilowihg descriptioﬁs, persons operating the client
computers 23A, 23B, :23C and 23D severally will.be called as,
25 'fer_example, "Mr: A", "Mr. B", "Mr..C" and "Mr. D"
respectively. ALl 'of-‘th.em:wi-ll be‘ called as "accessing :

persons”.
. . The maﬁagement server 25 ismpfeﬁi&e&- with an aut_horlty
7 30 information management table 16 . an access management section

14 and a document management section 18 . It is supposed that




a data managenment apparatus as a preferabl e embodi ment Q% ngﬁﬁﬁent
~invention is applied. The data managenent system1l1 is pI’OVI g

docunent 20 rmanagenent server conputer 25 (managenent server), client
-conmput ers 23A, 23B, 23C and 23D (clients) as termnals, a network 8 and a
-mai-l server conputer 27 (mail server). In the follow ng descriptions,
persons operating the client conputers 23A, 23B, 23C and 23D severally wll
be called as, 25 for, exanple, "M: A", "M. B" “M. C' and "M D',

respectiv f them w a ed as " sin ersons”. The
rranagerrent%hér\‘:}lgra‘g%g’ef‘g EFEVPEegg\Af‘F‘ﬁ angﬁ'FhB |t%°r38xf'ﬁ?6?‘rrat fon
managenent table 16, an access nmanagenent erection 14 and a docunent
managenent section 18. It is supposed that 21 February 2006 the nanagenent
server 25 has aThaneuthority tnxbephation"mafhgemebhotablei hé atsredi on

h f th thority of the
Cliont 5 EBRaR: £PE 9aRediRSEbhe S OhRPEn A RL LR C  pEPe oL Bbr al . Tho

aut horg t ycbRpQt8BE| 95a BAQUSIRIH, LAkl 16 TRRAES PQ%&%ES?%:QH&“W ty to

t he access persons, for exanple, as shown in Figure e exanpl e
shown in The aughoritir 1nﬂohrast1®ltnemansgemeatthableylofm iddgedMthd has the
M. C has the access authority of "1". The

- access-authority "2", n
* docunent ﬁﬁﬁ%@%r’?’é‘ﬁzgmﬁﬁy Bﬂ ﬁﬁﬁﬁﬁ@sp%l’a%%mfé’r ?’63%1%{ GSeth @ shown in
Figure 3 8§ miglpedinent 1or eHe dfamghe ﬁBWﬁ"EH“t | & rreRaged under a
classification in which 15 the docunent group 1 |s c a55| I
docunent sti®AccdBE amidhordCyasfnhBageventB ihafsothmt aonesétautsh@ltmﬂsed t hat

--the ocunen rou has a docunent group name "AAA", for exampl e.
% JF d .g r?d]Mr C has the accegss uthorlty of "1~ rr‘r‘p

The document ménagement.section 18 manages daocuments
to be stored as shown in Figure 3 as a document group 19.‘ The
document group 19 is managed under a classification in which.

15 the document group 19 is classified into documents 19A, 19B
and 19C as management information. It is supposed that the
“document group 19 has a document group name "AAA", for example.
It is also supposed thai_: the document 19B has a document name
“bbb”. |

20

Moreover, the document 19B has documents composed of
‘pages, for example from a first page Pl to a sixth page P6
(a plurallty of pieces of unit J.nformatlon) as shown in. F:Lgure
4, and autheority information 37 is attached to them. The

25 _ authorl-ty information 37 is the access authority set in .the
',authorlty J.nformatlou management table 16 shown in Flgure 2,

and the authority information 37 is, fpr exa_mple, 2",

|  The access management section 14 acquires the access
30 authority from the authority inforz_natioh management table 16

- to every accessed client such as the cl_ient‘zak and so on.




I't i s also supposed that the docunent 19B has a docuneng o IAY
Mor eover,- the docunent 19B has docunents conposed of pages FB@ exanpl e,
“froma flrst page Pi to a sixth page P6 (a plurality of pieces of unit
information) as shown in.Figure 4, and authority information 37 is attached
-to them The 25 authority information 37 is the access authority set in
the authority infornati on managenent table 16 shown in Figure 2, and the
‘authority information 37 is,.for exanple, "2". The access nmnagenent
section 14 acquires the access 30 authority fromthe authority information
rranagerrentThPaﬁfiée-% m@l@ﬁéﬁ%ﬂﬁemm i ijenicosddiguasd he sipeky tA®A and so
21 Fe 6_TRhe_access, nent section 14 is confl ured to

supply th%hH%F]>£ 9 RIFA 2B Bh B SHRGH5H S %Beﬁages

such as tk@cHossrey ab8hmand M%d’\'ﬂﬁrbﬁ %e@&cﬁﬁésaé@é@s_gﬁl%%benéﬁ ion 14
~judges that the client 23A and so on have the access authority. t he

ot her han@&gcthencl4 gndgesithat Fhgekidant AgRualed soombavki et aoressnt ent
‘setti seg&h %5 and mail software 33. 10 The notification content
- setting s& ¥-has the function of setting |ink position.information

39 including the information indicating a |inking destination such as. the
docunent 19A and so on as the contents intended to be notified 15 to the
client 23A and @@ e O‘Edlepuhahd cldme redtieing; 230 {heFidurk pasclndes

i nfornation 3 exa "a" as .a server nanme, "AAA" as _a docunent
group " hBERO %a%%%ﬂt ettlng section 35 and mail software :

33.

10
The notification content setting- section 35 has the
function of setting link position information 39 includiog'
the J.nformatlon 1ndlcat1ng a linking destination such as the
‘document 194 and so on as the contents intended to be notified
15 to the client 23A and so on. To put it concretely, in the
link pos::.tlon information 39 for example, “a” as a server.
name, “ARA" as a document group, "bbb”" as a document name ,
“"pages 2-5" as page specification, and "ON" as an attribute -
are set, as s_h'own in Figure 5. The link position information

20 39 may be adapted to encrypt not only the information

it
é; Y]

1ndlcat1ng the liking destlnatlon but also any one of or a
comblnation of some of the page spec:.flcatlon access

author::.ty and the 'attrlbute.

25 The miail - software 33 shown :Ln Figure 1 is the softwa.re. o
| 'hav:Lng the functlon of exchanglng electronic mail with the
other clients 23A and so on by utlllzlng ma11 boxes 21A ‘and
_ so on of the mail server 27. The ma11 software 33 can recelve f
| | ,‘Vthe documents 19A and SO on composed of the pages R
30 . correspondlng- t_o access -authorlty from the manegementésefver

‘25 as will be described later. Incidentally, it is needless




"pages 2-5" as page speC|f|cation and "ON' as an attri
~shown in Figure 5. The link position information 20 39 %%Brﬁégzpted to

encrypt not only the information indicating the |iking destination, but

-al so any one of or a conbination of sonme of the page specification, access
authority and the attribute. 25 The nail software 33 shown in Figure 1 is
the software. having the function of exchanging electronic mail wth the
other clients 23A and so on by utilizing mail boxes 21A and so on of the
mail server 27. The nail software 33 can receive .the docunents 19A and so

on conposkd ¢ 1E]Pi"ét FRGeBeans Hr FREHIRR FGMyRAcaddenatit ot 144t t he
MRNAGENENts SOY Ga 2P Sfetidte DHEESGHAOEte e may o degl@] 1Y, It 1S
needl ess 21 February 2006 to say that the neans © ta comuni cation
isnot limted to the mail software, but other means may be used. The

client 23A includes_a docunent. acqui sition section 5 31 and mail software
33. Since the e Cldephag A 42 esyAdqumeny; ALY si§ipaectHion he
~ abovegheny s:ﬁiﬂf 3 Qf; e | 2 d Chly tion:

t her egf IS om ttedi vsocuer;“,'e:,:rgi‘t %(::Lcrfri?i%sit?ﬁeoﬁl%géc%:ggﬁ%%ecg% glcgw re the

-~ docunent sfuBAt otk S nil o N Sigtb <o @f priesl edteywe -mesh iagesd Wairlecei ved by
~the mail software 33 to display the docunents 19A and so on, for exanple.

| nci dent aﬁchW%thc?e? (e e etz @ 3D s darariricin diteaashd sand
functi onSod {iddr Tgﬂet&@aﬁie&é abif161120h %é&;tchbgldé Cabghiea%h%bout them
as

are Oﬁ]tt managenen erver e COﬂ 'on" menti oned

above. Neidcuul'ﬂrgw as;Alafhdarsea reaf efongbaMd loF an pI@(ﬁﬁémﬁed agdat a

managemant met hod of the management server
received by the mail software 33 to display the documents 194

and so on, for example. Incidentally, since the clients 23B
and 23C have configurations and functions similar to those

of the client 23A, the descriptions about them are omitted.

.15 . : The management server 25 has the 'configuration
mentioned above. Next, Figures 1-4 are referred while an
example of the data management method of the management server

25 is described.

20 - Figure 5 is a system conceptual view showi‘ng ‘the data
| ‘management_méthod of the management server 25 conceptually. ‘
Figure 6 is a flow chart showing an example of the data
management method of the management éerver 25. In the -
following descriptibns, the ciient 23A is called -és "Mr. A";
25 the client 23B is called as "Mr. B"; the client 23C is called
as "Mr. C"; and the client 23D is called as "Mr. D". '

As shown in Figure 5, it is supposed that the document
19B composed of six pages frbxri the fi_r’s"c iﬁa'ge P1 to the s:.xth
30 :page P6 shown in Figure 4 is prepared :i_n the document group

19 (hereinafter, referred to as “document group AAA") shown

10




25°'s descrl bed. 20 Figure 5 is a system conceptual vi e?zr e dat a
managenment met hod of the managenment server 25 conceptua |gure 6is a.
- flow chart showi ng an exanple of the data managenment net hod of the
‘managenment server 25. In the follow ng descriptions, the client 23A is
called as "M. A" ; 25 the client 23Bis called as "M. B"; the client 23C
is called as "M. C'; and the client 23D is called as "M. D As shown in
Figure 5, it is supposed that t he docunent 19B conposed of six pages from

the first P ih Flqure.4 is epared in
t he docUrreLlri:laggl#gltlfp 19 { er el ngﬁtqzm%%%e %F%%%m%gtglgﬂl%ﬁcunent g?’b p AAA")
shown 10 mmmagymeatsseaganhem \halvinighehac eeaRe au hqigtey ‘s81)Qn the
managenent server 25 having the nane "a" (Step ST1l). Mreover, it is
supposed that the pieces of access 5-authority "3", "2" and "1" are given

to Messrs. A respect.i acgess.aut hor it as shown in
Figure 2 (St e?‘@#g?geﬁé iEI\/gE %L)S*)éba%lan;g:ﬂgt %o |P§/ek‘/3§sf)§ X‘LA €®%and C of
the 19 | acaboeisyof3thergdatandftherfagavenf thhRe8864EN! BLABghavi ng the
‘docunent name "bbb" fromthe second page P2 to the fifth page P5 (public
,pages) sh&RRPPRLEVGAYe asfiEhe Aanasy autbopidys asoshessrin FAguBeadd C. 15

Dlnﬁgg§ ﬁ 8455 . of position information (e.g. from the server nanme to
the docunent hane) “¢oncerning the location of the docunent 19B by neans of

the notification content setting section. 35 as shown in Figure 5.
- Thereby, M. D performs page setting as described above, and sets the 20.
attribute "ON'.Negr lipoR, isheoing riconpéifpdiiesses. thaB and\C of the

10 locatlons_ of the data of the pages of the document 19B having }
the document name "bbb" from the second page P2 to the fifth |
p_a-ge. P5 {(public pages) shown in Figure 4 for showing the pages

to Messrs. A, B and C.

15 - Mr. D inputs pieces of p051t10n information (e. g- from .
the server name to the document name) concerning the location
of the document 19B by means of the notification content
'setting section 35 as shown in Figure 5. The_reby, Mr. D
performs page setting as described above, and sets the.

20 attribute “ON". Hereupon, the a_tt_ribtite indicates tttat only

| receivers _(-Mr,. A and 'the like) having the access authority, . \5

7 for example, smaller than a certain piece of access authori‘fl.y'
(authority number) can browse the decmnelit 19B after. the
confirmation of the existence of the authority of the

25 Treceivers at the time of "ON", and that.the receivers can
browse: the document 19B regardless of their access authority
without the confirma't:i..on of the existence of the authority

at the time of "OFF".

30 - Incidentally, at the time of thefperfoj:'mance of these

settings, it is preferable that Mr. D has the authority for

11




receivers (M. A and the like) -having the access authort{¥ mUaﬁﬁéogxanple
small er than a certain piece of access authority (author er) can
browse the docunent 19B after the confirmation of the existence of the -
~authority of the 25 receivers at the tinme of "ON', and that.the receivers
can browse the docunent 19B.regardl essof their access authority without
the confirmation of the existence of the authority at the tinme of "OFF'. 30
I ncidentally, at the time of the perfornance of these settings, it is

pr ef er abl Y/ has. t he for 1 Febr y 2006 referring
to at |ea§?%?§%1§%05§;% -ﬁéﬁ?% 3ﬁ¥ﬁ§1 J%é% %%ﬁbg ORYMERE setting
net hods ohaibe BYbhor iy, tﬁ@rsewﬂ@lnﬁetmdsﬁ%fhﬂw AR A £, "By be
adopted, or designation in conformty with the gist of clipping and

pasting atXamplep Qlilf%lfoha@@lltnmtdmg lneYIbekednayeﬂe addpsédgnafibar t he

conpletio of, .t he | ink i.tion informatiion 39 as such
nom)f i catlﬂonélé#%rn% Rrthey 9igh tc lgpdflgeﬁﬁ*r‘?ppé"sﬁlﬂé’ Bhgkhe

speci f§ catime afldeaheulg gkt thdut fxéd r}nafebéla&oaeéat ion information 39 as
shown in Figure 5 by neans of the notification content setting section

35. Then, the encrypted I|nk position information 39a is distributed by

bei ng transm: tte b tronl C the maj| boxes 28A and so on
of the mail serv %17_‘}1 fﬁ‘r‘?esﬁ'ﬁﬁ*ngd’fft e dizk pesheloRtified to

MLA andlﬁﬁoﬂﬁafﬂ&més-r&) sién rﬁat@iﬁé&tﬁhoﬂ%@ﬁaw@nd £ntp 23A and so

- on, respectively, to refer to the electronic pertail ni'ng to 20 the
T nk posi VR e orfer i ora@des . dilte ipade atpedif Brrebon tded the

10  attribute in the link position information 39 as shown in

Figure 5 by means of the notification content setting section

35. Then, the encrypted link position information 39a is

distributed by 'being transmitted by the electronic mail to

| the mail boxes 28A and so on of the mail server 27 by means

15 of the mail software 33 to be notified to Mr. A and so on (Step
ST3).

Mr. A and so on operate the client 23A and so on,
respectively, to refer to the eleéctronic mail pertaining to
20 - the link po’éi_tion information 39a, and initiate to aecess the
management server 25 (Step ST4} Access:.ng the management
server 25 flrst :LnJ.t:Lates the checklng of the attrlbute (Step‘
ST5). As descrlbed above, the anthority is set S0 that, for
‘example, Mr, A has th_e access authority' "3", Mr. B has the

25 - access authority “27, and Mr. C has the access authority "1”7.

Although the link position information 39a is
automatically encrypted in the memories of the client ‘A" and
S0 on_serverallyr, the ia'c:':_cess".‘authoritj} of Mr. A and so on is
30 "3", which is larger than the above-mentioned "2".__

Consequently, Mr. A and so on do not have the access authority,

12




managenent server 25 (Step.ST4). Accessing the managene 25 first
. initiates the checking of the attribute (Step ST5). E{ Fee%@%'&ezro 6above ,
the authority is set so that, for exanple, M. A has the access authority
3", M. B has the 25 access: authority '2", and M..C has the access
authority "1" . Al though the link position information 39a is_
automatically encrypted in the nenories of the client A and so on
-several ly, the access authority of M. A and so on is 30 "3", which is
| arger- than the above-nentioned "2". Consequently, M. A a on do not
‘have theawwxﬁmn@mbMommamhdEnzxyE@mQQEQK2@@@@%%? 9Eﬁaiﬁ%&§§ "t he
encrypted l'ink position information 39. Hereupon, since the attribute is
"ON'" in the link position information, the client 23A and so on severally

5 confirmthe ﬁgggﬁﬁoﬁut gggbgytﬂgcgﬁ@&ﬁu&@r isefenri ng thet hénkdocunent 19B
havi ng the docunent " nafre n the managenent server 25, and know that,
for exanplositilon aeFesmaadiongrithe cidents 23dc@hsP OP0 S§VREAIFssrs. A and

‘B have the authority nunber t han t he _.au r Iy,
" Messrs. RoaltféIBl Gbeﬂtcﬁﬁﬁéuﬁnf&h%%é@feﬁﬁ%gr% ? %gy?ﬁel% gee/(g rel o?/n t he
__second %ntto %Q%J\} f&(ﬁ?tﬂé%cﬁﬁn&{t h'&ﬁnedﬂl@blﬁﬁllh 4B mar@yeremtcontrary,

si nce aut nunber-"1", it is known that M. C 15 has

t he accesssgra,lgﬂngsl tanaqmds‘eftera‘u ngorexhmppagethe AL STEVLhONitH dent al | y,

- as described above, when the attribute of the |ink position information 39

is "OFF" ,“Z"hdscé#ﬂqeﬁ?eﬂliyon of the access authority to the managenent

~server 25 is. not performed, and Messrs A and B having no proper access 20

~aut horlty also can refer to the pages.of the docunent 19B
: 10 Since Messrs. A and B have the authority number larger : f}

than the authority "2" severally. Messrs. A and B do not have _
the access authority to the pages from'the second page P2 to
the £fifth p-age P5 of the document 19B. On the contrary, since
Mr. C has the authority number “17, it is known that Mr. C
15 has the access authority for referring to the pages (Step STé6}.

Incidentally, as described above, when the attribute of the
link positio.n information 39 is "OFF", the confirmation of
the access authority to the managemen-t“s'erver 25 is not
performed, and Messrs A and B having no proper access

: 20. -_authorit—y also can refer to the pages of the document 19B _
haviﬁg the document name “bbb" from the se‘cond page P2 to the % )

fifth page P5.

The transmission of the link position information 730a
25 .concernlng the document 1i9B hav1ng the document name “bbb"
from Mr. D to Mr. C is notified to Mr. C (Step ST7). When
Mr. C accesses the management server 25 by means of the |
contents of the 11nk pOSlthIl 1nformat10n 39a as 'a key, Mr. )
c can browse only the pages of. the document 19B from the second
| 30 page P2 to the fifth page P5 . That is, the managemenlt server

25 is. configured so that Mr. C cannot browse the pages other

13 .




‘having the docunent name "bbb" fromthe second page P2 gg)Fgg@ iof()%h page
P5. The transm ssion of the link position information 3 Yoncer ni ng

t he docunent 19B having the docunent nane "bbb" fromM. Dto M. Cis
-notified to M. C (Step ST7). Wen M. C accesses the managenent server 25
by means of the contents of the link position information 39a as a key,

M. C can browse only the pages of the docunent 19B fromthe second 30
page P2 to the fifth page P5. That is, the managenent server 25 is

configured so that M. C_cannot browse t her 21 FehQruary 2006
than t he Sedudls brpY§able, PRISS ?waz‘f F‘?sghg gé’-‘ﬁ %?\%etll%]e ‘fxftq}‘F page P6.
Consequeng;l . age 25 ¢y edat-gakergbke to nmake
t he docu%nt 1 Pglerrlr?e&nde ngagéﬁgggwsgdésggrﬁe?%glrgﬂgr g&sag | e at every page.

I n this lkaseigureds tpr bbeabliketbhabdkehthpagecwuaber k9B i infiesdéeddga he first

page P1 and the sixth paq:e P6 severally cannot be browsed. This is for
maki ng i P8 PFEXSH] SCrE 1& &n eXHY B fsed the browsabl e

pages, recognize the 10 eX|stence of the not browsabl e pages such as the
first page P1. In this situation, Messrs. A and B cannot refer to the
docunent nane ‘fhbkhiascheag as ibeprefecebleatihdtbriley pagerademtiirst o be " 2"
or nore severally, or as.long as the link position information 39a (file

link) inimdicating sherfiust pagePlj andgthe wisdd Pager RASAYa Y- 1% t hem
consequeRnfios) fe 'HLolQ%P! Dl kos JkG hgﬁlhg%p@%\f,%s&m%ntﬁag%and 23B of

Messrs. avé No access aut I npossi bl e rowse 20
fhedeCUmEahdlgBtﬁf,Rhﬁ)m&ﬂﬂgﬁﬂemhesbruesaﬁiespagealIgecdﬁnuzﬁ the
10 existence of the not browsable pages such as the first page

Pl.

‘In this situation, Messrs. A and B.cannbt refer to the
document name “bbb" as long as their access authority is made
15 to be "2" or more severally, or as long as the link position
information 39a (filerlink) in which the attribute "OFF" is
encrypted is transmitted to them. Consequently, it is
possible to make thé respelctive-clients 23A and 23B of Me‘ssrs .
Arand B, which have no access authority, impossible to browse
20 . the document 19B of the management server 25 severally. Hence,

secrets can be kept.

AccOrding fo the first embodiment of the present.

invention, it is possible that the client 23C can access only

25" the partial pages of th'e'document' 19B which ‘the client 23C
is allowed to access. Moreover, even if the access author-ity

| to the document 19B is not changed, it._is possible to make

a specific peréon refer to the information of the document

19B by setting the attribute of the link position information

30 39 to “"OFF". Moreover, in the embodiment described above,

' thé‘iﬁput and the output of the file of the pages of the

14




secrets can be kept. According to the first enbodi nent r nt .
I nvention, it is possible that the client 23C can accesgqgﬁpﬁmggiﬁ e
partial pages of the docunent 19B which the client 23C is allowed to
~access. Moreover, even if the access authority to the docunent 19B is not
changed, it is possible to nake a specific person refer to the information
of the docunment 19B by setting the attribute of the |ink position
information 30 39 to "OFF". Moreover, in the enbodi ment descri bed above,
the input and t t fi h t bruary
2006.docéﬂ%ﬂ?eﬁgafﬁ#o?géig%%ﬁg? TF%%F?%ggsgﬁﬁaggégpgg ?§1%ﬁz%%f5§h page P5
are |impadet p5sberéi xeditdBreoves, £5xade the link position information 39a
is 5 encrypted, it is difficult to alter the link position information 39a
including the |linking destination. If the alteration of the Iink position
I nformation 3 s performed,. ..the. i 0f -t | Tepe =Nl a becones
| npossi bl e, |?§F?§ﬁﬁs ﬁ%n|%ﬁ%g%ﬁﬂ?@g?%SEgQQFhémgg?g%ﬁkgﬁbgggr%gif the 10
docunent oA 9ByBtetiheiti DKi a9rfestipatboaltert thasiienkegoriithiont previ ous
~notice, the term nal having no access authority to which the document 19B
has beenitnfemméatieed3dzaimetubinmsdie He stigmtiQiyce IfhEREccess

aut horit Is set tag every client,. 15 < ' 2.l 71s a
system %6HFF3§?%?FH%EH? 8%%&%%@35‘ con fg%?§??g§§ ?55% eégf a data
nmanageneph e el Por ithd YAEHPmAL $6h\3a Beaphiberinpbdwibie ciwhachccess

~restriction )
o makes it impossible to use the data. Moreover, if the

10 document 19B at the linking destination is.transfer?ed o ' %ﬂ%
without previous notice, the terminal having no access
aﬁthority to Which fhe document 19B has been transferred
" cannot browse the document 198, since the aqcess‘authority
is set to every client.
15 -
'<Second Embodiment> _
Figure 7 is a system configuration diagram showing a
configuration example of a data management system ;a |
including a server computer SV to which a access restriction

20 © apparatus as a second embodiment of the present invention is

#E
Lo
o

applied._

The data management system la includes the server
computer SV, a network 11 and client computers CL., and is.
25 for example, a computer syétem _emp__‘loying the sq_-cglled client -

server system.

The server computer SV is. capable Qf_processing
predetermined processes at a high speed in responSe to'a ™
30 ‘ demand.of a client cmeUter CL. For example, predeEE;mined

basic software is operated on the server computer SV. The

15



20 apparatus as a second enbodi nent of the present invegti i plied.
The data managenent systemla includes the server conp ﬁ£§&§93”§ﬁﬁetmork
11 and client conputers CL, and is, 25 for exanple, a conputer system

enpl oying the so-called client server system The server conputer SV is.
capabl e of processing predeterm ned processes at a high speed in response
to a 30 demand of a client conmputer CL. For exanple, predeterni ned basic
software is operated on the server conputer SV. The 15 21 February 2006

client corguieits c@mgﬁt@rseémpke; denRpds , t QeRLREST €5 mf@&t%@%fafes to

t he sever conputer SV. Predeterm ned basic software i's oper on the -
client coffiaessed toTHdhehasiver sompidre ISV al Predaltieethiasdabasper at i ng
system (C)Sgcérgni ch has 5 th(ﬁ function of data comuni cation by the use of a
~_protocol SUHYRFertEnSRPESLEH eBrthoIc L eomPuteEsnEL - prote &ASIQ TCP/ | P)
or the | lmfialdae 8N katlod?d SPBpERREAnG Sy b (OR)ZGRESR P11 i CLiOn
program which will be described later.” The acce%s restriction programnmay
have the fulvecfioptionsabsdaibe i einmursixret fon the thes nsesof tagmtsdihat t he
pr ogram ISperforrrg,witho_ut t he basi c software.. The data nmanagenent system
Z

la is char®iPefS, ¢d3RFmissi-on GoRd&odn PEaHos At indeaet #59sediodg to t he
ol e . e J Lo
ocument  ¥$p0frp)Sof e nﬁaaﬂg@gﬁ%ﬁmf, Snlll & LAIRAGP dpla the

~following way with or inste orm ng functions

managenen@ agsessm desntridieidn mtoqrdnosinieh willabeidesdiibalBlatergnagenent
system | a_perforns rrana%er_rent_ processing on data aggregate that is. .
i nt egr at ea'?‘ﬁyagﬁﬁﬁﬁnirﬁé Tigitdpy prydsamipay have the function

10 substantially same as the basic software so that the -program,

performs without the basic software.

- The data management systém la is chara.cterized in that
management information corresponding to the document 192 of
15 the first embodiment and the like is managed in the fdllowing
way with or instead of performing_ functions of the data -
management system 1 of the first embodiment. Tﬁat is, the data
managemént_ system la performs management,précess‘ing on data
aggregate that is integrated by combining'a élurality, of data
'20__-- while having delimiter information between those plurality
‘of data, which constitute the maria'gélﬁent _infox;matioh_,"aﬁd
| related ihformatj.on aggregate that is intégrated by.combining‘
a plurality of relatéd information, ‘e_.ach of .wh.ich.
respec'tively relate to those pJ.ural_ii:Y._ of | data. |
25 | o :

The network 11 includes a router 5 and cabl_es_. 3. 'i‘he
network 11 has the function of data communiéétio-n between the
server computer SV and the client co‘mputér,s CL through nétwork

- cards or the 'J..ike‘ provided to the server computer SV and the
30 client computersCL ,..se_verally'. Thé_ cables 3 are, for example,

-for 10-BASE-T or for 100-BASE-T. The router 5 has the

16




20 while having deliniter information between those plu i (r?a dat a,
whi ch constitute the nmanagenent information, and rel at%ﬁl:FWSW 0|Bon
aggregate that is integrated by conbining a plurality of rel ated :
~information, each of which respectively relate to those plurality of data.
25 The network 11 includes a router 5 and cables 3. The network 11 has the
- function of data conmuni cati on between the server conputer SV and the
.client conputers CL through network -cards or the |ike provided to the

server- conputer SV and the 30 client_conputers CL, . seyerally, .The cables 3
are, forfanckpreof dabp %WSTWBFLP&[H)’&WW 1;?131‘#2’55}88%8%;{? has the -
16 21 Fepruary, 2006 functi 0 gxchanges. while controlling the data
passi ng “thH?Y h%i’%ecggﬁ%ég gdé%g%%gs 3. Figure 8 is a block diagram

showi ng a sinple 5 configuration exanple of the server conputer SV of
"Figure 7. 10 15 The server conputer SV includes an operation section 15, a
central procesRiggrendtiscoplplack @LaghaRysBo¥R9da2hat 8P Qi sk-7. The
operation section 15 is_operati 205, SH O duter KOYHPa e g .mouUse. The
“hard i s‘R°P7§+guﬁaFé?ﬂee’é%fg§‘£' tofogpgfor rra%l:lon r[rﬁyglcorrdi ng rrediq;um capabl e of
recording various data and prograns. The nenory 9 is a volatile information

-recording medi um capabl e of st orieﬁq? various data,.the basic %oftware and a
progr am t enporEhe | gervde CRWUERE SV dddgiiet afhershatiorfecton

15, a central processing unit (CPU} 13, a memory 9 and a hard

disk .7.

10 ; : : : o Y
| The operation sé'ction 15 is -operafidn means such as a
keyboard or a mouse. The hard disk 7 is a large capgcity _
7- information recording medium capable of recording va‘riou’s_
data and pfogtams. '
15 | |
The memory 9 is a voiatile infqrmatio:i recording medium
dapaﬁle of storing various 'ddta, _the basic software and a
program temporarily. Thé; CPU 13 can recognize operations 'orf_ _
‘the operation section 15 and Can execute'a predetermined

20 ;Srodess , also can read a access restriction pz;"ogram 17 stored

P
Ry

in the hard disk 7, and write into a work area of the memory
: '9. fo.f exécuting f:he accésé re’s’ttiction program 17. By the
- way, descriptiéns of the oper-aﬁio_n of the client computers
CL are omitted because the server computer SV has the
25 . substantially same configuration as the client gomputers CL
'excép't 'thét the procéssing of the CPU 13 operates a.t._a-hig'her- A
speed than the client computers ClL. |
 Figure 9 is a dlagram s.‘l-1c'>w‘ing-‘“an. example of a directory
- 30 'str_u'cture for the n-lanagémentfof data by the acces‘s.resi;;ictibn‘

' program 17 of Figure 8. Figure 10 is a diagram showing an .

17



the operation section 15 and can execute a predeterm’neéll,h , also
can read a access restriction program 17 stored in the ﬁé’oﬁ%&?@ﬁ% and

wite into a work area of the nmenory 9 for executing the access

‘restriction program 17. By the way, descriptions of the operation of the

client computers CL are omtted because the server conputer SV has the 25

- substantially sane configuration as the client conputers CL except that

"~ the processing of the CPU 13 operates at a higher speed than the client
conput-ers | gHT | St ' I ng. f irectory 30

structureegﬁ?p%gegﬁﬁﬁgg%ﬁiﬂﬁh%#%%gggE%§9¥%2Q§%§§§§¥?@2%%?@?%%%%p929ran117

of Fi gureF8guFegarte 10 is a diagram showi ng an 17 21 February 2006 exanpl e

of. data stored in a first docunent directory 25 of Figure 9. The access

-restriction program 17 of Figure 8 manages 5 a plurality of data stored in

the hard disk 7 exanpl I _ | L QUL y Lng.the

- menory 9 as theT%%?ﬁ} area?%§53§FﬁP§g¥F§§9%ﬁei26@%??4ﬁ8§ %ig ﬁgﬂgﬁrogran117

- has & doaunBmtaBioppflidatet etyred a8 thé apirdligiend oy foandxBaglet he

~ function of managing a plurality of image data read with, 10 for exanple, a
scanni ng APpAarvuShewBhiBsE Igemhtd by uehagathermenerydt asOtRp werkhe

plurality dat éggrg: version directory 21..a DOC directgry 23, an
STG di rec?g{e?/'Z ) B g‘ﬁ?éc'gtglreygggeggd;:gSBIéﬁ’calngc 5?9]:36{ ig %?% formed

‘at a | ovea dey@ient drhvtip @EyERtorg’ Q0P adi heebotydiR8ctdhg, JAREPHAST Si oN
~directory 21 is a directory for storing the version information of created

docunent - e dpngities: of wampgingaerpdd b récinage 2B1ta weadm bt i on

- £oNC8N NBof example. a scanning apparatus such as an optical character

reader (OCR} as the plurality of data.’

A group version directory 21, a DOC directbry 2‘3-,_ an
STG directory 29:,- a BIN directory 36 and a TMP directory 40
15 are formed at a lower layer of fhe doc,un_lent group directory
| 20. The group version directory 2l is a difectory for storing
the version information of created document group directory

20. In the DOC directory 23, i_:he information concerning a
plurality of image data is stored for each document. Further,
20. in the DOC directory 23, document text data, tag data, index
data and _thumb_na'il image data are stored in addition to such

image data.

A first document STG directory 32 and a sécond document
25 STG directory 34 are fo;_r:hed at a lower layer of the STG
diredtpry 29. The first document STG direc-tory 32 stbre-s
attached files which are maﬁaged in a one-to-one
‘ éorrespondence base to the;information such aé imager-‘data to
'be stored in the first document STG directory 31. Further, h
30 iﬁ practice,_'the attachment file is stored not for each page

i_n the one-to-one base but for each document if the attachment

18




plurality of image data is stored for each docunent. Fu i~ the DOC
directory 23, docunment text data, tag data, index dataégﬁgs%ﬁﬁﬁ%Pgil I mage
data are stored in addition to such inmge data. A first docunment STG
~directory 32 and a second docunment 25 STG directory 34 are forned at a

| ower | ayer of the STG directory 29. The first docunent STG directory 32
"stores attached files which are managed in a one-to-one correspondence
base to the .information such as inage data to be stored in the first

docunent $]G.dkdLGt d. f < 3QJ ctice. the attachment file is
st ored not %rveagh&%%%;efn A0 e%on%g&cégﬁgﬁ%%és%e i &5? PR Cd88 ment i f
the attachasst TBe2abbebrdasyr2088 30thichmeh®r faleekhaiznadacupspt is to be
managed in the_one-to-one base. The above-described attachnent file :

‘i ncl udes, S¥8MPlex kb kes ¢ fraphs gnsbrieahikeneelakingetatiamits pésul ts of
~anal ysi s | ' [ - I ma ta of the first, . docunent
dir e%:/t or ygé%!l{;lg—lgégg£ t%@f%ﬁégﬁﬁéht SFlgﬁeglgleﬁgean’FFbS%etBﬁt glgﬁf:st ed not

for each pagesehtitaipsctdbey geanpbee, enpehadesunmBht rIhe fkrgh document
directory 26 stores, for exanple, electronic docunents that are originals

of inmage @HhFEPRES dota exietedmett forwsidlepageadwihfopi ciar exafmbeeBl N
directory %%ﬂ)i r.ef ai.pni n .ingi es to perfor -Se h over entire inage
dat a. The® _%Jrug{:etnotrsy' ﬁ'?i' N gl_f:g é?%??ﬁﬁga‘i*ﬁe%?ﬁ%islt?Fe’Fh'ef?F/P
di rect or yedéinpFe 2 d BEPOFGHiYc AbEQREREY tRabCab§eHri§ehdesPbPIfRRGef O, for
exanpl e, editing. 15 In other words, the TMP directory 40 has a ]
functi onafldty 9Brakimihuie ddata bEdngvetive eor moving picture.
10 ' _ : £
The BIN directory 36 is for retaining indices to perform
search over entire image data. The TMP directory 40 is for
storing data temporarily. The TMP directory 40 is a temporary
directory to be used inside programs for, for exainple . editiﬁg.
15 In other words, the TMP d'irectory 40 has a functiona‘lity for

storing data being edited.

The first document directory .26 and a second document
diredtory 28 are formed at a lower lajer of the DOC directory
20 .+ -23.. In the f_irst document directory 26, fqr example, as showﬁ
~ in Figure 10, ‘an index file 41 {a related information ¢
aggregate) and an actualvfile 43 (a data aggregate) are storéd.
Preferably, a thumbnail file 45, a tag file 47, a page summary

file 51 and an attached file list file 53 are stored therein.

25 .
| | The adce'ss'restridtionprogram 17 manages, fqr example,
a piurality of image data as the index file 41 and the actual
file 43. Preferably, 'th_e t'humbnail file 45, fhe tag file 47,
the page_ summary file 51 and the attac':ﬁed:mf'iiéul'i'i'sf file 53
30 are also managed. _ - —
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The first docunent directory 26 and a second docunent are
_fornmed at a | ower | ayer of the DOC directory 20 23.. Ingﬂﬁsgégpx¥ﬁgocunent
directory 26, for exanple, as showmn_ in Figure 10, an index file 41 (a
-related information aggregate) and an actual file 43 (a data aggregate)
are stored. Preferably, a thunbnail file 45, a tag file 47, -a page summary
file 51 and an. attached file list file 53 are stored therein. 25 30 The

' access restriction program 17 manages,. for exanple, .a plurality of inmage

data as the index file 41 and the act ual 3. Pref.erahl he

- thunbnai | fil eThe actuml fddef ff el o uqsHR apBé;Bré‘iﬂrﬁXr "grﬁ‘\a% §?t§nd t he

~attached € | d.1 b2 4bskehbear yag@bo The
act ual }‘ gglt i? %sﬂgg ura??t@ﬂo%@mgge dat a. sThe details of the

act.ual f "ﬂh‘é 43auk| £1lbe desmab@aitésatme inferniaiden fielated tadtbates the .

‘information related to the actual file 43. F X ctual file
43 incl udeduald Piie#3+yFor prayelaatif ttht?eaf’gﬂéi Eﬁ')% 44?’11Pﬁ§%P88§s the

i nformati on ai.ning to ol o] t | ifigesi tRge dat a.
The Bt a ST, REeaRpbRoasFay Fhepdndex Fige 49, Zhckaes TROC

t hunbnai | fdqléa43 ofit pee8al AllHigeto ity eedatlatdiont be tla@tlﬂdie fofl éhg3. The tag
file 47 is for handling the index of each of the i e gata Th? tag file .
47 is, fdmageadmta, Theogdxtahtspkdthohndpgldle ﬁ%w’lﬁgeg? PRFSFRER on means
a list of data consisti ng of, for exanple, heading positions (1-4), 15

i ndex ti th%d&Tand pages. The page summary file 51 is text data

10 ' The thumbnail file 45 stores reduced image data of the
actual file 43. The tag file 47 is for handling the index
of eéch of the image data. The tag file -47 is, for exa:gple,
index iﬁfoﬁnation Here, the inde}{,.information means a list
of data cons:LstJ.ng of, for example, headlng positions (1-4),

15 -index titles and pages. The page summary flle 51 is text data
indicating the summary information of the actual file 43. The
page .s,ur'nmar‘y files 51 are 'text data, for example, extracted

" from image data by the OCR or the like. or, included in image
data and registered by another tool. The attached file list

20 - file 53 is a figure indicating lists of the attached files

stored in the first document STG directory 32. .

Figufe 11A is a diagram showing a data configuration
example of the actual file 43 of Figure 10, and Figure 11B
25 is a diagram showing a data configuration example of the index

‘file 41 of Figure 10.

The access restriction program-17 manages a plurality
‘of data as single infegrated structure as shown in Figure 114,
30 for example, four image data from first image data 61 to fourth .

iﬁlage data 64 are combined with tags 66, 67, 68~(69_) inserted

20




indicating the summary information of the actual file 4 sunmmary
files 51 are text data, for exanple, extracted fron1ingé£%§§?gp%§ﬁ%he OCR
or the like, or, included in imge data and registered by another tool."-
‘The attached file list 20:file 53 is a.figure indicating lists of the
attached files stored in the first docunent STG directory 32. Figure 11A
is a diagram show ng.a data configuration exanple of the actual file 43 of
Figure 10, and Figure 11B 25 is a diagram showi ng a data configuration
exanmple of- the index file 41 of Figyre. 10 The c .restriction program
17 nanagb@tﬁeﬁnuF%F??yl%¥gﬂaﬁ%t%sa§i#ﬁfﬁmiﬁ?ﬁg}ﬁgéﬁggﬁ%égfure as shown in
Figure 11A, - 30 for exanple, four inmage data fromfirst inage data 61 to
fourth inmage data 64 are conbined with tags 66, 67, 68(69) inserted 20 21

- February 2006 behdeerfelesene nage edatiz apeovdlded hetveemohgt £axst

Concretely, the tag 66 is provided between the first . .in data_61 and the
second i imggeddahacdl apd Eﬁ@ B?c?%g51$?89ié@gabgémegﬂepﬁggsggoﬁg i mage
data 62 and the.third, | add8at 8% B tRe i pedl 1balgeeen t he
.third?in8§8va ?gt“ﬁ?“?%g%g%esggﬁﬁ%ﬁﬁFﬁ%Qeadata 64. Consequently, the first
i mge dahatfleancrsd ther 68 Tapressided betwepar thedtiird Haagse dage t he tag
66 and-so forth as references because the first 10 tgggeF€%t€161'and o)

t Y.

forth ar 63dehfinthedfpyrtheimagecgatfd®4so FRTHAIUTLR T2& shown in

Figure 11B, the index file 41 inc 119808k paPatad by Sthdeds 57, a
second b&H??ggia%agﬁi?Bdﬁﬁaé%fggiégggﬁi a.fourthpbogy 60.fThe header 55 is
the inf OpFBLLENLAT 6§ el i do/iMg-t@nels iederdiides dpdaus tthe EERST | ndex

files : '
10 ‘image data 61 and so forth are delimited by the tag 66 apd

St

so forth, respectively.

 As shown in Figure 11B, the index file 41 includes a

header 55, a first body 57, a second body 58, a third body

.15 . 59 and a fourth body 60. The header 55 is-fhe information

for identifying each index file 41 fr_om the other index files

not éhoWn in the figure. The first body 57 and so forth are
data indicating information regarding the first image data

Vﬁl'and so forth of the actual file 43, respectively. For

20 eéxample, the first body 57 includes the related information
such as a resolution and the like concerning the first image_ . iyg

data 61.

Figure 12 is é figure showing an exampie-of the datg'

25 format of the index file 41 of Figure '11B. The second quy

" §8 and so forth except the first body 57 in the index file
41 shown in Figure 11B are omitted in Figure 12 for the

simplification of description.

30 The index filé_4i_¢hiefly includes an "INDEX" tag, an
 w{pX HEAD" tag and an "IDX_BODY" tag. "IDX_ HEAD {IDX_BODY}"

- 21




not shown in the figure. The first body 57 and so forth '
i ndicating information regarding the, first inmge data 2gif8%rr¥g%}foolﬁorth of
the actual file 43, respectively. For 20 exanple, the first body 57
sincludes the related informati on such as a resolution and the like
concerning the first imge data 61. Figure 12 is a figure show ng an
‘exanple of the data 25 format of the index file 41 of Figure 11B. The

- second body 58 and so forth except the first body 57 in the index file 41

shown in Figure 11B are onitted in Figure 12 fg](r] the sinplification of
descri pt FohlogdngHde NENREX tamindhratey thad theke 4re ¢ 2%, an

" DX_HEAT%WSZﬁg ?ngﬂﬁﬁg&g ng'ldt 2o PR 'Bfgﬁ{r):{{:gg(,_BODY} " 21 21 February

2006 f ol I'ndicates that there are one or nore of the
"I DX HEAD' tag and the "1 DX BODY" tag. Shown "DTAG OFF" indicates the
offset fromthe tag 66 5 and so forth. "DTAG COUNT" i ndi cates gge nunmber
of the tag 66Shewn PTG IFRhdRdicatesylihe eikset frouils ‘A

o DTAG CONT o1 ok, POSPES o3 at Be: BUTDRE Blmidie o £86 rhgmge data

61 ant sB _ ormation nmake It possible to access

 desired pgrgaadabarwith anbkshen Fifusperdn. "ENRSMEEF‘ingdi cates the
of fset fromthe head of the page summary file 51 of Figure 10. ‘'DABS_LEN'
i ndi cat e4DTAE_CAUNBE: f isypessthle e FRAED ShiBMpPer) @F St 188 ure 10.

The 15 nunber qf .the bytes in.this pl i S . S n ' de the
header i AT@HE gﬁlj@ gﬁn%’é‘iys? inl?oérh?l‘. ﬁ[ﬁ‘é%%'el %%%E%E% Etggggéﬁ%%ﬂ%gg&g " DEG'
tag, an ﬁ\é@'ﬂ@(ﬁsible to.-access desired image data with a higher

10 speed..

“DABS_OFF" indicates the offset from the head of the
page éumafy file 51 of Figure 10. “DABS_LEN" indicates the
number of bytes of fhe»page summary £ile 51 of Figgre 10¢. The

15 number of the bytes in this place is"suppos'éd not to include

the header in the page sumniary file 51.

The "IDX _BODY" tag includes a "DEG" tag, an *"ACT WIDTH"

tag, an "ACT_HEIGHT" tag, an "ACT DPI" tag. an “ACT CMP" tag,

20 an "ACT_OFF" tag, an "ACT_LEN" tag, a “THUMB_WIDTH" tag, a

"PHUMB_HEIGHT" tag, a "THUMB_CMP" tag, a "THUMB.OFF" tag,.a
“THUMB_LEN" ‘tag, a "TAG_OFF" tag, a "TAG_NUM" tag, an

"ANN OFF® tag, an "ANN_NUM® tag, an "ABS_OFF" tag, an |

‘"ABS_LEN" tag, an “ABS_REGD" tag, a "RESV1" tag, a "RESV2"

25 tag, and a "RESV3" tag.

The “DEG" tag indicates rotation angles of image data
and the like. The "ACT WIDTH" tag and the “ACT_HEIGHT" tag
indicafé the offsets from the head of the page summary file

- 30 51 of Figure 10. The f‘ACT___DPI" tag indiéa—tes the reso;:!.hutions

 of image data (actual images). The “ACT_CMP".tag indicates

22




- tag indi c&d® ¢Re oFfhaclA¢

- "ACT_OFF" tag, an "ACT_LEN' tag, a "THUMB W DTH' t ag,

"THUMB_HEI GHT"tag,: a "THUMB_CMP" tag, a."THUMB_OFF" tag, a :
" THUMB- LEN'tag, a "TAG OFF" tag, a "TAG NUM tag, an "ANN OFF" tag, an
“ANN_NUM' tag,, an "ABS_OFF" tag, an "ABS_LEN' tag, an "ABS_RE@' tag, a
"RESMI" tag, a."RESV2 25 tag, and a "RESV3" tag. The "DEG' tag indicates
rotation angles of inage data and the Iike The "ACT WDTH' tag and the

" ACT- HEI . 1in t fs t ead of the pa e sunmary
file 30 SGi::‘rBof I% Eure%ﬁ%’%hcgﬁ'g%fe S‘éﬂ% ? J;&’ c 3P tt‘f’eso Beions of
i mage dat #ACACOFE" taRgea) catBRet AACELGMY £186 tHhEaE &F @@e %jcﬂ:u%g_ruar y
2006 an exanpl e of the corgFresm on net hod of inage data. The OFF"

Okl 'hetag athdicates diteialumiérse of3 bytes
"ACT_LEN' i gat.gs the nunbers of bytes of inmge data. 5 The
Siieds B2E:

‘tag, an "ACT-HEIGHT" tag, an "ACT_DPI" tag, an "ACT CIVPé'1 F@:Qua&%éé‘

"THUMB_ W
thumbnmil file 45. The "THUMB_CMP' tag indicates the conpression rate of
the thunbnail file 45. The "THUMB- OFF" tag indicates the offset 10 from
t he head of theTlflﬁu'r'r‘BlrﬂféWB_WID'&H“ 45ag Tard" ThiMSTHEMS_HEGGHTYI tages t he

he "THUMB- HEI GHT" tag indicate the dot size of the

" nunber e e _t hunbna e 45. The "TAG OFF" tag indicates
t he offseflhﬁﬁjg?y“ngt ne %3% SHFet ﬂg %gﬁ %‘%‘ﬂahaaéﬁ folen4Show® n Figure 11A
The "TAG NwHUMESCimg tagi cakesatbe £HADELA pPbsbisn! éth%;th o forth. The

- "ANN-NUM' tag indicates the nunber of anno ations. F" tag
i ndi cat esthpEbpail fiiler 4.t HBhe SAHWMBIORF" tag indicates the offset

10 from the head of the thumbnail file 45. The “"THUMB" __LEN" tag
indicates the number of the bytes of the thumbnail file 45.

The "TAG_OFF" tag 1ndlcates the offsets from the head
Aof the tag. 66 and S0 forth shown in Figure 11A. The "TAG_NUM"
15 tag indicates the numbers of the tag 66 and so forth.

The "ANN_NUM" tag indicates the number of annotations.

The “ABS_OFF" tag indicates the offsret fror_n the head of the
_ page summary file 51. The "ABS_LEN" tag indicates the number
20  of bytes of the page summary file 51. The "ABS_REGD" tag
indicqtes_ whether the summary file 51 has been registered or

not. These tags maylbe‘ uéed by. an OCR or the 1like.

7 ) The data management system la has the coﬁfigura_tio'n
.25 dgscribed above. With reference to Figures 7-12, an
operation e’xam'ple' of the data management system la 1s |
" described. In the following de.sc-:ription, as an example of
the operation of the data management system la, an operaticn
| of data communication from the server computer SV as a.
30 ‘transm1551on terminal shown in Flgure 7 to a client q,ggxputer

-CL as a receiving terminal is exempllfled

23’
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page summary file 51. The "ABS_ LEN‘ tag indicates the nga‘%{; ,ﬁq byt es of
the page summary file 51. The "ABS REGD' tag i ndicates gbiyay 008 :

summary, file 51 has been registered or not. These tags may be. used by an
OCR or the |like. The data nanagenent system|a has the configuration .25
descri bed above. Wth reference to Figures 7-12, an operation exanple of

t he data managenment systemla is described. In the follow ng description,
as an exanple of the operation of the data nanagenent systemla, an
operation . of data comunication fromthe server conputer SV as a. 30
transmission termnal shown in Figure 7 to a client conputer. CL as a

receivin .n?_aILRé SXAIP| b | BgacR DARIAFebruary 2006 <CREATI ON PROCESSI NG
OF | MA

a to be objects are read Wl':TQI? ]E‘Qellke
~provided in t#g @Iamantommm@uctaarar@%é@w P& §F SO&h as an

rotation angle, a resolution, [ essi d rapdathenl skenh of an i mage
i s new prgvm@&@tlédtbé %%1?%15(9‘!5‘53& ?;'é Qﬂdﬁé‘ﬁ e 41 shown in Fi gure

11B._In additio r li@ 4 o) ea tdungressidn methed angener at ed.
. SUC# da?ﬁ %§ Cr ea?%%g a %%m 1O a

by, 'in other words, readin h a scannerf
10 or thgelies Q(frmﬁj_jﬂ@@(amphet,vrlizsygEFI«V!-:%%'C\BJT@}fl .%B'ésr%?qw&ﬁ %\fi‘%ng '_‘

processing of a virtual printer driv or ;39 konges fyra data
exchangéngexi ﬁage bt shewe him ot ere 31;1013 I%yad%I%RAT I'ON' PROCESSI NG OF

ACTUAL FILE ' 4}@5#_ aT4s 18 &Phtds. Tiiah dadaread i mage is
made t o©K&TP 3 " abRg Fl\ﬂl?m%rl ,‘l as it will be described |ater. The si zes of .

the act yal ofbheeady 208 dbRerwottimi Irepidiagsmagseivhh R SERBARTi n Fi gure
-::10 10 or the like, or, for example, by readlng images with a printing
process:.ng of a v1rtua3. printer driver, of by reading 1mages

via data exchange of image data with another programs.

<GENERATION PR_OCESSING OF ACTUAL FILE BY COMBINING IMAGE DATA
15 MUTUALLY> 7
Then, the read image is made to be the actual file 43,
as it will be described later. The sizes of the actual file
| 43 and the thumbnail file 45, both being shdwn in Figure 10,
are registeréd in "ACT LEN® and "THUMB_LEN" of the index file
20 ' 41 shown in Figure 12, respectively. And, in a full-text
kxeyword retrieval index retentiog dir_ec‘toryA 38 shown in
Figlire 9, kéywords for the :Eull-tex't‘ keyword retrieval w_ith
respect to the actué]. file 43 are stored. These keywordls_al.:e,
féi‘ exampie., data in text format. Further, the index in this
95 . section indicates, for example, a index file 1Ehat is

‘sep-a‘.rately managed for the full-text retrievgl.

For the mutual comblnatlon of the image data‘, the
‘infoi:matz.on of the tag 66 and S0 forth in thé actual flle-'4'3
30 shown in Figure 11A is changed "As a concrete method for such

X

performance, the data of “DTAG COUNT" in the 1ndex file 41
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- are regi stered in "ACT_LEN' and "THUMB_LEN' of the ind fil 1 shown
in Figure 12, respectively. And, in a full-text key\/\org{(r‘é?rlug'a{égpéi ndex
retention directory 38 shown in. Figure 9, keywords for the full-text
‘keyword retrieval with respect to the actual file 43 are stored. These
keywords are, ‘for exanple, data in text format. Further, the index in this
25 section indicates, for .exanple, a index file that is separately managed
for the full-text retrieval. For the nutual conbination of the imge data,
~.the information of the tag 66 _and so.forth | wpghof cbBnT43-- 30
shown inSPPQ’Brénlf_‘HéS‘i‘Eecf’I*?a%g"‘e&.ncK?aﬁegoﬁ ré%‘%ndﬁ%ﬁcﬁcfor such performance,
the data gf .y Tﬁ%é@#}% i3 bhe;hswiered ] | @t thddolheFabaniy 2686 shown in
Fi gure 1?%i 1s:h%?ncre se Ei/ t he d:<L';1ta of "DTAG COUNT" of the _ inage _data to be
i nsert edac@uatthe€idthes, kanghoiwn imdiguneidil?.i fersgzamRlen®Aty ALFi gure
11A, for exanple, both of the tag 68 to he inserte @ af QuBt h i mage
data 64 &be %agnfé f6 Be %Ln'é%’t"‘fegrﬁ‘f’ r@%dﬁﬁ’% A gee?rzfghﬂgh?hl rg i mage data
63, The SElMeL GAIULEL, Qpdate! S6mbiRed g CHRNEBLAQ Mrags duahi Y of
data as descri bed above. e server conputer 10 SV nanages, for exanple,
the datagaf, four sheets of inages as the actual file 43 in which the inmage
data are conbined wth the tag 66 and so forth as the delimter
information for each of the image data fromthe first imge data. 61 to
the fourth im 4 ?@?@ng'BVFBQ%V%hélfuﬁétﬂeﬁcéftmahaﬁmeEa. 15
Because t he fr&g? g%ggg a tothe fourth inmage data 64 can be managed
i nt egr al Ipn Jba 1ARAGMAattheabi dssctibed alaeee - 6 Teh ¢y o CONPHIYeSuch a

conbi ned state, the trouble of the P :
- 10 - SV manages, for example, the data of four sheets of images N

as the actual file 43 in which the image data are cqmbined
with the tag 66 and so fortﬁ as the delimiter information for.
each of the image data from the first image data 61 to the
' fourth image data 64 shown in Figure 11A as described ab.ove,.
15 Because the first image data 61 to the fourth image data 64
-can' be mahaged integrally by managing the 'fi-rst j.mage data
61 and so forth in such a combined state, the rtrouble of the
: maﬁagement for the prevention of the separation of these 'ima.ge
data can be saved.

20

'As the combination method, in place of the S
aboiré;nientioned combination method, for example, in the case‘
where the first imége data 61 includes a not shown first unit
' -of image data and a second unit of image data, the second image
25 ‘data 62 may be combined with the first unit of image daté,
" and the second unit of Iimage data may be ‘combined after that
to form the c_bmbination of the first unit o_f" image da_lta‘-i- the

~.second image data 62 + the second qnit of image data.

30 . The server computer SV manages‘rthe index file 3_}_ as 'thg

information regarding the actual file 43 in addition to the

- 25




managenent for the prevention of the separation of thesg,i a can be
saved. 20 As the conbination nethod, in place of the a %\E%m@%ed

conbi nation method, for exanple, in the case where the first inage data 61
-includes a not- shown first unit of imge data and a second unit of inmage
data, the second inmage 25 data 62 may be conbined with the first unit of

i page data, and the second unit of image data nay be conbi ned after that
to formthe conbination of the first unit of inmage data + the .second

i mage data 62 + the second_unit of i e _data,. 30 T rver uter SV
_manages eftuphdeddg i43eizsedd -t nEhe| 1113' n”e’g‘é‘?%?%ésggt%% 5%?5% file 43
i n additjon t0, 1he 25 8sbyRhihhl 4Beitmedd imdbe i ndex
file 41 #ﬂ@ytﬁeéoﬁ%ﬁ ﬁ%glg?ﬁq%%%gg&?%rth% foﬁr?h bod? 60 corresponding to
the firsgataBge télatime Glovrtt Hendgrunddta mege résre B4 veldspead $Bey, and the

header 55. That is, the first body 57 to the fourth body..6Q 5 jndicate the
i nf or mat headesn®®r niThat A6 -r BRI LATSH BAY e T HQ% }c)%li’ %%%cﬁ’giafﬁg to the

con %ur JEBAE Py Ere SRR G o e e <o be- manag

confi I't's fourth body 60 can al so be managed

i ntegral hYkelSorfARRhIh@PREOCERS BErsfi gmageldats ¢l g &hEs fansthi agr ans

showi ng -an exanple of the processing _of adding imge datta sev%hgl ly. In
each di Agngm ddtet ed. | reeRechiyehie MK FHCH iFhEonfs-guration.

first body 57 to the fourth body 60 can also be managed

integrally.
0 | -
<ADDITION PROCESSING> |
| Figure 13 to Figure 15 are diagrams showing an example
‘of the processing of adding image data severally. In each
diagram, dottéd iinés indicate mutual 1link.
15
' Figure 16A is a diagram showing a configuration examplg
. 6f the index file 41 before addition processing, and Figure
16B is a diagram showing fhe index file 41 after the addition
processing.
20 .

The actual file 43 before adding image data includes

" image data Al, the tag 69, image data A2, the tag 69, image

| data A3 and éin- end-of-file EOF, for example,: as shown in Figure
13A. The index file 41 before adding image data stores 'the‘
25 .information concerning an order (e.g. "1, ':2": and "3%) as
o the first body 57 to the third body 59, for example, as shown

in Figure 13B.
" In the following description, the addition of image.
| 30 'data B1 shown in Figure 14 between the 'image data A2 ﬁgnd the |

image data A3 of the actual file 43 shown in Figure 13A is

26




Figure 16A is a diagram show ng a configuration exanple jipdex file
. 41 before addition processing, and Figure 16B is a di a51r g%qb@ﬁﬁﬁdﬁg t he
index file 41 after the addition processing. 20 The actual file 43 before
-addi ng i mage data includes inage data Al, the tag 69, imge data A2, the
tag 69, image data A3 -and an end-of-file EOF, for exanple,. as shown in
Figure 13A. The index file 41 before adding inmage data stores the 25

i nformation concerning an order (e.g. "1", 2" and "3") as the first body
57 to the d:nfh 364 59, for exanple, as shown in Figure 13B. In the

- followi ng description, the addition of imge. 30 data Bl shown in Figure
14 between the i mge data A2 and the inmage data A3 of the actual file 43
shown in Figure 13A.is 26 21 February 2006 exenplified. First, the inmage

data Bl is addedf§trnhgcimages fpta B %\?t?ﬁ‘i‘g‘g tagtiey antuadetfiddéen t hem as

h @l t ~f -l E i t ' ' d. That
S, 11 Ve, s SR, WA HEnESE g B gl YR T

is, in the actual file 43, e I mage d )

the infige atalt &hA3ehd oof +fibleé IBOR idahatA2heGons amecikly. Thetcauseianly the
i mge data_ Bl added in the actual file 43, the addition of the inmage data
Bi can be PRERbTiie4d Fhe iragylata Bliig petiadned by separating | engt h

t hereof i gpgl qpgat.e y akh n e eq, ata Bl. The :
position of a p%eﬁgth ﬁté)' ?lljlggl ?%Q\A%anh%t ﬁ%ql ngééngf‘g%gﬁu?%ﬁsﬁ‘serted is
15 set tobachaset bnbpdyhéQinksge Hatas BIhadbetdnifi ths eadtall ile 43,
‘ the addition of the image data Bl can be processed.at‘a‘high

10 speed.

In the index file 41, the length thereof is élongated

. by the length of the added image data B1. The position of

a page or the like to which the image data Bl is inserted is

15 set to a fourth body 60 as "3" as shown in Figure 15B. TIn
addition to the setting, the third body 59 is set as "4"

indicating the position of the image data A3.

If the modification of the index file 41 is shown

20 concretely, the setting shown in Figure 16A is modified to

the setting shown in Figure 16B. In the way described above, |

the addition processing (or insertion processing) is

completed.

‘25 <DELETION PROCESSING)>
. Figure 17-Figure 18 are diagrams showing an example of
the deletion'proceséing.of image data severally. In each

figure, dotted lines -indicate mutual link.

30: Figure 19A is_a diagrams showing a configuratiOn

example of the index file 41 before the deletion procc‘aSsing',
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addition to the setting;,; the third body 59 is set as "4,, Lol inAg the
position of the imge data A3. If the nodification of t %F#ﬂgéﬁékpﬁe 41 is
shown 20 concretely, the setting shown in Figure 16A is nodified to the
-setting shown in Figure 16B. In the way described above, the addition
-processing (or insertion processing) is conpleted. 25 <DELETI ON PROCESSI NG>
Figure 17-Figure 18 are di agrans showi ng an exanple of the deletion
processi ng of image data severally. In each figure, dotted |lines indicate

mut ual - |4k FQurld 99Beid ¥Aah § g afisagih a9 Bn § O WonE 1dueatfiiaushhpte exanpl e
~of the index file 41 before the deletion processing, 27 21 February 2006
and Fi guref 198 | ndexli Bgkantl shbiengthe cdmie tlomt porcesaimie of the index
file 41 after the deletion processing. The actual file 43 before deleting
i mge data includes 5 the inmage data Al, the tag 69, the image data A2,

~the tag 69, theridgeudat £188.43 BRrb28 @91etDfyimar daka BicAnged he
end-of -file EOF, for exanple, as shown in Figure 17A. The 1ndex file 41

bef or & deths iimgdendgbadil a theoteg ¢fe thefimage: dobhackdhcdhe hggabo or der

.g. "1v, "2t "3 d"4") 10 the first, bod 7 to.the f th body 60,
Sgsgecti Vs iMags ! ¥ )%Ee s‘ﬁ?sn‘i‘/m's?en %%Lﬁ"é&ﬁéﬂﬁ%%é&%&u&% ngO Y

descri ptigfa-dfer Ofd §idon Qr RnfiRIC as d8anBlin FeguirRe 138t vaipdile 43
shown in Figure 17A is 15 exenplified. The deletion of the inage data Bl is
. not act uaidex peiferdie deafiontdalaict tuialg finagel Jlatiovehmres i thd he i ndex file

' information concerning an order (e.g. "1", "2", "3" and "4")

10' as the fir§t body 57 to the fourth body 60, respectiveiy,,for

example, as shown in Figure 17B.

In the following description, the deletion of the;image
.data Bl from the actual file 43 shown in Figure 17A is

15 exemplified.

The deletion of the image data Bl is not actually
performed in the actual file 43. However, in the index:file
41, for example, a mark ¥ indicated to be voidedis sét to
20 the fourth body 60 corresponding to the image data Bl to be

deleted (deletion processing).

If the modification of‘the'index file 41 is specified
more concrete way,., the setting shown in Figufe 19A becomes
25 the setting shown in Figure 19B. In the way de__scribed above,‘

© the deletion processing is completed.

<DIVISION PROCESSING>
Figure 20-Figure 22B are diagrams showing'an example
30 of the division.proceséing'of image data.severally. In each

e

figure, dotted lines indicate mutual link.

28




41, for exanple, a mark "x" indicated to be voidedis sey E d% thgefourth
~body 6.0 corresponding to the inage data Bl to be del etéd %be tion
processing). If the nodification of the index file 41 is specified nore:
‘concrete way, the setting shown in Figure 19A becones 25 the setting shown
in Figure 19B. In the way described above, the deletion processing is

conpl eted. <DI VI SI ON PROCESSI NG Figure 20-Figure 22B are di agrans show ng
an exanpl e 30 of the division processing of inage data severally. In each
figure, dotted lines indicate, nutual |ink. 28 21 February 2006 Fi gures 23
are diagrans show ng configuration exanples of the index file 41. 5 The

actual file 43 /efiees sk \Wrdl A9ahFRES dlfwiid ebndegurahsonnmgansices Al , the
- tag-69, the inagé data A2, the tag 69, the image data A3, the tag 69, the
i mge datef Blheanichdere fidmd-4df-file EOF, for exanple, as shown in Figure
20A. The index file 41 before dividing i mage data stores .the 10 L
~information concerning an order (e.g. "1", "2", "3" and "4") as the first

~‘body 37 to thefiupth,hedys 8043 BEcExarMl RidfEg inlaw danaFlgsred 9B, In the
-followi ng description. the division of the -inage 15 data Bl  fromthe

“actual fitise 4thageodata AT diveet20/69 5 thexdmaidgef dadia Ahe thevE3got? of the

the i ndedire 1S FRET B o iR i hrar o 4 o ¥ ea T et

‘to the fguytde Rady, GRS RAAHIS . @st RtowiPaa $algarel 208. berhe

| index ‘file 41 before dividing image data stores the

10  information concerning an order (e.g. "1", "2", "3".and “4") ; ;,%
| as the first bbdy 57 to the fourth bodY‘GO; for example, as |

shown in Figure 20B.

In the following description, the division of the image
15 data Bl from the actual file 43 shown in Figure 20A is

exemplified.

The division of the image data Bl is not actually
performed in the actual file 43. However, in the index file
20 - 41, for example, a mark "x" indicated to be voided is set to
fhe fourth body 60 corresponding to the image data Bl to be ' ’}

divided.

‘The image data Bl of the actual file 43 is copied as

25 s_hbwn' 'in Figure 22A, and made to be an actual file 43 having
' the end-of-file EOF at the end theéreof. Anmn index file 41
related to the actual f£ile 43 shown in Figure 22A is geherated

as' shown in Figure 22B.

30 . If the modification of the index file 41 is indicated -

' moré coﬂdrete-way, the setting as shown in Figure 23A becomes
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di vided. The i mage data Bl of the actual file 43 is copi hown in

Fi gure 22A, and made to be an actual file 43 having theégﬁ%aﬁ?gﬁipé EOF at
the end thereof. Ann index file 41 related to the actual file 43 shown in
- Figure 22A is generated as shown in Figure 22B. 30 If the nodification of
the index file 41 is indicated nore concrete way, the setting as shown in
Fi gure 23A beconmes 29 21 February 2006 the setting shown in Figure 23B. In
t he way descri bed above, the division processing is conpleted. <DATA

COVVUNI CATI ON PROCESSI NG> 5_The ac | file, 43 it ! i.Le 41, both
bei ng nERGEet HRS ﬁBOE'Er%Fl&}Fﬁu%gg‘ S\}!rf %hg’u% ;ﬁe\/\slr&%/,lb%%géb{)?%hsm tted to

~the client c SHobdsdahq £oMBympeaté@n in accordance with, for
exanpl e, |I§&?%ﬁé e&%ro?oco? (FTP) " through the network 11 of Figure 7.

The data managenent 10 system |l a perforns the data comuni cation of the
i mge data fromthe first i.rra‘ﬂe d !% 61 to the fourth image data 64, for
exanpl e, <BATHNCOYMYNEGARIOB PR %Eﬁﬁi) B@gnent of such a way, the data

| TBNAgemeNt SYShEM | A LA MO N R dnepaTyAleakignbashuneingd dat a
I a

p
accurately w thout  par y 15 communi cating or any data mssing. In the
data MEN@AgRsEsE Bystes sarvéhecompgeedaS¥ fnosuchha VA¥staFfrage data 61 to

the fourth image data 64 may_ be transm’ttg: rﬁ,dforcham%gatggba
comuni chrapanitEpddq Fapyclien B AR s 95 SEERYE Ay the data
management Sy | ' %‘?:19'3{2' 18 each etahbeedaiodcsl (FEher speed
than co N %lgﬁléjemfc‘ggfa y. é\ﬁgn éach of the inmage data from
- through the network 11 of Figure 7. The data management
10 system la performs the data communication of the image dqta

from the first image data 61 to the fourth image data 64, for

example, as unified data. By the employment of such a way.

the data management system la can perform the data

communication as unified data acCur'ately without partially

15 communicating or any data missing.

In the data management system la, _the image data from
the first image data 61 to the fourth image data 64 may be
transmitted by, for example, d’ata ‘communication respectively.

20 By the employment of such a way. the data management system
‘la ‘can' communicate each of the data at a higher speed than
‘communicai:i'ng integrally. When each of the image data from
the first image data 61 to the fourth image data 64 is cut
out, théy are separated by +the use of the tag 66 and so f_orth‘.

25 as references.

_ Accordihg to the second embodiﬁient of the present-
invention, the image data from the first image ‘data 61 to the
fourth image datal' 64 as the plurality of data can be handled'_

.30 . easily as a unified data. That is, _;;n the data max‘}_ggement

system la, for example, the actual file 43 is made by combining

30




the first inmage data 61 to the fourth i mage data 64 is &E% out, they are
. separated by the use of the tag 66 and so forth 25 as ePuAReR006
~According to the second enbodi nent of the present invention, the |mage
.data fromthe first image data 61 to the fourth inmage data 64 as the
plurality of data can be handled 30 easily as a unified data. That is, in
the data managenent systemla, for exanple, the actual file 43 is made by
conbi ning 30 21 February 2006 a plurality of image data having different
i mage for other, and jt .is .man as one fil Consequently, for
exanpl e, ?biﬁgggég c\’/ﬁéfnggg %T‘t?quﬁgoggfﬂﬁﬁﬁngé’t“?Q%%"ﬁF‘%@s as a
bat ch, it qumeMentdd Gaviing RSP Y SR Hle patbn%teqh%t' gﬂg%oslat a.
Moreover, according to the second enbodinment of the present ‘i nvention,
because t [eEamPdsor 1of thtel r@@&)fwfmﬁesxlpigH@httyf idfe igtagye riptiaveige data or
the |ike ecreas§ % ?luts ndo n]gé”OS) i n readi ng and
witing c&m BEFE S‘Esé‘d A PeovEF, 5%‘6 FTERFHPRUCHTRIAD FModi nent
of thesprgweit ofn¢eRt EiRBge!l G LAY I t naged
~ can be decreased. Thus, |gf theanmﬁg%‘{é#l e%%&%%d%%gﬁtaﬁggg% &&idm
exanpl e, enbpdimentt bé phagpamspnbcaszengloan becapesé orme dhuatber et ch. 15

When use each of _a urality of images to resenble a page and turning them
T ﬁe%%:

over at a fi'gHk & S5 LI £11% sTOTINY ARagegdrEa19:, thendi kemge can
be access@dcibadel, g?ligeiﬂplﬁ%da i R Ut (898091 19, ?%%%1?1 apﬁ

transmtted, for exanple each page because each o mage data
from 20 twe‘ltnngtcawﬁ@eddareaeédto Mbredwoen| rdoagE mata. t1bd secotd Y

di vi c&eéj Wi tgoﬁ e’gl%bog& and so forth to he within the sane - _ | -

the present invention, the number of files of
image data to be managed can be decreased. Thus, if the number
of files to be managed is, for example, only cne, the program

proce331ng can be performed as a batch.

15 _ When use each of a plure_llity of images to reSeinbl_e'a
| page and turning them over at a high speed, for example, as
shown in Figure 11A, each image can be accessed at ahigh speed.

and further c.orrespondiﬁg data can be transmitted, for Y
example; for each page because each of the image déta -fr_om

20. ' the first image data 61 to the fourth image déta‘ 64 is only

divided with the tab 66 .and so forth to be within the same £

‘data. If the pages of the images are turned over at a high .
. speed, the images having a plurality of image formats can be
. displayed without any delay to cause the sense of discomfort.
25 | - |

| In the data management system la, the first image data
61 to the fourth image data 64 can be managed b; being cbmbined
with the tag 66 and so forth to be .as unified data. |
' Consequently, if each of the image data from the first image
30 'data 61 to the fourth image data 64 is a literary work, the.

alteration thereof can be prevented to keep the sameness

31
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data. If the pages of the inmages are turned over at a.h%ge sgee t he
i mges having a plurality of inmage formats can be dispf ghr ut any
del ay to cause the sense of disconfort. 25 In the data managenent system
‘la, the first image data 61 to the fourth inmage data 64 can be nanaged by
bei ng conbined with the tag 66 and so forth to be as unified data.
Consequently, if each of the inmage data fromthe first inmage 30 data 61 to
the fourth imge data 64 is a literary work, the alteration thereof can be

prevent ed therkeen thereRaRNess 2 plsfAPIaNY 2006 fhed e stdmt'" it is

possible to realize a systemthat may easily be used for a user y

creating wayi easiftyrbe wvsedffdorsa fusew dngheacnperdriosugdaomsed above
ecific objectives. For 5

and utili LQ %hentin ccordance with_their #

oxanpl e, AHLGTFTON SIS AQFENRIt, 23S BEC T PetleabBye (At &t i igunbnaj |
files, ortachi gh é@@@gdﬁﬁéécmltﬁ EﬁéierEBQGE%lCUHHJe@tQQeE FEEXt data. The
present invention is not limted to the above-renti oned enbodi ment. In

the fi¥st emtnpdlenean oeacrypéwedf |intagmftmmma;n WWarigweghibdi ngiagl y on the
speC|f|ed nd the attribution of the_link information 39 shown in

Figure 5 i FE‘E‘F%%%%§111%£H&ﬁe@e‘rllgtltsi’%eﬂo?e"fl¥‘ﬁli1t39“dRW d B¥d any

ot her docypeRntzif ogﬂengggg gé ggdocunent names nmay be encrypted and
di stributed. Further, the Information 39a nay be used in a 20 simlar
way as a short cut - flle that al l ows automatic access to the nanagenent
server 25 when the link information 39a is

The present invention is not limited to the

10 above—mentioned embodiment.

In the first embodiment, encrypted link infox_mation 3%a
regarding only on the specified pages and the attribution of
the link information 39 shown in Figure 5 is distributed.

15 However, it is not limited thereto, and any other document
group names or document names may be encrypted and

distributed.

Further, the link information 39a may be used in a
20 simi;ar'way'as a short cut file that allows automatic access
| tq theinanagement-serverhzs when the link informafidn 39a"ié
_ clicked and viewing of pages, for éxample, specified in the
' document 19B if it is authorized. If the file is created as
a short cut file andiéuch.a short cut is directly triggered,
25 actual prbcessing.such as decryption, cﬁecking of.the‘
| authorization status and the like may be pegformed,by an

-associated applications.

Further, the above described link information 39a may

.30  Dbe encrthed by employing various encryption cogdes.

o
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‘the |ike. The abdove descri
like nay kdspeapsenivehfuptorimenony] ha andlheei @03 Bepaiml Uheall iiast

(fl i cked and vi ewi ng of 'pages; for exanple, specified i ngqtﬁ_y?Pg@W 19B i f

- it is authorized. If the file is created as a short cu such a

short cut is directly triggered, 25 actual processing. such as decryption,

‘checking of the authorization status and the |ike may be perfornmed by an

associ ated applications. . Further, the above described |ink information
39a may .30 be encrypted by enploying various encryption codes. 32 21 °
February 2006 A program storage nediumto be used for installing a access
restriction progr arogramiticBablemalous %”Bboﬂggd PEL! fr?sf’%lf{xﬁ%eés' ng
lnto a conputer to nmake it posSible to execute the program by conmput er,
may be notaandss aesdukiagd ompdiogrnasucxesutaing |hé Misowl skend dnexanpl e, a

floppy (a _registered trade mark), a conpact disc read only nenory
(CD ROV, %P1 P& PREFessing 1HEe § SANPRLRF (R npiRel t eSSt 1o

Sroreantls SutlodTTBRY prdgBRANBY th oA, Niay Mnor dilyPBIbB R 007 am |9

-stored tenporarily orf pérnmanent

nmeans ori amin

these progrediust suahe asmadifd exdbller @d sk, &orad:anEAEURHE @Eldpgyy Medi um such
as a local area network, the Internet, digital satellite broadcasting and

the |ike TEFIFESEELUTTEAE MREKDr 0r SRMPRF heligComard iy Swslonyedi a by
| nt er POST REpVROMIUS 2CATHBRT AL ADAL DI ET GREES pIHE AR Mhd AUEL, i rodem and

ed managenent server Ient’s A

capabl e of reading out data such as _prograns and the |ike of the program
st or age medi Hhﬂlglé‘clai Beggram is stored temporarily or permanently. -

10 | | _ )
As means for storing a program in these program storr;lge-
media, a wired or a radio communication medium such as a local
area network, the Internet, digital satellite broadcasting
and the like may be used, and the program may be stored in
15 such media by interposing various cbmunidation interfaces

such as a router, a modem and the like.

VThe above described management server 25, clients 232
and the like may be respectively prévided with a drive
26- apparatus at least capable of reading out dai:a such as
| programs and the like of the program storage media described | }

' above.

Further, the access restrictioen program havi_ng an
25 ‘access restriction funbtionality for perforpliqg the above
d_éscribed functions may not bé- limited to a form which is
stored in the above desbribed program storage media, and may,
_obviously, be ina formwhich is ,data-comﬂnidatec.i via various
. communicationrmean's.'s'uch as the internet. =
30

anm

The serirer computer SV and the client computer CL may
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above. Further, theaccess restricfion program having a acces ,
restriction functionality for perform ng the above desg?ﬁééﬁu?yﬁ®§§ons may

not be limted to a formwhich is stored in the above described program
~storage nedia, and may, obviously, be in a formwhich is data-comunicated
via various .conmuni cation neans. such as the Internet. 30 The server
-conputer SV and the client conputer CL may 33 21 February 2006 be equi pped
wi th a drive apparatus capable of reading the data such as a programin

t he progr nedi 1. Lt.ho _ I di t of the
present 5g€E= g@%%ﬁ'ls d%§%¢¥%%%®§ﬁgé%%%he %E%Q3ﬁ§§%9-§g§g§gg% |%n i's :
appl i ed oghyhtas téiepsegwat LN efr Sidmneprggd medialat yYleadt data mainly
in the enbodi ment thereof, it is not limted to the sever conputer SV. The
invention may be applied to the whole of the data nmanagenment systemla to
have a 10 confi I t,Q yral ity o a ole. A part of
each confi gur at%@gq{]’he&ee% I %eﬁt&n%ﬁbr&ee%onéﬁ S%}c? pgifesgeanc of the .
confi gur aineast Gy ikeqessbined awdlt tdecbasth@ietd thedihi7enenbnvy from

t hat described above 15 arbitrarily. 1 NDUSTRI AL APPLI CABI LI TY As descri bed
above, waPPtird fdasdor EBersexven cupptien &Y, mpRagdisged e kiey i on

met hod, th &aQ{g%%%lgs&rFﬁé’aeg#qe#{n?&{ta@h%r%q € ypeqium, Payi g & recor ded -

acce_ss restric O!’] pr ram an e acCcess. _res I ct!on program 1 ) is
‘possi bl e t® testdvilr VonPurRIs sINd PheVeRveh DO MMAY Oe applied to

the whole of the data management system la to have a

] 10 configuration to manage a plurality of data as a whole.

A part of each configuration of the embodimenf-may'be
"omitted, or each of the configurations may be combined with
each other in a different'way from that described abofe

15 arbitrarily.

INDUSTRIAL APPLICABILITY | |

_As described above, with the access restrictioh:
apparatus, the access restriction method, the computer
20 readable program storage medium having a recorded access
| restriction program, and the access restridtion.program, it
'is possible to restrictran‘acceSS'and prevent inforﬁation

alteration.
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alteration. 34 21 February 2006 CLAIM5S 1. An access res%{kctiqﬁgﬁﬁgaratus
for restricting a terminal accessing nanaged managemen el n, said
.access restriction apparatus characterized by conprising: supply nmeans
“for supplying said termnal with link position information indicating a

| i nki ng destination of said managenent information, said |ink position

i nformation being partially or totally encrypted; and 10 access .nanagenent
means for managi ng access of said termnal to said managenent information
on a basis of said link position idgfpfy@ti on decoded by said termnal. 2.
The access restriction apparatus according to claiml, 15 characterized
wherein: said apparatus is configured to make said |ink position '

i nformation inc]ude an%ﬁone of .or. a conbi nati on of sone of age indication

in said nahagereht 2Fff nﬁqwji%%i AgParaprar A9% yrestpageingadcess
aut hori t Ytéﬁhihal5%'c@e%%rirﬂgn%angge%gglaﬁ%g@%ntﬁy@U}_Efbﬁﬁéf?&ﬁ ng whgt her to

consi der said access authodrity or access restrittiron apparat us
accor di ngacoess| véstiictibarapparazes sharacber2zedaby aompgssipgagenent
means is configured to judge_ whether said termnal has authority to access
sai d managenent>YBRorHedrontoh SUBRLYAng: sidchskermninati vithedink said

terminal 95sPOLoRinkBEmBRIbR AlaASEER% AU NAEIAY a8l ihAc$8hde L1 nal - 30
management information, said 1link position information being |
| partially or totally encrypted; and
10 access management means for _maﬂaging access of said | an
terminal to said management information on a basis of said.

link position information decoded by said terminal.'

2 . The access restriction apparatus acéording to claim 1,
15 'c_h‘aracteri-zed wherein:

7 said_ apparatus is configured to make said link position
ihformation incll;de any one of or a combination of some of
Apage_ indication in said management information including a-
plurality of .-pages, access authority set in said terminal,

20  and an attribute indicating whether to consider said access

P

~ authority or not.

3. The aécess re-stri_cti-on app'aratus according to claim 1,
characterized wherein: '
25 | -said access management means is configured to judgé
w_het-her said terminal has authority to access said management
~information on a basis of access authority set in said
‘termina.jl. or not on thé basisrdf access authority set in‘ said
terminal. | o o
30 : o : —

4. The access restriction apparatus according to claim 3,

35




4 The access restriction apparatus accordlng to clalmg1 E Zléfggruary
2006 characterized wherein: said apparatus is configure F 'H@W

managenent- information include a plurality of pieces of unit informtion,
‘and to nmake said link position information include 5 specification.

i nformation specifying whether said termnal can access each piece of said
unit information or not. 5. The access restriction apparatus according to
claim1l1, characterized wherein: 10 said managenent information is

conf i gur edHaraanttelriized whegtetid:aggregate that is formed by conbining said
plurality of data with deliniter information arranged in between said

plurality of dafaifoABPRTat A gls Fenfgitpdrdin makeosadd sanageuens a

rel ated i aggl onbj ni.n urality of
related i n or %Htg%n sai § ?Léi@?iﬁ%gfgjre‘%’s of ?%+W%8ﬁ‘“§5ilﬁ8 ‘rel at ed
to said plawdal ity afkdat aaldr e&mﬁﬁtlzsalsitlaﬁ 61nf691n§%§6§5 igetGhetion
appar atus according to claim5, characterized wherein: if said other data

is to e EBEdfigadirn aafartagye@aﬁeeuﬂxm v@mtghaxs saddetierminalend of

said plur t a an del: of s ura of daja and said

ot her dat% gr éc?;%g,g Err%ﬁ% ggecg gaﬁdrlép%t eﬂn hﬁ?%oﬂraﬁ% egate. 7. The
access restriction appar at us according to claim 5 characteri zed wherein:
if said part in said plurality of data is to be deleted, 30 deletion
processi n§-i s pEReRAASE S Besbraction @opangatiwnacgording to claim 1,

characterized wherein:

10' . said management informatien is configured to _ul‘:ilize:

a data aggregate that is formed'by"combining said

plurality of data with delimiter information arranged in
- between said plurality of data constituting said management
information; and |

15 a related information aggregate that is formed by
combining a plurality of related information, said. plurality
of related information being related to said plurality of data,

respectively.

| 20 ' .6. The access restriction apparatus according to claim 5,
:']:1.-'5 characterlzed wherein: _

if said other data is to be added to said data aggregate
other data is added to an end of said plurality of data, and
an order of said plurality of data and said other data lare

25 managed with said related .information aggregate.

7. The access restriction apparatus accoxrding to clalm 5,

characterlzed wherein:

_ .1f said part in said plurality of data is to be deleted,
-30 deletion processing is performed to related information in

said related information aggregate instead o‘_f,ectual deletion
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said related informati on aggregate instead of -actual deEfEion SG(ﬁ% -
" February 2006 of said part in said data aggregate, said?lEPB%EY 299%or mati on
being corresponding to a part of said plurality of data to be deleted from
- said data aggregate. 5 8. An access restriction nethod for restricting a
term nal accessing nmanaged managenent information, said nethod
characterized by including: a supply step of supplying said termnal with
link position information indicating a |linking destination of said 10
nmanagenentosi BA0AMIONn i d daitakaP@sbihes, iddil FBYLeBabaIfGmPRidial |y or
totally encrypted; and an access nanagenent step of nanagi ng access of said
term nal theisy ¢ormespeomding fpoanpartnofnsaifapleralituief datk fwsition
i nf or mat i sai d.termnal. 15 9. The access restriction nethod
accordingqg%qgﬁgﬁ%¥53¥ﬂgh§?&gtgFF?e&ﬁﬁf%ﬁﬂﬁﬁﬁsing: a first generating step
~for generating a data aggregate by conbining and integrating a plurality
of data constituting 20 said managenent information with delimter .
infornfti &n arr ARGEPass besedatiheme tZhll faxrseedn gieirey attienguisiadp f or

generating a rel.ated informgati on aqgregate . copbining and integrating a
i urali ty SsPersr e mpRrgpia TohedRReREn TorSnathvhy alSath 20 eddh; o |
i ncl uded ichagactetataqagyr edat @daihgspect i vely. 10. A conputer readable
program st orage nedi um having a reécorded access restriction programfor

‘perform ng a fuAcsipplyostepstofi ctipmlwinersahdl téominatewiithg Iimkaged

_managenent . s . :
: 9 position information indicating a linking destination of said

vy
v
LTy

10 management information, said link position informat_ibn being
partially or totally encrypted; and '
an access management step of managing access of said
terminal to said management information on a basis of said
link position information decoded by said terminal.
15
9. The access restriction method adcording to claim 8,
characterized by comprising:
a first generating step for generating a data aggregate
by combining and integrating a plurality- of data constitﬁting- |
2‘0: said m—anagenient information with delimiter information
arranged in bétween"t_hem; and . ‘ : _ ' k»} '
a -Secohd-generating step for generating a related
infor_mation aggregate by combining and integrating a
plurality of related information J:elated to said plurality

25 of data included in said data aggregate, res.pedtively. :

10. A computer readable program storage .m_edium having a’
recorded access restriction program for performing a funétion
of restricting a terminal for ac_cess’ing managed-managemenf
30 information, said computer readéble program storage _medium

characterized by having said recorded access restriction
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~and a, seﬁ@ﬂﬁggﬁeﬁfaiﬂﬂlﬂ:nﬁit%ﬁ,%aﬂ_&rl%ﬁébagi@iaﬁ'ifﬁf%ﬂ:ma{ﬁoq{ g&ihg” .
I I r informatio

30 I nformation, said conputer readabl e program storage | um._c cterized
by having said recorded access restriction 37 progran1tg§?e§§geﬂgg%: a

supply step of supplying said termnal with link position information
“indicating a linking destination of said mnmanagenent information, said |ink

position informati on being partially or totally encrypted; and an access.
managenent step of managi ng access of saird termnal to said managenent

information on a basis of said link position informati on decoded by said
‘term nal . pk9gtidm Thatcempehekbskteadabl e program storage nmedi um according to

claim 10, characterized by recording said access restriction programthat

-executes: a firatsyppéyasiterp stfepupmlyenersaidgterninal agijtkgatiak by

mbi ni d,int ting.a plurali f data tituting 15 said
ranagemonPORAF SR R hL e Eng oy GPVELFEASH L BAbddn of BLdeen ( hem

aggregate by conbining and integrating a "plurality of relate n-

rel at d t pashidlpyuenl toyally ehcdephednchnded i n sai d data aggregate,
respectively. 12. An access restriction programfor performng a_ function

of restricting ¥ tFHIAMIGRIRL SHRP dn IHRFaGERERE PRI BRHAL on,
char act er ygegli By1 %%ﬁi@%m&%&n&w%ﬁo%%j]% %&'Pa' gheasséfdséf& m nal

with link position information 1ndicating.a Iinking destination of said
managenmenlinkfpesitiom, istedhdtidn phscoded Hyfodhdttambeaihg partially or
totally encrypted; and an access managenent step of nmanagi ng access of said
1-0_ S11. The compﬁter readable p'rogramstorage medium acdording
to claim 10, characterized by recording said access
restriction program that executes:
a first generating step for generating a data aggrlegate
by combining and integrating a plurality of data constituting
15 said management information with delimiter information
| arranged in betweeﬁ them; and |
a. second generating step for generating a related
inf_ormation aggregate by combining and integrating a
'plurality of related information related to said plurality

20. of data included in said data aggregate, respectively.

12. An :adceéls restriction program for performing a function
of restricting a terminal for accessing managed management
information, characterized by executing: |
25 a supply step of supplyin'grsaid terminal with 1ink-'.
_pbsit'ion information indiCating alinking deétin-ation of said
manaigement informationl, said link position information being

' partially or tdtal’ly encrypted; and |
~an access management step of managing access of said
30 termipai to said mana_gement infofmaticin,on a -basis of said

1link position information"decodéd by said terminal.
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30 terminal to said managenent information, on a basis i 6 d%%%
position informati on decoded by said termnal. 38 21 Fe ES 9‘35’ 13. The :

~access restriction programaccording to claim 12, characterized by
executing: a first generating step for generating a data aggregate 5 by
conbining and integrating a plurality of data constituting said managenent
information with delimter information arranged in between them. and a
second generating step for generating a related information aggregate by
combining and integrating a 10 plurality of related information related to
sald plurallty of data included in said data aggregate, respectively. 39
The access restriction program according to claim 12,
characterized by-executlng:.
a first generating step for genérating a data aggregate
5 by combining and integrat'ing‘a plura]_ity of data constituting
said management information with delimiter information
- arranged in between them; and
a second generating step for generating a related
information aggregate by combining and integrating a
10 plurality of related information related to said plﬁrality T Sy

. of data included in said data aggregate, 'respectively.
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