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: connect.  For a nobile station to select the access
poi nt and connect, a valid SSID nust be used. Thus,
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currently the burden of det'erm ning whether the
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airport owns the access point, but service is provided by other operators, such

as T-Mobile}, a technique called “virtual AP” can be used to'allow sharing of the
access point. From the mobile station’s point of view it is as if there were
several different access points. Multiple service set identifiers $SIDs can be
used by the ééme access pofnt to support the different service provid'ers.

[d003] In traditional roaming cases, the mobile station has a roaming client (e.g.
T-Mobile™ connection manager, Boingo™ connection manager, or the like)
that has a roaming directory. The roaming directory can be a list of SSIDs for
access points to.which the station can connect. For a mobile stati'on to select
the access point and connect, a valid SSID must be used. Thus, the access
poinf should broadcast that SSID and the mobile station _e;hould know it. In other
words, currently the burden of determining whether the mobile station can or

cannot access a given access point based on a roarr_ling agreement is left



2 conpletely to the nobile station, and is
traditionally solved by downl oading a long Iist of
SSIDs to the nobile station. [.0004] Wth current
“virtual AP solutions, the access point canng
WaRHirstaHeousl y broadcast all the SSIDs supBéT’fBéa'?mﬂmm
Therefore, if the nobile station does not detect a
supported SSID in the beacons, the npbile station .
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cane%‘éﬁnﬁilgt éb%eﬁ§i9€esi§ﬁ§m¢§tto dbtainRi ohikd BSIPoFae dxaample, a mobile

i1n such a way that the nobile station can query the

stafi6h IREY Heve 20BNGSIDSNMMaIRIS Aot an ahusualanumbey, and only the
define”two new managenent frames to carry-the -

188tAaHas beatuppdited. s, iTsach @ Cionusmsiaacpo piobiletstation must
nobile station queries for what realns are supported ,.
perfot 188atieries:, Optimizatiens have hepnberoppeey agdingto which a
therefore the solution does not scal ?, or _the nobile
listsofaSiStDs carehice providedeinbercass Ad FIOBRNRRERANGG MESSages.
and the network replies either yes or no., [Ihe second
Howpveo e dskir sl iraited sed tharerredha rapalfEn skl Spis.
_access point m ave to retrieve the i nf ok ]
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netiyerk g R nbdhfupi T R et e R Pl PR hefhanageme
frame8ito WarhPiEHquest and the reply. Two options are possible: the mobile
~ station queries for what realms are supported (not realistic, e.g. the list may be
very long and therefore the solution does.not scale), or the mobile station
queries the network using its own Roaming ID and the network replies either
yes or no. The second option is more realistic, but has a drawback: the access
point méy have to retrieve the information from the back 'end before being able
to provide the information to the station, since it is not realistic to expect the
access point to be preconfigured with all roaming info. Therefqre, the access
point may not be able to reply. instantaneously to the mobile station reguest.

However, it may be necessary that the Probe Response shall be sent o the



However, it may be necessary that the Probe Response

shall be sent to the 3 nobile station no |later than a
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defined in the WFi Alliance) fromthe receipt of the

Probe Request. This requirenment may be needed for

power saving reasons. [0006] There is the need to

allow a nobile station to di Scover whether it has

roamng in a certain access point (AP) w thout the
mobitedsthtion tiite latebittan st eenyoshdord periog obtime (e.g. 5ms, as currently

aut henti cat e/ associ ate and w thout requiring '
defioad i inuthes WitdbAtignice) fraiinf the aeceipbrof the skttobe Request. This
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processed by the access point but by an iInformtion

SeRfty €1S) FuUG02aB1 aTh80dedlissy wiiowi the Ingobiks sertion dmdiccess IS
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queries are typically not processed by the access point but by an information
server, such as an 802.21 server in the network, and therefore the reply may
not be available within a very short period of time from the receipt of the Probe

Request.

[0008] It may also be important to be able to identify services that are available
from an access point before attachment, specifically for information defined in
wireless network information services standards, such as IEEE 802.21

Information Service.

SUMMARY OF THE INVENTION

[0008a] According to a first aspect of the present invention, there is provided

a terminal, comprising: a processor configured to prepare a first request



a termnal, conprising: a processor configured to
prepare a first request 3a nessage regarding

i nformation desired froman access point; a
transmtter configured to s#ansmt the first request
nmessage to the access point; and a receiver

confi gured
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meeeag_@gﬁcludim wedietyhieldntifies that Rferehcdedr theeihformation desired,
configured to transmt the second request nessage
whereihutiengradessquds Yurthenicohfigured to wentrot dhe tprniral to wait a
and wherein the receiver is further configured to
predeteimieed apwunt okiipwandis gegpare ansecord deqasest message
poi nt providing the information _desired. [0008b]
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wheesip the transmitiarcis Tustheroremiiaied tootraBsBil e perond request
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termn I esponse nessage, wherein the
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processor Is further configured to obtain’the :
a tenfrinaletd dirstlesigusstt eeesagd adganding\hiafehiatiore desired; a
receiver is further configured to receive a second
procegses configapgk tonahalyizegthch irglumqudstianeséage and prepare a
~ regarding the information desired responsive to the ]
firsk irespongs preguestis dhe, tatminal ot hems ks oandlsa transmitter

configured to transmit to the terminal the first response message, wherein

the transmitter is configured to fransmit the first response message including
a query identifier that references the information desired, wherein the
processor is further configured to obtain the information desired from a
backend, wherein the receiver is further configured to receive a second
request message including the query identifier regarding the information
desired responsive to the first response message, wherein the processor is
further configured to analyze the second request message and prepare a
second response message providing the information desired, and wherein

the transmitter is configured to transmit the second response message to



further configured to anal yze the second request
nmessage and prepare a second response nessage
providing the informati on desired, and wherein the
transmitter is configured to transmt the second
response message to 3b thesiermnal. [0008c]
cording to a third aspect of the present invention,
th?ﬁ%' Q provided a term nal, conprising:
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dentifier that references the infornmation desired,

ba@kreami Wwait heedn@fiemyaiting anpastieteAningd bafodrtndf Weedfvhereln
for transmtti ng to the access point a second

the egeestiomensags iseganmfijuredt te recéiventtie dinstdesspanke message
responsive to the first response nessage and

includingdt agerhédepiifier thatmefdreaces thednidrenation desired, wherein
reception nmeans is further configured for receivi nt%

thes raprmiseieponeanseisshther eonfiguredcins dsapemitting to the access

prOV|d|ngI“Pe |nfornat|on desi red, [0008d] fmcordln
g 3 reREANY aEgsuastoMepsage eegardin eﬁ'ﬂ‘?orﬂ" ormatieon sdesired
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degﬁgdwnatlon desired fron1a backend, mhereln t he
transm ssion neans is configured to transmt the
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that references the information desired, wherein the
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terminal a first request message regarding information desired; transmission
means for transmitting to the terminal a first response message requesting
the terminal to come back; and processing means for obtaining the
information desired from a backend, wherein the transmission means is
configured to fransmit the first response message including a query identifier
that references the information desired, wherein the reception means is
further configured for receiving a second request message including the
query identifier regarding the information desired responsive to the first
response message, and wherein the f{ransmission means is further
configured for transmitting a second response message from the access
point providing the information desired.

[0008e] According fo a fifth aspect of the present invention, there is provided



query identifier regarding the information desired
responsive to the first response nessage, and
wherein the transnission neans is further configured
for transmtting a second résponse nessage fromthe
access point providing the information desired.

ect of
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identifier regarding the information desired

meseagendicleding the quesyt idesifferseegardinggdheaimormation desired
rece|V|ng, by the terminal, fromthe access point a

respesing e dpenfistriespansepmassagey ansk reeeivingat by the terminal,
desi red 0009] Enbodi nents of the present |nvent|on

fro fm aece %pomtaarﬁegona regpARse messagepravdingctbednformation

0i nt receives a query froma station for sone
desifedy nati on, the access 4 p0|nt i dentifies mhether
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present “Irnvention a

théﬂﬂéégé in which an access point receives a query from
a station carrying a request and data for
i nformati on service such as 802.21 Infornation
Service (1S), the access point identifies whether it
has the information desired and inforns the station
that the station needs to re-request to obtain the
reply to the



802.21 1S request. [0011] Enbodi nents of the present
i nvention also provide, for exanple, an apparatus
that can be used as an access point. The apparatus
i ncludes neans for receiving a request for
information froma station. The apparatus al so
i ncl ude neans for proceSS|ﬁb the request to determ ne
whether the information desired is present in the
poiap iderifies. whthepibdra the inforimationndesiced antearferrherthe station
informng the station that the station needs to
that the slgties ineeds do deretoestdbtahitaintthe infofmatani on.
[0012] In inform ng the station of the need to
[00A 6] rB@b@dtmeatSq@ért%a pepsent éverdion Blsa mipviged foragxample, a
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80?%“@5’8 %@ nds of messages. [0014] Enbodl ments of .
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first response nessage requesting the termnal to
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. transmt to the access int a second response 5
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to the first probe response and receiye a seco
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E |on desired. [0015] Enbodi nents of the
Obﬁyﬂé 8RIOMMALAR; on additional Iy provide, for exanpl e,

[00??] In informing the station of the need to re-request, a query identifier can
be included that can enable the station to re-request without having to repeat
the details of the request. Additionally,' in informing the station of the need to re-
request, a time delay value can be provided to indicate to the station how long to
wait before requesting the information again.

[0013] The request can be either a repeated request, or it may be a new reqUest.
Thus, the first request and the re-request may be two different kinds of
messages.

[0014] Embodiments of the present invention can provide, for example, a terminal
including a transmitter and a receiver. The terminal may be configured to
prepare a first request message regarding information desired from an access
point, fransmit the first request message to the access point, receive from the
access point a first response message requesting the terminal to come back, wait

a predetermined amount of time, transmit to the access point a second response



access point including a transmtter and a receiver.
The access point is configured to receive froma
termnal a first probe request regarding informtion
desired, transmt to the termnal a first probe
response requesting the termnal to come back,
obtain the information desPred froma backend,
recei ve a second probe request regarding the

meb8age fEdardgieR hsinifPodssiNg] tepbRsive tbthe firsthsrobe response,
response, and transmt a second probe response from

and heceiveeas seeomd_obei fegprisee frohmfthe matteus gofitr providing the
BRI EF DESCRI PTI ON OF THE DRAW NGS [0016] In the

infdroidtioon dgsirelle present invention will be described in
greater detail based on preferred enbodi nents with

[00ﬂ5} Emboaciments bbthecpreseah nventidnadditipnally providehfor example an
[0017] Fig. 1 illustrates a signal flow diagram

access mmc!udmna érrmsmlﬂemandfa legeivepr Bi@ access paint imeonfigured
[0018] Fig. illustrates processing fl ow di agram

to wceie a’@ﬁés'ss t@rmﬁal acﬂ@towr@eet Eequgst éﬂgamlmenﬂf%maﬁlﬁa desired,

Fig. 3 illustrates a si

|nvent| 019
trar%tsm @ithgrtemina v@h. Esﬁ e [eSPOESgJieques Fﬁerbetten%mal to come

t he requested

bac,?(gz . .ﬁ'@no’rnqat' OF é{ﬁ/s?rte,déﬁoh]eltqrb I?eraq,egecg ive a second probe
reae g o g B oot (RPIRLERt Bt §ist Hdhe response.
and SR PS50 R AR 00 T R WP Broviing the

InﬂﬁﬁHﬂH#PBQ%E &A|| now be descrlbed MAth regard to an

odi nent that includes an access point. The
access p0|nt may be configured to be shared by
; . z abl e to support | EEE
BRI 3 " : —18922] Certain
enbodlnents of the present i nventi on can enabl e an

[OOBEICRS the following, the present invention will be described in greater detail

based on preferred embodiments with reference to the accompanying drawings in
which:

[0017] Fig. 1 illustrates a signal flow diagram according to an embodiment of the
present invention;

[0018] Fig. 2 illustrates a processing flow diagram of an access point according to
an embodiment of the present invention;, '

[0019] Fig. 3 illustrates a signal flow diagram in which the access point refers to an
802.21 information server to retrieve the requested information; and

[0020] Fig. 4 illustrates a simplified block diagram of a communication system

according to an embodiment of the present invention.



point receiving a query froma nobile station for
sone information elenents to reply to the nobile
station with an indication that the access point can

rovide the information requested but thatdihoorm00064
ng’@l{"’é“asg‘”boi nt cannot provige it right-away. This may
occur when the access point does not have the
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tyrn a query identifier ((QuerylD) to be wused by
80i-§ﬂﬂ€}fmaﬁaﬂ YVlHtery the access point again without
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poiﬁﬁg%@ei\qgﬂi aﬂHﬁeﬁPﬁoﬁ'{‘% Fi‘ﬁ%ﬂé StRMMor stms infunevationr@ements to

ormati on elenent (IE) is requested and

reply 10 Ble RYGHilAbRohnARRIRIRRLsIon that e acaesegwint can provide
p\gl nt, the query can be easily referenced in a

theﬁH R reguesiediblihthiat the hecesepoinbcaspebpiyide it right away.
etall the information desired. Thus, radio _resources
Thidanal oceanatiendtie 4¢a4]poinbdees sobhaw e IRIgTaRERD requested
optionally return a tinme value (ConmeBackDel ay i _
at thetmbmentdndyeqhestds ressivpdiand HSERGEREE PAIMHE '-;ﬂs’%}a‘e to retrieve
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backtippiealiPBn i f supported by the access point. Some

(0093 7% alddd FBtht Ak PLEAGHAIR fEimPh YRkey fforiifies €QueryID) to be

used by the terminal to query the access point again without the need for

indicating again the information elements required. The value of the query
identifier may be unique for the access “point. Thus, when more than one
information element (IE) is requested and is not available instantaneously at the
access point, the query can be easily referenced in a subsequent query without
the need to repeatedly detail the information desired. Thus, radio resources
may be conserved.

[0024] The access point may also optionally return a fime value
(ComeBackDelay) determined by the access point and indicating how long the
terminal ought to wait before querying the access point again.

[0025] The Probe Request/Response messages can be extended by adding



[0026] Figure 1 depicts a flow according to an
enbodi nent of the present invention. The nobile
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the magbitensiatioat Lithwiths Queqrﬂhﬂ The gftfg?rg CRRSHOYR g%lazggket that
I'f the nobile station 110. does, KOt I 8- Va4 DYy :
refasenern e REGUEREIBRLI BroBETFOIRLE SedierLIZand which can
point 120 ma elete [ ' r Lk.ai 0.
ve Bailn 15 E5CH) 4 SopBlEfPELPRoR HEmBpetaicn 11
2000498047 VidSh QdhaBkcRDeld\eparameter
Th%@ﬁ%%%s B‘B’i’ﬁf‘ 5@8%‘5%2%4 gpﬁgﬁé‘poéﬁ he geciléer ati on ofésgp
indﬁéh@@ 31‘69\?!09{9 fiEmoBRe 'statitifl 1 0 shobRMBfbeteresendingr “come-
back” Probe Request 114, which may be a second request for the same
information in order to obtain the missing information. -
[0027] The mobile station 110 may wait for a certain amount of time and send a
“come-back” Probe Request 114 opﬁonally containing the QuerylD to relate the
new query to the previous query. The amount of time may be the amount of
time indicated by ComeBackDelay, an amount determined by the mobile station
110, or a predetermined amount of time. The access point 120 may then return
IEji, IEjm in a Probe Response 126. If the mobile station 110 does not re-query
by sending the come-back Probe Request 114, the access point 120 may

delete the information after a certain amount of time to avoid a denial of service



[0028] Meanwhile, while the nobile station 110 is
waiting to re-request, the access point 120 may
obtain IEji, IEfmfroma backend 130, by neans of a

~retrieval request 124. The backend 130 nay :
WQ 1We7/4884% 1 eval request. 124_ and return IEi %&ﬁ?ﬂ%@gﬁmﬂ

the access point 120 |n addata message 132. The tine
bet ween the retrieval uest 124 -and the data
(Do8} attagle ondberastaspmaial 1 223 rsulting fogt e eenenadianfia;
0029] The nobile station 110 does not, need to remain
multicidevef querias RaPICeR ° FENSWBRRACRES POYHITBRAAY- Pr obe

o Haiconh 51545k Sl 1 Bl cEUORR e
112. . B

coobl oS obohel S BT SR HRP pHERRHT TobEy bbb

retn%%gt rréaurgggttl ?gneﬁﬁ)ﬁa&feg&ﬁo ny Bratess tﬁéﬁg rlfg(%;ﬁ F@quest 124

anc RSB0 AR IR PR M 4Ry ostog. T e

o 5 A 4 s s o o

' muéﬁ@rea@%aé‘%ﬁa% emglelqﬁe\g?l tlAgngt ?hsgﬂd |t Egct ive

[oezqibmee nfoiitd Qﬁmdnhﬂ grelisk tncttreddddto eemairoaetivaethileowaiting to
AP2 channel when an appropriate amount of tine

senfaheetamehackh Usrobeh Receieshri26, thenefors filg cant sdve tpesver, as
nobil e station can be avoi ded. [0031] The access

opp@@e@&o FRving to istane attiee Hrfwaitingi fon ansamsyver 1 #s sytginal Probe
like Control And Provisioning of Wrel ess Access

Redbeshti42( (Bevame the mohikeesiationt’ %re—muﬁgm $he ,ua‘ﬁrma’non the
NS IR S ML T, S S
10030196 anehiaraloRds COMREA A0, r 9T \PoGPoPERops TAPY) and is
actn?;{?por @hgip%@ﬁﬂ' fgn servhbgﬁ, E%t,ﬁtqﬁ%@tggtgépﬁfgvg m}’]ormation from
a ta%,qc?@%%%@éb@%&bﬁgﬁé mgﬂfe YR IddEr AdPReed to‘remain on the
AP2 channel while waiting to send the “come—back;’ Probe Request. As with an
inactive mobile station, the mobile station can come back to the AP2 channel
wheﬁ an appropriate’ amount of time has elapsed. Thus, unnecessary
processing within the mobile station can be avoided.

[0031] The access point may retrieve the information usihg a protocol like
Control And Provisioning of Wireless Access Points (CAPWAP) or
Authentication, Authorization, and Accounting (AAA).

[0032] The Probe RequeSt can be extended with the Roaming ID providetj in a
NAI Request Information Element. The Probe Request can also be extended to

support a variety of IEs to support information service, such as 802.21

information Service (IEs can be those defined in 802.21 specifications). The



Probe Request can be further extended to support a
Queryl D field. [0033] Simlarly, the Probe Response
can be extended to support a variety of |Es to

support 802.21 Information Service (IEs ca
WYHNYHES n 802. 21 specifications). The Pr g%gﬁmtz&%&m“

Response.can be extended t'o support a Queryl D field.

The Probe Response can al so be extended to support a
ProberRRemuidbeizaybe firther extenday teskPREH &ekgryib,feld.

consi derations should be borne jn mnd, ¥f the access . f
[0083] Bimiarby,dbet ReoheeRaspense @ngbe Sxterded tgsyprort a variety of

lEsgnggJ;gﬁ;ééfgiaé%- !or&qlgépg’ii]éryaég%%r bh%ﬁrﬁéﬁ%%‘g%ﬁﬁgé in 802.21
Spﬂcﬁ"&%bﬁ eTM%ﬁ?r@giﬁfﬁfgﬁnsé J3uf B EReMeHte Pufrit 2 QueryiD
field The Broke deasmaisd pa abioued Meriitd I Bhfpdf EBmeBackDelay

f linforrration retrieved for the nobile station. Thus,
fieldne nobi | e station/access point would fail on the

[Oogggﬁbét%ﬂigggﬂﬁ% cgﬁﬁﬁé?ﬁi&ﬂ%esﬁ&ﬁl%rqﬁ@tﬂo‘?ﬁeihﬁ M. Qﬂﬂﬁé access

access pol nt. e way to reduce the

poifif Sorak th! fectifsA6k d BULPY 1bP& GRREE MAlllen btdtiors bane until the

e stati on MAC address.” However, a hacker

mofify 51ia0! Sorids 1REOfcdnie-baRbidurerg! at ineickdhGviaddintarsepts the
ecause the nobile station is not yet

“coRidBEEX feiriises frobh ahedavtdds tomtatr es degitiinate mobile station
- Solutions are being introduced to stop MAC . o
could jsapid aohewordduesti to e elcesss rpainb bieforeuthe degitirate mobile

802. 11 networks, but they will |ikely apply onlt}/_ to
statort landt cause dhe sanneisat painhdbinusge dhetinfargation retrieved for the
Additionally, certain_ inplenentations na

mobiisbistaficst. atfium the mebileastadon/acssdm Rs?rinfr_%{ﬁ’?!mﬁ\{v}l@" the come-
e B P Pt IR e acgges point
O b TR 5 40, Wl RGO BB e e
oG5 AEE LS, NEE, AERE: Fy1pb e o spot ne
mofjd THHHR IR E 0 0SS Becuianp houmonte ot yel
- authbgtidfed/dssociated with the access point. Solutions are being introduced
to stop MAC hijacking/spoofing in wireless networks such as IEEE 802.11
networks, but they will likely apply only to authenticated/associated mobile
stations. Additionally, certain implementations may allow a mobile station to
use a well known or random MAC address to sendfreceive Probe
Request/Résponse messages, thereby preventing a network from tracking a
roaming mobile station that performs acﬁve scanning (i.e. probing).

[0035] Thus, storing the MAC address of the mobile station associated with a

query in the access point would not entirely eliminate the security concern

discussed here. A simpler mechanism is for the access point to cache the result



WD 2007/ 080495 PCT/ 152007/ 000064 10 of the query for
atime that is predicted to be slightly | onger than
the tine necessary for the nobile station to send

‘the cone-back query. [0036] The present in '
WOLHVA8048eous|y enabl e clrrent power savi ng\i)%%ﬁ%’ﬂ7"56%(64

mechani snms. For exanpl e, ¥he nobile station does not

need to remain active while vvaitin%.tﬁ se‘ndth the 4
of the ceryafok "a Finub ¢ i gwedictarb iRy Slighty IPRger Sfa%r & tme

saving. Also, if the nobile station.is connected to a -
necéssary fac esmopie statiqna sengihg omer?ardt GU8%¥hangi ng

data frames with APlI, but wants t

[0036]fidrenprassht fvaRiRN; @@g&dvm“%&f §E‘E‘E’%\§§5}fre’ﬁq%°we‘" saving
mechaaisTBs. hAT PEAEe; (g motas siabn FES, flof Repd S temain active
R t. Additi | 1, i i .
whilpn G 08 Pl cpmb ek "ERE REBHS, RholcTBre. enabling

! e o _
powqqg{,fsgavgnféro .E«Eéﬁtel?t?ﬂ}egﬁn}%@'gogfdtlon! {sa fe&t8l ﬂogérﬁ@% tg@cess point

n-avai e. In fact, t

(APPSR s "bue BRe ARy PRy fatdes With AR, lndewants ta refrieve

_ er queries may be returned the

infolif oyl Lo GhipY aAPY), theusoblié statioredses not need
‘”f°§ﬁ|gﬁ?“r§'[r§/rﬁnau n?g?%é%ésca%]e g“fSl 2requent|y request ed

to rbﬁ{a‘?ﬁf@{ ko ARD eihelyiel el ngitirite tosenel the “comesback” Probe
that a cone-back nmust occur. - [0037] Certain

ReRiRpdhBbAANY, ddreainrembodimentsrafithe inwantorisiocnelhrequire the
access point receiving a query froma nobile station :
acck$ peRitiol somone innemeky theatt & Woulddf hyvasescqmiigtred dp have all
having the information requested at the nopent_the it of th
the fisfouestionsavalebleda, faghdthenacerse BNt ial SIRIpLGe result of the
~configured to retrieve the informtion iin real-t]j
query inepl generic neayoin |that OlehAUGTER TIRY 8 E%ﬂ’%%a 'the same
that the access paoint j,s able to provi : .
informatior amevariectup.oine RGese RORE BT Fftan a cache of
cannot provjde, i.t right . ' . t
frocuiendraHEstet vl Ty, fafiing ThgHulnbe of fimos that a
ac&eSﬁgﬁoitnt to indicate the termnal that the
COM&PRCNAMUSYREEYE t 0 query again for the information.

[0037] Certain embodiments of the present invention can enable an access
point receiving a query from a mobile station for some information elements,
the access point not having the information requested at the moment the
‘request is received, and the access point being cbnﬁgured to retrieve the
information in real-time, to reply to the mobile '_statidn with an indication that the
access point is able to provide the information requested but that the access
poiﬁt cannot provide it right away. Also, certain embodiments of the present
invention can enable the access point to indicate the terminai that the terminal
needs to query again for the information. ’

[0038] The access point may optionally return a query identifier QuerylD

(whose value is unique for the access point) to be used by the terminal fo query



[0038) The access point may optionally return a query
identifier QuerylD (whose value is unique for the
access point) to be used by the termnal to query WO
20071080495 PCTI 1 B2007/ 000064 11 the acces

WYATMISt hout the need for, indicating agai n&tTﬁ%ﬂ%mm“
~information elenents req?ﬂred (this may be usef ul
when nore than one information element |E is

ther sepesst pdinhrapais witihowlvtie ased fmgndwaaﬁao@aﬁﬂv the infermation
access point, and performng a new

oorsgl i eyl - e e ppecnenen
e iredebloih el nGRdedly i wo
perfasing A n%w%qermyt prgg%% agaﬁf’gl;ﬁeglbst cﬁ i@%k}@g !mggyn@ waste of
oo b398 5n6 SR B S, PERFT B e value
CompBierEPHIL SR R0 T TS 7BRE ARTH A dlEgtal gk tong the

terthipal shif Mugit BEIRE HiREun8 TelackBYs BORKARIETD {10 ot
[Ooﬁﬁf&sh&ﬁo&ﬁ%'ﬁ 'u"@ Bl b@@eé@ ﬁﬂ%é r*eB@tve 210 a request for

I on at atér trne. expl ai ned

mfo?xk)%m%n WRaD d PRoBIRS akftid Mhe l@mESp@ﬂﬁ rhdwatthehedecide 220
'e station re-request the information at a later

whéthEP thE PR f@asERcn RehNbe MEpvidedbimnediateler If itDcam, the access
p sinplify the re-request and a del ay val ue or

pmm m@yv robile 280 ¢natihformatiomobi Otheswisg,other @csesdl point may
the rle- request at an expedient tine. g@JOOM As shown
suggestl40rthatihe mobifetstations rerrequestde dnfprmation gba iater time.

1004 s cppteinegbove WHER, Bumiadhies PR IGstb a0 that the
motbk(tjﬁrt@?aetggkn ?élg%éésatt Ih%gm e O%/;{qﬁjgﬁgaaﬁ%ﬁaﬁg @qaggﬁ%q: 90|nt may
prowieos ey DG B el AR s B VBl window
eyt e HROUE Bl B e Yer s ofr5h Bigbfient ime.
[Ooéﬂ@ﬂlsdsﬁ/@kﬁ REGLR BCWEThOBR Shiictaiysiida Sleben@quest to

the access point requesting data. The access point may return a come-back -

probe response to the mobile statibh, providing a query ID an'd a come back
delay. The query ID may uniquely identify the query with a serial number. The
query ID may be used by the mobile station to reference the original query..
The come back delay maylspecify a delay in seconds or fractions thereof that
the mobile station should wait before requesting the data again. During the
delay, while the mobile station is waiting to request the data again, the access
* point may query an information server such as an 802.21 information server for
the data. The information server may reply with the data, but may take

significantly longer than 5 msec fo reply. The delay may be designed fo



delay, while the nobile station is waiting to request
the data again, the access point may query an
informati on server such as an 802.21 information
server for the data. The information server may
reply wwth the data, but may take significantly
| onger than 5 nsec to replip. The delay may be
accoufe foothedlength 2f tinedinat iff isrexpectedribab tlé informatioa server will
it is expected that the information server will take
take to oepipl AfteAtheddldg hisl eymipksiedo tipd enebile statiorobehds a come-
station sends a conme- back probe request to the
back prbes segoest to The acuessbpolntpr he cempeebackgyobsi raguest may
identify the previous request using the query ID
simplypid@ritifie dhd yprebieuac cagsestpesing . th&hguerycks provided bathe access
then respond with the desired information. [0042]
point. FTlyeaecéss Ipaist can dhennespbndiwitinthetiesireddnfoyeration.
invention including an information server such as an
0042862 Bilfustreiesan senlyvedin®at. ofthe presient inverdiaroimcluding an
310 may send a Probe Request 312 including Type_of
informafion. &rveBsgohras andBEN2 1 dnfarowatiordaeaeridal.adbeswobile
point 320 may determine that it cannot return the
statiorr 840eshycatat a ProbedRatelept 318 ineludlimg iMype_of
"cone- back"” Probe Response 322 optionally including a
_802.20 Sy Iquaaychrad 8022 Bampkkéky! alpta THdedaceass pomy 3tHmay
return the cone-back Probe Response 322 may occur
determinehthat drcapptmeatumt e/ réguasted didain{roedadtelyand return in a
~nobile station 310 may wait for a certain anmount of
“cometbask” Mo beh Responsar 322 ppikbnadiytinel uting: Ba@kibeylByand a
i nformati on, and may send a "cone-back" Probe
ComeBagkBP=iag 12 hepdetarmihingcand aeturngherea@ueriyack Poobe Response
relate the new query to the previous query. The
322 maycasurpeitmn 2 @ppagxinhaiely strusrwindow.
Type_of _802.21_IS reply and 802.21 reply_data in a
[00431PTF b enGleibp statiors 2 0 mayoaait foearoshidie ambuntof time, which may
nobil e station 310 is waiting during the
correspomefacthbeCamnaeBaek Delay infersatipn; and 3aay sepdsabeeme-back”
802.21 query data in an 802.21 IS query 324 to an
ProbefRequasisat4 eptiesallytaniading the&uery! B30 reigte theqwmw guery o
the 802.21 IS query 324 and return 802.21 reply_data
the prévioas query. The access point 320 may then return

Type_of 802.21 IS reply and 802.21_reply_data in a Probe Response 326.
[0044] Meanwhile, while the mobile station 310 is waiting during the
ComeBackDelay time, the access point 320 may submit 802.21_query__dgta in
an 802.21 IS _guery 324 to an 802.21 Server 330. The 802.21 Server 330 may
process the 802.21 _IS_query 324 and return 802.21_repiy_data in an
802.21_IS_reply 332 to the access point 320. The time betweenrthe _
802.21-'_I8_query 324 and the 802.21_IS_repIy 332 may typically be much
greé’zer than 5 ms. o

[0045] Figure 4 shows an embodiment of a communication system 400

according to an embodiment of the present invention. As illustrated a mobile

12



802.21 IS reply 332 to the access point 320. The tine
between the 802.21 IS query 324 and the
802.21 IS reply 332 may typically be nmuch greater
than 5 nms. [0045] Figure 4 shows an enbodi nent of a
communi cati on system 400 '3according to an enbodi nment
. of the present invention, As illustrated a npbile 12
station 4-10sinayi e abie torgpnysuaiiate twith ahnacrass ROIRE ¥ir Opver a
access point 420 over .a conmuni cati on medi um 440, .
commpicatiominedium 448mpihich paay, far exeaiplec berwirelass connection
t hrough air or space. [0046] The nobile station 410
throughh@irigicSRARE.a transnitter 412 configured to send
r obe reﬁuests, a receiver418 configured to receive
[0046p T Bpanpbip Gtaan 410 maysnstisi 3rransinitiaid 17 seeigured to send
415 may be configured for a variety of tasks such as
probeg@ﬁ@teaé,regre%vgm&é gordigeeed 104RsPIVE RphaEeshases and a
responses, and controlling the receiver 418 and
processairdhd+ tld1e piacesans Bk be corfigwsed fer a variety of tasks
i npl emrented in hardware, software or sone, conbi nati on
such asgeeerating themmyobe feauasisa agaieziag themiebe resppises, and
~an anIicaLion specific inLegratzF‘ﬁircuit (ASI%% or
* controfiing: the, ieeriMer4 1P transanities 444 phhaPraceseriy4 15 may be
h include a transmtter 422 configured tqQ send robe
implerpegieh de bardware sofavar or seme gamnination égﬁfﬁiﬁ%f phggeay
. requests and a processor 425. The, processor. 425 ngy .
inciudgea BBRETYRNEPOBE CRMPHEs@n BpPPHicaliN spaekcdategrated circuit
generating t he probe responses, anal yzing the probe
(ASIC) oy pdRes haghyareont rol 1i ng the receiver 428 and
transmtter 422. The pr.ocessor 425 may b
[0047] Fpe arspseP IRt #aPdWaYdnCltia adranssnities w22 saBligachie send
t hereof, and ma i ncl ude_a geperal purpose conputer,
probe s8SpPRFEEaR irsﬁeﬁfséai congwirhiciecsive Brede (ﬁgﬁﬁtso@nd a
her _ har ) [
proceg,fqpree@z”’:.g m&que[sgﬁ%gs Tgfgyigé%osnf%ﬂr&ti ch)'i? 8 vrgar}/ets lo%?asks

such as generating the probe responses, analyzing the probe requests, and
controliing the receiver 428 and transmitter 422. The processor 425 may be
implemented in hardware, software or some combination thereof, and may
include a general purpese computer, an application specific integrated circuit
(ASIC) or other hardware.

[0048] The access point 420 may aiso be equipped with a backend 430.
Although the backend 430 is shown attached to the access point 420, there is
no requirement that the backend 430 be physically connected to the access |
point 420, and so the backend, which also may include a similar circuitry to the
processors 415 and 425, may be located at the convenience of the
implementer of the system.

[0049] The backend 430 may have various components and capabilities. For

exampie, the backend 430 may include an informational database to assist the



Al t hough the backend 430 is shown attached to the
access point 420, there is no requirenent that the
backend 430 be physically connected to the access

oi nt 420, and so the backend, which also q}%yréligg@g)d@gﬂ

WOR2UTH%ar circuitry to thg processors 415 an
may be | ocated at the conveni ence of the inplenenter

of the s st' em [0049] The backlen_ 43{(})@1&%‘3@3\5 municate
acc?ﬁ?pgg‘gkend Wg%ﬁ?%gﬂﬁ S|p|m‘ rrrab? nal e
with thesaasase hait 420 ApdsepPOacasHRes M 485 Asstas poria20.
10083k AGabd s “Baalin o8 Sesital P edhddopfoqyes) pessages
thaf Bt 61008 PBGHOTTIS Fr e tsAgEg dhap 8t propl responses,
shogfiiBe /BB Ber TR BRE et FamBE S B, iSauaT pace of the
proﬁg j%hﬂﬁ?%l é{;ig% %g@? ﬂ{gsﬁ%ﬁg%s.”@lﬁﬂﬁﬁ%ﬁbgbhﬁ!fﬁsfrz@m%obdwinclude

e requests and probe

maﬁsié’;%ﬁ‘?ﬁa th eereakyf lissrmsataanaccurtindgy, the invention is
managenent franmes that do not carry user data. - '

not Ao @kYpartibaldr fveh of @ve fessageslusedt ed to the
particul ar form of the nessages used. [0051] It is

[0059f ¢did Imated lthaprtheeptesemt dnvention ds mat resftictect & the above
the above preferred enbodi nents but can be vari ouslg

prefereid eatbotiments Bubeandpavariously modiedraswauihbg ap arent to
skill in the art. [0052] Thus, one having ordinary

onestd didinarytshd! iarthewartl readily understand that the

 [00SZpBUS.roRe DRV BrANBRASAI 1 AN Wi s ihgaretand that the

e i Sl LBt Aol g5 b SERSTl & Wfrent orer,
el By RUnSSE | i R S0 g ¥rops tym trose
R
based upon these preferred embodiments, it would be apparent to those of skill
in the art that certaih rﬁrodiﬁcations, variations, and alternative constructions
“would be apparent, while remaining within the spirit and scope of the invention.
in order to determine the metes and bounds of the invention, therefore,

reference should be made to the claims.



woul d be apparent, while remaining within the spirit
and scope of the invention. |In order to determ ne
the metes and bounds of the %nvention, t her ef ore,
reference should be made to'the clainms. 15 WHAT IS
CLAIMED 1S: 1. Atermnal, conprising: a processor
WHBRISSukAIMED l&:epare a first request nessage
regarding information desired froman access point;
a transmtter configured to transmt the first
request nessage to the access point; and a receiver
1. Adafminal egompris#i@i ve from the access point a first
response nmessage in response to the first request )
me g3 RRCass@n eonfigyratto pegparaa fitst request mesgage regarding
_ wherein the receiver configured to receive the first
inforewgiins gersed dopm amacaassgointquery identifier that
references the informati on desired, wherein the
pr ccapsmifter canfiquseddo tranpmit the Grf saguest message to the
termnal to wait a predeterm ned anount of tinme and
acoesspaiptiranch second request nessage regarding the
i nformati on desired responsive to the first response
me sstegeivateanfigureddotreseivs froer thesacoessipoint a first response
configured to transmt the second request nessage
messageait reppansegicethe fikgd neghiest messape racgtestingdhaterminal to
and wherein the receiver is further configured to
comedeaicke a second response nessage fromthe access
poi nt providing the information desired. 2. The
t- ewmianain thfe recsivericonfiguredrtor reoeives the firgti rgapodse anessage
receive the first response nmessage including a cone
‘including algjusyy identifienthat eeferemees theirfjarkatideldesifid| d
defines the predeterm ned anount of tinme. 16 3. The
t ewtienain e pragiessor isfurthgncaonfiguredriergantesl the terminal to wait
configured to transm t
a predetermined amount of time and o prepare a second request message

regarding the information desired responsive to the first response message,
wherein the transmitter is further configured to transmit the second

request message inciuding the query identifier to the access point, and
wherein the receiver is further configured to receive a second response

message from the access point providing the information desired.

2. The terminal of claim 1, wherein receiver configured to receive the first
response message including a come back delay field, wherein the come back

delay field defines the predetermined amount of time.



managenent franmes as the first request nessage and
the second request nessage and the receiver is
configured to receive managenent franes as the first
response nessage and the sétond response nessage. 4.
The terminal of claiml, wherein the transmitter is
configured to transmt probe requests as the first
request nmessage and the second request nessage and
3. The teavinal of claimcbnwvhgieiodhedransities ip conlgrieag tm fransmit
as the first response nessage and the second
mapagement asaexgs the firstreques sage anditme secohdregnest
the processor is configured to place the termnal in
mesgsagespdibe cetriverisrcontfigiredig receiveimanagesieni fkames as the
nmessage and sending the second request nessage. 6.
firstagspobee sneesage andribeisscond respense veessags.i gured to
receive froma termnal a first request nessage
regarding informati on desired; a processor configured
to analyze the first request nessage and prepare a
4. The sermisebohelaimeusberaig thadra teslis configuredbtactransmit
and a transmitter configured to transmt to the
probe regquests @sdheifirst requg miessagssand dhe secondagegueast message
transmtter is configured to transmt the first
andribegensiyeris caghguned iadiecgive puabe respomsesi as thenfitst response
references the information desired, wherein the
mesgsagseand the secondh@spomsei ijeseadeo obtain the
information desired froma backend, wherein the
receiver is further configured to receive a second
request. message including the query identifier
5. Theytermingl ehdaimftrwierein the siroeessaords momfigueed dotpiace the
first response nmessage, wherein the processor is
ternfipalk inea steap mpdecbietweem segaivinghibesfrst resporspusrssage and
nmessage and prepare a second response nessage
sengding\thei secantkrequest message.

6. An access point, comprising:

a receiver configured to receive from a terminal a first request meésage
regarding informatidn desired;

a processor configured to analyze the first request message and prepare
a first response requesting the terminal to come back; and

a transmitter configured to transmit to the terminal the first response

message,



i nformati on desired, and wherein the transmtter is

configured to transmt the second response nessage

to the termnal. 7. The access point of claim®6,

wherein the first response ne$sage conprises a cone

back delay field, wherein the cone back delay field

defi nes when the second probe request is sent by the

termnal. 8. The access point of claim®6, wherein the

accebergioi the transmittdrds conigiuged ¢ol transdeit therfirst response

whet her the information can be provided substantially
messagei inCleidyng alopfery édemtifiearthat refgrarmes thesinforesativrsdesired,

nessage. 9. The access point of claim®6, wherein the

pr owhesan the procedsor is dufthgucedfiguredi8o obdtaint thisyinfdrenation

i nformati on desired by reference to the query

desitkh friohnh er badkend he access point of claim6, wherein
the receiver is configured to receive nanagenent

f r avlesreirs thé eedaivet isrfenthes tconfigsieae tarecdive ssssemtt request
request nessage and the transmtter is configured to

metsageintludiipirrgoery idertfieaseghiting ithe infoesetionedesired
nessage and the second response nessage. 11. The

responsi® teoihel fiet respomed medsige,n the receiver is
configured to receive probe requests as the first

I equitsreinTeiss pescassbrtis futhepaonfigarrsio aRalyaeeheastond
the transmtter is configured to transmt probe

requesbrseagaaridprdpdréta se€SNd RESpHTRSS AR sAfe BraRviding the
second response nessage. 12. The access point of

infodhritivrbdeshed eafidt he access point is configured to
obtain the infornmation desired froma renpte

I nitieraln the BanyRriitterlid covfigiiretinelirarfsPiipEhé sBBbNd response
transm ssion nmeans for transmitting a first request

mesESFRUs thd tadimipggess point; reception neans for
receiving fromthe access point a first response

nmessage requesting the termnal to conme back; and
7. The access point of claim 6, wherein the first response message comprises a
come back delay field, wherein the come back delay field defines when the

second probe request is sent by the terminal.

8. The access point of claim 6, wherein the access point is further configured
to determine whether the information can be provided substantially irhmediately,

before transmitting the first response message.

9. The access point of claim 6, wherein the processor is further configured to



wait means for waiting a predeterm ned anount of
time, wherein the reception nmeans is configured to
receive the first response ssage including a query
identifier that references ﬂEE i nformati on desired,
wherein the transm ssion neans is further configured
for transmtting to the access point a second request

i 6 i hi ' [ : sive

e B R L B o e Y R ey
identifier, and wherein the reception neans is
further configured for receiving a second response

10. Tbsxmapestrpomt akcladnds swhelain the ceceivayist tenfigured to receive
information desired, 19 14. An access point,

managgpiendiframes asclhte st reauest meSﬁag@iancgwe peapRd request
termnal,,a. first.request .nessage, regaydin

mess39% PRGNS it IS comgRrd Y rans it masagement frames as

ol : by

the ﬁrrr%ssa 8“%8&3‘8&??9%%@@@%?%’%a r?%ﬁ%%%ﬁgac ; eaind
processi ng nmeans for obtaining the information
desired froma backend, wherein the transm ssion

11. Tharccess quiht giuclaintd wheneimihe tdeeiter stconfieapedde receive
nmessage i ncluding a query identifier that references

probetiequasisramthefirstdeguestimassagei and the secend requestanessage
red for receiving a second re ueg%lt'st

and {Pfﬁesﬁ%ééﬁﬁﬁ%f Shonawe (Reirgns auiRT0eTeSPORSES 3%

T e I

further configured for transmtting a second
response nessage fromthe access point providing the

12. Thé acasss pointdsrsdlaiel 6, Wherdimiehacba¥s poinY isiedifigured to
information in a communi cation system the nethod
obtaindherinkirmaticredesirgd fogmeaa remoia aformatien servess
point a first request nessage
13. Aterminal, comprising:
transmission means for transmitting a first request message to an access
point;
recepfion means for receiving from the access point a first response
message requesting the terminal to come back; and
wait means for waiting a predetermined amount of time,
wherein the reception means is configured to receive the first response
message including a query identifier that references the information desired,
wherein the transmission means is further configured for transmitting to
the access point a secon__d request message regarding the information desired
responsive to the first response message and including the query identifier, and
wherein the reception means is further configured for receiving a second

response message from the access point providing the information desired.



regarding information desired; receiving, by the
termnal, fromthe access point a first response
nessage requesting the termnal to conme back;
receiving by the termnal thgfirst response nessage
including a query identifier; sending, by the

14. Aardededs pdint, IdmpasiRgS poi nt a second request
nmessage including thé query identifier regarding the

| nfQEEIdrPM Ry fop fed SiTPRFbIYEa tE@mihBRa fﬂréﬁbqﬁ%&’gﬁf@&,age

- message; and receiving, by the termnal, fromth

regAeieg snfopmafiod @esiRgl response nessage providing the
information desired.
transmission means for transmitting fo the terminal a first response

message requesting the terminal to come back; and

processing means for obtaining the information desired from a backend,
wherein the transmission means is configured to transmit the first

response message including a query identifier that references the information

desired,

wherein the reception means is further configured for receiving a second
request message including the query identifier regarding the information

desired responsive to the first response message, and

wherein the transmission means is further configured for transmitting a
second response message from the access point providing the information

desired.

15. A method of providing information in a communication system, the method
comprising:
sending, by a terminal, to an access point a first request message

regarding information desired;

receiving, by the terminal, from the access point a first response
message requesting the terminal to come back;

receiving by the terminal the first response message including a query
identifier;

sending, by the terminal, to the access point a second request message

including the query identifier regarding the information desired responsive to

the first response message; and

receiving, by the terminal, from the access point a second response

message providing the information desired.



