~¥  CRYPTOGRAPH C COVMUNI CATI ON PROCESS The invention relates to an
asymetrical cryptographic comunication process for. processing nessages
and protecting conmunications between interlocutors. It can be used to
enci pher nessages asymetrically or to sign them also mmmmmHMMMMWMky. t
can al so be used in asymmetric aut hehtication. A well-k | ution
was devel oped in 1977. This solution was the subject of USspatent
4,405,829 filed by the inventors Rivcst, Shamr and Adl eman on Decenber
14, 1977. This _solution, commonly |l.ed RSA fromthe nanmes of the
inventoF?FPT8§§§P?5ﬁ)QQﬂﬂgylgﬁTE8§s?§ First key (Kp) allows the

enci pheri ng ghenbtssagesnandlbhes ser o asshe bl ios HerPIrRitihering. This
Dr 0CESS.c Ml il chs KICLBEOUGOUOd R 1 hilsaade e bastentiony asyummet | ¢
crypt ography, so ca ecause eys for,_en e ering
are di f fEiRicphienR ReMEe neR it ?c¢§§%§'ne%%é¥ﬁ%?% B§§§e§§g§Q§$Egir of
keys. Theddages a¢ymretiicapdipl pr tmdsicsn thRer et i ASYTRABMC DY Yany dhie; t he
second  Kg§; )a1isp BECH&LA Q'?xdagzﬁﬁxeﬂﬁi/@rathﬂle@@mrﬂd}at ed. An enci phered

conmuni cat | on bei@?@ﬁ%ﬁ% %I?/?gy%% %g(ﬁé)j??p%o,;@)in! nothe sane network is

carried out if"“f nmuni cate their public
keys (Kpiolwrien( Kp2)the sobdecanof ey Read 6149320 dAdRY Bhed'S 1) desires
to send ﬁvﬂ§§§@geaiééét$@ukﬁmr_Bﬁdem&i@mﬁfsnthénmﬂssage,MAQﬁ7ihahkgy (FEZ),
The oSSt e TSE oD HRES) R sl oA A eE Aol

uses two types of keys. The first key (Kp) allows the

| enciphering of messages and the second (Ks) allows their

deciphering. This process, which is known throughout the world,

is the basis for asymmetric cryptography, so called because the

keys for enciphering and deciphering are different. In the same

noctwork, each member (i) possesses a pair of keys. The first

(Kp;) is public and can therefore be known by anyone; the second

Ks,) is secret and must never be communicated.

An enciphered communication between two interlocutors (1)

and (2) in the same network is carried out in the following way:

(1) and (2) communicate their public keys (Kp,) and (Kp,) to one

another ahead of time; then, when (1) desires to send a message

(M) to (2), he enciphers the message with the key (Kp,), and once

this message is received by (2) it can only be deciphered with

the aid of the secret key (Ks,) held by (2):

Enciphering: M’ = RSA (M, Kp,)
Deciphering: M = RSA (M’, Ks,)
When (2) desires to send a message to (1), he enciphers it
using the public key belonging to (1): (Kp;), and he deciphers

with his own secret key (Ks,;).

The RSA process can also be used for signature: the message

is then enciphered with an individual’s secret key and the
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Deci phering: M= RSA (M, Ks2) Wen (2) desires to send a nessage to (1),
he enci phers it wusing the public key belonging to (1): (Kpl), and he

deci phers wth his own secret key (Ks,). The RSA process can al so be used
for signature: the nessage is then enciphered with an individual's secret
key and the 2 enciphered nessage, called a signature is then transmtted
with the nessage in unenciphered form the receiver of the nessage
requests an authority for the individual's public key and uses it to

deci pher the signature; if the deci phered text corresponds to the

unenci phered nessage, the signature is authentic. This cryptographic
communi cati on process has several drawpacks. The nunbers to be mani pul ated
are quite large (typically 512 bits at present), which requires nunerous
calculations to be perforned and | eads to signatures which are very |ong.

Mor eover ,entzlbhe@&@wésbhge @auéa%wh@ i ehenQrIREMIticASHlthithe ﬁ@glségeqﬁkt hroughs in
factorization vver(ig)gy @e achi evgﬂ‘ O her asymmetri cal rf%/pt ogr aphi c
e

cormuni cAPFBHPRSS CHEGRvV Qe rg%?ggg%fegaeﬁtaranﬁgmoaw h§et he functions

of aSymmlﬁd'WlGuai’B(bUbi"tﬁKdy%dese§It%‘ééd#ﬂ%rﬂfe i Lﬁégﬁﬁue deeipherd tétose whi ch
use "knapsack" or the WMATS O I MAl "al gorithm However,

d algarith

t hese twfOHKERRY P%g ﬁ‘&\}’é‘eg phered BRRSags: W&\F@“ag”%ﬁg"r‘@@'ﬁf’ security which is
entirely |nsuff|C|ent The present invention proposes a solution which does
not have th'e t hese two ex ut which retains a certain
number of the &Pg?ﬂ@@g%w"?ﬂ‘@""’ﬁ‘l‘%ﬂ?eﬂgﬁ‘@éﬁﬂ%ﬂ di_wkacks nkhedumbesor i t hm
CﬂJ I ?d atd bleddfripdl%\tédhd& duite #drg® (typicdlly I8 E bit¥Vai srasert), Kﬁloﬁ%tﬁfé@'\/ge used for
t he functj entjcatio enc ripng.a ture reover,
an 1 e R o caftlpERE R et =B e e BFsiaturss pidhge rylons

Moreover, the security of RSA would be compromised if new breakthroughs in

factorization were to be achieved.

Other asymmetrical cryptographic communication processes have been
suggested for performing the functions of asymmetric enciphering or signature of
messages, such as those which use “knapsack” -based algorithms or the
MATSUMOTO-IMAI algorithm. However, these two examples have been shown to have

a degree of security which is entirely insufficient.

The present invention proposes a solution which does not have the drawbacks of
these two examples, but which retains a certain number of their advantages. The
present invention uses a novel algorithm called a “Hidden Fields Equation” or HFE
which, like RSA can be used for the functions of authentication, enciphering and
signature. Moreover, while RSA is chiefly based on the problem of factorizing large
numbers, the HFE algorithm is based on a completely different problem: the solving of
multivariable low degree equations (typically with a degree of 2 or 3). It must be noted
that the MATSUMOTO-IMAI algorithm also had this property but, as already indicated

it has been shown to have a degree of security which is entirely insufficient, which

renders it unsuitable for utilization in a cryptographic communication process.



nunbers, the HFE algorithmis based on a conpletely different problem the
solving of nultivariable |ow degree equations (typically with a degree of
2 or 3). It nust be noted that the MATSUMOTO | MAI algorithmalso had this
property but, as already indicated, it has been shown to have a degree of
security which is entirely insufficient, which renders it unsuitable for
utilization in a cryptographi c communi cati on process. 3 Anobng the novel

el enents which can contribute to the solidity of the HFE algorithmare the
fact that this algorithmis not necessarily bijective, and the fact that it
can use very general polynonial equations. Another advantage which arises
fromthe invention is the ability of the HFE algorithmto cal cul ate
ultrashort signatures (less than 200 bits), whereas the shortest

asynmmetric si%natures known at present are on the order of 320 bits
(obtai ned wi t hiMoRE! he neveh plemeatspidiich caeanttinte torthe lsolidity obthelfil f or

si gnat ur algorithawbieehé lfé‘oﬂha@h@ﬂbb!nthﬁﬂ& nbPheceS&4r Hl\[% ﬁﬁfﬂ hé}?%e 't s

preferable to use at |east 512°bits when using

i nvent i o3P 4PV 9epera! eelynonigleayatienscormuni cat i on process Whl ch
transforns a rressage (X) represented by (n) elements of a finite field (K
into an imagi n% &ﬂ represented by (n) elenents of the field (K),
char act er i zed\pihehggvaniage sdigh asisemiriom fbﬁ irvepfiort indhe alsilify ofthedtie (Y) is in
the for magforipwblo @ld@ﬂdtdﬂﬁmsﬁért s@ﬁé’t@FésQlesg"tryﬂ 2%03@%‘5 WﬁgFe%‘E § thdPdnoaken 1 s

greater than or, equal to typrcal e el enent s
(n) of tﬁéyfﬂ'é’%”& nasyres b')OW'h%t nrme@éamwsthg@rqe()of 3201b|£sl (sbtaimd(vhmahe\ed from

t he nmessageofthe DSBravgtﬂMﬁ wﬁleﬁleﬁ Bé Uiéd f&fs@ﬂé‘iﬂlfé ér'a{ﬁﬂmetnh atiof! 'n&},"’l&&g%“ eps,

at | east sane which require ge of a cryptogra cret:

b1l) appl ?F?\'Bhe{rﬁ'gfq?é'pﬁﬁ%ﬂig'é'S(Q(?feé?qlﬁ fosusesat deast 51ﬂ)blgsndmralsmgasef or mat i on
(s) - having a degree 1 conposed of the (n) elements of the message (X) in
order to obtaur first image (11) with (n) elenments; b2) form ng one or
mor e branches °§5§;ﬁn%fth%\m’€'ﬁ'°@rr8|ﬁtﬁ$é§ aj asypiegraphie doromunishtioreprosessf t he fir st

i mge (I Whl&ftﬁrnswgﬁhﬁessbgé()f)'réﬁlles@ﬁt@é‘ﬁi) (D UBNRERESt 4 RSt Heid h{)%to an

image message (Y) represented by (n’) elements of the field (K), characterized in that:

a) each element (n') of the image message (Y) is in the form of public polynomial
equation with a low degree (D) which is greater than or equal to 2 (typically D = 2 or 3)
composed of the elements (n) of the message (X);

b) the image message (Y) can also be obtained from the message (X) through a
transformation comprising the following steps, at least some of which require the
knowledge of a cryptographic secret:

b1) applying to the message (X) a first secret polynomial transformation (s)
having a degree 1 composed of the (n) elements of the message (X) in order to obtain a
first image (11) with (n) elements;

b2) forming one or more branches, each of which branches is composed of
elements of the first image (11) (for example, the first branch comprises the N4 first

elements of I1, the second branch comprises the n; subsequent elements, etc., or the
same




etenents of I1. the second branch conprises the n2 subsequent el enents,

etc. or the sane 4 elenent could also be present in several branches),
and in at |east one (e) (or possibly all) of the branches, the (ne)

el ements of the branch are considered to represent a variable or a snal
nunber (k) of variables (x, x', x", ..., xk) belonging to.an extension
(Tu) with a degree Wof the field (K) 4with Wk = ne, and applying to at

| east this branch ) transfornatlon defi ned as folloms f e LWk_Lyk
(x, x' 8l t 2 L L P A

t he i nage of ¢(xp At l«ast qnq (e»kXo&rous$ﬂﬁw¢mamsfofmak;Qﬂahehem4t¢hée

verifying shglé@éﬂt@mo&gtnbweraﬁene&é ec%nsﬁzréa {4 RpPasen{ B of the field
extension® onent of the inag ylt o YKk),

expr ess&d’i ﬁbﬁﬁe°rf%r?ﬂ?#g1¥ﬁﬂ9?fndﬁﬁan Yﬁﬁﬁﬁ?&&s ¥Xtﬁé'céhponentsxéf (X,
X' x",belonglnh)t@namhwgfb&s@n whi, chwipol wnoegade Wasfathot fleldegikae | ess
than or aquak«ko- tne @%ar gspipineftémec AWRLE CepQl oLl (o pagiation; -b2.2)

expressed in _the f ext ensi on the transformation (fe) is such

t hat |ttf§“688§WBFé°? ed,@rnd %lOY%r certain entries, the nunber of
which is negllglbfglﬁ%ﬂailve to the total nunber of entrles) to cal cul ate
the ant ecedent s of (fe) uhen theykexist  (t hy.s cal cu%a)t ion is carried out
ei t her by of an exhaustlve se@rch €h, n, smal |, or by using

a mat heH‘BHBEI t’é‘i"{goﬂ”t Wmef &' rsol v nY )tljrrgst’i‘?/p’e’"atﬁe RdI Won’? SELII

x*) from the transformation f es With f verifying the following

two properties:

-b2.1) in a base (B) of the field extension (L,), each
component of the image (y, y‘, y", ..., y*) is expressed in the
form of a polynomial composed of the components of (x, x’, x",
..., ¥ in this base, which polynomial has a total degree less
than or equal to the degree (D) of the public polynomial
equation;

-b2.2) expressed in the field extension (Ly), the
transformation (£,) is such that it is possible (except perhaps

for certain entries, the number of which is negligible relative

to the total number of entries) to calculate the antecedents of

(f,) when they exist (this calculation is carried out either by

means of an exhaustive search when n_is very small, or by using

a mathematical algorithm for solving this type of polynomial

equation in finite fields);

e and of applying, to the other possible branéhes,
polynomial transformations with a degree less than or equal to
the degree (D) formed of the components with value in the field
(K);

b3) A (secret or public) polynomial with a degree less than
or equal to (D) is added at the output of the branch thus
transformed or the other branches, which polynomial depends only



eguation in finite fields); and of applying, to the other possible
branches, polynom al transformations with a degree |ess than or equal to
the degree (D) forned of the conponents with value in the field (K); b3) A
(secret or public) polynomal with a degree Iess than or equal to (D) is
added at the output of the branch thus transfornmed or the other branches,
whi ch pol ynom al depends only 5 on the variables of the branches situated

i medi ately ahead of this branch (thi® step is not mandatory; it is

possi bl e 40 d l-¢p nom al,). b4) with the branch thus
e Vamgbﬂlﬁgr'act)lfi ?bxol?ﬂrgcrgaenscﬁé U3tsds Lrpediet 8t Yrerhaadent

transforned, or the pl (

concat enaﬁ’é& gfﬁﬁ?hi gthlg°'r S§tped}S normendatunyngit sepordibrmge 642); b5)
appl yi ng the rhélseebnbmimdge (12) a second secret pol ynoni al
transformation (t), having a degree 1 conposed of the elenents of the
second i mage ). in order to obtain a third imge (13) having a

det er ni ned nué’ﬂ%érmbtfq1 3’Ih5rréﬁ?%‘fh dishbyasefs@efiney the elwmantg éf om among
the set &FagfRpRnthus ityaphgonidd dhemagendat3haten f@ngLt he iBaEgESSage (Y)
(for exaopbeitieidd laSkedsnd Ofmddd gq&gain variants, selecting all’ the

el ements of 13 in which case Y = 13). The invention also relates to an
asymetric signature  verification process and an asynmmetric authentication
process Wwhi LSRRI NG bR ihfe Fecond dimagenyuni c at setomy @eesst O her detail s
and advaneagesnicfl tthrens fvemdtiion () $Shakdnges Megred i%m‘b%ééeot‘)fthtehe

Fol l ow ng1 fsid RIf Qﬂeoée“soenv@riq‘laggr ?{-?)r rJl(:f‘lgorder to obtain a third

image (I3) having a determined number of elements; and

b6) selecting (n‘) elements from'among the set of elements
in the third image (I3) to form the image message (Y) (for
example the first 1s; or in certain variants, selecting all the
elements of I3, in which case Y = 13). '

The invention also relates to an asymmetric signature

verification process and an asymmetric authentication process
which use the above-mentioned communication process.

Other details and advantages of the invention [missing verb)
in the cuurse.of the following description of several preferred
but non-limiting embodiments, in reference to the appended
drawings, in which:

Fi1g. 1 shows the concatenation of the transformations used
to process a message;

Fig. 2 shows a communication device used to execute the
enciphering/deciphering of a message; and

Fi1g. 3 shows this same device, used to execute the signature
of a message and its verification.



but non-limting enbodi nents, in reference to the appended draw ngs, in
which: Fig. 1 shows the concatenation of the transformations used to
process a nmessage; Fig. 2 shows a conmunication device used to execute the
enci phering/ deci phering of a nessage; and Fig. 3 shows this sanme device,
used to execute the signature of a nessage and its verification. 6 First,
before the invention is presented, a bgi ef mathematical review specifically
related to the properties of finite fields will be provided. Description
and propertiefigftiihefere ithedinventipmndsi predentledt, K beief finite field
with a C&(dﬂh@@ht@caﬂdr@klleﬁh%b@@iﬁrda'iltﬂycrQlQEé’cP'&ﬂltlhﬁ Kpm%tgﬂee%f

necessari et LN b n extenS|on of with a degree of N,
| et J3|,f£ﬁifgaﬁé8k%8%%gl let ei.), T,,i and & be integers,

and let f be the foll ow ng appllcatlon. f:LN ------- LN X) - - - ~F1.J
J31.) *XxtRstrEbaiio# xid HriBPeinidiggh anrtgeﬂold% =q91.) and S =.q(" in

which f is a 92 ¥pRM Al, genposed of x and (*) is the nultiplication
v”“—Q;—T—aﬂy

function. More integer. 1, | Xqz is a linear
appl i cation of®EN¢-Re.a ﬁml&eLNemhé’ﬁéflo@eCfirdlslaé quaeit &t ic function. If B

i s a basehafrabberiseir the tespeasisi, orneligh hdot theebastiy, q = p = 2).
let L, be an extension of K with a degree of N, let Bij, a; and u,
be elements of L, let 61], 35 and §{, be integers, and let f be

the following application:

. _'*Q‘fP * S
b Bij X+ By * xS+ g

in which Q = qeiljl P = q'irj and S =q('|

in which f is a polynomial composed of x and (*) is the
multiplication function. '

Moreover, for any integer i, X Jo---... ~ x¥ is a linear
application of LN -----.. -+ LN. Therefore f is a quadratic
function.

If B is a base of L, then the expression of f in the base B
is: .

£(xy, .. ces Xy) = (Py(xXqy ovewy, XD oeeey Py(xy, «eeu, X))
in which P,, ..., P, are polynomials with a total degree of 2

composed of N variables x,, ..., Xy.

The polynomials P,, ..., P, are calculated by using a
representation of L,. A representation of L, is typically the
datum of an irreducible polynomial iy (X) on K, with the degree
N, which makes it possible to identify L, with K{X)]/(1,(X)). 1t
is then easy to calculate the polynomials Piy oevey Py

-2) Inversion of f,

f is not necessarily a bijection of Ly----- - L,; however:



is: f(x1, ....,, xN _ (P1(X1, ...., xN), ..., PN(X1, ....i XN)) in which
P1, ..., PN are polynomals with a total degree of 2 conposed of N
variables xj, ... , xN. The polynomals P1, ..., PN are cal culated by using
a representation of LN. A representation of LNis typically the datum of
an irreduci ble polynomal iN (X) on K with the degree N, which makes it
possible to identify LNwith K[X)/(iN(X)). It 1is then easy to calculate
the polynomals P11 ..., PN. .2) Inversion of f. f is not necessarily a
bijection of L .- - - - - --4 LN, however: 7 1) with "a" being an el enent
of LN, there are known al gorithnms which nmake it relatively easy to find all
the. values of x in LN (if any exist)7such that f(x) =a. 2) If "" is
noted as the degree of x of the polynomal f, then for each "a" of LN,
there are at nost "" solutions in x for f(Xx In sone cases, f can

be bijective. 1Bt ‘@ Prirg anpismen of Lmrthqrﬁeree&mvmﬁégqrn@mjyb!cbrmhenb system A
first verréqaﬁva,ﬂgasy*f@rﬁwauﬁihe'd%ﬁeebwm Lmalvw lekis %cﬁ%ﬂ?&?"- pbed. This
version is not mti ng, and nore gene ver Ions are pr esented in
subsequent seéll : "ss ngted as the q!egreﬁmfpwfsthmgolwmmplrﬁ thea ferreash “@’ sofpu,bl i c. Each

message i of. m%pé - K. For exanple, if p =2, each
nmessage ﬁ@esrggrg)aﬁﬁ%t Sonﬂ'tlﬁégal S Fg%bl ‘C. nis separated into d integers:
n=mn +... 3nd sEamfnasés,tﬂwa@eibijeca'gers ne(l <= e <= d) is associated with
an extension Lne of the field Kwith the degree ne (the synbol <= neans

"l ess than or equal to") Let word" be a vaI ue represent ed by conponents
F& rith th i . g sydlem.can be represented as

aword with a Iength ne. In the

A first version of the novel HFE algorithm will now be described. This version is
not limiting, and more general versions are presented in subsequent sections.

A field K, comprising q = p™ elements, is public. Each message is composed of
n elements of K. For example, if p = 2, each message has n * m bits. n is also public.
n is separated into d integers: n =nq+ ... +ng.

Each of these integers ne(1 <= e <= d) is associated with an extension Ln, of the
field K with the degree n. (the symbol <= means “less than or equal to”).

Let “word” be a value represented by components of K. For example, an
element of Lne, (1 <= e < =d), can be represented as a word with a length n.. In the
enciphering mechanism to be described here, quadratic functions f;, ..., fy, which are
analogous to the function f described above will be used, with N = n4 for f;, N = nyfor f;,
etc. These functions will generate d words. These d words will then be combined into
one word with a length n.

* The secret objects are:

1) two affine bijective transformations s and t of K" --——--- K". These affine
bijections can be represented in a base by polynomials with a degree equal to 1 and
with coefficients in K.

2) the separation of n into d integers: n=ny + + ng.

3) The representation of the fields Ln; . Lng. These



enci phering nechanismto be described here, quadratic functions f,, .....
fd, which are analogous to the function f descri bed above will be used,
wth N=n, for f,, N=n2 for f2, etc. These functions will generate d
words. These d words will then be conmbined into one word with a length n.
The secret objects are: 1 ) two affine bijective transformations s and t of
K' ------ K These affine bijections cag be represented in a base by
polynomi als with a degree equal to 1 an with coefficients in K 2) the

separation 'Qfep'i'ebgﬁ@ﬂiOh@t'egl% sthenre*slﬂ1t 5t a- chof}g of l];f}gdLQP.FPQGHt ation
of the fiel o(lJ (W] ia hese ‘representations” are the resu

choi ce of (FI re po Sy RBRTAI. “hRet STORBREE dEOPHE i Edndtephi sm f r om
K'e to Lne e&é’§éPF‘l‘)éﬁ' SPthJF%PrreéﬁP'é%‘fel@matwom anistlghetlmich khae d=<k e <= d.

4) The quadrati¢)funciguaasatic fhtc@idsOk, the sang tay@eof %%et nggug%;é on f

descri bed iy p J functic f" 1 <=e
<= d). Fi rs% %ggepﬁgﬁ%? gs(%mcj i€ ?s alrég % raé’tragh ?r?tdrtqedb f“‘?%tmf“act t he

obj ects i npoil HEEPDN =37 aé’ﬁd145 &bévedban also be public a priori. In
effect, the security of the algorithm resides chiefly in the secret

transforrratlon5§s'ahnqlg Seqo t |ve i.cations,
but they gan, ai r ° (a a,S|Ql leB0 O%Jeétg%aﬁls% c¥e Ea‘% %?% amﬂb

ect |
appl i cati oR&  Hhf L Qr%é\? ”rré’roé{‘t‘%a”r?'a }evﬁré?nt"écéﬁ%‘fﬁ §a“Tﬁb‘5ferhﬁ pheri ng
mechani sm P¥PHES cF mearin Fing effectfhéhe seeuiprity of tﬂpeaadjdaﬂf&nr uns fromtop
to bottom r&beded fdnieslPijeatieVeedraansf of MRS naR 180t Kna - - - _ - K

occurs first. T, n ons; e projectjon functlons of
ég%onﬁ 8$ée phd t 'are gljectJ%e gpplicatlons, but they
can also be "quasi bijective, meaning that they can be

applications which have no more than a few antecedents.

The enciphering mechanism is described in Fig. 1. The
sequence of operations runs from top to bottom. The affine

bijective transformation s of KM -- ... - K" occurs first.
The functions u,, ..., My are projection functions of
K% oo K™ (in which 1 <= e <= d), and p is the inverse

concatenation function. In a way, the functions My
separate the n elements into d "branches".

ceer My

The isomorphism ¥n, is applied from the various fields K™ to
the various field representations Lny, ...., Ln, then the
quadratic functions £y, ..., £, are respectively applied from Ln1,

-.Lng to Ln;, ...., Ln;. Next, the inverse isomorphism (fn)™" i
applled from the various field representations Lng, «..o, Ln, to
the various fields K".

Next, the inverse concatenation function u is applied from
K" to K". Finally, the affine bijective transformation t of

Kheaoo oo ~+ K", which has a general form similar to the
transformation s, occurs.



K'- - - - - K'e (inwhich 1 <=e <=d), and p is the inverse concatenation
function. In a way, the functions p,, ..., Pd separate the n elenents into
d "branches". The isonorphismTne is applied fromthe various fields K' to
the various field representations Lnl, ...., Lnd, then the quadratic
functions fl, ..., fd are respectively applied fromLnl, ... Lnd to Ln,.
..... Lnd. Next, the inverse isonorphism(Tne)-1is applied fromthe
various field representations Lnl, ...., Lnd to the various fields K'e
Next, the inverse concatenation function p is applied from K'e to K".
Finally, the affine bijective transformation t of K'-------- K", which
has a general formsimlar to the trahsformation s, occurs. 9 F2 is a
function with a degree | ess than or equal to (D) whi ch depends on the

vari abl es of the block furthest to the |ef More general ly, <= <=
d) is a funct |F@|‘$aW?ﬂ?"él‘"ﬂl\e@?%e?@%tﬂﬁﬁ‘aﬂﬁeﬁpa'éa@)mﬂ'ﬁh (’fﬂe'\ﬁlﬁpﬁﬁ“%epends on
the vari ahigsle9bf th@%lo@kﬂfr{ﬁ‘ést tb thelleft: Moreendkdlil;: F,l(Resa 4=ld)6d & anetiér?, . Fd
produce a Feistel diagramin blocks. Oten t ey are not used in the HFE

al gor i t hrith ;degiee les Hap orqual to (D)hwiigh depgnds on thasyarighles of &8 blogk8 this i s
an inportant poipt, that the conposition of all these operations generates
a quadrati'c function when this function |Is expressed by nmeans of its
conmponents in a base. Therefore, this function can be given by n

pol ynomi al s g These Fim):%anst#} coegf 'ded‘ﬁBéﬁ Fefstdf didgfirk th BIG¢kenOftepl s make
it possible to calcul at ehciphered text (y) as a function of t he
unenci pheheyaredet used iriee HEBalgoridim.de whichcase £3= TheFard d K of | = p1

el enents, and the length n of the nessages. 2) The n polynom als (P1,

Pn) corrposed of n variables of K Thus, anyone
It must be noted, and this is an lmportant point, that the composition of all these

operations generates a quadratic function when this function Is expressed by means of
its components in a base. Therefore, this function can be given by n polynomials

(P4
enciphered text (y) as a function of the unenciphered text x.

Py) with coefficients in K, which polynomials make it possible to calculate the

* The public objects are:

1) The field K of 1 = p™ elements, and the length n of the messages.

2) The n polynomials (Pq, ..., Py) composed of n variables of K. Thus, anyone
can encipher a message (the enciphering algorithm is quite public, in conformity with
the characteristics of the invention claimed).

Moreover, deciphering is possible if the secret objects are known. In effect, itis
then possible to invert all the operations described in Fig. 1. Thus, the inversion of the
functions f, consists of solving a polynomial equation with an unknown in the field Lne,
as indicated for f in the paragraph above entitled “inversion of f". It must be noted,
however, that f. is not necessarily bijective. It is then possible to obtain several
antecedents. In this case, the choice of the unenciphered text will be determined with
the aid of a redundancy inserted into the unenciphered text, and the deciphered text will



can enci pher a nessage (the enciphering algorithmis quite public, in
conformty with the characteristics of the invention clainmed). Mreover,
deci phering is possible if the secret objects are known. In effect, it is
then possible to invert all the operations described in Fig. 1. Thus, the
inversion of the functions fe consists of solving a polynom al equation
with an unknown in the field Lnei as indicated for fin the paragraph above
entitled "inversion of f. It nust be noted, however, that fe is not
necessarily bijective. It is then possible to obtain several antecedents.
In this case, the choice of the unenciphered text will be determned with
the aid of a redundancy inserted into 10he unenci phered text, and the

deci phered text will 10 be the one which contains this redundancy. If the
functions are not bijective, it will be necessary to consider inserting

t hi s redbedhaepe which coplaingitkia cedimdpeey. Hdhastgetions pea eotdijectvr! K willbeanpl e of
utilizati pafatgy | fRisSTediHanEE consi der ed:
The functr%gﬁgagr‘eaecgﬁ%‘ggT%/ﬂmq ?ﬂlsls—lﬂelgs t“gf}néostﬁ%?noﬁﬁéwﬁgg P unct i on

appl i ed tystgmatisalyge to be signed (for exanple, H has a format of 128
bits), then the signature Sis S = HFE-' (H). Thus, due to the fact that

t he -HFE enci phering function is public, anyone can verify the signature by
executing: H = HFE (S) and by verifying that H = H The sender of the

Si gnatur & ITUS e aRivlebiShilzakiBR ot inBIGARIE In ighatider o calculate S, The
functions are™no rjective. In IS case, It is possible to choose a
nunber of bits at the input of HFE which is greater than the nunber of

bits at the outwridases Mustsieéorsfidhsy:al nost certainly able to calculate
ant ecedents usi_ng the HFE al gorithm For exanple, H could be expressed in

128 bits and $Tihg funghienpare bijigglivei ts.  Specific cases of inplenentation.
There are sevefgls taYssult®f MeEhHSI® flidtiohlabplRlUde bind¥¥hgeild beddigdy @dr of fer

r eat :
g example, H has a format of 128 bits), then the signature S is S = HFE™ (H).
Thus, due to the fact that the HFE enciphering function is public, anyone can
verify the signature by executing: H' = HFE (S) and by verifying that H' = H. The sender

of the signature must obviously know the secret in order to calculate S.

* The functions are not bijective.

In this case, it is possible to choose a number of bits at the input of HFE which is
greater than the number of bits at the output, in order to be almost certainly able to
calculate antecedents using the HFE algorithm.

For example, H could be expressed in 128 bits and S in 128+20 = 148 bits.

Specific cases of implementation.

There are several ways to execute the HFE algorithm, all of which offer great
advantages related to its practical execution and implementation.

+ The case of algorithm with only one branch (that is: with d = 1).

This version has only one (large) branch and therefore, in each equation, all the
variables — that is, all the bits of the message -- are involved. Taking into account the
large size of this branch, this form of execution does not have the potential



advantages related to its practical execution and inplenmentation. The case
of algorithmw th only one branch (that is: with d = 1). This version has
only one (large) branch and therefore, in each equation, all the variables
- that is, all the bits of the message -- are involved. Taking into account
the large size of this branch, this formof execution does not have the
potential 11 weaknesses of branches of small size. The case of small
branches with the sane function f. This particular case involves snall
branches, for exanple with values of 12 bits, and the same function f.
This version is particularly advantageous because it can easily be
inpl enented in small central processorld contained, for exanple, in chip
cards, and its inplenentation is possible with the aid of a programor a
mat hemati cal coprocessor. First variant of the HFE al gorithm The function
f used i Mweakpessgs ahbmanches ohpmelidizedescribed in this docunent, is a
pol ynom al equation with a single variable x in a finite field. Expressed
in a base, this function f is expressed as an equation with a total degree
equal to two. *| rMhezase obsioalbwanchesavithith¢ sarve funstion an be used which differs
slightly fromrki -H%T]tgg i F QUS| ' ype
consi sts of gﬁgggaﬁ%?gﬁﬁe Ia ur?c%lnﬁ?gr\?&]r}%%ﬁ\é,&eper%eswgﬁbélggg}r“jz t%'?éhi te
field vaendiesame binclionfrphie vetsipnia padictledy advaatageras benase itican easilp a base,
t he expr b i i i i . r equal
o tan gy pementa ih Sl LRl brocsprd palERel Totp Rt 120 AR8 88, 90T
gi ven valitadmplementajie i§ Raseiplesithsthe aithefa pragiasmer awinathematipaitcoprocessder st ood
t hrough the numeric exanple below. Consider a branch of the algorithmwth
val ues of 64 bits and with = 2. In the variant, let f depend on two
vari abl es x ahUistyariagt a Mmwith f(x, x') = (y, y') such that:
(y=x4=x*x"=x" (1) (y'=X17+x4*x,+x,3 (2) (noting that the use of this
exact functio? i? not necessarily recommended, and is given )

he function f used in each branch, as already described in this document, is a

polynomial equation with a single variable x in a finite field. Expressed in a base, this
function f is expressed as an equation with a total degree equal to two.

In fact, another type of function f can be used which differs slightly from the
general model defined previously. This novel type consists of choosing for f a function
which depends on several finite field variables, for example two variables x; and x» such
that, in a base, the expression as a function of coordinates retains a total degree equal
to two and that it is always possible to recalculate the antecedents of a given value of f
when they exist.

This variant will be better understood through the numeric example below.
Consider a branch of the algorithm with values of 64 bits and with p = 2. In the variant,
let f depend on two variables x and x’ of 32 bits each, with f(x, X') = (y, y’) such that:

(y=x*=x*x=x 4}
(y = X7 +x** ¥+ x° @)

(noting that the use of this exact function is not necessarily recommended, and is given
only as an example).



only as an exanple). 12 In order to deternmne the pair (x, X') fr9n1(y,
y'), it is possible, for exanple, to proceed in the follow ng way: From
the equation (1), extract: x' = (y - x4)/(x + 1) (3) Hence, fromthe
equation (2), extract: y' (X + 1)3 = X'(X + 1)3 + X4(y - Xx4)(x + 1)2 + (y -
x4)3 (4) Note that (4) is a polynom al equation with a single variable x.
As indicated above, nathematicians already know sone general nethods for
solving this type of equation, and thus it possible to solve (4),_mh!ch
makes it possible to define the values of x which solve the equation;
then, by substituting these val ues for2x in the equation (3), the value of
X' may be deduced. NOTE: The currently“known techniques for solving
equations with several variables in finite fields nmake it possible to

correctly, solwaalETelaifs 0 oI 9. 1§ BhofBR bbb AEL8* L0, t S

exanple. In particu ns*1rn
a vari abP'@Cﬁ%d@th@lfﬂime may the others and replace it. Second variant of

t he HFE al gor S descri pl f the E algorithmand its
variants dgesFt %E{Yh?eﬁlﬁ@ﬂ{n (?) e}‘ﬁee/%th’fl 0 g&rﬁs@ to th 5:utl l'ization of
pol ynomi al edﬂ@(tqeoftenwwe hquation (ZJ)neXMT ee: tﬂe degree 2bI It :cs enti rtelhyt e

i t se there is a public form wi
ggaflegl g. E| y@n @ ﬁﬁgkge‘éreé( Jrg gﬁ 5 (Y- ossﬂﬂ) e. However, it is
necessary f orNothéhatdé)glseaa)diwmohmllmuamwgﬂﬂ a.%mgldeabI'té& F\'dbr'ndéé‘e%tédluglt ICSPZt o

in e for a conputer to store an 0 cC
The. chot S05r MRURRRIEEIE aPesdiow st aSrei Telbpdrlor povioa du PRt mum
securi tyeqmdn,tanddhusmposaiblmbowe (4)pwhichinfaked MypodsibRal definciheRafag! YSi s.
Thus, fo&f xWhidh %Me e suoa?lgh then by su%stltutmg these values for x in the equation
(3), the value of x' may be deduced.

NOTE: The currently known techniques for solving equations with several
variables in ﬁnite'fields make it possible to correctly solve other types of equations than
the one illustrated in this example. In particular, equations in which it is not necessary to
express a variable as a function of the others and replace it.

Second variant of the HFE algorithm

Of course, the description of the HFE algorithm and its variants does not limit the
invention claimed to the utilization of polynomial equations with only one degree: the

degree 2. It is entirely possible to use the degree 3; in this case there is a public form
with the degree 3.

Likewise, the degree 4 or even 5 is possible. However, it is necessary for the

degree to be low enough so that the public equations resulting from them remain easy
for a computer to store and to calculate.

The choice of parameters is also important in order to ensure maximum security

and to elude, as much as possible, any attack of cryptanalysis. Thus, for security
reasons, it is



preferable that: 1) in each branch, there is at |east one variable of 8
bits, and preferably at least 12 bits, 2) there are no equations wth the
form Byi;xiyi + Ea,x; E(iiyi + So= 0 in which at |east one of the
coefficients yii, a;, 11i or 60 are non null and, which are always verified
if the y] coefficients are the conponents of the enciphered text and the
Xx; coefficients are the conponents of the unenciphered text. NOTE: anong
other things, it was because such a condition was not verified that the
Mat sunoto- 1 mal al gorithmcited above was revealed to be not entirely
secure. 3) there is no equation with tge form EYiik xiyiyk + Ea;i x;yi +
EPii YlYk E x;+ Ev;Y; + So = 0 that wth a total degree of 3 and with
a degree of 1 in x, (except for the linear conbinations of the products of
t he publl egégél ons in small polynomals). 4) nore generally, for
securlty is preferable that there be no equation with a
"l ow' degree m mhaabﬁ badmaytaerees bf legst dpetvarable bh8 b§ Andipreib&blydt Idd3e
unenci phagg}ﬂc{ and enci phered nessages, except for the linear conbinations of
the pro $ of the public equations in snall pol ynom al s). Third vari ant
of the HFE al gprihefinaretnohdfatisaiwithtde ﬁﬁhﬁ@y.w,ai zé,i‘ SBrydﬁﬁo—t(Pm%ﬁ i fe HFE
al gorithmwhen the function is not bijecti oss i ble to 1 ntroduce
r edundandsast areof the capfigientshre e &; efcdoare rmfemdl ansi whn;hlaee alpiays vérifledtify: i n
effect, | I Jn% | o, be
greater ttﬁheagl ﬁ@énggea?%i e uﬂg}ﬁ%ﬁfﬁér r%ﬁ)hgf& tg’?t%r“? e &/% 'C'Xn{ssar%f K are
i nserted thqunmcn@nt@mﬁtm.emmlmatadéextTh&EE mml@mrﬂlmegsantewa;sl leTatse ones
which re f nponent s
of % NopeacohdReRshotErgd bt BeIFAEGRoB il diHT uct atdie BT O O
s(x) coulreveigledito benot entidlytsecweveral branches. It is al so possible to add
one or nore b {B?ﬂﬁ bitrary equations with a degree of
two into a bag,)gnﬁ.@?e%sjn% %q%g ﬁﬂthg fortH:

Ik XYy + Zoy Xiyj + 2[3,, YiYx Zpxi+ ZviYi+ 8o =0 that s, with a total degree of

3 and with a degree of 1 in X, (except for the linear combinations of the products of the
public equations in small polynomials).

4) more generally, for security purposes., it is preferable that there be no
equation with a “low” degree which is always verified between the coordinates of the
unenciphered and enciphered messages, except for the linear combinations of the

products of the public equations in small polynomials).

Third variant of the HFE algorithm

It has been indicated that in order to use the HFE algorithm when the function is
not bijective, it is possible to introduce redundancy into the unenciphered text.

There is another possibility: in effect, it is possible for the size of the enciphered
value Y to be greater than the size of the unenciphered value X if new elements of K are
inserted into the enciphered value. These new elements are also the ones which result
from equations with a degree of two formed of the components of X. More generally,
using the notations in Fig. 1, the same element of s(x) could be transmitted to several
branches. It is also possible to add one or more branches



addi ti onal branches are used to distinguish the correct antecedent of the
ot her branches. Fourth variant of the HFE al gorithm I nstead of mnaking
public all the equations which result in the final function in Fig. 1, one
or nore of them can be kept secret. This neans that, instead of making (P1,
.«.. , P") public, it is possible to nmake only part of these equations
public, in which case the enciphering is carried out by calculating only
the public (P1, .... , Pn) polynomals. In deciphering, all the possible
val ues for the non-public polynonials Pl are tried, which provides several
possi bl e deci phered nessages a prlorl, and the correct nessage is marked
as before: either by the introduction 14+ redundancy into the unenciphered
nmessage, or by neans of the nmethod indicated in the third variant. NOTE
the fact that nore public equations are thus elimnated can in sone
cases nmaRE" P?Se&f’gﬁ%% ré(e(gpg fansuyith 3 degiee ebtyer inta base incwhick cage these £ i el ds

hi dden bydditiérel bfanchdsgare Useito BXMMGURM the BoRbctidntecedeft I theothGhemat i cal |y
|IIustra§es @n exanpl e of the enciphering/deci phering system using the
cryptogr sal gorithm descri bed above. Suppose there are two individuals
A and B belonglng to the same conmunications network, each of whom has a
Tespective ne sage send|no/rece|V|ng device 1, 2. ThIS devi ce incl udes

cal cul ation UL HesiFE alaorithmyt er | designed to carry out the

enci pher i ng/ dasteatief m@ﬂlngfpumﬁmé%quéﬁ%s%méﬁ% THAME findlfuh \%ﬁtmg
t hese cal cul ati on or storage neans can be | ocat eg In a porta éct

whi ch i ndosRrdpere of them F%P%K@%tﬁpr e rThig @eansthabdnsteard @f roakingi(Ris.. V\:hl ch

defi ne aPgasbli€ |M4§lb6§slblé%ﬁii§<e'oﬁly]p%rt cﬁ%se@du%ﬁ nsaﬂﬁ)h an thFHEr %8 lil?et contain
secret -informati on such as cryptographic see or exanpl e
portabl e eHPNSEING ICFeH eHt by e (] %bﬂtbﬁpu&@ (P2, 40R.)4p@ynontialsh devi ce

i ncorporates the HFE al gorithm as descri bed above, particularly in

In deciphering, all the possible values for the non-public polynomials P, are tried,
which provides several possible deciphered messages a priori, and the correct
message is marked as before: either by the introduction of redundancy into the
unenciphered message, or by means of the method indicated in the third variant.

NOTE: the fact that one or more public equations are thus eliminated can in
some cases make it even more difficult to discover the structure of the fields hidden by
the HFE algorithm.

Explanation of Fig. 2

Fig. 2 schematically illustrates an example of the enciphering/deciphering system
using the cryptographic algorithm described above.

Suppose there are two individuals A and B belonging to the same
communications network, each of whom has a respective message sending/receiving
device 1, 2. This device includes calculation means, for example a computer, designed
to carry out the enciphering/deciphering of messages, and storage means. At least part
of these calculation or storage means can be located in a portable object which

incorporates a microprocessor or micro-wired logic circuits which define areas to which
access is



the formof a program as well as the inverse algorithmHFE 1. The two
devices are linked to one another by nmeans of a conmmunication line 3. Both
i ndividuals A and B possess a pair of keys, respectively: a public key CpA
and CpB and a secret key CsA and Cs8 correlated with the corresponding
public key CoA or CpB. If A and B do not have the neans to cal culate the
pairs of keys, this calculation could be done by the network, giving it a
certain authority with regard to each nenber of the network. If these two
i ndi vidual s want to dialogue with one another in a protected nbde, that

is, without anyone's being able to understand the data exchanged, then they
will inplenment the follow ng proceduretS The individual A sends B his public
key CpA, and B sends A his public key CpB. In a variant, the network can
hold the public keys of all the nmenbers in primry storage and conmuni cat e
them to teeatraiadoan cwheaaiweﬂontamﬁe@remm@at@eép%as elBtogiaghickexey CpB, A

will use '\ﬁ%ée 116y SARIPR) Ee pottdble éﬂ;@ct@bgcrsbfedﬁmﬁeﬁewpé@etrnm4o1a45@prlthm HFE, a
message M which he desires to send to B, and a message M. This message,

once it is received by B, is deciphered with the aid of the cryptographic

al gorithm HFE Eacﬁ'@l@v&;@ ﬁ\co%‘iétéé tH‘éQ%fFl_ﬂﬁI@ontm ¥ dbseApedfsovBNStidunRlyi®ssage,

since he is the only nenbe net wor ggsess thi's key. For the
t r ansni ssﬂ‘@ﬁPrBTOfr?eB@&f@Eb aﬁ%ﬁé"ﬂ%‘“ﬂ\e‘s?ﬁ@o"ﬁ\"bﬂgﬁur e is conpletely

anal ogous. Explanation of Fig. 3 Fig. 3 schematicall y [ I I ust rates an
exanple of the 16 utilization of the s stemin Fi Iement a

cal cul ati on andhedwgfgvigeearedinked &oa@neoaﬂowexmé PE’F.‘ ?']1‘&‘93
cryptographi c algorithm descrl bed above. In this case, | S necessary that
t he transm ssion of mss g carried ou with authentl‘;%tlon fhat is,

that the receiBRh '"Hf‘"dcuﬁ 4 BRosgessa pai of keys. 4esrectival 3 RURICkA¥ CPhessage’
comes fr ogacdCgedridad ébdﬁﬁﬂ@? ra:sA GAd ceX acbmélaed smﬁmeortésabnd@ng\ﬁm.e kepcptnd B

? g| ?g;chﬁgt Ip %Cﬁgwrgis 8 %g not havet \éur)nelarr]\g o ca (?cu"llgtgrthse ;g\gnrs of qul)s ?hls caIcuIQtlon

could be done by the network, giving it a certain authority with regard to each member
of the network. If these two individuals want to dialogue with one another in a protected
~ mode, that is, without anyone’s being able to understand the data exchanged, then they

will implement the following procedure:

The individual A sends B his public key Cp?, and B sends A his public key Cp®.
In a variant, the network can hold the public keys of all the members in primary storage
and communicate them to the members on request. Once A has received the public key
Cp®, A will use it to encipher, with the aid of the cryptographic algorithm HFE, a
message M which he desires to send to B, and a message M'. This message, once it is
received by B, is deciphered with the aid of the cryptographic algorithm HFE™ and the
secret key Cs®. Only B can decipher the message, since he is the only member of the
network to possess this key. For the transmission of messages from B to A, the
procedure is completely analogous.

Explanation of Fig. 3

Fig. 3 schematically illustrates an example of the



First, the individual Awll send B his public key CpA or, in a variant, B
can also request this key fromthe network. Then, A will encipher the
nessage with his own secret key CsA and the cryptographic algorithm HFE-1.
The result obtained is called the signature S of the message. Then, the
nmessage (which in this case travels unencrypted) and its signature are
sent to B. B deciphers the signature with the aid of the cryptographic

al gorithm HFE and the public key CpA, which he received previously. The
result obtained, notated M, nust be the sane as the received nessage M |If
this is in fact the case, it proves that the signature was calculated with
the aid of the secret key CsA and thetefore that the nessage does in fact
come fromA, the only nmenber of the network to possess this key. A known

i mprovenent of this systemconsists of calculating not only the signature
of the nesgiization dbthe gystensindiigt2toémplementa paleulhtiat ambsigiattrbaerifkatiage. Thus,

i " ;| Ok | M€ b onpressed into
1 dacum Hr1Ogure WHEA LOGk 18 Pl Bantic oo A BERRAYRAE. 1™t nct i on can
be inmpl enented using standard hash functions (S\I/J\A(‘:\h ﬁs I\/D4,fI\/D5 or SHS). 17
CLAIMS 1. A A i i i i t ransf or ns
message. mC?%Bﬁsé’%{iﬁfﬁ*;@E%f#&”*hé?@ﬁ@@”’ %ﬁﬁﬁﬁ@fﬂ cgrmow Mo an
i ti n ti t thd régei B d didde td a ai t th
e Tl ot et i ) 1< o
t he form%{sg publt ¢ "pol ynom %Ar?, equatiron gvluﬁé a'lSw 58 e %’%ﬂ greater
t han or eaaithenticated mmgsesgal The twh interlosmters will impleotent the follomdrpge (X); b) the

i mage MessggRiutef) 1S obtained fromthe nessage (X) by neans of a
transforﬁﬁtl on (T) conprising the follow ng steps:

First, the individual A will send B his public key Cp” or, in a variant, B can also
request this key from the network. Then, A will encipher the message with his own
secret key Cs” and the cryptographic algorithm HFE™. The result obtained is called the
signature S of the message. Then, the message (which in this case travels
unencrypted) and its signature are sent to B. B deciphers the signature with the aid of
the cryptographic algorithm HFE and the public key Cp®, which he received previously.
The result obtained, notated M”, must be the same as the received message M. If this is
in fact the case, it proves that the signature was calculated with the aid of the secret key
Cs” and therefore that the message does in fact come from A, the only member of the
network to possess this key.

A known improvement of this system consists of calculating not only the
signature of the message, but the signature of a concentration of the message. Thus,
using a “hash” function, a relatively large message can be compressed into a datum H
which is characteristic of the message. This “hash” function can be implemented using
standard hash functions (such as MD4, MD5 or SHS).



bl) applying to the nessage (X) a first secret polynom al tranoformation
(c) having a degree 1 conposed of the (n) elenents of the nessage (X) in
order to obtain a first inage (11) with (n) elenents; b2) form ng one or
nore branches, each of which branches is conposed of elenents of the first

i mage (11) and, in at |least one (e) of the branches, the (ne) elenents of
the branch are considered to represent a variable or a snmall nunber (k) of
variables (x, x', x", ..., xk) belongiyyg to an extension (L.) having the

degree Wof the field (K) wwth W* k = n., and applying to at |least this
branch (e) a transformation definedcCldgdMsol | ows: f e: LWk4LYk (X, x', x",

., o xkK)4(y, y', y", y k) noting that (y, y' , y", ...I y k) is the inage
of (x, V, x",, .. fro the transformation f th fe verifying the
fol | owing twd pr opeﬂ”f" RITARHIC) COmRURLERLIOT ®r°81eSFhEh+?’éI"cFaé3&f€ﬁ§'ISon
(L.), eaxHmessagsolént representiashdy (p,)) yelements of aykjnite esdplesggy in the
form of ﬁlﬁﬁﬁbyﬂd.ﬂih@b RO8P @?@dngf rep Qesmw $n9f ef ¥medts oF the - -+ XK) in
this bas \M(’u ?} pgt_‘é Je %gﬁ? degreée less 18 than or equal to
sai d de F /st CPRESG %’f’r%ea‘%d‘l’ﬂ/ 4l equation; -b2.2) expressed in the
field ext en5| on (B, $3ckhelenednghdn nef ithe (imagei pesasge t (1)t ist instpessi bl e
to cal cutctne dfh@ paplee€ esenhfordfal( bquatdih HaR8¥geU! $bw d&ired TR)Or nunber
of entr'é;%ater than or equal to 2 composed of the elements (n) of the

message (X); .

b) the image message (Y) is obtained from the
message (X) by means of a transformation (T) comprising the
following steps:

bl) applyihg to the message (X) a first secret
polynomial transformation (5) having a degree 1 composed of the
(n) elements of the message (X) in order to obtain a first image
(I1) with (n) elements; _

b2) forming one or more branches, each of which
branches is composed of elementé of the first image (I1) and,

e in at least one (e) 6f the branches, the (n,) elements of
the branch are considered to represent a variable or a small
number (k) of variables (x, x’/, x", ..., xX) belonging to an
extension (L,) having the degree W of the field (X) with W * kx =
n,, and applying to at least this branch (e) a transformation
defined as follows:

5D M A
(X, X' X", oovy X)NY, Y0 ¥ -ees Y9)
noting that (y, v, y*, ..., Y*) is the image of (x, x', xX", ...,
x¥*) from the transformation f,, with £, verifying the follow1ng
two properties:

-b2.1) in a base (B) of the field extension (L,), each
component of the image (y, y’, y", ..., Y*) is expressed in the
form of a polynomial composed of the components of (x, x’, x",

.+ x*) in this base, which polynomial has a total degree less



and applying to the other potential branches of the polynom al

transfornmations wth a degree less than or equal to said degree. (D)
conposed of the conponents with value in the field (K); b3) A polynon al
with a degree less than or equal to (D) is added at the output of the

branch thus transfornmed or the other branches, which pol ynom al

depends

only on the variables of the branches situated i nmmedi ately ahead of this

branch. b4) which branch thus transforyged, or the plurality of

br anches

thus transfornmed, then concatenated, constitutes a second inmage (12); bb5)

appl yi ngthant be-epedndoi malid ddddea (Pocohfidtise gratl icppbyymonidl

transforgghhgﬂoﬁt) havi ng a degree 1 conposed of the, elenents of the

second i

ge (12 in order to obtain a third imge (13) having a

determ ned nunber of elenents; and b6) selecting (n") elenments from anong
t he set of etkZEd) :xpwesbhedtin riche figdd( é8Yensidnor(ify saitdhei nage nessage
(Y). té\aagesﬁﬁétﬂ‘&xr <¥.e)r Iﬂsv IsRGhARhas ymm.tsr pesgiglatty @a1¥h18te e N@SSageL,
obt ai ned b Eg é qﬁé nessi e a_transformation which corresponds to
the i nvePBESFPARRTR t(rfe)n w&’le"sé'r Y e¥4flst ofREti Bn Ao hANEBeEri zed in -
that theggerghigaddon 19 consists of applying the transformation - (T) to
said signature (X) and of verifying that a result (Y) is obtained which

conforms to a predetermned relation linked to the nessage to be signed.
3. A .process for the asymmetric authentication, by a first person called

the verifier, eotndrappiyingets rhe aithed phtenfiddebranches of the

polynomial transformations with a degree less than or equal to
said degree (D) composed of the components with value in the

field (K);

b3) A polynomial with a degree less than or equal to

(D) is added at the output of the branch thus transformed or the

other branches, which polynomial depends only on the variables of

the branches situated immediately ahead of this branch.

b4) which branch thus transformed, or the plurality of

branches thus transformed, then concatenated, constitutes a

second image (I2);

bs) applying to the.second image (I2) a second secret
polynomial transformation (t), having a degree 1 composed of the.
elements of the second image (I2) in order to obtain a third

image (I3) having a determined number of elements; and

b6) selecting (n’) elements from among the set of

elements in the third image (I3) to form said image message (Y).

2. A process for verifying an asymmetric signature (X) of
a message, obtained by applying to the message a transformation

which corresponds to the inverse transformation of said

transformation (T) characterized in that the verification



characterized in that: - the verifier sends the prover a first value (Y); -
the prover returns to the verifier a second value (X) obtained by applying
to the first value (Y) a transformati on which corresponds to the inverse
transformation of said transformation (T); - the verifier applies to the
second value (X) the transformation fromclaim1 and verifies that the
result conforns to a predetermined relation |linked to the first value (Y).
4. The process according to claim1l, iy which said |ow degree (D) of the
public polynom al equation is equal to 2. 5. The process according to claim
1 or cl gomsistenofhapplydinte ther transtopmition hAT) sevier al saidnches, each of

whi f:h. haigaatsaral kxﬂl.ki'ﬂlﬁ;of()fveelk.ﬁf@ Stl({'t_e)a il"%yl{:lh‘. RWC§§?}099§%{ES&I_E of

appl yi ng, :t he sformation (fe). to.. al, rgnches. 6. e process
accor di g’é‘ l%:g g?ﬁ?ﬁf'&é a‘]n)n S Fgéegﬁﬁ’al‘b%%n'&%a%“[ H@‘@F?’&m HReangsspgehas a
char act &Pi Bej E180fder of elenments (Ne) which is kept secret. 7. The

process according to claiml1, in whici the first 1imge (11) has several
branches, eagh of

Lch has a smal | nunber. of elements (no) in the form of
bits, which nunber- °°re}ﬁsesn§ﬁfs§ﬁ‘% agymetd© é“d’&z‘le”f:bcé?‘i%‘." e pifdsets
accor di R§FEBRcFal Hed the, vigmiEhen, marasiotier P@rsanscayled vihid ahlowebel ongi ng
to an esxhapacber{zey iof the:field (K). 9. The process according to claim

5. LN uhich sald ] Qe 4ogiEfel ledls ' BIRVES BORYROM SaL IO 1o caua
-~ the prover returns to the verifier a second value (X)
obtained by applying to the first value (Y) a transformation
which corresponds to the inverse transformation of said
transformation (T);

= the verifier applies to the second value (X) the
transformation from claim 1 and verifies that the result conforms

to a predetermined relation linked to the first value (Y).

4. The process according to claim 1, in which said low
degree (D) of the public polynomial equation is equal to 2.

5. The process according to claim 1 or claim 2, in which
the first image (I1) has several branches, each of which has a
small number of elements (n,), which process consists of applying
the same transformation (£,) to.all the branches.

6. The process according to claim 1, in which each branch
of the first image (I1) has a characteristic number of elements
(N,) which is kept secret.

7. The process according to claim 1, in which the first
image (I1) has several branches, each of which has a small number

of elements (n,) in the form of bits, which number of elements is
at least equal to 8.

8. The process according to claim 1, in which a branch has



that said transformation (Fe) has the followwng form f:Lw------- 4LW
X-=--=---- + E,j) Bi,j] *XQP + Eiai * Xis + /10 in which g is the cardi nal
of the field (K); Q= g9ei,j, P=goi,j, S=qt' J3ij, ai and p0 are
elements of LW 6'"'), 9''i and ' are integers. 10. The process according
to claim1, such that there are no polynom al equations with a | ow total

degree mhich are conposed of the conponents of (x, x', x", ..., xk) and
(y, yv', y", ..., k ) other than | i né&@r conblnatlons of the products of

t he publig 8quati og§léﬂesrmllg ol I roce a d| ng to
claim1, cﬁl@tahat there are ngo %o r?glm%%(t e%sqﬁ?é‘t :?Id'ﬁs \%\nfﬁ ‘ﬁle

Eyle|yj Eai xi Ef3jyj + 60 O, vmth at | east one of the coeff|C|ents yij,
ai, 13j or b0 being non null, which are always verified if the

coeffl cients yj arehe tmc@ggpg)@@cmasm%f tghglgﬂrpl phe IE] & ssggg Jeanclizt h_e_h
ered nessag e

coefficigp tg}g ?re ttﬁ% co[irPonents of the unenél

process accor di %LR:%YFWE%atLh%‘P@téPé Ihegpalyhent alscequat i ons
with the tfhértnPaEgl‘iII@%f?WRt*OIEaﬁfje)xhays; the EdBlowiYigYkoljpi xi + Eviyi + b0 =
0, that is with a tatal-degrge of 3, and with a degree of 1 in x, except

for the linear corgpl_r_lgt_l_ong qg‘ thempubl | c equetl ons.
Fo

in which g is the cardinal of the field (K);
Q = qei:j, P = q@irj, S = qz‘
th, a; and yu, are elements of Ly;

6'J), 9'J and & are integers.

10. The process according to claim 1, such that there are
no polynomial equations with a low total degree which are
composed of the components of (x, X', x", ..., ¥ and (v, v/,
Y*, ..., yY*) other than linear combinations of the products of
the public equations in esmall polynomials.

11. The process according to clainm 1, such that there are
no polynomial equations with the form: zYuX&G t Zaix, 2857 + 6,
0, with at least one of the coefficients Yije & ,13 or §, belng
non null, which are always verified if the coefflclents Y; are
the components of the enciphered message, and the coefficients X,
are the componenfe of the unenciphered message.

12. The process according to claim 1, such that there are
no polynomial equations with the form: Ey”k XYY + Zag; Xy, +
ij i
EBij Yi¥e ZiXp + Zuy; o+ 6y = 0, that is with a total degree of 3,
and with a degree of 1 in x, except for the linear combinations
of the public equations.



