1 DESCRIPTION Title of the Inventi on SEM CONDUCTOR
DEVI CE AND PROCESSI NG METHOD FOR STARTI NG THE SAME
Technical Field This invention relates to a

sem conduct or device adapted to start operating by
readi ng out a boot programfroma data-rewitable
nonvol atile nenory and a pyocessing nethod for
starting the sane. Mre particularly, the present

invention relates to tor device adapted
to start operating byw a boot programfrom
.. a large capacity nonvolatile nmenory that cannot
Title off thgilp¥ertigud bl ocks in the manufacturing process
such as a NAND type flash nmenory and a processing

SEMIGONDUCTOR DEVIOE AND PRGCESSINGMETHAD FORISTARTING
priority of Japanese Patent Application No.

THE QAR4s019278, filed on January 28, 2004, the entirety
of V\Ei ch is incorporated by reference herein.

Ba round Art System LSIs (large scale integrated
Techn&c;@ﬁﬁp]?l:) having a structure of integrating a large

nunber of functional features on a single chip have
bElels inediamrelgfes taasemiconducior dewice yﬂgeptedao tstars operasing
use portable appliances in recent years. A system LSI

by readingaui Ppect prigeamafirbin »dagxévriable/ nhidlafile memory and a
nonvol atile nmenory storing a boot program and ot her
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relates to a semiconductor device adapted to start operating by reading out a boot
program from a large capacity nonvolatile memory that cannot eliminate bad
blocks in the manufacturing process such as a NAND type flash memory and a
processing method for starting the same.

This application claims priority of Japanese Patent Application No.
2004-019278, filed on January 28, 2004, the entirety of which is incorporated by
reference herein.

Background Art

System LSIs (large scale integrated circuits) having a structure of integrating
a large number of functional features on a single chip have been used in appliances
of various types such as home use portable appliances in recent years. A system
LSI is equipped internally or externally with a nonvolatile memory storing a boot

program and other various processing programs along with data. Such a




2 nonvolatile nmenory is nore often than not a flash
menory that allows the data it stores to be
electrically rewitten. NOR type flash nenories are
general ly being used to store a boot program
However, there has recently been arising a demand for
NAND type flash nenories that are | ess expensive in
terms of the cost per bit Known boot systens
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menories and the CPU core and adapted to operate for
siEIR by peofiashhmelnyori¢ seagogearerdlly beiagiusgdaolsomte acbolst program.
fromthe NAND type flash nenory in the RAM (random
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the other hand, it iIs necessary ooting usin
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st ored properl However, it has been a probl emto
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speci fic bad bl ock because the cost of the test that
(randomadsess memory) by way of the interface under the control of the CPU core

and reading out the boot code from the RAM in order to improve the performance
of the system. Known boot systems of the sorts are disclosed in Japanese Patent
| - Application Laid-Open Publication No. 2003-271391.

Meanwhile, in a flash memory, the operation of writing or reading data is
conducted on a block by block basis. However, it has beeﬁ known that bad blocks
aPpcar randomly in the manufacturing process in NAND type flash memories. On
the other hand, it is necessary for booting using a NAND type flash memory to be
ensured that the block storing the boot program is not faulty and the program is
stored properly. However, it has been a problem to ensure that a NAND type

flash memory has not any specific bad block because the cost of the test that needs




3 to be conducted for that purpose before shipnent is

enornous. Disclosure of the Invention In view of the

above identified circunstances, it is therefore an

object of the present invention to provide a

sem conduct or device that can start operating

constantly stably if a flash nenory of a relatively

| ow cost per bit such as a NAND type flash nenory is
pr esent
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aspect of the invention, the first object is achieved
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In an aspect of the invention, the first object is achieved by providing a

semiconductor device adapted to start by reading out a boot program from a
data-rewritable nonvolatile memory, the boot program being stored in a plurality of
blocks in the nonvolatile memory in parallel, the semiconductor device including: a
CPU adapted to specify a read position for reading out the boot program stored in
the nonvolatile memory at the starting time, and execute a starting process
according to the read out program; and a read control circuit adapted to determine
that a block corresponding to the read position is faulty or not according to data
read out from the block, output the data to the CPU if the block is determined as not
faulty, and read the data from another block storing the boot program and

determine again whether the another block is faulty or not if the block is




determined as faulty. Thus, in a sem conductor device .

according to the invention, the read control <circuit

reads out data from one of the bl ocks of a nonvolatile

menory that store a sane boot programin paralle

wi th other blocks. Then, the read control circuit

determ nes that the block fgom which the data is read

out is faulty or not faulty according to the read out

Iy on the basis of an error correction

dmﬁnﬁﬁ%@fﬁgngﬁ or a block state i nformati on contained in
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. read out data to the CPU. Then, as a result, the boot
circuipreagss amt datastrqueond af the blocks of amanvelaile meémdrphatiseore a

CPU to start the sem conductor device to operate. If,
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inforngatiomona béaxk tatet infaneatsomw centaimedainbthe rbhd okt data.
executed by the CPU is avoided if a | arge capacity

@Ml Rlérnine @Hét)’thb%léél@i% AGEaht {H@}‘éﬁh 2bhtrd] cffeR/htputs

random y contains bad bl ocks. Thu |s possi b

e GRS AL, HSRLHES PO BT ey

cost_i s us aspect of the invention, the

| n anot her
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on the other hand, it is determined that the block is faulty, the read control circuit

reads out the data from seme other block in the nonvolatile memory that also stores
the boot program and determines once again if the block from which the data is
read out is faulty or not.

As such a read control circuit is mounted in a semiconductor device, a
situation where an incorrect boot code stored in a bad block is executed by the CPU
is avoided if a large capacity nonvolatile memory is used and the nonvolatile
memory randomly contains bad blocks. Thus, it is possible to constantly stably
execute a starting process if a nonvolatile memory of relatively low manufacturing
cost 1s used.

In another aspect of the invention, the second object is achieved by




provi ding a processing nethod for starting a

sem conduct or device conprising a CPU adapted to
start by reading out a boot programfrom a
data-rewitable nonvolatile nmenory, the boot program
being stored in a plurality of blocks in the

nonvol atile nenory in paralfel, the processing nethod
i ncluding the steps of :  reading out data froma bl ock
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Thus, with a processing method for starting a semiconductor device

according to the invention, data is read out from one of the blocks of a nonvolatile
memory that store in advance a same boot program in parallel with other blocks by
the read control circuit. Then, it is determined that the block from which the data
is read out is faulty or not faulty according to the read out data typically on the
basis of an error correction information or a block state information contained in
the read out data.

If it is determined that the block is not faulty, read out data is output to the
CPU. Then, as a result, the boot program is sequentially input to and executed by

the CPU to start the semiconductor device to operate. If, on the other hand, it is




determined that the block is faulty, the data is read
out fromsone other block in the nonvolatile nenory
that al so stores the boot programto determ ne once
again that the block fromwhich the data is read out
is faulty or not faulty. As such a processing
operation is carried out bysthe read control circuit,
situation where an incorrect boot code stored in a
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COStlﬁ(’;%sg%qprogram in a flash nenory; and 7

Thus, according to the invention, it is possible to ensure that a nonvolatile
memory has not any specific bad block that stores a boot program without relying
on the test before shipment. Therefore, it is possible to constantly stably start a
~ semiconductor device according to the boot code stored in a large capacity
nonvolatile memory of low manufacturing cost.

Brief Description of the Drawings

FIG. 1 is a schematic block diagram showing a configuration of
semiconductor device according to an embodiment of the invention;

FIG. 2 is a schematic illustration of an exemplary data structure of a flash
memory;

FIG. 3 is a schematic illustration of the state of storage of a boot program in

a flash memory; and




FIG 4 is a flowchart of the processing operation of
a flash nenory controller for starting the

sem conduct or devi ce according to the enbodi ment of
the invention. Best Mdde for Carrying out the

I nventi on Now, the present invention will be described
in greater detail by referrtng to the acconpanying
drawi ngs that illustrate a preferred enbodi nent of the
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irvefnti on.. Tftwlgeesem coaduct of device illustrated in
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nmounting various circuit on a single sem conductor
invenfgdmp and a NAND type flash menory 20 arranged outside

the system LSl 10. The system LSI 10 by turn conprises

Best Mo@g%ﬁ@m?w(mqgﬁgondynam c random access

menories) 12 'and 13, a flash nmenory controller 14, an

' t L - 0) |LE (interface 5, .0t her. .
Now, BBt Venlibn vl oesdschitay Sk peta{ly Sforring to the
CPU 11 is connected to the eDRAMs 12 and 13, the flash
accompapying degyings that/illygtraie s predesed epthadiment pEthe ipvestion,
by way of the internal bus 17. The CPU 11
ddimprleisensihemhaticolock disgriahe of fley ambodimént dfsegmicbhductor
sem conduct or device by executing a processing

devicePi Q@ @gStoth8dnihtidie flash memory 20. The eDRAME 12
and 13 tenporarily store the processing programto be

to .he used

eecgthﬁlgggépét&? ﬁ%&{iﬂl&}ﬁt_rg%% 1tr1rk5el(_‘%jalt gomprlses a systeInoLSI 10
formed by integralty mounting various circuit on a single semiconductor chip and a
NAND type flash memory 20 arranged outside the system LSI 10.

The system LSI 10 by turn comprises a CPU 11, eDRAM (embedded
dynamic random access memories) 12 and 13, a flash memory controller 14, an
input/output (I » O) I/F (interface) 15, other peripheral circuits 16 and an internal
bus 17.

The CPU 11 is connected to the eDRAMSs 12 and 13, the flash memory
controller 14 and the peripheral circuits 16 by way of the internal bus 17. The
- CPU 11 comprehensively controls the operation of the entire semiconductor device
by executing a processing program stored in the flash memory 20. The eDRAMs
12 and 13 temporarily store the processing program to be executed by the CPU 11

- and the data to be used for the processing operation.




The flash nmenory controller 14 is a circuit for
controlling the operation of reading an externally
arranged flash nmenory 20. It is equipped in the inside
thereof with a RAM 14a. As a read address is specified
by the CPU 11, the flash nenory controller 14 reads
out data fromthe flash nenpry 20 and tenporarily
stores it in the RAM 14a before it supplies the data

t . [ ontroller 14 also..
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data between the flash nmenory controller 14 and the
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processi ng prograns including the boot program for
RAM $4arting the sem conductor device and data. The

processi ng prograns are executed by the CPU 11. The
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17 is_ready for use for accessing. For exanple, 9
accessed by the CPU 11, the flash memory controller 14 temporarily stores the data

read out from the flash memory 20 and then determines that the block in the flash
| memory 20 from which the data is read out is faulty or not faulty. Subsequently,
it supplies the data to the CPU 11 only when it is determined that the block is not
faulty.
The input/output I/F 15 is an I/F circuit for exchanging data between the
flash memory controller 14 and the flash memory 20.
The flash memory 20 stores various processing programs including the boot
.' program for starting the semiconductor device and data. The processing programs
are executed by the CPU 11. |
The internal bus 17 includes a bus for transmitting bus state signal READY

that indicates if the internal bus 17 is ready for use for accessing. For example,




when the CPU 11 requests the flash nmenory controller
14 to read data fromthe flash nenory 20, the host
systemis bl ocked agai nst accessing the internal bus
17 if the bus state signal READY is negated by the
flash menory controller 14. The flash nenory 20 stores
a boot programin advance feor the sem conductor

devi ce. When starting the sem conductor device, the
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ry 20 is faulty or not faulty according to the
1n1t1a1{%§g out data and, if it is determ ned that the bl ock

is faulty,. the boot programis read out once again
Meanwhie, tankpopmdbat bad blagksrandombe appear ipr¥ANEtype

Wth this process, it to
flash memories. Such flash memories have a large memory capacity but are less
expensive if compared with NOR type flash memories. On the other hand, in
order to constantly stably start a semiconductor device, it is necessary that the boot
program stored in the flash memory 20 is supplied to and executed by the CPU
always in a normal state.

For this purpose, in this embodiment of the present invention, a same boot
program is stored in parallel in a plurality of blocks in the flash memory 20. Then,
the flash memory controller 14 determines that the block from which data is read
out from the flash memory 20 1s faulty or not faulty according to the read out data

and, if it is determined that the block is faulty, the boot program is read out once

again from some other block also storing the boot program. With this process, it




IS possible for the CPU 11 to al ways execute the boot
program stored in a normal block. In this enbodi nent,
the flash nmenory controller 14 determ nes that the
block is faulty or not faulty according to the ECC or
the block information contained in the data read out
fromthe flash nenory 20. FpG 2 is a schematic
illustration of an exenplary data structure of the

. [

is posp| 8 fof BIACHUOEL 1 Ayl ol Bt HaaFa i s oidmat
and data is read out on a bl ock by block basis. Each

blocky| ock is further divided into a plurality of pages.
In this enbodinment, a block is divided into 64 pages.
Alrsthos egrbodégient) the flash neembryotoRrodd by tleterfimes thatthe
top is typically assigned as storage area for user
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region of 4 bytes in the | eading page of each bl ock.
memByd¥k i nformation is a flag to indicate if the bl ock

is faulty or not. It is possible to say that the block
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further divided into a plurality of pages. In this embodiment, a block is divided
into 64 pages. A storage region for a total of 2,048 bytes from the top is typically
assigned as storage area for user data and an extended data (extra data) region for
64 bytes is arranged after the storage rcgioﬁ.

| The ECC is divided into four parts of 3 bytes and stored in four regions of
the extended data region from the top thereof. “00” is inserted to the bottom of
each of the regions. Block information is stored in the next region of 4 bytes in
the leading page of each block. Block information is a flag to indicate if the block
is faulty or not. It is possible to say that the block is normal when the value of the
flag shows a specific value.

FIG. 3 is a schematic illustration of the state of storage of the boot prbgram

in the flash memory 20.




As shown in FIG 3, in this enbodi nent, a sanme boot
programis stored in the | eading four blocks of the
flash nenory 20 and ot her processing prograns and
data are stored in the blocks that follow O the

| eadi ng four blocks, the first |eading block is
specified by the CPU 11 immdi ately after resetting.
If this block is determned to be faulty, the flash
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stored in the RAM 14a at this tinme, 12
internal bus 17. The flash memory controller 14 waits for an access command
from the CPU 11 and, when it actually receives an access command, it accesses the
storage region (more specifically the leading page of the leading block), the flash
memory controller 14 proceeds to Step S102.

[Step S102] The flash memory controller 14 negates the bus state signal
READY. As aresult, any attempt of the host system trying to access the internal
bus 17 is blocked.

[Step S103] The flash memory controller 14 accesses the flash memory 20
by way of the input/output I/F 15 and reads the data of a page from the storage
region specified by the CPU 11. Then, it temporarily stores the data it has read

out in the RAM 14a. If some data is already stored in the RAM 14a at this time,




the flash nenory controller 14 overwites the data.
[Step S 104] The flash nenory controller 14
sequentially reads out the data stored in the RAM
14a. Firstly, it checks the ECC and nakes a

determ nation of Step S 105 and then that of Step S
107 as will be described bakow. [Step S 105] If the
flash nenory controller 14 determ nes that the data of
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Since the boot program is stored in four blocks of the flash memory 20 in
this embodiment, the processing operation is terminated when it proceeds to Step
5106 four times. Then, the semiconductor device is not started.

[Step S107] If, on the other hand, the flash memory controller 14
determines that the data of the page contains one or more than one correctable
errors (CE), it proceeds to Step S108. Otherwise, or when it determines that the
data of the page does not contain any error, it proceeds to Step S109.

[Step S108] The flash memory controller 14 executes an error correction

process on the data of the page and writes the corrected data on the RAM 14a.

[Step S109] The flash memory controller 14 extracts block information




fromthe data of the RAM 14a. If the block information
does not show a predeterm ned value, it determ nes

- that the block is a bad block and proceeds to Step S
106. As a result, the data is read out fromthe
| eadi ng page of the next block once again. If, on the
ot her hand, the bl ock infonsgation shows a
predeterm ned value, it deternmines that the block is a
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g; pages, the processing operation of Step S 109 is

Step S{dPried out only when the boot programis read out
fromthe | eading page of the block. If the flash
kBtepry1 dint Tk Iftashmenteirg contreHet hdtassdres thiednls stateaignal
normal as a result of the above process, it outputs

~ READhhe data in the RAM 14a to the CPU 11 by way of the

Steps S 110 and S 111 and then returns to Step S 102
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14a to iﬂr;e aﬁ.ﬁ) l%b%zov%ay 1041'5 the internal bus 17.  As a result, the boot program
read out from the flash memory 20 is executed by the CPU 11 and the
R semiconductor device is started.

Note that the above flow chart applies to a process when the volume of the
boot program is not larger than the capacity of the data storage region of a page.

If the boot program is stored over a plurality of pages, the processing operation of
Step $109 is carried out only when the boot program is read out from the leading
page of the block. If the flash memory controller 14 determines that the block is a
normal as a result of the above process, it outputs the data in the RAM 14a to the
CPU 11 by way of the Steps S110 and S111 and then returns to Step S102 to negate
the bus state signal READY. Then, the flash memory controller 14 reads the data

of the next page in Step S103.




As a result of the process described above by
referring to the flow chart of FIG 4, the flash
menory controller 14 outputs the data it reads out
fromthe flash nenory 20 to the CPU I | only when the
data contains one or nore than one <correctable errors
or when the data does not cmentain any error and the

bl ock from which the data is read out is detected to
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NAND type flash memory has not any specific bad block because the cost of the
test that needs to be conducted for that purpose before shipment is enormous and
the yield of manufacturing such flash memories is inevitably reduced by the test.
However, according to the invention, it is possible to use a low cost high capacity
flash memory as boot device if bad blocks randomly exist therein. Thus, it is
possible to constantly stably start such a memory while suppressing the cost of
manufacturing the entire semiconductor device.

If the block from which the boot program is to be read out is determined to
be faulty, the boot program is read out once again from some other block and

output to CPU 11 by the flash memory controller 14 only it is determined that the




bl ock is not a bad bl ock. Thus, the CPU 11 can execute
the exactly sane starting process after resetting and
it is not necessary to alter the configuration of the
conponents other than the flash nenory controller 14.
In other words, the present invention nakes a
conput er system adapted to execute vari ous processes
by means of a CPU find a broad scope of application
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descriBe@ @hﬂiﬁcﬁﬁie@l@ the Preéenit ‘i'n@erﬂidﬂ Rldldy agﬁﬁcdﬂl@%ﬁn'a?rah@@ment
nonvol atil e menory in para e , the sem conduct or

e S5 P B el P S g, ° T

The flash memory that is used as boot device is not limited to a NAND type
flash memory and a flash memory of any other type having a relatively large
capacity and a configuration that allows it to be sequentially accessed from which it
is difficult to completely eliminate bad blocks at the time of shipment may also be

used for the purpose of the present invention. Such flash memories typically

include those of the so-called AND type.




stored in the nonvol atile nenory at the starting tine,
and execute a starting process according to the read
out program and a read control circuit adapted to
determine that a bl ock corresponding to the read
position is faulty or not according to data read out
fromthe block, output the igdata to the CPU if the
bl ock is determ ned as not faulty, and read the data
from another bl ock storggggdw boot program and
det erm ne agai n whet her e another block is faulty
or not, if the hlock is determned as faulty. 2. The
1. g@veuicgpduriar ﬁsvrvs adpRiee to sty dyaeadingontenhorigrogem from
circuit is adapted to determine that the block is
a datafmewritabbe newvolhtild menmiry) thedtociqrogrimdeing storet imoa plurality
correction code contained in the data read out from
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claim2, wherein the réad control circuit corrects the
{a.and supplies it to the CPU when it determ nes
Compﬂglg]%'t'he data is correctable data according to the
error_cqQrrection code and deternines that the block is
f%@&’tl{/a tp spaeE AFEAd POSIBON for gearding qué the boot program
uncorrectabl e data. 4. The device according to claim
storedlin thheromivoldtie memdry anthestartingaiine, and afeqited startinggrocess
deternmine that the block is faulty or not faulty at

accordliﬁgstb_tﬁéQé’e[cﬂbﬂlgp&%rﬁn?hﬁ&k state information
contained in the data read out fromthe nonvol atil e

ey .1 The devic cordi ng t | aiym,4, wherein
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claim4, wherein the block state information is
data to the CPU if the block is determined as not faulty, and read the data from

another block storing the boot program and determine again whether the another
block is faulty or not if the block is determined as faulty.

2. The device according to claim 1, wherein the read control circuit is adapted
to determine that the block is faulty or not faulty at least according to an error |
correction code contained in the data read out from the nonvolatile memory.

3. The device according to claim 2, wherein the read control circuit corrects the
data and supplies it to the CPU when it determines that the data is correctable data
according to the error correction code and determines that the block is faulty when
it determines that the data is uncorrectable data.

4. The device according to claim 1, wherein the read control circuit is adapted




stored in a | eadi ng page of each of the bl ocks storing
the boot program 7. The device according to claim1,
wherein the nonvolatile nenory is a NAND type fl ash
menory. 8. A processing nethod for starting a
sem conductor device conprising a CPU adapted to
start by reading out a bootizprogramfrom a
data-rewitabl e nonvolatile nenory, the boot program
to det?ﬁh{,}% Flfedblogl(% ?Alﬁﬁﬁbg frléafﬁ f?ﬁ]]lt?) %}ﬁég% raggélglzrll o a block state
. risin sof lg%glng out daafroma bl ock
informafi n&i‘]é‘i’ﬁ i PR rﬂﬂfﬁ@ jtge MemerRy
position speC|f|ed by the CPU at the starting tinme by
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menory; and determning that the block is faulty or
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outputting tthe data to the CPUIf the block is
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tk storing the boot program and determ ning

ai n whet her the another block is faulty or not if
6. ta’ﬁ]@e Bpg@@ FCSOFHNE tockdm 4swhexgtn yhe block state information is

stored in a leading page of each of the blocks storing the boot program.

7. The device according to claim 1, wherein the nonvolatile memory is a
NAND type flash memory.
8. A processing method for starting a semiconductor device comprising a CPU

adapted to start by reading out a boot program from a data-rewritable nonvolatile
memory, the boot program being stored in a plurality of blocks in the nonvolatile
memory in parallel, the processing method comprising the steps of:

reading out data from a block in the nonvolatile memory corresponding to a
read position specified by the CPU at the starting time by means of the read control
circuit of the nonvolatile memory; and

determining that the block is faulty or not according to the data read out from
the block, outputting the data to the CPU if the block is determined as not faulty,
and reading data from another block storing the boot program and determining

again whether the another block is faulty or not if the block is determined as faulty.




