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Conbi ning A Hierarchy O mm’m,ﬂwmmmnmr Par amet ers To  Pr oduc@ OAREEr203%
Profile ForWAPMEM Pty Ass A Conmmuni cati ons Net worhse¥eARED
APPLI CATI ONS This applicationsgd@ ns priority under 35 U S.C. 119(e) to
commonl y- owned, co- pending U S. Provisional Application Serial No.

60/ 190, 613, entitled, "Method arid Apparatus for O ganizing Configuration
I nformation for a CorOeganiziig AAd Contbisint A Hi@drd' OFCehioutdti which is
her eby i ncor porRdrathebers Mol frodi €A Enitity PEGT TS QL Aklon ,i S

related to comonly-owned, CoO-peQgmathnitations Nefwor

"Bistributed Comruni cations NetworkK Tncrudimg Omeor Mre Tel ephony
Communi ¢at i on Devi ces Having Programmabl e Functionality", by James Batson

et al. (hereinafter the Batson ?@'A'ﬁﬁﬁggiﬁ @& Cct ober 26, 2000, which
i's hereby incorporated by 15 re ety. BACKGROUND There
are an ever - i ncFeiaspplisatiomtieimsqiriocignundet 3RUIASE DEIAG kemBlonliSEwidd, Ldle
world tod it § | c ni gat i ons ks were divided into
several 1 ybndke9S b ATan ABPREHE: B SPL el E L, peteacaphed mshposnatypes
of servi cefr Qrganizing Configmativg lafoi@atid/ LS ColPhHRAABYs SRIBIEIER 0850

net wor (f00§ IHe %qlﬁ; C Sw tcged Tel ephone Conmuni cat 1 ons network”
(PSTN) %ﬁosfo g of MR rBPRtsA by seferenen i itsentitei.cat i ons net works for
exchangi ng audi Dhi§ h§ilRhon i @184 '&Ehrﬁ&ﬂ}l!d hE@ S i rks for.exchangi ng
audi o and vi deo_si g_%altl s and dat a.§dcorm‘un| Ca%gﬁgbﬂ{%ﬁ%?%g(pg%{a}ppgc)ig)(gm
area net wotikidleg SDskriiod Gemmuricatisns Networkiledudieg Goe ksMoMANGphohpr

exchangi ngcgatd@nicd@dtdev GRNHG i technol,ogies in a variety of
fields includi ngt,ca-annn%wget%her S, @%%@5%@%?%‘2%&& u‘%f ﬁ’&}“%aﬁé@ i@t i cs,
encodi ng dbeeinafterthe Batson spplicetion)gfiled Detober2s, R0OG whidhut haSby HRABHBEEAE NS |
mul ti piseXifoér&%Erﬂ}‘ﬂg%é ns, and network traffic engi neering, transm ssion
speeds have |ncrease(fl, and, consequently, network bandw dth has 30
expanded, to the point where comuni cations networks (e.g., the Internet)
provide a variety of services involyi n% anx of a variety of conbinations of
audi o, video, and data services. C W communi cati ons networks
have begun usi Mhefedrd af VARG i f o .t _vpice data and
ot her data between a call erméﬁ%mgggﬁlg?%%@ﬁuéﬁ%n%%ﬁewg&ﬁPplge%&’@ﬁﬂf

cal | . Typiteea ylraditienally depramerdeations netwintks svenediwialelt tntasevesht sipaaet! t o

t r ansngyt medinRG E)gs(%% /9, PCT/ USO01/ 09011 2- .datg in accordance
with the Icr?ternet‘gf o &%&s%&%ﬁ%@p SHAT wPey éﬁ??ce%ﬂ‘gu‘%é&ém%ﬁyﬂm
conmu tni ca]EtYms' stehﬁhmdom:?mﬁ@tipnmtw&k_@g@g.;mE’ P(leicPﬁwﬁ&IeF Wale )IOI.{EB‘yl p{ o?/i dﬁ a
variety o n a ven videq seryices. For a typical tel ephony
communi catqogrﬁg&ﬁ%at 1\%? R%Wf’ﬂ%&%g?‘ﬁbf%&ﬂmg aHo sierals. pedie gompanisatianst i ons

net wor ks, netveorknfdp exclianfiging acdi6 Bigals, AETBViBbE AbiAMaicREINYRE d?‘ﬁffo &cﬁ%ﬁ%
ephony-en d

comuni catai Qn dgv]iﬁ%es.ggTCDs such as a tel ephone or a telep

conput er . ZRUPEPE SH5A @ﬁﬁ%&mﬁ@é??%‘lﬂ’é%@é ngivorles(d.gh arledahaies netwoeksi ce
capabl2 ofLABKf & Metgholitan £38 N g‘p&kjﬁlﬂfm i tional tel ephony tasks:
initiating the sett?%g up of aetel ephone 33?54’{‘5@9@#045%9 a signal onto a

transm ssi on me@fdmbesause elimprovied sechnolegineinmvaietyceifivbdsiinguding addng

i ndicatin idth 18E NG i . blinking a light) that a tel ephone
call is i %élfg%s %S?Sl_%%ﬂt}gr m nﬁh%g@f)ﬁg‘% °§Eff$8?° g@%@’é‘ﬂﬁ‘?ﬁé‘%}“% §Wichirgne cal |

7 20, S engi g 5 Shanal. ndrcat g that Fra ket Ranilatols e

click), s . i gnal . i ndi cating that .the user has responded onto the

t ransni ss?g h?regl U%ﬂg%%gvpﬁedﬁ%‘F“aﬂ%ﬁ‘ﬁaqeﬂsﬁnﬂu‘&‘{‘?mnﬂ% aefwor bandwidthdas fr om
a rot by dipnded usthelpal ohere Sopiraeri @bt OHRs (dEYBOHEnO pANRS) varRBN I NG
a signal rggresentl 9 the 15 dialing instructions on to t g transmssi on
medi um tP e%c?stlf’}‘n‘a ngdry e %F’Wq%°’g‘é)§lbé1ﬁt’@n%%ﬁudlosngn@,l@dtd@taandicbs.om
respectively, diéfkent8)dohmBARBidnk! i\ [ e. g.. audio
data) on to the trar?grrtnwgs_(i)on negi:icfj%n(e)fﬂvt eagggg%%ﬁdég{g{%%s&%ﬁﬁ s used
herein, "B&MOrEsdniapimit veiredaa ped ether datarhetwidn angllef arslett on gotepartiebaritai ni ng

and teari Bfia LA I . I tvpi.cal_tel ephony .co ni cat,ion
devi ce connectedoféﬁég'?@Bﬁ%ﬁ*qg%%FygﬁPF%ﬁm§gb@F€Bhgﬁggﬂﬁ%%mﬁVgHgngyn“

i nvol ves the use of a single call control protocol including
peer-to-peer-type protocols such as, for exanple, the Session Initiation
Prot ocol (SIP) 323 protocol, or a master/slave-type protocol such
as, for exanpd“ﬂWM@@mﬂmﬂmﬁ Gat eway Control Protocol (M3CP), the
Megaco/ H. 248 pro X the Skinny Station protocol promulgated by G sco
Systens, Inc. 25 T¥€%% P protocol is defined in RFC 2543, SIP: Session
Initiation Protocol by Internet Engineering Task Force (I ETF) as of March,
1999. The H. 323 protocol is described by the International
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A communi cati ons network may include several network devices (NDs) of

varyi ng types, including, anong other types, any of a vari et% §é @ﬁﬁputers,
for exanple, a personal conputer, a mainfranme conputer, a wé k&R In, a
m ni conput WO @r7i$@rver, a conmuni cation 20 SEP 2004 WO QUrfdsd{8s011 :
PCT/ US01/ 09011 -3- device, for exanple, TCD, a database, a sw tcfl1, hub,
bridge, router, other type of linking deVice, any of a variety of other

t ypes of i i ipations thereof. NDs nay be

o ouped t Seohar @Y Bl MMMt Ku@lol 8P PR shiiRle PR S TOhERL by t he
NDs, suchcemmusirghensoreheorkafetg.i Voitesyerd gEIR) metMdrks \WhdyGlovidPvadigy spnal

conput er, . facturer of ND, _location of ND w thin a network

t opol ogy, teg%l%.&% rer gfegﬁ%,v@?o FFE6Es Fj(?f aﬁ@é“ﬂ&fﬁb%ﬂk?%ﬁlé@::atmanmodgi cal

r epr esent itclwiingirslessandiveirelbaa By cdrMukBatizas Hét\%ﬂﬁgthéie%%?hﬁ& BF &ifdh 0N ONe or
nore NDs of the, corrrrunig%:q%i ons, network. Further, a co ni cat1ons network

may have SHEUHPIABINE NeBYRK ARe telsrhony cpmaunicgtien doviegs {HCDs) sach ad 4 teldphene

net wor k. &HgRldphBhEeABYedt@npafpCi ated With a particular ND or may be 10

i ndependent of anly articular devi ce on the network. Such users may be
grouped t oget hérteleplnyepmmpinication devick asgsedohereimimndenider dapaBle st sdifor@chgy t he

users. A hLgr sers.nay. be created, and a_ | ogical

repr esent ia}thlﬁéﬁé %@%ﬁ&%ﬁbﬁ%% eyﬂ?‘%ﬁa%(éz ’ﬁﬁﬁaﬁ? {bﬁéﬁm{‘g PB."géfeé?P@g?e el Bhe or
more NDs gﬁndidg]fa siglmlmxmio?aatahsmissinﬁlmmmhx of;fh @&miludi@.‘t’S foREnwBR B%Ectﬁfg a{ﬁﬁb

or gani zat for exanpl e, an enql oyee n enterprise. Such menbers
mag bé‘;gr%@%&an% ge it ?g’F’S?p”ég(‘gi’dﬁné’Pgé‘g%S@%ﬁt?IEP@@grﬁﬂhiséﬂQQmiD&t es shared
by the neddiemsiningieh aaser RERRGorel 8 a fidnk cRYtES, ofﬁﬁb@ﬁ@ét@@ioﬁ% Reypad By,

adm ni straf(i X?e oup, for exanple, a work teamor a part me

ent er pri s®%<%¥ °F|‘%xré?"§§c9ﬁ§ nyyusgyplinkp sendingapigea) dudicating thae thenset led responded

| ogi cal r&fbaseiming J: intained (i.e. stored) on
one or nore NDs of tﬁgng%e%{}g%ﬁ%%gx% %&8#%@ al}ﬁsgﬁgr?erféq%?r%{ﬁly
"entity" ¢ial, pushelytions,(veiog astivationBeybaardisranousa), sy a §ignd représen@iPiney €e) ,
or anys ot fief; ShEM, i an_organj.zation of units. An "entity group”
is a gsr ou{}ig{)l?geigntl t g;é?ry?)n% &%?s%sséon%gﬂl%’ TAOSTHtng ARd Isceixing agoustip 2udio NDs |
a user grsgnmls tetand s respeotively, ®ised, Bl SrandnibEIEROE réieRiiy £RdH (o.g 2216 K

teanm, Wh&ag iﬁogt}eqtréougﬁgf nmenber s @J; an organi zation (e.g., enployees of
an enter prigey, HSISEI00 megum of the commpmicatigns ngfearky 25 hi er ar chy” or
"hierarchy” i sAsudedGicreit, “adll REBIMSBfersab iYL ; i es, where
t he hierarchy jncl udefsbﬁ%l plurality Q¥ I g%gogfr%%ggmég%%}ﬁmg, and
wher e ond® Vi ielephpirescallo Fowa Bminal telsphony doowmstication devioé carimectsd &y ar chy,
and egch reAki ¢ . Vi of the .hierarch i gher than
the | owest | e_\/(%ahlmfmg*régc1 ﬁﬁéi}cﬁé&%@ éénap?'?tifjogvregglﬁ ugﬁap%ﬁflglff,gﬁ EQ%E’EP?%’LW%nti ty
group corirelygivedeergotnset-type hiogivestsutiesse for ekarhple, the Seidaiitialien PRfscol O an
entity 3 igher level . JTypes of hierarchies may include a

net wor k gglf )82%%?32? @H’&“&’#’ Kipdmaske s%@?/‘%@%%??ﬁ?ﬁ)%‘}c(ﬁd’é T grasles theMsdiahi es
of users QatewasEontyol Pupscol GHBCH)Sthe Mdgier/Hi2aB bt orhe QEMPESLERL i Ve
groups and renber s a{%gbot er%i erarchies of units and groups of units.

20 SEP 2009 RIYPYLEa'6 bpCiscosyTemsdne. -4- One or nore NDs of a

conmaesi cat i onSTHESIPPidtodRYs dbEKEd GORT @§P@?§I€5gsﬁé§)§}9{gliﬂﬂ£@c;d ﬂ@to@&r%te%& for

configuri .the ND. At an&ﬁg}i;ven time, an ave a corresp ng ot her
entity, fOERERERIAsK Eorerll P kasiesMarchsil A2P. t Hee HIBR3 pivooawhis describedwbyiies

(e.g., enRicas S gatd [prise)...5 Fyr r, as
descri bed gbovg?la_lgfaeclzeh%grg%l tyh@.%@& @951’5%'&?}%?‘% ’ﬁ%@?ﬁ“’%ﬂ@'%ggﬁ%{?ﬂf' of an
entity gritaspd Mt MediaGeinmynzatomsBystey, Gemavp, Swiyzelend)Februafy, 2998, €Ty chy of

entity gr jties. 4t oft i i_ra w val ues for
cont 1 yur SnERoAL LIS eted bRE RIS R KV H 248 e MDCE mpteesh chy
so t B4t tihdeseribéd i RFGODTO®BIf Aeplber B9®gE control over the val ues of

configuration paraneters for NDs used by entities belonging to the entity
group. 10 For ‘Lgﬁ%\[ﬁﬁliuﬁl,ca'i“fnsﬁﬁ?v%]é%ﬂ"lh@élséveFﬁrnewr&éﬁYlm of vasying
depar t menypesf inshidRig} fhétg &Bert ' ; f4é | araneters
to be apgjlqi) ed to a:’g.lI NDsg used ég’eie#r};prbﬁgyggygfE@ﬁ%&%@’p@?&ﬁ%ﬁ#%%ﬁoﬁrﬁgml e,
t he deparfPHBHITfaainErma ompyial, aavorkstatan rmivicdmmuetor sarver, athanm@patisment
supervisor's ND. This value may be a constant value for all enployees of
the departnent. Allowi ng an administrator of a departnent to define val ues
for configuration 15 parameters may allow the adm nistrator to enforce
departnental policy and define privileges for particular enployees. It also
may be desirable to allow | ower level entity groups or entities to define
val ues for paraneters specific to these entities. For exanple, it may be
desirable to allow an enployee to define an initial volune setting for an
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configuration paranmeters. Thus, to allow one or nore entity groups and/or
an entity to define values for the configuration paraneters for an ND
corresponding to the entity, the values nust 20 SEP 2004 W3 bSER 12880

PCT/ US01/ OQ&% -1§-7 be predeterm ned. For exanple, a consultant of a service
provi der th HF 1 des a service for an enter prise may conB&l/USoioptil

adm ni strators of each adnministrative giloup of an enterprise and/or with

i ndi vi dual, enpl oyees of the enterprise to determ ne values to be used for
conf i gur aflfdee: e examples 8 TED, 8 databasepotvatchibaub, Tridges onter dthat typhefiinkiyg

predefinegqd; ; the values.for_a set of
confi gur at ?\ggg’ggf g%?%%eﬁ%&%g%gﬁfe ’t%ﬂ@ﬁ% O%? V%%Om%tt?nﬁgmﬁ?é one
or nmore enpl oy &&k maube drevpeditogettenconexampie acopliny RaHmBER ;s isBated bl ON

par anmet er configured to have val ust onm.zed by the enpl oyee
after ini |e;$% f’%g%ha % %Hllg thﬁrf?gtngg?s’&pe@gﬁﬁ? gﬁwt&gamgéﬁp%’%ﬁ?é‘( SMRPUETdete e r
definesl valanefactitesnf NIy, letinesSNDvithindSetiBHoBbI08¢ R 2 RieM1Rf oﬁ%ﬁ@uﬁ% of
conmuni cations network ﬁ{l@r exanple, a ND corresponding to the entity or

anot her PhRe eated and a loeisad repesssusation of sachy hieraphy wisydie rofintaivied (i.c.
t echni quesibhRyd) dﬁBhaéﬂﬁoféW&ff tﬁ@éon%lﬁﬂﬁi'béiiéglé‘ﬂét%rﬂ?ar aneters is that after
S O con

the ND is installed, many of the value I guration paraneters may be
fixed, and |it¥wghesra epgmenientiongoetaoikonaydiave leee Mbmumeynebrorkasanyild. alsert)

wi t hout - LNl Rg, Ditself.,.the valu of the man

confi gur g%ig gﬁ%ﬁ%ﬁe@%ﬁi&bﬂﬁgtﬁ%ﬁa%% tftﬁl?’gbér\rlaasﬁocﬁ%f’ 4 B’éthfipﬁmcll“#aéiﬁ? O} 1BRY Sl | d

co mfm e c atridepmldnmcxﬁ/ankparti_asarlc dewica gnﬁErnelo)f/orNDSuﬂ‘[ BR8Es, mﬂyaﬁygﬂogpﬁvcg getEer, gor o

configura econmes a tine nd_ cost rocess. Anot her drawback of this

t echni queg%gﬁqlgaag co??ﬁ%%&%ﬂ%?%‘%ﬁ? Sﬁge%?ﬁcrﬂs%rse Aii‘?’)?“&b’ St grouns ebeser ed

Wi th an emiy by creatd)ar@ng lopitalgepefn@abs m&meﬂﬁcﬁ)ﬂm? B@Hl%intﬁﬁec?(ri{l@.ids‘?&%{if hy,
ed va

20 only a single se f cgnfi guration paraneters ‘and their defi ues

i s persi sPRONEHIRRREIHSeEtERcoBmuRipRtiogR RstWOIK. Accor di ngl y, the single set of
configuration Rajs@BhPhsa FRMbEAIT ABEdHnhS 0 LRI §Sgntation of )
i nformati on about the}er el ationship béét m@%d’?%%xe%aﬁ%ééf%’gﬂoﬁ%dof%r t he one

or mofe cHHEIPHER: atuch mamhesrmerbsgotpadiegetengforesmtplgndcdriting o esramohy of

entity gr i nf e e current val ues. of the

confi gur a?#%{tégra}?}%rﬁm Fﬂs} 6}}{%&% d g&%h&%&%&%ﬁ% FIRRYeH ?5"? H’B@“‘ﬁé? AtHPhed

r egar di ngadehigistrativesgroup, ferexamaleyie wofk taar onh depaiicn®6f thaeaRRiRE. AthiéhRhy
singl e pag ‘B%rofset resulte fron%’t hg \{al.u bei ng defined as a constant by
an entity f;‘%d’p, SPrlvses e be.cresicd apd a FP@BESE‘aa%?P ek blegrehygmenbe  was
over ri ddemainyainesde(i.erstored)neit ok shod DRSS B cBibiuhic@BonsHetW@E. @n aggregati on
of val ues defi ne%?agl an entity and one or nore entity groups to which the

entit$’ bel ongs™S et SR Bt 1S 3y Vige) (9o, 3nONP), dfusey; ameanken (a@, @f t he

conf i gur adrhglBy ¥ AR Bthet Sle®Bital BMUF ah Yroak Bt its S &G ey i) nore
entity gr ou%s ;TZ. . ,i'_worek_ Sr oup and gepr@grtrrerllt &f;lgm\%h?&ghe%{ﬁtggﬁﬁﬁ?ﬁ%e.g.,
enpl oyee) 819BP Shefyitigs fingledinga devies grawp, weliahds a gedfupuifiNDs husergrowy mhidhhisti ng

val ue for i S eterm ned how tq assi gn value to
Uhe© 20 SRuP SRBoRORATRIEE eobb (4B B80S TR o Bt SR rmrrer o
for the sérgghisatipar(arstmployets.of Bhiesterbeise) 6 angtotios gh@lp dfueltslden oaRitpr nore
perso ( e ANELOr rg. adm.nistrators n_enpl oyee, a consultant, a

pr ogrgssmrelr%,eggthg b JBeTatS Y ntrf °F|‘8?7}/a5ré’§$en{e(5‘t %@%ﬁ%@&?%ﬁé{“ﬂ% et of each
entity aniemndhytiyclgies dphiraligtef ieveBGrahitd N@Hevto Wwishans WhetiHedhr nfite
parameter. .This deterjyination process nay have to be repeated each tine a

val ue of FUSHFITEPMG 1BhaMasevet of the hiskasghye andaanch gutifyteseyragorigepangs to a
manual | y eogfdf gayidterc8aGlbn LICALd i ;

conmmuni cat i ons net_vvorkg%\%h%iggéﬁwgga%deﬁﬂmﬁsEgérh\é%%@r%rggg‘ri%dn?&m’ch one
or nore NIBSCREAR HHEYEAER epiresppndingde dheyhighest leel affiediierarchp; wbomgs emaepsite nt
stati (&W@ : alized intelligence for the comruni cati ons network
may rrﬁ?nt ai n gf’%lé.%g%gg%eﬁ.t hat 10 includes val ues of configuration paraneters
fgr_ one or norEypudef hierarchies mayein F]luddnahetezbrl@dhﬁh d&i}ﬁéra@hjlbbf NDfs&ﬁd devi]gg _
adm ni stratjve grou as _the apthori t o change .a val ue of a, configuration
par anet ergr ft"%‘?s’ 8%@ gﬁﬁlp ?r@mﬁ’ﬁﬁﬁg‘r‘%‘?rscﬂn&r/‘% gé‘&}’ri’is’rﬂ%éflll’”ﬁ??% Hergishies 8hd t he

admi ni st raintinisttetbier@Suristnd therhers, Rl MBdrUgerdlchiel 8f GARInd Bl RuREl anet ers
may be changed, for exanple, on the NMS, and any ND affectéd by the change
may be notified of the change. The ND then may change 15 the value of the
configuration paraneter according to the notification received fromthe
NVS. Al t hough such a technique for changing the value of one or nore
configuration paranmeters fox one or nore NDs nay save tine and cost over
manual configuration and re- configuration, such a techni que does not
remedy the drawbacks described above with maintaining only a single set of

o S _ e e e o,




The hierarchy may be any of a plurality of types of hierarchies, for
exanpl e, an adm nistrative hierarchy of an organi zation (e.g., an
enterprise) that includes one or nore nenbers (e.g., -enpl oy SERMH04

possi bly ogg)08uggre adm ni strative groups (e.g., departnen?gf WO

01/ 71979 - 72 BG¥EP 2004 PCT/ US01/09011 of menbers, a net SiTKUse90s

hi erarchy of network devices and devi ce-4foups, a user device hierarchy of
users and user groups or another type of hierarchy in which entities are
grouped t oget hOns of moreXRapf & coraumnicationy netwark mayhavecaradpsadifut es that t he

entities I h syst.e nd, net hod may be used to allow
entity gr gﬁ%{sgﬁé#‘g’éi’%%g‘}r%ﬁ";}l%?%ﬁ%“%ﬁ%‘?ee%@nf“&}i’igb‘&?nﬁﬁedé?Nhh megy b%‘felfes of
par amet er sorraspohdissothemdnitityg fart dxainplel @ 8etwiotltudeh Bsiv@tHeasD ORhd M e B AWNtHRE
defi ned vel ues E)efaffect.ed, for exanp] e, overridden or added to, or not
af fect ed, ?%’re[@él‘% gt an ergapization (8. PRICHESPhed as constant, by val ues
defined for a Batferpaldeseibed aWePéa'&E'én@t@t(é.’g){I\gj,%asoxarhexﬁbéﬁﬂn%? gggg#tok%‘ in

the hierarchy. Thus, the attributes associated with one or ues

defi ned b§HY £19B And e anfitiyind Aetiarowmpy be par obp bierdrclOofrotityrgrbumsfahdr ded
to entitye@hiRYPR I 'Hﬁ Epé' [ or di.n for a
col l ecti 0?1 g;f par0 g&rr%'?s eéésgﬂ%ﬂg? mvﬁ gﬂﬂé\}aﬁaﬂgi y t’%é%éaés‘awéle aeﬁé\g)ctfeoggﬁg‘%gdﬁa?y, one
or nore coOHity giounof o hissarhky sathat thy ertity guivatrhaynapplyhenendontry] @fedthesvalues of

correspongi g [ at i sets, contribute values to a

sub- set o?dx{}%'g}aggﬁg P g‘%ﬁegegp%f gicﬂosn'*sfggﬁ SRS b%%&%ﬁ%?’&.m&@ g¥Pan enbodi ment,
provi ded is a Borgxhmblel ftinoyrmtdesiabiy fofl w6 bdrfiadiratdd Olf U deSarfindi® BPAM &fterprise
readabl e i~um n%se{?i rst g%ir’_‘agnal s tangi bl y-enhodi ed on the

conput er - ¢ &3’5?’%‘1 F GeRTisHFAtion pgrametersitor berapplisdito AR psadybyesepdeyess efi wi t h

a communi ¢aldemiendhe! PO dkadit, iRAHepARhAR Iy REROE vRlue TR Encblbi i dREOLMRR. Of @
hi erarchy of entity groups, a plurality 01’y sets of configuration paraneters

for confi PTG SURRIViser k NI\ This valne mai be areonstin anlue fier albtmployees Bite set 20

correspon, it : Qi f entd t [ OHPS d, for each
set, for %%g%fﬁm%%%%%gur at%&gﬁqﬁgggﬁ‘g er%?tot%ﬁngg'?ﬁa%#’?ﬁ%@]%’wﬁ\nue f or
t he ctnf i RprRmetErs mayamwmethe administatnytth enfosrhisgartreaital polibyiasd dofie peivilgned to
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entity groups that may have influenced the current values of the configuration parameters.

25 Thus, information may not be maintained regarding whether a current value of a
configuration parameter of the single parameter set résulted from the value being defined as a
constant by an entity group, or was a default value defined by an entity group that was
overridden by one or more entity groups or entities, or was an aggregation of values defined
by an entity and one or more entity groups to which the entity belongs. This information may

30  be lost after the value of the configuration parameter is set manually.

- Therefore, each time two or more entity groups (e. g., work group and department) to
which an entity (e.g., employee) belongs defines a constant value, default value or

contributing value for a same parameter, it must be determined how to assign a value to the
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configuration parameters of the single set and the hierarchy of entity groups that may have

influenced the current values of the configuration parameters.

SUMMARY
25 Provided herein is method of and system for organizing a hierarchy of sets of one or
more parameters, for example, configuration parameters, maintaining the plurality of
parameter sets, and combining two or more of the plurality of parameter sets to produce a
single set of configuration parameters (i.e., an entity profile) for an entity, where such entity
may be associated with a communications network. The generated entity profile may be used
30 to configure a device, for example, a network device, associated with the entity.
The hierarchy may be any of a plurality of types of hierarchies, for example, an
administrative hierarchy of an organization (e.g., an enterprise) that includes one or more

members (e.g., employees) and possibly one or more administrative groups (e.g., departments)
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commi ¢ apnensratinn nevarket@rsfly fivet entityansictimed Wit a dominuhRbiidns REwskbaREEWOr ks

in any of jety o . For exanple, communications network 2 may

i ncl ude & eg?nxir@%}siat%e%;’er\éo\%%iheéﬁﬁﬁ Rge GOURS. A Hhe coppywications retwbrkd f f er ent

porti ons influddse computeRreaable Rsednl WPhKsytenfnEREEY RSy Zfo?t@trfe@iﬂg]ﬁ‘daﬁ fid ons
e.g., owiled or

network 2 may incl.ude sub-network 7 corresponding to | eased
by) a fi Fg‘E“Pé'i“rf' e %8163%? plumplite ofsatpofconfsyratoniparabetamstfoncdafi@uring a

cor r espomndtwigk Heviee i g i.dge lnc.). . VWO

01/ 71979 - 13- 20 lsE%ﬁgggﬂm%%hT% %@%’*ff‘%s%‘% &%f%f&négsg&g&a%q ﬁ%@%‘%ﬂ@,ﬂw 8
exampP e, °8%8f herndyigoupsand for eaghysety forone o medk dopfigurtionparaseteys, g set

provi der ge BRI L.ce. i der I P. i ch nma rovi de_a server,
for exanplfgﬁgssl?s 6 to?glr? ?@#%%‘ﬁ%é@ﬁ%ég&rm o5y Stﬁl\@melrﬁ%‘ﬁu‘geéfﬁa%forprovi der
servers Rembpingthe ellsaiitszr of gets ofcmnﬁgtlmatiﬂmp&alﬁéﬁéﬁfto @tdaue@w@:{th% pRifilé B the g
communi ¢ net wor ._Eor. exanpl e, another, service provider may provide
service Eﬁ %étgﬁgtybﬁthﬁgpétyar?ép ’%ﬁ‘b&ﬁgf‘%’i Qe fonfgurathon parameferseaadtincludes, for
sub- net weadt, paranetexs awbiresposdig HeluMaikrld fiohi SRR nélﬂra'ii LGe/egme Wdgets,
Inc. _.enterprise, for admnistrative or other reasons, one or nore of the
NDs df ofPrteuEHionmagnesdsoci ated with the sub-network (e.g.; users), may be
grouped toget @k faal i t roup .t t her network devices
that share corrm)lrcle g%r %Spimtglua:agasetg%—egfo%g(eg%pq%gfrg%[%seg%fgnﬁ%i)oml}dq‘?thﬁrl “rﬁ?ﬁ"ﬁ@ ND
14, may BRd ghsoisees ofthese gnbedinpmtgwitlie mére réxdilguniistob@ ind Sy I AR okt 0 a
networ k device group 17, while yet other NDs may be grouped into a device
group 15. Network device groups 12, 15 and 17 nay be organi zed according to
any of a plurality of shared attributes, for exanple, each group nmay
correspond to a particular 15 manufacturer. The groupi ng of NDs may
strictly adhere to the topol ogy of sub-network 8, (e.g., if a common
attribute shared between the NDs | ocation was within the comrunications
networ k' s topol ogy) although such groupi ng does not have to strictly adhere
to the topology. Further, other entities such as users may be defined to be
associated with only a single ND, for exanple ND14, may associated with
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30 exanple, 11 and 13 (network devices not shown), also may be groups of
networ k devi ces of a common type, for exanple, device group 11 nmay
represent network devices of a TCD type and device group 13 may represent
net wor k devi ces of a personal conputer type. 20 SEP 2004 WSEP 120081979

PCT/ USO01/ 09011 -14- Further, device groups 10, 11 and 13 may be grouped
into one or nore higher-Ilevel device groups. For exanple, device groups 10,

| 1 and 13 meyle@tlbd BRLA ﬂvelé‘b,ewﬁféﬂ‘éhc\%&‘g\ghiad\ﬁ%e&etrgﬁkﬂ he actomrlny . .

correspondi ng to sub-network 8. Further,

device gro j to a group of device groups serviced by a common
service 5 g?ggﬁggﬂghggr exanpl e, a group of network devices serviced by
Service Provider. Corp. Further, each ND of communications network 2 may
correspond to on® %f aﬁQﬁcg thwventigpprowdeswymethofof canfigwyinge pregramimabin

enpl oyee of Ac Wdget, Inc. who may have a network identity of User 1.
Sinilarly t% eaggfa’é@é?m%aatmwmcpnespes@iagto a first entiyraksodenédwith auser s may
be grouped into one or nore user groups, and these one or nore user groups
may be fur taegrmurgcaiops peiavorlnwithanaluer form tetephbhip pardfifer, OV RS#BIR thd Sfift5 isBY be
grouped together for a plurality of reasons, for exanple, for having a

plurality ahembérioflatiiearch of GRNTY Broups) the XGRBicatiR StWEY Bfindik! g%ed
t oget her according to an admnistrative hlerarcﬁy of an organi zafion to

whi ch the ysarf ] - eX devi ge 14 may be used by an
pulerefdste IE&{IUIE, i e‘?hocf]@% g ag};seog.e 1

enpl oyee of Acne Wdgets, Inc., ere 5 belongs to a work
team which bel .a de t ment of A Wdgets, Inc. Further, Acne
W dget's, |nc. aggp%ﬁeg’%ngeﬁ?rg%? ?thawﬁpﬁgﬁ@cﬁ PlyEdityef setirfer an
adninistrativg@ﬂrou corresponding to a service provider. Fig.1is nerely
an illustrdPPk @%ﬁwwﬁ&er I SOTH IR A 2 PResTemmahlsticlephony donwhurdéatignone or
more sub-nefworks. Such an illustrative enbodinment is not nmeant to limt
the scoffe &evisoof the communicationenetivaikywhsstin bawhtsht doetesporriodo bishep Ve
merely for illustrative purposes, as any of a variety of other

cormuni cat iosnae oftheentity groubss arit whérelrdssh sayiefiidsla wilidop af 26 $fOPE Of the
one or nore clains set forth below Although the description below of a

met hod and cexfdeabd SRESF Ad ' ' oma,plurality of CPSs
cor r espondi ng %Lg erﬂﬁry gr oupsﬂg?aggoﬁ%{rgérﬁcrﬁégifvéfu é‘élrca“ 6888%1’35?‘?1 BPily in

relation to admgy | 0, n.adnmnistrative hierarchy, such

net hod and sys{n(g?z %%'ggg% 1?%21 E{ %tfsgﬁy) f%f’ggglﬁ?tﬂﬂnamrﬂ}et@fs t0 prRdiice,pn

hi erarchi e ent.t raups, ..fox, exanpl e, the device groups and network
user gr oup%ntgt&%?nﬁglﬁgr tﬁﬁ%&% enily whetewle gntity peofila comprises age or morevor k

devi ce, _network user, or nenber of an adm nistrative hierarchy such as an
enpl oydd) 8%‘5{%@1%@ qmetgrs dngluding thedslsphatiymgrametertind 30mpnises, farzadie. g. |

devi ce group, network user group, adm nistrative group), it nay be

desi rabl e P#ragéterypecostasporsiong vajue assigned framooretofitise sloralfot Rtadfl entities of
an entity group, and to allow other configuration paraneters to be defined

i ndi vi dual konfignratimagiarandtérsyincludii@ thd-{aldddSirmed For A0 tﬁoﬁggﬁaﬁg{&]‘ﬁ%ﬂ 09011

Configuration paraneters may include any of a variet ranetetrs for
configuring a deyicest Hﬁ&n rE A uch as a programmuabl e
TCD such the xpgdgs? ggf'}%\blfr?{gc}ﬁnégi gé%rpgbég?%%o %gg&éﬁe;ﬁ%@s Fogﬁﬂlanagﬂ’ﬂﬁge
configurathaqmﬂgﬁﬁﬁg{%Qiﬁ 0ﬁ%ntrol settings for volune control, display
control, security é&ure ;- application paranmeters, network addresses of

t he network device and one or nore other network devices, for exanple, a
server, etc. If a network device is a programmable TCD such as the
xpressaTM tel ephone from Pingtel Corp., then one or nore configuration
paranmeters may define: control settings for applications which my be

downl oaded to the programmable TCD; call control protocol paraneters, for
exanpl e, paraneters for the SIP protocol; ringer volunme, call waiting
capabilities, speaker phone 10 volune; an address of a SIP registry server,
a SIP proxy server, SIP directory server, an HITP port for phone set, an
address of a deploynent server, etc. O her configuration paranmeters may be
specified for an xpressaT Mtel ephone, for exanple, as described in The

Pi ngtel xpressaTM phone Volune 1 Installation and Configuration avail able
from Pingtel Corp. Also, any of a variety of other configuration paraneters
may be set for a network device. 15 It may be desirable to conmbi ne one or
nore configuration paraneters defined for an entity and one or nore
configuration paraneters defined for a group of such entities into a single
set of configuration paraneters. Further, it nay be desirable to be able to
aggregate one or nore val ues defined for a configuration paraneter by an
entity and/or one or nore entity groups, to define a value for the
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Configuration paraneters may be organi zed, defined, maintained and conbi ned
as described belowin relation to Figs. 2-9. Fig. 2 is a block diagram
illustrating an exanple of a logical representation 20 of an ég, SEP 20

adm ni strative hierarchy. The | ogical representation 20 includes 5 \
plurality of adm nistrative |evels: Seréi ce Provider level 22, Enterprise

| evel 24, Department |evel 26, Wrk Godp | evel 28 and Enpl oyee | evel 30.
The hi gher the location of the |level plane along the Z-axis, the higher the
corresponding level is in the adm nistrative hierarchy. Each |evel
represents, on the X-Y plane, configuration paraneters of the correspondi ng
| evel for which a value nay be 30 defined. Each configuration paraneter is
represented as a point in the X-Y plane. Each |evel may include one or nore
CPSs, represented as ellipses in Fig. 2, where each CPS defines a set of
configuration paranmeters_for_an adm nistrative group or entity of the 20
SEP 2004 WO 01/ 71979 - 16BRBEFORESCRIGIIAN QREHEIRRA | evel . For exanpl e,
servi ge provi @mg&g%gg’z may include CPSs 31, 32, 33 and 35, where each
CPS defines a _set of configuration paraneters for a particular service .
provi der. For Fégdrippdiagopsihstmting aumanplorft commanfi¢atancheaivotker Vi ce

provi der and ftg Whi ch_CP defi,nes val ues be
financial para '.tzggégg%?%?b%ﬁé%%t%m?ﬁg %%Agg}nglafprggp.ﬂlegogg%vi der.

Al | owi ng agmplistrative hierathyCRSudingra slatityestonfigiritidd pRahfMelet CRABLRIIRLI6 OPE
of adm n%tl e contro{, to ,be .defined for each adm ni strative group or
entity c 4P BEPUPS Of the adpinistative Bieraretiievel . For an administrative
groupoor enti Fyg. 3tk Sloek Anrars iI0REMS0 At ' ' rameters
included . in theg, CPS corresp.ondi1 ng to the grgup??%ﬁakea%tg#tas%glﬂ—%fb?lo exanpl e,
CPS 40 déPplmentinggideasb Pervionsé tasupgiral geptessatation of 2 histrechyasf cORSpurdtiorand 43
may defi perfRRssdi@r a sales departnment and a custoner service department,

respectively. An adm nistrator of the accounting department nmay have the
ability to defigé ivaflgwehdrbillustatinggureasmple of anetirtdofyendratiRSaniéhtitpprofitay

not have e I hd fitre val ues for configuration paraneters of CPSs
41 and 4%%%ﬁ%%%é%%98t%°&ﬁ%a PREUFP erent scopes for different
adni nfstrat i vEigyr bAHSS e adlotichive ihefratinpemsxiRpledfelmetibd §eo’Mining a

adm ni strfti%{}g gr %fgﬁﬁé entities, of the sane | evel may have CPSgs t hat
defi ne vAMNRLY phyoniielialion parametars.in acpoydance 3y acombining pranedire seiptoglucean
el |'i psesemity pagilgal representation 20, CPSs 36 and 37 of the Enterprise
adm ni strative | evel both define values for one or nore of the sane

confi gur at i onfi8af ahefleweharkidlugintiopss exampln of 4 Betifodidf peaBtide paeitite ptofile;
-adm ni strati vggl L : re.of the |evel
2230y i nel o oo el BRRBATEL i F 0 BF reiBlefisfon pu e
par adkt etheircarespradipg ettribitags 34 al ong the Z-axis shows that the paraneter

defined by (X ; val ue defined by.servjce provjder CPS 32,
enterprise CP)%’gB%,}S)%ggéraF’ a&éﬁf@b&ﬁ%aﬂﬁf{arﬁ@&"?ﬁﬁ%ﬁﬂ@@%ﬁ“&mﬁe‘{gwﬂ@@QS of

| evel s 20fB@,7;25 respectively. The |ines drawn between CPSs represent a

hi er ar chi cal ﬁ-elélt_i o&aghjpg b tweeml the,CPSs. For a first adm nistrative
group of an adm nisst et HOY qiegran ilysfating anexampla off atysigm (08 Sepesiing®ay be
associ at eslitypiofilofiemer plifaliey Grbeisf sbifiluktBnGafiiRie®f entities of an

adj acent lower admnistrative level that belong to the first adm nistrative
grouf. For exanple, as represented

DETAILED DESCRIPTION
Fig.'1 is a block diagram illustrating an example of a communications network 2. The
communications network 2 comprises a plurality of network devices (NDs) represented as-
30 squares, a plurality of network linking devices (NLDs) represented as circles, and a plurality

of segments of network transmission media (e.g., wire, cable, optical fiber, transmission

waves), which are represented as lines.



30 by the straight |lines connecting CPS 32 and CPSs 36-38, a service
provider entity such as Service Provider Corp. may be assoc'bﬁtgélP L h one
or nore enterprise entities such as Acne Wdgets, Inc., and®fhe e rprises
corresponwagirw7CPSs 36 and 37. 20 SEP 2004 WO 011 71979CPUBi1JB01Y 09011
-17- Anal ogously, a given adm nistrativeg,group or entity of an
admnistrative |level also may belong to"one or nore adm ni strative groups

of an adj acent phi Y i: ) |
Smith corres po‘%}dnlI ?\%e%no CPgHﬁtprrlr%%h%gjfbﬁé?%%nﬁér&%%g% plﬁﬁlugglg’r %?s{%%%ﬁ%g to
CPS 42 asthingsranyeiaeariply afliemputersi fpnexdmple, aqemoeatdonpuEBSsmdifframd 44.

Alth h 1,0l Ve d.entiti fr. ly d i bed h '
as. bol ong i §BbaReRL CHERR RN BB s o RO R e R S

consequentelephonyosimmibnitdtnCBSdce (TAI) 4 ditekshse, lor hagoLalareppstabstitapds@f 20 are

shown as b%‘ivn ierarchically related to a CPS of an adjacent higher |evel,
this is nt gﬁ‘%?ef‘he case. Optionally, an entity or administrative group
does not bel ong NID &a B‘oﬂNﬁﬂh@ﬁib!ﬁ:aEfe%‘ﬂﬁwﬁéhﬁ%} aAdbARRhe Phdkalorlagiel . 10
and, consequently, a CPS may not be hierarchically related to a CPS of an

adj acent PRtyrayscEmgals of rapsnaissiprymedia.) Bprexpmdlenas s »Ayitehs hubsideear oup

or a depalL, N m#:gpgld% t A Inc. Such an entity may be
an execufllrove of ?&?:#ee W dget’s, Oﬁﬁb&%%{m;hn\g?‘ﬂgrﬁ{eg?ﬁ cer, director or enployee
of Acnme W dget4n SPAds andtips éyneadiND.oAniSESiina sgresradenfiguéd tbpravide pavicaent or

wor k group.. Accordingly, CPS .45 ich coryesppnds to Jane e be

hi er atchi %3?ﬁu§c}e$gfq§ta%5¥jf%e %ﬁ’g‘é% ,Fvc\% ﬁ’fmhog?’ o %H%E?Pg?ﬂyc%mu%ﬁ?@?%a%f%ny
CPSs of t(egy. deDeitier@rtwdrk) @h SPS nfdy Helad NI tHat fro0ides kigvet a ity fseivli¢ddFbr at ed
in Fig. 2, A:CPS corresponding to given adm ni stratjve group or entity
may i ncl Ul tIeRNIBE CORRTIRSAPRs DebEoTS TRt s SORRBHIGr QPeRHID8, Wariaveng BYda CPS
Cor I s ponginiifiisteping Y RRPhSoM it Enctiol £ RBne bPmYRY 14Ds bRt ven

adm ni strative group or entity belongs, of a higher level. Further, a CPS
may def i neonyaieations petidrlanet ers for whi ch no other CPS corresponding to
anot har adm ni i N@Eg ' h Wl i group or
enti tgsr bel ongsrl,sﬁe(rg?Nz]iysgl g e%gggg%%@a ifo\i}g aﬁ%ﬁ@ﬁ@%ﬁg@%a lﬁ%eg For

exanpl e, asrhuGratiops Aetwfork Be wor k group | evel bel ongs to the Accounting 25
Department of the departnent. | evel. CPS 42, .which correspond 0 rk Grqup
> et i nos o ViihenaREF i ieatintS nemogs 7 B0y iy 6F b SERGHY ARNDR R, Yoy
CPS 40, VKLDb destibes finthe Batson bpslicAgeount i ng Departnent, al so defines a

val ue for the paranmeter correspondi n& to coordinate (X1, Y1). _In contrast,
al t hough the ALSEAEPKgaEPIrehbhe THD) hadscangblackbeing amperammed,dor eample 30

ent er gy i Sith 6¥&br mbRI RSB A PESBnY R alpPborhifRaPRITTERAY e LEsRANdI ng to
coordi nate (X2, I’Ynz:l , Eu@lﬁsalpg& whi ch cgrp?%ggpongs to Acrr% W dget's, Inc.

does not 'gepheny syster ayehifesture sichibat ape eamoredelephopy anplingtions defioedipnthes (X2,

Y2). = 18- U, . i ri bed
"1 ror e GSRa A ireton devic play S hndled ki ot in REGHATER,

| evel s of oremcwsthmeri ppemist), irslepéreleatlyc bfja tendernthix cdafroliee develapmentfofithd dree crane
par amet er_may enabl e adm ni stgati v r Oups entities at, each

D nt st rPTEePh erpeaas St a fodirhy e Ty Bt cst-3uRbn e Sors e

val uezs0f Bing@hkprassa™ b Ringy] DERSRAtionfof W dtRin, Mdskdchbisties 5 may be associ ated
with the values defined for the configuration paraneters such that the

val ues may be H@@W%’IWEQP@%Y kstve g etensible e ephapn Y SEEM AHRBIIRCTWE| ue f or
the par an®icRkhat ﬁiét@léﬁﬂ&hy':f'uﬂgtio%aliﬂyldéﬁﬁé@ﬁ)&%o@&:ﬁdﬁ%?%fgiel@fby%dhiﬁg it &bhony

representation 20 of an adm nistrative hierarchy, ogi cal )

r epr esent &plig#iops tathe T Gy Fuhsresveh 2 pogrammelip §€ Doman be eapablyiod sontradiing a
exanpl e, r i ier u i . 2- 30
0 may. 1 oy BEGH b BN RPN BN il Bl G A3 T S0t RS g it cind

hi er asoc hySIP; 85398¢c MGEP Yl legard/H\R48, and the Shinnyeltation pedtoéd?Salan forastplephorico

devi ce groups and network devi.ces _or user groyps and use respectively.
Logi cal _%&@ﬁtﬂﬁ%‘ﬁp%cwgccne%ﬁgf XFPley %s& FrssealrBed RAEY BPOZel ogi cal
r epr esent @@ iniOAtichs BhRaeH Edihe@lionaditudchily ahd ¥A Us6 ¥ Afferer? el cétrol protocol
illustrative enbodinent is not 15 neant to limt the scope of the one or
nore cl ai ¥ eadtcopBedtionpel ow and is provided nerely for illustrative

pur poses, as any of a variety of other |ogical representations may fall
within the scope of the one or nore clains set forth bel ow




The | ogi cal representation 20 nay be inplenented using any of a variety of
data formats and data structures. For exanple, the |ogical representation
20 may be inplenmented 20 in | ocal nmenory using software such as a
procedural. programm ng | anguage, e.g., using one or nore nHeCcggpigyRnd/ or
arrays, or an object-oriented progranm ng | anguage, e.g., using one or nore
cl asses, objects or other abstractions,: ahi- may be inpl enmented using any of
a variety of database technol ogies, for exanple, a relational database by
usi ng one or nor e Thgogmuisaticadhatwork 2 ivm wibjch thic-fibst T EDtresites plaplaas gnyltf s USi Ng One

dat ' loRfdi [ ' dat.ab d b
ol omnt ol ey oy uong ot TAE okl AT oBlendk 2 RURAN Shnsdty e Bhse

file systent| r
for exanpl e. cammangationyristwaicstadhiiopto any pf wribty of ®iralés prdebeols, sy SIAVaN@y at i | e

di if Wik~ |Gtk . ofr. t
L e R R
, C 1 rk©br |
Access Menor e ¥vbtoco] Bififed meggiigz_pﬁ gp‘{l}/avﬁl% gxl"f? glflltvyrzeigs neg”grkpr oxi mat el y

| ocated to and accessed fastéer Dy a processi '
i croprocessS’F‘)""g‘F“’&m@@iW@°¥B¢rgm',vdsandﬁb'¢umpdlccdlﬂv§.ce) than is a dat abase.

Panguages. the. - ‘z"fy“‘?@f@%ﬁ‘iﬁv@% e e 260, Bk e sk et | o

typical ly i s FEHPBP ifephdre of a5ompputer, Jf NP dxcitlephons itynasldesireblemipeetticly t he

. processi ng ueinipanigMiete Vi saltitld; : i he,l ocal. nemory. As
used herei n,-wﬁr{:{?a sttrgéh???)rl]" | S aﬁfﬁa‘fﬁff‘,’?%g@%@a pgdn ’%ﬁig"ﬁi ng, where

the |ogical Tepres fé"?’f%df‘g s1o5a8¢) A L. cavipepmeatfordeveloting tlatheny r eadabl e

medi um for sppbmpbmy, an integrated-circuit nenory el enent, disk, tape or

ot her medium A Lpersisted abstraction” is an abstraction tangibly-enbodied
on a non-vol ati | gpfeé‘g&oaﬁiaﬁbmﬁ%ﬁ%" gt%ﬁe-ewmaébava aTiBembodiedagla. Fig. 3 is
a bl ock di adeigrhone ﬂonmwﬁmmmpammgemmm? haw @,ﬁgg@hpg@tcg,?@ﬁg,\ ﬂ?ghema 60
for i npl eyTenafif@ofoukty R/ M%OH%E (e:PSs,*féegrh hi erarchy of "entities Tor

exanpl e, at Jeast part of the Blluf)eéi (Pophe pak bayeimgre dasirshie esgonetniy. 2. The
dat abase scHEAHIESEer petipipating in the telephune dall tteauenedal perpGic bl pUK: Yy hive a

confi gur at i gungi ' : e.configyrati pn set tabhle 72, a
conf i gur at i g’n ﬁo,tg??]aﬁént%r d%é{b?rg\fgéﬁgﬁbsm?gaﬁ?iégg‘? '&do‘ﬁmi PR B set

Set
par arret ers t"&g‘ls@"gﬂééﬁd Fer exestinle, @ mw;ﬂammt:'eﬁxﬁt&r aly ﬁl_cﬂlaépe;iatb&jjf’ @biedse [1 ce .
bar amet o s g%ﬁhgiﬁfimwﬁ“ &g{'ﬁ?%‘%5*%@&99?%%@%%?@?%%‘14&%3 mtabl e
106, one€ or &em o bave snomesx teh sveemeantng thr & 6hgda@iagd i N
confi gur at i epplicagibosypad fomBinging appibitRnd2 descri bed below in nore detail. The
ref erence para abl.e 106, ma ncl ude one or nore entries 108, where
each entry nay_n?fr??liﬁeé&g ‘51"f°é‘f°éf8’ﬁéﬁ‘c % SorARRien dexioy may iluidé 4 gleralitpiof (1 D) fi el d
].:L_lol fj hia 4na§P§’é'ﬂk¢e Pmnmnuwrnfe_mlei ﬂ'fIﬁNJEWtaoﬁq We {,ﬂg(% gplﬂé"d@ﬁm :ﬂu{al flag
ie : : 116, . a nohili ie and a e
field 120. %é’%gpsﬁ?%ﬁgﬁl@% Ifll’g “&H‘&g‘ﬁ’ﬂb‘"&% CReAnd yplgart applicaticas fiiniist & of t he
speci es i A FRPEAtion devies mdydntling af xplicaribAlnanEas BBl hk sl QR 258 oMY
i ncl ude OndndkBﬁﬁﬁﬂ;ﬁﬁ&aﬁén'fld ds | 22. Each of fields 110, 112, 120 and 122
gyay be any of aAvarLetydof, data t pg,i, df_qr. exaltrrpl e, a nunber or a string.
ields 114, 116"RUPLLS Fése abie By o¢ leddrdviitinsodgeabnizamiarest minag@§ Of the
ref erence patiquivespedtsofttltoRmiRiCatizhy, ongd 1o aranpter represented by
an X-Y coorc%ﬂg,h%ﬁgfﬁgnﬁ of the_‘aof’r%%‘é??gﬁ"veml“’@@‘e‘?" ”3‘5?‘350 of Fig. 2. For
each entry »the? 130 Sranng s wirh atherbatwork inyources. paviicplielyiTematd fier for a
- speci es*of companion device may be configured to Communicaté using a sumber of protacols, including
the Simple Network Management Protocol (SNMP), the Hyboertext Tranisport Protocol

(HTTF), Remote Method Invocation (RMY), the Hypertext Mark-up Language (HTML), the
Filo Transfer Protocal (FTP), and the Trivial Filc Trabsfer Protocol (TFIP). '

AMENDED SHEET
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oriented database, a relational database, or a file system. Such a management database may

be part of DBMS 306, described below in relation to Fig. 9. Further, to communicate with

other NDs, including one or more TCDs and companion devices, a TCD deployment server

may be configured to communicate using a number of protocols, including SNMP, HTTP,

25 RMI, HTML, FTP, and TFTP.

In addition to having a physical infrastructure, communications network 2 may be

organized into a plurality of sub-networks in any of a variety of ways. For example,
communications network 2 may include a plurality of sub-networks as determined by
ownership of different portions of the communications network 2. Accordingly,

30  communications network 2 may include sub-network 7 corresponding to (e.g., owned or

leased by) a first enterprise (e.g., Blue Chip Corp.) and sub-network 8 corresponding to a
second enterprise (e.g., Acme Widgets, Inc.).
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Regardless of the entity (e.g., network device, network user, or member of an

administrative hierarchy such as an employee) and the entity groups corresponding to the
30 entities (e.g., device group, network user group, administrative group), it may be desirable to
define some configuration parameters common to all entities of an entity group, and to allow

other configuration parameters to be defined individually for each entity.
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X-Y plane, configuration parameters of the corresponding level for which a value may be

30 defined. Each configuration parameter is represented as a point in the X-Y plane.
Each level may include one or more CPSs, represented as ellipses in Fig. 2, where

each CPS defines a set of configuration parameters for an administrative group or entity of the
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net wor k &89#%‘5“(‘)‘?{‘_%ﬁﬁeﬁé’&ﬁésﬁﬁn{iégbei ng performed or on another network
devi gs. 15 O hgthouph HeMERSsAIRfinE GiFffetknt ScdpBefoR Qiffdrant hkinibtiatite BRugibl LY
profile is to be generated may be received along with the identification of

t he enti teptitigsnf thsspme leveldiffejest aministafivergrayps of eptities M thecsams lexst may

numer, Yoy SCPSHHat dorfleQaluel adr rsmh@?;aﬁﬂe&%%F%a@@lJ SE AhVEHAbPR i t e

identificatlon. IS version 1den Ier té the' v
entity proftagieal rapresgnintieni2q,¢CREs,36pad $7 of the)Entgrprsecidhenisuativiedevet botboeing or

anot her k device as;bein he. most 20 recent versikon, of e.entity
oot 1 e. VRRESRS oRE o, H3rE SLRE e (Mg R ibn DS hn g CRSER: B dTE Bk her
t he receidepattriadt aministrudive dvel. specifies a nost recent version of the
entity profile, for.the entity. For exanple, persjisted,eptity infornmafjon
for the entity FAPIE PAATT 0P 9T ogg’Fg?J"égsé{%O gay nefudeiopg or pgre s

per si st edhanetihy/a vAILOfIFRh SiRelPiramBiet URG cRatBleSidiB4 AISHEME P-axdd sHohR RSt
recent 25 version of the entlté profile for the entity.” If the persisted

ver si on itheipaameler defined by {XneY g snayluve avalue defined byiservicernapviderdsPS 3hen t he
met hod E@&qls Res@ ' w@& davi ce
has then?%ltst rgcent}%gfé%}grr‘l&% tsh@?ie{éne?%o%gpr of | eé%ﬁ%ﬁg% P@fé}”\@g 5|2§61t IS
det er23i nadspehtatelt.ne version indicators are not the sane, i.e., the

persi sted versyon.indicator is ater thap. the.receiyved .version i ndigator,
Phen. i n ot 11k lief A ionich GEEIbRernl sttt R PR e Ch SR,
be used tRDrgﬁ'ﬂaraﬂjrﬁnihﬁ’aivel’g&daﬁy%fmnaﬂifdhﬁstraﬁvé wvl@BtﬂeJ\/IﬁgUadn%]iﬁis{riti\ieSgrdlqi mgyn' ned
in Act 144 that the.received identification is vali then in Act 146 it
may be p aaf»%%e%#%em oryaprEAdRIRIgaive e1oips o gptities ghan adiacentlomet on

i ndi cat oradeBNisfivelvel Bzt velss: &) @8 ﬁrsenaaxhinas!@ﬁﬁo@%%hly.eﬁoﬂ \d, heRblRentsuch
that Act 145 cannot ~ WD 01/ 71979 -26- 20 SEP 2004 PCI/US01/ 09011 be

per f Pnedy Be staightlises eenneding@pS B2 apd £PBe36-88. asgrdernovidet satigesuchbem Act s
146- 152 i : ' ' i L0 s val i ' . Qf A Q0o
pr ocedur o oy P St sihe dobdele ich Spd B stk ol B s BETABAP

met hod 14Widgetshbicngng dref amtanpisels comresppodisgta GP%s ifsad I70ggi ng onto t he
comuni cations network, then a first conbining procedure may be used. Such
a first conbining procedure may be a default procedure that is used
whenever a user |ogs onto the comuni cations network. Another procedure nay
be defined to determne an entity profile of a network device in response
to the network device being powered on. O her conbining procedures nmay be
used for different scenarios. For exanple, in




1 o response to a particular network device not perform ng properly, to
determ ne the problem a particular conbining procedure may be used to
conbine only certain CPSs associated with the entity. For exgm@ pl y
CPSs correspondi ng to certain levels of a hierarchy may be conbined. By
imting tWO®BEY%t hat may be conbined to generate the en®iChyuspreshii e, the
CPSs causing the problem may be isol ated7-15 For exanple, referring to the
|.ogi cal representation 20 described above in relation to Fig. 2, a

conbi nati on pr deeldgeeslyvagivieradministuative grdup o entty of aradroinistative Bielad

.service p i e [ and departnment.|l evels be_ combi ned to
generat e gﬁr%yleb(r% g {0 gl;egér{)qn%rﬁggﬁnméﬁragﬁﬁ BrRROfAn adjagent padmingsEative level.
Accor di ngFyr examples emipidyee SghneSthitt doriessdndin th @Pswmayﬁsﬁlé&grm Qb &8@ 232, 38
and 40 may be co |§e(gl? %fd CPSs 42 axr,:g 44 not conbined. Thus, it y 20 be
det er m net®FHBPHENS Bt ATACRRCEFISRN B Riraightiling sonpsating GPSofhar®fi4 h i s
causeds by val uash | s natsR af4 edidhs I y r espondi ng
to John Spith ma ét%féi]‘i ne, ap?)l [ (%z?"ifbgns f_o gggﬁo% E@@nﬁsgﬁf’gﬁ eegtp%sn a TCD at
whi ch Johhelenging tq an adspirishativermpw oframyaditedrit highamleVel cand; conspareatiy nedss of
associ at egheVidd iBise g jons. |f . TCDs.at ich John Smith
has 25 beer?\@vp\og}lél ng f:egglﬁll%ca ;‘}"?ﬁg’%‘!‘de‘fz?’égfggmém S OREE eéﬁ'i’fﬁ?ifﬂi’f ’feiatt?fptor?ay
run a par EPSwf an adjeceint higher lpved,obids mottabvays tier aate @ptioally,tay eafi§fdrl € for John

Smith, whege. thi rticul ar nbi ni n rQcedure does not, conbi ne the CPSs
correspon |rﬁlgrjﬁsttaIJ 8&3& rolh%ﬁ?etsﬁl.c’t ﬁ%ﬁ%’&%@iaﬁ%fig’:‘mme A rdigespt highertlevi ch
John $mi t nd, sonsequently, 4 SPS anlyigtbekierafdicalp kdlsed i0\CPYbf ﬁpi)cij%iéléﬁ’{)ﬂigﬂer

par amet er efined by the CPS corresponding to John Smth w e used to
configure~the 30 network device, and it nmay be determ ned whether the

probl ens wi th Fhexaapword qlﬁ,\éinq,g,sn | 1.t S ed by
applications or a;pl ?Qati gn par aneo'?ié?l\_sﬁﬁ%gﬁ %W%SE%%&%&E’%agé%? WO
01/ 71979 belong techogrrWidgsts, broT/Susih 2 egtily max beet woscktiveof AemeRVidixts; lind. e

met hod 1484 : I riicul ar combj.nin rocedure in
response %c?'ﬂ% égglld\%l rﬁig% gﬁ%ﬁ%ﬁé‘ﬁ%ﬁeﬁ%o&egwpa@%h%ﬁe@qsf SO B Enc?en?o?
adm ni5t r adenartmsnt erayorksereupn fAagordiuply, CRS44, ovhivhaofrasgonds fodlane DO®) infdy e

Ccoout oa eyt picaRl xolBo T GG do 5 i Bhhitellolts Gans Chsae! tingenmtmn

whi'ch conleveli26@r threowertt grenp lavdl 328 s ilhGeaRE GOFG 719 t0 the entity requesting
that the entit% ofileog‘g. enerated, the situation in which the entity
profile is bei é’yge"ﬁéﬁeﬁ& “lgé‘.’ § 81veq aduunistiagiye BiQyP Snewity aay dutuds veluest or
runni ng adefing@ P phizndi@s that aretali8defihdd 1/ d 9@*&5 | 3 i

Thus, Act 146 ma%, i ncl ude sel ?g?i ggflé&f%dmégs g?rfj%g%{?dt ofagg{c%{ﬁg?dr#%gs&%ﬁ{'e

pr ocetfur e8FouR, ta whichihe giver administiativegroup beentifypbalengst of a ligher dével. dfurther, a
conf i gur agy j j 4 enerate..the entity
prof i Lo, Chio ey SFARTYENE iUl tilufich pd el oS B Bbeipelh gt 0 one
or nore nsmipiskatiie\érows tovhichehagimenaindaisirative gh@ipisrektity tatdngs) 6Ta Hifteer

net wor k I i thod 140 is being perfornmed. Next, in Act 148,
the sets o Cgﬁﬁﬂgﬁgﬁ%g neﬁé’?‘g‘ﬁ%ters applicable to the entity nay be 15

retrieved. ActFdt48ample, Woek Getaipld dfihe Weikafrfupgletd beldagSRihe Akchi@pthiour ation
par angf er g};g% Such determ nation may be nade in a

associ%ttﬁd with the eln C

vari ety of SRARVESE: ¢ Jpe dspastipent leyel, Fichiserpspepdn Vel Goun2; definche
user, f orvawedtihepar@biePéorfBpéhdy B8 Chsrd he ] or
one or nore tabli% or fabcie féntdg%ges of gia;egﬁég?g.ngﬁsggdfg@}gg?ﬂén@ﬁg%&
accessed. hederounting Repamentorlsndsfinep e vilhy for tigRBraétemeresmmdinggoent i ty. 20
Furt her, golggdilqég‘g?ﬁs@qjj abstraction also may identify entity groups of other
l-evel s to which 1

R

@ entity belongs. For exanple, as illustrated in Figs. 1
and 2, the entlntcyntrasy, although therployumting Deparayerdbtlongs tb A\ onaMWhidgets, TP of Buad

t he Kk a_departnent, and the departnment nma long to
an e\r,:%b(rar pérgl:%és?gl?seanc? I’Bﬁﬂﬁgﬁgéetﬁgf £ %ﬁgmri ?pmetsgqo&;épqr%ug tQé"P%@ﬁ"p&&vi der.
After i deVi)i hutiGR§ 38hedichatoesponds fot Alcres Widets, BRY 8odstRt daietd Alid BPthe25
representin tthese enti&% gr Oups na bs{ accessed and CPSs defined for these
entity grk %@e RO RPIng g P ppQagina alively, the persisted abstraction
that represents the entity may define not only the entity groups to which
the entity belongs, but also may define the CPSs corresponding to these
entity groups such that each abstraction representing one of the entity
groups does not 30 have to be accessed individually to determ ne the CPSs
corresponding to these entity groups. In response to these CPSs being
identified, the one or nore CPSs nmay be retrieved, for exanple, fromone or
nore tables of a relational database, such as tables 62 and 92 of database
schema 60 described above in relation to Fig. 3. WO 01/71979 - 25- 20 SEP

NN A FNANT | 1 1A /NN A A ~ i AN A AN




For exanple, Fig. 7 is a table 230 illustrating an exanple of a list of
CPSs associated with an entity for which an entity profile is being
generated. The table 230 may include a 15 plurality of rows (i.e., entries)
231, where each entry represents a configuration paraneter.2(ESEP 200k ry 231
of table 2@§oRyrcorrespond to an entry 94 of configurati gpraRbyfg{amet ers
tabl e 92 descri bed above in relation to gl g. 3. For exanple, entries 233,
235, and 237 may correspond to entries™ I 99, and 101, respectively;
entries 239 an or ntries, 91 an 3, lespectively and
entries 243 an‘gS ‘%ﬁ’éb g@%’ rib i‘g’ get'f"gbé PP@%" %5%5%5 °§9§f§e‘?§£pecti vel y.
Furt her, msmweyemoﬂamlduﬂmswatwewaércmmoca‘acﬁ deimds vedid RS RRRAMBY t0 the

confi guratl on %ar anetaﬁ? For. exanpl e, % jeld may correspond to one of
the fiel RABReF{BAHINAPIR eIV groups an anlté‘é absagh pdministratixe layskle exetherm

60 descr I
60 desor | dihoriaeiogfhoOFbAHIRQUIANE e e EARIANLS Yo bR ] IR CO

a val de N be saeriated Wilthéhe Yal'eqsdeﬁnqi foathe&ggﬁ@gaﬂmna)arramttdrszndh thatthene or

nore oth Hg&% of CP s does |
not i ncl ﬁ‘;c?l Jég%/a(}?gt% §§lgoﬁr%raéés%lc‘;n [ g%ﬁgy%&%%p‘bﬁ‘ %%%%l #or EfPSs may
result for a Vlthosgl Fid. Zﬁmmmﬁmﬁxaﬁpl@wali‘@resmmﬂiqnzmyfamt belong to

any IeveI entlt ou r. no been defi ned for the entity
30 gr oup "et}"\éé@?%“’ﬁhﬂg log é‘lCP Rﬁeﬁ‘{@%@@%é R0 s represent gther bngs 68, my
speci fy aamrarcﬁhe foﬂe:fahtpﬂd: %rne@f/orkIdew@ﬁei@ch&'fﬁr@mséﬂﬁerﬁﬁiwmhﬁé 1éwdgbLig ed by
field 236 bel ong val ue cont ained in CPS field 232 may be a nunber or

string or™tIere Hﬁll%‘(ef% @ PeRYTk davige Bietarchy % fiper gsqupshieyarshy| respactivelisy and234

d t er C t h
o A SO BRI ichin) s

cont ai nedmidnlS‘Fré\Fé-'fpeﬁﬁl‘&l)d 234 may be a nunber or stri ng or other data type
capabl e of 'dqp)gicfaﬂc %s?ntgt?o\ﬁfeiOig e&‘élgaghﬁfs ﬁ g%lgqlﬁ?aléd 236 may

specify a uni ar anet er o | d 236 may
be a nu nbeprpsentatmngf @ hiepdrbleyr ofttalaniciyptivetlévats. (Buchur i]wstrdw& érboisméntés not

par angt er d 238 cont ai n valu fying the n f the
par a term?aggﬁelf[ﬂt 69P% ?fgﬁ%o%%r m‘ﬁef’ %‘ffg‘f‘%ﬁi‘é 9 r°¥l‘fiF‘$E’t°Eﬁi¥ foepss
(i.e., diiflistia6id pepbiecs s a0 ofabh@et?a@bth&ayglba @seﬁ@dﬁ%n@ﬁﬁ? fall #@hin the
significance of which will becone nore clear below in the description of

met hod | PECRSrOLERg e g@qﬁaaggssqéo%bq]@wh el d 240 may contain a val ue for
t he paranmeter I%EQSglédl%brE%én{ahSﬁ 60 239 bef Eﬁlneﬁfeal gmg‘é@ﬁ?%{g%% fa®

Bool ean val ue specifying whet her thé v e speci
val ue f orfomnainenddatestrushyend o ehmestbe tngiqabttpmfemm 20 mhyl be 88plemnnted

bl: | d t whet h t he
var udts paf e BhbpeAtTReo RN 3 PRRCERA N iRy BREUA. R bBh oheli ng
a nane srmcmdre Emtohgs ahd/et sir®3, & anFobjdctioridntad mgra&ﬁﬁng?tan@uhge b demglonbesl in
det | t to Act 15 nmet hod 14 d t hod 170.  Such
2 st adnTi P e g teh b ot sy PR SRee] OPREDEMA el of

variety afatahadeaedionlBaics, Rpexoaa asferaﬁﬁﬁd! d8mbask B 1873 Rk Br nidhe @diatak@ct i on
such as agbarray of records, an object or other data structure. Returning

to Fig. Ips, an opjegirorigated databasetey usgt&qvéxpéalog@si@ta'aﬂse ebiesisgurraapthentype of
par argt erd%ta%@sen&i/d B8y BOIRPIBREntD udhs Q?Wgtg&ﬁm%@%flﬁa@%ne% o?éﬁ pf ocedure

determ ned in Act 146 to produce an entl for e en As
descri bed abovedatabage.dpr example. @trylatwn'c&datbbasa rtgplpalbcxsdture:lsomayomeolasbd to

nbi fil 5A- 5B fl
T st att o dp bR 16 Bn WlabnBi bt Br ofd Hinerd st & Grterl G s, 1
accor dandecahirtemozy isciyicaliyngn integeetigifeuitndaticadl elegnet) foéxatiplgDofdntie. 25 1 n

mmy be hACBRER et MERARTHBUANE of RsteBauich Ao sierrassBAdhg NEoEHe

hi er agoc h)tnerﬁm%ﬁﬂl’yr i€ 5RO BloREm Aty lIBtdaqy indhOREIY fis?éf%ly aroddi@nfLufik ar chy
may be accessed, e.g., hy accessi ngevan entry 64 of configuration set table

62. Al terfgt |%P§PPI%?§SS<9@§€n OEPUEE E%:& > P RetOFatevige) thande o databases Dveingod 140,
the retr 'e%!&ﬁ!mﬁ%f%ﬁﬁ 1051 SP A ArH ?i%xh%ﬂe BAh ! ﬁgéﬁlé]m pa%ﬁg g@grtﬁ inalist,

for exanple, in tabu ar formas illustrate Act 172 may
i ncl ude accessing an entry of Table 230 corresponding to a next CPS,




WO 01/ 71979 -30- 20 SEP 2004 PCT/US01/09011 In a followi ng Act 174, it may
be determ ned whether the accessed CPS has a next paraneter .fo %h it
defines a value. For exanple, for each entry 64 of confi gur&tﬂi g'f:l tabl e
62, confi guoai/iem set paraneters table 92 may incl ude onepEf/usROS0IENtri €s
94 specified by CSID field 96 and CSP_#dD_fieId 98. Act 174 may include
determining if a next entry 94 5exists tor the configuration set-identified
by CS IDfi s 66.and.96. Alternati,vel.y,, Act 174 i ncl ude accessi,n
Phble 2a0mPhesiin SRERE if ey Bala 8 ok 1 bopiite R st R iccR R
def i nes amitalvliizh hkofelfivalThe acdeks tote ldalmBathorgPS 1S the set identified by

entry 237, the Ac% 174 may .include. determ ning that CPS 167 does not have
a next par anet‘&YUSPdPergin & ghstrertion, s lgsigal rprretratatign of athing, viwre the ¢ he | ast

entry in 1bgiod1@eptdlntaBbn I tasfblylidbodlel dnfa dosnphl SEAALNE thddfird\Ghr diathpidah t he
CPS does not have a next paraneter for which it defines a value, then in
Act 176, iptegrstag-gicuilmemary glemenh disketape ereqtherimedinmet “pepstadabstrastion’dis t hi s
entity a ks ) : i ni i 6 may
ncl Ude: g BSEEn Bey B8 ROT R BB P e fn Bl A B, A b T
defined fdsk.this entity. 15 For exanple, if the current CPS is the set

specified by ,.D 0 t 17 .include determnpi ng.that there is. not a

e ope deli 38 3f‘8P7bI‘?1°|ké§ae%ﬁ’Pﬁ§Ps e e ter 5 Fleflomd afiaftse SERR 4% 1,

entries dapldnentiaglaiphurilithloé CPSOfor Alli@areRy bii@ltiyies fok ekdigple it 1B padP thes t he
Act 176 may include determ ning that there

set specified by CS I.D Q22. then
is a ex!tloléﬁ%,reééscen@??? 96@? F’rgeg- 8¢ datphase sieme\p0 may inplude, a@@ﬁéﬁ%ehéatﬁn t he

conbi ni NGREREAMIERHYRIIREN IRRALISE:, ¥R FencE cétﬁf‘g]h?atfoﬁ s 181 Wz,%%nﬁgﬁﬂaﬂeﬁ for
this entit t he conbi ni ng@grocedure may not allow the next CPS To be

consi der ée%/aagarp@fﬁvcp%mismes teol2n p senigusRt e seleparqragters tablgp P2 andusrefsencei bed
above, ceftahdlesBR {YgNg procedures may be used to test whether CPSs
defined for a certain level are a source of a problem associated with an
entity. Thus, Theeehtsnné papeistscable é06rmpy be Riditiondrytof all ppetRSof 2énfifmkativad f or

h [ di . of | 0 b
conbi Heq Rastiiert BCREREM AUnd Lo Mhieieafl AR IRAT S Ble, MG o br BT T o
for the ewhfifyatidroparexesBintay teaddestePaid stored Badoafigirafién S parhmétegPtabledponds

to level 4, ¢ 022 corresponds. to adm nistrative, |l evel 3, and CPS 077
correspo @&éCfggac’ belaiingaors dbigd. The Efergnce Reramatert blsdl 0opBRpeinciudg epesormorg 5ng

| may cor j V, i
y en@sRQ08 &Ebr@@acjﬁ%lﬁg %dggﬁcl{x@e Elefertnd 9RALTAER TRP) ﬁ\éﬁdtﬁ%g%ﬁgg)‘} Ef’l'(%le\(%c i nes

enpl oyee | evel , respective urther, Entry 245 shows’ t hat

t he val uel M0that oty sewie as p&kep 2ordheendry, panme field 112cofmadagfriirodorn  To

det er gy neg, LhE Geld 1S : ral | o ; - m

assocl at eg\éltv]\i%t h eﬁftdi ty’ %%}Iblﬁghggﬁg%?tﬁgﬁg f%(ﬁggge%glggﬁ%lgg’/ @f%@%@

PCT/ USO1/«@agihpartaiBtb an attribute of the species of parameter identified by field 110. Each entry 108
‘also may include one or more other fields 122. Each of fields 110, 112, 120 and 122 may be
any of a variety of data types, for example, a number or a string. Fields 114, 116 and 118 may

be Boolean values.
25 Each entry 108 of the reference parameters table 106 may correspond to a parameter
represented by an X-Y coordinate of one of the administrative levels 22-30 of Fig. 2.
For each entry 108, the RP ID field 110 may store a unique identifier for a species of
parameter. The name field 112 may store the name of the parameter identified by field 110.
~ The final flag field 114 may store a Boolean value indicating whether, for the species
30  of parameter identified by field 110, a value defined for a parameter of this species is a final
value for a parameter having the name specified by Field 112. Final values for parameters are

described below in more detail in relation to Figs. SA-5B.



procedure may specify that CPSs of level 1 are not to be conbined to
produce the entity profile for the entity. If such a-conbi ni2dgSER WBdure i s
applied, the resulting entity profile would specify SIP as the call control
protocol X0&HBETXied by entry 237. Accordingly, by confiRWV$d/PHE entity
5with the SIP protocol, it nmay be deterpgned whether the H 323 protocol was
the source of a problem associated with the entity. If it is determned in
Act 176 that tTheraggiegabie flag fiskixiil 6GiRGcaASORstid cfdr thie lspedidsiof parmatdetey ideneified

ermttedq b hj s copbi ni.n rocedure, en the nethod 170, end.
Al t er nat ﬂvﬁe;fi L %%@ﬁ&@?@ﬁm@m%ﬁ @clp%lsagﬁ@&ab%wﬂ@s%g%@@e Wi th
this ent iﬁyp&ﬁﬁgt&s%ag&rg%é Ak &igcﬁ*a'ﬂ%r %1&@%&%%%99@8.&%&% Est patdifdlerSGle 172

may be perfoormed as described above. 1f it ermned in Act 174 that
the CPS digewibedimmgradsiail below i rabstionde Figsi t4+SBt defines a value, then, in

Act 1718, it i e I f .

previ éusl y bgz%h eﬁ%ﬁgﬁ?ﬂ g%%&r%@%@ ‘%ﬁ‘lrei f?g %Qﬂé@&mﬁfgﬁ?@u{gﬁgg

conbi ni ngvhetiee agarametdrmf tiexspagibeof patarmdier identified by GPIE 119 msaytbeQR2d fordndrhe
current rameter | E APPS (see entry, 15 2 t.hen in t 178 it. may
o et or MUY de ek s coniggatsatnior Tt B bl qpef i iis o
for this desdribedtiemots deniChod 6 reaion téFigsy5AL38). If it is determned that a
val ue has been_previ Ly assigned, to this paraneter durj executjon of
the conbi ni ngnlﬁ?eé%fgaé ,159 Fré ,b%i“ﬁe%@tcatfé‘@?zei © PREGIEfEr ‘g%@%bﬂé&wﬁ ‘her the
previgusipse @§§rh151€,‘%§| thealoHBniricafiohd AdivoNdl 1€ t%l@éhgh? lc6mRRLRAB R network] 8!

val ue for a ’g‘grarreter is a 20 val ue assigne he paraneter as part of

thle cur r ype dﬁﬁ?mgimigatemt&wwma@wt@ ifiedly ﬁdérlﬂgw@wswdaayusm er
b ocedur &4 FHffecel’s BB A St 8 BE Wbe Barabller SHBL T 0

val ue f orcategerizmioamedycye ussfuh fdrianplof @ shristy bfweadohe paranmeter, then the val.ue
of the paraneter is.,n0ot changed.and Act. 174 is .25 perforned i,bed
Sbove: Por “exdmel0saf s SRS fe i thed on it e Fatrthelis e {2 HaiE S,
CPS 1467 a99okpedifiesta $pebivh off pdrarBeteOliavinpCan I8y GIRR0S! whicREs At Accordingly, if
the current CPS is_set 022 and the current paraneter is_the parameter CORE
APPS ( sedteht YRE248YS, wich iy eI FmRdile 3¢ OF tYe phe (5 HUSPIESFRINE eved
val ue, " Rgﬁ&ioﬁ,@g_, C.exe" for paraneter "CORE APPS' is a final value,
t

t
and then 174 Wwoul d be perfornmed wi thout 30 changing the val ue of
CORE_APPS. Al tIheneferanet ponfigurationisst tdele §2 mayd aidictiapary 8 Gpeciestof OPSs

previ ousl i gned.val ue i,s not i nal..value for thi ar er, ;,then, in
het 187, VAR B HiskBiohE A Pechingf, KB 32, K5c oP gk LB DRRT BE (e 16
conf izgur atoredins@infiguratiéh 6t /tablO§D desdilbedikl S MO 4] /THSRERAEL1 For

exanple, if.the.curr S is sef 077 and _ the cyrrent payfaneter.is the
par anet o BAEERUR D e T o aa nfthipt smgies 74 miis ik SHEY BrbidEF has o
previ ouslr¥feact goefnivaldneeOREHIB fidé 26 tRNMbY setve/ds 4/KiydOr the cHeY hiesl 18]
non-final ., Accordingly, this non- final status is determned in Act 180,

and in Adeld 8%, Eagheenimy) Teofitheseierenceicapigsgtionssst oy 72 alsoanay incluge ong 0ty

f ol | owl ngndigloriddiclds'80 e Be71oB ShT BEky WASH G o bIALEY S2daBHELY, ARSI Oned
value for this parameter is aggregable. A value for a paraneter is

aggr éjablexainplegg apnmbft @ra fringal ue has been assigned to the paraneter as part
of the current & i . .fefd : r t he
par amet or may TS SgorRaniE I fREllef s yii g B AT HNBE s RF Ch S aniriRel B 10
to the pédfSaspetiies a level of the hierarchy of the species of CPS identified by field 76. Level field

78 may be used to define and modify the number of levels of a hierarchy.

For each entry 74, one of the other fields 80 may be a name field corresponding to the
30 level specified by the level field 78. For example, referring to Fig. 2, for a species of CPS of
level 22, for an entry 74, the level field 78 may contain an integer 5, and the name field may

contain “Service Provider”. Alternatively, a name field may not be included as part of an



If it is determned in Act 184 that the previously retrieved .value for this
paraneter is aggregable, then, in Act 186, the value for this paraneter
retrieved fromthis CPS may be aggregated with the previ ousk@ $ERi2ed

val ue for WReUPAWaneter. For exanple, if the current CPS pa/e®linoidz and
the current paraneter is the paraneter kh named FEATURE_APPS (see entry
241), then the value "T.exe, U exe, V.exe" would be aggregated (i.e.,

added) to ehtrp 74zidetisBsysiert cltafohned phikeSBn Y. alitheRfcAY) BUSLNATBLANGY 1O
IS para I. | S regalil on wou e pertorne ecause o] erl nes
the parang?evgfwﬁﬁ%ﬂﬁ@%g%g%@tsbya]ﬁ@@g%ﬁab|e value. If in Act 184, it is
det er m ned t haEnthes ! { ok f I tar not
kI 5RE QY LRSI of & e&lhf;%%f}’éféfé&ce c%mgn%h@oglp%'ée BR“HL Fﬁn}gg—%

aggregable, then in Act 188, the previously retriev or
over ri ddefPYAHSs & mecipyftCReofa bveld apdlhaving Tl of RES. val ue defined for this

paraneger by t i . revi ously assigned this
par anet er f rom@gﬁggﬁéﬁgﬁcﬁg o\rét%éé%rﬁr]g%éo?@?afbye[a#é&éﬁf%é’?ﬁon@én}oée g@plegyé, and
t he curr efPSpthemdne pemoresspehies pipasanedteas p&&ﬁ&gdﬂlﬁﬁ%ed?m figntry 245),

H.

then this r..wul d _be set equal, tQ 25" 23" because the val ue
5P pr oS PR eet e BEphis R BB i il g emisen B e
non- fi nal eahcbntrymzyggeladait RCSTDUFeld 86 16onapdtlineHo 38 RCsIeS 'ﬁgﬁe} %?‘ﬂ?eet- 077 of
l evel 1 (e, vel) overrides the value "SI ge I'ned by set

eg%egfcenetnéog{ug'user I? i _ . _
167 of | el (@PHEuration 8t tableE 4ndias RP INRGeld 8]icagespondiog tal#BRP ID field i s

thi e E%PS%L‘Z;;?%’%E TR 108 R R A e oY S felrlirio Ry Ty

be retrie A AY nclyds one oyygoiotirs $ipBls 903 Each f€ld SER SH/8PETARS@2/ 09011

bar amot or 2y bk an OFa GO daT Bph ot ehpdll, SR G MG iy B
retrieved and BriY §hishnexatmiple ofah entr§ 84 fdrhescopfifaiaBbmset patahn@fer ferimiddchs 186
or 188 i StaBRS eterm ned whether this

I ed NENs i ct 190, .it_ may be d
CPS defi nés tf{mz(e) R SPS?IﬁF%&%{A%S&F&ﬁ%‘?%&%@CB@FEQY5ntF¥ Aot tabley@ mast t hi s
par amét er include aspevigsl of palynets Gp&ifiddbyfdnth d 08 42¢a8fe 1@8. entry 231 of table
230. If, in Ac}sx 190, it 'hs determ ned that the current CPS does define the
5%%%%}”

val ue for this’ SR CEMed Fhhef 2 partiaar sperigse to deminehehat apentes of
assi gned édhﬁtghtaﬁo@@ét%@ﬁhﬁ&erm%/ e a&@dﬁgg?@%%&]& H&% efnjmjeglg f1\@% a%ge %r this

paranmeter, for exanple, by setting a r exanpl e, PPEnt
CPS is pab%dfsesed-set 077 and the current parameter is the parameter

CALL_CONTROL_PR@[&GL t hen becausg the CPS 077 defines this
value as being a fi néfgig‘g%ée(ﬁ ’?‘éﬁ?% %%‘121‘93{1)68?%¥%'i‘%¥18§w%6§|t9 OHIHPNG 9 5
par ?n@t ermaxp\otins tabdesk For sbtxarimdb,rt]gblési 12282 2 168 mAebe &cgﬁbiné%ﬁ‘o ﬂr%df’ucﬁ%%‘

per f or e o above. 1f in Act 190, it is determ ned that the
current %@?{ggzﬁ’%% &gneﬁ PICIIRUC FARER “%bGFe safh entmsingludesfalds identiffisgeg a-
final valspecitoof CPS; thaleasleforsuch shiibs] 4] AMetwab I e fed
whet her t rrent ﬁéﬁgg‘%ﬁugs it%%esval ue faorﬁ%wﬁléss p rgpr@tt%rﬁogstﬂga%%gws

aggr egabl ¢ - GBMEDHP SPRsFiss of paspmeterand) for eanh pevvissiblerspediesdtl 244 of
an entry phddmetr, bfdhRes’3Gociated with the species of parameter, as well as other fields,

25 Configuration set table 62 lists the CPS currently defined for a hierarchy. Tﬁc

configuration set table 62 may include one or more entries 64, where each entry includes a

configuration set (CS) ID field 66 that may serve as a key for the entry and an RCS ID field
68 corresponding to an RCS ID field 76 of reference configuration set table 72. Each entry 64
of the configuration set table 62 also may include one or more other fields 70.

30 The CS ID field 66 specifies a unique identifier for a CPS, and RCS ID field 68
specifies the species of CPS by serving as a key to an entry 74 of the reference configuration
set table 72. Each field of an entry 64 of configuration set table 62 may be any of a plurality

of data types, for example, a number or a string.



If it is determned in Act 192 that the current CPS does not define the
value for this paranmeter as being aggregable, then the val ue |§ mar ked
as such a g/g 92 4 is performed 20 as described above. For 209 , 1 f the
current P42 167 and the current paraneter is the pRFEMHSPH 9011
CALL_CONTROL_PROTOCOL (entry 237), thenZbecause aggr egabl e field 244

defines the paraneter 'to be non-aggregable, the value "SIP" is not marked
as being aggrgéﬂiﬁl@ %ﬁBGF%?ieAEWﬁW?@fﬁePﬁWﬁwﬁstabbsﬁ% iBnéy GStapeeifies f i t
i s det er nhpatks rAsh sﬂ@&estJI@PSt%i?@cxﬁUﬁ by Lryofss?ﬂr E?enlggf k@fgu&qg&?n s%tggl ey the

current 25 paranmeter as bein aggr ega
.retrieved val UEachegntry ff beéhzﬁienayrcqrsspmdltedca%s o Fig @griagthbr, ene of the otlfepr

e our t e kB Enion® Beid WL SR, Bor o SrtB bl (B CriSpelinndhy
Rttty o opraariicy Capwimt i U L ?}E?ﬁf%@bl’?%elﬁa%r FeRbldd vyl e
acts not qS/I ‘%ﬁg}fﬁ? g% %yégprﬁgfﬂt“g’g# gngélgs%c whigh may corsespendifpthe AcaeWidgets, |
retrievi Ngegentadprse. deddopdifl \M(;Q:[an@ﬁ‘dl'df&@htr?@? ?d&%ﬁécxfy%@h&&?@“AéﬁE ch@3 opr Act

183, it may be det&rm ned et her the retrieved valte |s defines as Mavi ng
mobi | i ty APther o STErptbYsiatéhe @RS-t he current CPS. Such a determination may

be made by ac Cﬁﬁ%ﬁe%rdf&rbéd det Yarkh €A tab1292 §§1%1%8@gqa¥5‘9n%%¥ et P defined

PCT/ USO01/ 09011 118 o he appropriate entr
Al t erlfat |hyeqn;ﬁntr§6éh>fd@mﬂgumtwatsetdnblar@ Fbe mﬁgumoasaqmsamer@ml@m irag ot her

fields 2 31 of, tabl.e 2 | ue of the
mobility dg‘{i déﬂ%eor ?ég@#leﬁzﬁ ‘ﬁ’(% ‘%381% %%\fnég Wﬁe@gﬁg\ﬁﬁ defined for
par arre'; e (r;:o;’ragpohémgma@m@ ficdd 66 of vafigaration s@trtaAtﬂélszb In?(d QE&{ﬂétuﬁtiléﬁ'sglg i
generated for a user nobile entity is an entity
that is dEFEHE (ggpi)tt?ﬁﬁﬂad§§%¥lsa?cé@es\kﬁ? wne@c@foré&a@meéeroncluwgnml@e CRSo a
conmuni caaérifizd BEReRT 96, FTHRMSIES Bl R8BS %ngf&%é ore
specifically, pore than one network addr ess e conmuri cati ons networKk.

A uséf may be feehentaedtalsompy F@ll@é@aml}tﬁddéﬁorﬂmysmﬂieaMpecm of thggi ng i n
to a CoMpdRintd r eyi ce
stationary ent |rt1&fﬁ?§gghy§%{alg';8y&?se§6% Hﬁgé}ltxtaﬁ%ﬁ\%ﬁglqﬁ ?%’r ﬁosd%f;/i ce-

. of the ndbewsfaente paametdiptablexldépl e, a netvvork device is a stationary
entity. If it t hat thertr| is nobile, then nethod
170 nay procee %%tgac qggn}ﬁy%‘i}? g@éi@?ﬁ\%?@”ﬁ%aé@%ﬂ?@@dfabove
Al t er nat ithesparameétbr identtfddebyrtialeds, tahaharyhﬁcmet rledy Btbr¥ BlLULRLIEs 194, PRI fidd
then it g?%%be d§‘{ e#m ed whether the value is being defined for a

st at i¥8na R HpR get parapsterbiakle B2 maas hecany ofia viagiety of dataitypes,

entity, ff&rexm@[@hgmemrsmﬁ it determ ned that the value is being
defined for a_stati onary entl then net hod | 70 nay proceed onto Act 184

or Act 188, r &SH¥SPilyen jxample &4 fotronéiguiation set pataretirnitablet 92atEnttye
value is rfﬁfian‘; e ned if

t he nobi %%ﬁ??%f}f‘?ts curér?‘%arnftQ Oﬁ?%%%p% cggbﬁé%f %P%gélﬁgggéggﬁﬂg% {r?fe(rﬁ%ce

nobi | e 2@aesmetarytable Hédaving aneiumdmexkf;\‘i{lm”,(ﬁndttm peniiatiFCe0 beldagiter k
not Si be the case that the nobile

enti ??/ |?‘ﬁgstpte§sﬁé$g¥n%é§3 %Z%ﬁlec *in which case, because the
value is defl miach asrym\mapbm& oﬂd’l@ a\@kﬂﬁeté%éldﬂgln 16 o€ of ﬂh@@@%(ﬂlﬁé@ﬁted
current ter %&m@é groceed to Act 174. Further,

det er ni né’ﬂi ’tgh 1104 WFP?@edlléYg {D§eld.a net work devi ce aSSI gned 25
to the entity ThedEfidudfidnaef taB¥GY alﬂ&ltlﬂ:ecoﬁﬁguﬁﬁ&n &?Eme&?mpfesztd%%%” rent

paraneter, and nethod 170 may proceed to 174 or exanple
appl i cat icamEIne Y ofer vasiety afovays ki prgduce ene\or mersvables dEor wmp[tﬁatta‘tﬁesﬁbr is

gz 'm'jlgg u?gg? bR USy PR BiRE t&ifofrfn”aeﬂng”lg ta'EPeb WnSre &9 Weeﬁ/tleyrmtayrr1 T udgraﬁnéx}/gp otﬁe
ﬁelds a CS ID field 66 uniquely identifying a CPS; an RCS ID field 68 identifying the
species of the CPS identified by field 66, a CSP ID field 98 identifying a parameter of the

CPS identified by field 66; an RP ID field 100 identifying the species of the parameter




parameters that the user would not want to be nobile. For exanple, volume
or screen contrast 30 typically are specific to a combinat Zmdew ce,
user and/ %0‘3{7? lohfnment . A user woul d nost |ikely use a dbﬁ% ﬁrbém}[l()l une

setting for a first type of device in a noisy Iabthanthey or the
same type of device in a quieter offi ce?3simlarl y, contrast may be highly

dependent,  up; of th envi ropnent the device resides in and
t he specﬂfl‘?‘kfl%ggé’?’ i i %\ﬂ“@%" 9’11:‘91’]9 L iz copfgining= yjpe fopihe qonbigymgtien set
preferen stiqasntRaby gieiedd. on parameters shoul d be defined as non-nobile

for a CPS corresponding to a user_ or _user group, so that if is user is
| oggi ng on to Falrf%ét RB? Rr marg of dhaiebles £%i8grpad 196 may e gempined wath\aitherorcheth ned

Lo o B AR OIRERTRE R ARGL oy BBBL TP e Eor R e 0

part of generating an ent he uger entl
i |1 ustsr atoedfigyratidreset éable 62 ¢rea ®®ﬂ9mﬁtmﬁloﬁtab&s rﬁﬁymdbézghelemt@t alsb inyty ambidplm

o he adgu el Barnesi B8R bl Rresipdsplg b B Bl difed By Gk e lasmary 5,

the par artatlede GERIE ARPSE thejattiibutafieidynad-120 viek sgecitpatiibuteFoRiKespediene” and

mar ked as fi nal TURE APPS may be assigned a val ue "S. exe"
and mar kRiraeet %f@@?‘é‘g&‘gg%ﬁggb&[ei‘g e paraneter named CALL_ CONTROL_ PROTOCOL

nmay be assi gneathrax¥apleenties tInPtabldd@s! 72, lsn dicafndhb%,m QedidRMo Bemag cessed

from Tabl e 230. Next, in Act 174 it may be determ ned by accessing entry

230t Wat el Gtgbase tablecsimilpreto fale 230, dessyibed belowimmopndeiaibingelatioREFigPRS., "
In foll
B exe, 15 C ek S chiOmeldty SR ARG b eskihe SRR S SES
t hat thi smpédmmtlhg:a pbeelutymﬁﬂlPSd fars Hi¢ramhy ofentiiesi Sgdhyan itlhsiratisé embodimtehe

t A. di
Phe moxt  inapt medpt 1yt 162 A8y athe i See Bl ¥ RgwaaniliS proxieef fisre ey 0,5
def i nes tih@stiagilvel purpbsed X8, ansdoewanéfyexetbezf &itababesdhama Tt ifip ldﬁﬁﬁEhBEpg\Eﬁi&y By

ar anet er

20 appl yi cts 1/8 and it_may be determned that the

FEAT Agg‘ﬁs;ar aahlﬁwa?wydﬂfgpgmeésﬁqrg Ig-aagigtionspf ewaaseﬁﬁh%napé%mamﬂ
assi gned wiliH end'\R8 @QEon%oHﬁ@éomEHM%tmﬂﬁbmamer Next, in Act 182,
t he val ue "T.exe, IEJexe exe" may be retrieved fromfield 240 In a

fol | owi ng Act Ewjor mprerpeftho@Pmléstrﬁtm Higyad mahbe pomabinesd in apylofia vasety gfied t o
this par ,

186 he B b Propics S5l st SRS AR At RGNS s RSO RE IS oD T .
t o produca dnhity asacbcuaed &thmaxetvirorkx As uhbcﬁ:mem\mﬁﬁeaﬁtyfmoﬁkhs st eflﬁmneEEATURE
APPS. . Nex Acts 190 and. new. ass ed v

FEATURE APhEiR Bl Srcdmde R ies Whie 4 St R Sy el A5 Wiper i ag.
30 Next, dolﬁﬁé@:tedl?Z CPS 077 may be accessed from Tabl e 230 By appl! yi ng
Act s 174180, i be determn by sin y 24 hat CPS 077
defines the va‘%‘ﬁ XW@X’%’VO%XE‘?{@%%%»F”&H@%% %Wé&”ﬁ@ﬁaﬁ%’%ﬁf‘%’dsﬁ& t hat

t he val uehierRr¥Emay b&¥émbikeEprodice8 entity oﬁglas a%ﬁbmaéwm&a& déﬁt in

PCT/ USs01/ 09011 has al ready been assi ned or th paranet er and has been
mar ked astelatign to Figs cbandi Wy, Sﬂlﬁ’éawamtﬁépmﬂlmaahequtpmww%nm ns

set egual gdvie P twdrkeXe, U.exe, V.exe." Next, by applying Acts 174,
178, 180, 182 184 and 188 i ncl udi ng accessi ng entry 245, the previous
val ue of "SI P" Al‘tbmg[ba:mmcte@f @Amystmmmmmw@f sete df tonfigukienl67,

may be ov nd repl aced b e _val fine S Q77. As
o eoul ¢ PR R0 BRAPEER OB pidiyd PG BytG s fhsgioeg S WhbpHandne o
profile n@)stenﬂmhjd tevet saeerhlodtherwipplicafions Birekamplaya ddaRiohad benfigugatioal ues:
CORE APPS = "A. exe, . B.exe,

parameters, such system ‘and method may be used to combine a plurahty of sets of other types

30  of parameters.
Combining a plurality of sets of configuration parameters, where each set corresponds
to a level of a hierarchy, into a single set of configuration parameters may be considered as

projecting a plurality of dimensions of configuration parameters into a single dimension of



C. exe;" FEATURE APPS = "S.exe, T.exe, U exe,.V.exe;" and CALL CONTROL
PROTOCOL = "H. 323." 10 An abstraction of this entity profile my be stored
on a volatile recording mediumin |ocal nenory. Such.a nmenory

representati on may be inplenented according to the type onBh?eEPaaﬁh cation
(e.g., a sabowae® application witten in C, C++ or Java) per/isnmpeg nmet hod
140. Method 140 is merely an illustratiyg_enbodi ment of a nmethod of
conbining a plurality 15 of CPSs in accordance with a conbi ning procedure
to producRnfpufitd pataets, bfepr %@ﬁﬁg Aphubt}-biednsRhAISt TPRRM AR NNt S ARkt feant
tolimt the scope of any of ainms set forth below and is provided
merel y f d@I3MeteEst rati ve purposes, as any of a variety of other nethods of

conmbi ning a pl & }gﬂ@ W eto
produce an entl:q adfstray?&%h% réug% ; gf?féutl?%hgdg rreélh&gﬂ%%c&ﬁ% fall -
withint rparoﬁke@mn @plumlay@lf smoﬁcomﬁgudaeompamﬂnatem Is dret i4=lbmldaaﬂlﬁmtxoﬁ{ef am ni ng

to F| er t er formance, of Act 1 etlty
prof i e riay/Bbfe e R alsvieh TR Y B orptpyes) T et b Bigspe B o5
derivati cgmeﬁatbaneméemwmcexamreetha RnBty 104 w@i Rigichlerepresentation 9f H&‘d)'wafa The
entity proﬂ# germsted usin an%g eg alrlety of echnl ques. 25
Fig. 6 ideip OB A ORE BE AL, A2 BFFra VB o ok eI 16196 OF oy

persi sti r’t@le{:ﬁkﬁ‘ny%?ﬂxﬁhé&tféﬁéh&wofw Act 212, the | ocation at which to persist
an abstracti on of he entlé%o profile may be determined. For exanpl e, such a
| ocation may BEmsthed; H0dgpertormed hyﬁ@pmppmgf g aetvotkedeyice( foreyample, &MFrher

30" of Yat #ﬁ%ta#’@%aﬁﬁﬁ‘sﬁ?% Ay b et SR Bl PR B rth

URL nmay hidemtifatityi may ibe meooi‘ved ﬁdnnazuomen eorepanedt piths ndiivprkadeyaeh Aﬂﬂamatlsq:igp i f y

- a networ i ra rticular.direc on, the networ ev, 0 SEP
5004 Vo 04 raeaBen e isGe o BEtheReniK RGeS SubiBalio M iyl

pr ocedur aldvivea|Satlyar Rehlificatibs iMayUeireddivell ak pert 8Nkt of aplacibtyl of cérAmphieaties, an
abstraction of the entity profile to be germsted may be determ ned. The

render i ngfobf:)@ega%.raé%%éuaega%-gbor@ayaﬂ R FRFUSH: (9 pRReEpig he CBHGFRFOTIS whi ch
the estity profihdighSnti ﬂ?@ﬁlﬁ@&é‘f&hﬁ&ﬂy’ﬂé&c@d&ﬁ'ﬁ?ﬁeﬁm astﬂéﬁlgegéhérﬁﬁédl&[&fsﬁéxﬁe may
be persisted in a fext file as text, where the text may be a plurality of
name/ val ue aaeylegineor argnest tﬁggqnh@tazmrm@umﬁalq)ﬁqr ppartigelarenditiy gde ommares
determ ne I 0,

| anguage e?&%{gr%g ggg%gn g’be en edqg tré%?fﬁsle% g%q?%st%%éf&a)?yéﬂt@ ﬁroﬁwslﬁpall
obj ect - ordntititeof zﬁheifmdenutgrgraq: smnly aoi netwoet uset groop, adtrhmstramrbgrmipr(agt,ur es.

In. a follo Act, 21 ender| roced re nma d to the

enii by prEPETASDRRBRS 6 SAPSHIRM A CSHbl Bech 4P AR e o Hhc

218, %ohe azmﬁisea@beaéisﬁﬁ ﬁﬁy b6 FedeBd RRd RiesnShé icﬁﬂtngrtof'tﬂé%dhﬁﬁiaﬁrdtﬁe ahag ned
e rendering procedure may

in Act 212. l%retx I n Act 216 applylngt

produce tR&Yerifed 0261?16913’@5&35"81%% t¥}- be stored at the |ocation

det erm ned in W&k, £ s1sﬂeH aﬁstfb%ﬁ&nécé LBalizedSRld Mjechbf P Etalde @bR&NtryPr SI ON
i ndi cator of the en rofil e may 15 be updated. For exanple, the serial

number ofrepme@wgthfyldpn &d @tlﬁezr@mmaﬁfoh@qceﬁsr@ At poesistest ghsdaatiop maxve been
an integeg t Ilowlng
Aot 222, pRRERcRTcdtls B EiEE o AARRDo ol BIhR IIABR e ply o I

i ncl uzbes identifikelrentifyi gratip.oRodxatpie, pefersing tetbgidabteprsdntarion®@0, thh édeatified y

profile and..the |ocation of the persisted abstractjon. Faqr, ex | e,
el at i onafiti BsR SN HRAh SPHEPATSOTSOREHOE f PO C3bV Ry Lo BRI,
corres ponplsrmtea @bsAcBOY lay incliié retehYibAEEE orsds mo@mémmsbﬂcl ude a field

storing a unigque. identifier of the entity, a field storing an
identific “B?Vqlﬁéer?érmsted abstraction of the entity profile, a field

storing the | oRgkl (itsiSled i d3e skt MRS ER0SIAYe oy ofoult 6 hetbPbt 10 t he

serial nunber of persisted abstraction. O her data structures may be
used 300 sadjrasnt lower kel mhy beiadsessed, and g enmtsagwupsj@rmnﬁea:@ftan@d] apgnt {qweer

e 15 SRR BT B B30 i B BE LR T

may be pesf oiomest level (hhh@beeﬁﬁdlﬁmﬁed FAIiteﬁmﬁVﬂy ethe ﬁﬁﬁlste& i&mmorhepneﬁnftmg tileec]
one or nore . of the acts of .nethod 210

bef Act .21
oo f or maqoriginally K aniB G080 iy el s rePgrPES of Gt GoRas S Catis| o

at least parts of Acts 212 and 214 may be perforned in parallel. . 30
Met hod 210 is nerely an illustrative enbodi mrent of a nmethod of persisting
an entity profile. Such an illustrative enbodinent is not neant to limt

the scope of any of the clains set forth bel ow and is provi ded nmerely for
illustrative purposes, as any of a variety of other



WO 01/71979 -38- 20 SEP 2004 PCT/US01/ 09011 nethods of persisting an entity
profile, for exanple, variations of nmethod 210, may fall V\Athl n the scope
of one or nore of the clains set froth bel ow. The order of
per f or mred we opaidsg of nmethod 140 is not {imted to the or dg&T;U l,@gmlat ed in
Fig. 4, as the acts may be perforned in ot her orders. For exarrp]l e, Acts 148
may be perforrred before Act 146. Furthé|2 one or nore of the acts of nethod
140 may be. pe series to one or_nore other acts.

Fox exarrp?feYB ]ré‘PPel @E%tahgﬁﬁ"?]é%b P%tol 81 H %’46’81“%%’0% Frareruppledfithe

paral | el . idefitarbnlifParotp IRunSldwiRBrit Ve Ysdupdob S oaaR & s'&£t VR 1851 B9 Gt

generating an gntl ty profile froma plurality of sets con igurati on
par anet er Rersisge gutihy may) inelpdeseprrsentatingg pﬁtdmmgaﬁt@ m@wpsmednmptoweeta mt the
scope of Bilingdg o\ Clofifff Stlint:0EiTE 6L AN A B TPY B Shrbud OF

a variety o er me n%ratlng

illustrative puc&?ses as any o
an entd t ycqsrespqn a‘tpmmﬁarpiom@ﬂth@ydmimsyeﬁ@bfcltzmwgurat| on par anmeters, for

of the. ol i me A0 11+dc TRyl SetelRi fRsenthtd lalelg SR tebelian above

for generldlomptoahe eieniified qman glbep,fansdescabacﬁb@dmmmbfeydem‘u CPSs correspondi ng
However, two or nore -

to entities a ent oup sapme hi erar chy
CPSs corres poﬂlg’l "ké‘%ﬂ‘{% f Qtl?r‘fé %Wﬁﬁb@eémmefi#@ﬁaﬁeamne? ¥alidhi es
may be copgy dit@ﬂpteptuarid&m'eatﬁiﬁ 1B bd Nongl%jaeé tb%peﬁgﬁedqzs@mhsnnfﬁgu@d?%xoyee from

a sal es department, may sit down at_a in the engineering artment and
succedkf ufntijies gispeiated “athéb%ﬁwpd@tm@nmpmnem@r be persisted rmfan?(bf @PSs
associ at s oyee Iongs
Whioh 1 ncruittlOF s SETNQLE pAELI M JHaTalb ot dhd e, IR 50 AR B

engi neer i segializedadatandiect, amelatibeal cotabasedablé entpy; o degisteraetc e Thistpyrsistedflist of f or

t he enpl oye rI|t of ,.CPSs as ted wit ice

hi er ar chy1¥1 &lﬁvér%%#&eml%né@# 8 Hﬁlt}?feséﬂeﬁ’ﬁﬁ@élﬁa?‘flf‘%‘?ﬂ E’éﬁ&’ﬁﬁ%"%“? He
conbi ned hmg)p@ﬂumedaﬂoxeanothgtnpfvm‘rkﬂmwr the TCD. A simlar exanple may
involve 25 an 0 fiyst enterprlse | oggi ng onto, a personal
corrpu{ er of an@&’ﬁ P¥%fma P’bfqgé’éﬁn&thﬁ%ﬁl%ﬂ P yhigh acentity prodideis 40 brigemeratedin
‘adm ni st raky uerdableé@al@iag/ wht@ tmdeﬁnﬁdaaoﬁ bi thb eﬁnp CEBF dxaf chHRIerEBP 1&4#1.%%?00“‘1
enterpri sf%F bel ongs be conbi ned 1Eﬁro uce” an entltp profi

enpl oyee E’FW?’ as&“ nyozher.1of %Fn@%o 8 £ cheendidy mey he s@cdlered gleng withghe hy
to which | ongs .na

combi ned o RENEE TPhls SO iinyfbr R FHLBLBE U3 Sl RIS Pl

ei ther cdse& Herﬁest%d)@b’@gle@eedﬂvnctewompoﬁedt er amuther hetmbdvdwe(aiﬁanglthmbstonal
corrpu%oer)rég%bk,g%wgr&ftﬁe e%tlg’%rg?% combi ned to produce a resulting entity

profi e frerely aggregating paraneter/value pairs

fromthe two emaorcjdngﬂypifmdibﬂowmrg aoB 45, n@xhayd& detcﬁ@xﬁ&k%l&l?thei?&ew%ﬁ SEP 2004
PCT/ US01/ 09011. r@ &¥| di ng.val ues from one %Er of | I e w t h recedence
over val uSs Ot BEHBtREPeS ‘?SlatWO%F?PFP’i‘@m@h - H{frement ed

in any ofexamypsd, bérsitedlentifVisiformatiorSfon MR eﬁhtyﬂn%é&cé’s.%éd f}@ﬂ af dafabdse or a text

confi gur g’ftélF H,ggar arret er by a device entity profile may have pr eceJence over

a val ue negiisted entithindermatipy may I@rkﬁi/%%l@hnﬂtoytﬁppﬁﬁ\e InEosbrecetitc e

ver sags Afde@diod Lity

profi ll’se t her%0 nggth ggﬁﬂﬁtgébéﬁlgffé:ﬂoﬁ?l%y ﬁﬁe& rﬁ%% %?%?ge\ﬁdg‘gat g;ﬂr%& useag tte

Al t er nat i igediyed an%memdlqa;ormhgﬁ thleesethmanawcndimcwnﬁhermhbr deuice bmﬁisbﬂmyoxbe

used to ¢ n rk devi c beln ch a case, the
d&ﬂéxj rdil&ik dﬁ%ce Eg gregﬁzg Herfwat n.fq:yr%r{)P @

net wor k devi ce nay rog al ue defined for a

par anet er CannAnIterhan&W}eliﬂ‘lt ﬁd&tbrmﬁfed&hﬁtlthet\fwdioﬁilﬂﬂmhl@garé’ﬁbﬂtﬁe%Bc peuaRd for
t he val ue_has her techni ques for determ ning whi ¢ val ue

d
has pr ecleé‘ﬂ%t rece & ‘ﬁ%aé?f 1s Wtebfha& ﬂ%‘fa’iei’%'t’if‘ Ysrsie wdicator, Hasn, HbA&fs]é’é fto
gener st e @ay Bé\&etth)ﬁuﬁédﬁvhieﬁ cf)ﬁlﬁfﬂlﬁ% PobédRld i Yo B udel®S gen%faﬁle thd ehttyPRofersanpl e

of a system 280 for, conmbinin urality of CPSs to produce an'entity

profile. The $IBRHVERG Tk s eFFé’InHtfé in AsbH4 thetrthe reeiv ﬂa@eﬁm@h@n wowlide 284
and 23t BASEAAS 4P00AEBE Bt ST pRENBk R0 AR ORI AR L B0 on

managenment nodul e 284 na ion con mponént 286,
conbi ni nghéicapDbMEK mOanalrn’ldGChalpeg]Wththﬁgecewed identification such that Act 145 cannot

Qg
D




conponent 294. The configuration control conponent 286 may receive entity
info 282 and access DBMS 306 using an entity ID 296.to retrieve pefsisted
entity info 298. The received entity 20 info 282 may ‘i ncl udd §E?/aﬁ‘5‘ety of

i nf or mat i OMOMBY an entity. For exanple, as described ab&¢g/uspi/eveiiati on to
Act 142 of method 140, the entity inforggtion may include an identification
of the entity, such as a unique identifier, as well as a version indicator
(e.g., sebd pdrfommeder the methodl4n@apby efEkOr AftomaiaANy ko alts 1B6a33G#at ed
with the ent.i t&"d T%e enti%y.%’nforrration 282 may be received froma first
net wor k d&¢ed ldeppicapion Balidng i gurati on managenent nodul e 284 may resi de

d A H . . 1 i i .
on a second ne waﬁ&y@wmﬁ&m@%r&feaﬁ%& my}(se g&é&%%@ﬁér&tmﬁx&ttﬁé%gﬁﬁogﬁraﬂ on .

recei ved from anot her nodul e of a networ evi CEé on ]
manageme iRt aneinod 4k deigg periormed i respernsa 4¢ & bser doggingnente thei nf o 282 may

be recei Vganhani ! | i | I St st current
enti tgse i nfor naa{tu?%fr?% %%tg}?f ’] cglgﬁff?&{aﬁlgﬁg{rlé {5 %ﬁé%«%’%@ﬁé{e :ﬁ%ﬁl ) %’f{}%&be
recei ved qombiaing pracadure inaghe tatiefautpsacedure that isusediivhenever @ hisdrdodsoatoed in

the entity | I 2 | .S nost ,recent versi on the entity ipfo..In
response ogﬁ:%l [eugé#}\?’lh%\ gé}?ﬁgg’ eAh’?cftﬁex; PFrOFFgurs %?#ﬁgﬁ%%ﬁtﬁdg asvin "E‘BJ'?%/R’BHIG of
conponenta 2&Gotkedevicetin tespensp e the atdricddvideybeiryf dé&f) 298 from DBMS 306.
For _exarrpl e, t@@ﬁ V\(%.O_l/ 7197&‘_- 40 - 20 SEP, 2004 PCT/US01l/ 09011
configuration § SUROIRIGR BEACEHHre ey haysed dordiergnt ssenariop o o exap@ig 806 as
Cdentir ' -o% ! P .

i dentiof | edspBnsed ﬁéﬂ&ﬂm%@ﬁw&@ @e\f1@é31?dt$€1‘i*c)81ﬁﬁn€9%gex@}t, tb B@t}gﬁﬁgk% r{{}llglg&n@ I on

282. The persisted entity information 298 nma part o gufation
dat a 308 RAFHFWEH cambiire phecdpBvBay tRhesed tnédrhineonly eedain £PSBassomiatedwithuthe a

plurality, i {.f L . I i ofc di.fferent formats. For
exanpl e, %ﬁ%gy:g%(jr{fclﬁ%%]?lgtl 0 @gg% ggﬁqnﬁéﬂ%%ctﬁﬁgéaé%%{sf f Sg'éﬁrf’ﬁcé% “?P’(?F ed in any
of a var icompbindd. By limitngshee@P Ssthammaihte abarbimaelrtt gererste thesdnitize prodife, theobj ect ,
or ot her (glgés[acfor n%tg Fé,irther’b coqfi(gurati on data 308 may include one or
more of tHe lanres BRoIn gy 9eds0lalsd 106 described above in relation to
Fig. B and mayFdrerimisle, wicheig toehdlopRAAkpdaintitRn 20daiPed abtkeinddadod @P! €

i ncl udi nq:ég #)I ur al ;{'{% of entries, where each entry corresgonds to au entity

-t >

or an 10 AFORbHFHon Rrossdireman defife thatosly eonfisnationssts ebthesemisad to t he
net wor K esbvider, ci@Biptikd Sl [ &Z& I QU311 ol
corrponentqﬂ 286et heﬁltpr#ay cod}n%%[&%@%tﬁéeueger%{asy:% e éx}éﬁ:}? fg’lﬁ)ér}\%ﬂgggggﬁw{}%ﬁ? h%élr
recei ved a8rRMRlgyee of thexamloyeg devsk afgsioedingljrdo gondratg an atiityrprefiletfonlohn Smyitinent
286 may i iyndi ) er.i nunber.) of..an entity
rof i 1o Famy CRSe S Y DRHEl Rt iy WeToBLR Al by ik B sBhR ke VAR

i ndi 8t orbei detdrmited whiether a ptdbéene with ptwonk deviedsivesd BB hnISmithi cuegedibons ar e

t he sane, he ,C L gur ation control conponent may send an indication
to the otvﬁie‘lré%@% q%ebyw%%r‘tﬁ' device that sent the entity information 282

i ndi cating t halorekangsleeCPIB6HHsBorlind WIWEH Bmil8 YAa521eRa8 apflRaliBiiito b8 t8Akd
versi on of .the ?Stl th,gquofl le. Alternatively, if the versions are not the

same, t h@ﬁd&’fﬁ‘f"i . %WHWP% OB Aewerkmg andfor may dséine epplicgliored to sand
a creat e ffdrhétyrs RERETated WillShubh 6hd A el 8ppiRatiBes. AP TR Yhich Tohn Smith has

25  been working continually have errors, a network administrator may run a particular combining
procedure to generate an entity profile for John Smith, where this particular combining
procedure does not combine the CPSs cotresponding to John Smith. Accordingly, when a
network device at which John Smith is working is configured, no applications or application
parameters defined by the CPS corresponding to John Smith will be used to configure the

30 network device, and it may be determined whether the problems with the network devices at

which John Smith works are caused by applications or application parameters defined by John
Smith’s CPS.




conponent 290. The conbi ni ng conponent 290, in response to receiving
instruction 288, may use entity ID 296 to extract one or nore sﬁggoz from
DBVS 306. For exanpl e, t-he conbining conponent 290 may be c%@\fﬁ%u to
perform ACYO W2ABI450 as described above in relation to 25PETES0INMd Fi gs.
5a-5b. The conbi ni ng conponent 290 thern2¥my conbi ne the one or nore CPSs
302 to produce the entity profile data 292, for exanple, as described above
in relation toARBetyorddevide 6 whichSlize mbthod 140 isdribgrexemtainnpoappiit a padciiay

receive the entit rofi.l e data, 292,. for ex le, .a nenory. represeng ation
of the. enfISE BIACPRIrs g resRsF 1GHERe e 9B TFTUPIAR, T GRATIBIe o A BetHRE 30
gener at e gdngiafsehtot, o nalyYelcarfif@ed #f pekfdfin @fattichlaPE@thbinRig3doedire! FENREPLE as

descri bed above.in rel ation to Fi 9114 6.. The renderi ng conponent 294 nay be
conf i gur eRFtiverkdesics opydushethe methad 140 beinm exachtsd may els $d(g-8or of i | @ 304

to the DBMaeraRfned) RXdASRIR £hd RRecPRhich BbmbiienGRAdapNraLd 20
SEP 2004 MEEOLTTI0 o ot e e S b g R i) |gsg€£e oftlgto 1" he

per si st edthgisatity aequestingghattheentity profilpbeganerataipthetssuationdn whebthaentitpns, f or
exanpl e, i t s Jl f the ipcations
otk ofroRes iRk Beidaiifd e AD0lch Rlpali O b LR Blpnlls GRETOHIL "R LO"

i n addi t i test)tathep critesiagor amy tcembamtimetherzofit ori ng t he. abstraction of the
entity profilep5 | 306 he .rendefrin onponent 294 may he configured
to store the a ’r‘gﬁﬂiﬁn@?m{’w e@ﬂ?q%ln% %%%iﬂ?‘g%ﬁ’?ﬁgm gdﬁ’g‘ﬁ&“és’fq | es on
one Ofo NDEENbighYBFdcediay it® BSapplie@@ the éts af Edrlfigumyich BamEREs BXRVR] B A& 198PY
of the entity profile nmay be stored on the_network device on which

conf i gur o ESRCTAE ARG BRI PIofbd P ushsglectabls corefigusation parameters piay de ayailahle asnt i t y

profile n@ﬁé&en?% RSO Bevat A BF R MR GE¥hER Wk, RGO dtwor eCOpi €5

may be accessible by a web 10 server, for exanple, an HPTP server. Stori ng

one or noPewhichaethd k49ds heisg perferinsd. of the entity profile on one or nore

net wor k devi c is Wbi i . actd. on, i.n .t he..DBMS 306,
provi des redun %xrtl’clyi} [Sérig? g’c@?%eﬁly?ﬁéoggggg?%;s Bﬁ%ﬁégéﬁgpff%g}ego (r)l}e eﬁgg'g’%% %e
unavaid abtetridved.ofet I8 mayr incinde fiest Hetdeniningshe ety dffvenfigurhsepapatkitéds onal

copies of the entit rofil rovji.de faster .access, to the 15 entity
profile, ?SB?C@QCQW%},WD 2% \%é;g%%fﬁg%g’ép?n % ke gde in 4, &8, %a’hd may
provi de | @athphab pegiskd dbetractios reREsahiMeCRE LSS Sfon BkaH1K -ond BEmERNY; &K §tdnon
managenent, nodul eg 4 may be inplenented using any of a vari eté@of

sof t war e, OPPHORERES CHAPIRAF ene Frmersyablesasitehle Fsries ofrtslstionat datakasampribe t he
confi gur a&dc@d@emﬁ%ﬁ%.&u%ﬁ&%ﬁy%ﬁ&if}%@d&ﬂﬂéh?&Bcfl\i/% &Qitg.s' ng Enterprise

Java Beans (EJBs) as part of 20" Javasoft from Sun crosystens of Palo
Al to,20Ca, availuithen tha persisted abstraption ascamay idendfyleptitydgroens/ofjother ledels tit ni |

wher e an ks b I J 0 t 90,_and 294
and generg%ue%h Z%S%Hm{/my sb? Pf%&?ufp%%a%ﬁ%sﬁ%@hlﬁggﬁ %ggﬁle%ﬁ'@tylﬁ\)’gb% may
be i rrlpl engnple}demﬂmgaydw}pngftg? wxkaigeiug, afd tﬂamﬂaiseuprma?@eylglﬁgntq Tdﬂﬂaymlilioeﬁt’ for
exanpl e, Po Le vai e, from Postgre nc.. o Vi e, va
Seot . AR Renf Ay LARnG ) R Ro e £ eBiEkiES Sy a1 DeloBe 108

conf i gur agervite providgs nefitr idadifliag Aede oﬂlay@atﬁﬁg@bgﬁ PefsRfHALEhattibns (JDBC) may
be used, for exanple, JDBC devel oped using an APl defined for Javasoft by
Sun NPer CEPESEHEE fh* G SERPS FIRE DFBRESH NSk RS ot e S bas ¢
vendor ( em@y be fdeftefi&l. Cor poration). Accordingly, the configuration 30

managenent nodul e 284 may create a separate EJB entity for each entry
extract ed frordberaatively, ryisted pbstracttamtthatgepresents the entity may define not only

the entity groups to which the entity belongs, but also may define the CPSs corresponding to

these entity groups such that each abstraction representing one of the entity groups does not
30  have to be accessed individually to determine the CPSs corresponding to these entity groups.
In response to these CPSs being identified, the one or more CPSs may be retrieved, for
example, from one or more tables of a relational database, such as tables 62 and 92 of

database schema 60 described above in relation to Fig. 3.



To communi cate with other network devices external to the network device on

whi ch the configuration nanagenent nodul e resides, the conf'{gug i
managenent nodul e may WO 01/71979 , -42- 20 SEP 2004 PCI/\ éz‘g%@ 1
/81 1java

i ncl ude aWRH/B8M ai ner including one or nore Java servl e{’gT/y%

server pages (JSPs), where each JSP or-2&va servlet corresponds to a renote
networ k devi ce. The web container may transact with the EJB session

descri bed abo\@ptisaly, Aoty 48 may includecirderisfz the ohmorquers retrigyedGRIgceordingitag

Renot e hod | nno i on [n ter b. ab

conbi n ar/ibt%%a Sggﬁ% %ﬁa‘rﬂgh?'w 81.:) O(r: g%a%é?ﬁ?’irg %ﬁaadrédtg Eﬁgzp }fg%/é)%ng%}p {asngfgg%ath Vg{l% e

Java | angiehggs té Borle Gaog Z whiclobalated tathe paxcbumting Iepast mient, vhhntSlongs to

M crosystens gf ,PalqQ Alto, i fornj .l i s,a.standard techni for

conmuni cd?-?‘ﬂ%%bfllﬁﬁs’g%?n?ﬁﬁ‘c@%%“@ gf{/lcgﬁfﬁyéf}erﬁ%&% 'gﬁ% FEE S

obj ectss. (@@B%hﬁb@@sgh@,oizpw IBQihd def fekieBtvalP] TRd CPSE BAY Beloldetedrtfoagas to

renote obj ect's that provide functi onailty on a_different machine (i_.e.,

net wor k dewieye) ofke pregsehysto atwtiamdeyel iof Bieyuerpachy.dsd 1 thefolievang 8tdskci2ogi es

for provigi ng A{%[Hate comuni cati ons between two or nobre processes on a sane
net wor k'

or different he device. For nore details regarding RM and |10OP, see:
htt p: // www. j avaswbf a varietpefodiertosdarimgs iriap e pefermedtasipartt PRACE WS | gur at i on

managenent nodyl e .284.al may _i,.ncl ude resent.at i I {not .shown) to
communi cat e be(?{égﬂg PR@“?&/@’@S {954 E‘PV% ‘ﬁ%tgr%l ootr@ Jgﬁ%@?g&g’f’%{e}%’ ?%rmt e
ggz WO1|r:d< leﬁcad@vd, ﬁ? mdiﬂit]:ii_ﬁi&@@ lishgf poihders; hbere@ath gcus;itam' i mhetisn pgmmnhn nmodul e

. Further, the configuration managepent nodul e nmay res 0 a
vari ety GPOSERRABIRPIERIRS theGrrrgspopding (it SaPy %@W&%ﬁﬂ? °’fdlﬁfe%é5§g?r€t% C%gs TCD,

conpani onygeviiea, witledae ORI in I H8Er coRfaiEU R dnahgtdre. eof of a
t el ephony communi cati ons network. System 280, and conponents thereof such

as conponent s Bgsxampgle, Fizod is pBhle23d ibobatinnamerpmple ofaliss pERPesasseciated t war e
(e.9.. GCofatine r?tyg’or \Qﬁitcﬁ‘aﬁgxgmg DAtAIOf ﬁeﬂ@g%ﬁ@atedh%g?%ﬁé;#rg?% incRAE aOF Nore

application-specific rntegratedcircuits),_TIrmare el'ectrical | y-
pr ogr smesluratitpofrpws (.. entriashB3 h atliecmeach entepfepreSys e voEBration peramsistent s

thereof may reside on Si chine, fox.exanpl ea,,as T . oynent
server of a tgﬁ@g‘ﬁa‘ﬁﬁgwfﬁf}‘ﬁ}%&%ﬁ% SCWPWQO%%%% Pft.)ce‘)% 3%/@&?4% rel ation
to Ei g. 1parﬁﬁet’éﬁ)taﬁlle QBﬁéﬂribéc} %Ur?eiiférdlﬂﬁindﬁﬁg] 30ot expingple, mnmesamaegmd

machi nes. For exanple,  a of the conponents 284 284, 0, 4 and 306 may
resi de o3 mayrerespoRshigl eBirias 1035 }&GFGSH?E}WE@' tHek ﬁ%ﬂé%tl e

conponent g, -ARFoRB <GRER 9N &R 53 IrBGlePfel R dfridl BB ahB Y4 S thah RbMEPEnORE OF
nore TCDs and one or nore depl o%rrent servers. Further, on each of the. one

or ok nenthésn@sand i respedtively. Fusthery eachienpmayrindodecwplpwtisheifialdrer eof , t he
system 28 : nem.s i i e r I

machi nes. SERp it BTRE BRI chBRT, £ QAR MR £uit 057 cbRMEDORTd R
conponent of tA8 field2 86 pn@Sfthe Rdles #2173 BB, Yhandr KX afdlatahasdistiiepracot deacribed of

menory (e.Jd. RAIY{} R%.disk, etc.) on a conputer. Each of such one or nore
nmachi nes einmlatien O FiH Ay ot her conponents, a 20 SEP 2004 WO 01/ 71979

PCT/ US01/ 09011Eactehtry 21 uha intlid®h OSTOWRe1E QBPGITeVd] SieklLa34, a€SPID fisld 236, @
processors, a_nenpry system. a di sk storage syste o) [ nmoye network

i nt er hcesame fgld248; pralne feldpdlseling Iﬁe& an ﬁfﬁ%?é%le @%ﬁﬁﬁ%ﬂ‘gﬂ%’ﬁ MRk s

i nt er conng@lkt RAI4L s vari ous conponents. System 280 is nerely an
illustrative enbodi nent of a system forﬁgenerati ng an entity profile froma

plurality of sdéisdllustratedibyitahle 380,dke lisioARREedess motibtsluda any seiseqresspanding to

embodi ment. b nol ig@g%&g@yb 44 b fesBE RS RlieBINE rBold Fif kﬂ:@gﬁeﬁﬁé ediftyth

bel ow and™1'S pr or I rative purposes, as any of a variety
of ot her magtnenbeldng togmydev R rgtigrerentsior yo GPSkinhay Havoheen definedfor the amtitset s

of configuratiaqn aneters, for anpl e, variations of system 280, may
fall ﬁ?thﬂ?“ﬁ’r?gl%‘gﬁ%éoﬁ’ Chrsﬁlée%}’%%ﬁgrignrg‘f the clains set forth bel ow. 10
Met hods 140, 1%@e@3dr?fdld 292%&&%9%?@@“@1&%&&{6@&% QRS thiviisch the 6, and
acts thereof, includi ng Acts 142-152, Acts 172-196 and éﬁﬁé é}ﬁ@%Zg
respect | verpmesddaptified by feldosdibelones. Shrivajus copaipptsindi S iiRd %88& and
acts, i ndizuiBeadd i od I&GUIRI 5 i 1PRIchiTRd s EPY . ElevaB figld 3 i Eftes

program product tangi bly enbodied as conputer-readabl e signals

-




on a conputer-readabl e nedium for exanple, a non-volatile recording

medi um an integrated 15 circuit nenory el enment, or a conbination thereof.
Such a conputer program product may conprise conputer-readab? @ $EPg284 s
tangi bl y enbodi/edron the conputer-readabl e nedi um where speRyu§i @RS
define instructions, for exanple, as parjqof one or nore prograns, that, as
a result of being executed by a conputer,” instruct the conputer to perform
one or norige vel: ,tg,pd@ t > Re i [or narious

embodi nment s, yar(ikgttu?%ﬁs anc&gfzvggn\%it%%té?ggimﬁug%ﬁi?@g??’zg‘g@ﬂgﬁ'n °rdct% ons may
be wri tt erfonfpingdyin kevelfigld 334may pe o mumbearpratrivigny otten datatws, capable 6xanpl e,
Java, C Oridgffﬁfyin %lmof&eﬂiei/eﬁ%%ty of conbi nations thereof. Havi ng now

described sone” I Flustrative e iments of the invention clained bélow, it
shoul d be apparRammeter fidhb235 mity kpeeify amnighe ideatifiérTof the BerabRtL GOLRG, b1, Mer el y

illustrati not, | imting,.havi een presented by way of exanple
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t el ephony par afeles listui dtustrated by tabie 230/maysbeinpderhartedising diyefarvakivtyd
entity gr : i i O networ k conpr.i sing a conput er-readabl e
medi um t%gﬁﬁg’t‘%%se ?gdrf%gﬁa‘ls“?%“a@’? S"%’F‘I\?’Q’(“&)&%F%%)“PP%\S‘F S@p gFPY pkrecords, an
conput er - objdadylothendakiastruatugel ural ity of sets of configuration paraneters
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conmuni cat i onsgﬁgw&ﬂg%ﬁm#’éiaﬁe’éta%ﬁqg@tth‘?:@m“é@%éﬁﬂgfﬁ%‘ﬁgﬁaﬁe&P%fﬂ@etem ity
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a t el ephoRPdyss ametity pro@@:) oF BptsHIvi gt drectihted abiove, gniosf aseistyodf coorbiniggr at i on
par amet er grdceditePRF Be Bd R0 Eorh¥in CPEL 5{§prt)915 % .rp%ﬁlgnt Ity, wherein the
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| ' 31 ty. of f fi ti
bar et or Sty b EFLORGBbE Rt Shrbilng protElite B mebin A iD8le. and
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net wor k uﬁ&ﬂ;gseﬁ.h %oreerggalrr;[p e, Etrtﬁcf: bbgs ar%%rdered according to the hierarchy, a CPS

corresponding to the next highest level of the hierarchy may be accessed, e.g., by accessing an
entry 64 of configuration set table 62.
Alternatively, as described abm}e in relation to Act 148 of method 140, the retrieved
30 sets of configuration parameters may be ordered in a list, for example, in tabular form as

illustrated in Fig. 7. Thus, Act 172 may include accessing an entry of Table 230
corresponding to a next CPS.



2. The nethod of claim1, wherein the act of conbining conprises: for each
of the one or nore configuration paraneters, assigning a value from one of
the plurality of configuration sets to the configuration panargeer2ii25 3.
The met hodvobu/eleae nil, wherein the hierarchy is an adm ni stecatusvgosbiler ar chy,
and each entity group is a group of adipppistrative entities. 4. The nethod
of claim1l, wherein the hierarchy is a network device hierarchy, and each
entity group i ts ' m 1,
wherein the hi]zlrazfrog{)1{))%{*%3}2{22t lzg’tlﬁag bgggﬂf G | g% g’?ectﬁ?r aﬁgccg%ﬁ?%rsl?{a% 3&; lng:!rdr(;nup S
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conprises: , 0 SEP 2004 . comhini. u [ of sets of configuration
pa?gm?t er?ﬂ%@&%ﬁﬂ&éﬁ&féﬂ\ﬂwﬁq{‘%%g%h%ﬁﬁbgé%% ?8: The met hod gf claim
6, wherein a phuérahtively,HctQoMRiaRifGudd RER6HE ible ZIUH Ueihhe if18is(CPShas a

conbi ni ng procedure, are avail able on the comunications network, and the
‘met hod f URSXhBATamsiepFarydchy dgfines grvalueq ok easnle. afthe perrent GBS ig thetsehg

pr ocedur t | 4 ’ﬁﬂﬂ?}}' ' e . d of
cl aim 6, ei\;dvﬁlgﬁgrcll %38?%321 ﬂh%%'r#‘gflni ng p{rﬂgiglg%gétg spegiqﬁa}te%% 0€6e7 d(‘))rwrrplr%t;%Lg? t he
entity grumaxpparhmetenfirovhiclvitdefipesradiahy teeduse efitric 23 is therlagtientry patable361fer ar e
not tﬁ) beeggég)i ned, and wherein act (b) further conprises: refraining from
conbi ingS ‘or nore sets of configuration paraneters, each of the one or

nore sets cor rigsyiotetermiged th AGE 7afthdt ftes €PS Hde 10t BiYe 2 reREFdrirh& ek foy whitg if i r st
15 conbi ni gr ocedutée., 9, Thg net hgd of claim®6 wherein a first of the
plurally %%]i%g # ¥alye. thepin At ld6; ibmap be drterained whetherdhermdssa pext SPRidehaed for
entity gr@pntify iddgelhfteansiite soitbitiigpRdRd@E beind kxSl IA38976 £y GRHMNI NY

the plurality of sets of configuration paraneters is accordance wth the

hi er ar chyaceassingta ligg sanarated ik Act F4k todlstenpinedbmmneg (P definsd fenthisentity. 10 The
met hogd of cl aipg Ly MBR" ﬁ"tge (?.mtehf &bg g thb B& sg%cli'ﬁédfﬂ o's ﬂ? .0??,t1§ctqf7? ma
erl t val ue I

configuration paraneters nes a firs r-aftirst con ga’ration
par anet eringlude dettinniningtthat thére $tno2 5 nextl CRS definbe forghia eftitydecanad set 07D is thhe

first configuration,paranetey. ond of the plurality of sets of
configurgf‘ft%ﬁt 5W§w&e$§65ﬁ?ﬁ%%@33@82§% value for the first configuration
paramet er, wheAR¢rRatiely, (Dthe ot ICPSSs tiRGEOpSLIAgd b?e:sfrorm feh ARt 176 may
conflguratloa arartetertﬁ; ggngnl n the first value to t,l’*le first

conf i gur aRfly e_g%fP’é‘H’BJ_cngr it rﬁhsrar(ﬁleﬁgbpﬁeseff)?@lde@@ed\f%@@ @4ty final value for
the fig st confARHrfpking 8h MERIbiniAS pRESIAILERE a3e@ e §Eth&E is a next CPS
configuration paraneters; and refraining fromassigning the second value to

the firstdefined fopdhisendty. fercambining precelVENDEDSHEDY the pext SHBS to he gonsidered

as part of the combining procedure. For example, as described above, certain combining

procedures may be used to test whether CPSs defined for a certain level are a source of a
problem associated with an entity. Thus, a combining procedure may define that any CPSs

25  defined for the entity and corresponding to any of one or more levels are not to be combined
as part of the combining procedure to generate an entity profile for the entity.

For example, Table 230 indicates that CPS 167 corresponds to level 4, CPS 022
corresponds to administrative level 3 and CPS 077 corresponds to administrative level 1. As
described above, levels 4, 3 and 1 may correspond to an enterprise level, a department level

30  and an employee level, respectively. Further, Entry 245 shows that CPS 077 defines the value
“H.323” for the parameter named CALL,_CONTROL_PROTOCOL. To determine whether

this call control protocol is the source of a problem associated with entity 077, the combining



-47- response to the first value being marked as the final value for the
first configuration paranmeter. 11. The nethod of claim1, wherein a first
of the plurality of sets of configuration paraneters define agdp o9& Val ue
for a firsgoe@nbtegurati on paraneter and defines the firstp gbq,oaoqlbel ng
aggregabl e, and a second of the plurali{y of sets of configuration
paraneters defines a second value fir the first configuration paraneter,
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confi gur at i on Ip#isdaterarinedindratil ¢ thattherey netarmsxt CBS assacisted svitithistentifyi r st
cont | qur oh1 pEHRLd BF pBEL AR brodifhe LT e blkndd F7Rmd And” dialal, I
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AVENDED a vajp, dhep 74gt mey by deterpuipediyhether valya from gpether GPS hes
pluralty p?éw&%lysbééh 258 aﬁedqa fat bﬁ«ameféf &ﬂﬁ{gee’xéc&{oﬁ o?h%rc%ﬁlbhﬁn a?{o%&ﬁ&e.oml .
dat abases in the compufer-readabl e medium and act ses: accessing
t he rel atexamale, dafeeaw@@t €BS jiseset D%’&/@dtthectpmt parRmgtenis APPZ (¢ erfur at i on
9 pargnet ei,n t he
t el ep%on 2%);%6#9%?}?&%%(}%60%8% pr 0 C\M(%g{ 0 ){)éﬁdﬁs{g‘?% S{laésgﬁga&y
programmtthevdzdeﬂoeﬂhbmtamdmrfmmdéﬂs wﬁ'(dewexmg 238).control a telephone call. 10
The met hod of Jal %rte n H}EB Ie telﬁi{) y communj cation
device is ada RGH & ﬁY} %%ﬁs}gn Oﬁglsélar%?t UERE of -
the foll @mmoﬁafthemmumg pfo@é&ﬁ@ltﬁen A& 130, it fiay badeteAniRe@ivBe@br thil 323.
The Medi a, Gat(f Control , Prot ocoI The Megaco H. 248 Protocol .and the

Ski nay SERCHSIR B‘thE‘BYal“? e ve alpg, for s purARSIET afdinghiaiesioF A paTRBICtATAG2 18
and L3 caankesdigtado H RRR. N 9helBira

AN AL A AL A3Y. AYY. AL AFO. ipas A A( Y A3§')A\%}éb,61§’7g IROGEe Which gannot be

CACA LA op(qmd,d(g@b)a\amg i\atqn\walAesaEetrmvpd for tn para@@er during execution of the combining

A AF@ AFgﬁga . A. AR AF. AnS. AY. A. A4. Ah. AF. A{

r.A{!)* & DHOTW 0sQO~xr mhc”"YT] ca] ca] ca] ca] ca] caU] cal] ca] ca] cRa] ca] ca] c
a] ca] ca] ca] Ca]Iﬁa]s:dﬂt@frm]m:Y\m Aﬂtd%@ﬂmﬁﬂelﬂ}m&mﬂsl}/\asxgned value for the parameter is a

o c ol R BPLEALEAGHRO N e valn ot e parematey is 2Pt chppasdhandAStdA 85 cal ca

} & a ﬂéﬁ ﬁ/c Ulpettbaadd 4] deadritel abdven | oz kr@hpla) snbry 038 el ML wl §588 8253 B 446

O T R AEner GRF 167 pbainsg Saglovaie fprtap sapester COREARRS, Accardiealidf ca) cal

ca] ca] Ca%&é\lrﬁs%l cPalis st 02l Eﬁdfhélcﬁﬁh& H}as&wr? ?L%W%W\Q@] géééﬁ tp] 110
ANNAN — 0h 8 é{asb* vgl gb] ] clc ] ca] ca] caj cal cal] caJt”™al cal calca] ca
] ca] ca] c@%]&cé]l& peul }Q?@}Itﬁet a @aqem}laia]r@apw]\@h:]ec‘a}wq,@aexecwmg’atcmoadde

II:;I I:ﬁ{ \éf ca ca] d(%ca'}ca ca ,]L iﬁ%@}'% szﬂc‘g?ha%}ggﬁfg&} cg%‘&%}ucg} gg]l gg

op 30 changing the value of CORE_AP

- Alternatively, if it is determined in Act 180 that the previously assigned value is not a
final value for this parameter, then, in Act 182, the value defined for this parameter is
retrieved from this configuration set.



paaqr YrZrrrrsssss/t2t G Ktqtttvv8v: v,

vvv| vgke  ZzUzupkfa\ W] cal] ca] cal] caU] ca] cal ca] cal] ca] cal ca] cal] ca] cal) ca]c

aU] cal] ca] caU] caU] cal] ca] ca] cal] ca] cal] ca] ca] cal ca] cav; SEP 2004 _
W@vewh\/\l\/\I\MQ;H;/]]\Q]A@(7 XX, y9yyy*zwzxzzzzzz{} Ezuoj e [ Vzupkf a\ W]ﬁlc]‘i‘?(l ca] callc

“a]ca]cal] ca]ca ?:aU] cal] ca] caU] ca] cal] ¢ U] ca] caU] ca] cal ca] ca sPcau?ﬂca] calca

] caU] ca] cal] caEQV] q0% | <C" 8| wr mhc” YKkf av ]1c]ca] ca] ca] ca] ca] ca]ca]c™a]c”alc

ﬂgﬂzjcggl Hée\lls{]cghc‘g%ﬁe]‘ ]‘%}‘ %“53‘} gglf %ecﬁ}i%‘%dg@}’ g‘%‘ Uisatﬁ%a%%] caj ca |

] ca] ca] calygal GONEROB] PROTAICTH] 8k pa@d@(crrh%é\ eBRlaEl~xsni d_ZU]
] ca] ca] ca] ca] ¢ ca] ca] cal] ca] ca%%]) ] ca] ca ca] caj ca] cal cal] cal] ca] ca] calUl ca] c
a] ca] ca] ajsng valpe af c 415p & 3)4@1{1ph is defined as non-final. Accordingly, this non-
2m K caJca] ’
\éa] C;}Jga]ma] r]glg]hgtghg%kgg] {ga] @g] = C?]&@if%l&%ﬁ&&ﬁbé@%ﬁ?&lb‘&%}fsadﬁ% Jcal
Mhpyx* qeettisgeds | wr ngb] W ] U] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal calcalca

Ly eheal T SRR S8 0] SRl Rl R LBk R e r S dighad vatve oy ¢

a] ca] C/&\l] €& ]thia pacinetdr mdggaégabl]eca] cahjectal & hlah{éteUl’fﬁéﬁkregable if even after a value
Lo 14 ) €2l cal cal oo calcal cal cal cal cal e cal ol e cal caf cal el el
WZchoSAety hdtBerdtild ﬁ@%ﬂ&ﬁ&ﬁﬁ&t&%&ﬁ&&@g} fedl(cé] m]e&ﬁb’]tﬁe?&ﬂ@e] Arh&aU cal ca] ca

] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] cal] ca] ca] ca] ca!
4$&&8&&&535($m 10 thy parampd@? 1 CLKINIWL zupke_Zj e ZU] ] ca] caU] caU] ca] ca] ca] ca] ca]

2] cal oal ca oo} Rl EBEAIH AE o) GRSl ERLATAER R vlue for s et 3,00
B]] B~]yt 0j egdregdble tHenaincadtdRp othe valhie &irdhi} pa]ama]sc C:qma]adgogaé%%&]?%ﬂ%aaé ﬁ EllJ]ch
a] ca] calUl cal.c a
KLSMM%%%G\R] VIB‘}' %‘ g% ?&%f%ﬂr?glf B4 C((:;%'f ‘ca] ca] ca] ca] ga] ca] ca] ca]
ca] ca] ca] ca] ca?bﬁa]aﬁ@le;ad.tﬂneahm]t @Bda];szajzzaﬁd:m]:caﬂraﬁ]peﬁhm&!r@@aahﬁ%( TTTUU

T@iﬁéi' %ﬁ?ﬁéﬁﬁﬁﬁﬁ ey AT b b et P o Rty Yok B Oy Dot
~\an a@%ae wmln eJihfs VRO Y leke delfinkdrk %%v%&ZlMM1WIt6a] cajc
a] ca] ca] caj ca] cal ca a] caj ca] cal] ca] cal] ca] cal caU] ca] caJ] ca] ca] ca] ca] ca] ca]ca
] ca] ca] cHi gesas iop bangrfoxined Yol defipes theyprametery] | ca

]aiza]ai:a]a gﬁaig]g@ ‘?qu(:%u %ga]ﬁé] ca] ca] ca] ca] ca] ca] ca] ca] ¢ca] ca] calUl ca] c
X'}/ f~xs n| d_ZUihel ¢34, aa]scda]eua]nedl]haath]a@aqujsbaﬂe]xm]ad:w]luafmd]isp@ram]atea]sca] ca]

So) oo ¢ opbtir bRt LB A8 8] SRR GRh SRR Silud Kebitat o preiddsnu o) ca

c a]N/c ?31/\]2 Ia}hbg;g%tﬁieirﬁa&d:@dlﬁa Ulles] e valal daﬁmabﬂmﬁ’(ﬁﬁrameter by the ]cun'e]nt C]PS l ca] ca]

v c ]c ca ca] ca] ca].ca] ca] ca] ca] ca] ca] ca
]gca] ca]l c&]’%‘é‘]de ]I“Eg{?é‘ %%ﬁfc@?‘&%ﬂ %d’&]aér g’é]“%%’]@gq ar‘r‘]l?ﬁ)%KA gzupkfa\W]]ca
] ca] ca] ca] ca] R} eahid, GAhe tadr 309 e] maliedd el fahaskea &ahée] cal ca

! AaZ 7 K" % 16E&{ vgk
S B R L T

] g:]' 55 bel(s O bt aus T g%]v ?gﬁ]lﬂcg‘?ca%%l’%ﬂﬁ ;%]»%ﬁ;?éﬁfh&%}!h%?k%l fgHl cau

-1}JQos/ W@mﬁ{nﬂmagsﬁfabié Vet cale £H] 23] cafipaidycath Tagidad] ¢ 4¢-gal] cau
) cal call gal ool cah b eabheathiedlia il &AL a) satks aHucal £ calsplaar( 6o

J()HI7Bp
](_)1~xsnh¢e]\>él)d’\YSkeUU] c] cal] ca] ca] cal] ca] cal] ca] cal] cal] ca] caV] ca] ca] ca]ca]c

a]cal] ca]calcg]calcalc Ul cal cal] ca C calsg*

| _1~xsmhc] Xi d ]t%ra\égif%éﬁclﬁa] E%Riﬁﬁeé%f Ea]%ctg&acvémeggfea&heea] ca] ca] U ca
] caU6a] ghﬂﬁﬁl&%&ﬂ&&%@%&@&h@&ﬁ%&%ﬁms parameter
$10%th4h& () Y 10% h& 109%& (Y- LS 10%h h& ()- LS 10% h "h& () -

10% h h&nee)ybqoteamw@OM%PS& ()- mlO% h& ()-3"10% h& ()-, @10%

h& ()-1F"10% & ()-S $10% & ()-=/ ?DzX6! 4" 10%

& ()-m (.$10%HH& ()-!6.$10%WhVh& ()-!1Y+ "10% & ()-y &$10% d& ()- !-ly
8$10%hCh& () - DEFGHT osbCl 410%& ()-3"10%&' ()-|310%& ()-#10%& ()- 10 h 10 h
10 h; 10% h& ()-sCQ& ?2vzX6bC ;| Z%0%& ()- !#l *7940%& ()- !X "~ Z%0%& () -

Lf1° Z%0%& ()- ! YHL109&' ()- Y#10%&' ()- vORSTUanT S410%& ()-#10%r& ()- 10 10
10! 6" 109%& ()-F | Z9%0%& ()- !'1l " Z9%0%& ()- nl;/a?rS4! (S$109%& () -

F10%m& ()-3!"10%m& ()-3 "10%rC& ()-3 10%r& ()-Y'10%& ()-!""z[9+4 10mi s6
10%m&’ () - Fl % %4.0%r& ()-m Dl % %0%& () -




%0%&' ()-3GLO%r& ()- !S$10%& ()- """"""#¥<4 10mml ! @Bs %0%& ()-!Ns
%O%R ()-!"10%& ()-2Z!"10%x& ()-ZSH#L10%&' ()- 10mm 10mi6 "' FZE@Z%E z@<4
10nmm D( Y94 0%& 5)- 'O109& () - $109& ()-!D $10%& ()-!#S 0%
Y40%& () - qWO01/71979- 3y g\ =Onm #109&' ()- 10 10 10, 8@ 109&' ( PCETABONROLY -
I D(YOdOusk' ()- ! @YUOY&R ()- ----/0laBg\39am 0% ()-!
%O%R ()-1#10%& ()-yl09%& ()-!109& ()-110%& ()-1!1223#45Y7zX69\ =0mm #3
%0%& ()-!!13 YaOShinple, ifithe @tﬁ:ﬁ%ﬁCBs ié 9eDB6PAhd W durreht SPat@i8P4s the p arameter0 3
: B 0/ .
08;&8?)/&' (1)0 Wf‘g@%%@ s 1 gn eva uQ‘S \é}%él,,on{% ISQ retrle%g . d(gsmgrlxgd %soth%
=Y?" <uV70raihé @il &{&n{eﬁasl SI A 0% ()-s!\ I md0%& ()-s& 109%& ()-3Y"10%& () -

7109%&' () - Y?U@ @ Bu c:c:c:c MP10 10 10, 10! 6% 9405 L9409 ()- !
%0%%;) 0)- @ 5. 0g:ig yﬂﬁw@;@mumgi)s’o it may be determined

10' $|10§/ (EE éehef th.isc@fgs &Qﬁn'éf EhLQlﬁ%e Cor tﬁi"s%m‘er a}f?e@g &fbArValue for this parameter,
109&' () - EF( G G HFHI} A<M?10

10! 1 4tyaomee<}mpizobma0(cyssmme2{2)cﬂaamw2& 0)tabl2 0968 () -! T$10%&' () - JIKMVENN
Nz[ <110 10L9

109& () - F5100&M A7 498:db48 determingd ghat she gnusnt CBS does define the ¥alye £ashis ) . NN

N PaPj K10pdin®tet Bs being final, then, in Act 196, the value assigned to this parameter may be marked
as being the final value for this paré.meter, for example, by setting a flag. For example, if the
10 current CPS is parameter set 077 and the current parameter is the parameter _
CALL_CONTROL_PROTOCOL (entry 245), then because the CPS 077 defines this value as
being a final value in field 242, the assigned value for this parameter may be marked as being
final. After Act 196, Act 174 may be performed as described above.
If in Act 190, it is determined that the current CPS does not define the value for this
15 parameter as being a final value for the parameter, then in Act 192, it may be determined
whether the current CPS defines the value for this parameter as an aggregable value for this
parameter, for example, by accessing field 244 of an entry 231 of table 230.
If it is determined in Act 192 that the current CPS does not define the value for this
parameter as being aggregable, then the value is not marked as such and Act 174 is performed
20 as described above. For example, if the current CPS is set 167 and the current parameter is
the parameter CALL_CONTROL_PROTOCOL (entry 237), then because aggregable field
244 defines the parameter to be non-aggregable, the value “SIP” is not marked as being
aggregable and then Act 174 is performed as described above.
If it is determined in Act 192 that the current CPS does define the value for the current
25  parameter as being an aggregable, then, in Act 194, the retrieved value for this parameter is
marked as an aggregable value, for example, by setting a flag. For example, if the current
CPS is set 167 and the current parameter is the parameter FEATURE_APPS (entry 235), then
because aggregable field 244 defines the value to be aggregable, the value “S.exe” is marked
as being aggregable.
30 Method 170 may include additional acts not illustrated as part of Figs 5A and 5B. For
example, after retrieving a value defined for a current parameter in either Act 182 or Act 183,
it may be determined whether the retrieved value is defines as having mobility (i.e., being

mobile) by the current CPS. Such a determination may be made by accessing mobility field
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for parameter may be assigned to the value for an entity profile being generated for a mobile
éntity, e.g., auser. A mobile entity is an entity that is capable of being associated with (e.g.,
capable of logging into a communications network from) more than one network device (more
specifically, more than one network address) of the communications network. A user may be
considered mobile because a user may be capable of logging in to a communications network
from a plurality of network devices. A stationary entity is an entity associated With only one
network device of the network device. For example, a network device is a stationary entity.

If it determined that the retrieved value is mobile, then method 170 may proceed onto

' Act 184 or Act 188, respectively, as described above.

Alternatively, if it determined that the retrieved value is not mobile, then it may be
determined whether the value is being defined for a stationary entity, for example, a network
device, or for a mobile entity, for example, a user.

If it determined that the value is being defined for a stationary entity, then method 170
may proceed onto Act 184 or Act 188, respectively, as described above.

If it determined that the value is being defined for a mobile entity, then it may be
determined if the mobile entity is currently using a network device assigned to the mobile
entity or another network device of the communications network not assigned to the mobile
entity. It may be the case that the mobile entity is not assigned to any network device, in
which case, because the value is defined as non-mobile, the value may not be assigned to the
current parameter, and method 170 may proceed to Act 174.

Further, if it determined that the mobile entity is not using a network device assigned
to the entity, then the retrieved value may not be assigned to the current parameter, and
method 170 may proceed to Act 174.

For example, some applications should be able to configure any network device that a
user is using, and thus should be defined as mobile. However there are types of configuration
parameters that the user would not want to be mobile. For example, volume or screen contrast
typically are specific to a combination of a device, user and/or environment. A user would
most likely use a different volume setting for a first type of device in a noisy lab than they
would for the same type of device in a quieter office. Similarly, contrast may be highly

dependent upon the lighting of the environment the device resides in and the specific user’s
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Next, in Act 172, CPS 022 may be accessed from Table 230. Next, in Act 174 it may
be determined by accessing entry 239 that CPS 022 defines the value “D.exe” for the
parameter “CORE_APPS.”

In following Acts 178 and 180, it may be determined that the value “A.exe, B.exe,

15  C.exe” has already been assigned to the parameter CORE_APPS and that this value has been
marked as final. Accordingly, the value of the parameter CORE_APPS remains equal to
“A.exe, B.exe, C.exe.”

Accordingly, in the next Act 174, it may be determined by accessing entry 241 that
CPS 022 defines the value “T.exe, U.exe, V.exe” for the parameter FEATURE_APPS. By

20 applying Acts 178 and 180, it may be determined that the parameter FEATURE_APPS had a
previously assigned value, but that this previously assigned value was not a final value for this
parameter.

Next, in Act 182, the value “T.exe, U.exe, V.exe” may be retrieved from field 240. In
a following Act 184, it may be determined that the previous value assigned to this parameter,

25 “S.exe,” was marked as aggregable. Accordingly, in Act 186, the value “T.exe, U.exe, V.exe”
may be aggregated to the value “S.exe” to produce the value “S.exe, T.exe, U.exe, V.exe” for
the parameter FEATURE_APPS.

Next, by applying Acts 190 and 196, the new assigned value for FEATURE_APPS
may be marked as being final, for example, by setting a flag.

30 Next, in Act 172, CPS 077 may be accessed from Table 230. By applying Acts 174-
180, it may be determined by accessing entry 243 that CPS 077 defines the value “W.exe,

X exe” for the parameter FEATURE_APPS, but that the value “S.exe, T.exe, U.exe, V.exe”
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10 An abstraction of this entity profile may be stored on a volatile recording medium in
local memory. Such a memory representation may be implemented according to the type of
the application (e.g., a software application written in C, C++ or Java) performing method
140.

Method 140 is merely an illustrative embodiment of a method of combining a plurality

15 of CPSs in accordance with a combining procedure to produce an entity profile. Such an
illustrative embodiment is not meant to limit the scope of any of the claims set forth below
and is provided merely for illustrative purposes, as any of a variety of other methods of
combining a plurality of CPSs in accordance with a combining procedure to produce an entity
profile, for example, variations of method 170, may fall within the scope of one or more of the -

20  claims set froth below.

Retumning to Fig. 4, after the performance of Act 150, next, in Act 152, the entity
profile may be persisted. As used herein, the term “persist” and derivations thereof mean to
store on a non-volatile recording medium. The entity profile may be persisted using any of a
variety of techniques.

25 Fig. 6 is a flow chart illustrating an example of a method 210 for persisting the entity
profile. |

In Act 212, the location at which to persist an abstraction of the entity profile may be
determined. For example, such a location may be specified as a uniform resource locator
(URL) or another type of location indicator. Such a URL may be determined from a plurality

30  of attributes uniquely identifying a network device. For example, the URL may be a
combination of a domain name and possibly a path that specify a network device ora

particular directory on the network device.
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ollowing Act 216, the rendering procedure may be applied to the entity profile to

10 produce the abstraction to be persisted, and in Act 218, the produced abstraction may be
persisted at the location determined in Act 212. For example, in Act 216, applying the
rendering procedure may produce text file 260 of Fig. 8 which may be stored at the location
determined in Act 212.

In a next Act 220, a serial number or other version indicator of the entity profile may

15 beupdated. For example, the serial number of the entity profile before method 140 was
performed may have been an integer, and Act 220 may include adding 1 to the integer.

Ina foliowing Act 222, the serial number may be stored m a data structure that also
includes an identification of the persisted abstraction of the entity profile and the location of
the persisted abstraction, For example, a relational database that includes a plurality of

20  entries, each entry corresponding to an entity, may be provided. Each entry may include a
field storing a unique identifier of the entity, a field storing an identification of the persisted
abstraction of the entity profile, a field storing the location of the persisted abstraction, and a
field storing the serial number of the persisted abstraction. Other data structures may be used
to store the serial number, location and identification of the persisted representation.

- 25 The order of the acts performed as part of method 210 is not limited to the order
illustrated in Fig. 6, as the acts may be performed in other orders. For example, Acts 214 may
be performed before Act 212. Further, one or more of the acts of method 210 may be
performed in series or in parallel to one or more other acts. For example, at least parts of Acts
212 and 214 may be performed in parallel.

30 Method 210 is merely an illustrative embodiment of a method of persisting an entity
profile. Such an illustrative embodiment is not meant to limit the scope of any of the claims

set forth below and is provided merely for illustrative purposes, as any of a variety of other
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5 be performed before Act 146. Further, one or more of the acts of method 140 may be

performed in series or in parallel to one or more other acts. For example, at least parts of Acts
146 and 148 may be performed in parallel.
Method 140 is merely an illustrative embodiment of a method of generating an entity
profile from a plurality of sets of configuration parameters. Such an illustrative embodiment
10  is not meant to limit the scope of any of the claims set forth below and is provided merely for
illustrative purposes, as any of a variety of other methods of generating an entity profile from
a plurality of sets of configuration parameters, for example, variations of method 140, may
fall within the scope of one or more of the claims set froth below.
Methods 140, 170 and 210 aie described above for generating an entity profile from a
15 plurality of CPSs corresponding to entities and entity groups of a same hierarchy. However,
two or more CPSs corresponding to entities or entity groups of different hierarchies may be
combined to produce an entity profile. _
For example, an employee from a sales department may sit down at a TCD in the
engineering department and successfully login to a communications network. A plurality of
20  CPSs associated with an administrative hierarchy to which the employee belongs, which
includes a CPS corresponding to the sales department, but not the engineering department,
may be combined to produce an entity profile for the employee. Further, a plurality of CPSs
associated with a device hierarchy to which the TCD of the engineering department belongs
may be combined to produce an entity profile for the TCD. A simiiar example may involve
25 an employee of a first enterprise logging onto a personal computer of another enterprise. A
plurality of CPSs associated with an administrative hierarchy to which the first enterprise, but
not the second enterprise, belongs may be combined to produce an entity profile for the
employee. Further, a plurality of CPSs associated with a device hierarchy to which the
personal computer of the second enterprise belongs may be combined to produce an entity
30 . profile for the personal computer.
In either case, the employee entity profile and the device (TCD or personal computer)
entity profile may be combined to produce a resulting entity profile. Combining may include

merely aggregating parameter/value pairs from the two entity profiles, or may include
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combined, but both may be used to configure the network device being used. In such a case,
the network device may be programmed such that the first value defined for a parameter
cannot be overriddén, or such that the last value configured for the value has precedence.

10  Other techniques for determining which value has precedence may be used.

Any of a variety of systems may be used to generate an entity profile from a plurality
of CPSs. Fig. 9 is an example of a system 280 for combining a plurality of CPSs to produce
an entity profile.

The system 280 may include a configuration management module 284 and a database

15 management system (DBMS) 306. The configuration management module 284 may include a
configuration control component 286, a combining component 290 and a rendering
component 294.

The configuration control component 286 may receive entity info 282 and access

DBMS 306 using an entity ID 296 to retrieve persisted entity info 298. The received entity

20 info 282 may include a variety of information about an entity. For example, as described
above in relation to Act 142 of method 140, the entity information may include an
identification of the entity, such as a unique identifier, as well as a version indicator (e.g.,
serial number) indicating a version of an entity profile associated with the entity.

The entity information 282 may be received from a first network device, and the

25  configuration management module 284 may reside on a second network device.
Alternatively, the entity info 282 may be received from another module of a network device
on which the configuration management module 284 resides. In either scenario, thé entity
info 282 may be received to determine whether the entity information is the most current
entity information. Specifically, the entity information 282 may be received to determine if

30  the version of the entity profile included in the entity information 282 is a most recent version
of the entity info.

In response to receiving the entity info 282, the configuration control component 286
may retrieve persisted entity information 298 from DBMS 306. For example, the
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entxty ID 296 received as part of the entity information 282. The persisted entity information
298 may be part of the configuration data 308 stored within the DBMS. The configuration
data 308 may include a plurality of different data stored in a plurality of different formats.
5  For example, the configuration data may include entity profiles stored in any of a variety of
formats such as an XML document, a serialized data object, or other data format.

Further, configuration data 308 may include one or more of the tables 62, 72, 82, 92
and 106 déscribed above in relation to Fig. 3 and may include other relational database tables,
such as a table including a plurality of entries, where each entry corresponds to an entity or an

10  entity’ group, wherein one of these entries may correspond to the network entry identified by
the entity ID 296.

The configuration control component 286 then may compare the persisted entity info
298 with the received entity info 282. For example, the configuration control component 286
may compare the version indicator (e.g., serial number) of an entity profile included with the

15  persisted entity info 298 to the i/ers'ion indicator included within the entity information 282. If
the versions are the same, then the configuration control component may send an indication to
the other module or network device that sent the entity information 282 indicating that the
other module or network device has the most recent version of the entity profile.

Alternatively, if the versions are not the same, then configuration control component

20 286 may be configured to send a create entity profile instruction 288 to the combining
component 290.

The combining component 290, in response to receiving instruction 288, may use
entity ID 296 to extract one or more CPSs 302 from DBMS 306. For example, the combining
component 250 may be configured to perform Acts 146-150 as described above in relation to

25  Fig. 4 and Figs. 5a-5b. The combining component 290 then may combine the one or more
CPSs 302 to produce the entity profile data 292, for example, as described above in relation to
Fig. 4 and Figs. 5a-5b.

The rendering component 294 may receive the entity profile data 292, for example, a
memory representation of the entity profile 292 described above in relation to Fig. 6, and

30  generate a persisted abstraction 6f the entity profile 304, for example as described above in
relation to Fig. 6. .

The rendering component 294 may be configured to store the persisted representation
of the entity profile 304 to the DBMS 306, for example, as part of the configuration data 308,
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5 in DBMS 306, the rendermg component 294 may be configured to store the abstraction of the
entity profile 304 as one or more files on one or more network devices as part of a file system.
For example, a copy of the entity profile may be stored on the network device on which
configuration management module 284 resides and other copies of the entity profile may be
stored on other network devices of the network. These copies may be accessible by a web
10 server, for example, an HTTP server.

Storing one or more files of the abstraction of the entity profile on one or more
network devices, in addition to storing the abstraction in the DBMS 306, provides redundancy
protection in case the DBMS 306 fails or becomes unavailable to one or more network
devices. Further, these additional copies of the entity profile may provide faster access to the

15 entity profile, for example, by a web browser, than does the DBMS 306, and may provide
load balancing for the communications network.

The configuration management module 284 may be implemented using any of a variety
of software, firmware, hardware, or any combination thereof. For example, the configuration
management module 284 may be implemented using Entf;‘,rprise Java Beans (EJBs) as part of

20 Javasoft from Sun Microsystems of Palo Alto, Ca, available at:
http://www.javasoft.com/products/ejb/index.html, where an EJB session may be used to
implement components 286, 290 and 294 and generate an entity profile from a plurality of
CPSs. The DBMS 306 may be implemented using any of a variety of database management
software, for example, PostgreSQL, available from PostgreSQL Inc. of Wolfville, Nova Scotia,

25  Canada.

. For transactions between the DBMS 306 and the configuration management module
284, Java database connectivity (JDBC) may be used, for example, JDBC developed using an
API defined for Javasoft by Sun Microsystems may be used. The JDBC may be implemented
by the database vendor (e.g., Oracle Corporation). Accordingly, the configuration

30 management module 284 may create a separate EJB entity for each entry extracted from one
of these database tables. _

To communicate with other network devices external to the network device on which

the configuration management module resides, the configuration management module may
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10  Accordingly, RMI and IIOP are technologies for providing remote communications between

(

two or more processes on a same or different network device. For more details regarding
RMI and IIOP, see: http://www.javasoft.com/products/rmi-iiop/index.html.

The configuration management module 284 also may include a presentation layer (not
shown) to communicate between the web container and the one or more other remote network
15 devices transacting with the configuration management module 284.
Further, the configuration management module may reside on any of a variety of
'network devices of a communications network, for example, a TCD, companion device TCD
deployment server, or combination thereof of a telephony communications network.
System 280, and components thereof such as components 284, 286, 290, 294 and 306,
20 may be implemented as software (e.g., C, C++, Java, or a combination thereof), hardware
(e.g., one or more application-specific integrated circuits), firmware (e.g., electrically-
programmed memory) or any combination thereof. System 280 and components thereof may
reside on a single machine, for example, a TCD or deployment server of a telephony
communications network as described above in relation to Fig. 1, or may be modular and
25  reside on multiple interconnected machines. For example, all of the components 284, 286,
290, 294 and 306 may reside on a TCD or a deployment server, or any combination of these
components and sub-components thereof may be distributed between one or more TCDs and
one or more deployment servers.
Further, on each of the one or more machines that include the system 280 or
. 30  components thereof, the system 280 and/or components may reside in one or more locations
on the machines. For example, different portions of the system 280 and/or components 284,
286, 290, 294 and 306 may reside in different areas of memory (e.g., RAM, ROM, disk, ete.)

on a computer. Each of such one or more machines may include, among other components, a
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10 Methods 140, 170 and 210, described above in relation to Figs. 4-6, and acts thereof,
including Acts 142-152, Acts 172-196 and Acts 212-222, respectively, and various
embodiments and variations of these methods and acts, individually or in combination may be
implemented as a computer program product tangibly embodied as computer-readable signals
on a computer-readable ﬁledium, for example, a non-volatile recording medium, an integrated

15  circuit memory element, or a combination thereof. Such a computer program product may
comprise computer-readable signals tangibly embodied on the computer-readable medium,
where such signals define instructions, for example, as part of one or more programs, that, as
a result of being executed by a computer, instruct the computer to perfoﬁn one or more of the
methods or acts described herein, and/or various embodiments, variations and combinations

20  thereof, Such instructions may be written in any of a plurality of programming languages, for
example, Java, C or C++, or any of a variety of combinations thereof.

Hlaving now described some illustrative embodiments of the invention claimed below,
it should be apparent to those skilled in the art that the foregoing is merely illustrative and not
limiting, having been presented by way of example only. Numerous modification and other

25  illustrative embodiments are within the scope of one of ordinary skill in the art and are
contemplated as falling within the scope of the claims set forth below. In particular, although
many of the examples presented herein involve specific combinations of method acts or.
system elements, it should be understood that those acts and those elements may be combined
in other ways to accomplish the same objectives. Acts, elements and features discussed only

30  in connection with one embodiment of a System or method are not intended to be excluded
from a similar role in other embodiments. Further, for the one or more means-plus-function

limitations recited in the following claims, the means are not intended to be limited to the



1 $$10%86 & () - &S10%& ()-!3 $10%Q+Q+& ()-Y /E nCa@\C8! !!

OF. $10WNV& () -y, $10%m& ()- +10%r& ()-!S&" 10%m& ()- $ 10%& ()-

- #10% &' () - GCL{\ =!!!310%& ()-"f10%& ()- 10m 10m 10n710%& () -

F. $10% ()- ! 1F. $10%m& ()-V dB{\=!!!1Y9$109%& () - gL10% ()- S#: )-F LF
100& ()- f10%& ()-1Y10%& ()- x'}:a?{\=1111;31 FOa0%& ()-! 6370 )-9
109& ()-" VWOIETICTL F' 109& ()-9smiov%&’ ()- ~ @!!! @L0%: ()- Pgwmmyu 10 10
10s5F" 109%& () - 3! F940%& () - 4

31 FOd0%& ()-a?2~ @ ! H9$10%& ()-10% () - #10%& ()- |

1098 () - yneow@isclosed hereinffogperionningAhGreci@d ﬁnctmm afd intenHed/09dRiex in-scdpe

0, 0, 0, 0 -

:{%2‘9/& 0- I?%%{QJ@CQ meéésolé%‘é,) nolvg §rllgtéq1&dé\>elope for rI ﬁeGrgmm'/m%hé zecgtgd/ %ct(xg 10 10
109%& () -! 6" 109%hé)is LHRIHADMR () - 2O aB{\ =! | 6Y10%1& () - 10%1& ()-!y" 10%m& ()-y
"10%m & ()-"10%8' () - :
| 10%m8 () - #s(waB{\ =! ! 69! 10%m& ()- 10%m& ()-! (3%A0% ()- 10%m& () - &10%m& () - 4"
10%1&' s( ) - w. 6dE{\ =! | 6* 10%1& ()-) 10%1& ()-s' 9! 10%1& () - %610%& () - $S@L0%ME (
)-"110%& ()-> [\]dE:/ 10m 10nmBMLO%M& () - 610%& () - y510%r& () - 3

%A0%re ()-- F" 10%r8' () - +10%& ()- ]7jgxY:/ 10ni

1098 () - SY#10%&' () - SY#10%&' ()-! 10%&' ()-yl0%&' ()- F10%&' ()- 10n¥BdB:/

10m (YnPAO0%& ()- "109% ()-Ls109% ()-s10%& ()-Y " $10% ()-9"10% ()-e gvaB:/
10M&10%&' ()-F$ "109%&' ()- Lf#109& ()-! 10%& ()-s@! 10%&' ()-! ( YnPdO%&' () -

vw GWA?: [ 10n 4" $109%& ()-2' ! 109%& () -sY110%& () -

1 109%&' ()-11Y, @d0%e& ()-y! ("10% () -



Vk 1-9bC 10m 10%& ()-"S109%& ()- 10 10 10&9"10%& ()- 710%& ()-
&610%&' () -9?NI ndEbC 10m' 10%&' ()-3 ~$10%& ()-9- 10%& ()-s"10%& () -

1 1098 ()-109%& ()-nETdBbC 10m L@10%& () - L@10%

& ()- @10%& ()-"10%& ()-2z"10%& ()-y1l0%&,E)-)4aBbC 20 SEP 2[!1'»

10ms/ $10%& () - ! #S/ $109%& () - - FLO%R' () S, o/ () - &g#10%& () - $I 10%& () - KbC
10mLO%&' ()- y109%&' ()- 10 10 108! 109%&' ( ?L & ()-5109%& ()-; zX6bC |
10! YO/ 0%&' ()- | #YQA0Y&' () -!/ YA 0% ( JA0%+& () - | 19%& ()=z!110%&' ()
-A:~?bC 10! IMLO%&' ()-!D,, $109%& ()-4!' @s$ %0%& ()- s" 109%& ()-

" 109 991Q%&’ L c,/«&' - 10 10
10! @BFf(%)iOfV&' (? yzgr%fo"f}/%r‘ d(a)l’ anngErul(gl '1%%%%?‘§6n§)im§ugﬂ “i

m 109& () - nil GoEEpy™ “¥G°/&'ﬁ( “E‘W ﬁiﬂcﬂlﬂdl“lth\l%mmumcanam network with a Value

04 0YR' n aBr P1
!/%8@18()3/&#(4) 128%1'%& Eg’l - +3" 1b%&' () (’ /&"%&’%bﬁz%%ﬁ%&tﬁé%%) Z KM%

nbC ! 1010%g& (Ll)c coW%amm network comprising & compumr-rcadable medium, the method

comprising acts of:
() retrisving from the computer-readable medium a plurality of sets of
conifiguration parameters for configuring & programmable telephony communication
10 device of the communications network, wherein each set cdrrcsponds to cither the cntity
or éne of the entity groups, and wherein cach set defines a value for at least one
: corifiguration paramcter and at least one set defines a value for a telephony parameter;
(b) combining the plurality of sets of configuration parameters to produce an
entity profils for the first entity, wherein the entity profile comprises one or more
15 configuration parameters including the telephony parameter and comprises, for each
parameter, a corresponding value assigned from one of the plurality of sets of
configuration parameters, including the value defined for the telcphony parameter; and
(c) conﬁgunng the programmable telephony device of the communications
network using the entity profile,

20
2, The method of claim 1, wherein the act of combining comprises:
for each of the one or more configurition parameters, assigoing a value from one
of the plurality of configuration sets to the configuration parameter, '
25 3, The method of claim], wherein the hierarchy is an administrative hierarchy, and
each entity group is a group of administrative entitics.
4. The method of claim 1, wherein the hierarchy is a network device bierarchy, and
esch entity group is a group of network devices.
30

S. The methad of claim 1, wherein the hierarchy is a network user hierarchy, and
each entity group is 2 group of network users. ' '

6. The method of'claim 1, wherein a first combining pracedure is aecessible on the
communications network, the first combining iprpeedure defining a procefure by which to .
combine the plurality of sets of configuration patameters, and wherein act (b) further comprises:
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5  the first combining procedure, are available on the commumcaﬂons network, and the
method further comprises zn act of:
(d) selecting the first combiding procedure from the plutality of cormbining

procedures,

o 8 The method of claim 6, whexein the fitst cornbining prodsdure specifies one or
more of the entity groups for which correspording sets of configuration parameters are
. hotto be combined, and wherain act (b) further.comprises:
refraitiing from combining orfe or'morg gets of configuration parameters, each of
the one or more sets corresponding tg ohe of the entxty groups specified by the first
1S combining procedure.

9. The méthod of claim &, whercina first of the;plurality of sets of configuration
parameters comesponds to a highest ehtity group of the hierarchy and whetem act (b)

~comprises:
20 combining the plurality of sets/of configuration parameters in accordance with
- the hierarchy, starting with the first set of configuratibn’ parameters,

10.  The method of claim I, whereih 4 first of the plurality of sets of confi 1guration
paramelers defines a first value for a firsti configiratiqn parameter and defines the first
25  valuc as bcmg  final value for the first configuration parameter, ahd a eecond of the
p! urahly of sets-of configuration pammeten defines alsecond valué for the first
configuration patameter, wherein act (U) éompnses
- accesslng! the first.set of configurnation pdrameters;
assigning;the first value to the, first configuration parameter}and marking the first
30 value as a final value for the first configuration parameter;
accessing the second set of configyration pamm:rers. and ,
mﬁ-aming ‘from assigning the segond valye to thc fust con.t‘gu:auou parameter in’
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g aggregable, and a sedorid of the'plurality of sets bf configuration :
parameters defines a second value fgr the first configuration pagameter, wherein act ®)
compriges: ' |
accessing the first set of oopﬁg\'xratioxi paraheters;
| 10 assigning the first value to the fixst configuration parameter and marking the first
value as sggregable; .
accessing the second: set of cdnfiguration p;nrmctéri; ang
in rosponsc to the first value leing markad as eggregable] aggregating the second

value to the first value to produce an AgEregated value and assigning the aggregated
15 value to the first configuration parambter. |

12 The method of claim 1, whereln B fixst of the plurality of écts of conﬁguraﬁ'on
parameters defifies a first value for a flrst configuratibn puamr.-.tci', and a secﬁnd of the
p:.lu.rah'l}' of sctatof configuration pararhefers defines 4 second vdﬂe for the first
20 cbnﬁgu_mtion Parameter, wherein act (b) ‘comprises:
acc:ssiqq the first got of configuration paruneters;
assigning the first value to the firgr cont‘g'ghration pa:'rameter:
accessing the second sét of configuration parahmeters; ax'xd

ovem'ding the first valuc by as

. igiting the second value to ¢ .
25 paramgter. ? hie Birst configuration

l . : . . 1
3 The method of claim ] » wherain/the programmable telephony communications

device is a teleplione connected to the dommunications network

30 14 The methiod of claim I, wherofn khé enti

| ty is a.user of the programmable
telephony communication device, |
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I15.  Theimethod of cJaim 1, whérdin the plurality of sets oficanfiguration parameters
are stored in a relational database rin the computer-readable medium, and act (a)

comprises:
accessing the mlnli_émll ddtabase to retricve the plurality of sets of configuration

parameters.

6.  The method of clairh 1, whet=ih the vialue defined by the telephony parameter is a
call control protocal to be used by the programmabje telephony communication device to
control a telephone call,

17, The méthod of claim 15, wheyein the programmable teleiuhony communication
device is adapitnd for cantrolling a telephone call using at least one of the following call
cantrol protocdls: Scssian Inftation Hrotocol, H.323, The Media 3ateway Control

~ Protocol, The EI\:'/Icgaco H.248 Protoco), ind the Skingy Station Protocol. (support for

these aqxcndm'chts from claiths 18 and 19 can be found on page IED, lines 28-33).



