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"Met hod and system for generating and controlling the
di stribution and use of personal pronotion codes by
wo a00geiaad7 cust omer s” FI ELD OF THE | NVENTI ON TheCPERBe$1058865
invention generally relates tg the online generation
and use of pronotion codes and nore particularly
relates to a system and nethod to generate persona
pronotion codes to better control their distribution
and use by targeted custoners. BACKGROUND OF THE
I NVENTION Wth the dramati c expansi on of the Internet
and devel opnent of nunerous online commerci al
appl i cations, pronotion codes are often used byvari ous
provi ders of services and goods not only in an attenpt
to attract nore custoners but also just to keep the
ones they have already dealt with previously.
Pronoti on codes are thus intended to redeem di scounts,
special offers and rewards to online custonmers who are
expected to enter a pronotion code before conpleting
the purchase of a good or booking of a service. This
is comonly achi eved by having the custoner connecting
to a server of the provider of services or goods on
the Internet through the nost spread |nternet
application, i.e., the world-w de-web or Wb, from a
personal conputer or any other conmunications device
runni ng a standard Web browser or navigator. Then, the
onl i ne custoner can conplete any sort of commercia
transaction while interactive Wb pages are exchanged
bet ween cust oner browser and server running the
specific software application of the provider of goods
or services. For exanple, travelers can book trips and
travel products online froma travel service provider,
e.g., an airline conpany or an online travel agency
(OLTA). By entering a pronotion code received through
any traditional channel (newspaper, postal mailing),
and nore often nowadays through el ectronic nai
services (E-mails) and wirel ess phone and nessage data
seeterisand spst&MMIot BAEtatingsRucOrRRIHCRedistribation and use of

cel l ul ar phone systens) the custoner can thus
personal promotion codes by targeted customers”

FIELD OF THE INVENTION
The present invention generally relates to the online generation and use

of promotion codes and more particularly relates to a system and method to
generate personal promotion codes to better control their distribution and use
by targeted customers.

BACKGROUND OF THE INVENTION
With the dramatic expansion of the Internet and development of

numerous online commercial applications, promotion codes are often used by
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take advantage of a discount on current trip or trips
concerned by the pronotion. Pronotion codes are

whampoadiby of two different types: personal orPGHEP®OS/058865

Shared pronotion code neans that the sane code can be
used by all interested custoners whereas a personal

Pl PV 1 riPes e et R ol iyt fgih o tst more

euﬁf)ﬁferr@dblﬁto aloPmte td Nadey) tRECERES thé?aHé\?e odirdd¥yl dealt with
sinmplicity of usé. In this case a sin ronot i on

payeOUsdedSrangotion dpdes |a5attédsuoteu1dedctspsf digegunts, special

BREE o P JoLdrRBe e P R BRERgiputnter gpromoton

tb¢e PEITBdOAIDISEY 8RS plichaSe loPROg@Ssd BEbBOKking Bfabs&rvice. This is
enter the single pronotion code that has been

W@W%t%‘@'e\ﬁdobydré@\én@fthgogéﬁoﬁ\% engctieg tef feverngr of the
Qéq%g&t r@kgs o og)rdbr% thd ﬁggrn%ft tﬁr@ﬁgﬂl{ﬁe"?ﬂ%} spre§d Internet

e pronot
bpplicatieneiké edhé wvorkl- \IrvldmwebldreWebt f;roanamm‘sona}’txximputer or any
often theé woul d |i ke alsg to control

h .
giner rGasNLBicaiens 1eVisco BTN S SIENTRES \&ﬁgwrgwger or navigator.
ﬁ’ﬁéﬁmeé lSnFi’rﬁé %tsﬁﬂﬁé’r""@éﬁsco?ﬁ&%} 'aﬁggé&k‘l?ﬁ ch‘mmermaI transactlon

custoners, e.g., to attract only néw custoners or
ahie dnle:naetlveo\ﬁ\@a pegeas ravk @fchangedl tnielot custored bjrewser and

SenD AU RnE. B badts oiart, Anisaiat i Berpyidssed! Goods or
¥EQideac Forexanpie thdveldt8BanThbdk ﬁfp%bérﬁmrﬁ@él Q‘BHMC@%I‘HIHG from

partially overcone by |imting the overal nber of
aitravel sesviee emoyjdemﬁ gorartedbn@mﬁwnys@rdaomlm travel agency

RALEA) P eh g oF UG Lo el P ol longg channe

(HewsPager, péstélhm@ﬂmgprmtndm gTeHesowad &y s\elrbudH e(ddﬁ@hlc mail
to encourage any custoners to buy certain kinds of

ﬁ?r(y{ﬁ%t@E ma'|§éle\midcwgeieﬁ§yp@rhe ﬁBﬂ' rﬁ@%ﬁﬁgﬁjd?tﬁ gervicasglike SMS
gsh%rt m%%ﬁ@%‘@ bgﬁ‘%g:gtlul}’a?gh?ﬁe%gfsterﬁé fhe 8@(&5@%r can thus

rogram groups
takst awastagdl o @edlsoaslaht pnogofrenh tdpdes tppsnednasmned by the
i ssuers manage to distribute a unique code to each

custoner through any appropriate distribution

channei;[)dgftng &Oﬁcﬁiéol%git%?%grlﬁbcﬁléﬁwr of Cvd Refrrdr8BD ) péSdpersonal or
shared. Shared promotion code means that the same code can be used by all
interested customers whereas a personal promotion code is unique to each
customer. In the travel industry shared promotion codes have been often
preferred to promote travel package because of their simplicity of use. In this
case a single promotion code needs to be distributed to the customers. This
makes the validation of the promotion code straightforward since anyone
claiming the benefit of the promotion can get it as long as he/she is able to enter
the single promotion code that has been distributed.

Providers of goods and services offering promotions are suffering a lack
of revenue when selling the promoted items. Hence, they may not just be
interested to sell more items to anybody. Most often, they would like also to

control the distribution of the promotions so that they are primarily oriented
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address of registered custoners. Personal pronotion
codes give a nmuch better control of the diffusion and

wais@pisiehe pronotion codes since each identifPEIEP2008/058865

custoner receives a unique prgmotion code which can
only be used once. However, using personal pronotion

odes does..not go W|thout 0si n g ens too,
feverps SRERi dods O ey SiomdIs G SeRl RN TSy khSiomers or to
hivara H‘y@Péﬁé‘@%érﬂrél%ﬁhé’&s‘tM%% Qe 69@ﬁ§red“&’r§¥nd¥i@n codes

generated. The generated pronotion codes nust not only
by theniispuer ar@alffiowstif abknpgaséde, siocedheycdormensed by anyone

WA B, B o Rk SRACaie RehadBiy bugrsome by

At tmefd>MaI$a@rﬂber&)fWﬁWe§% gHires ipramofien coael chrbBe used (so
ot her valid codes for the pronotion. This nust be

aoripi brNchHieless @f revemie)f Rt theraitis dwdwayuet enswring that only
La(?ge ean&s%raé&t \g/'illl;zﬁéﬁé‘ﬂt qftlto T‘f‘wg‘éeff f%rédjﬁro‘m%cgf@%%%%ork well

receive Iy, 0 enter

e otddto setoofagd rdwn gustomers hiar dayecertainskinte ofepebducts or
Hence, the known ogr aphi ¢

d t k t
an ygteﬁ}?%é%a ”nga? egotodfiﬁw!é?'%ﬁ &-Je 8§, rewa?f&y&w%ﬁa Yes as part
t I
TS b 8 S B AT gt
and keWithi persooal p@rrgﬁlmomowBrmmotm ishoers meavage itedistribute
odes and ar$ noth estri,cte g{lrgh umsrlc

gﬁg}lglée( é:pge t rget&gncéJrs Qrgar HEh i3y %%Q{Qgrlﬂtﬁsglstrlbutlon
Eﬁarﬂél’rvﬂﬁ’erbrtaaéié& aRBESER Saride H@nﬁﬂlécPVé go%stal or electronic

val i dati on ea time a custoner clains the benefit of
agdressdf degistsred icugtomersr Berspnal ergmotiornycodesroie much better

ot <o RitFSishor S Tst o0 RS Pl Bt sitcel Bl fpentiiec

austbhes retedkephanuiglié Qrometids. cdtry @Hich annadg b® used once.
val i date that pronotion code actually exists in the

bevengs eusingireraeRal eMRsiee sodesapes grot g witheut Prang some

Ett(%‘ only a small percentage of all the valid
gro on codes is actually used. Hence, nost of the

pr onot Fiost, addere ar eenydatge essbygr of codss, \ﬁbhglega‘fcwaylsousands to
ccessf ul abase.

penal | flagthe successfdl gqarches Lndatabase. il Somoton
EH&es must not only be unique, they must also appear to be random and
unintelligible to the customers. Anyone that would manage to get two or more
promotion codes must not be able to find easily a way of guessing what would
be other valid codes for the promotion. This must be combined however with
the fact that code must not be too long or to difficult to enter by the customer
who has received it. Especially, code to enter must only be comprised of
alphanumeric characters easy to read and type on a keyboard. Hence, the
known cryptographic methods which permit to generate, e.g., one-way hash
functions like MD5 (message digest function 5) are not convenient because
they need to work on data blocks and key size too large for generating short
promotion codes and are not restricted to alphanumeric characters.

Then, all generated promotion codes must be stored in a database in

order to allow code validation each time a customer claims the benefit of a
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difficulties, here above discussed, of issuing and
storing a large nunber of personal pronotion codes in

wa@2aabnsdiase in order to validate the pronoti onPCDERRI08/058865

subm tted by custoners. It isya specific object of the
invention to mnimze the resources needed to handl e
ronpti on.codes i,n the datahase by not requiri.n ,
RERIT NPT 05 ©F e IArae: Of N daiee PUMBEL (0o Pragieiiciiu cages in the

BaRFREE ABKESGE fot it meory traesardeBaiidiay e a3 tpddabise calls,
used by customers. It is also an object of the

inelusting cueriesadi alphaaluimiitd figldsy dayei tin beodwaslenite halidate that

pEF B R B, S Y BRSNS i O Be i soite of
Heo Rt i that, anEss ohén sbaked &fall E&e@@tégé ®faalPite valid promotion
gueryi ng al phanuneric fields. Further objects,

pedRsise SCHIR]Y AtRRaintHiRNSe. dTOSthe! fitee PEIMOTION ERCPSrArgi Worthlessly
DBFOIGHAB %ﬂk@?ﬁ P%@al{zﬁfq fﬁ%%c%%’sé#u?gez%rﬁhégﬁ é‘éttaPHQé’.”

eXanm nat ron OWi ng description in rerereénce

todt heltaislcahazyftyned eng djrgm'u n@isiect tofi me’driﬂemtem ttbabvarypme the
ddition advant ages be i ncorporate erei n. SUMWARY

81%"%;]4@% RTglegyer é?quﬁé%(i‘wt P‘g S&'E&:@Pgeétoﬁnﬂe@ ﬁ%@eaﬁblmber of
RREEBERbLGT YIRS PYaPEEEBa8L iRT SRE 18N ARES the PPomotion
R f

r
e conputing resources of a provider of services.

todes sidmptedrint customedes i ncluding a famly ID field

and a serial IDfield comprised of alphanuneric

char act s & Seesciqect EBPdn oo TRVERAINegPanices peeded

&PHSSdIR RofndBBn eIRG 64l thdHatabaSRBESRIRGUIMGSIRAVIRS t@Etore in it

external pronotion codes al so conprised of

Hiepbemplete ilist ohgeaenated prathodtion cedee but ivaly hosentarat have been

t 0 [ntelligible. After which the series
g‘fgtﬂg&( Egﬁ%ﬁygﬁgﬁﬁ‘lﬁ%n codes is packed into an
encryphes afdd gn \eibieth df shé aivemtidadotallow ¢alidgaitihg promotion codes
aﬁgl i cation of the provider of services to have the
|5

BHITRUBINSNBIMePUS P88 Y d8iahaset @St o its custoners.
The ex L Bafhrtf?%r.oaﬁtegf)gf lﬁ‘éqﬁ%rl\t?&ne{o §Imdét?ﬁ§td°prb%tion codes
i on By the c urther

client applrca ust oners are

balstateti e ibtegehetpavoid deerohg agphancesericMaldslat | on of

t he external g,rormti on codeg subm tted Tb%/ t he , , ,
cust oneyrdher objects, features and advantages of the present invention will
become apparent to the ones skilled in the art upon examination of the following
description in reference to the accompanying drawings. It is intended that any

additional advantages be incorporated herein.

SUMMARY OF THE INVENTION
The invention describes a method and a system for generating personal

promotion codes from the computing resources of a provider of services.
Internal promotion codes including a family ID field and a serial ID field
comprised of alphanumeric characters are first generated. The internal
promotion codes are then encoded into a corresponding series of external
promotion codes also comprised of alphanumeric characters, which render the
internal promotion codes unintelligible. After which the series of external
promotion codes is packed into an encrypted file which is forwarded to a client
application of the provider of services to have the external promotion codes
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does not require that all generated external pronotion
codes need to be stored in a database of the provider

w@booserdieres. BRI EF DESCRI PTI ON OF THE DRAW NAXCFER2008/058865

describes the algorithmto gegerate internal pronotion
codes and to encode fromthema | arge nunber of unique

(ietrie 18 Pustopes "B e e TlegBigop s fater submitted to the
§I7éﬁtr§5t5f]ﬁﬁhoh Moyt & NeuisBsmErY 8RS GRS vBESEte@PSY %@dprowder of

FI G rther "describes the steps of the nethod for
gefvinest Vatdation eftheraxigrnpl pionotion easthsssubrmnitted Hyshewsstomers

HPERB0F Rl et oREeRRlhee s CRaRALCRdHS Bl pe stored

hed abtaddsdeiatié prdvaderddf sehgcégivention refers to the
acconpanyi ng drawi ngs. Wi le the description includes

exenpl BRYEE BISC AR DN SFPHESDRANMRESS are possi bl e,

and changes nmay be made 10 the enbodl ments descri bed
WG hbutesgebes ttheplgerthn e gasierate itemat guemeotion heodes and to
nvqftlon describes

bR, B, e 080 TLEhe! DEicBedetbh Y rrRIRf i Bcks which

bgp%tatummm@mgmeque external pronotion codes which
Ei)(gear to be unintelligible. Reverse use of the

ot deserkas tbedyrieelornirgnment i Wﬂ‘ﬂtﬁh e ivwRMNdRestaperated.
PYG@&?U&H& Hégéngoe%f H& g%?)gegﬁ ffﬁee%&hg féto lgggﬁgrthg Ehe external

nvent i on r va
p&ﬂniotrtm d:@desheck i f subm tted pronoti on codes bel ong
to the list of generated external promtion codes

cl@att iS5Vt 15t SHRS Bh (R dBstNed gk validabag ithet seemal rPromotlon

5 a generation step and an encoding step. First,
an I nternal pronotion code is generated ( 110).

Intern E OB PECER ‘?ICSIQ' | ows a pre-defined

pr edi cgg%e—gr-a-n'rm-r—%h-en— fromthe internal pronotion

code, Theefdllewns) gstahed i oesarpdion of the invention refers to the
accompanying drawings. While the description includes exemplary
embodiments, other embodiments are possible, and changes may be made to
the embodiments described without departing from the spirit and scope of the

invention.

FIG. 1 describes the algorithm to generate internal promotion codes
and to encode from them a large number of unique external promotion codes
which appear to be unintelligible. Reverse use of the algorithm allows decoding
the promotion codes entered by the end-users of a system according to the
invention in order to verify their validity without needing to check if submitted
promotion codes belong to the list of generated external promotion codes.

The creation of promotion codes is performed in two main steps: a
generation step and an encoding step. First, an internal promotion code is
generated (110). Internal promotion code follows a pre-defined predictable
grammar. Then, from the internal promotion code, an external promotion code

is encoded (120) which eventually appears completely random to the end-user.



10

15

20

25

30

is encoded ( 120) which eventually appears conpletely
randomto the end-user.Wiile FIG 1 illustrates the

waee@p®1xb7 t he al gorithm according to the i nvenP@DRP2008/058865

through a particular exanple gncluding an 11-character
internal pronotion code those skilled in the art w |

\lfl\glcfgni e tgfécf_t.@?r o gtn%tgﬁélu% e‘é%@m ufgccqrﬁl@g o the
MERE6N Ofhr&gH %tﬁ‘érﬁcﬁﬁﬁ é)@?nélbr Wdllh’dlﬁ? ofint he- &%%télarlnternal

be different™ of the ones used to il rate the
prone@iidroeogs mnwnl&qomﬂmeoarawllé repogimzer thebpthsas code structures

BEP oSeds? gEmupE iR CtEhE e VBPRRIGTE £ BTty Mlmoer o

vharactdre dpar MeCstPl%tuﬂ?(@ﬂﬂie?c@@@%%ﬁ b diffdreat bAtR: bhés used to
i nvention the internal pronotion codes are conprised

tustratecthgriaverdion proyied Q*]Qfﬁd‘\@tam@egﬁamméwal@ bei arylied to define
ﬁwter |H%rHéIe?odesT§)eth]a't H’Féyf A tl)g I%%@?négﬁec‘ra fed 44 s t%x validated.

serve i on code

aI | owevheriwmmct/\ﬁthsthéqxartldnﬂarf ammplecdmsemouotullmtraeehe finvention
ters.

th A-V I I t

I BLeroa BETEP ML COdPe 0 COMAERBH Glel | GharAgierE(@ad) having the
2L6 (22 to th f 6, i.e.:

ﬁ%@%%ﬂ%gdrﬁ%é%em EJTOWO?I onef g?nmﬁreg are Ipogy bl y

deflihealitst sik tdharédtersex€3g)l arey reserved do &specnfsrh@ family promotion

ESER T Sndwed dParadtEis T the Zamhy SoBe Safon Hie it ths, range AV

%ﬂﬁﬁng 'Uiﬁy ﬂid;fi’c‘é’ﬁ‘l’et@é’f@r ﬂ?ﬁ@rgﬁvésOVZZt b@sélaeo%tue%nf&f each valid

the code are here limted the nunerals 0-9 givin

ploavectsar. ﬂrmqeblq/tqtebwm"au fZQeIt@rthemDvserp@f Gprlcmbt1|1gr379 904)

éﬁ%ﬁp&ﬂm@%aﬁ HRhER A8 WS R frsile Mn' B Eipan, siucture.

Pr OTHY fePiaif PJervehehepadiens @r@t@eﬁbr&@@ t@ss@dfm séﬂéIQD within
external pronotion codes i s achi eved t hroug

EAeh EAraUB! PrOatonY oS ToRiTHgWELa Y Aot or 0 J4 Borion o the
B e, RRAS' b MeCATel s 0655 RTKBRLES!, bESEHR 100,000

ing o char ers to an array egers (
GiffiecenttiD&s part gronadtioal fahmlpet conS|sts of a total of 32

é{}q%{a?&t a§£eg%@gﬁ9 featrgﬁtér{qtﬁgg%rmgt%nuggdeolsef%us

“AAAAAA00001”.

Once internal promotion codes have been generated the encoding into
external promotion codes (120) is achieved through the execution of the
following encoding sub-steps:

— An internal promotion code is first converted from a string of characters to an
array of integers (121). Since the internal alphabet consists of a total of 32
characters (A-V, 0-9) the integer values 0-31 are sufficient to describe all the
used characters. Integer values 0-9 represent the numbers 0-9 and the values
10-31 represent the range of A-V characters. For example, the above
exemplary code “AAAAAA00001” would be converted into the integer array:

{10, 10, 10,10, 10, 10,0, 0, 0, O, 1}.
— Two different checksums are then calculated from the integer array (122):
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used characters. Integer values 0-9 represent the
nunbers 0-9 and the values 10-31 represent the range

wo@bkoodwisichar act ers. For exanpl e, the above exerql/BP3008/058865

code "AAAAAA00001 " woul d be gonverted into the
i nteger array: {1 o0, 10, 10, 10, 10, 10, O, O, O, O,

i BTl S P B A6 o

g ST UAR-ayTO T é@;T 39T psiblé %%%ffov%élﬁrﬁstf (EKéBk%DI% (0-31). For
| nteger array his gives 32 possible values for

exarepleg ﬁ@rcmmer(eoaeqvg integeyr arsa e élrstfcmeckhwnhmlee ls 29 (i.e.

PG QT T P A gl 02F 26 1 ol 0 32) . he

FR6 @edofdenkskEin % @@b@lla'c@j @9' it rﬁultlﬁlyl alt the Wé‘rgp@élhons (0,
the even positions (O, in the

PnteBed anid 4§) bythe lameé&draygbi Re@nd @dtilﬁ@ bretias tha checksum.

I tho r
ThER 810 08 PR, 30577 o 0 s ULy D g o e
cheskssirm The eatond gpedkstfmm; @?gﬁéalte;j.mbiglote?]z_ itbo.cHBNCe, it can
sQ ta ssi bl e es (0- : isis
?{?Pt REs msgfﬁ?ﬁeaa%?éé% gr the two checksuns are used
§§ dﬂggéokg flHE e %ﬁéﬁebnhérlé%ft@} Qﬁé'%”&ﬁé&sﬁﬁ% 3t Used as input

at specific positions, in the external
pammmtem irc dhke allgordhmieand are ealsé eadeledh e espeledicksesitons, in the

T S L e Tt S R
géﬁ@ynédAO) To this end, the 6 al phabetic characters

(integer values 10-31 ) for the famly are coded on 5
bi tihe(nepd)sutster (123) is aimad it cooverting e integen asgay into a binary

SR8 i, PREG A Bl et o o) o

thebfarhbilyt are codbe cﬁﬂ@oldllt§191452)eWh(lé2@é %&ﬁﬁar@ éfﬁlarbl@l%r@f(lnteger
a 50-bit randomy generated encodin

alns 1-9) GROLCO A ek G0YeR N ddbify 144K Binay aviey is thus
Qéﬂgﬁgé@rggﬁggt%hoﬁ@gbﬁw_cgﬁg)%act ers in the range AV

nune e range The key is al so
GoﬁRhEH eadoding cstap i aay yna«esaalsoAhée ohar 801bitr mnalothly generated
neral s are however codeg

ﬁﬂ Ing okeyh WiiCht ConstRe! |10

promotion code, alphabetic characters in the range A-V and numerals in the

c%albact:tgrss |nclugng, ql?(e the internal

range 0-9. The key is also converted into a binary array. All characters and
numerals are however coded on 5 bits so that the number of bits of the key is
made equal to the one of the internal promotion code, i.e.: 10x5 = 50 bits. At
sub-step (124) the encoding key is shifted of a number of positions (0-31)
corresponding to the second checksum calculated as explained above. Shifts
are done from left to right so that the bits that overflow the binary array to the
right are replacing the ones shifted from the left.

— Similarly, the first checksum is used to shift the internal promotion code
binary array (125).

— Once key and internal codes have been shifted they are XOR’ed (i.e., a bit-
wise addition modulo 2) at next sub-step (126) to obtain the binary form of the

randomized external promotion code.
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made equal to the one of the internal pronotion code,
i.e.: 10x5 = 50 bits. At sub-step ( 124) the encodi ng

waeyoios3ighi fted of a nunber of positions (0-31PQT/EP2008/058865

corresponding to the second cgecksum cal cul ated as
epr ai ned above Shifts are done fromleft to right SO

i) t hat .overfl ow t he b|nar¥ arraﬁ ?%‘ﬁ
ri grﬁe b & D130%i SYLTRE PETBRUIQK CPEE IS FRICPRYeTed O an integer
Sy loan antég%?s bt 5&b ( ‘?Ib?ﬁkﬁ'ﬂamiﬂ) Hitd 186 Pé’pré@éﬁtttehhﬁteger values

I nternal pronotion code binary array é
(&ebitsper nntftwheacfmwésa mblbiyaf 2hi %dlffemelyt \eallees (0-31).

A9 B b 5B 90, POl e

bﬁﬁﬁ@tfﬁri@@b@ﬁt@gé}’aérr@] Qt‘fﬁiecDEoQﬂdﬁs so [hét t@b?&n%@@étlﬂeved for
external pronotion code is then converted to an

dneadiog. Atihisstep (126) ednegsT array teiUsIcomprisaofsty integers.
b t
| AnAIRC g SRTARERYS Wbihd AP She ¥BhYERed s FoRflaracter string
m}vmeﬁ ||(11@gaflvailtue30 -9 {neprfaﬁestth?mml{mssbeeim ’rmemgepmsents the
r en |1 nserte I Nt O e extern | On e
ﬁn\?@bee%rﬁaﬁ with fhe iterpabeede REevigus S Cussap. ddie tscharacter
ﬁwg ISR il cRREH ﬂ JB]'Bmd‘t\%nt &So% éeﬁ%e{d 288 dellfered to the end-

ger array Is t conpri se 2 integers. -
Ese'ral Il-ge.ncehethbz extesger promotitre  aodey aapea[sontoerh)esdcompletely

2- t t t l.
Beeded WE' Rt deeitd. mlioft s5de, BpFeSns i g and
SO EHIRIST s@lécé\éél\% InfémiaNpRINMGtiorcastResParaVih@eed Yandomized.

di scussed. The 12-character string is the final

ext er nkOr pxamptd the tdermal esarnaten lC@dbe"Ad’é\A%@@QQ’k"oIS encoded

te T ARt B ifon. 8P T SEBUIA 2P i har lEn key. ith the

saher Rey, ntearf@ncmungcmﬂ@mfarcv@d\ehrAAAAtAAm)oossugdemwed to the
sequences of successive |nternal ronDtlon codes are

preEal Gasied dnd ZRYP VINGG ERanpines. tﬂ*?e expeeledar Preleobit gihange of

pr OW?W |8é7iogd%cf%§dcqﬁaﬂp A;Jeﬁ:%\%ﬁ]r E‘le) & syfficient to

pi’umlszemalrématlctdfimﬁgebl owithg cortrespimidlrmg)d@(ternal promotion code
%0802 |s encoded to the external code
as expected, a single bit change
Of ther hé‘t@ééb%#nd”ﬁ?@éésorbfcé’rﬁjeeﬁérﬁaf ibrhotiBANESAY i§ MAR exact
1to 2) 1s sufficient
reverse process of the encoding:

— The 12-character external promotion code string is converted to 12 integers
ranging from O to 31.

— The two checksums are retrieved and extracted from the external integer
array after which array is comprised of 10 integers.

— The 10-integer array is converted into a 50-bit binary array (5 bits per
integer).

— The binary form of the random key that was used for encoding is shifted
according to the value of the second checksum.

— The external integer array is backward shifted according to the value of the
first extracted checksum and XOR’ed with the above shifted encoding/decoding

key bit array. Result is the internal promotion code binary array.
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produce dramatic changes in the correspondi ng externa
pronoti on code delivered to the end-user. The decodi ng

w@emgesH2Df an external pronotion code is the BXEEP2008/058865

reverse process of the encodigg: - The 12-character
ext er nal pronDtion code string is converted to 12

i nt.eger from.0 checksu

ar o Thotie® EE a2nis b SoPeried S et BISGAT & e first 30
Bfi$ %8ﬁé§e%"t | eA Ay r@Heds oROBIK 59818 Hard@efd)t $HE @St 20 bits
The 1 |nte? arrdy i1s converted into a 50-bit binary
egnrasents the 13 opthe pmﬁe@mn)codedmﬂm Aeriycliayaatess. t he

secavahg e s FEnd B Gr Bl BEEREHA 2 BRuiAoR sipg whicn i

e Gsdtied inte@girprémotivnicddeackwar d shifted according
to the value of the first extracted checksum and

XOR edFl@ti‘de@rl&bﬁm %Blcfaﬁ efveasRehngy W/ﬁﬁ:ﬁdﬂhﬁ%{‘i@ﬂtlon is best
bit array. Result is the internal pronotion code

bberatgd.array. - The internal binary array is then

conver j.ed t nteaer a ra The fi,rst hits

ot csGRnetalioRt'af Al Rl B bRmel It soHpE (@) B pRrformed by an
A0minigsator (208 )teF the Ry SRenwhidiead Beédsst theougroamy témbination of
coded on five 4-bit characters. - Finally, the integer

Brivalp iaedc GibEe t BEVIRIKR HbCleding1 toga et &1Q)ngo computing

0 e i q
HiRobPedst (1, €01 lr QAP rERSEIGOBH BB, Scterd such s
AMADEUSNO a waelatwﬂaerwrﬁde Geovddert i fon ¢fe atrhwah Inyduts‘try The
prompti on codes %ﬁl] s perforned by an adnjnistrato

?Q@H}'Stﬁ@tof Hj@f'§9§tt8?n iyncege and &g numksigh’ seges that will be
ﬁé'lié'd%t fh%ncﬁg%@%g%/ Erﬁg@yom&ﬂohc %?gméhératlkgidg;{ﬁbr&omotlon

I nternet onmput1 ng resources
eo@es (21Iﬁ)sse achieae@lfﬁﬂ)r(lgﬂ;lsad:ordpsmrrg ledouocess (&t whistuglenerally

B3t 1.1 A IDer SO SIAHIArS L MBlBIcRentn ke iU eRapppgssary to
5é’rﬁ#§vé‘ntﬁ|§ k@ dn e enableC @i coni@linivetibndeneans with the remote
administrator (205) and other components of the system. Especially, computing
resources are enabling all the protocols and applications of the Internet
including the standard most used applications like the world-wide-web or WWW
and the file transfer protocol or FTP. GDS resources have access to databases
including the one to store the caracteristics of the promotions offered to the
customers (220). Once calculated the promotion codes are forwarded (222) to
an external server, typically a Web server (225), partially or completely
dedicated to a GDS client, e.g., an airline company. Then, GDS client server
gets and holds (227) the exhaustive list of encoded promotion codes (230)
destined to GDS client customers, i.e., airline travelers in this example.

Once generated promotion codes can be sent (255) to customers of the
provider of services or goods that has initiated the promotion, e.g., to a
selection of travelers (260) known by the airline company (250) mentioned
above. Although this can be achieved in many ways, in a networking
environment, electronic distribution of the promotion codes is generally
preferred. A customer that wants to take advantage of the received promotion
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offered to the custoners for the pronotion (207).
Ceneration of the pronotion codes (21 2) is achieved

wo e (@S conputi ng resources (21 5) whi ch geneCEEP2008/058865

carry out all the software stgndard nethods and
techni ques necessary to achieve this and al so enabl e
renot.e adm.ni strat

th [ ti . W th . -

Og et AP B RE RS (6F0) Hiengyaeruie HEGUBET diery e aifine
@rﬁ?blhi/ni& RS OB HRBIcAr EoRRé&Io %o athke e Rr peABAhED aREm any
pplications of the Internet including the standard

€
a
apRiopnistel coppnloigationsdéviee capablerofd cammeuniedting willwwva Web

Reeh aflost Shey' 50008 R6fuarhy PR SREHLESCIELE Tunning a
stapdars aVEB bwses @bplidacoRT PO rddedigg 4 trBSponding to
custoners (220). Once cal cul ated the pronotion codes

interachyawyele Bages Ahusy the castomen antersribe receiyed spmotion (265)
, ial | i.cat
153, 3 6 22k PIAAE K S 2P LG8 fom
plovider that Yes igithtedatie pandstidr22Me ehtered aosiotier dodet is then
S GHEO T B LT e T B lsiioes o
?g@gﬁb t%gp%ﬁ%rﬂt%’hﬁfrg# &4 e e b8|21|p%§ﬁ§$e§&lﬂc@§ nittoned above

custoners the provid servi ces or
Gl s Ashatrebdy rnantioreds dand duphemndiscossea.ig. F1G.at, avalidation is

sel ectjon of travelers, (260) known by the ai,rline
B5teliae) B stopith i Rt agobe Mol BUg FrRTILEL Y e customer
apd| (S‘-‘r%(ﬁfh‘l{irig1 ifMNY B8y SconfOrras Bt e leix SctBaVstr@EtORN iscussed in
el ectronic distribution of the pronotion codes is

fEpet diienceartbers iseth need te starerin tGAS deialbasa (220 Kee long list of

BN Exie ol p ST o7 B ARV LBREH BiFaseh oBPy. those tha

brecactubibused by fite e0sBATYYS ndeti o Beastargal e.  Connect i on
to the site is perfornmed fromany appropriate

communif da¢ iexteraalproanclionagtde isf indeaehyilidatedrifeipromoiion status
S BmbRel e R SR Sl A g 0 BPbistinatns
elppserc by itioe cuetgzmére etd.) _?ﬁdﬂjr\prﬁgmiod arae@mmdriengatMmﬁd (274) so
interacti ve Weh_pages. us, .t cust oner enters the _

W@ééﬁﬁwsmra%ﬂf gﬁt??fs@@S)Caeo%@U?'ﬁ/ Bref&ed; i B&Eﬂﬁ bogking, (276) in
#ntbh casdedphdlsort Bf heyord afd WP&r%a%fioﬁ‘_r%@é}@nﬁé 9814188 provided
provider that has initiated the pronotion. The enterepdr

@7 @)oti on code is then

FIG. 3 further describes the steps of the method for generating the
external promotion codes.

As already discussed in FIG. 2, an administrator of the system can
trigger the creation of a family of promotion codes (300) by entering a family 1D
name (301) and a number of codes to generate (302) conforming to the internal
code structure described in FIG 1. The generation of codes is actually handled
by a corresponding software application running on the computing resources of
a service provider, e.g., a GDS also shown in FIG. 2. Typically, in this case, a
system according to the invention is part of a booking engine (310); i.e., any
travel software application aimed at booking travel transactions like performing
trip bookings for the end-customers of the airline companies, clients of the GDS.
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validated by the GOS in this exanple (272). This is
typically achieved from a booking application running

wo@owhes12DS conputi ng resources nenti oned abovECT/BRR208§/058865

As already nentioned, and furfser discussed in FIG 4,
val idation is obtained by decoding the external

Fhefvas RleBiet R axals it Pl carp e BESS o b JHE 18%ame and
HuSBEP 8EEodds o Genckatd §Sied PR h8mitfisthase é @or$é§ﬁcﬁ1d|ng list

I n GDS dat abase™ (220) the long list of possib
ekexierrdl cpdesnst ¢neodedd8d2).nat have been generat ed.

need B 0 & Sk oBEheBehdaRerori s GHTARE Bt coces. i

thepeset iMal eslairRisé b adovalles (CSVatikswhRhogonfstes®ad (zipped)
have expired, is not valid for the tine period or

with standare sectutiases (Bt he custoner, etc.) and/ or

r onot 7 0
Dr oot 100 AR5 yERLUEASTDIRT (3167 Soh L B8, of o passwora
boployity 2sthpds ranchiechnitpes lewwn $otthe @it secroraé taaedwell known
n ctlon ref erenc al so V|ded (278)
bg& ta gRCRyt p@sst@ﬂgargs Iglp%t élgpgp functlon 5) already
%ﬁéa ggtﬁg%%g}%gmge& ot i on codes As al ready
I'n i

I scusse an adm nistrator of the system
can t rOggerertch;q)ted,eﬂnel e infseat (320)Itg tbé eptarnet Wl server (225)

ﬁ@ﬁﬁ%%e fndd g‘%g er|n %tll;saml I@%%%ﬁ%l s)gr\?qr}g Then, the
bFSre6 it cG@@@bééérﬁétdﬁe%bﬂﬁﬁﬁ F[hé)%ﬁ’erhtrbf’:th@ s%rv@@fbrowder that has

generation of codes is actually handl ed by a
ndtiated Hom gromotiert;tivar teagipineccanmmeanyt (298) mgthothetéxample used to

f d : GbS
IPEREBNENC™™ 2" Typrcal . Tin thi s case.'a”
ni net (ot oo dfe' SRgst ¥EThe “Beliod et aRieRuad bR Sxemal

?fdm&,ﬁcgu&kl ng travel transactions |ike performng
rip bookings for the end-custoners of the airline

conpanfegsiisctisbetirs FiG. 2 mneGRweTar extedsalgxpmmtioadade is entered
075 bk ) e BRI the SHorIBhiSeh B rom
adnhteksdtivat\web @géO(mm@s; I@Mﬂ’ém by stweb mrsteenah £ edescreen or
Ic:gm(rennucn?ga(?udongs%lewce used by customer. The promotion code is then
submitted (412) to the corresponding software application, e.g., the booking
engine mentioned in FIG. 3 where the external promotion code is decoded as
explained in FIG. 1. The decoding allows restoring the internal promotion from
which the external code was issued. If the structure of the restored internal code
conforms to the definition of an internal promotion code, including a family 1D
and serial promotion ID (425), checking can proceed (421). If not, the validation
of submitted external promotion code fails (422) and corresponding status is
returned to the customer in a Web page (470). If the first step is successful the
restored code is further checked at step (430) to verify the promotion code
length, the promotion sequence field (must be comprised of characters in the
range 0-9) and the family syntax (A-V characters). The validation can proceed

(431) if the check above is successful. Otherwise, the validation fails (432). Next



10

15

A list of external codes, generally conprising
t housands of codes, is then put in a comma separated

wo200008318CSV) file which is conpressed (zi ppedyCTEPIN08/058865

standard techni ques (314). Thg zipped file is further
encrypted (31 6), on the basis of a password,

S0, qhih G Sl SaBliR Pracl el B, orR o s, Bjorggon stored
MP3hé MBaERE8e d( O8N oirdBaY | 8RchIsed rﬁaWG”Enth?n%@ch Nfamily of

t he background section. %hce encrypted, the file is
s@mot(cmot)haic havhaebast witigaed \Mbseymceemroc/m thie sbaranteristics of

heRoTaton, Ao Thabe BifeR R BT hEREER nouoe

elict rengeayitice fa?rhﬂ))/llﬁemetmthtiﬂ@%rlbﬂldfltﬁ’é ﬁbr’hbﬁon the number of

pronotion; i.e., the airline corrpan% Wth t
ExEempleiC. ué earresponding recards cAB in be csﬂtrlewedafram émﬁ)ﬂ@tabase

f
BTeiB! P2, 0l AR Pt el S8 bERoRL b P, promoton
erxarectmlstmoasmt iben furtioer perfored eat bgxa stefst(@60) dtherwise the

TR AR TN S
E{/&ﬂ?ﬁgét Q@P%fﬁﬁes\%ﬂiﬁgﬂoﬁrcoﬁg i Eﬁ‘é ﬁ%"r‘e%?orgé?%fe is not

st onefl. e pronotion CoeISt en submtte
already presenbin dakaxbade r(g6@bﬂt prasenttips moald mdlcaieghat code was

Ki FIG 3 wh .
aSaPn ey ol SRslihe R0%eLBalaPirall iadsape stored in
fhfabasde) ﬂ&]c@GQQHHJI@n%iI@W&hé RALEK bhghe! ﬂ%m&bﬁr&%ra?tferlstlcs is

pronot i on from whi ch the external code was issued

un@@ersafud M@)cﬁr it the casls isrategadytresent in siéakanes Sitherwise, the

et ios yasRRs Rl PRl PlreBhatllig SfeeiBChn 2 retumed to

ﬂfee@la@t@@eﬁ albny Wrieéte prstaotion ahfoune(470)hadvinkl dirtbase updated
of subm tted external pronotion code fails (422) and

@%Qrégﬁbhﬂhﬁ@r@f@t'%c@@e ieaddeckip the lishef ¢ 6PRES)i n a
Web page (470). If the first step is successful the
restored code is further checked at step (430) to
verify the pronotion code
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| ength, the pronotion sequence field (nust be
conprised of characters in the range 0-9) and the

wo 2000l0y318ynt ax (A-V characters). The val i dati OPCT/EP2008/058865

proceed (431 ) if the check ve i s successful.

O herwise, the validation fails (432). Nextstep of the
validation is ainmed at getting the pronotion famly

i nf or NAtHAT ISICIIAAMED 1I$:he dat abase (445) al ready

di scussed in FIG 2 . For each famly of pronotions

e el G GGG s BTRO L PETER b gosss (e compuiing
. Lo oo _ .
FPRRSSEr TSR] SEIVE 99 St RS e sieps o
' t : , i i
P eoariy oy gl FrBinPop RS (POl ind i BRERIT MR 132)

t heabhagi seriaf |D fieldr @S4pced prisée bhalphandmeticatlaracge s,

the promotion characteristics can be further perforned

at  aredding etpe( Hilnabt fromdte tbeey ahidlaf icorelspbh@ing series of
(442). If the check of the pronotion characteristics

i s exera grramotian icodes (S 25t eginprisachef alheagmesie characters, to

congj [ 0. j t.or is not already

pr eééen §it¢1@@g$§%géy?étggg Céqeq‘% ﬁ'@%&'@agm s woul d

i ndi cate that code was al ready used by a custoner

Rohg nustedd wf @taiin b wheoeiestharstes bd eadoding dedchlinteenal promotion
Hence, validation fails if the check, of .the pronotio

CodR G0 Graaciaapon P R Sme e p qTaeade b e Qe pigcsteps of:
is already present in database. O herw se, the

val PerRMariig alpbgae@esic Lﬂhﬁpa((t@f@lto)mt,egﬁfﬁe“ 21);

correspondi ng status can be returned to the custoner

al ofgjculiating eHerspardratsesandgbaaksyattd2)and t he dat abase
updat ed accordingly (the pronotion code is added to

t hecomadrting thesiotegers és p. 0Ky areay@QIRABNED |1S: 1. A

nmet hod for generating unique personal pronotion codes

f r oshittigoalbinagy erseding &ey Glccardii@to ther setondesheckesm(224);

5), the nethod conprising the steps of: generating

i Nt &ffiftlg AEWIMAry Atr8oseDrding A the fitsdéhagksunh am4)y |1 D

field (fgz) andﬁya seri al IDgfi eld ( 134) congri s)gd of

al pha do ; NG i r

pr ormtI igoSBIE:\glgggg)ciloﬁtﬁ%%gé%ug§@g@gng?lﬁggsﬂelﬁ@s&g%med key and the
ext ehified birayp@riay(126ges (31 2), conprised of

al phanuneric characters, to render the internal

pr oowriverting bdels thenxoredldin@iyldreay t intefees (MAMod of

claim1l wherein the step of encodi ng each internal

pr oimekHMIy the first checksum and the second checksum into the xored array

of integers (128);

converting back the inserted array of integers to alphanumeric characters
(129);

thus, obtaining the corresponding external promotion code.
3. The method of claim2 wherein the steps of the method are backward

executed to decode (420) the external promotion code and obtain the

corresponding internal promotion code, including:
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code into a correspondi ng external pronotion code (
120) includes the steps of: converting the

w@b@bamireri ¢ characters to integers ( 12 1) ;PCT/EP2008/058865

calculating a first and a secgnd checksum ( 122)
converting the integers to a binary array ( 123);
shifting a blnar enc i n y ,accqrding,to t second
chetaing 138155 Ston B nEe IR Ra) Srtiyhd & O’ B pecond
t hecfﬁédk%hnm#&m@ﬁélhlﬁéba|cwﬂn@%tém§ YigSeddi ng
nodul o 2) the shifted binary eincoded key and the
shi y ) b h or
D1 SR ey s B SnARD) ingt WL ety BY ink" prekiof Snifing
c hebkskwardrthetbhreary eammydacxcbecd:lhg tonthenéxiradied ficst eticaksuay.
of integers (128); converting back the inserted array

i nt e hanurrerl C rac 129); thus,
3oTif eigod ol Selp e bte ng Ui PR Rt Shsaioc 1 on code. 3
. The nethod of claim2 wherein the steps t he ,
met H%%F"&Q ¢ SB1GR P SXleER Rt RIPMASIORLLES (%’ﬁé)jntf)r?é‘ encrypted file
ext pronoti on code and obtain the correspondi ng
i nt rn 1 pronoti on code, including:replacing the
i ns [£ f | :
secorq\zybgﬁnéttﬁéar%hér}@q%; eR)th ligAt 5?& c{a@lgna(gﬁéi ét)trféggrcﬁ‘nder of
ski vad:esr@jm(to rtga\fehmes‘semewa gitdrhalingranhetidn tades distributed
arra i‘éthe ste of shifting backward the binary
arr(%\/%a\ SP%ItPHber Z@Wé)fétl?% RRPHICAUON.checksum ~ 4 .
The nethod of claim 1 conprising the further steps of:
BaFke RebthH§ of Blairf % \%e@fﬁ ﬁ'fé‘éi(tepr'ié? 'HP&HnBﬂoﬁ %98@8 6d8fhltted to the

Into an encrypted file (31 6); forwarding t

elr&ntﬁppbdatforl €650 ba tioe peahorraq:fpl(%@)t ar@rfu(traesyalmratem 272) by the
g 4 erf of .servi é 3)[ 0 ha\4[e the series of

(QVidet 4T SHRaGE P & BASS ohthsF st (255) to

custoners (260) of the client application. 5 . The

Bﬁgﬂmd nﬁéc}hédi acbﬁgblﬁbiml@esr ehd bh@hexdierthal valicumiohi en thedasomitted
subnmitted to the
external promotion codes (410) is successful when all of the following steps

succeed:
decoding of the external promotion code (420);

checking of the decoded internal promotion code against a predefined code
syntax (430);

checking of the decoded internal promotion code against family information
(450) fetched from a database of promotions (445);

checking that decoded internal promotion is not already present in database
(460);

otherwise, validation of the submitted external promotion codes fails.

7. The method of claim 6 including the further step of storing in the database
(445) the validated promotion codes.
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client application (265) by the custonmers (260) are
further validated (272) by the provider of services on

wo bmoboerps of their structure. 6 . The net hod PET/EPRNSBS8865

3 and 5 wherein the validati of the submtted
external pronotion codes (41 0) is successful when all

f_the foll ow . . _decodi f th .
BTe rRar ainsliton SBweSii 408y tept ERPRGTBR COHE Inglidgea famiy
|mﬁfierdﬂéémgﬁémgtd|9watsé1féecr?£§bﬂé$§ iRt RHRfd A8 apBAE serial ID field
syntax (430); “checking of the decoded i'nternal
pemposingmutoeal elggriactars fratiid rangef®GPmat i on (450)

fetched froma database of pronotions (445); checking

hat ' I i | S Nno r r .
DA 48 L Bb5eA Bla B aPRa Siom e fadbe, fAEH SRIRAE Services
subailihdg gdodx toptinalcopipiirg meanedeipted fov.carryinglogt each step of
net hod of claim 6 includi nfi the further step of
feomerpd scaoRding e APy e f4Bs dai@svhiq &at ed pronoti on
codes.8 . The nethod of claim1 wherein the internal

oL . . : i
P RB o AE, DrofEn (iolct Sred b5\ FoRigERATioatep storage
friegliuin c oamprisinggcorapeteal reatialy| e ctastes meanshier rcangiggOaleast one

SRS R7RD e PR B 0 Bl ALY o
RITRGtic EsHeeaARDraingRb ekyidle SRahe Xidigisoufo gach step of
he net hod according to any one of the clains 1 to 8 .

10 . A conputer program product stored on a conputer
readabl e storage nedi um conprising conputer readable
code neans for causing at |east one conputer (21 5) to
operate the nmethod of generating and validating
personal pronotion codes according to any one of the
claims 1 to 8 .



