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NAMED ENTITY RECOGNITION AND EXTRACTION USING GENETIC
PROGRAMMING

BACKGROUND

[0001] Advances in network and storage-subsystem design continue to enable increasing
scales of data streams be processed between and within computer systems. Meanwhile, the
contents of such data streams are subjected to ever increasing scrutiny. For example, the
collection, analysis and storage of personal data are subject to scrutiny and regulation.
Organizations have to ensure that personal data is gathered legally and under strict conditions.
Organizations that collect and manage personal data are obliged to protect it from misuse and
illegal exploitation, and are obliged to respect the rights of data owners. Personal data or other
sensitive data includes, but is not limited to, name, birth date, birth place, identification
number, home address, credit card number, phone number, email address, URL, IP address,
bank account number, etc.

[0002] Classification and extraction of personal data or other sensitive data from data streams
involves named entity recognition. In general, named entity recognition is a task of
information extraction that seeks to identify and classify atomic elements in texts into pre-
defined categories such as personal name, personal identification (for example social security
number “SSN” or resident identification number), home address, email address, bank account
number, phone number, credit card number, etc. These pre-defined data categories are
referred to as “named entities”, or “entities” for short. The entities usually follow some types
of syntactical patterns. Programs, e.g., regular expression, deterministic finite automata, or
symbolic finite automata, are used to specify patterns in data streams. However, generating
such programs typically involves significant amount of expert programming efforts, which is
inefficient and slow. In the era of big data and cloud-based services, service providers or
platforms face the needs to tackle entity recognition tasks on vast amount of varied categories
of data streams, which cannot be handled by manual programming.

[0003] Therefore, there is a need to efficiently generate a program for named entity

recognition tasks.
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SUMMARY
[0004] This specification describes technologies for generating a pattern program using a
genetic algorithm. The genetic algorithm operates on example data strings that represent the
data categories to be recognized or extracted through named entity recognition. Such example
data strings are referred to as “positive example” data strings. The genetic algorithm may also
operate on negative example data strings, which represent data strings that negate the positive
example data strings, e.g., not targets of the named entity recognition task. In the initialization
stage, the initial pattern programs are generated based on example data strings that represent
the data categories to be recognized or extracted through named entity recognition. Starting
from the initial pattern programs, genetic operations are iteratively conducted to generate
generations of offspring pattern programs. In each round of the genetic operation, offspring
pattern programs are generated through the crossover operation and the mutation operation. A
small portion of randomly generated pattern programs are added into each generation of
offspring pattern programs. A fitness function is used to determine the fitness scores of the
pattern programs in each generation of offspring pattern programs. The fitness scores are used
to filter the offspring pattern programs in a generation such that a population size of each
generation of offspring pattern programs is maintained stable. For example, each generation
includes a same number of offspring pattern programs. Upon the iterative genetic operations
are completed, a pattern program with a highest fitness score is selected for the named entity
recognition task.
[0005] If the genetic operations fail to generate a pattern program with desirable extraction
behavior, the example data strings are classified into two or more sub-groups based on, e.g.,
the types or the lengths of each example data strings. The genetic operations are conducted on
each sub-group of example data strings in parallel, which each generates a respective pattern
program. The multiple pattern programs are linked through the “OR” function labels.
[0006] A fitness function includes one or more factors related to (1) conciseness of a pattern
program; (2) a first matching rate of the pattern program on positive example data strings; (3)
a second matching rate of the pattern program on negative example data strings; or (4) an edit
distance between the pattern program and a positive example data string.
[0007] The genetic algorithm works on data strings that each exactly represents the target data
categories of named entity recognition. These technical features bring about valuable

technical advantages. First, a pattern program generated from the genetic algorithm will have
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a tailored extraction behavior because the good “genes” contained in the example data strings
are efficiently caught and carried over through the genetic operations of the genetic algorithm.
As such, the generated pattern program will correctly detect and extract data strings of the
target data categories. Further, using such example data strings also reduces human inputs and
errors in the process because there is no need to manually identify named entities from an
unrepresentative data string. Also, the initial population of pattern programs is generated
largely, e.g., 90%, from the example data strings, which substantially reduces the amount of
iterative genetic operations required to achieve a satisfactory pattern program. This savings in
computing resources is critical in managing large scale data streams in the era of big data and
cloud-based data services.

[0008] Moreover, the fitness function considers whether a pattern program matches a
negative example data string, which is not a target of a named entity recognition task.
Resultantly, a pattern program selected based on the fitness function will avoid data
categories that are represented by the negative example data strings. Therefore, the false
positive errors will be substantially reduced, which makes the outcomes of the named entity
recognition tasks more reliable and meaningful. As such, the techniques of the specification
are efficient and suitable for conducting named entity recognition tasks on large scale data
streams.

[0009] This specification also provides one or more non-transitory computer-readable storage
media coupled to one or more processors and having instructions stored thereon, which, when
executed by the one or more processors, cause the one or more processors to perform
operations in accordance with embodiments of the methods provided herein.

[0010] This specification further provides a system for implementing the methods provided
herein. The system includes one or more processors, and a computer-readable storage medium
coupled to the one or more processors having instructions stored thereon which, when
executed by the one or more processors, cause the one or more processors to perform
operations in accordance with embodiments of the methods provided herein.

[0011] It is appreciated that methods in accordance with this specification may include any
combination of the aspects and features described herein. That is, methods in accordance with
this specification are not limited to the combinations of aspects and features specifically

described herein, but also include any combination of the aspects and features provided.
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[0012] The details of one or more embodiments of this specification are set forth in the
accompanying drawings and the description below. Other features and advantages of this

specification will be apparent from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013] FIG. 1 is a diagram illustrating an example of an environment that can be used to
execute embodiments of this specification.
[0014] FIG. 2 is a diagram illustrating an example of an operation in accordance with
embodiments of this specification.
[0015] FIG. 3 is an example program generation module of generating pattern programs in
accordance with embodiments of this specification.
[0016] FIG. 4 schematically shows an example process of generating pattern programs using
genetic algorithms in accordance with embodiments of this specification.
[0017] FIG. 5A schematically shows an example process of generating candidate pattern
programs using byte pair encoding in accordance with embodiments of this specification.
[0018] FIG. 5B shows an example operation of generating candidate pattern programs using
byte pair encoding in accordance with embodiments of this specification.
[0019] FIG. 6 schematically shows another example process of generating pattern programs
using genetic algorithms in accordance with embodiments of this specification.
[0020] Like reference numbers and designations in the various drawings indicate like

elements.

DETAILED DESCRIPTION
This specification describes technologies for generating a pattern program using a genetic
algorithm. The genetic algorithm operates on example data strings that represent the data
categories to be recognized or extracted through named entity recognition. Such example data
strings are referred to as “positive example” data strings. The genetic algorithm may also
operate on negative example data strings, which represent data strings that negate the positive
example data strings, e.g., not targets of the named entity recognition task. In the initialization
stage, the initial pattern programs are generated based on example data strings that represent
the data categories to be recognized or extracted through named entity recognition. In some

embodiments, byte pair encoding techniques are used to extract frequent sub-strings from the

4



WO 2020/143857 PCT/CN2020/086780

example data strings and treat each of the extracted frequent sub-strings as a single unit of
expression in generating the initial patent programs. Starting from the initial pattern programs,
genetic operations are iteratively conducted to generate generations of offspring pattern
programs. In each round of the genetic operation, offspring pattern programs are generated
through the crossover operation and the mutation operation. A small portion of randomly
generated pattern programs are added into each generation of offspring pattern programs. A
fitness function is used to determine the fitness scores of the pattern programs in each
generation of offspring pattern programs. In some embodiments, the fitness function evaluates
a length of the pattern program with respect to the lengths of the example data strings, e.g., an
average length of the example data strings. The fitness function evaluates a first number of
positive example data strings that are exactly matched by a candidate program with respect to
a second number of negative example data strings that are exactly matched by the candidate
program. The fitness function evaluates a third number of characters that a candidate program
matches from the positive example data strings with respect to a fourth number of characters
that the candidate program matches from the negative example data strings.

[0021] The fitness scores are used to filter the offspring pattern programs in a generation such
that a population size of each generation of offspring pattern programs is maintained stable.
For example, each generation includes a same number of offspring pattern programs or a
decreased number of offspring pattern programs compared to the parent generation or the
population of the initial pattern programs. In some embodiments, the population sizes of
generations decay exponentially. Upon completion of the iterative genetic operations, a
pattern program with a highest fitness score is selected for the named entity recognition task.
[0022] If the genetic operations fail to generate a pattern program with desirable extraction
behavior, the example data strings are classified into two or more sub-groups based on, e.g.,
the types or the lengths of each example data strings. The genetic operations are conducted on
each sub-group of example data strings in parallel, which each generates a respective pattern
program. The multiple pattern programs are linked through the “OR” function labels.

[0023] A fitness function includes one or more factors related to (1) conciseness of a pattern
program; (2) a first matching rate of the pattern program on positive example data strings; (3)
a second matching rate of the pattern program on negative example data strings; or (4) an edit
distance between the pattern program and a positive example data string. In some

embodiments, the conciseness of a pattern program is not assessed as an absolute conciseness,



WO 2020/143857 PCT/CN2020/086780

e.g., an absolute length of the pattern program, and is assessed as a relative conciseness with
respect to an average length of the positive example data strings. For example, a pattern
program having a length that is closer to the average length of the positive example data
strings will have a higher fitness rating than a pattern program having a length that is further
away from the average length of the positive example data strings, no matter smaller or larger.
[0024] The present specification is not limited to any particular embodiment, aspects,
concepts, structures, functionalities or examples described herein. Rather, any of the
embodiment, aspects, concepts, structures, functionalities or examples described herein are
non-limiting, and the present specification may be used in various ways that provide benefits
and advantages in computing, programming and data management in general.

[0025] FIG. 1 is an operation environment 100 for detecting data strings of target data
categories from data streams, e.g., named entity recognition. The environment 100 includes
one or more users 110, a service provider 120 and one or more sources of data streams 130,
all communicating or logically connected to one another through a network 140. Each of the
user 110 or the service provider 120 is a computing device such as a personal computer “PC”,
a server, a router, a network PC, a mobile device, a peer device or other common network
nodes. The network 140 may be one or more local area networks (“LAN”) and/or one or more
wide area networks (“WAN”) or other networks, which are configured as enterprise-wide
computer networks, intranets or internet or other network applications. The user 110, the
service provider 120 or the source of the data streams 130 are categorized based on the
respective functions in the environment 100. The user 110, the service provider 120 or a
source of the data streams 130 may physically reside on a same computing device or in
physically separated computing devices. The user 110, the service provider 120 or a source of
the data streams 130 may belong to a same individual or legal entity, or different individuals
or legal entities. For example, a user 110 may be a business division of a financial technology
company and may have sensitive data detection, recognition, and scrutiny tasks to perform on
the data streams 130. The service provider 120 may be a technology service department of the
same financial technology company or a third party service provider that provides services on
named entity recognition.

[0026] FIG. 2 shows a flow diagram of a process flow 200 of the operations or interactions
between/among the parties of the environment 100. With reference to FIGS. 1 and 2 together,

in example operation 210, a user 110 designates or provides an initial set of example data
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strings to the service provider 120. A data string includes a combination of one or more letters,
characters, signs, and/or other elements of expression. The initial set of example data strings
contains examples that exactly represent target data categories the user 110 desires to extract
or recognize from data streams 130. That is, an example data string does not contain any
characters or data bits beyond the represented target data category.
[0027] A data stream 130 may be specific to a user 110 or may be shared or applicable to
multiple users 110. Similarly, a user 110 may use two or more data streams 130. The user 110
may have a same or different named entity recognition tasks for each data stream 130. For
different data streams 130, the user 110 may provide different initial sets of example data
strings. As such, the user 110 may provide a named entity recognition task to the service
provider 120, which specifies the applicable data stream 130 and the respective initial set of
example data strings. The task may also specify the data categories of data strings to be
recognized. The specified data categories may already be represented by the initial sets of
example data strings or may be represented by further example data strings as described
herein. For example, the user 110 may require that personal data be recognized from a data
stream 130. Example personal data includes a person’s name, birth date, birth place,
identification number, home address, credit card number, phone number, email address, URL,
IP address, bank account number, etc. In some embodiments, the user 110 provides example
data strings of personal data to the service provider 120. The example data strings of personal
data may include multiple categories of personal data, e.g., phone number, personal
identification number, credit card number, etc. The example data strings of personal data may
also include various data formats or pattern formats of a same category of personal data. For
example, example phone numbers may include patterns of:
001.234.456.7899;
+1.234.456.7899;

1234 456 7899,

(234) 456 7899,

234 456 7899.
In some embodiments, the example data strings each exactly contain atarget data category
itself. In some embodiments, at least some of the provided example data strings each contain a
first snippet representing a target data category and a second snippet that does not represent a

target category. The second snippet can provide a context for recognizing of the target data

7



WO 2020/143857 PCT/CN2020/086780

category as contained in the first set of snippets. The user 110 may identify the first snippet as
representing a target data category. The user 110 may also specify the named entity
recognition task for the service provider to identify the first snippet as representing a target
data category. In some embodiments, the example data strings may also include data strings
representative of data categories that are not targets for the named entity recognition tasks of a
user 110. In the description herein, a “positive example data string” refers to an example data
string representative of a target data category. A “negative example data string” refers to an
example data string representative of a data category that is not a target for the named entity
recognition tasks.

[0028] In example operation 220, the program generation module 122 generates a named
entity recognition program based on the example data strings provided by the user 110 using a
genetic algorithm. The generated named entity recognition program represents syntactical
data patterns of the target data categories, and are referred to herein as “pattern program” for
descriptive purposes. The pattern program may be in the form of a regular expression, a
deterministic finite automata (“DFA”), a symbolic finite automata (“SFA”) or other suitable
programs representing syntactical data patterns. In some embodiments, the pattern program is
generated via a genetic algorithm implemented by the program generation module 122 of the
service provider 120. In the description herein, a regular expression is used as an example
pattern program to illustrate the operation of the service provider 120 and/or the program
generation module 122.

[0029] In some embodiments, the program generation module 122 performs an initializing
operation, a synthesizing operation and a validation operation. In the initializing operation, an
initial population of candidate programs is obtained. In some embodiments, a majority of the
initial candidate programs are obtained based on the positive example data strings. For
example, for each positive example data string, one or more candidate regular expressions are
obtained, whose extraction behavior is consistent with a target data category represented by
the positive example data string. It should be appreciated that for each target data category,
multiple regular expressions can be generated. In some embodiments, some candidate
programs are generated randomly. A ratio between the number of candidate programs
obtained based on the positive example data strings and the number of randomly generated
candidate programs is a parameter of the initializing operation, which can be adjusted. In

some embodiments, the ratio is 9:1 such that the desirable extraction behavior or good “genes”
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of the positive example data strings are readily caught and carried over in the genetic
operations. A population size, e.g., a total number of the candidate regular expressions, of the
initial population of candidate regular expressions is another adjustable parameter of the
initializing operation.

[0030] In the synthesizing or genetic operation, the initial candidate programs evolve through
the operation of the genetic algorithm. The genetic algorithm is implemented in an iterative
manner. In each round of the evolution, the candidate programs in a parent population are
synthesized to create a child generation of candidate programs. The synthesizing may include
crossover and mutation operations. A ratio between the child candidate programs generated
from the crossover operations and the child candidate programs generated from the mutation
operations is a parameter of the synthesizing, which can be adjusted. In some embodiments,
the ratio is around 9:1 and may be adjusted to be larger or smaller than 9:1. The candidate
programs are each evaluated by a fitness function to determine a fitness score. A fitness score
indicates a degree that the extraction behavior of the pattern program is consistent with the
target data categories represented by the example data strings or other data strings used in the
calculation of the fitness scores. In some embodiments, the example data strings that are used
to generate the initial candidate programs are also used to calculate the fitness scores of the
initial or child candidate programs. In some embodiments, the example data strings that are
provided by the user 110 are divided into two groups. One group of the example data strings
are used to generate the initial candidate programs and the other group of the example data
strings are used to calculate the fitness scores of the candidate programs. The latter approach
may help to avoid overfitting issues, if any. In the description herein, for illustration purposes,
the example data strings that are used to generate the initial candidate programs are also used
to calculate the fitness scores of the candidate programs, which does not limit the scope of the
specification.

[0031] In some embodiments, a candidate program’s fitness score affects its use in the next
round of the evolution, if any. For example, a new parent population of the candidate
programs may be selected based on the fitness scores of the existing candidate programs. For
example, the candidate programs with lower fitness scores may be filtered out as “unfit” to
become parents for the next generation of evolution. In some examples, a candidate program’s
probability of being selected for crossover and/or mutation depends on the fitness score of the

candidate program. For example, a candidate program with a higher fitness score will have a
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higher probability of mating with another candidate program in the crossover operation. A
candidate program with a higher fitness score generally also has a higher probability of being
selected for the mutation operation, although the probability variation on the mutation
operation is less significant than the probability variation on the crossover operation.

[0032] In some embodiments, the new population of parent programs is selected only from
the most recent generation of child candidate programs. In some embodiments, the new
population of parent programs is selected from a pool of all existing candidate programs
based on the fitness scores. For example, existing candidate programs of higher fitness scores
are selected to form the new population of parent programs. In the description herein, a
“parent generation” of candidate program refers to a generation of candidate programs that is
used to generate new candidate programs under the synthesizing operation; and a “child
generation” of candidate program refers to a generation of candidate programs that is
generated from the synthesizing operation. A most recent child generation of candidate
program may exactly overlap a new parent generation of candidate programs if the whole
population of the most recent child generation is used for the next round of genetic operation.
A “generation” of candidate programs is used as applicable to either one of a child generation
or a parent generation of candidate programs.

[0033] In some embodiments, a generation of candidate programs also includes a percentage,
e.g., in a range between 5% and 15%, of randomly generated candidate programs. The
mixture of candidate programs generated via the genetic operation and the randomly
generated candidate programs ensures that the “good genes” are maintained over generations
and new “boosting genes” be introduced. Resultantly, fitness scores of the candidate programs
are generally improved over generations. The synthesizing operation completes when a fitness
score of a candidate program meets a first threshold value or a total number of the evolution
rounds reaches a second threshold value. After the synthesizing operation completes, a
candidate program with a highest fitness score is selected as a final pattern program to be used
in the named entity recognition task. The final program may not necessarily be selected from
the last generation of candidate programs. The final program may be selected from any
generation of candidate programs.

[0034] The finiteness function may include various forms and criteria, which are all included
within the scope of the specification. In some embodiments, a fitness function includes factors

related to conciseness of a candidate regular expression (e.g., a length of the candidate
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expression); a first matching rate of the candidate regular expression on the positive example
data strings; a second matching rate of the candidate regular expression on the negative
example data strings; or an edit distance between the candidate regular expression and an
example data string.

[0035] The first matching rate is calculated as a ratio between a number of the positive
example data strings that are 100% matched by the candidate regular expression and the total
number of the positive example data strings. The second matching rate is calculated as a ratio
between a number of the negative example data strings that are 100% matched by the
candidate regular expression and the total number of the negative example data strings. The
edit distance is determined as the minimum number of edits that transfer an extracted data
string into a target data category contained in a positive example data string. For example, in
some embodiments, characters in an example data string that are matched by the extraction
behavior of a candidate regular expression and the characters in the example data string that
are missed by the extraction behavior of the candidate regular expression are analyzed to
determine the edit distance of the candidate regular expression.

[0036] In example operation 230, the extraction module 124 uses the regular expression
generated by the program generation module 122 to extract target data categories from the
data streams 130. Specifically, the extraction module 124 finds data strings in the data stream
130 that matches the patterns represented by the regular expression. In some embodiments, a
percentage matching threshold may be used in implementing the extraction operation. For
example, if a data string in the data stream 130 includes characters or a snippet that matches
the regular expression by a percentage higher than 55%, the extraction module 124 will
extract the data string as belonging to the target data categories. The percentage matching
threshold may be adjustable based on the configuration of the named entity recognition task,
e.g., the tolerance on false positive or false negative designated by the user 110.

[0037] In example operation 240, the extracted or recognized data strings are provided to the
user 110. The user 110 may examine the provided extraction results and may confirm the
correct extractions and may identify the false extractions, e.g., false positive or false negative.

[0038] In the learning operation 250, the user 110 provides the correct extractions and/or the
false extractions as training set to the service provider 120 to adjust the synthesizing operation.
For example, the false positive extractions are used as additional negative example data

strings in training the candidate programs. The false negative results, 7.e., data strings in the
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target data categories that are not extracted by the regular expression, may be provided as
additional positive example data strings. With the additional example data strings, scores of
the candidate programs in various generation of the evolution may be recalculated, which
changes the process and the results of the synthesizing operation. In some embodiments, the
synthesizing operation is not adjusted at the launching point thereof, and is trained starting at
a generation in the middle of the evolution process. In some embodiments, the fitness scores
are only recalculated for all the candidate programs already generated in the evolution process,
i.e., without further synthesizing operations, such that the recalculated fitness scores may lead
to a different candidate program be selected as the final program and no new candidate
program is generated. Other uses of the additional negative example data strings or additional
positive example data strings are also possible and included within the scope of the
specification. For example, the initial candidate pattern programs may be generated using
different strategies than those initially used in the operation 220. As a result, a new regular
expression is generated which has a higher fitness score than the previous regular expression
used in the operation 240. The fitness scores of the new regular expression and the previous
regular expression are calculated using same example data strings, e.g., at least one of the
initial set of example data strings and the additional example data strings.

[0039] In some embodiments, the parameters of the genetic algorithm may be adjusted in the
learning operation 250. For example, the ratio between the candidate programs generated
from the positive example data strings and randomly generated candidate programs may be
adjusted based on the feedback from the user 110 on the extraction results. For example, if the
false negatives are representative by the initial positive example data strings, the learning
process may lower the percentage of randomly generated candidate programs in the genetic
operations so that the “genes” of the positive example data strings are better represented in the
regular expression generated by the genetic operations.

[0040] FIG. 3 is an example program generation module 122. The program generation
module 122 includes an initialization unit 310, a random program generation unit 320, a
synthesizing unit 330, a fitness measurement unit 340, a controller 350, and a learning unit
360. The initialization unit 310 includes an example grouping unit 312, an initial program
generation unit 314, and a parse tree unit 316. The initial program generation unit 314

includes a frequent sub-string determination unit 315. The synthesizing unit 330 includes a
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crossover unit 332 and a mutation unit 334. The controller 350 includes an adjustment unit
352.

[0041] In some embodiments, the program generation module 122 and the units thereof are
computer executable instructions dedicated for respective functions and operation. The
executable instructions include routines, programs, objects, components, and data structures,
which when executed by a processor, enable the processor to perform particular tasks or
implement particular abstract data types. The units of the program generation module 122
may reside on a same computing device or may reside on multiple computing devices
functioning together in a distributed computing environment. In a distributed computing
environment, the units of the program generation module 122 may be stored in local or
remote computer storage media including computer memory devices.

[0042] Operations and functions of the software units of the program generation module 122
are further described herein.

[0043] FIG. 4 shows an example process 400 of the program generation module 122
generating a regular expression based on example data strings provided by the user 110. In
some embodiments, the example data strings include positive example data strings and
negative example data strings. The positive example data strings each contains exactly an
example target data category, e.g., an example birth date, an example social security number,
an example resident identification number, an example bank account number, etc. The use of
the example target data categories themselves as the positive examples data strings will
simplify the operation of the genetic algorithm and will facilitate that the “good genes” of the
example target data categories be carried over in the evolution process. The negative example
data strings each do not contain a target data category. In some embodiments, some of the
negative example data strings are counterexamples, which represent exceptions to a general
characteristic of a target data category. For example, although data string “10.26.2050”
appears to follow the data format of a birth date, the data string may be used as a
counterexample of a birthdate because at the time of the operation, nobody has been born on
the year of 2050. In some embodiments, the counterexample data strings each contain exactly
a counterexample of a target data category without any other/additional character. Inclusion of
such counterexamples enables that the “bad genes” of the counterexamples be avoided in the
evolution process of the genetic operations. The counterexample data strings may be

identified or classified separately from other negative example data strings. In some
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embodiments, the example data strings initially received from a user 110 do not include any
negative example data strings. In some embodiments, the example data strings received from
a user 110 include only positive example data strings and counterexample data strings and do
not include other negative example data strings.

[0044] The example process 400 is described with an example task of generating a regular
expression based on example data strings, for illustrative purposes. In example act 410, the
initialization unit 310 obtains an initial population of candidate regular expressions, which is
referred to as the zero generation Gy for descriptive purposes. The example act 410 includes
sub-acts 412, 414 and 418. In sub-act 412, optionally, the example grouping unit 312 may
conduct an initial grouping of the existing example data strings into initial groups with a goal
that example data strings in a same initial group share a certain pattern characteristic to be
represented by a same regular expression. For example, the initial grouping may be conducted
based on the character class of the example data strings, e.g., whether an example data string
contains word characters without digits, whether an example data string contains digits
without word characters, or whether an example data string contains a mixture of digits and
word characters. The initial grouping may also consider the natural language of the word
characters, e.g., whether the word characters are Chinese, English, Japanese or Korean. The
initial grouping may also consider the language family of the word characters, e.g., whether
the word characters belongs to Celtic, Italic, Sinitic, Germanic, Slavic or other language
families. The initial grouping may also consider the relevant target data categories represented
by the example data strings. For example, example data strings of birth dates may include
different formats like “mm-dd-yy”; “mm/dd/yy”; “dd-mm-yyyy”; “yyyy.mm.dd”; or other
formats. The example data strings containing different formats of birth date information are
grouped together. The initial grouping may also consider the length of the example data
strings.

[0045] In some embodiments, the example grouping unit 312 assigns weights to each groups
of example data strings. The weights may impact the analysis of candidate programs in the
fitness scores and the match rates. The weights may also affect the amount of example data
strings of each group that are actually used in the genetic operations. The weights assigned to
each group of example data strings are adjustable, dynamically in the genetic operations of the

operation 220 or in the learning operation 250. The assignment of weights to different groups
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of example data strings help to ensure that the more important target data categories have the
priority of being represented in the regular expression generated by the genetic algorithm.
[0046] In some embodiments, the program generation module 122 operates to generate a
single regular expression for all the target data categories represented by the positive example
data strings. The grouping of the example data strings does not necessarily lead to the genetic
operations being operated on each group of example data strings separately. However, based
on the final or intermediary results of the genetic operations, the grouping of the example data
strings may be adjusted and the genetic operations may be adjusted accordingly, which are
described herein in detail.

[0047] In some embodiments, the initial grouping operation of the sub-act 412 is omitted. The
program generation module 122, by default, will first try to generate a single regular
expression that is able to extract all the target data categories represented by the example data
strings. The example grouping unit 312 may group the example data strings based on the
inputs or feedback from the adjustment unit 352 later in the operations of the genetic
algorithm as described herein in detail.

[0048] In sub-act 414, the initial program generation unit 314 coordinates with the random
program generation unit 320 to generate an initial population of candidate regular expressions,
also referred to as “candidate programs.” Specifically, in some embodiments, the initial
program generation unit 314 generates candidate regular expressions based on the positive
example data strings. The random program generation unit 320 generates candidate regular
expressions randomly. In some embodiments, a ratio between a number of candidate regular
expressions generated based on the positive example data strings and a number of randomly
generated candidate regular expressions is maintained within a range between about 1:7 to
about 1:10. In some embodiments, a ratio between the number of candidate regular
expressions generated based on the positive example data strings and the number of randomly
generated candidate regular expressions is 1:9. In some embodiments, the ratio is controlled
by the controller 350. Experimental data shows that such a range of ratios helps to ensure that
a final regular expression exhibits an extraction behavior that is consistent with those of the
example data strings and further expends from those of the example data strings. In some
embodiments, all the candidate regular expressions in the initial population are randomly
generated and the example data strings provided by the user 110 are used in the genetic

operations 420, 430 as described herein.
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[0049] Regular expressions are typically described in a string describing the pattern it
represents. A regular expression may include one or more elements of a literal, e.g., \a\; a
character range, e.g., \[a-z]\; a negated character range, e.g., \[" a-z ]\; a concatenation, e.g.,
\a[bc]\ ; an option operator, e.g., \a?\; a star operator, e.g., \a * \; a plus operator, e.g., \a + \; a
non-greedy operators, e.g., \a??\, \a *? \ \a +7 \; an alternation operator, e.g., \ajb \; or a
capture group operator, e.g., \(ab) \.
[0050] For at least some of the positive example data strings, two or more candidate regular
expressions are generated based on each of them. As an illustrative example, an example data
string of “175.8” can be represented by regular expressions of:
r:=\d\d\d\.\d; or
r:=\d+\\d.; or
r: =\[0-2]\d\d\\d

Further, the candidate regular expressions generated for different positive example data
strings may overlap. The overlapped regular expressions may be filtered out from the initial
population or may be kept in the initial population to increase the possibility that the
extraction behaviors of such candidate regular expressions or the “genes” be properly
represented in the initial population and be sufficiently carried over in the evolution process.
[0051] In some embodiments, all candidate regular expressions are constructed by using
syntactic trees in which leave nodes are basic regular expression units chosen from terminal
sets, and non-leave nodes stand for operators including concatenation operation and matching
operation. The terminal sets may include:

1) alphabet constants, e.g., “a”, “b”, ... “y”, “z”, “A”, “B”, ... “Y”, “Z”, etc,;

2) digit constants, e.g., “07, “17, ... “8”,“9” etc,;

3) symbol constants, e.g., “:”, “;”, “\?, N\, </ < “@”, etc.;

(4)  alphabet ranges and digit ranges, e.g., “a-z”, “A-Z”, “0-9”, etc;

5) common character classes, e.g., “\w”, “\d”, etc,;

(6)  wildcard character, e.g., “.”;

@) others
The functional sets may include:

) concatenation operator “¢; 1,7,

(2)  group operator “(#;)”;

3) list match operator “[#;/” and list not match operator “[*#;]”;
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“) match one or more operator “#;++7;

) match zero or more operator “z; *+7;

(6) match zero or one operator “7,7+”;

@) match min max operator “7;{n, m!+”, n being minimum , m being maximum;

(8)  others.
[0052] In some embodiments, various strategies are considered in generating the initial
population of regular expressions based on the positive example data strings. For example, a
strategy may favor simplified regular expression over complicated regular expression. A
strategy may try reducing or increasing the function labels or types of function labels used in
a regular expression. Those strategies affect the final regular expression generated through the
genetic operations, which may be adjusted in the learning operation 250.
[0053] In some embodiments, the population size of the initial population of candidate regular
expressions is larger than the total number of the positive example data strings. For example,
the population size is about 1.5 — 2 times the number » of positive example data strings.
[0054] In some embodiments, in procedure 415 of the sub-act 414, the initial program
generation unit 314 generates at least some of the candidate regular expressions in the initial
population based on byte pair encoding techniques. For example, common pair of consecutive
bytes or common set or characters of the example data strings are identified and are treated as
a single unit in the generating the candidate regular expressions of the initial population. In
the description herein, a pair of consecutive bytes or a set of consecutive characters are used
interchangeably and are referred to herein as a sub-string for descriptive purposes. For
example, a common pair of consecutive bytes is represented as a single expression unit in a
leave node of a syntactic tree. Such common set of consecutive characters could be viewed as
representing good “genes” of the example data strings. By keeping the set of consecutive
characters as a single unit, instead of multiple characters thereof, the good “gene” is
maintained through the generations of regular expressions in the operations of the genetic
algorithm. As a result, the runtime of the genetic algorithm is substantially reduced.
[0055] In some embodiments, the frequent sets of consecutive characters are extracted from
the positive example data strings by using byte pair encoding (“BPE”). In some embodiments,
the granularity of the frequent sets of consecutive characters is controlled by the hyper
parameter of the training epochs. In some embodiments, a frequency threshold is set to

determine whether a set of consecutive characters is sufficiently common among the positive
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example data strings such that the set of consecutive characters is identified a frequent set of
consecutive characters. The below Algorithm 1 is an example coding implementation of the
BPE using Python language. Other programming languages, e.g., C++, Java, Fantom, are also

possible to implement the BPE operations.
Algorithm 1 BPE: Bvte Pair Encoding Algorithm with Dynamic
Proportion Threshold Control

Input: p: proportion threshold;
n: the size of string samples in vocab
Output: best: bpe tokens:
1 import re

2:

3. def pair_freq_stats{vocab):

4 pair2freq = collections.defaultdict{int}

5. for word, freq in vocab.items(}:

6 svmbols = word.split()

7: for i in range({len{symbols) - 1}

5: pair2freg[symbols[i], symbols{i + 1]] += freq
9:  return pair2freq

10

11: def merge{best, vocab_in):

122 vocab_out=1{ }

13:  bigram = re.escape(’ join{best))

4 patten = re.compile(r’ (?<1S) + bigram + r’'(?1\8))
15:  for word in vocab_in:

16: word_out = patten.sub("join{best), word}
17 vocab_out{word_out] = vocab_infword]
18:  return vocab_out

19

20: vocab={low=/w="5 Tower=/w>"2 newest=/ws"
6, widest=/w="3}

21: percent = 1.0

22: while percent = p

23 pair2freq = pair_freq_stats(vocab)

2¢:  best = max{pair2freq, key=pair2freq.get)

25:  percent = pair2freq.get(best)/n

26: il percent = p:

27: vocab = merge(best, vocab)

28: print{best)

[0056] FIGS. 5A show an example process of the procedure 415. Referring to FIG. 5A, in
example conduct 510, the frequent sub-string determination unit 315 segments positive
example data strings to obtain sub-strings. In some embodiments, random combinations of
consecutive characters are obtained as sub-strings. In some embodiments, rules are applied in

obtaining sub-strings from example data strings. For example, a rule may stipulate that only a
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logically or linguistically meaningful set of characters are obtained as a sub-string. In some
embodiments, sub-strings are obtained through random segmentation and rule application. As
an illustrative example, for a character string “low”, sub-strings “lo”, “ow”, and “low” can be
obtained.
[0057] In example conduct 520, the frequent sub-string determination unit 315 determines
frequent sub-strings from the sub-strings. In some embodiments, a frequency value is
calculated for a sub-string based on the number of occurrence of the sub-string among the
positive example data strings. The frequency value may be calculated as:

P=g (1),
where P indicates frequency, m indicates number of occurrence of a sub-string among all the
positive example data strings, and N indicate total number of positive example data strings. A
threshold frequency value may be set. If a sub-string has a frequency value equal to or higher
than the threshold frequency value, the sub-string is determined as a frequent sub-string. In
some embodiments, rules may be applied in determining the frequent sub-strings. For
example, a rule may assign a higher weighting to a calculated frequency value of a sub-string
that is logically or linguistically meaningful. Other ways of determining a frequent sub-string
is also possible and included in the scope of the specification.
[0058] In example conduct 530, initial program generation unit 314 generate candidate
regular expressions based on the positive example data strings, with each of the identified
frequent sub-strings being treated as a single unit of expression. For example, an identified
frequent sub-string will not be further parsed in a regular expression. FIG. 5B show example
operation of the procedure 415 on example data strings for illustration. Referring to FIG. 5B,

LR N4 LR N3

character strings “low”, “lower”, “newest”, “widest” include identified frequent sub-strings

“lo” or “est”. In the generated regular expressions and syntactic trees, the frequent sub-string

13

“lo” and “est” are each represented as a single unit. Other single word characters, “w” in
“low”; “w”, “e” “r”” in “lower”; “n”, “e¢”, “w” in “newest”; “w”, “1” “d” in “widest” are each
represented by a common character class “\w” to indicate a single word character.

[0059] In some embodiments, in procedure 416 of the sub-act 414, the fitness measurement
unit 340 calculates a fitness score for each of the candidate regular expressions in the initial

population. The fitness measurement unit 340 may use various suitable fitness algorithms to

calculate the fitness scores, which are all included in the scope of the specification. In some
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embodiments, the fitness measurement unit 340 uses the below algorithm to calculate the
fitness scores:

fR) =ZEicod(sp R(t)) +a I(R) + B ps =7 - ),
where, #; denotes a positive example data string; » is a total number of positive example data
string; s; denotes a snippet contained in the positive example data string ¢ that is a target data
category; R(t;) denotes a snippet extracted from the positive example data string #; by a regular
expression; d(x;,x;) denotes an edit distance between data string/snippet x;, x2; /(R) denotes a
length of a regular expression; p+ denotes a rate that a regular expression matches the positive
example data strings, e.g., R(t;) = s;; p. denotes a rate that a regular expression matches the
negative example data string; and o, f, y are constants, which can be adjusted by the controller
350. In some embodiments, # = s; because the positive example data strings are exactly
representative of target data categories. It should be appreciated that although a big portion of
the initial population of candidate regular expressions are each generated directly from one or
more of the positive example data strings, they each may not be able to extract other positive
example data strings. It should be appreciated that the data strings that are used for calculating
the fitness score may be a different set or group of data strings from those used to generate the
initial candidate programs.
[0060] In some embodiments, # may be the number of all example data strings; # denotes an
example data string; s; denotes a snippet contained in the example data string # that is a target
data category, while s; = 0 for a negative example data string not containing a target data
category; R(#;) denotes a snippet extracted from the example data string # by a regular
expression; d(x;,x,) denotes an edit distance between data string/snippet x;, x;.
[0061] In some embodiments, f, y are adjusted based on the error tolerance of the user 110.
For example, if the user 110 balances toward false positive over false negative, f will be
increased. If the user 110 balances toward false negative over false positive, y will be
increased.
[0062] In some embodiments, weights assigned to a group of example data strings may be

introduced to the fitness function.
fR) = Xizow;* d(sy, R(t)) + @ I(R) + B+ XizoWi  Psj — V" XjmoWi'P-; (3),

where w; is a weight of an example data string # that is equal to the weight assigned to the

group # belongs to; w; is a weight assigned to a group j of example data strings; p.; is a rate
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that a regular expression matches the positive example data string of group j; p.; is a rate that a
regular expression matches the negative example data string of group j; and m is a total
number of groups of example data strings.

[0063] In some embodiments, the fitness function is treated as a multi-objective function to
address multiple factors in accessing fitness score of a candidate regular expression. For
example, the fitness function defines that a satisfied regular expression should match more
positive example data strings and less negative example data strings. In addition, from
perspective of single characters included in the example data strings, a satisfied regular
expression should match more characters in positive example data strings and less characters
in negative example data strings. Further, the length of a candidate regular expression is also
evaluated. In some embodiments, the length of a regular expression is assessed with respect to
the lengths of the positive example data strings. A regular expression whose length is similar
to those of the positive example data strings will have a better fitness score. In some
embodiments, a length of a candidate regular expression is compared to an average length of
the positive example data strings. The average length may be determined as a mean, a median,
a mode or any other average values of the lengths of the positive example data strings. In
some embodiments, the fitness measurement unit 340 uses the below algorithms to calculate

the fitness score of a candidate regular expression:

match(r, i) = {1, when regex r totally matchels example data string i ).
0, otherwise
fitness (r)=axP + B * P+ Lscore (5),
__ Xiepmatch(r,i)

b= Yiepun match(r,i) ©),
p = Yiep match(r,i)xcount(r,i) Yiepl 1— match(r,i)]xcount(r,i) 7

¢ YiepuN match(r,i)xcount(r,i) Yiepunl 1— match(r,i)]xcount(r,i) ( )’
Liogre = € om0 icp len(d)] @®)

where P indicate positive example data strings, N indicate negative example data strings, /en()
indicates length of a string or a regular expression, count (r,i) indicates number of characters
in an example data string 7/ that are matched by a regular expression r, k indicate a total

number of positive example data strings; « and g indicate adjustable constants. The values of
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constant a and f are adjustable based on the specific genetic algorithm or the named entity
extraction tasks.

[0064] The fitness functions (2), (3) and (5) may be used in combinations. Further, the
components of the fitness functions (2), (3) and (5) may be may be recombined in various
ways. For example, the algorithm (2) may be modified to include replace /(r) with the /. to

generate:

f(R) = ?=0d(SiJR(ti)) +alscore t+ B Ps —V D= ©).

[0065] In sub-act 418, the parse tree unit 316 parses each candidate regular expression in the
initial Gy generation. At least some of the candidate regular expressions are parsed into two or
more components. In some embodiments, a parse tree is used to represent a regular expression
parsed into two or more components. In some embodiments, a symbolic finite automata is
used to represent a regular expression parsed into two or more components. Other approaches
to represent a parsed regular expression and/or the correspondence between the two or more
components of a parsed regular expression are also possible and included in the scope of the
specification. In the description herein, a parse tree is used as an example to illustrate the
operation of the program generation module 122, which does not limit the scope of the
specification.

[0066] In some embodiments, the parse tree is a constituency-based parse tree that includes
terminal nodes and nonterminal nodes. Leave nodes (terminal nodes) of the parse tree are
labeled with terminals, representing the components of the regular expression that have been
parsed. The leave nodes each does not have any children, and cannot be expanded any further.
When the leave nodes are concatenated together, the candidate regular expression is obtained.
Each internal or non-leaf node (nonterminal node) of a parse tree is labeled with a
nonterminal label. A nonterminal label may include a placeholder label ¢ and a function label.
The immediate children of the internal node must follow a pattern of the function label’s
production rule in the grammar. The placeholder label ¢ indicates a “place” of the associated
child node. A function label indicates a functional relationship of a place ¢ or a functional
relationship between/among multiple places c¢. For example (c/c2) indicates that child nodes
associated to the two placeholders c/, c2 be concatenated; and ~ ¢ indicates that the child node

associated with the placeholder ¢ be negated. In some embodiments, a string transformation
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approach is used form the parse tree. The string transformation of an internal node is achieved
by replacing a placeholder ¢ with a string transformation result of the child node associated
with the placeholder ¢. Other approaches to form a parse tree based on a regular expression
are also possible and included in the scope of the specification.

[0067] In example act 420, the synthesizing unit 330 synthesizes the candidate programs in a
parent Gp generation of candidate programs to produce a child Gp+1 generation of candidate
programs. The synthesizing includes crossover and mutation operations on the parent
generation of candidate programs. A crossover operation interleaves two or more parent
candidate programs into two or more new candidate programs by recombining components or
gene values of the two or more parent candidate programs to generate “child” candidate
programs that each includes components from each parents. For example, in a case that parent
candidate programs are represented as parse trees, the sub-trees or branches of the parent
parse trees may be recombined to generate child parse trees. A mutation operation alters one
or more components or gene values of a parent candidate program to generate a child
candidate program. For example, in a case that a parent candidate program is represented as a
parse tree, a sub-tree or a branch of the parse tree may be replaced with a randomly generated
sub-tree or branch to generate a child candidate program. A function of the mutation operation
is to improve diversity of the population of candidate programs.

[0068] In some embodiments, the fitness scores of candidate programs are considered in
selecting the candidate programs for the mutation and the crossover operations. For example,
a candidate program’s chance of being selected to mate with another candidate program for
the crossover operation may be in line with its fitness score. That is, a candidate program of a
higher fitness score will have a higher chance to mate with another candidate program in the
crossover operation than a candidate program of a lower fitness score. As such, the “good
gene,” e.g., the suitable extraction behavior, can be carried over to the next generation. In
some embodiments, a candidate program of a lower fitness score will have a higher
probability of being selected for the mutation operation than being selected for the crossover
operation. This increases the chance that a “good gene” be introduced to the population of
candidate programs. In some embodiments, a candidate program of a higher fitness score will
have a higher probability of being selected for the mutation operation than a candidate

program of a lower fitness score.
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[0069] In some embodiments, the child Gp+ I generation of candidate program also includes a
small portion of randomly generated candidate programs by the random program generation
unit 320.

[0070] In some embodiments, the child Gp+/ generation of candidate programs has a same
number of candidate programs as the parent Gp generation of candidate programs. In a case
where the synthesizing operations initially generate more candidate programs than the needed
number, the generated candidate programs are filtered by their fitness scores. The candidate
programs with lower fitness scores are filtered out until the child Gp+/ generation of
candidate programs has a same population size as the parent Gp generation.

[0071] In some embodiments, the child Gp+ I generation of candidate programs include a first
subset of candidate programs that are generated through the crossover operation; a second
subset of candidate programs that are generated through the mutation operation; and a third
subset of candidate programs that are randomly generated. In some embodiments, a ratio
among the first subset, the second subset and the third subset of candidate programs in the
number of candidate programs contained in each subset is maintained as substantially the
same among all the generations of candidate programs other than the initial generation Gy. For
example, the ratio among the first subset, the second subset and the third subset is in a range
between 3:1:1 and 18:1:1. The size ratio may be controlled through the number of candidate
programs generated through each of the crossover operation, the mutation operation or
random operation. The size ratio may also be controlled through selectively filtering out the
candidate programs with lower fitness scores in each subset.

[0072] In some embodiments, a ratio between the first subset of candidate programs
generated through the crossover operations and the second subset of candidate programs
generated through the mutation operations are determined based on the initial analysis of the
example data strings. For example, in a case that the example data strings are more
homogeneous, e.g., in the lengths of the example data strings or the data categories
represented by the example data strings, the size of the first subset will increase. In a case that
the example data strings are more heterogeneous, the size of the second subset will increase.
[0073] In example sub-act 422, the crossover unit 332 conducts the crossover operation. As
illustrated in the example used herein, the candidate programs are regular expressions and are
each represented as parse trees, which are suitable data structures for crossover operations.

The crossover operation may be conducted in various ways of recombining components of the

24



WO 2020/143857 PCT/CN2020/086780

mated parent programs. For example, one or more of the single point crossover, two-point
crossover (or k-point crossover), or uniform crossover may be used. Further, the function
labels of the parse tree may be considered in the crossover operation. For example, one or
more of partially matched crossover, cycle crossover, order crossover, order-based crossover,
position-based crossover, voting recombination crossover, alternating-position crossover, or
sequential constructive crossover may be used to properly handle the function labels in a
parse tree.

[0074] In some embodiments, for a mated candidate program that is represented as a parse
tree, a subtree/branch of the parse tree is randomly selected for recombination in a crossover
operation. That is, when an internal node is selected, the whole branch below the selected
internal node, i.e., all the child nodes under the internal node, is used for the recombination in
the crossover operation. In some other embodiments, a node of a parse tree is randomly
selected, and only the selected node is used for recombination in a crossover operation. The
child nodes, if any, of the selected node will not be used for recombination.

[0075] In some embodiments, only the leaf nodes (or terminal nodes) of a parse tree are
possibly selected for recombination in a crossover operation. The leaf nodes are randomly
selected or are selected based on some constraints. For example, the chance of a leaf node
being selected relates to the distance between the leaf node and the root node of the parse tree.
In some embodiments, a leaf node that is positioned farther from the root node, e.g., more
internal nodes therebetween, has a higher chance of being selected for recombination. In some
other embodiments, a leaf node that is positioned farther from the root node has a lower
chance of being selected for recombination.

[0076] In some embodiments, a chance of an internal node being selected for recombination
is related to a height of the internal node, e.g., a longest distance between the internal node
and a leaf node under the internal node. For example, an internal node of a larger height may
be more likely to be selected for recombination. For another example, an internal node of a
larger height may be less likely to be selected for recombination.

[0077] Other approaches of selecting nodes in a parse tree for recombination are also possible
and included in the scope of the specification. In some embodiments, the approaches of
selecting components of a candidate program for recombination can be configured and

adjusted by the controller 350 as described herein.
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[0078] In example sub-act 424, the mutation unit 334 conducts mutation operations on
candidate programs selected for the mutation operation. As illustrated in the example used
herein, the candidate programs are regular expressions and are each represented as parse trees,
which are suitable data structures for mutation operations. The mutation operation may be
conducted in various ways as controlled by the controller 350, which are all included in the
scope of the specification. For example, one or more of the bit string mutation, flip bit
mutation, boundary mutation, non-uniform mutation, uniform mutation, Gaussian mutation,
or shrink mutation may be used.

[0079] In some embodiments, for a candidate program that is represented as a parse tree, a
subtree/branch of the parse tree is randomly selected for a mutation operation. A randomly
generated sub-tree or branch will replace the selected subtree. That is, when an internal node
is selected, the whole branch below the selected internal node, i.e., all the child nodes under
the internal node, is replaced by another subtree in the mutation operation. In some other
embodiments, a node of a parse tree is randomly selected, and only the selected node is
replaced by another randomly generated node. For example, a function label of the
nonterminal label may be replaced by a randomly generated function label. The child nodes, if
any, of the selected node will not be used for mutation.

[0080] In some embodiments, only the leaf nodes (or terminal nodes) of a parse tree are
possibly selected for mutation. The leaf nodes are randomly selected or are selected based on
some constraints. For example, the chance of a leaf node being selected relates to the distance
between the leaf node and the root node of the parse tree. In some embodiments, a leaf node
that is positioned farther from the root node, e.g., more internal nodes therebetween, has a
higher chance of being selected for mutation. In some other embodiments, a leaf node that is
positioned farther from the root node has a lower odd of being selected for mutation.

[0081] In some embodiments, a chance of an internal node being selected for mutation relates
to a height of the internal node, e.g., a longest distance between the internal node and a leaf
node under the internal node. For example, an internal node of a larger height may be more
likely to be selected for mutation. For another example, an internal node of a larger height
may be less likely to be selected for mutation.

[0082] Other approaches of selecting nodes in a parse tree for mutation operation are also

possible and included in the scope of the specification. In some embodiments, the approaches
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of selecting components of a candidate program for the mutation can be configured and
adjusted by the controller 350 as described herein.

[0083] In example sub-act 426, the random program generation unit 320 randomly generates
candidate programs for the Gp+/ generation.

[0084] In example act 430, the fitness measurement unit 340 obtains fitness scores for the
candidate programs. In some embodiments, a same fitness function, like the functions (2), (3),
(5) or (9), may be used to obtain fitness scores of the parent candidate programs of generation
Gp, the child candidate programs in the generation Gp+/, and the initial candidate programs
in the Gy generation. In some embodiments, different fitness functions may be used. In some
embodiments, a fitness function includes factors related to one or more factors of conciseness
of a candidate regular expression (e.g., a length of the candidate regular expression), a first
matching rate of the candidate regular expression on the positive example data strings, a
second matching rate of the candidate regular expression on the negative example data strings,
or an edit distance between the candidate regular expression and an example data string.
[0085] In example sub-act 432, optionally, the fitness measurement unit 340 filtered the new
candidate programs based on the fitness scores thereof. For example, new candidate programs
of a lower fitness score may be removed from the population of the Gp+ / generation of the
candidate programs. In some embodiments, the filtering operations are conducted separately
for the first subset, the second subset and the third subset of new candidate programs such that
the size ratio among the first subset, the second subset and the third subset of new candidate
programs is maintained.

[0086] The acts 420, 430 are together referred to as a round of genetic operation or evolution.
The genetic operation is conducted iteratively, with each round of the genetic operation or
evolution generating a new generation of candidate programs. The controller 350 may set up
threshold conditions on completing or terminating the iterative genetic operations. For
example, a threshold condition includes that a total number of the iteration reaches a threshold
number or that a fitness score of a candidate program reaches a threshold fitness score. A
threshold condition may also include that a round of genetic operation generates no new
benefits. A new benefit includes an improved fitness score, either individually or in average.
A new benefit also includes a new candidate program that is different from any existing

candidate programs.
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[0087] In some embodiments, the controller 350 controls the population size of candidate
programs after each round of genetic operation or evolution. In some embodiments, the
population size is maintained as the same as the initial population of candidate programs. In
some embodiments, the population size of an offspring generation decays following an decay

algorithm. For example, an decay algorithm is:

i
Npop

S (10),
Npop,» 1 =1

3 {max(N;;;; * A, NJan ), i € [2,E]

where, A is a decay parameter and A € [0, 1]; £ indicates an epoch size or a total number of
iterations of the genetic operation; N, is the size of the initial population, and N;r},ig’is a
minimum population size set by the controller 350. Following the decay algorithm (10), the
population sizes of the offspring populations will keep decreasing by the parameter A until the
minimum population size NJ3;" is reached.

[0088] The algorithm (10) is an example exponential decay algorithm. Other decay
algorithms are also possible and included in the scope of the specification. For example, a
decay algorithm may be a linear decay or a staged decay that includes different decay
algorithms for different stages of the iterations. Example liner decay and staggered decay

algorithms are provided herein below:

lelpop =—k+({-1+ Npop'i € [2,E] (11),

or,

. {_k * (i = 1) + Nyop, i € [2,E4] (12)

Npop — b,, i >E,

where £ is a decay parameter and & € [0, 1]; b, is a constant; and F; indicate a border of the
stages. For example, £, = 100.

[0089] In example act 440, the controller 350 determines whether a threshold condition on
completing the iterative genetic operations has been met. If none of the threshold conditions
are met, the controller 350 controls the genetic operation to continue the iteration. If one or
more of the threshold conditions has been met, the controller 350 controls the genetic

operation to complete.
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[0090] In example act 450, after the genetic operation is complete, the program generation
module selects a candidate program that has the highest fitness score as the final pattern
program. The final pattern program is output to the extraction module 124 to conduct the
named entity recognition tasks on the data streams 130.

[0091] FIG. 6 shows another example process 600. The process 600 includes additional acts
over the example process 400. The example acts 410, 420, 430, 440 and 450 in the example
process 500 are similar to those in process 400, the description of which are omitted with
respect to the process 500 for simplicity purposes.

[0092] After a round of genetic operation, e.g., the acts 420 and 430, is completed, the
controller 350 may route the operation to an act 610, where the adjustment unit 352 evaluates
the candidate programs generated in the round of genetic operation to determine whether the
iterative genetic operation should be adjusted. Specifically, in sub-act 612, the adjustment unit
352 obtains an average fitness score of all the child candidate programs in the Gp+1/
generation. The average fitness score is compared to the average fitness score of parent Gp
generation of candidate programs. If the average fitness score of the Gp+/ generation is
smaller than the average fitness score of the Gp generation, the parameters of the genetic
algorithm may be adjusted.

[0093] In sub-act 614, the adjustment unit 352 evaluates regrouping the example data strings.
In some embodiments, the adjustment unit 352 analyzes each positive example data string
regarding whether the positive example data string matches a candidate program in the Gp+/
generation. A match rate is obtained for each positive example data string, which is calculated
as a number of matches between the positive example data string and the candidate programs
versus a total number of the candidate programs in the Gp+7 generation. A threshold match
rate may be set up, e.g., 50% match, by the controller 350. A positive example data string of a
match rate higher than the threshold match rate may be regrouped into a “conquered” group
indicating that the extraction behaviors or “genes” of the candidate programs of the Gp+1
generation generally fit the specific positive example data string. A positive example data
string of a match rate lower than the threshold match rate may be regrouped into an
“unconquered” group indicating that the extraction behaviors or “genes” of the candidate
programs of the Gp+/ generation generally do not match with the specific positive example
data string. The conquered group of positive example data strings may be used in further

genetic operations, e.g., in the calculation of fitness scores of candidate programs. The
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unconquered group of positive example data strings may be used to obtain another pattern
program in a separate genetic operation.

[0094] In sub-act 616, the adjustment unit 352 evaluates regrouping the candidate programs
based on their extraction behaviors on different groups of positive example data strings. For
example, the fitness scores and/or the positive match rates of a candidate program are
calculated for each group of example data strings. The candidate programs are grouped based
on their fitness scores or positive match rates for each group of example data strings. For
example, a candidate program may have a 70% match rate for a first group of positive
example data strings and a 20% match rate for a second group of positive example data
strings. The candidate program may be grouped as a candidate program suitable for extracting
target data categories represented by the first group of positive example data strings. A group
of candidate programs may be used for the genetic operations within the group. For example,
a candidate program may only mate with another candidate program in the same group for the
crossover operation.

[0095] The regrouping of the example data strings or the candidate programs may lead to that
multiple genetic operations are conducted in parallel and multiple final pattern programs are
generated from the multiple genetic operations. In some embodiments, the multiple final
pattern programs may be linked through “OR” functions in an extraction task.

[0096] In example act 620, the controller 350 determines whether an adjustment of the
genetic operation should be made based on the evaluation results of the act 510. If it is
determined that one or more adjustments should be made, the controller 350 effects the
adjustment on the act 410 or the act 420. For example, the regrouping of the positive example
data strings may be used to adjust the genetic operations starting at the act 420. For example,
multiple genetic operations start to run in parallel. The conquered group and unconquered
group of the positive example data strings may also be used to reshape the initial population
of candidate programs at the act 410. Other approaches of adjusting the operation of the
program generation module 122 are also possible and included in the scope of the
specification.

[0097] The learning unit 360 is configured to function together with the controller 350 in
further training the genetic operations. For example, the training data, e.g., the correct
extraction results and the incorrect extraction results, may be used as training data strings. A

generation of the candidate programs may be selected as an initial training population of
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candidate programs to start the training operation. In some embodiments, the last generation
of the candidate programs is used as an initial training population. In some embodiments, the
processes 400, 600 of FIGS. 4 or 6 may be similarly run using the training data strings and on
the initial training population of candidate programs. The training operation generates a new
final pattern program(s) that overcomes the shortcomings of the previous pattern programs in
extracting the incorrect data strings.

[0098] The system, apparatus, module, or unit illustrated in the previous embodiments can be
implemented by using a computer chip or an entity, or can be implemented by using a product
having a certain function. A typical embodiment device is a computer, and the computer can
be a personal computer, a laptop computer, a cellular phone, a camera phone, a smartphone, a
personal digital assistant, a media player, a navigation device, an email receiving and sending
device, a game console, a tablet computer, a wearable device, or any combination of these
devices.

[0099] For an embodiment process of functions and roles of each module in the apparatus,
references can be made to an embodiment process of corresponding steps in the previous
method. Details are omitted here for simplicity.

[0100] Because an apparatus embodiment basically corresponds to a method embodiment, for
related parts, references can be made to related descriptions in the method embodiment. The
previously described apparatus embodiment is merely an example. The modules described as
separate parts may or may not be physically separate, and parts displayed as modules may or
may not be physical modules, may be located in one position, or may be distributed on a
number of network modules. Some or all of the modules can be selected based on actual
demands to achieve the objectives of the solutions of the specification. A person of ordinary
skill in the art can understand and implement the embodiments of the present application
without creative efforts.

[0101] The techniques described in this specification produce one or more technical effects.
The genetic algorithm works on data strings that each exactly represents the target data
categories of named entity recognition. These technical features bring about valuable
technical advantages. First, a pattern program generated from the genetic algorithm will have
a tailored extraction behavior because the good “genes” contained in the example data strings
are efficiently caught and carried over through the genetic operations of the genetic algorithm.

As such, the generated pattern program will correctly detect and extract data strings of the

31



WO 2020/143857 PCT/CN2020/086780

target data categories. Further, using such example data strings also reduces human inputs and
errors in the process because there is no need to manually identify named entities from an
unrepresentative data string. Also, the initial population of pattern programs is generated
largely, e.g., 90%, from the example data strings, which substantially reduces the amount of
iterative genetic operations required to achieve a satisfactory pattern program. This saving in
computing resources is critical in managing large scale data streams in the era of big data and
cloud-based data services.

[0102] Moreover, the fitness function considers whether a pattern program matches a
negative example data string, which is not a target of a named entity recognition task.
Resultantly, a pattern program selected based on the fitness function will avoid data
categories that are represented by the negative example data strings. Therefore, the false
positive errors will be substantially reduced, which makes the outcomes of the named entity
recognition tasks more reliable and meaningful. As such, the techniques of the specification
are efficient and suitable for conducting named entity recognition tasks on large scale data
streams.

[0103] The techniques operate on various example data strings without differentiating among
the various example data strings, which generate a pattern program that functions to extract
target data categories represented by all the example data strings. As such, the operation of the
techniques can be done fully autonomously without human intervention. If the initial efforts
of generating a single pattern program fails, the example data strings can be regrouped and the
genetic operation parameters can be adjusted based on the evaluation of the previous
operation results without human intervention. As such, the techniques generate a computer
program, e.g., a regular expression, fully autonomously based on example data strings
representative of the data categories to be matched by the regular expression.

[0104] Described embodiments of the subject matter can include one or more features, alone
or in combination. For example, in a first embodiment, a computer-implemented method
obtains a first population of candidate programs; generates a second population of candidate
programs by conducting an iterative genetic operation on the first population of candidate
programs; and extracts a second plurality of data strings from a data stream using a first
candidate program of the second population of candidate programs. The iterative genetic
operation includes calculating a fitness score for each candidate program of the second

population of candidate programs using a fitness function and a first plurality of data strings.
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The fitness function evaluates a match rate of a candidate program with the first plurality of
data strings.

[0105] In a second embodiment, a computer-implemented method receives a first plurality of
data strings; identifies a sub-string of characters from the first plurality of data strings; obtains
a first population of candidate programs at least partially based on the first plurality of data
strings, the sub-string being represented as a single unit in a candidate program of the first
population of candidate programs, generates a second population of candidate programs by
conducting an iterative genetic operation on the first population of candidate programs, the
iterative genetic operation including calculating a fitness score for each candidate program of
the second population of candidate programs using a fitness function and the first plurality of
data strings, the fitness function evaluating a match rate of a candidate program with the first
plurality of data strings; and extracts a second plurality of data strings from a data stream
using a first candidate program of the second population of candidate programs.

[0106] The foregoing and other described embodiments can each, optionally, include one or
more of the following features.

[0107] A first feature, combinable with any of the previous or following features, specifies
that the method further includes obtaining a third plurality of data strings. The third plurality
of data string is a subset of the second plurality of data strings. The method further includes
generating a second candidate program by conducting the iterative genetic operation on the
second population of candidate programs using the third plurality of data strings.

[0108] A second feature, combinable with any of the previous or following features, specifies
that the first plurality of data strings include a plurality of positive example data strings each
representative of a target data category of a named entity recognition task.

[0109] A third feature, combinable with any of the previous or following features, specifies
that the first plurality of data strings include a plurality of negative example data strings each
representative of a data category that negates the target data category.

[0110] A fourth feature, combinable with any of the previous or following features, specifies
that the fitness function evaluates a first match rate of the candidate program with respect to
the plurality of positive example data strings and a second match rate of the candidate
program with respect to the plurality of negative example data strings.

[0111] A fifth feature, combinable with any of the previous or following features, specifies

that the method further includes grouping the first plurality of data strings into a first group of
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data strings and at least one second group of data strings, and separately conducting the
iterative genetic operation on the first set of candidate programs and using each of the first
group of data strings or the at least one second group of data strings.

[0112] A sixth feature, combinable with any of the previous or following features, specifies
that the fitness function further evaluates a conciseness of the candidate program and an edit
distance between the candidate program and a data string of the first plurality of data strings.
[0113] A seventh feature, combinable with any of the previous or following features,
specifies that the iterative genetic operation includes a crossover operation and a mutation
operation.

[0114] A eighth feature, combinable with any of the previous or following features, specifies
that a candidate program of each of the first population of candidate programs or the second
population of candidate programs is a regular expression.

[0115] A ninth feature, combinable with any of the previous or following features, specifies
that each of the first plurality of data strings is assigned with a weight; and the fitness function
evaluates the weight of each of the first plurality of data strings.

[0116] A tenth feature, combinable with any of the previous or following features, specifies
that the first candidate program has a highest fitness score among the second population of
candidate programs; the conducting the iterative genetic operation on the second population
of candidate programs using the third plurality of data strings generates a third population of
candidate programs; and the second candidate program has a highest fitness score among the
third population of candidate programs..

[0117] An eleventh feature, combinable with any of the previous or following features,
specifies that the second candidate program has a fitness score that is higher than a fitness
score of the first candidate program calculated using at least one of the first plurality of data
strings and the third plurality of data strings.

[0118] A twelfth feature, combinable with any of the previous or following features, specifies
that the obtaining the first population of candidate programs includes obtaining at least a
portion of the first population of candidate programs based on the first plurality of data strings.
[0119] A thirteenth feature, combinable with any of the previous or following features,
specifies that the first population of candidate programs include a first number of candidate
programs, the second population of candidate programs include a second number of candidate

programs, and the second number decreases from the first number.
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[0120] A fourteenth feature, combinable with any of the previous or following features,
specifies that the second number decreases from the first number following one or more of an
exponential decay algorithm, a linear decay algorithm, or a staggered decay algorithm.

[0121] A fifteenth feature, combinable with any of the previous or following features,
specifies that the method sets a minimum number of candidate programs for the second
population.

[0122] A sixteenth feature, combinable with any of the previous or following features,
specifies that the fitness function evaluates a length of a candidate program with respect to a
length of a data string of the first plurality of data strings.

[0123] A seventeenth feature, combinable with any of the previous or following features,
specifies that the first plurality of data strings include a first set of positive example data
strings each representative of a target data category of a named entity recognition task, and
the fitness function evaluates the length of the candidate program with respect to an average
length of all the first set of positive example data strings.

[0124] An eighteenth feature, combinable with any of the previous or following features,
specifies that the first plurality of data strings include a first set of positive example data
strings and a second set of negative example data strings, each of the first set of positive
example data strings representative of a target data category of a named entity recognition
task, each of the second set of negative example data strings representative of a data category
that negates the target data category; and specifies that the fitness function evaluates a first
number of positive example data string of the first set of positive example data strings that is
exactly matched by a candidate program and a second number of negative example data string
of the second set of negative example data strings that is exactly matched by the candidate
program.

[0125] A nineteenth feature, combinable with any of the previous or following features,
specifies that the first plurality of data strings include a first set of positive example data
strings and a second set of negative example data strings, each of the first set of positive
example data strings representative of a target data category of a named entity recognition
task, each of the second set of negative example data strings representative of a data category
that negates the target data category; and specifies that that the fitness function evaluates a

first number of characters that a candidate program matches from the first set of positive
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example data strings and a second number of characters that the candidate program matches
from the second set of negative example data strings.

[0126] In a second embodiment, a system comprises one or more processors, and one or more
computer-readable memories coupled to the one or more processors and having instructions
stored thereon that are executable by the one or more processors to perform acts. The acts
include receiving, from a user, a first plurality of data strings; obtaining a first population of
candidate programs at least partially based on the first plurality of data strings; generating a
second population of candidate programs by conducting an iterative genetic operation on the
first population of candidate programs, the iterative genetic operation including calculating a
fitness score for each candidate program of the second population of candidate programs
using a fitness function and the first plurality of data strings; extracting a second plurality of
data strings from a data stream using a first candidate program selected from the second
population of candidate programs; providing the second plurality of data strings to the user;
receiving a third plurality of data strings from the user, the third plurality of data strings being
a subset of the second plurality of data strings; and obtaining a second candidate program at
least partially based on the third plurality of data strings and the second population of
candidate programs.

[0127] In a third embodiment, an apparatus comprises a plurality of modules and units. The
plurality of modules and units include an initial program generation unit that operates to
obtain a first population of candidate programs; a synthesizing unit that operates to generate a
second population of candidate programs by conducting an iterative genetic operation on the
first population of candidate programs; a fitness measurement unit that operates to calculate a
fitness score for each candidate program of the second population of candidate programs
using a fitness function and a first plurality of data strings, the fitness function evaluating a
match rate of a candidate program with the first plurality of data strings; and an extraction
module that operates to extract a second plurality of data strings from a data stream using a
first candidate program selected from the first population of candidate programs and the
second population of candidate programs.

[0128] In a fourth embodiment, a non-transitory computer-readable storage medium stores
executable instructions that cause a processor to execute acts comprising: obtaining a first
population of candidate programs; generating a second population of candidate programs by

conducting an iterative genetic operation on the first population of candidate programs, the
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iterative genetic operation including calculating a fitness score for each candidate program of
the second population of candidate programs using a fitness function and a first plurality of
data strings; based on fitness scores of candidate programs of the second population of
candidate programs, dividing the first plurality of data strings into a first subset of data strings
and at least one second subset of data strings, generating a third population of candidate
programs by conducting the iterative genetic operation on the second population of candidate
programs using the first subset of data strings; and extracting a second plurality of data strings
from a data stream using a first candidate program selected from the third population of
candidate programs.

[0129] Embodiments of the subject matter and the actions and operations described in this
specification can be implemented in digital electronic circuitry, in tangibly-embodied
computer software or firmware, in computer hardware, including the structures disclosed in
this specification and their structural equivalents, or in combinations of one or more of them.
Embodiments of the subject matter described in this specification can be implemented as one
or more computer programs, e.g., one or more modules of computer program instructions,
encoded on a computer program carrier, for execution by, or to control operation of, data
processing apparatus. For example, a computer program carrier can include one or more
computer-readable storage media that have instructions encoded or stored thereon. The carrier
may be a tangible non-transitory computer-readable medium, such as a magnetic, magneto
optical or optical disk, a solid state drive, a random access memory (RAM), a read-only
memory (ROM), or other types of media. Alternatively, or in addition, the carrier may be an
artificially generated propagated signal, e.g., a machine-generated electrical, optical, or
electromagnetic signal that is generated to encode information for transmission to suitable
receiver apparatus for execution by a data processing apparatus. The computer storage
medium can be or be part of a machine-readable storage device, a machine-readable storage
substrate, a random or serial access memory device, or a combination of one or more of them.
A computer storage medium is not a propagated signal.

[0130] A computer program, which may also be referred to or described as a program,
software, a software application, an app, a module, a software module, an engine, a script, or
code, can be written in any form of programming language, including compiled or interpreted
languages, or declarative or procedural languages; and it can be deployed in any form,

including as a stand-alone program or as a module, component, engine, subroutine, or other
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unit suitable for executing in a computing environment, which environment may include one
or more computers interconnected by a data communication network in one or more locations.
[0131] A computer program may, but need not, correspond to a file in a file system. A
computer program can be stored in a portion of a file that holds other programs or data, e.g.,
one or more scripts stored in a markup language document, in a single file dedicated to the
program in question, or in multiple coordinated files, e.g., files that store one or more modules,
sub programs, or portions of code.

[0132] Processors for execution of a computer program include, by way of example, both
general- and special-purpose microprocessors, and any one or more processors of any kind of
digital computer. Generally, a processor will receive the instructions of the computer program
for execution as well as data from a non-transitory computer-readable medium coupled to the
processor.

[0133] The term “data processing apparatus” encompasses all kinds of apparatuses, devices,
and machines for processing data, including by way of example a programmable processor, a
computer, or multiple processors or computers. Data processing apparatus can include
special-purpose logic circuitry, e.g., an FPGA (field programmable gate array), an ASIC
(application specific integrated circuit), or a GPU (graphics processing unit). The apparatus
can also include, in addition to hardware, code that creates an execution environment for
computer programs, e.g., code that constitutes processor firmware, a protocol stack, a
database management system, an operating system, or a combination of one or more of them.
[0134] The processes and logic flows described in this specification can be performed by one
or more computers or processors executing one or more computer programs to perform
operations by operating on input data and generating output. The processes and logic flows
can also be performed by special-purpose logic circuitry, e.g., an FPGA, an ASIC, or a GPU,
or by a combination of special-purpose logic circuitry and one or more programmed
computers.

[0135] Computers suitable for the execution of a computer program can be based on general
or special-purpose microprocessors or both or any other kind of central processing unit.
Generally, a central processing unit will receive instructions and data from a read only
memory or a random access memory or both. Elements of a computer can include a central

processing unit for executing instructions and one or more memory devices for storing
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instructions and data. The central processing unit and the memory can be supplemented by, or
incorporated in, special-purpose logic circuitry.

[0136] Generally, a computer will also include, or be operatively coupled to receive data from
or transfer data to one or more storage devices. The storage devices can be, for example,
magnetic, magneto optical, or optical disks, solid state drives, or any other type of non-
transitory, computer-readable media. However, a computer need not have such devices. Thus,
a computer may be coupled to one or more storage devices, such as, one or more memories,
that are local and/or remote. For example, a computer can include one or more local memories
that are integral components of the computer, or the computer can be coupled to one or more
remote memories that are in a cloud network. Moreover, a computer can be embedded in
another device, e.g., a mobile telephone, a personal digital assistant (PDA), a mobile audio or
video player, a game console, a Global Positioning System (GPS) receiver, or a portable
storage device, e.g., a universal serial bus (USB) flash drive, to name just a few.

[0137] Components can be “coupled to” each other by being commutatively, such as
electrically or optically, connected to one another, either directly or via one or more
intermediate components. Components can also be “coupled to” each other if one of the
components is integrated into the other. For example, a storage component that is integrated
into a processor (e.g., an L2 cache component) is “coupled to” the processor.

[0138] To provide for interaction with a user, embodiments of the subject matter described in
this specification can be implemented on, or configured to communicate with, a computer
having a display device, e.g., a LCD (liquid crystal display) monitor, for displaying
information to the user, and an input device by which the user can provide input to the
computer, e.g., a keyboard and a pointing device, e.g., a mouse, a trackball or touchpad. Other
kinds of devices can be used to provide for interaction with a user as well, for example,
feedback provided to the user can be any form of sensory feedback, e.g., visual feedback,
auditory feedback, or tactile feedback; and input from the user can be received in any form,
including acoustic, speech, or tactile input. In addition, a computer can interact with a user by
sending documents to and receiving documents from a device that is used by the user, for
example, by sending web pages to a web browser on a user’s device in response to requests
received from the web browser, or by interacting with an app running on a user device, e.g., a

smartphone or electronic tablet. Also, a computer can interact with a user by sending text
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messages or other forms of message to a personal device, e.g., a smartphone that is running a
messaging application, and receiving responsive messages from the user in return.

[0139] This specification uses the term “configured to” in connection with systems, apparatus,
and computer program components. For a system of one or more computers to be configured
to perform particular operations or actions means that the system has installed on it software,
firmware, hardware, or a combination of them that in operation cause the system to perform
operations or actions. For one or more computer programs to be configured to perform
particular operations or actions means that the one or more programs include instructions that,
when executed by data processing apparatus, cause the apparatus to perform operations or
actions. For special-purpose logic circuitry to be configured to perform particular operations
or actions means that the circuitry has electronic logic that performs operations or actions.
[0140] While this specification contains many specific embodiment details, these should not
be construed as limitations on the scope of what is being claimed, which is defined by the
claims themselves, but rather as descriptions of features that may be specific to particular
embodiments. Certain features that are described in this specification in the context of
separate embodiments can also be realized in combination in a single embodiment.
Conversely, various features that are described in the context of a single embodiment can also
be realized in multiple embodiments separately or in any suitable subcombination. Moreover,
although features may be described above as acting in certain combinations and even initially
be claimed as such, one or more features from a claimed combination can in some cases be
excised from the combination, and the claim may be directed to a subcombination or variation
of a subcombination.

[0141] Similarly, while operations are depicted in the drawings and recited in the claims in a
particular order, this should not be understood as requiring that such operations be performed
in the particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. In certain circumstances, multitasking and parallel
processing may be advantageous. Moreover, the separation of various system modules and
components in the embodiments described above should not be understood as requiring such
separation in all embodiments, and it should be understood that the described program
components and systems can generally be integrated together in a single software product or

packaged into multiple software products.
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[0142] Particular embodiments of the subject matter have been described. Other embodiments
are within the scope of the following claims. For example, the actions recited in the claims
can be performed in a different order and still achieve desirable results. As one example, the
processes depicted in the accompanying figures do not necessarily require the particular order
shown, or sequential order, to achieve desirable results. In some cases, multitasking and

parallel processing may be advantageous.
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CLAIMS
1. computer-implemented method, the method comprising:

receiving a first plurality of data strings;

identifying a sub-string of characters from the first plurality of data strings;

obtaining a first population of candidate programs at least partially based on the first
plurality of data strings, the sub-string being represented as a single unit in a candidate
program of the first population of candidate programs;

generating a second population of candidate programs by conducting an iterative genetic
operation on the first population of candidate programs, the iterative genetic operation
including calculating a fitness score for each candidate program of the second population of
candidate programs using a fitness function and the first plurality of data strings, the fitness
function evaluating a match rate of a candidate program with the first plurality of data strings;
and

extracting a second plurality of data strings from a data stream using a first candidate

program of the second population of candidate programs.

2. The method of claim 1, wherein:

the first population of candidate programs include a first number of candidate programs,

the second population of candidate programs include a second number of candidate
programs, and

the second number decreases from the first number.

3. The method of claim 2, wherein the second number decreases from the first number
following one or more of an exponential decay algorithm, a linear decay algorithm, or a

staggered decay algorithm.

4. The method of claim 3, further comprising setting a minimum number of candidate

programs for the second population.

5. The method of claim 1, wherein the fitness function evaluates a length of a candidate

program with respect to a length of a data string of the first plurality of data strings.

6. The method of claim 5, wherein the first plurality of data strings include a first set of

positive example data strings each representative of a target data category of a named entity
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recognition task, and the fitness function evaluates the length of the candidate program with

respect to an average length of all the first set of positive example data strings.

7. The method of claim 1, wherein:

the first plurality of data strings include a first set of positive example data strings and a
second set of negative example data strings, each of the first set of positive example data
strings representative of a target data category of a named entity recognition task, each of the
second set of negative example data strings representative of a data category that negates the
target data category; and

the fitness function evaluates a first number of positive example data string of the first
set of positive example data strings that is exactly matched by a candidate program and a
second number of negative example data string of the second set of negative example data

strings that is exactly matched by the candidate program.

8. The method of claim 1, wherein:

the first plurality of data strings include a first set of positive example data strings and a
second set of negative example data strings, each of the first set of positive example data
strings representative of a target data category of a named entity recognition task, each of the
second set of negative example data strings representative of a data category that negates the
target data category; and

the fitness function evaluates a first number of characters that a candidate program
matches from the first set of positive example data strings and a second number of characters
that the candidate program matches from the second set of negative example data strings.

9. The method of claim 1, further comprising:

obtaining a third plurality of data strings, the third plurality of data strings being a subset
of the second plurality of data strings; and

generating a second candidate program by conducting the iterative genetic operation on
the second population of candidate programs using the third plurality of data strings.

10. The method of any preceding claim, further comprising:

grouping the first plurality of data strings into a first group of data strings and at least one
second group of data strings; and

separately conducting the iterative genetic operation on the first population of candidate
programs and using each of the first group of data strings or the at least one second group of
data strings.
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11. The method of any preceding claim, wherein the iterative genetic operation includes

a crossover operation and a mutation operation.

12.The method of any preceding claim, wherein a candidate program of each of the first
population of candidate programs or the second population of candidate programs is a regular

expression.

13. The method of claim 9, wherein:

the first candidate program has a highest fitness score among the second population of
candidate programs;

the conducting the iterative genetic operation on the second population of candidate
programs using the third plurality of data strings generates a third population of candidate
programs; and

the second candidate program has a highest fitness score among the third population of

candidate programs.

14. The method of claim 13, wherein the second candidate program has a fitness score
that is higher than a fitness score of the first candidate program calculated using at least one of

the first plurality of data strings and the third plurality of data strings.

15. A system, comprising;

one or more processors; and

one or more computer-readable memories coupled to the one or more processors and
having instructions stored thereon that are executable by the one or more processors to

perform the method of any of claims 1 to 14.

16. An apparatus, the apparatus comprising a plurality of units for performing the

method of any of claims 1 to 14.
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