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- 1 DESCRI PTI ON DATA PROCESSI NG METHOD AND I TS

APPARATUS 5 TECHNI CAL FI ELD The present invention

relates to a data processing nethod, its apparatus,

its program a sem conductor gircuit, and an

aut henticati on apparatus useful in the case of

conducting a transaction_through a network using an I C

10 (integrated circuit) PRPFRIFRIMNa card or a nobile
term nal apparatus. BACKGROUND ART At the present .

time, conmmunication systens using IC cards etc. for
transactions through the Internet and other 15 :

net wor ks RASAhHPROGESSINGONEIHODN ANDC ITE AEINRRITEAS | ON
systens, a server receives fromfor exanple
‘reader/witers of I1C cards or PCs (persona

conputers) processing requests using the |IC cards and
per f or W cYSHT u%q%ﬁ j cation, data encryption and
decryp??gn, c%%'an giher processing. In the above
explai&%% communi.cati on system_ however, it is o
envi si oned PERSERSr JRYEREAGY, sqdedes o & daty@nnaansing
of 1 C cards will be received sinultaneously or in

§Y"r‘di5‘t°"tfi HEs FRR3TRIds 26 tEPRogEaR A Sesenficondnetprhabreuit,

- to be able to efficiently - 2 - handl e such processing -

paguest suthentficatians apparatie bseEule Ner Wik chse of
plurality of ,

conducting a transaction through a network using an IC
(integrated circuit) built into a card or a mobile terminal
apparatus. |

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions through the Internet and other
netwo.rks are being developed.

In .s-uch a communication syst‘eins , a server receives
from for example reader/writers of IC cards or PCs (perso;xal
computei:s) Processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing.

In the above explained coﬁmunication system, however,
it is envisioned that processing requests for a large numiaer
_éf IC cards ﬂill be réceived simultaneously or in shbrt time

periods.

In this case, the server has to be able to efficiently
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application prograns for processing for procedures
relating to a plurality of settlenment businesses and
perfornms 5 processing using selected application

prograns in accordance wth 2he processing requests.

Such processing requests also have to be efficiently
handh £4- t LD: L he xpl ai ned conmuni cati on
systeﬁ? Sﬁ%% %%??%gfﬁgnr% oéggﬁfexecuted by the
serveréyas to 10 describe codes using key information

for. acCelSHHE 1 G GFTET ARPObEIes | SFefutefmanituraiity of
operating the I1C cards. Here, the key informati on and
ARR LA salien ayinanars £oF Béoméaﬁngcﬁyﬂly Pypceidunesnxgdating
of the server if expecting security of transactions

Ut iy phurals taref . sdbtdnert desinassqs aadtpetfornms

manager of the server produced and customn zed the. ;

P et 410N uB i agr $8be ¢Ped ap&aﬂ.@.@‘.%%tiofrﬂ'?ﬁb%h&uékﬂyﬁccordance

service providers. Wth the manager of the server _
i1 1850

e e e R e

I e er cqnes,great. Further, in the

g%%%Eq%&pEH%%¥u%§aRéﬁi(hﬁﬁd nple, application

programs of a plurality of credit card conpanies or

ot her BYEtheLsedn, the sFpledaecoroprypigatignesystem,

produced by the individual businesses and downl oaded

thet prrdd oadriver RIsigrEmp ensentied dp uthes ssetver -h@s #s

expl ai ned above, however, when the above expl ai ned

deseeribeunsdapphs Lalyilosy pirfy e dn EdY weakiskYngf IC cards

busi nesses, it is necessary to ensure that the

BhAC8pErAEieha®26Bmmands for operating the IC cards. Here,

‘the key information and operational commands can be known

only by the manéger of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the raa.néger of the server
produced and customized the application programs upon
requestA ffom the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further; in the above explained server, for example,

application pidgra.ms of a plurality of credit card companies .

or other businesses run. Such application programs are

produced by the individual businesses and downloaded to the

server using personal computers etc.




10

i5

20

25

application programnot be nonitored or tanpered with
by 5 another application program On the other hand,
there is a demand for providing diverse services
whil e transferring data betwe8n-application prograns.
Further, individual businesses downl oad their 10

appl i cald QR IBHARLbYe! hﬁoﬁg.(n‘éﬁr ’vé{lgxgntl'g;%lﬂ%vteh%mpilgined

accordance with need. Wién 1 ndi vi du usi nesses

' pl i Lop. prograns to_.the._seryer or_debug.
t ﬁos e@’g%b‘?ﬁgc%%gg#%?%%‘? frrx%’ grng R L RAYT a%b\ﬁf\fé‘? busgnesses,
i.5 necessary to prevent prograns 15 in the server from
Bt g iT9T2TTLY ¢ EApRR RS glhé.‘tAEhﬁ PEeHASgLRIf Of each
realizing this, for exanple, there is the technique
FPRA AR RTFTE PR oret shagneri hgrédyor| bawpeatdonith by
when accessing the server. Usually, such key =
iamfcditrent | app 1 iscst sre brdgtde, nenory of a term nal
apparatus 20 (personal conputer), however, so there is
the possi MHd tot iddd ci 5 t '
in security. F&rﬁgr%dﬁ'heéh%f%?ﬁ nﬁﬁd Z%%/%Pﬁf&lng

|26 LLt-in.CPU. Th U.sonet | oes, .

e Bk IS b P 0,59 Y o ess TRELEEAEIon
a_case, data flows over the bus provided between the
PEPYERMS ‘and external nmenory, so that data can be
Vi ewed b¥ probing the bus. Wien the above expl ai ned
ser ver Fpetheirns inddwinmadi bus inemsseac dowmsoguk ridoniat
aut henti cation, and other highly 5 confidentia
prpiécaitign powgrams am dhel adwembdian td@h®y them in

accordance with need.

When individqal businesses download application
programs to the servar or debug those application programs
in this way, however, it is necessary to rrevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using #éy

information when accessing the server. Usually, such key

information is stored in the memory of a terminal apparatus

(personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server

-has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a case, data flows over the bus provided between
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is a problemin security if the data is probed.
Further, the above expl ai ned server is sonetines
conprised of a single conmputer. In this case, a single
conmputer runs a plurality of 40-prograns relating-to a
plurality of services provided by different

' . [ hand i gh .
585060, 088 BT SEERS 3Ll LY g e viewec

he robl em.that there is a possibility of the highly
Y R S

C Hwned by each busi ness being

illicitly 15 acquired or tanpered with by another

busi ne&benchenabove sl Hined Isedyerhpet§orns agcommercial
probl ens when wusing a conventional general conputer
dranseetivns eaptsomed aotipttticatiddy 488 6tioss hiehly
basic configuration of a general 20 conputer 601. In

o fadeitioan pRbceloRg, hok&ved3hs 2xpH i8R above, there

perfornms processing using the instructions and data of

rggbyf f ¥ V100 . CP out puts

g;rﬁs gd ress %?%a&eggﬁ?{%é t#}&ayt%%.%#?qgg%h .
addr es 604,.- 5 Further, the CPU 602 reads from

The moRsPiRely s, AppYe SLaineds GRIVRE o SaRARIRAS

si gnal, S602. The nodule A, nodule B, and nodule C -
§P%F§&SPH Phed #dRgle CORPMAteIHr ocessing units of a
program havi ng specific 5 functions. A debugger 605
checksInhthiperaseonaokingdeCRompl2er runs a plurality of

programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibilify of the highly
cbpfidentialdata owned by each business being illicitly
acquired or tampéréd with by another business.

Further, there have been the followiﬁg problems when

using a conventional general computer as the above explained

- computer,

FIG. 133 shows the basic configuration of a general
computer 601.

In the computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program read from a memory 603.
| The CPU 602 outputs an address for adce'ss in the memory

603 to an address bus 604.
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at the tinme of devel opnent of a program It uses a
HALT signal to tenporarily halt the operation of the
CPU 602, read internal information of the CPU 602,
and informthat 10 informat+o® +0 the program

devel oper. Here, in FIG 133, it is assuned that the

nodul e a ' ctio ed the nod B or,
t he rmgare % ! ﬁgéyﬁaéggn%eﬁﬂ%ﬁ P ﬁlegil%ﬁ‘f%f“ﬁ’é:yogbs & Writes
b qu:functi.n iq&%uded in the podule Ais highly
cOnfi dENTE % Ridh camtrel fanal R8P4 he nodule A
is a basic function, it is necessary to provide an
envi r ofRENFoSRAS g maskilge ol @nst meidulee C rafthriesl Brorthe
nodule C to develop its program As one neans for
memoryt hBBea¥e pirveewmstivay uofi tdi 6fra Ipaicdigrgmhbhivhngl ¥pecific
This is expressed in an internedi ate | anguage between
Fanatiioglzer | anguage and nmachine | anguage (normally
called an "assenbly | anguage") , but analysis is
rel ati ge ' r IS .2 i i-hilit hat
procesgiHébﬁgg%fnébgf%ge€§ggfgﬁggggg%%&gpb°§gqhﬁngﬂau%qz

' tial will end up becom ng known. Further, K as
S8 P inene eyl g e RECRIRIGraan nit SAe 8 A bEE ignal

the nodule A) is stored in the nenory 603 in advance -

- Bo hR@Porarkdy hRdk tdengreratdom lofhtdwey CRh&02, read

devel oper devel ops the software assum ng that the
patesnpbdihformapionent &he SPY@EORS,i anlkdodaificam dhean
with this neans, however, there is the problem that
infosmadiohhtb BRedpkegrhheddevebpaers of the nodul es

B and Cto read the nodulé A stored in the nmenory 603.

Al thigcd| "Bn #PE. T 38, CORL 20 akSuhBa2HBENEAR module a
| anguage of a '
has a basic function used by the module B or the module C.
Here, assume that the routine of the basic function
included in the module A is highly confidential. Ir; such
a case, since themodule A is a basic function, it is necessary
to provide an en\(ironment enabling the developer of the
:module B or module C to develop its program. As one means
for this, there is the method of distributing a library.
This is expressed in an intermediate l'anguage bgtween
a highe;:' language and mgchine language (normally called an
"assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance
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| evel which the CPU 602 executes, but there are tools
for converting this machine | anguage to an assenbly

| anguage. 10 The routine can be analyzed rel atively
easily. Further, there is theépfoblemthat the

devel opers of the nodules B and C can tenporarily

hedd, LReneteen 1’1%1 1£%§ ﬁyP%g%Efév% 0g0 quegggeg?lops

executlon of t opnen
t ns_so_as to lear e 15 dat handled or
e co&g'g?@ofa¥%‘éms%t}é?ﬁ 1E}he'e 1€ nks pFeFent at
processhpg routi ne of the progran1of the nodul e A
1136 LeRATEQR i on program running on the above

expl ai ned server. handl es key data, charging data, |og

data, Eyeandiditherhils gleanecuhicweveat,a thetrebi o the problem
service provider, so there has been a denmand for :

phettedtt ig nbtf thetti hhirdi Fort GHREAEVE] ShePBNbE Ofhdnodules

first object of the present invention |s to provide a _
B AP ICORRS Sl W%dﬁ%nacw e ifem 603. At
l'y per

program 25 able to efficient orn1proce33| g

r e t r.ge .nunber GessS
S5 S W S PIEST OF ISEE e o

goygéovhq a dataéﬁ{oce33|ng nmet hod, sem conduct or
Predi 602n SecHE e (U BBt thegeoaree tands for

custoni ze an appllcatlon 5 program of the user to be
eRpVarédngy thise machinet Ronguagel twi ng hlseenddy tlanguage.
| earn highly confidential information. A third object
Bhet heupiescotni becanadyzed relptovedd aadally.
processi ng. nmethod, sem conductor circuit, and program

Further, there is the problem that the developers of

the modules B and C can temporarily halt the execution by

' the CPU_ 602 in the middle of execution of the module A at

the development stage of fheir prpgrams. so as to learn the
data handled or the content of the same and thereby' learn
tfxe entire processing routine of the program of the module
A.‘ |

FurtherA, an application program 'running on the above
explained server handles key data ,' charging data, log data,
and other high security data set by the service provider,
so there has been a demand fér pProtecting it from illicit
tampering or 'mon:i.toring.

A first object of the present invention is to provide
a data processing method, semiconductor circuit, and program

able to effic‘iently perform processing in accordance with
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able to prevent each individual application program
from 10 being influenced by anot her application
program when the same sem conductor circuit runs a
plurality of application programs. A fourth object of
the present invention is to provide a data processing

t sglcopdyst | rcuit, _and ogram 15
g?lgﬁf 3 tran§? gfo$£% 3 n?me%ﬁuﬁgg?rcatlon prograns
in accqordance with need mhlle preventing -each
appl i cdt iS6ToRbg f’aﬁFFr%#n% RﬁeFPF‘t&PV?nFaﬁﬁe*%dio provide
W th, nnnltored etc. by the user of another
aapﬁlﬁteaﬁ’r%ﬁ%%gea#ﬁm shuicomducteni concuit prand program
circuit runs a plurality of application 20 prograns. A
farfabil Uiy extusdr tbe predens amedsnnsedsmiset@npapplﬂaatﬂon
data processing nethod, sem conductor circuit,

Fiidipnin Gat | € ARRRF akd! e akb O 04 A5 e&@@éw&rtafthout

content of access to a server or other sem conductor

I e restyr cecor ce,w
%! o :"tQ:;Fi’}elns(‘)ta‘ri‘rztlelg uggr ﬁé léatgh ii‘bj ec 8?n?ﬁ§eBFé§gnfn‘%gmat1°n
|nvent ISt a sem condyctor circuit and
data pf o %§F‘n§b§€i=ﬁ e%lﬂ‘ﬁ‘?g“e"t%éwmld’é‘ntlﬁaFPthOVlde
of data to be mmintained even when transmitting
B JRF9 RERA9TEMT Methada penirendutibos algmwidndectioprogram
circuit and a sem conductor storage circuit through
ahlexiter padeviemd. eacdevandilvichiaac tapfl ifdiet jue gRfdgram  from
invention is to provide a data processing apparatus

 badbbi igfilheneed byeanicdhelry a@fp 1kt idht 'ﬂlﬁ;ﬁsﬁg WA the

to be nmintai ned between prograns
same semiconductor circuit runs a plurality of application

programs.

A fourth object of the present invention is to érovide
a data processing method, semiconductor circﬁit, and program
allowing transfer of data between application programs in

accordance with need while preventing each application

program from being illiecitly tampered with, monitored, etec.

by the user of another application program when the same

semiconductor circuit runs a Plurality of application

programs.

A fifth object of the present invention is to provide
a data processing method, semiconductor circuit,
authentication apparatus, and program enabling the content

of access to a server or other semiconductor circuit to be

- restricted in accordance with rights to the same.
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10 when executing a plurality of progranms. An eighth

obj ect of the present invention is to provide a

sem conductor circuit enabling the confidentiality of

a programto be executed te Be-i nproved. A ninth

obj ect of the present invention is to provide 15 a

data pr ' appgratus, its nethod, and its program _ -
enab | 15 SR SRR B tne pioRER  TpShT bR s €6 Provide
runni ng on. the server to be _inproved when providing a .

B AREEIGEOD FiEEut BnAcdabhEReR 9l R malifiod enabling
DI SCLOSURE OF THE | NVENTI ON 20 To achi eve the above

st Fornkidentetakity hef ddaba poobessangtaihbddestnt kben
first aspect of the invention is a data processing
rtavoeh et froy edglly aceefi dentilsl Odathl BédtireehNthe
accordance with a plurality of processing requests,
eaifildaidigtdie @iﬁﬁﬁi@fan&e@?&é&i&&&i@@t&?”éﬁ%ﬁﬁ& circuit
data 25 including job execution order data show ng an
@Hyghdy an LxtGaH of a plurality of jobs formng

ex o :
processing in accordance with a processing request

and status da how ng _ the state of progress_of

execut o?le‘é?n{:ﬁé’%ﬂe(ﬁ%gft?h%ﬁ“jeﬁ&é‘t fBrepiinnots theprovide

plurality of processing requests, ;selecting 5 one job
CEHEA T GFRRATA tyeh eanaleling khe i cgnbidenbiality

managenent data based on a predeterm ned rule,

9€| dpstryctiopsband- Jetexeoubednatntabne@dbebwébR programs

status data and the processing order data of the

ehkecbgecueindBAAPARRAL 43t dE pPPRAEMMNY the sel ected

j ob, and updating the status data 10 of the sel ected
j ob megAGSERtL @ﬁt;]@dtnof‘ctﬁg f2868nY [ vEil€ion is to provide
a sehiconductor eircuit enabling the confidentiality of a
program to be executed to be improved.

A ninth object of the present invention is to provide
a data processing apparatus, its method,.and its program
enabling the security of an appligation program running on
the server to be improved when providing a service using
an IC or other integrated circuit.

DISCLOSURE OF THE INVENTION

To achieve the above explained objects, the data
processing method of the firsf aspect of the invention is
a data processing method performed by a sem:i.conductor circuit
in accordance with a plurality of processing requests,

comprising the steps of: generating job management data

including job execution order data showing an order of
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execution of that job. In the data processing nethod
of the first aspect of the invention, first, the

sem conductor circuit generates job nmanagenent data

i ncluding job execution ordergdata 15 showi ng an order
of execution of a plurality of jobs formng

rocessi ng ip accprdapce with, rocessi ng request and
B of A RPHATHEY 26 1hF £ropTed depposssing in

executjon of the plurality of jobs for each of the ]
AFHdanEe Fifhor RX9GRE s g Fesies randsgatusdata showing
sem conductor circuit selects one job nanagenent data
ftharstiadegoficpupgrepbuct| éxgowtionpf reheagpdmall idat @€ jobs
based on a predeterm ned rule. Next, the sem conductor
Forc eatthsefeths gpherd DDty @f PRoeeeeingdrEgubskasedePlcting
the status data and the processing 25 order data of .

bhe geberkREghARnFRARHSBAL, A3 i?ée'nseg%etce{&: gtl’u rtaliilﬁé'x f’f job

sem conductof circuit executes t j ob.

1 CQ. Ok Circuit updates the status, data, of .
PRGBS e andd di A R rertiied e oISt sing
execytion _of that job. Further, the data processing
Re?RBdt6r PehE*erpted apxt baged  ar Fheentabus data and the
preferably further conprises a step of wupdating the
Bracessdagacstlerndaseal eft the| sblevhad ciehinamigemenhedata,
sel ecting one job nmanagenent data fromthe plurality
éReohitdayd thedskdactad tFody, ddie vl iSRS i S¥htus data
nmet hod of the first aspect

- of the selected job management data in accordance with the

execution of that job.

In the daﬁa processing maethod oflfhe first aspect of
thq.invention, first, the semiconductor circuit generates
job management data including job e#ecution order data

showing an order of execution of a plurality of jobs forming

processing in accordance with a processing request and status

data showing the state of progress of execution of the

plurality of jobs for each of the plurality of processing

requests.

Next, the semiconductor circuit selects one job
management da.ta from the generated plurality of job
management data based on a predéi_:ermined rule.

Next, the semiconductor circuit selects the job to |
be executed next based on the status data and the progessing

order data of the selected job ma_nagerﬁent data.
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of the invention preferably further conprises a step
of selecting one job managenent data fromthe
plurality of data nodules after updating the status

-data of the selected job 215i1pmragenent data. Further,

the data processing nmethod of the first aspect of the

N [ bly f h I t €
ol ot | NS ic Eh L TR ol m A iy 4P aR, Ehe Aphgeted

t.h processing in accordance with the processing
H&fuest finish 20 being executed. Further, the data
processing nmethod of the first aspect of the

i nvent Neptpr &ber siemiconduledore giprendds updsites dfhe status
receiving the processing requests froman integrated

dataupf thevselpatsd gyatymandigensn® dagaddhaaé6ob@ans80with
for processing 25 for a procedure perfornmed with the .

8RECaTANC b thiatCWidb.- 11 or a communication
apparatus inputting and outputting data wth the

i nt egrﬁﬁg@hgu QI#H% ﬁla a.s’;?fggo duct gn_ﬂa éﬁ%gﬁggsft aspe-ct

second aspect ‘o e I'mvention

c%r&th.for %LocessiE% ggéa 5 in accordance with a

B uFafi tYVEP SPEc BEEERFAPEYuENFEher FRMPLISgSaR Step of
interface for inputting the plurality of processing
vRAakirg the stotagedata @fi the Felnatadhjopohanagement data,
managenent data including job execution order data

theni agleghingdene (jbbemenayemantf datpl fiveh tthedfpliudea ity
formng 10 processing in accordance with a processing
ofodasia aadulbkatus data showing a state of progress

of execution of the plurality of jobs, and a contro

crr CU'ﬁ'quﬂﬁe’:Q,ewea&&E‘Q ﬂ::l%ds%qng method of the first aspéc:t
of the invention preferably further comprises a step of
selecting one job management data from the plurality of data
modules after updating the status data of the selected job
management data.

Further, the data processing method of the first aspect
of the invention preferably further comprises a step of
deleting the job management data when all jobs forming the
Processing in accordance with the processing request finish
being executed.

Further, the data processing method of the first aspect
of the invention preferably further comprises a step of
receiving the processing requests from an integrated circuit

having a storage unit storing data to be used for processing

for a procedure performed with the semiconductor circuit
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managenent data for each of the input plurality of
processing requests and storing it in the storage
circuit, selecting 15 one job managenent data fromthe
generated plurality of job- managenent data, selecting
and executing the job to be executed next based on
.order data of the

t .and _the processin [
S & U 20 RS SRR ki o PR obReVEEhgsdata
of. the sel ected job nanagenent data in 20

dat

é'@ttg} AR S IFIFEIRA SR BN of that job. In the

sem conductor circuit of the second aspect of the .
i nvent Pofemiponduation cddawih ©f plagadnd \asect of the
processing requests. Next, the control circuit
davendtien jich arragartiductir dal oui€| f6k Wrdddssing data

execution order data show ng an order - 12 of -

| exeeiidotiiaoed waltH & ighal1 QP od qm;&ga Ly Sx;e?%%tgsa@,

accordance with a processing request an

' . F at. .of ti f. the .
SPRPld iy B e AT ESS Rl e Furhiy gt
g&g esskg&ére uest s and stores themin the storage

§F FSuoft FBIOTAYE GT e doF GRenigag job

i rcai
managenent data fromthe plurality of job managenent
paragenert, defe isairdingi jehi exeehbien cwdbe)daha ethowing
the job to be executed next based on the status data
anderderiofpesecssiog ofder plaraldftyt e Jebec ifeGnjitly
managenent data and updates the status data of the
pebeesefiingyoin aedagaande widh & lbﬁoééQQ{ﬁ!}‘égu\@st@and status
ir

execution of that job. A programof a aspect of
ahea i-sﬂ‘n‘éﬁﬁ!xidag. étca@e of progress of execution of the plurality
of jobs, and a control circ;nit for generating the job
ménagement data for each of the input plurality of proceésing
requests and storing it in the storagé circuit, selecting .
one job management data from the generated plurality of jocb
management data, selecting and executing the job to be
executed next based on the status data and the proceséing
ord,ér data of the selected job management data, and ‘updéting
the status data of the selected job management data in
accordance with the execution of that job.

.In the semiconductor circuit of the second aspect of
the invention, the interface inputs a plurality of proces sing
reéuests. |

Next, the control circuit generates job management

data including job execution order data showing an ordei-
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programto be executed by a sem conductor circuit for

15 processing data in accordance with a plurality of
processing requests, conprising a routine for

generating job managenent ~ddtZa i ncluding job

execution order data show ng an order of execution of

ol ettt tiordfof ob plrdl gy REOCLSISE nﬁohﬂinﬁcﬁf&g@gfrxg in
with a processing request and status data show ng 20

t B0, ' 0 lLural ity of .
b RO D e bk ER Cand Mt B oRowing
re , routine for selecting one |ob managenment
Jata re'grﬁf{a & GE Y et e f‘%f%%k?%?ﬂén?f Jjobs
data, a routine for selecting the job to be executed

A& BOERIEANGR Vhkhsthe RItkAE tin P Broressisgesstmgsts and
order data of the selected job nanagenent - 13 data, -
BHonqs tdempinetdeutd ey adwe sistaedited j ob, and a

routine for updating the status data of the sel ected

j ob naNagt¢nethe dah@rbl aLeeuianselubtd shHe $XSGASement
of the job. A data processing nethod of a fourth

dapactroh Whe pludeally0nd Sob SAlhUAGRS Ul et hod

perfornmed by a sem coiductdor circul unni ng an

appl i cgLLn ar f processing relating to a
procedﬁéggﬂsgﬁg gﬁg%ﬁ ggfg 5 1%CFP33F?? ﬁﬁgr?ﬁﬁqﬂﬁ?s the
segigonguctor circuit can view correspondence '

7 GcPPnE*asiLernarEdt PAgedo PRe &hioh ddmdas @ ansh the
operati gn codes used for the application program to _
Bperaséirgeordeggatadofi the sedmdtede ivdnsaneigement data
operations, that is, the operation nanmes, having the

andi updabesothei statts rdakd wef dshe Eltedited PRI aagement
descri bi ng program descri bing the operations of the

data in accordance with execution of that job.

A program of a third aspect of the invention is a
program to be executed by a semiconductor circuit Ffor
processing data in accordance with :;1 plurality of processiﬁg
requests, éomprising a routine for generating job management
data including job execution order data showing an order

of execution of a plurality of jobs forming processing in

- accordance with a processing request and status data showing

the étiate of progress of execution of the plurality -o‘f jobs
for each of the plurali{:y of processing requests, a routine
for selecting one job management data frbm the generated
plurality of job management data, a routine for selecting

the job to be executed next based on the status data and

i the processing order data of the selected job management
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15 application program using the operation nanmes, and

having the sem conductor circuit obtain the operation
codes corresponding to the operation nanes descri bed
in the operation describinrglgregram by view ng the

correspondence. instructing data and use the obtained

tLo es 1 20 defi.ne the processjng, of the )
g%g{aﬁ'c St ?%ﬁgg?%gj"trogmexeﬁﬁ the the ﬁ%l&é&?dppg]é’es%‘i‘%g"‘ routine
thod according to the fourth aspect of the :
i At 5% tBrPaBFy trErdakr Aorkhe sedeciked dgbt management
correspondence instructing data further show the
SartiRe spo mitarrddnaawatirth Hehe potetuttioma® stlamdidley 25
i nformati on used when the integrated circuit perforns
- 14  apdath proceasiegpadihegl Iof tEhEREIZdpddt of the
names and having the sem conductor circuit obtain .the.
Koy entionTald N daAy Ui ddtidie é&}?f&}ﬁ&g‘ BENES
described in the operation déscribing program by ,
e rJ d . instructing data and use
ER B R B B i B Frodiin cor
rocessi.ng of .the application program_ Further, the
BEPER3RIRl. Feag tothde o ReneabHa MR AR g fageated
i nvention preferably further conprises having the
Sarrudduvberedn diie sgevicomdadtelr wmaydite Haniatiew 0
i ncludi ng job execution order data showi ng an order of
esecaspondehca phatalicttingf dadlas ihatirdatg gy acassd sigpdence
the application programand status data show ng the ‘
Béﬂﬁeeﬁfopﬁkﬁg&eﬁscaaegxﬁ%%ﬁiQBrOEhbh%ﬂ@ﬂﬂﬁﬂﬂﬂdhcﬁrogram
j obs, select the job to be executed next based on the

gbabpardebatABdi hkegla tRHOCE S ANt tndA s ¥ the

j ob managenent data, execute

operations, that is, the operation namésf having the
semiconductor circuit receive as inéut an operation
describing progiam.describing the operations of the
application program using theropération names, and having
the semiconductor circuit obtain the operation codes
dorresponding to the operation names described in the

operation describing program by viewing the correspondence

“instructing data and use the obtained operation codes to

define the processing‘of the application program.

Further, the data processing method according to the

fourth aspect of the invention preferably further comprises

having the correspondence instructing data further show the

.correqundence between the operation names and key

information used when the integrated circuit performs °
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the selected job, and update the status data of the
sel ected. job managenent data in accordance with the
execution of that ‘job. A sem conductor circuit of a
fifth aspect of the 20 inwenidon is a sem conductor
circuit for running an application program for

' ing.rel ati t d ' ._
AU G B B e cnSeBinagehatet A having
f torl ondence instructing data
T AR PRAHT D GRRAIES LR GAUR B r58Y ohnEomma tised

for 25 the application programto operate the
GEHsReling . din tthe operakiommanes déscopeedt ionshe

that is, operation nanes, an interface for inputting
Spesedriain desdosidriing pyoyrag B ¢eewingi BHet B8rrespondence
operation of the application programusing the : _
aPpeitRiu I AR a HHH WSO S ELiida FoLy OPLALPLLE: 8n to
the operation codes corresponding to the o’éeratl on

ARFRS CLi ' } nut operation describing

progr gm(%g’% EJ\#’ g%lér#gl riﬁgjfccr)gr%reesa ﬁi SRR RO PR

data apd i ng %Fe obt ai ned operation_codes to define

t he prg'85§§f"ﬁg & fatasprocessing paddiednotihe forrth.
sem conductor circuit of the fifth aspect of the

pAperti of, the dnviandrion prieferad lvh Euspbeat comprises having
descri bing program describing the operation of the

thel sentcondpedgraimi rasiing delne rajer gjdko marampaveiNexdata
the control circuit obtains the operation codes 15

- tocledpagdieh baeblatiope bidedn dAPE SHIRAGIG RE dfudher

i nput operation describing programby view ng the
6R6EREPBAUSACE plurality of jobs forming processing of the

application _progrém and Qtatus data showing the state of
progress of execution of thé .plurality‘of jobs, select the
job to be execuﬁed next based on the status data and the
processing order data of the j.ob management data, execute
the selected job, and update the status data of the selected
job management data in acdordanc_:e with the execution of that
job.

A semiconductor circuit of a fifth aspect of the
invention is a semiconductor .circﬁit for running an

application program for performing processing relating to

a procedure using an integrated circuit, comprising a storage

circuit for storing correspondence instructing data
indicating correspondence between operation codes used for

the application program to operate the integrated circuit
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‘instructing data. Next, the control circuit uses the
obt ai ned operation codes to define the processing of

the application program 20 A programof a sixth

aspect of the invention is-ajgragramto be executed by

a sem conductor circuit running an application
program f or erforn1 rocessing relating to a
a”égétf'd‘}ees ‘Parrpetabioned tatis, wpprtiepgnanes, an
routine for |nputt|ng an operation describing program
Aptexfaqs i famolupn Yperat 3 rorsra tiomp s cath omg program
progranmrusing - 16 nanes of operations for the
detssgridtieny dilte Wgerdthidn iGf tinpesmilida e prégram using
routi ne for view ng correspondence instructing data

Hhe epldrigicH mesRanNdeine Dedbsrbl Qpﬂéui@rrwmammg
used by the appllcatlon program for operating 5t

egbgfgt St obta n
{tﬁtg operat| or§I c%oaé%esé%%{%ﬁongl ngd?g) {\%{Es ﬁ;era o names
crihed i.n t tion descrijbin ogram
3 crlP(?%ts |’1?el§'f“orml?§1 q’&ﬁt’h‘fﬁf‘?}ﬁ%‘ﬂﬂg Fg‘?f’

to defi ne_processing of the application program 10 A

YEEHpRo tbss g hrsHndlance igatematingpatatofandiaising the

‘invention is a data processing nethod perfornmed by a

obkhdvrducperadiicquicodeee dut idefime aie ippaldedizing of the
program conprising the steps of: protecting each of

-applieakiby @rogaagr am nodul es formng the
application programby a firewall 15 allocated to the

PO, 21 T BnhcUBBRe) sl o L, i pipect of
Hﬁé%"i@lénéﬁc?ﬁ“ 'tfh' Cﬂﬂ:grf Qfeoz!nnlr?&ésor@:h];oé eraeg}.clJrfx}Qen&rlblng
program describi_ng‘ the operation of the 'z-.lpplication program
using'the operation names.

Néxt, the control circuit obtains the operation codes
corresponding to the qperaﬁion hames described in the input
operation describing program by viewing the correséondeﬁce
instructing data.

Next, the control circuit uses the obtained operation
codes to défine the processing of the épplication program.

A program of a sixth aspect of the invention is a

program to be executed by a semiconductor circuit running

‘an application program for performing processing relating

to a procedure using an integrated circuit, comprising: a

routine for inputting- an operation describing program

. describing an operation of the application program using
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firewall allocated to the program nodul e, and
executing the program nodule conditional on the

regi stration being 20 performed. The data processing
nmet hod of the seventh aspect I&f - the i nvention
preferably further conprises a step of allomﬁng dat a

R S BT R AP Rl lr Sl PR s,

nndules redi stere ne
[fication informatjon apd prohi biting data
zé%ﬁtlo et %af%9€+%ﬁnﬁ@raﬁbﬁﬁl%gp?ﬁF%?FP?né?nce
ro ram nodul es regi stered linked with different
Fting a2 citdiprting crouresponderce doatween

proceSS|ng nmet hod of the seventh aspect of 5 the
PSR tiom prdeerusrd bffuthd appddaatieaspi dgr ah e anaratzl.ng
regi stering a program nodule further linked with

dhhen | ioatte gdeatied MEOFdWIE Qihd OLH® disech h&D slaved ogdli ¢5‘tgta1n
the program nodule fromthe outside of the

199 AR S 0 B oG anee

I the omnlo i nformati on

PR S, e SR e AP BT BAP AR & ¥ [Aitdh8 Tautine

ownl oad is g si bl e and domnloadlng the program

gur8idehb ‘tsfa"gff Wb sedes pesdefine processing
sem conduct or CIrCUIt of an ei ghth aspect of the 15
PfvERei apPldcation pewdyeror circuit for running an
application program protecting each of a plurality of
progr afn detal psotessing mbehadpbifCat isefrept-H0 G df the
irewall allocated to each program nodul e i n advance

ifivénplivhalist % data pProcessing method performed by a

semiconductor circuit executing an application program,

‘comprising the steps of: protecting each of a plurality of

program modules. forming the application programby a firew_wall
allocated to the program module in advance in a plurality
of firewalls, registering a program module linked 'with
firewall identification information for identifying the
firewall allocated to the program module, and executing the
program module conditional on the registration being
performed.

.The data processing method of the seventh aspect of
the invgntion preferably fu_rther comprises a step of allowing

data transfer or data viewing among a plurality of program

‘modules registered linked with the same firewall

identification information and prohibiting data transfer
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of firewalls, registering a program nodule |inked wth
20 firewall identification information for identifying
the firewall allocated to the program nodul e, and
executing the program nodul gcanditional on the

regi stration being perforned. A programof a ninth
aspegt. of the invention is a 25 programto be executed
k%}p %5hi CHHRE AR QIRIWHLLEY ©F Bregramgnesiules
application program conprising a routine for
masdanad) dakedwitlp|ditfenen toifipresplin ibshit eication
formng' the application programby a firewall
dnlfegataddidro. each program nodul e in advance in a
plurality of firewalls, a 5 routine for registering a

progr arhendaia pirdked ingh ddtheenlds Eh%e%té‘iéncrﬁ{i ect of

information for identifying the firewall allocated tao

ine for executi.ng the
he REAUARID t bl AN dle SR U bl of:
thod of a 10th

erf.orned. 10 A _data processing ne
BEGAEHIEhe BeReEAm iedile, ThRthaF diddkschgrireh gpnload
erformed by a. semiconductor circuit for executing
gﬁya ppEPERAtdRNp ey bamusesh mivens idewnlieadingy $hef ‘program
i ndependently executing a plurality —of application
pedylanfremotlee tekhidd iafewhlel semieghdtietbRgecidbciit to the
advance a condition for allow ng communi cation between

- bbmi applieebrofi PEODE AN PRAER B Iy N8l 0ad request

firewalls, judging if a conmunication request

£8%1 6hé 65rbHLak GROILES €4, Gigd Qﬂ)m%c?ricey information
appl i cat'ion” program geherates a request or
£05TBRLESL' PRARLENLEER! BRL BRBLESA! hORuRLOYA Tl s ¢
download is possible and dowuloadi.hg the program module when
judging tﬁat download is possible.

A semiconductor circuit of an eighth aspect of the
invention is a semiconductor circuit for running an
application program, protecting each of a plurality of’
program modules forming the application programby a firewall
allocated to each program mcdule in advance in a plurality
of firewalls, registering a program module linked with

firewall identification information for identifying the

firewall allocated to the program module, and exécuting the

pProgram module co_nditional on the registration being

performed.
A program of a ninth aspect of the invention is a

program to be executed by a semiconductor circuit for
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20 executing comuni cation between the application
prograns in accordance with the comrunication request
when judging that it satisfies the registered
condition. A sem conductor cirgew t of an 11th aspect
of the invention I's a sem conductor circuit which 25

utes a plurality of pl.ication -
pr ogr ans r'%%/ R REQIE" é’é’?’g’(‘%"&q% aad:\‘?é‘ﬁéé‘e for

condrtron for allomnng comuni cati on ‘bet ween t he

-e}b'b‘r teting e3rhPint Pheraliby eofirpteUrancnedudeq) rfgrinlng

judges i'f a comunication request satisfies the

ridip Srpkicabien tpovgtanien anfippéalhtablopabgdatv each
generates a request for conmunication with another
Fppigcat inhylled gira ng dwdiilcd X0 Ud §STu LTI 68t FDPewalls, a
bet ween t he application prograns i n accordance wth .

tﬁtﬁ;makcﬁdmé CF H'rgﬁhﬁ.g i:hl‘?ie& bith firewall
satrsfres t he regrstere condi tion.

forf] 2 11th aspe
epe%ent y ngxer%ﬂlté%qé gp ufr% Y éﬁ’p’f? g ofirewall
ra rotected b frre Is Further t hat
sel%% S%?cg&ha? BRI d a FPRrige, for executing

condition for allow ng connunrcatron between the 15
b6 peegren prosilenearatiftdanad tdn dihgh newi ftratidn sheing

Further, that sem conductor circuit judges if a

‘ pemfomnedt.i on request satisfies the registered

‘condi ti on when an application program generates a

requesh 8ata peBELBssAL AB thol onNat ReEha RRIJLA! I the
program 20 Further, that sem conductor circuit

ex0eHEESn is a data processing method performed by a.

‘semiconductor circuit for executing an application program,

comprising the steps of: independently executing a plurality

of application programs protected by firewalls, registering

in advance a condition for allowing communication between

the application programs performed through the firewalls,

judging if a communication request satisfies the registéred
&ondition when an application program generates a request
for communication with another application program, and
executing communication between the application programs
in accordance with the communication request when judging
thaﬁrit satisfies the registered condition.
A semiconductor circuit of an 11th aspect of the

invention is a semiconductor circuit which

independently executes a plurality of application
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~accordance 10 with the communi cation reques

conmuni cati on between the application prograns in
accordance wth the communi cati on request when
judging that it satisfies the registered condition. A
program of the 12th aspect -ofigt ke invention is a 25

\progran1for maki ng a sem conduct or circuit execute a

guf n entl xecutln Iurallt of
pp 4 catl %1 é%%%%'%g pr Ot & %1 dsby F9F evvaf adv née a
rou for. re terln i n advance a condltlon for

\h’g" ﬂﬁ%i%m% FEERBaFatics bopyeen thsapplication

progrant performed through the firewalls, 5 a routine

~EﬁpqqﬁﬂﬁrRF#ﬁO%Fedxﬁhﬁnnqhuthﬂ1fxxﬁugilsatnsdges ifhe

regi stered condi ti on when an application program
gemamutiss tai ore pmpte Storsanief e < athe nrad i St@ned heondition
application program and a routine for executing

KRB R AP AN REEMRE H i difr 0 R d it s A Oﬂé% ié ﬂfor

idddghRg Jated alaﬁtiﬂdﬁg% g{ogg%gsgaghgsgqé‘%ﬁd'angecutes

data processing met aspe

i_nventi.on .i.s rQcessi thod by which a
SRSk b Pl e BBELArE A Gt Ao Sy dgencoordance
apparatus 15 accessi bl e by the sem conductor circuit

YSHh Bhasorprdaadhon sRAragtivhamhdudgrngorinie idr satisfies

circuit, conprising the steps of: having the

tbei regdedemedicondittivave a software structure
conprised of a plurality of layers and having

. downl vhe sefiabuHAcESk khigaulien dfetheniauBtdspedd
corresponding to each | ayer able to be viewed by the

%ﬁ?%ﬁ??éﬁﬁk@& eikbeHitbs Qaﬂlﬁgaibﬁysg*néﬁg&&@gfion programs
protected by firewalls.

Further, that éemicof:ductor ‘eircuit registers in
advance a condition for allowing communication between the
applicatidn programs performed through the firewalis._

Further, that semiconductor circuit judges if a
.communicatio'rl_ request satisfies the registered condition
when an application program generates a request for
communication with another application program.

Further, that semiconductor' circuit 'ex.ecutes _
communication between the application programs in accordance
with the communication request when ju.dging that it satisfies .
the registered condition.

A program of the 12th aspect of the invention is a

program for making a semiconductor circuit execute a routine
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verify downl oad signature information generated in
accordance with a downl oad request using the downl oad
signature verification key information when receiving
the 25 downl oad request, anrd2@awi ng the sem conduct or
apparatus - 21 allow the issuer of the downl oad

?S’?fé’@‘&#’f AT LR REAI B SR tfE of sprbipafiion

|nformat|on used for that verification
6)r‘l? HAh RGP iR AEg¥adilgnafureutangr fari sRgistering

‘being 5 legitimte. Further, the data processing

At Retyastce e adii bispre dfor of 1 1dteingveonmnwni¢atiderbetween
conprises a steps of: having an authentication

&bparFplsicstivion gocemeamns gier fdayed nfloroRgh Othe firewalls,
corresponding to a | ayer to which a program all owed to:

‘BerbdutideEbeadadglabongsa Béﬂhﬁﬂl&gﬁléﬂtPéﬂﬁégﬁt£9915fles

apparatus transmt the downl oad request to

[ t
ety died et of Ul %ﬁéﬁ@#‘%ﬁﬂ‘mé £5440
enera e the _downl % nature. information an
?aﬁ’ﬁh % Ratt GOV HHE3 G PR ¢ he
sem conductor circuit. Further the data processing :
ﬁBPH&&a&FOPhQrP&%sm a giouting fmeraeinder

.conprises a steps of: having an authentication

appanatige tdoor ke tuvean itﬂiecappbhcia bionmato@ramofintdecordance
sem conductor circuit and having the authentication 20
apphritiel sommiingiada tioh t8quedenilidi §atiyongl tHf AR 0K sfies
as. plain text using the access naster key

thb0rEBL seRrba cBRRRRaLe downl oad master key

informati on and use that

A data process;ng method of a 13th aspect of the
invention is a déta processing method‘by which a
semiconductor circuit or a semiconductor étorage apparatus
accessible by the semiconductor circuit downloads a program
runﬁing in the semiconductor circuit, comprising the steps

of : having the semiconductor circuit have a software

structure comprised of a plurality of layers and having

.download signature verification key information

corresponding to each layer able to be viewed’by_the
semiconductor circuit, having the semiconductqr circuit .
ferify download signature information generated in
accordance with a download request using the download
signature verification key information when receiving the

download request, and having the semiconductor apparatus
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.S|gnature I nformati on

downl oad master key information to generate the
downl oad signature information. 25 A sem conduct or
circuit of a 14th aspect of the - 22 invention is a
sem conductor circuit havi Rg2a software structure
conpri sed of a plurality of | ayers, wherein the

0 tor cireui.t i.,s able.to vie

%?3—'&’3% BEU S Fackr DE e HERBToRa AT B8 Flond @ myoowan
% ﬁ&ﬂ‘ﬁ%er 5 verifies domnload signature

Pyt 8r ing toddwidrmifat si@makread
request ‘ usi ng the downl oad signature verification key
Verdfisatdenvkey dafsirmaticr wewhlfor thakestrifichtion
all ows the issuer of the downl oad request to downl oad
eopdigriomadf on [thye downleer) @idinagture lith fidwenoidn dssling
signature verification key information used for that
zagumhﬁa&bgn to that sem conductor circuit or a

sem conductor storage circuit acceSS|bIe by the

sem CO?‘QQ‘E‘IQE C'i:ﬂ& lﬁgtac g@g I %e | tlgtgtflgg cgg%oi‘gth aspect

el ng mat e

onduct or_.circuit . of the 14th aspect of t
PRVERE! SHYRRGSHoERRIHRE ST 4 SIS Cohaving an
t-he downl oad signal information generated
aBthesganatigniappara tug Alvitsaaceega ans ey kgvdovfometion
signature verification key information. 20 Further,
tharespandandutbor diayewi ttoamwhdwh tahgragser akﬁoﬂd&ato be
downl oad request to downl oad a programof a | ayer
aewnispaad Bglbhgsjonakaad YhehathentdldafdicH |a£iﬁ)al@.%ﬂ:us

informati on used for that verification to that
££8hSANEUCRQ download request to the semiconductor circuit,
and having the authentication apparatus use that access
master key information to generate the download signai:ure
information and transmit that download signature information
to the semiconductor circuit. |

~ Further, the data processing method of the 13th aspect
of the invention further comprises a steps of: having an
aﬁthentication apparatus store identification information
of the semiconductor circuit and ﬁaving the authentication
apparatus encrypt use the identification information as.
plain text ﬁsing the access master key information to
generate download master key information and use that
downlecad master key information to generate the doﬁnload
signature information.

- A semiconductor circuit of a 14th aspect of the
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circuit or a sem conductor storage circuit accessible

by 25 the sem conductor circuit conditional on the

downl oad - 23 - signature infornmation being

legitimate. An aut henticatiLopzapparatus of a 15th

aspect of the invention is an authentication

gppar at.us used for | aut hentication when downl oadi hg a
ﬂ?‘%&%ﬁ%ﬁﬁ Ay JSPirpdushian kbt aeng & Feftware
sem conductor circuit having a software structure
sFmcitaae sompniiagdiaf o @luraldity of laywers corhictin the
st orage' apparatus accessi ble by that sem conductor
semdgicndusttern Rl raecassiaetle dewiaw ddmiliadd signature
corresponding to a layer to which a programallowed to
beri¢idawilpaded, el fe tidm i iddgthdiify AL 1ayer,

request to the sem conductor circuit, and using that .

j 0, ' at .
Snrasy Se¥niRN IR AR erldited i
downl aad signature jnfar ion to,the. semi.conductor
S OHBARR R Ak o ol s AR e P Rand
agpect of the invention first transmts the downl oad
pagnesvreo verd ficehiom ket dnfermatiion mhamaecaiing a
aut henti cati on apparatus uses access nmaster key
davoloatdi vequestonend eldows dhe disgmatruceE tHE download
information. Further, the authentication apparatus
teqasastt sot Hewndowd @agrogdaal Wre a NaYeidddrddpdriing to
sem conductor circuit. A programof a 16th aspect of

thE 4B¥RMbLAN sli §nd tATRILAPiFQ AT iDHETELEd iPbrhation used
sem conductor circuit having a softmare

for that verification to that semiconductor circuit or a

semiconductor storage circuit accessible by the
semiconductor circuit conditional on the download Signature
information being legitimate.

The semiconductor circuit of the 14th aspect of the

‘invention; when receiving a download request, verifies the

download signal information generated corresponding to that

download request using download signature verification key

- information.

Further, that semiconductor circuit allows the issuer
of the download request to download a program of a layer
corresponding the download signature verification key
information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by

the semicdnd'ucto_r circuit conditional on the download
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- thansanicondusben MNANDER, WiRl asiblechds Y6

25 structure conprised of a plurality of |ayers,
conprising - 24 a routine for verifying downl oad
signature information generated in accordance with a
downl oad request when recei Vg such a downl oad
request using the download signature verification key -
| P PHABLEON RE o An LI SR SHOINY Mo LAYSLL! N LI

plurality of layers, and a ToutTn or allowing the

I ssuer wnl gad request to downl o a program
of a l ggieré%%‘re%gtslp%agtdﬁ MY Efqp&’ at’f‘f’et"cﬁwﬁ#m oao\dla%i"g fRPet of the
verification key information used for that
VEITERT off 13 AEhentifRbirvn caRPara bes wsed for
sem_conductor storage 10 circuit accessible by the

oz iwhan tdownkbadionnla wrogiwen dowmhbeg in a
signature information being legitimte. A :
semicmndhottorr @immitt dfo a Isénhi aspacdtdF diecuit having a
invention is a sem conductor circuit having a data
RoFLNET & traidtaitid b i ! i AF OF£SP]
circuit, wherein 15 the %Zs{e? ﬁggﬁﬂﬁﬁuﬁﬁﬁ%é ox
n ] - a _hus oytside of that
ge%f@%%ﬁﬁ%ﬁ%ﬁg%ﬁﬂ%gﬁ%;qﬁﬂ%§§§¥ﬁ S P59 Rchat
‘g%pessin circuit, and the data input/output circuit
ERRFGSPEUETAT SHEGHLE r SHomiegiacee pE astamhkey| nfsmation
in units of predeterm ned data | engths and outputs the
sqorrespondinge thug, layery tios whdch anprtogmapmaliowss to be
and outputs the sanme to the data processing circuit,
dadnpeatlednbedangs i hpansaittingt taRS ddwnlRSd Hp@Et to
the bus in units of m nunber of data input/output

8555 G a

bus is Nb and the data length is Nc 25 and thgsq£a§£5% key

: ﬁﬂ%fﬁﬁﬁi&ﬁol:s é’éﬂ@ﬂt@ftﬂb Yol ad Ssilanature information

and transmitting that download signature information to the
semiconductor circuit.

The authenticatiop apparatus of the 15th aspect of
ﬁhe invention first transmits the download request to the
semiconductor circuit.

Further, the authentication apparatus uses access

master key information to generate download signature

- information.

‘Further, the authentication apparatus transmits the

- download signature information to the semiconductor circuit .

A program of a 16th aspect of the invention is a program
to be executed by a semiconductor circuit having a software

structure comprised of a plurality of layers, comprising
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- 25 The sem conductor circuit of the 17th aspect of
the invention inputs and outputs data with a bus
outsi de of the semi conductor circuit through the data
i nput/output processing ci-re4it. 5 At this tine, the
data input/output circuit encrypts the data input from

the data CeSSI circuit in units of predeterm ned
FaEPYEANR HOBETHIIRS donnloafl $ignatkete, intormation

Further, the data input/output circuit decrypts data
ﬁ?WﬁﬂRﬂ rign aere¥sdanem dvickh putdewnlaas tequista when
processing circuit. At this tine, that data

e/ volut g Lrualp Farddiwsl o gk rfeauness tol at i i ptid aldyrlioad
transactions through the outside bus in units of m
sugertufe dadfi £ty t]@% st NS S V&?ﬂ:espond;ng
Nc/ Nb=n where the bus width of the bus is Nb and t

qatR Qﬂg{:ﬁ‘e Fu r% to']felﬁ kLesinyhp %%u@&%egogfa%how1ng

or nore 1S e éGﬁ]COﬂ uctor circul

S ko A s 0 S o

nduct or st.or age circuit based on a first
8 dF‘e Vet Ferkesnandd nghite fhe deorindgadisignature
converts the first address to a second address so as ,
verifdcadiome kegniivfntmetipnstsedgtori thak tvemiflivdtsion to
of storage areas in which the data of Nc is stored
thd tusesiZbndattore edidudddids s semdcoRsdily® storage

sem conduct or storage - 26
circuit accessible by the semiconductor circuit conditional
on the download signature information being legitimate.

A semiconductor circuit of -a 17£h aspact of the ’
invention is a semiconductor circuit having a data processing
circuit and data inpui;:/output processing ci:,rcuit,r wherein
the data processing circuit inputs and outputs data with

a bus outside of that semiconductor circuit through the data

input/output processing circuit, and the data input/output

eircuit encrypts data input from the data processing circuit

in units of | predetermined data lengths and outputs the same
to the bus, decrypts data input from the bus and outputs
_tﬁe same to the data processing circuit, and performs data
input/output transactions through the bus in units of m

number of data input/output transactions when Nc/Nb=n where

the bus width of the bus is Nb and the data length is Ne

and the smallest whole number of n or more is m.
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circuit. A data processing nethod of an 18th aspect

of the invention is a data processing nethod perforned

by a sem conductor circuit when accessing a

semi conductor storage 5 cirtcyit when a semi conduct or
circuit and the sem conductor storage circuit are
connected through a bus, conprising the steps of:

encr ypfiPfg sepigopdugtoxy iqimemijty ofh dhee filddndsmestt of the
storage circuit in units of predeternm ned data | engths
angendioputinpudgst Apdsantpubs tdetdus tidec byst bagsddetacft the
i nput from 10 the bus, and perform ng data

sepioaduRitiort AR%AEH Airoddh A ddtd Quputy dinbgwe Of

m nunber of data input/output transactions when

ygguggngQe@ngggigus width of the bus is Nb and the
data length is No and the small est whole nunber of n,

or o st enfl Hiod, ‘PG BAEE LMD RRRIE LS S4Bl

aspect of tron conpri

r storing -instructions, and data of a plurality of
| %ﬁﬁgéﬁ%’e, 1§P8M5Pa't ithe datayprocss sitge Sdinitthdn units

storage circuit through a transm ssion |ine and using
pherradetesmined dada2desgthsondneutputsl ithe slame to the
prograns to execute the plurality of prograns, a
Ibvanection swtching circuit interposed between the
transmssion line and the storage circuit for setting
the trpasehes) Obhé | APt ANThl: e/ SIP RO H G lad Gy data
of a connection state and di sconnection state based on

B CPRLLOL S I tion eonteol circuit for .
ge erat?ng - §7QH?hgn§o%?Egﬁ%§|gﬁaEOf%%ecgﬁfFoPﬁﬂfﬁﬁﬁ?ng
t he trgnsnission line
circuit.
At this time, that data input/output apparatus

performs data input/output transactions through the outside

bus in units of m number of data input/output transactions

" when Nc/Nb=n where the bus width of the bus is Nb and the

data length islNc aﬁd.the smallest whole number of n or more
is m,

Furtﬁer, in the semiconductor circuit of the 17th
aspect of the invention, preferably £he data input/output
circuit, when accessing a semiconductor storage circuit
based on a first address input from the data processing
ciréuit, converts the first address to a second addres; so
as to access the semiconductor storage circuit in units of
storage areas in which the data of Nc is stored and uses

that second address to access the semiconductor storage
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and the storage circuit to one of a connection state
and disconnection state based on access range
defining data defining an address range in the
storage circuit able to 5 hesgccessed while the
conputation circuit is executing the plurality of

phograns for each of the plurality of prograns, an
in the storage circuit for which the

conmputation circuit issues an access request, and
execut Pngateo prmanessisg aetthegl ioff emrdtdtin aspestt Wi dihe
programin a plurality 10 of prograns the conputation
dinvenitticrs iex ec W4 g pridubsdling MREHQU HEEF el R ea
circuit for inputting and outputting data with the
SRR HoNduitdY £E¥bhitRDRcERS st RENS FbRSkB8RGuLERE &00rage
i-nputting and outputting data with“the outside of . |

t 0GEeSSL G u . Fu e in the
ST, AP R skt ARRA Y Bradis b iad e fpanotos
inpvention, preferably the connection control «circuit
558&?&%5#%81&0%?0 onpemted i tiiqugh AgPHs  sepmpFEsing the
transm ssion |line and the storage circuit in a
85RRECPE o renax R bl ngh ¢la tiah o dele mazid- ien dhethe gramjicconductor
circuit for which the 20 conputation circuit issues an
atorsger gjuent.ti $ni nsite shepreadetensitiedgata lengths and
corresponding to a program bei ng executed defined by
bhepaeeeny tRBYSafE! LB Bhe 0ol d, adkkb-SENEI A} CfatdCinput from
control signal indicating to set the transm ssion line

£, 0%, Shat BAR EAR, ot SRR L
e A MR N
@'ransactions when Nc/Nb=n Awhere the bus width of the bus
is Nb and the data length is Ne and the smallest whole number
of n or more is m.

A data processing apparatus of a 19th aspect of the
invention comprises a storage circuit for storing
instructions and data of a plurality of programs, a
computation.'circuit for accessiﬁg the storage circuit
through a trénsmission line and using the instructions and

data of the plurality of programs to execute the plurality

of programs, a connection switching circuit interposed

between the transmission line and the storage circuit for

setting the transmission line and the storage circuit to

onae of a connection state and disconnection state based on

a control signal, a connection control circuit for generating
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program conprising a first transnmssion line, a

storage circuit for storing instructions or data for
executing the 5 program a conputation circuit for
operating based on the instrygctions read through the
first transmssion line from the storage circuit, a
féﬁst caonn ctlon WItChIn% circuit for setting the .
st ™ Fexecghirphetettptadde drangmission Line
one of a connect| on state and di sconnection state 10
FRREFEMN 397G ebRevbt b gpRe, of accondecbhoecstahe and
swtching circuit for setting a second transm ssion
|dirconnactien oftatatbased comdactess crangét dafiinifi¢ data
first transnission line in one of a connection state

adef irdirgy G0 e4ddFee S ARy H BRIt e 3885980 £L8H1L! able to
signal, and 15 a connection control circuit for

B Rddded %:ﬁ%c%g c%ﬁl%glrt t:L%'ng% lrclug.%t E# %kggutlng the
0 chi ng

di sconnection to the sec connec ion sw

‘ranéﬁruc %g’% S %J%}P% X &‘ r%‘fc%g:ﬁrﬁ%c‘t )ggafl programs,

-svmtap ci rCU|t and out putting the second 20 control

§t +ictha g tmaR (Gigienic tiee wbdehdthe computation
connection switching circuit when outputting the first
cdmendlt gusgmls iams taaests n g edissinn eotd eakdan tieg fpragram
connection switching circuit. Further, in the

sastmun&dmbo&nfb&mhwhoﬂfwhh&hzﬂhhchzﬁra Eﬁﬁtlﬁfatﬁihrallty
i nvention, the second connection svvltchl ng - 29

BiEr wbtgrhﬁ.scmge@o%&émw éﬁ%ﬁ%%ﬂ :Idagélgﬁé%' Uhd an

line fo a storage apparatus at the outsi

§ﬁﬂh%9gq%§h%r :LnEé{:'Egcg circuit for inputting and outputting
data with the computation circuit through 'Ehe transmission
line and inputt.ing and outputting data with the outside of
that data processing apparatus. |
Further_, in the data processing apparatus of the 19th
aspect of the invention, preferably thelconnéction control
circuit generates the control signal indicating to set the
transmission line and the storage circuit in a connection
state when the address in the storage circuit for which the
computation circuit issues an access request is inside the
addreés range corresponding to a p:%ogram being executed
defined by the accésé range defining data and generates the

control signal indicating to set the transmission line and

.the storage circuit in a disconnection state when it is not

inside that address range.
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Further, in the sem conductor circuit of the 20th 5
aspect of the invention, when the conputation circuit
reads instructions fromthe storage circuit, the

~connection control circuit ggtputs the first contro

signal instructing connection to the first connection
smﬁtchin circuit and outputs the second contro

si gnal FUAEBeECt PngeRLSeBANEEPFoRITOUEE PReasRebhdaspect of
connectlon switching circuit. A sem conductor circuit

$heg inventigpedts of semddondadtioon digauige fioreetwring a
circuitfor executing a program conprising an
progyain, O icthpariygingoa dilreit ttfaisnfilsdiiciy Liang) VWisebrage

i nstructions or data of the program encryptlng 15 :

gakreutie BerOHEBYingNiRHEPuatibhal ok GREM ASL Ukddiing the
out si de of that sem conductor circuit to a storage -

GEBRERA . HbeSUE I 0 M B W e ene

rans SS|onqq|1 rom
t he st orage appara tation circuit, for
HRPESPHICA n@o%%ﬁ?a@#ﬁﬂuggiﬁbet 9b tRARSptegion line from
instructions or data, a selection circuit for
theestPrgorheimenito al Edwstorenmeciiionn swdtiwidma circuit
second transm ssion |ine outside of the sem conductor
forcaettang thbefienputatnemicision flihasathdoithe storage
control signal, and a control circuit for outputting
EDréhetsoh fld 08 SiddHdotih %@a‘%@q&ﬁaldﬁ&;ﬂeé.@{on state
instructing to disallow conmunication - 30 between

ﬁQ&eQGSngiFEEQE”EEﬁhQBl'E?gnﬁﬂd LN CAMRUERLNAD + 5 on

circuit he ‘computation Ci'rcuit I's performng
ro I Ng _usin struct |ons or data of t he pr .
RSt Oeteeliiy' BH PR EERg, &, s53hAa  crapenroipd Line

outside of that. semiconductor circuit and the first

"transmission line in one of a connection state and

disconnection state based on a second control signal, and
a connection control circuit for outputting the second

control signal instructing disconnection to the second

connection switching circuit when outputting the first

control signal instructing gonnection to the first
connection switching circuit and outputting the second
control siéqal instructing connection to the second
connection switching circuit when outputting the first
céntrol,signallinstructing disconhection to the first
connection switching circuit. |

Further, in the semiconductor circuit of the 20th

aspect of the invention, the second connection switching
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st orage area

invention is a data processing apparatus conprising a
storage <circuit for storing in predeterm ned storage
areas a plurality of application prograns each
conprised of a plurality aof sdata nodul es i ncl udi ng
processi ng routine data describing processing

routln for ating with an 10 integrated N
8’~F€a‘r‘t %‘%ﬁ g‘t-aé‘atrttf STeR9MY treARfRbEston line
dat a shomnng i nked together a data nodule, first key

ko @ §§8€aﬂéraB§Pﬁ§t§ﬁoﬁﬁth§aPBtﬁ%deIeflthgriﬁmmswm@pctor
according to that data nodule, and second key data
gdadufidr. transferring data with the integrated

circuit in processing 15. according to that data

modul eFar¢thars eiinC @Rl ledii coindtidtor RARINE RE the 20th
processing relating to a service based on a data

RgELesorVERY 110y d:lE SRN BRI e gsﬁghﬂatbéh 01rcu§t reads‘

processing, using the first key correspondr n

t.a md another at, ule, and
18k o et el S kB i cpritReion
dat a dule to transfer data with the _integrated
EPPEEPE. CHEEFEhE cutin i Ehgfir P goadsicdgshghpal dngtpicting
the 22nd aspect of the invention, preferably the
gepnagtienr toi thesfirst a@nae@ailamrrm;r.lte:hamg esixtowdrte and
of log data of processing 25 performed performed using
thepdas athe ddend rogitanldaignal 3ns Shovt iy Aid8ndstion
for registering the data nodule in a storage area,

%Oﬁﬁé%éébﬁdsﬁg%&&taoho Yhiteniny d¢ehelling
regi stration of the data nodule fromthe storage ar ea,

and PRI ARLACEN0L0g.R, Lok ool gf deLEning e,

orrng e apm

invention is a semiconductor circuit for executing a program,

comprising an encryption/decryption circuit for storing

encrypted instructions or data of the program, encrypting
data to be output through a first transmission line outside

of that semiconductor circuit to a storage apparatus, and

decrypting;encrypted.instructions or data input through the

first transmission line from the storage apparatus, a
computation circuit for performing computation using the
decrypted instructions or data, a selection circuit for
selecting whether to allow communication between a second
transmission line outside of the semiconductor circuit and
the computation circuit baeed on a control signal,‘and a
control circuit for outputting to the seléction circuitothe

control signal for instructing to disallow communication
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Further, in the data processing apparatus of the 22nd
.aspect of the invention, preferably when processing

in accordance with another data nodule is to be
executed by a sem conductorggiccuit, the

sem conductor circuit uses the 10 nanagenent data to
obtain first key data corresponding to the _
pedwees: fhfefafand dramsaigfdamndimne anddhejgapputation
corresponding to the other data nodul e and uses the
ctibren i td adhd Lep dilee dompmtiatel qur ediatcarirti nied poat fommichd e

.bei ng executed conditional on the obtained two first

ey cdalsd ngh e Hingg ink vi Adlch S0 13C et @ A RiHY br¥dgrdam .

23rd aspect of the invention is a data processing

met hOdAWBS!i:SbiSrac§§@iﬁanQgga%tug b#Vial 204 aspect of the
communi cating'with an integrated circuit to perform
grgr%(reliiiongjrto $rgvi de a service trapsfers data with & '
3OFPAGE i T2 a1 17 R ERTEGSG G RRPRFRPYS SR & Storage

storage 20 circuit stores in predeterm ned storage

GHESYiL Spgr gtermindfingphededearsingd ftarna@reas a
-conprised of a plurality of data nodul es including

plutadiitygofoarpid cadiand progriamsg eashocesginiged of a
routines for communicating with an integrated circuit
phupady g 6 datsemddid edNdnslabdehgNpPogesBlhgtdd@tYde data
showi ng |inked together a data nodule, first key data
'&éggr§gin§ofaruébggiﬁ?okﬁﬁrtiﬂ@tsafE'P:d@oﬁudu@xi@a‘{(i Wi%h an
in accordance wth fhat data nodul e, and second key

for_ transferring . data with the_intearated
e e S o L L
havi ng the sem conductor .circuit perform processin )
PRRATPRERE SES ARAEE DL BNT FoTHERoR minbaieduls, first

havi ng the sem conductor circuit vi.ew the

. key data used for using another data module in processing

‘according to that data module, and second key data used for

transferring data with the integraﬁted circuit in processing
according to that data module and a semiconductor circuit
performing processing relafing to a service based on a data
modules, viewing the management data in that processihg,
using the first key data corresponding to that data module
to use another. data module, and using the second key data
cprresponding to that data module to transfer data with the
integrated circuit.

Further, in the data processing apparatus of the 22nd
aspect of the invention . preferably the storage circuit
stores as a data module at least one of ng data of processing

performed performed using the data module, program data
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- gEPgS

managenent data in the processing relating to the
service and use the first key data corresponding to a
data nodule to use another data nodul e, and havi ng

t he sem conductor 10 circukt 3use the second key data
corresponding to the.data nodule in processing

rel at.ing to the service to transfer .data with fhe
ReHri e o Rs Fo F A the At Rofludp 1 & arorage
invention is a program to be executed by a .
EFPooRFPEST™ dat@ishime Ankinttidae fp? delgtipan
integrated circuit to perform processing for providing
segistaatie ofatbeedatagnddudenErnmatbeostgrageravea, and
conprising, when.the storage circuit stores in _
predeher dahadsistwimga abatina PobHrddfinimf the storage are
application' prograns each conprised of a plurality
gbrdataripduitte 2DP1nCadidi0 JY¥REAESI NG routine data
descri bi ng processing routines tor conmunicating with
an int ; Ck L Coh I QV] . [ oL £S
managenare el oA rte difta RAAUARAE KhpaEaIld SEOLAS 22na
nmodul e, fir%t key dat.a used for i ng._anot her the .
FogE| &Pen BYsaLion g PRESSTARTY WhahRTapRSFing in
nmodul e, 25 and_second key data used for transfer of
fageardanget Wa th 3gothere fateethodileuiits he Preocassiutped by
according to that data nodule, a routine for '
posdieonduetor asisrag &t oltdid sgmicondactervetechasens@s the
the data nodule, a routine for viewing the managenent
dahageneftodata 18 bBaAinNFikat! ReyS AMataCRciid spstididg to
the first key data corresponding to that data nodul e

tRe UsPelibtePhifibgdabzaMRdUbie ARG RO AG fk%g %hﬁge

the " second key data corresponding to that dat
‘é:cgrresponding to the other data module and uses the other

.data module from the piedetermined data module being executed

- conditional on the obtained two first key data matching.

A data processing method of a 23rd aspect of the

invention is a data processing method whereby a semiconductor

‘circuit for communicating with an integrated circuit to

perform processing to provide a service transfers data with

a storage circuit, comprising the steps of: , when the storage

circuit stores in predetermined storage areas a plurality

of application programs each comprised of a plurality of

‘data modules including processing routine data describing

processing routines for communicating with an integrated
circuit to providing a service and stores management data

showing linked together a data module, first key data used
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made 1 n consi deration

processing relating to the service to transfer data _
wWth the integrated circuit. 10 According to the above
expl ai ned present invention, the follow ng effects

can be achieved. That is, ac§9rd|ng to the first to

third aspects of the invention, it is possible to

provi de a data processing nethod sem conduct or
EPFcHP@ngaﬁ§°$hegrdﬁﬁabmedpéelsneptpge@nnM¢ der graprdance
processing in accordance with a.large nunber of

,pi&heshhngdaequasdaleAcanddbagohd.khg Hadtat steal Siott h

aspects: of the invention, is possible to provide a

tehaspeeeefy Agtaniivd thes Qm;agedt&aaoalﬁeﬁful in pAtessing
program enabling a user to produce 20 and custom ze an

Q@Bb&:&i‘hboﬂopi:ﬁg'i:aﬁh‘EE B8 iéer h"aQuPS tﬁée%%kﬁ‘éo%ut&%r

server wt out |nform ng t e dser

onfidenti al formation. Acc % o the seventg
RPREHEE cheBroHh BERES=RADENERIACIRG £E poserBien hased on

-grOV|de a data proceSS|nghnethod 25 sem conduct or

hedta nadnigoghaniag Eheosprivenduehen Qircuit view the
appl i cation program from bei ng i nfluenced by anot her
papagenentndptagianthkeprocensnggarplatahgt gootthe service
application progranms on the same sem conduct or

nd Cilséd. tReCOLEEO0kep 88€alBbbrbopdRiingsREChS daltat hx%dule
invention, 5 it is possible to provide a data

P&%&éséf?&tﬁéichﬁgta ﬁS%?QndHﬁhoﬁaGiﬁéu'tBa a8fi A% Eor

t he above  explained prior

Al.an aIIo ng._.the transf of data
Sppritation %&%g?%n%né §?agnggrﬁf?ﬁ°ﬁ§é§g to the data
module in processing relating to the service to transfer
data with the integrated circuit.
A program of a 24th aspect of the invention is a program

to be executed by a semiconductor circuit for communicating

with an integrated circuit to perform processing for

providing services and transferring data with a storage
circuit, comprising, when the storage circuit stores in

- predetermined storage areas a plurality of appl_ic‘atioh’

programs each comprised of a plurality of data modules
including processing routine data describing processing
routines for communicating with an integrated circuit to
provide services and stores management data showing J.inked
tbgether a data module, first key data used for using another

the data module in Processing according to that data module '

"and second kéy data used for transfer of data with the
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whi | e preventing each application programfrom being

10 illicitly tanpered with, nonitored, etc. by a user
of another application programwhen running a

plurality of application prggrans on the sane
sem conductor circuit. According to the 13th to 16th
g_m%ctr%t(gd tcrle invention, it is gEossi ble to provide a

ata Pprocessi A5 et b Progesaife Arfirtdbimeite fhat data
auép ntication apparatus, and programable to restrict
e t BnfOBFIRR RRS REFipTmicd pavgesEdndckedatingf ta the
server etc. in accordance with its right. According
servicel bakedndn 18 dsipeataiudfe t berbnténti oy v28wihg the
IS possible to provide a sem conductor circuit and :
Banhagepeade siaitag ite pietediditg Tt td e service and
confidentiality of data even when transmtting highly

gefhidenti 8k rg8t RePehYRE "ot hEs sa?asgﬁgde@ta{aei&a&ﬁ tmcrdule

and ‘sem conductor Storage circuit ough an externa

S 5 C .09 a_l Aspe of the invention, -
P pl B Bl pb sl 8% gorsiinsedamging the
aggarat #s aal g to .maintain the confidentiality of
PREPPUCEP8nE2hRd aETe SPREHIREN tor fhrdntakme modudeytiimg

a plurality of programs. According to the 20th and .
DHQceaspugt sedating tavshe service ite poassifieer Hata with
provi de a sem conductor circuit able to inprove the
thafigdbtagratedycotctibe . program execut ed. -According to

the 22nd to 24th aspects of the invention, it is

posSsSi Mecd i@ VeseLie IR aver Q55881 A8 APPELELYSinvention,
nmet hod, and program able to i nprove the security of

& 3P 1 6@ hQNefFects can be achieved.

That is, according to the first to third aspects of
the invention, it is possible to provide a data processing
method, semiconductor circuit, and program able to
efficie_ntly perform processing _in accordance with a large
number of processing reqt.1ests.

Accc;rdéi.ng to the fourth to sixth aspects of the
inventiog it is ﬁossible to provide a data processing method,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user to be
executed by the server without infoming the user of highly
confidential information.

According to the seventh to ninth aspects of the

invention, it is possible to provide a data processing method,

semiconductor circuit, and program able to prevent each



10

15

.20

- 25

10 programrunning on a server when provi ding a
service using an IC or other integrated circuit.

BRI EF DESCRI PTI ON OF THE DRAWNGS FIG 1 is a view of
the overall configuration of 3a -communication system
of an enbodi nent of the present 15 invention. FIG 2

i View for _explainn he, software - conf.iguration
SPPAERGION PrEWARR (b &SINg fnEluenced, B ARG

bl ock diagramof an IC of an IC card shown in FIG 1.

3P IlGat&oi“sPﬁ"gFéW Foen pning Rgplnrelity off application
in a storage unit shown in FIG 3. FIG 5 is a view
PEPIERpSaion Aye mamensedrecatduabr ol muiext er nal

menory of the SAMunit shown in FIG 1. FIG 6 1is a

vi ew f Becexfliagntadhecl Othecdlebichl dépdctdSd 8hboiiddftion,
shown in FIG 5. - 36 FIG 7 is a view for explaining

fBeipr peesIbie it BroAMeChi RS PIJLS S8l Sq\g'nFeeu}od

definition table data and script “program

PeielnglbPor®cigeRit “And reSiaR Rk A fonstsza Fion

SCri prog ram’

agr am of theS chip shown in FIG 1. FIG 10 is a
SRt

P oTORNPI ¥ %b“?ﬂep’a’a‘?‘é axloranfl idl lowingrthe transfer
shown in FIG 9. 10 FIG 11 is a view. for explaining
?fidata mmong dmpkigation programs in accordance w:.th need

while preventing each application program from being

illicitly tampered with, monitored, etc. by a user of another

application program when running a plurality of application

- programs on the same semiconductor circuit.

Ac_cording ﬁo the 13th to 16th aspects of the inveption,
j.t: is possible to provide a data processing method,
semiconductor circuit, authentication apparatus, and
program able to restrict the content of access to a

semiconductor circuit of a server etc. in accordance with

. its right.

According to the 17th émd,lBth aspects of the invention,

‘it is possible to provide a semiconductor circuit and data

processing method able to maintain the confidehtiality of

.data even when transmitting highly confidential data between

the semiconductor circuit and semiconductor storage circuit
through an external bus.

According to a 19th hspect of the invention, it is
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entity data generated by the SAMchip. FIG 12 is a
state transition chart of the IC card entity data
shown in FIG .11. FIG 13 is a view for explaining a
processing routine 15 of anslC card procedure
managenent task shown in FIC? 10. FIG 14 is a view
for explaining the overall operation of the :

E@atﬁc’oﬁm@ygtdenashi@m ProRe@sing Rp@arkdus able to
view for explaining the overall operation of the

wakmbkaioatthen copsticiensiald tivn ofl Gnskruddildns kil idata

view for expl ai ni ng communi cation protocol bet ween an

béthaed pRdgPAMsCRhRn BxEculins adf1urEhiidRAlo HIHgrams.

di agram showi ng nore specifically the function bl ocks

of theag | ' I i A :

for ex%l %?Egaaﬁ%?&rﬁggge{i (% gﬁgé%g%%t%?ft ﬁléggﬁ\fé%:tlon'
con

ip. FLG . [ [ f th I fi, ti
5P BBt Barr R o PSR s S A E e <o

present invention. 5 FILG 20 is a view for explaining

- HRRTevet fRreconfifrytialidy of the BROgaAM exasmtach

FIG 19. FIG 21 is a functional block diagramof an
| C of Ad¢eordingdral thhodvnd reoR? &-h Hspddia oZ2the imwandvion,
for explaining information stored 10 in the storage
imiils pBewiblE b prodlidd-h @atiBpkdcasktify dPparatus, method,
expl ai ni ng an external nenory
and program able to improve the security of an applicafion
Program running on a server when providing a service using
an IC or other integrated circuit.

BRIEF DESCRIPTION OF THE ‘DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.

- FIG. 2 is a view for explaining the software

configuration of a SAM chip shown in FIG. 1.

FIG. 3 is a functional block diagram of an IC of an
IC card shown in Fig. 1.

FIG. 4 is a view for explaining information stored
in a storage unit shown in FIG. 3.

FIG. 5 is a view for explaining information stored
in an external memory of the SAM unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.
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of the SAMunit shown in FIG 19. FIG 24 is a view
for explaining the format of nodul e nmanagenent data
shown in FIG 23. 15 FIG 25 is a functional block

di agram of the SAM chip showg in FIG 1. FIG 26 is a
view for explaining tasks executed by the CPU shown
in FIG_25. FI.G 27 .s a flow chart for expl ai ning, the

.oper at Foff- ZoifoR JI®M FoF RFPARIRIMG the Grasesiiag in a

fromthe personal conputer to an external nmenory
SAM\ehilp wsinglthe Megvi®: idefinitwrc kabilef data and scrzpt
expl ai ni ng-the operation of the SAM chi p executing an
pppigraat ishwower dgr #nesh@wn in FIG 19. 25 FIG 29 is a
view for explaining the operation during - 38 -

execut Feg.o8 ag apmlbaatfbgne&bq%mhflc@mmdss dhed S a
for explaining the overall operation of the ,

|gQngsystem shown in FIG 19. FIG 31 is a
fu%i o% bl'ock di agram showing nore 5 specifically

Fla a8t H $pot, Purcthonal il ooa ERSmude the i chip

~of the SAMchip. FIG 33 is a view of the overall-

EBAMPg@PaFEEn &f the 10 communication system of an
enbodi nent of the present invention. FIG 34 is a
vi ew fBIGexpPaiai agvie fort ampRaining the data stored in

' a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data géherated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

~entity data shown in FIG. 11.

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. iO.

FIG. 14 is a'yieW'for explaining the overall operation
of the commuﬁicationrsyétem shown in FIé. 1.

" FIG. 15 is a view for explaining the overall operation

- of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

- specifically the function blocks of the SAM chip shown in

FIG. 9.

- FIG. 18 is a view for explaining another mode of use
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configuration of the SAM chip shown in FIG 33. FIG
35 is a functional block diagramof an IC of the 15
IC card showmn in FIG 33. FIG 36 is a view for
explaining the informati on_stzgred in the storage unit
shown in FIG 35. FIG 37 is a view of the external

nmemory of .the SAM unit shown in FIG 33. 20 FIG 38

iosérta)\t e‘?ﬂo‘?eh’é?(pl aining AP sel ection data shown in

FIG 37. FIG 39 is a view for explaining inter-AP
conmunifd&t-i 39 igapaviewwf itheFo@erdll ppGfigBriatian of the
functional block diagramof the SAM chip 25 shown in
RioBm@@icat3th ditsien lof sam enilsvdinsn Xt e NSré S$6KE
executed by the CPU shown in FIG 40. FIG 42 is a
Anesrit@orexpl ai ni ng the functions of the settlenent
processing routine task shown in FIG 41. 5 FIG 43 is

a flowgghar bof qry %%Rhﬁh?;s t ]Eﬁ?ﬁ?éfé?&hfgﬁgﬁ%ﬁxa4

I nter-AP conmuni cation shown 1'n
IS a.view. f.or explgini tq%g;; r.]éler- SAM conmmuni cati on
FREFIGHERT AR BTG ChE TG S (RBar, i 16 oS ai ni ng
the overall operation 10 of the communication system
shown FACFI €l 33 a fumcirnal dlagk diggaanbodckn IC of the
di agram showi ng nore specifically the function bl ocks
§€ chydSalosmi pnsiFIGh i19. FI G 40. '
 FIG. 22 is a view for explaining information stored
in the storage unit shown in FIG. 21,
FIG. 23 is a view for'expiaining an external memory
of the SAM unit shown in FIG. 19.
FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.
FIG. 25 is a functional block diagram of the SAM chip
shown in FIG., 1.
FIG. 26 is a view for explaining tasks executed by
the CPU shown in FIG. 25,

FIG. 27 is a flow chart for explaining the opération

for downloading an application program from the personal

computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

-FIG.'19.

FIG. 29 is a view for explaining the operation during
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FIG 47 is a view for explaining another node of use

15 of the SAMchip. FIG 48 is a view of the overall
configuration of the conmmunication system of an

enbodi ment of the present _.ingention. FIG 49 is a

view for explaining the software 20 configuration of

the SAM chip showmn in FIG 48. FIG 50 is a

PHRELSITR i & ARRIGCRHIg™ HYogRIenti cation unit of

a busi ness using the application programshown in

FI G 48IGF| 3 i g yvigwfen expladuying thegotveeallinpexmtion
of .the ' 25 mutual authentication unit -shown in FIG

66. thedgokinGnitd tiion syisdend Ghotetplidi IFI®L tie. function,
of the download processing unit shown in FIG 50.

FIG 5B16s 81fyachl edakbtibagh $13¢4ka@idh @t showing more
authentication unit of a software devel 6per of a ;

L QL r | .G .48. FI | S.a View .
PRt irat iyt Uk Brgert or (e Ml bty Hun in
giﬁceégi_ng unit showmn in FIG 53. FIG 55 is a

uncttonal bl ock diagramof the authentication unit
of the_manager of the SAM chip shown 10 in FIG 48.
FI G 581§s #2visvefviewxkrniermpimiag arether giodéiof use
downl oad processing unit shown in FIG 55. FIG 57 is
of vteey $8M ghppai ning the external nenory of the SAM
unit shown in FIG 48.
FIG. 33 is a view of the overall configuration of the

~ communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
ICc cérd shown in FIG. 33,

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG.-37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP selection data
shown in FIG. 37,

FIG. 39 is a vigw for explaining inter-AP communication
data showg in FIG. 37. |

FIG. 40 is. a functional block diagram of the SAM chip

shown in FIG. 33.
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15 FIG 58 is a functional block diagramof the SAM
chip shown in FIG 48. FIG 59 is a flow chart for
expl ai-ning the operation for downl oading an
application programfrom a-pgpsonal conputer to an
external menory shown in FIG 48. 20 FIG 60 is a view

- for explal ni,ng.processing for a_ transaction using
BB "l ¥

an '
| C car 8~GF 180 ATt P¥atrdn expladningh fasks sxasutssl by
FIG 61 is. a functional block di agram show ng nore
EpecFRUc shopn Ha Ffcot i46h bl ocks of the SAM chip shown
in 25 FIG 58. - 41 FIG 62 is a view for explaining
anot heFIfindé2oifs s origiw tfoe: SApllaingngFtEe f@nttiandi 68 the
for explaining a nodification of the conmmrunication

' sgttRemeh®\Wpriotekls@ngd FoutinlGtaidk ishamViigWic t her |

overal | configuration of the comunication system of ,

an enmbpgiens af J bgJpr 8ASHE ehRVERD] ! | S s i

view for explaining the s%ﬂt\/\g?g %%%{'frl t%%%gﬁéi%%m'ng.
in FIG .64. .10 FI 66 is g viewfor

' hi h
SR A ERESERBEL SPBRIA AR, Lok AREWEANAFS o i

in FIG_64. FIG 67 is a functional block diagram of
the SAFEhi p? ERodnviewrfer esplaiwinggthe ankeawSAdy
explaining the relation between 15 the CPU, bus

- ceommwpicabhpn, tasld ekvwnnah FEGor glshown in

FIG. 45 is a view for explaining the overall operation
of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
épecifically the function blocks of the SAM chip shown in
FIG. 40. |

-FIG., 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
éommuniqation system of an embodiment of the present
invention.

FIG. 49 is a view for_explaining the software
configuration of the SAMAchip shown in FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
prégram shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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FIG 66. FIG 69 is a view for explaining the address

~ space between the CPU and external menory shown in

FIG 68. FIG 70 is a functional block diagram of the
bus 20 scranble unit shown 4 FIG 67. FIG 71 is a

view for explaining a wite operation of the external
nmenory t bus scranble unit_. shown i FIG 67. FIG

72 is 59¥ro€£cﬁ‘3r? ey hkCd Rt A U g K f9pghien mt the
71.. 42 FIG 73 is a view for explaining a read
dpupiepdnrspcespingy uBifashemmodp FIG-hS%hus scranbl e

unit shown in FIG 67. FIG 74, is a flow chart of the
oper atFb@. shdwasi a Fuictboiidl BlEck78iagramyioEwahnor

expl aining switch processing of a scranble key in a

a6tRehteckeyoNBaAgeNBEt alBbl tWAW) devid1bber 6% alHandler
76 is a view for explaining switch processing 10 of a

P&y@PbLRokRY ihNFRgSchaThl e key managenent unit shown

in FG 70. FIG 77 is a view for explaining switch

tim mle key in t | .
ranageiFL ThiTs ShOWPT FOHREPALA S Fite TiRqiicp of the

~view for explaining switch'timng of a scranble key

WRILAL PEABPESKRY WAAKGERENE &R FIChoRA i n
| FIG. 55 is a functional block diagram of the

authentication unit of the manager of the SAM chip shown

in FIG. 48.

FIG. 56 is a viey for explaining the function of the
dowpload procesSing-unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48. |

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.

FIG. 59 is.a'flow chart for explaining the coperation
for downléading an application program from a personal
computer to an external memorj shown in FIG. 48.

FIG. 60 is a Qiew for explainiﬁé processing for a
transaction using an IC card of the communication system.
shown in FIG. 48,

FIG. 61 is a functional block diagram showing more
specifically the fqnction blocks of tﬁe_SAM chip shown in

FIG. 58.
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FIG 70. FIG 79 is a view for explaining pipeline
processing by a pipeline processing control unit
shown in FIG 70. 20 FIG 80 is a view for explaining
the overall operation of thgjcomunication system
shown in FIG 64. FIG 81 is a functional block
dlagran1shOMAng nore_specifically the function bl ocks

of theFEREM ERi pSshobkeY nfor| xplyining mrptiger imode of use

vi ew for expl ai ning another node of use - 43 of the
SAMtbRi PAMFEBiP83 is a functional block diagramof a
conputer used in electronic settlenment formng a

rel at edzart 68f ikha vpees€skr enRpealin@Ag 2 Mbdif84ation of
view for explaining the software structure of a

enapabaﬁma&cah@onS%yé%@ma@h%m)dhmb ofggt he present
invention. FIG is a view for explaining the types

- of d I h
o 1€ ool £, o PIRERLE It Elen or ene

10 FI exp arnrn

of the shown in FIG 83 before mnltlng FIG 87

%““5“9%8#0 8¥ gXgremnPhigaPhembedingatspdi Shepprasent

nennrg shown in FIG 83 after witing. FIG 88 is a
@R +8PRexpl ai ni ng the correspondence 15 between the

application prograns and types of | C cards shown in

FIG SHG. % i8% i eiawview ekplatnindf ther abEewaek a

conput er '

configuration of the SAM chip shown in FIG. 64.

"FIG. 66 is a view for explaining the external memory

of the SAM unit shown in FIG. 64.

FIG. 67 is a functional block diagram of the SAM chip

shown:in FIG. 64.

FIG. 68 is a view for explainingvthe relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a functional block diagram of the bus

scramble unit shown in FIG. 67.

FIG. 71 is a view for explaining a write operation
of'the external memory by the bus scramble unit shown in

FIG. &7,

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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according to an enbodi ment of the present invention.

FIG 90 is a view of the configuration of a judgnent

20 circuit shown in FIG 89. FIG 91 is a view of the
configuration of a fetch judgnment circuit shown in

FIG 90. FIG 92 is a view for explaining fetch access
range figi ?_data shown in FIG 91. 25 FIG 93 is a .
view o ft 8r VABWCEPF PEPLRLBANG asreadiepergtion of
data shown in FIG 91. FIG 94 is a view of the

Eher pFtrENAdn memoxyr bYd theubyseacrambiei unshoshown in FIG.
FIG 90 FIG 95 is a view for explaining read access
6dnge 5 defining data shown in FIG 94. FIG 96 is a
view for explaining read inter-AP call relation

def i ni FyGdara SHeVElow EhErtIdf #HlopRtaitsch Eh%Wno.an FIG.
the configuration of a wite judgnent circuit shown .
78 . FIG 90. 10 FIG 98 is a view for explaining wite
access range defining data shown in FIG 97. FIG 99

is av f explalnln wite inter-AP call relation:
def | nlgg&,dagé SRofn ViR Flfﬁr ?‘Plﬁllélnﬂoﬁw"§°§ vrasessing
ﬁpl ai ni g%bgno her enbodi ment = 15 of the present

PhvBnBfrE PGreY01% & #orrahlrokeyy prasmagens ndn attidy shown
enbodi nrent” of the present invention. FIG 102 is a
imelL6f ¥Be configuration of a

FIG. 76 .is a view for explaining switch brocessing‘
of a gcramble key in a scramble key management unit éhown
in FIG. 70. |

FIG. 77 is a view for explaining switch timing of a

seramble key in the scramble key management unit shown in

FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70. |

FIG. 79 ié a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG.ITO.

FIG. 80 is afview:for'exPlaining'the oveaerall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SAﬁ chip shown in
FIG. 67.

 FIG. B2 is a view for explaining another mode of use
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. FIG 1

sem conductor chip of a first enbodi nent of the
present 20 invention. FIG 103 is a view for
expl ai ning the software configuration of the
sem conductor chip shown in fgG. 102. FIG 104 is a
view for explaining the configuration of a program
dule shown_.in FIG 102. FIG 105 is a view of the
gg #‘&uﬁ&ﬂ GRiB a - 45 seni conductor chip of a
second enbodi nent of the present invention. FIG 106
is a vFER-f 88 égphafunegichelcbibickuddaigsan off @ computer
program nodul e shown in FIG 105. FIG 107 is a view
ftisedeipl alachgohlie sattleheRBCEYPRiAG aabdlaeedypttOBE the
performed by the encryption/decryption circuit shown

pPeEbt 1Q%eARdoparity data. FIG 108 is a view for
expl ai ni ng key i nforrmtl on table held by the

encryp n/ Y in F 105, :
ggél séjflg'w %& o lﬂ e]Faa:*}?MWc% @%‘% V%ﬁeo]trUCture

nmuni cation system of the present enbodinment. FIG
§R0%| SoRPYERT Ph %&*m SPneRE aRoFRBCIARERthiY the @resent
the SAM chip shown in FIG 109 comruni cates with.

peentionis a view for expl ai ni ng anot her SAM chip 15
whi ch the SAM chip shown in FIG 109 conmunicates -
with., FREGBSL 13 asviaek uhmt iexpdlaiblionk thhieagfpesobf aIC Idards
card shown in FIG 109. FIG 113 is a view for
Pl pedi BY the 8BRphYeshonBwn i FIG. 832.

FIG. 86 is a view for explaining the storage state
of the memory sﬁown in FIG. 83 before writing.

FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after writing.

FIG. 88 is a view for explaining the correspondence
between the appiication programs and tirpes of IC cafds shown

in FIG. 84.

‘FIG. 89 is a view of the configurétion of a computer

'according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a viéw of the cohfiguration of a fetch
judgment circuit shown in FIG. 90.

FIG. 92 is a view for expiaining fetch access range
defining data shown in FIG, 91.

FIG. 93 is a view of fetch inter-AP call relation
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20 FIG 114 is a view for explaining the software
structure of the SAM chip shown in FIG 109. FIG 115
is a view for explaining the storage areas of the
external menmory shown in FLG44109. FIG 116 is a view
for explaining an application 25 program AP shown in
FIG 115: - 46 FIG 117 is a view for explaining the
fefdaipgg data shwncdm §F%l Ment data APE shown in
FIG 116. FIG 118 is a view for explaining the

- procesELfig 98 ishe SAMclifp thleowonifighlrGtibio of5 aFlx@ad

119 is a view for explaining the commands used in an

fj Gdomed toparaiian shvemo ieOmmNd 9Cr i pt program shown

in FIG 118. FIG 120 is a view for explaining the AP
nmanagepeql o8t 9kagdevakRld ralowphRikiGy Thad AededsE range
121 is a view for explaining the AP nmanagenent table,

; M= 120. 22 is a view for
g%%?g?ﬁ?ﬁga{tﬁeségmﬁ %91 EJI:IEG f%z is a view for
expl ai tgg &Ee,APP table data shown in FIG 120. 15
FI G 15481 s?Puhit PoRAPYLEBEK S¥PAFLRAPE TeRE IAMRETAF call
shown in FIG 109. FIG 125 is a view for explaining
¥edptioprdgfining datadahowst dpedIGn 9M4e nenory shown
in FIG 124. FIG 126 is a view for explaining the
formatFOE. t92 i20al ¢tewdo€ntheycdafigdBakion of a write

judgment circuit shown in FIG. 90.
FIG., 98 is a view for explaihing write access range
defining data shown in FIG. 97,

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of tﬁeiﬁresént invention.

FIG. 101 is a view for explaining another embodiment
of the present invention. |

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first eﬁbodiment of the présent
invention.

FIG. 103 is a view for explaining the software

configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program module shown in FIG. 102,

‘FIG. 105 is a view of the configuration of a
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FIG 127 is a view for explaining the state transition
of the entity status data shown in FIG 126. FIG 128

is a flow chart of the processing perforned by the IC
card procedure managenment agk._ 25 FIG 129 is a view
f.or explaining the processing which - 47 the SAM chip-

gerfor when accessing processing or data defined by
?’Hé?"ga‘bFFB’ét FBiPePEnenregand ambodimgnsoprdatbe pwesient

‘a routine defined by application elenment data APE when

xeentian.a job at step ST4 of FIG 128. 5 FIG 130 is
a viéw for explaining the processing which the SAM

chi p pPEIGOrims whena aetew SEGY FXSLLESiNg She U8bAfiguration
defined by other application elenent data APE. in

G COTSREE Eam Whd du Pe ' SHEIAC HEFTACd1§Y appl i cation
el ement data APE when executing a |job at step ST4 of

over alT hpsP i o8 Ve £RE wikithn thr R Spikatk sRérwtion
view for .exg:[Lai ning the |

' FIG 109. FIG 132 i
a'&r/]der TR R i%?f’fl%’f’“"ﬁe‘?%o%rﬁ%%m ey édearEnbhan

in FIG 109. FIG 133 is a view for explaining the
B G rthown) SLpEFE VIS Forl Rk WG daa | NVENTI ON

Next, enbodinments of the present invention will be
expl aF¥6éd W8H s efelendort exphainihaohsd iAfddnadion table
Fi rst Enbodi ment The present enbodinent is an :

helTioBY NEd eniry@idfididryditildh bhechikSinddnSinEie. 105.
aspects of the invention. FIG 1 is a view of the
over apltgCORbiodY 5kl Qe oF the overall configuration of
‘a communication system of the prasent emﬁodiment. |
FIG. 110 is a view for explaining another SAM éhip
which the SAM chip shown in FIG. 1@9 communicates with.
FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.
- FIG. 112 is a functional block diagram of an IC card
shown in FIG. 109.
FIG. 1;3'is a view for explaining the memory shown
in FIG. 112, |

FIG. 114 is a view for explaining the software

~ structure of the SAM chip shown in FIG. 109.

FIG. 115 is'a view for explaining the storage areas
of the external memory shown in FIG. 109,
FIG. 116 is a view for éxplaining an application

program AP shown in FIG. 115.
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comuni cation system 1 of the present enbodi nent. As
shown in FIG 1, the conmunication system 1l uses a
server 2, ICcard 3, card reader/witer 4, personal
conputer 25 5, ASP (applicatd on service provider)

server 6, and SAM - 48 (secure application nodul e)

unit 9 to conmuni cate through the Internet 10 and

per f orfi&Get}Enkita privestongexplaining sehagtypes oo fiethe
procedures using the IC card 3 (integrated circuit of
dpEl peetsbmt & hewan t odd ta SAFBesbWwh ubh t FBGhas1an

external nenory 7 and a SAM chip (sem conduct or _
circuigref 11w 4 asapied W&Eté@maﬁgi@e@@"ﬁ_&&@s&ng of
has the software configuration as shown in FIG 2. As

-ﬁ{pmrbﬂ_fgisgmwﬁh %‘phi@?_svhas, froma bottom 10

| ayer toward a top layer, an (hardware) |ayer, OS

| ayer, r, Handl er | aye hi gher. handl er |ayer, and ‘

AP | afefrcs‘% Jrsov%rv‘r%{%o#deﬁ | 19Rg Lf‘g'é% %3/“8?? used
layer. Here, the AP |ayer includes application

1% G5y drs cAPd) opgpakiog,magwo. gopmapdi f§ripscrEagEamf shown
use of the IC card 15 3 by credit card conpani es or

iz BG bddithesses 151. 1521 and 153 shown in FIG 1.

In the AP layer, the application programs AP 1, AP 2,

and APIG3 and tize ahivghar dmand@ildidvielg at: NoOWHRGenent

between themwith firewalls FW 20 The application . _

SHRARMAR x LHswilehi negs byigs | ater  expl ai ned servi ce
definition table data (correspondence instructing.
dat a) F%El ?&‘i 3¢ iaprvi%rv;)goq:me(x%q%ri%}iin%n the AP manégement
table data shown in FIG. 120. | |
FIG. 122 is a view for explaining the SAM ID.
| FIG. 123 is a view for explaining the APP table data
shown in FIG. 120. |
FiG. 124‘is'functional‘block'diagram of the SAM chip
shown in FIG. 109.
FI1G. 125 is a view for'egplaining #asks, programs,
and data stored in the memory shown in FIG. 124.
FIG. 126 is a view for explaining the format of the
IC card entity data 73 x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the proceséing pérformed
by the IC card procedure management task.

- FIG. 129 is a view for explaining the processing which
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descri bing program) 211 stored in an external nenory

7. The application program AR -2 is defined by a |ater

25 expl ained service definition table data .
(correspondence - 49 . instrugiing data) 20_2 and

script program (operation describing program 21_2

stored in the external nemory 7. The application
b?%g$%ﬂ1¢P1P3P¢§f9€mﬁnwbebyaacbaﬁengeppbaaﬁedngeprldata
definition table data (correspondence 5 instructing

dief tned sy arthesc appllipatdoaneiepentt data APBGN Bicd@rdance
program 21 3 stored in the external nenory 7. The SAM

witp B zio%ﬁwaéﬁﬁeﬁhbguﬂﬁpﬂlﬂoﬂoéieméﬁ‘@ data APE when
Et hernet, etc. to the ASP server 6. The ASP server 6

difectOIN\$ egoﬁhéeugbe%hﬁll%?rﬁ 5.19-50 a plurality
of tern1na| 0 apparat ses |ncIu I'ng a persona
erson conput ers..

‘conput 51 t he_ end g
Torr 288 130 185 SHG 0k, e PREaBELAS e SRRty whicn
*éﬁg The grsonal conputer 5, for exanple 'S

1R RAFEAIDS Jhen| 2peeFSRg USEPpessing arpdaba .

type card 15 reader/witer 4. The card reader/witer 4

ineh byr gthegxanplécatichesbenentnds ta B in accordance
corresponding to the physical level with the IC card
vi thOperatitbnal desimaddsy tapp hitrd €3 it anatidl d=2SPAPECwhen

. packets fromthe IC card 3 are generated and anal yzed

eXecudird & S WY tsihsidies Jheratorpigt he card

reader/writer 4, personal conputer 5, and ASP server 6
i nter E‘g&‘%dﬂftﬂ@ﬁr\rl&b%@r"g{zﬁléﬂa eo E)%retrh‘il e} eragion
conmands or response content™in a payloa poritron ‘
n:&'m:!i:hr el z<i)¥r|mtur}1e:|.csa r:rl.%n L@s}/te%r es!?c?wn in FIG. 109,

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

'éxplain,ed with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding -

- to the first to sixth aspects of the invention.

FIG. 1 is a view of the overall configuration of a
communication system 1 of the presént embodiment.

As shown in FIG. 1, the comun;i.c;_ation system 1 uses
a server 27 r IC card 3, card reader/writer 4, personal computer

5, ASP {(application service provider) server 6, and SAM
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i nvol ved in encryption or decryption of data,
aut hentication, 25 and other actual operations in the
IC card 3. - 50 The personal conmputers 161, 162, and
163 can download the |ater ,gxplained script program
to the SAMchip 8 to custom ze their application

rograms AP 1, AP 2, and AP 3. 5 Next, the conponent s

¢ ARRE catign imedulah| wnikedd t?l@bﬁhmdlaétélﬁhraugh

is a functional block diagramof an IC card 3. As
e vin erriHG 18, ard pdxF e s St thsnéit: | §x déoé £0h gt 68

10 circuit) 3a provided with a storage unit 50 and

pceressing £oinidtidr PRbcshdradadiid Ok A8 Shpynsin
FIG 4, has a storage area 551 used by a credit card

(G-Qxl'ﬂé@i:\éiﬂd Q-_tlfl%ulhy%f’leé&‘ &;;lée]sefgt L8985 &L a 55_2

used by a business 152, orage area 553

used e 53. Furt he stor e unlt 50
st oresyfey | n#:g:r.ﬁ;% b 5% 20sef ?B’t‘a{" é‘ @eS8M chip
ht to, the storage area 55 1, key |nfornat|on used :
(Fsﬂlca&&uﬁ&%g%&@sts af Jhe BFasait smvrenfaanles.
55 2, and key information used for judging the 20
" acces¥he; P abdip Behas orhey s oditsmrst opafégarazishlas shown
That ,key information is used for nutual
_iauFﬁGntEcation; encryption and decryption of data,
etc. Further, the storage unit 50 stores

i dentiéi SRéid in BiY Ofﬁatﬁh@“ s@i EHSp! & £25 Y A-8h d WS ttom
user of the IC card 3.

layer toward a top layer, an HW (hardware) layer, OS layer,
lower handler layer, higher handler iayer p -a‘m‘d AP layer.

The lower handler 1éyer ihcludes a driver 1ayer.'

Here, the AP layer includes applicat;i.o_n programs AP 1,
AP 2, and AP _3 defining procedures for use of the IC card
3 by credit card compénies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP layér + the application prdcjrams AP_1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
e_icpla‘ined service definition table data (correspondence
instructing.data) 20. 1 and script program (opération
describin§ program) 21 1 stored in an external memory 7.

The application program AP 2 is defined by a later

.explained service definition table data (correspondence




25 Next, the SAMunit 9 wll be explained in detail. -
51 [External Menory 7] FIG 5 is a view for
expl aining the data and prograns stored in the
- external nmenory 7 shown in EIG 1. As shown in FIG 5,
the external menmory 7 store Isérvice 5 definition
table data 201 and I C card operation macro conmmand
igertimte tpimag rde )] 22 tded hust 1196 pASgrak Ul dpeFatibe
external menory 7 stores service definition table : g
dificri¥ing Pibdiamardl eIl P SR SELEOLy 7.
program 212 of the busSiness 152. 10 Further, the: ]
ext er 4 :S10 Vi fj njtd.Qon bl e ta
20 3 gﬁ% I ?Ecalﬁlé“%’té‘r %t%l% n na@%g-égg'%@r?dﬂg’ﬁcll 3%3’ w Pller
I 13 of. the. husiness 15.3. The sejvice
BEAIAL ke &ﬁ%"ﬁﬁ%#}?ﬁ%&%_ OFERAPPence
.sane format. 15 Further, the. IC card operation nacro
PSRTE G d3tadr s Anersl Beript RERUrArS (arexgtiomn
usi ng common macro commands. Further, the service
dgerrabingnpragirandai?d 20btoaeRl imndhz0 e tanchd IC remiaky 7.
operation macro conmand script programs 20 211, 212,
and 2TBeasSBMschapbs eils t ComteStod cbhidughca e3¢ ST Bbrt, the
menory 7. The scranbled data and prograns are:

Edﬁ&&héﬁb'QdéattthhEAMbﬁh%Qr$érl%.t&%epﬁﬁﬁe@%rver 6 is
enbodi ment, the script prograns 21 1, 212, and 213 are

<BhRduced ﬁﬂ&&%ﬁ%ﬂ%&%ﬁ@%‘?f&% gr §1§§T19%y 3% el a1

163 shown I n usI nésse ;

apparatuses including a perscnal computer 5 of the end usér

and persconal computers. 16_1, 16 2, and 16_3 6f the businesses
15 1, 15 2, 'and 15 3.

The personal computer §, for example, is connected
through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corresponding to the physical
level with the IC card 3 ..

Operational commands to -the IC card 3 and response

packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Therefore, the card reéder/writer 4,
personal computer 5, and ASP serve;: 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not

involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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- 52 152, and 15_3 and are downl oaded t hrough the SAM
chip 8 to the external nenory 7. Further, the service
definition table data 20 1, 20 2, and 20 _3 are

produced by the manager of_tdpe SAMunit 9 upon 5
instruction fromthe businesses 151, 15 2, and 153.

FIG 6 is a view for explaining the service definition
tabl e T PopIonal qompmtens 16 15, 16h2, sandi 16 3 can
definition table data 201 has entries of service type
denbord (lopdattanexplaEned stRipddprsgesm 66MMHE SAM chip
nunbers: (operati on codes), key version information,

@nto keys tohosgBEheDr 3 11&5&3{4;&%}:&35;.&56&@9&" £B0YS anq
t he name assigned to the service provided fthe ="
mpp3ication program of the business 151. The service

type elenent is an identifier 15 viewed instead of the

servi r. of the service which the application,
progr g%’g#l’n?ﬁg DU RIS ghornipdIC H yvhi! hecexpiained.
enmbodiJrent, as shown in FIG 6, "Rc", "Rd", "W", and
"W 6%@3159 the service type elenents of the
service definition table data 201 corresponding to 20
the bddiGhess iR Aunatienale ddniclenbicdjreantof tde 1€ card
card operation macro command script program 211

defi ne service content conbining a plurality of’

service type elenents and reflects this into the

| at er agxphawReth FEcCasd end i dakds (P a[ﬁaﬂegﬂ:@@égrated
data) 25 so as to be able to provide a service
2T NG S BEUVIGR PR th a storage unit 50 and processing
unit 51,

The storage unit 50, as shown in FIG. 4, has a storage
area 55 1 used by a credit card company or other business
15 1, a storage area 55 2 used by a business 15 2, and a

storage area 55_3 used by a business 15 3,

Further, the storage unit 50 stores key information

. used for judging the access right to the storage area 55!1,

20

25

key information used for judging the aécess right to the
storage area 55_2, and key information used for judging the

access right to the storage area storage area 55 3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification.
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be-explained in detail.
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corresponding to a plurality of service type el enents.

For exanple, a service conbining a service for reading
data fromthe IC card 3 and a service for witing data

in the server 2 can be deficped in the IC card entity
data. 5 The service number ' the service definition
table data 201 is an operational command issued to

t he | CEathednald MethogyalAlzabl e by the | C card 3 when
performng a service provided by the business 151.

The "a@ddr.eSsisi@ viww T et 1dalniRid itbe HakheadalBrd@rams
201 indicates the address at which data relating to a

shicRRAUNE ¢H At tiGndaQf I SIHUWH Nt SeF CE. type

elenent is stored. The "key version |nfornat|on" in

the sgi Vé]?&“?] gﬁk a!\?o #u ed:r.anaa!l r% \%ﬂr%t ores ervice

version o orna I on use en prOVI I ng

d&g&ﬂh rV|%F%Brhe "ke§Q£%_ t|on [ I%#e Se2¥%%§ﬂ§gﬂ

when providing that service. For exanpl e, ke
CPR3NGR SICEH s BF oivam 2dcds sifhdhen dusimessor ar ea
551 of the I1C 3a of the IC card 3 shown in FIG 3 by
t he sE&nvtberdethei externall metary 205 tioxeseiseriviideher ,
in the service definition table data 20_2, Kkey

deffaiAbnokabied daltan 2aC eSS dd e rel YpRie tHlda k%o
of the IC 3a is set. 25 Further, in the service

cgﬁfnhﬂkit kepibabhbeodatd 29 3 of 5:4:9 lﬁ%:ﬂn%fs%r r]_@ izon used

when accessing thé storage area

Further, the external memory 7 stores service
definition table daté 20 3 and.IC card operation macro
command script program 21_3 of the business 15 3.

The service definition table data 20_1, 20_2, and 20_3
have f.he same format.

Further, the IC card coperation macro command script

programs 21 1, 21_2, and 21_3 are writ.tén using common macro

. commands .

Further, the service definition table data 20 1, 20 2,
apd 20 3 and IC card operation macro command script progréms
21_1, 21_2, and 21_3 are scrambled to be stored in the
external memory 7. The scramblgd data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21__1,

21_2, and 21 3 are produced using the personal computers

16_1, 16 2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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of the 1C 3a is set. Next, the IC card operation nacro’
command script ~program 211 will be explained. 5 The
script program 211 is a program for defining the
appl i cation program of the lgsi.ness 151 running on the
SAM chi'p 8 and the procedure of processing perforned
he_| rd 3. when executi that application )
%%l-eégf am I}lg-t?%ea'b‘? e%’é?\.t&%‘ﬂ%'gﬂ?‘ﬁ%ﬂtf‘hﬁgu‘é pFaen&fM chip 8
| ater, as shown 10 in FIG 7, the SAMchip 8 uses the
wrthe e tint iw9MeEHI - data 201 and script program.
211 to generate IC card entity tenplate data 30_1, an
i nput ¥ty othe3dexticeuafiinidsion thbdekd®@a @ 1,080 2,
data bl ock 33-x3, and conputation defining. data bl ock
@k 20usedrieoprblacpdobgdthe néh@géPbf AHISAM Anit 9 upon
busi ness 151. FIG 8 is a view for explaining the ;

| GOIERI 15 Ok P Tt h L AR EE 4 L 6k & N | £ CP§ % OPSRG! 483

macro command script programs 2117 21 2+ &

t he copmngds 0 ds for the. SAMchip 8 itself _20.. .
are given tghjés irs U’I é?feerxp TN &2’%8%&8’? definition
relati t peration of the IC card 3 are given the
1:1-’3!?1']15[ cp%tat %ro—-'%C'. Further, the second letter is

sel ectively used in accordance with the application.

For eR&nphewniin BYS| Ssudhe serving deflini&tiponteblehdata
ICcard 3, it is , for-a service 25 type el enent

2@cd| baaterdmied ofsséfiicéotype silghet yseqddperition names) ,
declaration fromthe I1Ccard 3, it is "R", for a
addiRlseed,| s@rvdee Mabers t@Pda tionr ¥dhek) | tkdy vd¥sion
and for a service

information, and key information.

The "service type element" shows the name assigned

to the service provided by thera_pplication program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of tﬁe business 15 1 caﬁ use.

In the present embodiment, as shown in FIG. 6, "Rc",'.
"RA", "WAd", and "We" are used as the servicé_type elemeﬁts
of the service definition table datar2Q_1 corresponding to

the business 15 1.

In the present embodiment, the IC card operation macro

~ command script program 21 1 define service content combining

a plurality of service type elements and reflects this into
the later explained IC card entity data (job management data)

so as to be able to provide a service combining services
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type el ement conputation definition, it is "F'. The
commands used for describing the script prograns 5

21 1, 212, and 213 include an SC command, SO conmand,

SI  command, SL command, SF mrand, CI command, CS
command, CR command, and CWcommand. The SC conmand

Is a command decl aring the nunber of the maxinmum
TREPRFPMAIRT cbe i@ et v¥glithy sofihsetivitie EabechilpmenBss

can process sinultaneously. For exanple, when the SAM

chi p Foarxempllet, ancoustice gonbdnd nh08kd e EaNkebling

" data, "-SC.1000" is described. The SO command is a

dzoravencbn othalert ataPg 3 hendah asblorke f 86 QENLDAGt RSta in
out put data bl ock 32x2 in which the 15 data reag from

e ddrvd & 2dis 15d- i NG, t cks,. :
provided in the é%%ﬁ%ﬁﬁga%QWE%nE%%r o?ﬁ?%g %ﬁgég sﬁﬁﬁé'

i t 1.C. ed the | at Jajned 1C .
oar o B b3S 5 Whd e A SEBLAL EESR Eam1e

4%%:u%¢$f provided, 20 when storing the data read
S '@ At FPETREIMA Y ffopmad chequed okp 1theIC card

-described. The SI command is a command for declaring
3 reddanalyspbdr byrther s mpuhe wheat pdaferbliogkaldsextice
in which the data to be witten in the ICcard 3 is

‘Peooriekkda doyn g-Heh dwdaitraes2b 38 dcks provided in the SAM

chip 8 when performng processing - 56 using the IC
card @nbasaddeaskhe ihaittle WeRhAPUJEGHibn WUNLY data

data. For exanple, when the data blocks 1 to 10 are
2@L§VHQQQCates the address at which data relating to a
procedure relating to the corresponding service type"elémént

is stored.

The "key version information" in the service

~definition table data 20_1 shows the version of the key

information used when providing that servicé;

The "key information" in the service definition table
data 20“1 is the key information used when providing that
service.

For example, key inforﬁation used when accessing the
storage area 55;1 of the IC 3a of the IC card 3 sh§wn.in
FIG. 3 by the service definition table data 20_1 is set.

Further, in the service definition table data 20_2;
kéy information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definition table data 20 3,
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when storing the data to be witten in the IC card 3

in the 5 data blocks 2, 3, "SI:2,3" is described. The

SL conmand is a conmand for declaring the data bl ock
form ng the [ og data bl ock 3 for storing the Iog

data relating to an operati dn anong the data bl ocks

grov[ded in the SAM chip 8 when perform ng processing
s¥ngnfhematicn vaed Ghemsadcessihg theestexphai aeéal 65 3
card entity data. For exanple, when the data bl ocks 1

6D ftheare Ppaoi¥sdedt. when storing the log data in the
data block 4, "SL:4" is described. The SF command is

a commelk f OEher £ i S AW & 0 ' :
conmput ati on defini ng dat g%%ﬁ%ﬁ(%%eé%ﬁ%‘g&tgﬁgpg

ATy f.; | apipn. ween the service type

gﬁ%%%%%sgge a?%%g %% ?%%P€ %%id 3. The content of the
conput,ati on defining data. block 34 x4 becones the

or o prif SSTHPY RESPRAR oh_ b1t e ATOTAT Fo3) dgufipa the
data, The CI command is a command for declaring the

IRliratinn mrogren ofd the(business)15 Therumtingrmn dire SAM
speci fying the business defined by the Cl conmmand

Heiqo e and & heCpsacsduyee cifnpevoesisdngoperifermdd bg the IC
card entity data. - 57 The CS command is a comand for

cteed & iwlgers | dRE ARy SthaOP IFE 1 Qe ©Of o PhegAamt Y Of
services to the ICcard 3 by citing service type’

el em&?ﬁth&'i&e@%rﬁ?%@ﬁiﬁéﬂt?!a%’e?éi'a@ﬁ d fa %’P?t.aisoghcwn

defi ning processing anong service pe elenen

in FIG. 7, the SAM chip 8 uses the service definition table

data 20_1 and script program 21_1 to generate IC card entity

template data 30_1, an input data block 31 x1, output data
block 32_x2, lqg data block 33 x3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. 8 is a view for explaining the commands used for
describing the IC card operation mécro command script
programs 21 1, 21 2, and 21_3.

In the commands, coﬁmands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer

setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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For exanple, it is possible to declare "CS:
"Rc"+"W"+"Wd"". Based on the content of the CS
command, service type elenment designating information

of the I1C card entity data ppd processing order
informati on are determ ned. 10 The CR conmmand decl ares

to store data read fromthe I1Ccard 3 in a designated
declappbirn firam the FEIeasbA afbris "8 vEet a ywimple write
el enents is not defined (when SF command is not
destardbipn téothe xEhpaxd dher tstisr "My ,t baddfba nesdrvice
fromthe 1C 15 card 3 in the data block 1,

tyght SE1dméiE " Sompu 8£6L6H hedt inTheok W cempandpdec! ar es
to wite data stored in a designated data block to the

| C carghed ddMhddie dsalfldaen de@@i‘iﬂliﬁﬁr ¥heeshYR i1:n§:1:‘og_r:alms

el ements is not defined. For exanple,™ wnen wi

t red jngt bl pck 2in_the LC card 3,
IR A (A L IR L b S Bopfiandl S EPapata, s
t he dq%a.%%ock deg&ribin conmput ati on content
Ny Serspwernd cqF 1, vhereeeand pj (§ command,
conmput ati on content spanning services in the SF data
B stgmmand ) ad QESquNaxbE: 1 25 i s described. - 58
Further, the SF data block 1 has described init; for
exanplThe 'SONdomfand Ws' =l Gonintzai] dédMd'rikly the number of
"WIU="We'*0. 08+"WI" ). This forfmul a expresses the
L hrbdi mOhufbBE SE1TIAN G2k bhomel N@a vt & tWe WARNChip

the 5 remaining nunber of services W is |arger than
gl @A G RAUIY simul taneously.

For example, when the SAM chip 8 éan similtaneously
process 1000 IC card ent;i.ty data, "SC:iOOO" is described.

The SO command is a command for declaring the dai;a
block for fofming the output data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained IC card entity
data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read fi’:om the IC card 3 in thé-data
block 1, "S0:1" is described. |

The SI corﬁmand is a command for declaring the data
block for forming the input data bloék 31 x1 in which the

data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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a nunmber of points corresponding to 8% of W as

cunul ative points to WI. [SAMChip 8 FIG 9 is a
functional bl ock diagramof the SAMchip 10 8 shown

in FIG 1. As shown in FIG & the SAM chip-8 has an
ASPS conmuni cation interface unit 60, external nenory
conmuni cation interface unit 61, bus scranmble unit 62,
Pﬁﬁ&gnFﬁﬁnﬁgr°§§He?a??§ﬁduﬁpttBS,1ater explained IC card
encryption/decryption unit 64, 15 storage unit 65,
gR§1EPUdBEa.The: SAM chip 8 is a tanper-resistant

nodul e. + The ASPS conmuni cation interface unit 60 is

an i nFerfeacenplsedwhen thedamnBlockpul tef 10adfe Wridvided,
the ASP server 6 shown in FIG 1. 20 The externa

WRER! ¥tEPINY NEKAdDh 118 & aee t¥lint iAlthbSI@Ncard 3 in th

interface used for input and output of data with the

8XES ' BRLREMBr Y3 7. ughesbys $gr . upist 62 scranbles
out put dat a aﬁd36es§?aﬁb?es§?n%%?bgégghﬁhen-inputting

-and oufputting data,.25 through the_external penor
conmu #lg%t %llé ng?xf’ﬂ‘%‘?? at? % n‘i’?‘g@a% £eq. Sﬁf‘ﬁgai’ éﬂﬂoﬁy‘e data
nunber generation unit_ 63 generates random nunbers

Qak £o¥mEng | the ckoqdatentileak &3_xdodessistgring the log
encryption/decryption unit 64 encrypts data and 5
dreer yystla tdmg ¥pt @nl afwtica tikire agbogatbe Wb ta &0 provided
expl ai ned | ater, stores tasks,
in the SAM chip 8 when performing processing using the IC

card 3 based on the later explained IC card entity data.

For example, when the data blocks 1 to 10 are provided,

when storing the log data in the data block 4, "SL:4" is

- described.

The SF command is a command for providing the data
block forming the computation défining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34_x4 becomes the pre-processing information of the IC card
entity data.

The CI command is a cgmand for declaring the issﬁer
of the ic card 3 {(business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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~a script downl

prograns, and data used by the CPU 66. The CPU 66

executes a predeterm ned program (program of the

present invention) to execute the later explained 10
script downl oad task, scriptginterpretation task,

entity generation task (job nmanagenent data production
task) and |C card -procedure managenent task (job :
managefFBft C8 sammansh dene monmasid foandeol deing aslos1l taneous
Next, the tasks, prograns, and data stored in the 15
operagdonniolf @5pliuralidyexd dettdces Go thd IR AH:RV3 by
for explaining the tasks, programs, .and data stored

chting Sé6¢DES ﬂyg:jet ebemehes SN chbdidand Qan 1S5 a-re
oad task 69, script interpretation tas

; ' . C.car rocedur.e

& EaBOHLLN JERGIBld WhJABIRY Mo S8Rl fcl BAS dinents
scripthro%Lans 211.10.213, se ice dgfinition tabl es
201 tor 2D _ToTRIRar dtehfi POSPERLPaFe daflas81 to 303.
lC.card entity data 73x, an input data block 31 xl1,

ot puRCaAI HebOWR"32- X2, 1 0g data bl ock 33x3, and 25
conmput ation defining data bl ock 34-x4. - 60 The

scri ptBage| eadthe storgn ta o fs than 4Sn cemfiand, dewntierdtype
the service definition table data 201 to 203 from for
ekangh £, dé Dy SO E115F OfmDEES 0 a5 aheANt R3S enlti®Y data
in the SAMchip B. 5 The script interpretation task 70
AN@SpLH8e SSLNG Corade! mr&m&i@lg' &rd ?&étégagiﬁgg'. pt

programto generate the 1C card entity plate data, an
I nput %%&lg&ﬁna@&n&e%lgraetsa to store data read from the

IC card 3 in a designated data block when the relation among
service type elements is not defined (when SF commémd is
not described) .

For example, when storing the data read from the IC

card 3 in the data block 1, "CR:80:1="Rc"" is described.

The CW command declares .to write data stored in a

designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
é ‘in f:he IC card 3, "CW:SI:2="Wao"" isrde_.scribed.

The CF command declares the data block describing
computation content spanning services.

For examplé ; when describing computa£ion content
spanning services in the SF data block 1, "CF:CES FUNC=SF:1"

is described,
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btock, |og data bl ock, and conputation defining data

bl ock for each business. 10 The nunber of data bl ocks
generated for each business 1is not particularly

limted. Wien the entity genggation task 71 recei ves

from for exanple, the ASP server 6 an entity

production request, it conducts polling with the IC

card 3Furfbargetble SR datre blecks1chrg daserybadt dnused for
for processing of a procedure between that IC card 3

_ananplpusi'fiFes=ESi (YWeHS1DE ¢hed entity plate data

corresponding to that business. At this tinme, the IC
¢awd"endi; 'wdpatiedot 98heranys .t 1R §| ASSmuBd balfr &4 ds the
entity data is generated as an instance of that ' :

6basatidfl dRes0hecaasiAg 18" cOSACHAL 92106 gf%evp&!ﬁclﬁ%@d the

entity data by the entity generation task

' ' tail ter. JThe | C_card procedyre '
EaRa hORE, bl nerlifhe d0d s TAUREE, HhaRCEY fd adding
entity data 73-x present in the storage-unit 25 65 _to .
B R R p?gc%%’s'? Frrespavtia e i whelia e campdative
- 61 - 3 and businesses 151 to 153. In the present
RAPBES nkAtWda plurality of processing .for procedures
perfornmed between a plurality of 1C cards 3 and the.
busi negs/s Aoid 8P 15 3 proceed sinultaneously. 5 The

- I C card procedure managenent task 72 executes the

pluralgiey. of ¥ QFFUHAG dndlL Wl%%@cd@i%ﬁ%jaﬁ; RA dHelsaM chip
The 1 C card procedure managenent task 72 del etes the

d Gicahd gotd$y dpta 73-x when the series of procedures
have .

As shown in FIG. 9, the SAM chip 8 has an ASPS

communication interface unit 60, external memory

‘communication interface unit 61 . bus scrambl-e ﬁnit 62, random

number generation unit 63,‘encryptidn/dearyption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communication-interface unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG, 1,

The eiternal memory ccommunication interface unit 61
is an interface used for input and output of data with the
external memory 7. |

The bus scramble unit 62 scrambles outpuﬁ data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit
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been conpl eted. 10 The processing of the IC card
procedure managenent task 72 will be explained in
detail later. The script progranms 21 _1 to 213 are
i nput by the script downloaghtask 69 from for
exanple, the external nmenory 7 to the storage unit
gi. 15 The service definition table data 20 1 to 20 3

e input by the script downl oad task 69 from for
exanple, the external nenory 7 and stored in the
st or agBherfandgm npmberCgenegatitnt yni b3 genatw e 8Ghndom
to 303 are generated by the script interpretation
baske¥6 asdduaedthe t2flet ofphdathRéntibasson) pybedssing.
generating the IC card entity data 73-x of the
Pr OCeOHk&Seh8LfbtIon Qe LhFp L ESROGHL ¥ €6 PUSABESSES: adllE and
IC card entity data 73-x Ts generated by the entity

f&g%'o Lhg the IC card entity tenpl ate

%%?a %13?%gg§3%&a§§#%f exanpl e cl asses as an

instange of the 25 classes. - 62 The input data

bl ock A= FEOTEAHUPLER Y RSoekPiained latyr gatengpirsks,
33-x3, "and conputation defining data bl ock 34x4 are
Riee@raned aydidetacused byit ther@Pdt66n t ask 70. Next,

the 1C card entity data 73x will be explained. 5 The

| C cartheil t&lakechites aspgedetairmined pgobTamCdpitogram
entity tenplate data of a correspondi ng busi ness

ot 1ERsl Yor SENSE AL RGN | LY SROSEEL | ORet BsKef lekB1hiRed
SAM chip 8 when for exanple the SAM chip 8 receives a

SUOGHS Shdeh T S S8 sk | Oécﬂlgf SHRt A Mt N0i dRCeh S CabH e R by
and 't he application progra : _
generation task (job management data production task) and
IC card procedure management task (job management data
management task), and other tasks.

Next, the tasks, programs, and data stored in the

storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,

and data stored in the storage unit 65.

As shown in FIC. 10, it stores a script download task
69, script interpretatioﬁ task 70, entity generation task
71, IC card procedure management task 72, IC card oéeration
macro command script programs 21_1 to 21 3, sexrvice
definition tables 20_1 to.20_3, IC card entity template data
30_1 to 30_3, IC card entity data 73_x, an input data block

31 _x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 x4.
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10 of a predeterm ned business fromthe ASP server 6.
FIG 11 is a view for explaining the format of the IC
card entity data 73-x. As shown in FIG 11, the IC

card entity data 73-x has agenent poi nter

information 80, entity IDinformation 15 81, entity
status information (status data) 82, IC card type
infornﬂb#oﬁG83Ptsdpvh&eadypeSEIéﬁenasdehbgna&hngIG. 7,
informati on 84, processing order information
@pwoteadsngher derviakaflef8hi thba- RABIESHREA 20 1 to 20 3
i nformati on 86, and post-processing infornmationh 87.

EPomhesaRNaLSRBNL , Pehat @:meﬁﬁ:@&gabfoﬂu§9nb§s and loads
bi di rect i onal p0|nter for managing the IC carg entit

gﬁ%ﬁ 3¢ h okage unit 65. The entity ID

ornétléﬁ %hlghﬁé g “for a request for generation

of ICcard entity data .73 x, confirnation 25 of the

state ﬁk SotR slnB%F%f?Bﬁtlﬁ? Fﬂ%krﬁgt“BFsatgérF@§Vlce
of proceSS|ng using the I1C card entity data 73-x.

%%ﬂw tablendatanendnserintsprogranctoagenegrte the

value given to the end user. The entity ID

10 femrrhtangnl 31 pdatecdptadsat oi thnet: cbssted Mok WeRitput data

opening a file in a general file system 5 The entity

ISIGdkIS 1Y W BIbde, S ohpatalidlon AbriRiog 88%a0block

a procedure relating to'an IC card 3. The basic states

fgrtggbﬂ(%ﬁggﬁgggtlty data 73 x include, as shown in
FIG 12, the state of processing for |nvest|gat|ng

St at o T BEHEARC B8 TAGAUy SFL 19T A58 i eoh Dusiness

authentlcates the I C
is not particularly limited.

When the entity generation task 71 receives from, for

-example, the ASP server 6 an entity production request, it

conducte polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this t'ime, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processihg for generatioe qf the IC card entity
data by the entity generaﬁion task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entitj_r data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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RS

card 3 (Al), the state of processing by which the IC
card 3 authenticates the SAMchip 8 (A2), the state
of processing for reading data fromthe IC card 3
(R), and the state of processing for witing data in
the IC card 3 (W. 15, In th& present enbodinment, the
processing for investigating the business, the ‘
Prandsbuagnéeseshe5SAMeehilp 38 to authenticate the IC
card 3, the processing for the IC card 3 to
aut henth cale phese iRl hed e PPAGRII NG T processing
readi ng.data fromthe IC card 3, and the processing
4t 1 ' <N car corLespon

FOpPRURULERE HBkBortlel Babiell & P1RRRITRE"RF 1R caras

rocessj n for which_an_ order _of execution._is
ge?‘é&nﬂ\%gbﬂﬁlf‘ﬁﬁs?ﬁ tard tPrdoeduPEeraRdgEAEHL thaseusly .
72. Note that Al and A2 formthe nmutual authentication
25 pr oErs ST Faxst peeredure| Baragementabaslc 2 cingrwtes the
64 Further, in the present enbodi nent, considering
pherakbtynuof cptoocasting Bartpeotederast itOpairhtdlel.
above-nentioned basic states are, as shown in the

- stat e MHaNS ldeit Pridedtfrd hEnablni3a3% H2Vidadtes the

into post-startup (after issuance of command) states

' . f, | V] Les.
_ lgé]p 830%5%13{1( i ttaer73r ﬁcﬁf'ngh Nghd SGRANSE )ots &&ﬂ%%dluées have

e state of processing usin
card enti£g£q$ta 73-x is managed by the instance
TY¥C card entity data generation) state, RS
post-startup state, 10 RS conpleted state, Al
post - SBf REPAASHINT AT Jddip| ¥t tpxd fAxocedypre management
post-startup state, A2 conpleted state, R post-startup
task 72 will be explained in detail later.

The script programs 21 _1 to 21_3 are input by the script
download task 69 from, for exaznpie, the external memory 7
to the storage unit 65.

The service definition table data 20 1 to 20___3 are
input by the script download task 69 from, for example, the
exteinal- memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to. 30_3 are
generated by the script interpretation task 70 and used as
Femplat:es (classes) when generating the IC card entity data
73_x of the procedures relating to the respective businésses .

The IC card entity data 73 x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes.
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state, R conpleted state, Wpost-startup state, W
conpleted state, and instance (IC card entity data)
del etion state. The IC card type infornmation 83 is
information for 15 specifyigg the business issuing
that 1C card 3. The IC card type information 83 is set
w th information defined by the CI command in the .
above- FBft FBREY datppblogkodtart atouteutdatafblock 32 _x2,

eneration of the IC card entity data 73-x. 20 The

idadat Jeak Sfen3 desidyramipvg-d tnifcor it ionily} dstouslock

the service type el ements of the service defined in . -
Bie xde atieC gret@ivatidd &y il edidipt UshkdigrdiA0aSSI sk 70.
using the IC card entity data 73-x. The service type

el enenjredesi g8 16 GdH YO Ra%% 735x '§1§ftb¥“éiﬁa%ed

or nore service type elenments desi gnated 6

coman Ny h 0 ti CLi pt ro

tinme o hSengrg ?ghggfg%ﬁ %% ca?& e% e%%“flng Ic
The .processi rder .information 85" shoms the order of ’
8%8‘ Bht%fteg@aatee‘éaﬁ Gfs? rsEesmendiegbpeinesaplready
using 5 the IC card entity data 73 x, that is, the

- genegatedn byt eafityhaeneratipg tazk THatin $het |58M chip 8

processing order information 85 uses the service type
whenelis ekampllethasaM dhipof ma@Littd0a piod@PsSing request
corresponding to the basic operations of the IC card -~

Bor Prddi b iddasiagsthal 3 cexPrRBNecH ek & 1'&9&{%&9}3&
to the RS:LA({ SAZE R, and Wshown in FI%LB 1 ram

§pe£|&sdaegmahaasbuganggs Efofdtfled Aébesfe%%'IZ%d by

he ord processi ng
FIG. 11 is a view for explaining the format of the

IC card entity data 73 x.
As shown in FIG. 11, the IC card entity data 73 x has
management pointer information 80, entity ID information

81, entity status information (status data) 82, IC card type °

information 83, service type element designating information

84{ pProcessing order information {processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional peinter for manéging the IC card entity data
73 x in the storage unit 65.

The entity ID information 81 is used for a request
for generation of IC card entity data 73 _x, confirmation

of the state of progress, deletion, or the rest of a series
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desi gnated using the jobs. For exanple, for processing
using an ICcard 3 with only reading with no nutua

aut henti cation, 15 the processing order information 85

iIs set wwth "RS->R'. Further, in the case of reading

and witing wwth nutual authentication, the

processing order information 85 is set wth
oRPsafresabngRusiNg thieeIfroxed sinty tyr datai ABorndTherentity
85 is set with the 20 order of jobs shown in FIG 12

IDr inspemndicignt 01t ABso WaetmeHfa SEEtiEE Wi BNEYSren to the
designated in the CS command in the above-mentioned

&Rl kel oqaa%msr&yggﬁeaﬁ%matt&%nl g1C %Qre%yantas to the
data 73-x.. The pre-processing information 86 i's

S 5 I wi.th mana data
PESELIPEoE Wnsh oBShIRG 8 BidE ¥h ¢ TRMBRET EUL sten.
entity data 73-x. For exa pr e- processi ng
|nfornﬁP?oﬁn§6t¥sS§%F“5m}nﬁ°ﬁﬂ?ﬁ%§“op2aSEBWﬁUF§F|éﬁate of
formul a of a service designated in the SF data bl ock.
Brogrersr ofwhRepranefinrer redatiog sonpot A€ eardudct i on
is not defined, the pre-processing information 86 s
set \ilbd Hasdcr states e pheckseard aiaitgedakar73_x include,
exanpl e, in the case of settlenment, the state

4€8|sHdwi0ih Fid1e1 2NHHY sehtahsd ?ﬁo@EsBH@%oﬁﬁnwﬁlﬁatlng
given 10 etc. is set. The pos proceSS|ng i nformation

ol SefflcdLi iy éﬁat f EhSaPHOSe hNdsLeSHYS  Oknt S tate
1?% at f’ﬁe A

®card entrty reqU|re server
a e C :
J:‘ proggsrsfﬂ(g h:l.cq'x q'le S%&f chip 8 authenticates the IC

card 3 (Al), the state of processing by which the IC card

3 authenticates the SAM chip 8 (A2), the state of proceséing

 for reading data from the IC card 3 (R), and the state of

processing for writing data_ in the IC card 3 (W).
In the present embodiment, the processing for
investigating the business, the processing for the SAM chip

8 to authenticate the IC card 3, the processing for the IC

- card 3 to authenticate the SAM chip 8, the processing for

reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

AA "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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of settlenment, it is set with data show ng the

exi stence 15 of a nornmal end to the settlenent. Next,
a routine for processing by the IC card procedure
managenent task 72 shown in G 10 relating to a

‘plurality of ICcards 3 usihg a plurality of IC card

entity data 73-x will be explained. 20 The IC card
pr ocedimethenagimethe t pe&sdidt | embodimemtipl @onsidering the
constantly being started up on the CPU 66 of the SAM

mnﬁcéﬁﬂéﬂﬁ tim&Eldn the Arerhat 302 fthewapheet-mehtioned

the processing perforned by the IC card procedure

BROAgENE S aége 7 2a3 Zéhéﬁﬁ §T'l1.' e stQZe IQ$&L gtgghd chart

procedure managefrent ta ects one

ta 73-x tin sin
SEFS 8. Hpindd dyvenonc %{?B SRePED: P a(ALSr Losuance
present in the storage unit 65. 5 The nethod of
Qb icemmandlo s tatas prdcasppiated y(afler rﬁyﬁw%éeﬁeonse)
successively select I1C card entity data 73-x present
staté®. storage unit 65 or to assign a priority order
and select by priority in the order of the highest
prioridpecifSemM 5i2: tid Jberd GEptoddfsttlyre@sing the IC
managenent task 72 judges if the job of the IC card

S téﬁﬁaéfl dht=x 73eketh erﬁ’aﬁ& ed ﬁ:ﬁ{ £kl 1'ﬂ§%aﬁ|c'éeagﬁeratlon

been started up. Wren Ju glng t It has -been
.%@r LS é‘&tl% HAe %C n?r %Rngs@ QSR E%scg Sa;tezotu%Tétate,
en gi ng een Fs¥arted
l{)r ocee
S comp eted state, Al post-startup state, Al completed state,
A2 post-startup state, A2 completed state, R post-startup
state, R completed state, W post-startup state, W complete_d

state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for

‘specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined By the CI command in the above-mentiocned script
program at the time of generation of the IC card entity data
?3 x.

The service type element designating information 84

shows the service type elements of the service defined in

the service definition table data used in pProcessing using
the IC card entity data 73_x.
The service type element designating information 84

is set with one or more service type elements designated
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"processing or

15 to the processing of step ST3. Step ST3: The IC
card procedure managenent task 72 judges from the
entity status information 82 shown in FIG 11 of the

I'C card entity data 73-x selected at step ST1 which

state 20 of the state transkbien chart shown in FIG
12 the processing relating to that entity data is in

Qt@%sd%%m&%nﬁqirﬂ 2Re LBoDE- Slgé;?%%ﬁ%d”%{%é&%&&fam at

i nf ormati on

roce53|n order_infor 25 d s th

SR T P T AT T & SR et e Lo
set |n the service definition table data as expl ai ned
ear| i dhe grgeespingrigrdes daferprddagut® Fvitferfdif oxder
task 72 starts up 5 the job selected at step ST3. The
dfCexacy thoocetl isar neres) diobis ) t uskd 7h dhecpreseshang] whing
using the data blocks relating to that job in the :
tahove and enedtiyn@ata dEd ac blgie 3%, Xtheostaté €hedmsition
bl ock 32-x2, log data bl'ock 33-x3, and conputation

S5 #ad a 1210 bl ock 34-x4. At this time, the IC
card procedure managenment task 72, when issuing a

| Comm%atto ghe i‘lc Cl?tgcgeg’slzp e %ﬁa tltlgl%f:)ﬁmfat BS uggs the

the sérvice élene corres
to search t hrough the serV|ce deflnltlon tabIe 15.

S&&t‘a% t¥BPaPheTRRES &3 PRevn B T daF Ods FEREMG OPoRE Jobs

t hat
corrasponding to the basic operations of the IC card 3.

Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, and W shown in FIG. 12. Specific operations

on the IC card 3 are realized by the order of processing

designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mutual authentication,

- the processing order information 85 is set with "RS->R".

Fl.trther, in the case of reading and writir_xg with mutual
authentication, the processing order information 85 is sret
with "RS->A1->A2->R->W".

The processing order information B85 is set vtith 't:h.e.

order of jobs shown in FIG. 12 corresponding to the order

©of service elements designated in the CS command in the

above-mentioned script program when generating the IC card
entity data 73 x.
The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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service el ement (operational command of IC card 3 able
to be analyzed by the IC card 3) . Further, the IC

card procedure nanagenent task 72 uses the obtained
service nunber to issue a conmmand to the IC card 3.

20 Further, the IC card proggdure managenent task 72,

as explained using FIG 4, when key information is

requi red for accessi ng a stora area of the IC card
ugingdhe Iy card gndd c"gz"respondi ng to that

job to search through the service definition table

dat a &ied esaapher h‘ehmgrezwnqﬁvmq dnfogmaddoonBpnys set
to that- service elenment. Further, 69 the IC card
vﬁrmnpd&nesnaﬂagemputa&ibnmomka td‘ﬁah keyvice designated
information to perform nutual authentication with the

$hiC +HeA ISt %a@{rq;m on and decryptl on of data, and
ot her processing and obtain the right to access a

pr edeterpiel SrShoLAIS nHesd Qi Wonpdid tion FifRtion
ST5: Step STS |s per ormed when the 1 C Card procedure

S Bl i R R A o
card 3. 10 V\hen the IC card procedure managenent t ask

wighy é‘é’@ vesuasted FFOSSSSigd &AR95rom the 1C card 3,

it sets thisin the ICcard entity data 73-x. Step

ST6: The e@anple,piocdder casenademetitlensint;? thedstade
the 15 entity status information 82 of the IC card
J:@ltdﬂ:l.)ﬁgjafcﬁ thd ¥moGheWBfi 8h&t&e di.number of points given
etc. is set.

The post-processing information 87 is set with data
of the processing result of the IC card entity data 73 x
required at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card iﬁrocedu:r:e management task 72 is for example
éonstantly being starﬁed up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed

by the IC card procedure management task 72.

Step ST1:
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In this way, in the present enbodi nent, the IC card
procedure nmanagenent task 72 perforns processing for a
plurality of 1C cards 3 present in the SAMchip 8 in
paral l el 20 while selecting in order the IC card

entity data 13-x for the pleérakity of IC cards 3.
Therefore, the SAM chip 8 can sinultaneously proceed
with e cessy even _when _recejyi progcessin
equest® st ChFocBAGFSa T RgnaoSRrRE.PReY If TR Trusme
3. 25 Next, the qverall gperation of the comrunication,
1C Rprd RS R (77— Eor1enrrPtiRI ke Aol Pregessing
14 and 'FIG 15 are views for explaining the overal

Jeraf i e Flurrl Pammmhi Xateand snkidy datimowB_j® miegent
1. Step ST21: 5 The businesses 151 to 153 or a party
imediles tsetthimge throbte fusi nesses produce script programs
211, 212, and 213 descri bing processing for ‘

Ctransagld aRthRRT fo A dutildie JRIHHRAS I8S daSid @nldifyl Gata

card 3 for exanple on the personal conputers 161, 162,

ﬁgc é%% g,%ow_@ gacg%j&ﬂel%%ﬁaé@gc calBg gﬁ@éeglrdgéa 73 x

ip 8 produces service efinition table data—

201 0.2, .and 20 3 corr.espandi ng to t.he businesses
prsfer) 185 tRe a60mi08 Mk B30T e AR A1 RFLTRLRE order
data 201, 202, and 203 15 produced in step ST21 are
and pedeck Preriarttaimehsrgrder of threhighast gyiqrity.
prograns 211, 212, and 213 produced at step ST21 are
down| &&egd SMH20m t he per sona

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 x selected at step
ST1 has already been started up. ‘When judging that it has

been started up, it proceeds to the processing of step ST5,

while when judging that it has not been started up, proceeds

to the processing of step ST3.

~ Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73 _x selected at step ST1 which state
of the state transition chart shown in FIG. 12 tﬁe processing
relating to that entity data is in and decides on the job
to be executed next from the processing order infofmation
85.

At this time, the processing order inforfnation 85

defines the order of execution of jobs using the service
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conmputers 161, 162, and 16_3 through the Internet 10,
ASP server 6, and SAMchip 8 to the external nenory
7. That 20 downl oad processing is managed, as shown in
FIG 7, by the script dowload task 69 in the SAM
chip 8. Step ST23: The scri g interpretation task 70

‘in the SAMchip showmn in FIG 7 uses the service

ipitLo able _data and script 25.progr t
e bhlh bt OBek P hC ch8 2R pE Hr B Pl O daeg 1o
data bl ogk, output data bl ock, |og data bl ock, and
ko ﬁfﬁ?goﬁaﬁgfgﬁrng data bl ock for each business. The
generatéd data is stored in the storage unit 65 of
the SARFeRi P¥8:shown in FIG 9. 5 Step ST24: The user
Is issued the IC card 3. As shown in FIG 4, the
st or agBheinI€ &8rdfptdeedirSanamdgdient Gask d73 stares up
key information used for transactions wth the .

bnsi feBsskhacysar aeostepcteswith. 10 Note that the
user and a business may al so contract wth each other

after 4
20 ot TPGRN RS pElBebl G Aol WALl 32 LRLELRRE the

rsonal c e 5 to c the server 2 through
15 Thfhs nERR10ts PFookh htrERie s Sthoacs thethd
server 2 issues a processing request through the

Fhe e TReN tEoRed  Hepnspdats ielogk Ienl ¢ rentaRrt <@g tarblock

recei ves a processing request
32 _x2, log data block 33 x3, and computation defining data

block 34 x4.

At this time, the IC card procedure maﬁagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kef to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed- by the IC card 3) . Further, the IC card procedure

*  management task 72 uses the obtained service number to issue-

a command to the IC card 3.

Further, thg IC card procedure management task 72,
as-explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element correspdnding to that job to search through
the service definition table data and obtain the key

information co:._*respon_c_ling to that service element. Further,
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fromthe server 2, it accesses the personal conputer 5
through 20 the Internet 10. Further, as shown in FIG

" 16A, a processing request issued by the card

reader/witer 4 for the ICcard 3 is transmtted
t hrough the personal conputé® 5, Internet 10, and ASP
server 6 to the SAM chi p 8. Step ST26: 25 The ASP.

L 7
S8 ct| 2 %&tes . % GhieP BN BN “thli key

produ ty production request

stfores |1gpg[ﬁrrat§|€\ﬁ% ShOWI t he ISS%\*&@%‘&%Q%&L‘:%C‘?H y'[c

roductl on request, as shovvn in FIG 16B, it conducts
Cﬁaqq idrg SMATYREION |30 S]EryP tdos, ofT dgtagh @nchqther
generation task 71 of the SAMchip 8 judges 10 if the
PRadessiglg tang [o®tednd thet itighdatte ARcessr @s anedatennigned
SAM chip 8 after the end of the polling is within the:
stydagenang et defd med dagd e SC command of the script
program |If within the maxi rum nunber, it proceeds to
the preepssirag of step ST29, while i f not, it ends

t he processi ng 15 Step ST29 The entity generatl on

t ask S lch S I e

pl at e%:a a%t‘i'lo5 u%’epbaggé on ?,hgﬁ i%h or?ﬁafa'l %nd g%c’tc\édure

the issuer of the I C card 3 stored in  the entity
"dn <t imguesy anseamangd f9esbendc card 3 and

is waiting for the processing result of the IC card 3.

When the IC card procedure management task 72 receives
thelprocessing result from the IC card 3, it sets this in
the IC card entity data 73_x.

Step ST6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11;

In this way, in the present embodiment, the IC card

procedure management'task 72 performs processing for a

plurality of IC cards 3 present in the SAM chip 8 in parallel
ﬁhile selecting in order the IC card entity data 73_; for
the plurality of IC capds 3. Therefore, the SAM chip 8 can
simultaneously proceed with the processing even when
teceiving processing requests for procedurés using a
plurality of IC cards 3.

Next, the overall operatibn 6f the communication
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20 specified IC card entity plate data to generate the
IC card entity data 73 x. This corresponds to the

i nstance generation shown in FIG 12. Step ST30: 25
The SAM chip 8 outputs to the ASP server 6 the entity
73 1D of the IC card entitty0data 73-x generated at
step ST29. Step ST31: The I C card procedure

of S, 1R, 8. I vesti gates the
'rsgerw cer%m\%ﬂ; ?ﬁkt Iég'l (3' é%?l' cfﬁml%ggl.e his is
processing, ¢corr ndi to the Lob RS shown in FIG
00T, Lk Fnd BRE" IS Hup & st BT T Ao el L
72 of t'he SAM_ 10 chip 8 authenticates the |egjtinacy
renadfe e oy rth ey compiingt qat iy caesdion I sthagp ot i FiF « ot -
the job Al showmn in FIG 12. Step ST33: The IC card 3
aut hettiepatsS@21i:he | egiti macy of the SAM 15 chip 8.

Thi's is processing corresponding to the job A2 shown .
i N Fl @hel BusBnedisns 15732 tand 5SE33r bhpak@yC aledudstizdl by

SAM chip 8 nutually adthenticate each other. This

YL NG I d I;ﬁodt%)e ]ng:ipt programs 21 1, 21 2, and

21 3 describing processing for transactions-performed by

the businesses usin;_:; the IC card 3 for example on theg personal
computers 16_1, 16 2, and 16 _3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20 1, 20_2, and 20_3 corresponding
to the businesses 15_17to 15_3.

Step ST22:

The service definition table data 20_1 , 20_2, and 20_3
éroduced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3
produced at step ST21 are downloaded from the personal

computers 16 1, 16 2, and 16 3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

- download processing is managed, as shown in FIG. 7, by the

script &ownload- task 69 in the SAM chip 8.
.8tep ST23:
The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service definition table data and script

program to generate the IC card entity plate data, rinput
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Step ST34: The I C card procedure managenent task 72 of
the SAM chip 8 reads and wites data necessary for
the procedure wth the ICcard 3. 25 This is

processi ng corresponding to the jobs Rand - 74 W

~shown in FIG 12 and FIGS_. %gD_and 16E. Further, the

| C card procedure nmanagenent task 72 uses a

conmput ation formul a_specified based on the

FE flrdssimrryhidr itk inries 09 ks @legle andty
data 73-x to perform5 predeterm ned processing for
qemgnkatiiom defininhadaka dIedd £dr mrathduGresssl. 3.

Step ST35: As shown in FIG 16F, the I C card procedure
managdientgericaste? daftd e SAMredd End thid pitoxradee unit 65
processing result of 10 step ST34 to the ASP server

& tHLBIM Hhig @ MW & e I card procedure
managenent task 72 deletes the IC card entity data
73-X. e j.ned above, according to the

comuni CAtion - 15 system1l, it is possible to generate
the IC card ent.ity data 73-x_for each processing for a
pr ocedtife &R A ﬁ@s\ﬂ% t?'ﬁe IFCCE'é’%d and to have the

| C card procedure_managenent task 72 use the

pl ur afist phewny gncELG-efti thedatarggexupbt 50 of the IC 3a

"~ sinmul taneously proceed with processing for a plurality

off th8(IC Qacak Assthrdaikefeinf oot hmasied foe transactions
aut henti cation system1,
with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step S8T25:

For example, when the user uses the personal computer
5 to access the éerverVZ through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from thé server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card feader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, and ASP server 6 to the SAM chip 8.

. Step 8T26:

The ASP server 6 outputs to the SAM chip 8 an enti.f.y
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since it is sufficient to store the IC card entity
data 733 actually used for the processing of the IC
cards 3 in. the storage unit 65, it is possible to
use the storage areas 25 of the storage unit 65
efficiently. - .75 Further 7%tcording to the ‘
aut hentication system1l, as shown in FIG 12, since
d ure managenent task 72 nanages the

é?ﬁ?égt% ei’g%gtguggn of the jobs processed divided
into pst-start states, and conpleted states, it 5 1is
possi baat RtLfY pe %%Jc%fei*&ﬁc?@?ssn%t%%? ez bien
the processing relating to another job in the state
FpPYEngwghei A§SRBE ﬂﬁtghﬁréﬁwﬁﬁédlé>card 3. Therefore,
it is possible to elimnate the wait tinme caused by
transf@tepfS®Ta with the I1C card 3 through the
Internet 10. 10 Further, according to the :
aut herwhemt tiven SaMteipg, 8 fdCebesyi o et oy tposdiabién
data describes a nanme showing the type of service
PeQueded Dy Aankh BYSEIeSS16hNA ¢ iGonddits $MIGY WRA the
el ement, the nunber of that Service used in the IC
fﬁr?aéd gnd the key information used when providing 15

at service. This is held in the external nenory 7.
Therefore, businesses 151 to 15 3 not devel opers of
the SAVFRIhIHIEB: can produce their own application
prograns for running on the SAM chip 8 by the script
pr ogr &the 2ntityl gengngties task Howdl thd AN mhtip ughdges
the SAMchip 8 into the external 20 nenory 7 for
ioffi stiosn mahben. off helie | BC #idoek they N taf D3 e dorofekeyin
i nformation, operational commands for directly

R TiM Nehipeg | L €8F Gerde Sid BHCERDI G0 Vi P & ASDER B the

maximum number defined by the SC command of the script program.

If within the maximum number, it proceeds to the processing

of step ST29, while if not, it ends the prodessing.

Step ST29:

The entity generation task 71 specifies which
pﬁsiness’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
spedified IC card entity plate data to generate the IC card
entity data 73 =x.

This corresponds to the instance generation shown in
FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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information to the businesses 151 to 153, these

busi nesses can custom ze their own application

programnms. Further, when 25 a business custom zes its
application program it does not - 76 need to know

the key information or card78perati onal commands, so
the |l oad on the business is lightened. Further,

AS ¥ diHyg ltcoﬁ_}% Aiiest ieakl 93 §y§£ﬁ&&ted5590§t%{> §F29.
possible to define conputation content spanning a
plurm t%? §@rV|ces it is possible to provide

di verse services conbining a plurality of services in

a range of servj ces executed simultaneously with

appr oval® &€ (FFd @recagdrre dapagsanthdrask ctordh igre SAM
the authentication system1, 10 by introducing the

doie dhtinfestigated| dek, seneicrs whigut thentC ogapdt3 can
with the IC card 3 and the | og data can be easily
wmenaged. FIG 17 is a functional block di agram show ng
nore specifically the function bl ocks of the SAM chip

8 Sho%lslié prioces sing \toTFewp ohﬁlﬁbGtogthEhgoﬁ% shown
chip 8 is connected through an internal bus 90 to an
Aogonyni cation interface unit 60, external menory
connunlcatlon interface unit 61, bus scranble unit

donkﬁggfer generation unit 63, 20
' encry ‘yption unit 64, storage unit 65, and

CPU 66. In the SAMchip 8 shown in FIG 17, for
exanpf@eadC Sgish AneaEqure) granagamend] daskosd Isife the SAM

connect a card I/F unit 91 connected to the interna
diuip 30 awtlemtdfcates the legitimacy of the IC card 3.

This is processing corresponding to the job Al shown
in FIG. 12.

Step ST33:

‘,The IC card 3 authenticates the legitimacy of the SAM

chip 8.

This is processing corresponding to the job A2 shown
in FIG. 12.

By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to ‘FlIG.
lecC.

Step ST34:

The IC card procedure management task 72 6f the SAM
chip 8 reads and writes dﬁta necessary for the procedure
with therIC éard 3.

This is proéessing corresponding to the jobs R and
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reception/transm ssion unit 92 outside of the SAM chip
8 25 and transfer data with the 1C card 3 by a
noncontact system- 77 through an antenna 92a of the
RF reception/ transm ssion unit 92. Second Enbodi nent
The present enbodi nent is .ampgenbodi nent correspondi ng
5 to the seventh to ninth aspects of the invention.

I 19 js iew of the_overall confjguration of a
'go%%‘fﬁc’a‘fi%%gs e'ﬁ’\“aoﬁl%?‘t%@p?‘é%dﬁ enbodi nent. As
shown in FIG 19, the comunication system 101 uses
t he sdfwrithepp) thecl€ gard proctedusgrmaragenentitasy 72heses
present® 10 invention) , card reader/witer 104,

P @ogpvdtia tdom foemuldsspASPE {agMa sl ioantherpiréeprocessing
provi der) server 106, SAM (secure application nodule)
it draidfioned s el tkO MUt &48d 1dbdi ty 1ddea PGk 1do Gsdrform

and aut hentication units 1171, 1172, and 1I73 to .

B GR e d Broudl s tﬁ% fgi-%d}@;ui;a]tQ.o%ngsE?%fiﬁ{énd%%a read

settl ement processing oOr other “processi ng r-a
AL q_luel_reI ucsailrn‘g 2N | C card 103. The SAM unit 109 has
an external Tenory 107 (semi conductor storage circuit
of the present ‘invention) and SAM-chip 108
(sem SES®uSTH°circuit of the present 20 Invention).

The SAM chi p 108 has the software configurati on shown
i n Fl 8s showAsin [ RRgh LOFF| tGhe Z0; chlrd SAdbetdupe Mthdpsyent
fromthe bottomlayer toward the top |ayer, an HW
Halsdr \@ab&) thay8RM chip 8 outputs the processing result of

step ST34 to the ASP server 6.
Step ST36:

For example, the IC card procedure management task

.72 deletes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

713 _x for each processing for a procedure occurring with the

IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to

simultaneously proceed with processing for a plurality of

~ IC cards 3.

Further, ‘according to the authentication system 1,

since it is sufficient to store the IC card entity data 73 3

‘actually used for the processing of the IC cards 3 in the

storage unit 65, it is possible to use the storage areas

of - the storage unit 65 efficiently.
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25°'CS | ayer, |ower handler |ayer, higher handler

| ayer, and - 78 AP layer in that order. The | ower

handl er layer includes a driver layer. Here, the AP

| ayer has application prograns AP 1, AP-2, and AP -3
defining procedures using-ths I-C card 103 by the 5

credit card conpanies or. other businesses 1151, 1152,
and 1 ' I 19. In the AP |ayer,. the

ool s S dlebiding ko the Wadon e sdd Syaten 1,
hi gher handl er | ayer are provided between themwth

35 %ﬂwm &“F\‘K%ﬁ'i iéwaﬂ’écﬁft‘ﬁ g raTEPEPRTERFRIAFRagBuent
The SAM chip 108 is connected through a SCSI port,

a3k g2epnegescihe stgtefeofsxesartion ¢fetherjebagprocessed
server 106 is connected through the Internet 110 to a
dlurdgd tintofpostns bat tappstates amd| cohipbetedessavad, it
conmputer 105 of an end user and personal conputers

ilsl dosdiltile BHds8dPE tHE OtedutiseSSESorld Siob 1 16iKen adigart

. 1153. The personal conputer 105, for exanple, is

GRS &l s 148 OO 81 58T L3 a ke L3558 P U ple 1O L UM 10
type card reader/witer 104. The card reader/witer
ni.catjion

104 reallize or._ ex le wireless, co .
S RE Tt R R R fard o TnegRFoRR i1t 18 Ressible
card 103. The operational commands to the IC card 103 _
EheLimdddi S dadits timencepsefcbEakgangtes ef data with
enerated and anal yzed at the SAM unit 109 side.
é%"l?erfé? staxd thethoeputh rideelcintarnedy 104, per sonal
conputer 105, and ASP server 25 106 between them only
act t Guxtthier ,t oAt ARhd ettt ication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Thereforé,
businesses 15 1 to 15 3 not developers of the SAM chip 8

can produce their own application programs for running on

the SAM chip 8 by the script programs 21 1, 21 2, and 21 3

- and download them through the SAM chip 8 into the external

- memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential

information to the businesses 15 1 to 15 3, these businesses

can customize their own application programs. Further, when

a business customizes its application program, it does not
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- 79 content in the data payload portion and rel ay
the sane and are not involved in the encryption or
decryption of data, authentication, or other actual
operations in the IC card 103. The busi nesses 1151,
1152, and 1153 use their perisonral conputers 1161,
1162, and 116 3 to produce the application prograns

d | oad_the pr
A el 0T o M ORI R0 el R1AERT cpppanas.

117 72, and, 1173 throu h the SAM chip 108 to 10

Fre "?e et sHae a‘@‘es’a’i‘% 5 HHresastnal nenmory

107. At this time, since the busi nesses 1151, 1152,

and FErthare arcerding o vihe BHdieHiimatiqhesysten 1,
storage areas in the external nenory 107 where the
sipte Gt ilenppsegdgbdatto AfeflinsARohpudadidB- 8oosankbespanning
downl oaded to are decided in 15 advance and whet her

HENEH 1 6B df FrdikdOWil0ad Hessiblle 8oSHRERe i ERerse
is verified by the SAM chip 108. Further, while the

Sopi&aL i & pudal £y o AL e§:ﬁ{ Bl e of
execut ed, 5$§E€g$emal S FVVrestrlc tran IQ%%

Vi ew of_dat m)’dﬁé]h a atJ n % AP
£ et oE S SR RIS T PR Lt ofhe 1C
progranms. AP 1, AP_2, and AP -3 to the SAM chi p 108,

Fard Uit i cation units 117 1, 1172, and 1173, as
expl ai ned |l ater, performnutual authentication with

t he SAMihgr,1G8jcqurdidgr ed Itéledmuﬁtaax:timtsiiognatymtaem 1,
verification key information, etc. - 80

by intreducing the concept of a data block, the data input
and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
encryption/decryption unit 64, storage unit 65, and CPU 66.

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, | it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF

reception/transmission uvnit 92 oﬁtside_ of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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Next, the conmponents shown in FIG 19 will be

explained. [IC Card 103] FIG 21 is a functional block

di agram of the IC card 5 103. As shown in FIG 21, the

IC card 103 has an IC (integrated circuit) 103a -

provided with a storage unmi t77150 and processing unit

151. The storage unit 150, as shown in FIG 22, has a

15191248 alpa P

ot hor ey ancEing J7al ot Phe e BobbRt)bog thlngREEan tna
siness 1152, and a storage area 1553 used by a

busi ness 1153. Further, the storage unit 150 stores

key iq{brna [ sed for judgi ng the exi stence of the

right Ll@ﬁﬁfé@ﬁilﬁS area 1551, key information

used for judging the access right to the storage area

1552, Biripregenkf erhedinantisesl atoerbpdigeny cimrespensding

right to the storage area 1553. That Kkey information:

e Ypecidvasth ytaigetitfloraspdatad ofiuithe ninveaditish .

encryption and decryption of data, etc. 20 Further,

_the swagawmé al Y e FeHORI 1921 F i quration of a
information of the I1C card 103 or IC card 103 user.

d t
Ptans it 2 #@94#%%%% PRGN b e ng
th f th t | 107. -
hs shAnefie G T2 1He LhScapmunieArion eHe ter: Hohaises

the server 102, IC card 103 (integrated circuit of the present

invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SEM (secure
application module) unit 109, personal computers 116 1,
116 2, and 116_3, and authentication units 117 1, 117 2,
and 117 3 to communicate through the Internét 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.
The SAM unit 109 has an external memory 107

(semiconductor storage circuit of ﬁhe present invention)

and SAM chip 108 (semiconductor circuit of the present _

Ainvention) .

The SAM chip 108 has the software configurétion s_hofwn‘
in FIG. 20,

As shown in FIG. 20, the SAM chip 108 has, from the
bottom layer toward the top iayer , an HH (hardware) 1ayer,.

0s layer,_ lower handler layer, higher handler layer, and
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menory 107 include an AP storage area 1201 storage
area for storing the application program AP -1 of the
busi ness 1151, an AP storage area 120 2 for storing
the application 5 program AP -2 of the business 1152,
an AP storage area 1203 fov8storing the application
program AP -3 of the business 115 3, an AP managenent

Ai,tq_ & 3he ;]_sd% d. by the manager of the SAM chip
a%nd a a:éiyj'/a%iln orneti on storage area 122. The

a I| ram.AP -1 stored.in the AP storage 10
afga 5’1 | gﬁﬁ%&f JeYET Ilﬁlc&l"fif";? 8f dﬁl"b’&f‘al}ﬁyer
nmodul es. Access to the AP storage area 1201 is

restr HefFed ¥he AlRclayer has prrly g2 tipe pamgtass ABnl, AP_2,
program AP -2 stored in the AP storage area 120_2 is
apdmpiE]_Se diedfind.ng praldednrefs mrsdgigahhen ddl esrdl 3 0&c dgs the
to the AP storage area 1202 is restricted by the :
cirieddwabh r8Viédmp dfite 8 i ictiHdrOBuRA ABE88LAP1531 StDIS M} | ing
the AP storage area 1203 is conprised of a plurality

1qf5 B QbR TRdwRs. 1gAccess to the AP storage area
1203 is restricted by the 20 firewall FW3. In the

prese abov ram nodul e

B b o S e, Toer  dher BPP T4 BASROATACT e A 3 e _2.
of the SAM unit 109 to the external nenory 107. The
aﬁa‘n%BL 3rdt Hee phighar hardles Yawen fyeaaevided between
application programcan 25 be freely determ ned by

thaw wikh d9pewiilds Fisifiteswall82f Fhetdmwasertthdnvention) .
application prograns AP 1, AP 2, and AP -3 stored in
the exhersmM akripryos0isacenficea88l eArod§RYaasBEST port,

the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through thé Internet 110 to a plurality
of terminal apparatus including a personal eomputer 105 of
an end user and personal computers 116 1, i16_2, and 116_3
of businesses 115_1, 115 2, and 115 3.

The personal computer 105, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 104. The card reader/writer 104 realizes for

example wireless communication corresponding to the physical

level with the IC card 103.
The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and

analyzéd at the SAM unit 109 side. Therefore, the card

reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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descranbl ed when read into the SAM chip 108. Further,
the application programs AP 1, AP 2, and AP -3 5 are,
for exanple, produced by the businesses 1151, 1152,
and 1153 using the personal conputers 1161, 116_2, and
1163 shown in FIG 19 and at® -downl oaded t hrough the
SAM chip 108 to the external menory 107. Access to

%“‘e-eﬁ‘z P SHE T b B TR T Y R T P an

FW 3, FW4.  correspond to the fir
2ERofiRt] AnEbEIey ST e ABn TR SHEN O s oP AYR EA PR L2t
stores 'the nodule nmnagement data 130 shown in FIG -
apghenticpEippdurE prEhsgereitladarre¥sbipragi inethet & card
nodul e nanes of the program nodul es downl oaded from

- 10Be personal conputers 1161, 1162, and 1163 in'advance

and the downl oad signature verification key
i nf or pR&i pasiflevsbsatikey, 1DS02[BAhANLIDS Bhesereaem—
i nvention). 20 That is, —downl oad of a program nodul e

pé§sah59wee ﬁ@qutquah OR16he Madyl ¢18RBageBRbddabAthe
30 haV|ng ? omnloadS|gnature verlfrbatlon key

tlon reqister |n a Furd h t
B H R aBER e Lih L soMhed! (HE i Snchioihoatd Ehe
t he program nodul es execut ed the SAM chi p. 108 83
pPrAduend éRE%&FPGﬁ°§|QHQHEPESV§KFPP€BtFBﬁ ﬂé&hentlcat1°n
information registered init. That is, the right for
upipsoyidnilpoddl’e2t, 0abd di&cit shrough the SAM chip 108 to

predetermined storage areas in the external memory 107.

,At this time, since the businesses 115 1, 115 2, and
115;3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
AEﬂ;, AP 2, and AP 3 can be downioaded to are'decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and AE_3 are being executed, the firéwalls FW restrict the
transfer and viewing of data among the application.progiams
AP 1, AP 2, and AP 3.

When downioading the application programs AP_l, AP_Z p
and AP 3 to the SAM chip 108, the authentication units 117.1,
117 2, and 117_3, as explained later, perfofm mutual
authentication with the SAﬁ chip 108, produce the download

signature verification key information, etc.
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by the SAM chip 108 is obtained conditional on the
nodul e 5 managenent data 130 havi ng the execution
signature verification key information registered in
it in advance. The nodul e nanagenent data 130, as
shown in FIG 24, shows th&correspondence of the
firewal | nunmber of the firewall restricting access to

t he pﬁg%amtﬂad%ap%bwg%hom Leptkli gat L9my be
informati on of the present inveniion), start address,

eaﬁgr§%§ ength downl oad signature verification key
ornatlon execution signature verification key

i nformat.ion, dul e nane for each program nodul e
of thgagpﬁPFéaagaﬂnprograns AP 1, AP 2, and AP -3

stored in the AP i5 storage areas 1201, 1202, and

1203. Fiigre21t e pi Fangtionahbelochhagtam middre diC card
the firewall by which access to that program nodul e :
108. restricted. The start address shows the start

address of the 20 storage area for which access is

restrpgt goly tRakFIG.rewal khe réheazddiessnkenghhic
shows the address length of the storage area for

gﬁk&Hr %%§81&%u&%§tib§%g€ % 1&2 twifﬁ‘%Mﬁédr(#% ﬁﬁ?t }50

nature’veri ron key 1nformati

e key informti ed for the signature
a?@r?FPE&PF&Hg ?glgpégaorned when. downl oadi ng a

progran1nDduIe through the SAM- 84 - chip 108 to the
ext er ABP TEMAIL POIE HHY efetherpinsFifatd# ehas a storage
verification key information is used for verifying

args 3b§nat usedi hyoa nexedit gramh danmpanyp ooy dmerbulsé ness
when executing that program nodule by the

115 1, a storage area 155 2 used by a business 115 2, and

a storage area 155 3 used by a business 115 3.

Further, thé stora@e unit 150 stores key information
used for judging the existence of the right to the storage
area 155 1, key information used for judging the access right
to the storage area 155 2, and key information used for
judging the access right to the storage area 155 3. That
key information is specifically used for mutual
authentication,"encryption-and decryption of data, etc.

Further, the storage unit 150 stores identification
information of the IC card 103 or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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5 SAM chip 108. In the present enbodi nent, for

exanpl e, each programnodule is given signature
informati on showing its |legitinmacy. Wen that program
nodul e has been illicitly nodified or tanpered wth,

it is possible to use the-eg&cdtion signature
verification key information to verify that 10

si gnatur e.J.0f 0 i-on,t,0 nfirmthe |eqgiti. of

Char 2 EnbhMLIBHE" 250 FRY A RAdL o2l bEe Urternal
assi gn qQ that, program nodul e. The key infornmation
TS gg%a?ﬁ dpcirsed gy o oAy RS 1R o torage axea

i nformation K C used when accessing the storage area
foar pterifre Yhe @prd irgd-igromraaram @P_A2 afy thex ing§s
of the application program AP 1, the encrypted key

115f dr,mani B FelRge sakali@® @cfersshgrihe tHeapyd iaraaion
1552 of the IC card 103 shown in FIG 22 by execution.:
progrdt hbe2appliabuginisedl2s) AP #n randtbbagensryptieh 3
key inforfmation K -C3 used when accessing the storage —

f@li:eétlaﬁ%g Q:fhet I%%g'plglc{aq:rl%nl %%p 3 Ala):g ??%2 1;% &)usiness

execution“of the Icatio gram ey

198131 B 0 e TR 2 SIS UP e o

i nformation storage area 122 is allowed only by the

ofahhagFAM chi 188y 2R Ky ipSapreakipr19bpraye anen 122.

.a functional block diagramof the SAMchip 5 108 ‘
‘shownThe #Pp@lidetion program AP 1 stored in the AP storage

area 120 1 is comprised of a plurality of program modules.

Access to the AP storage area 120 1 is restricted by the

firewall FW 1.
The application program AP_2 stored in the AP storage
area 120 _2 is comprised of a plurality of program modules.

Access to the AP storage area 120_2 is restricted by the

firewall FW 2.

The application program AP 3 stored in the AP storage

area 120_3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program moaule
is the minimum unit downloaded for exémple from the outsidé
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program can

be freély determined by the corresponding business.
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As shown in FIG 25, the SAM chip 108 has an ASPS
communi cation interface unit 160, external nenory
conmuni cation interface unit 161, bus scramble unit
162, signature processing unit 163, authentication
processing 10 unit 164, enc8¥ption/decryption unit
165, storage unit 166, and CPU 167. The SAM chi p 108

is at Bhox: stant dule The A i cat
inter Fﬁgg: ani t Plpg ST SR BT PARETR us%eps-lf'or pui1 %g\%—
%FE? t of ata with the ASP 15 server 106_shown in

e EXETRAL werery d8Mnaxec SCFaRblRCer fhey are
uni t 161 is an interface used for input and output of
dgscx apdied wheneieadhdintiee iy SAY7 ch¥pe188s scranbl e
unit 162 scranbl es output data and 20 descranbl es
I nput Fdathewnhecthe mplticad iandpoodpahs ARy Idand 2t hodgle 3
the external nmenory comrunication interface unit 161.
are[N€o%i gRahple, Ppo6assLaA Y Nile ik idedd ailed | atiy 2,
produces a signature and verifies a signature when 25~

| hsth
a“%?@?%@?’ B3%5 300 peakfay camRaTers) Tra 07?‘%%% and

1§EcdestPhy o £10, 19 o5, rBe Ba L gndean thrgmk the G

mut ual authentlcatlon with the other .party when

<hdpnit88ditrg the sybersadi memerygh8h-t hr ough t he

Internet 110 to the external nmenory 107.
Acceas to the AP management storage area 121 is

‘restricted by the firewall FW_4.

Note that the firewalls FW_1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modples downloaded from the personal
_compﬁters 116_1, 116_2, and 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a program module is allowed

‘conditional on the module management data 130 having the

download signature verification key information registered
in it in advance.

Further, the module management data 130 has ‘the module

names of the program modules executed'by the SAM chip 108
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The encryption/decryption unit 165 encrypts data and
decrypts encrypted data. The storage unit 166 for
exanpl e stores the key 10 information K X for
decrypting the key information K Cl1, K C2, and K C3
stored in the key informatigam storage area 122 of the
above- nenti oned external mermry 107. The CPU 167

| tes t d d
< B R SRR RS BL A, 0, nformation

invention) . 15 and executes a designated application
rﬁﬂ&ﬁﬂ:&ﬁﬁﬁwl&c&&rdance with execution of the tasks.

FIG 26 is a view for explaining the tasks executed

by t hBhgpuigsthepnsighwhor rp Plragraé mpHulepPtp 18y executed

executes the download 20 task 170, systemtask 171,
bfPthasBAM/ 2hipr agBadsobbitheénpeaenti tibnadt banktheamddule
"settlenent processing routine task 173. The downl oad .

mhAtkehéAt @3t8XARY REYihat ehe BRELAEFBn BigR&TSIAY for
downl oadi ng tan application program from Outside of

A t 9 he SAM 108 to the
v&Q? g?ng:tﬁﬂﬁh kb ib?o%{gg;}% & %35/13% ergndt ask %flm advance
task for erf rmn drlver mana ement, operat.ions

uni queP ‘ng ‘FC“ FERPRE g%?er iy FIfne 24,
AP task. 172 corrprehenswely rmnages the execution 5
shewshthgppprraspondgnegr afisthe firapall ppgbap of the
performed when the SAM chip 108 receives a processing
fiegquwell festrittindFeceryep Lhe mrogtaenivelideofirdeall
of the SAM chip 108.

-identification information of the present invention), start

address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP 1, AP 2, and AP 3 stored in the AP
si';orage areas 120 1, 120 2, and 120_3.

Here, the firewall number shows the number of the
firewall by ﬁhich access to that program_modﬁle is
restricted.

The start address shows the start address of the
storage area for ﬁhich access is restricted by that firewall.

The address length shows the address lrength of the
st6rage area for which access is restricted by that firewall.

The download signature verification key information

~is the key information used for the signature verification

Pexrformed when downloading a program module through the SAM
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The settl enent processing routine task 173 deci des
whi ch of the application prograns AP 1, AP 2, and AP
-3 to 10 use when for exanple the SAM chip 108

recei ves -a processing request relating to the I1C card
103 fromthe ASP server 10684 Next, exanples of the
operation of the communication system 101 wll be

emo . ..

s oa f10W chart for expl ai ni ng the
operatjion of downloadin n application programAP -1
from {fhs BEFSBRAPD BLapRtere 1‘1%:#’5%\'7&9? gy gnipgmafion
_the ext'ernal nenory 107.' Step ST101: The persona
igomsece £orl Ferifavimg FhE Gignd targn dmifiogmat ano ailven to
SAM chi p 108 adownl oad request designating the nodul e
anpregrhremocdupeogham evdauting bkatgprdgedie nddulaidly the
the authentication unit 1171. Step ST102: The
sienehepd1b8SK1h78hé URE H8n £ NedbEd 0dh €1 #1850, each

25 in FIG 26 perforns nutual authentication wth the

Cﬁéﬁgﬁy%e%g [.Sper tgggé&pr Downlqﬁq ng AP to Externa

'p%:g Sgﬁlgkﬁtola%ﬁte' Gat 'g%%ggnn 'séa%:%h%r%oaﬁ%trﬁgth.%nt Ig%ow:i.ng its

conput er er, en each others

| egitimcy s confirmed by the nytual authenticati.on,
LR e PgERys Mg Pof bt prestys Roghie Pasirens Tjes iy
that, in the present enbodinent, it is possible to
ngdié figd; o dappereddeicth ad t e Peseiilgute tee theexecution
mutual authentication, but for exanple the foll ow ng
sigobtugeevesifisedion key information to verify that

signature information to confirm the legitimacy of that

program module.
The module name is the name assigned to that program
module.
- The key iﬁformation storage area 122 stores the
encrypted key information K _Cl used when accessing the

storage area 155_1 of the IC card 103 shown in FIG. 22 by

’ éxecutio_n of the application program AP_1, the encrypted

key information K c2 used when accessing the storage area
155 2 of the IC card 103 shown in FIG. 22 by execution of
the application program _AP_Z,‘ and the encrjfpted key
information K C3 used whén accessing the storage area 155 3
of the IC card 103 shown FIG. .22 by execution of the
application program AP 3.

The key information K__Ci, K _C2, and K_C3 are encrypted

by the key information K X.
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Both of the authentication unit 1171 and SAM chip 10
108 hold identification informati on of the SAM chip
108, that is, the SAMID, and the nutual :
aut hentication master Kkey information. Further, the
aut hentication unit 1171 engsypts the SAMID by the
-mutual authentication master key information 15 and

transits it .to.the,SAM.chip 108. The SAM chi p 10 .
Hoars Beicba £ b 12y bt o Rt os e rbar 152 s

authentication master key and conpares it with the
addigqed anlyp ks thessanagey qfattths PM ighigo9% ms t he

| egitimacy of the authentication wunit 1171. Further,
rever 488 Chlijps 1083e SAM chip 108 20 encrypts the SAM

I D by the nutual authentication nmaster key

I nf or rEiG.o25ahd &rfunsdticnal Blbd@izidiraenbiEcaheO08AM chip
unit 1171. The authentication unit 117 1 decrypts the

10RC YR 8NF Rt @b SAM I D by the nutual
aut hentication master key and conpares it wth the

SAM | D _i ds i &5 f o4l f t QRN 25 i onf.irrr§5
t he IeRSi Pr%aw@yigf the SRv éhq‘%’p%.%"é-é’ 1§{8eg‘a§Tf6‘3: PS
The daownl gad task 170 judges whet her each nodul e nane .
EBEIFIEAF By IrReTdanT St dffestexhe iy merARY i s
registered in the nodul e managenment data 130 stored in
copaug iR them Javkenfasteonugd: diéda bus gfonamb lex tuexirtall 62,
menory 107. Step ST104: -The downl oad task 170, when
sjligtigitngea preicem sSh0 Bintitatl 63 ,t authesit ilcadiisine pathcediddhg
the processing without performng the download
uRARCEES |, NGhoifiht Lo B Wi Hg ddid 166 ,1 Storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19,

The external memory communication interface unit 161

is an interface used for input and output of data with the

external memory 107.

The bus scramble unit 162 scrambles output data and

‘descrambles input data when inputting and outputting data

through the external memory communication interface unit
161.

The signature proceséing unit 163 as explained later
produces a signature and verifies a signature when

downloading an applicationLprogfam_through the Internet 110
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10 registered, perforns the processing of step ST105.
Step ST105: The authentication unit 1171 encrypts the
SAM I D as plain text using the AP master key KEY-A to
generate the download signature verification key
information. 15 Further, +tgéransmts that downl oad
signature verification key information or signature
ornatlon roduced t downl ad si;gnat u
barfd ERserar e Ro Ry L Al Misr EREBRR e B Scation
Step ST106: 20 The downl oad task 170, when receiving
PERETABWN| oad signature verification key information
at step ST105, judges if the received downl oad
si gnaTheecaythehtigatdankpyoceaddbnganndh hfchesewplpined
t he downl oad signature verification key information
latekrhpeefoimspandiual chdhleatication wheh2thendther party
managenent data 130. - 90 Further, the downl oad task.

whéf ddeTod 866y W dp %fﬂQcaﬁhgﬂ%ﬁgﬁrdnnftﬁi:ﬂﬁbhoih@ﬁn%‘é&&et
ST105, uses the downl oad signature verification key

| 1&Bf%Pe logx%grhgid&%kt%ggggqlng nodul e name in the

management
of that signature informtion T107 The
down| 538 ¢ em%oﬁ?ﬁefé’é&etf‘ant'ﬁlélb r‘t Qg and
ST108 when judging that they match at step ST106 or
depsuptadghayyprked dagasi gnature information is
legitimate 10 and ends the processing in other cases.
The storage unit 166 for example stores the key

udge the 5 legitinacy

information K X for decrypting the key information K C1,
K C2, and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167-executes tasks as explained later based
on a predetermined program (program of the present invention)
énd.executes a designated application program in accordance
with execution of the tasks.

FIG.-26 is a view for explaining the tasks executed
by the CPU 167. |

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 171 « AP task 1'_72 (program of the present
invention), and settlement.processing routine task 173.
| The download task 170, as explained later, pefforms

processing for downloading tan application program from

outside of the SAM unit 109 through the SAM chip 108 to the

external memory'107.
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Step ST108: The downl oad task 170 specifies the
address in the external nenory 107 corresponding to
the nodul e nane designated at step ST101 by vi ew ng

t he nodul e managenent 15 data 130 and downl oads the
program nodul e fromthe per8onal conputer 1161 to the
specified address on the external -menmory 107

: f. A P
‘ [QOIer %LI 0?8' el‘ﬂnart % “199. 9. DQ: ?caﬁleog r njngodé:lver

of explalni efation
whi ch the SAM chip 108 shown in 19 executes the
m&ﬁﬁﬁeﬁﬁPan°BF66F&HPRP“&1q§FéB’§#T1fc tREd 163 o9 other
chip 108 receives a request for execution of the
PxegEiSE4fi%n program AP -1 for exanpl e fromthe ASP 25
server 106, the AP task 172 shown in FIG 26 executes

t he - TB& APrioxsls STy colnpgebenSitédy mShageSTHHL execution
Before the AP task 172 executes a program nodul e of
offhehaPapplabhatiol’ pgbarunl Ap 1| KRR it MEXE PdifHtmed
5 signature verification key Tnforrmation correspondi ng

e THE MOe A AR dat "ag Cegy From

SBo RSP AT A AP O B RETIORe GOt Tt O CREeRhoP (8-
ver! f%be settlement processing routine task 173 decides
which of the application programs AP 1, AP 2, and AP_3 to
use when for exainple the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication

' system 101 will be explained.

{Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP 1 from the personal

computer 116 _1 shown in FIG. 19 to the external memory 107 .

Step ST101:

The person'al computer 116 _1 shown in FIG. 19 t:;ansmits
to fhe SAM chip 108 a download request designating the modulé
name of each program module tor be downloaded through the
authentication unit 117 1. |

Step ST102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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the legitimacy of the signal information of that
program nodule. That is, it judges if the program
nodul e has been illicitly altered or tanmpered wth.
15 Step ST114: When the AP task 172 verifies at step
ST113 that the signature-i BBormation is legitimate,
it proceeds to the processing of step ST115, while

es eqi t i mat i.t ends t
é“’%?%e‘*s‘%.én;@i% phseeb &) peres e e 89550t pomputer
t rQ rantnDduIe for which the signature
#ﬁe_&f Ot Heh Saffy QP Dt aEdrimanu &5 gt rmed
that, t'he program nodul e may al so be executed by the
byplhes mudiadn anfhppGicatigs  athabpracensing efiestep ST103
program 25 [Operation During Execution of
iApmerdadmmesd Progran] - 92 FIG 29 is a view for
expl ai ning the operation for execution of an
appl | eRiteO RhALQIEAMEh St BPe SdAL lem¥bRIméRE, AR LB Ipo’lsplble
executes a code in a programnodule 5 through t he

& agesY qoﬁt;owact.g ﬁhg’s a8 thb é'gﬂﬁf?&@uefé@rthcfi@gautual

CO e to be execute IS a. CO e 1 ns ctlng

§ﬁ§fer g dat%u¥h§ RET7 E§%££é€ ant dule is

to be executed 10 next does not i nstruct data

_“FFQnsfer or data viewing with another program nodul e,

it proceeds to the processing of
Both of the authentication unit 117 1 and SAM chip

108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the Itt!ttual authentication master
key information.

Further, the authentication unit 117 1 encrypts t:he
SAM ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM___ID it holds itself..

If matching, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transmits it to the authentication unit 117 1.

The authentication unit 117 1 decrypts the received

-encryptéd SAM_ID by the mutual authentication master key

‘and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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step ST124, while when it judges that it does instruct
the sanme, proceeds to the processing of step ST123.
Step ST123: 15 The AP task 172 executes that code.
Step ST124: The AP task 172 for exanple perforns error
processing w thout executiag that code. Next, the
overal | operation of the communication 20 system 101
shownSE%nggﬁo%g wi Il be explained. FIG 30 is a view
for explaining the overall operation of the

Lcat i tem 101 shown in FIG 19. Step ST131:
The bACRBe¥BLoTdsiaTh THE3usaes PapEyeF ctpel merhots fpme

t hese busi nesses produces the application prograns
dgpignatgg bypthe glewnipad’ reguestaldlti s¢eprhSTOJi desses
to perform processing relating to transactions
rpgisdered s thet hedule nandgdf@ndndite 130 siated in the
conputers 1161, 1162, and 1163 shown in FIG 19. 5 .

ABUnbRagemkhe BRB2d8E Qtehhe2 BAM CHI <0G ARNC ARy 107.
t he nodul e managenent data 130 shown in FIG 23,

scranmghgs giphggand stores it in the external nenory
107. Step ST132: The application prograns AP_1, AP 2,

209, Moy g S B 0uhy il e AL LR e
i%o:ir.gp l;lltoetr geg—[}. g ']Eéré}l? 2e’nc.?sn (3:11]5-.'1330}:2 s L ;I:L]r?g Swﬁ\{lzlfom tp p]é(x):?ﬁ:o rming
the download processing, while when judging that it is
registe:ed, performs the précessing of step ST105.

Step ST105:

Tﬂe authenﬁication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download sigqature verification key
information to the SAM chip 108:

Step ST106:

The download task 170, when receiving the download

- signature verification key information at step §T105, judges

if the received download signature verification key
information matches with the download signature verification
key information of the corresponding module name in the

ﬁodule ﬁanagement data 130.
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At this tinme, the processing explained using FIG 27
is perfornmed. 15 Step ST133: The user is issued the IC
card 103.. As shown in FIG 22, the storage unit 150
of the IC 103a of the IC card 103 stores the key
informati on used for trans@@t+ons by the user with
the contracting business. 20 Note that, the user and a

busi n S- %%% akio Q%hud% tas%OQH act ; egr% car&q the

| nt erne ‘etC.” arter 1ssuance’ o
Step ST134 For exanple when t he user useg th
tipn pf5 SRR HLS 1t M SSer C%?l“d

through the Internet 110 to - 94 try to purchase a
sasdisize veeifdcasioropey drdemahisresfi hge ¢axfrsponding
through the Internet 110 to the ASP server 106. The
mdSR ise magie 106 thehmndndeenanagemept odatai hd0reguipsdge the
fromthe server 102, accesses the personal conputer

105 A rdddough dha: IJilaiaRirel ke drmiation. the

: proce33|ng request for the 1C card 103 issued by the

card Wot.er 104 is transmtted through the
per sona conputer 105, Internet 110, and ASP server

106 tg.th 108, STl 5: .10 SAM chi.p
105 < Hhe: downtoadolash 130 BRoGFATRLSS A BRCHeRRMS of
processing routine task 173 in accordance wth t

he
when dadgiagithed dhexn eptshiat step ST106 or

executes that selected application program
when judging that the signature information is legltlmate

and ends the processing in other cases.

Step'ST108:

The download task 170 specifies the address in the
exﬁernal memory 107 corresponding to the module name
designated at step STldl by viewing tﬁe module manegement
data 130 and.downioads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

{Operation for Executioh of Application Program]

FIG. 28 is a flow chart fer'explaining the operation
5y which.the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111l:

When the SAM chip 108 receives a request for execution

of the application program AP 1 for example from the ASP

‘ seiver-IOG, the AP task 172 shown in FIG. 26 executes the
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The processing explained using FIG 28 and FIG 29 15
.in the execution of that application programis then
performed. Step ST136: The SAM chip 108 outputs the
result of execution of the application programto the
'ASP server 106. 20 As expta?hed above, according to

the communi cation system 101, as expl ained using FIG
pebcedising Lite sPAM &hpo 108 uses the authentication

units 1171, 1172, and 117 3 to authenticate the

downl r he application program and allows the
domnlgggso§9§%%'application programonly to 25 an

aut hori'zed storage area in.the external nmenory 107, .it
~"95 BpEopgethel AP bagketdA SXRCHNES: RoPEOET BaRRflale oF
fromillicitly exchanging or tanpering with an
thepkppaticetipnopragran fFel editecsd aabidiny epprution
Further, according to the communi cation system 101, 5
sigaatiute oM. ChcptioB ke sint qymurtdlart vookeapphidiag ba the
progranms, since data transfer and data and code
mOdE Ve SardB R %ﬁB'lxb + A0 nYRAARY #éLef LBl It eHelyodule
the firewalls FW 1, W2, and FW3, it is possible to

' r [ of each application programfrom
~RoFEHr Bataning oplcati on prog

icitly interfered with 10 or tanpered with by
anot h applLcation program Further, it is possible
to ing%SQeB%EiQConfidentiality of each application
program Further, according to the comrunication
syst efe0AP tagkeljpParfed &EPng*prutisy sggesture
executing an -application
verification key information obtained at step ST112 to verify

the legitimacy of the signal infomatio_n of that program
module.

That is,.it judges if the program module has been
illicit;y ‘altered or tampered wi.th.

Step ST114:

When the AP task 172 verifies at step ST113 that the

Al

-signature information is legitimate, it proceeds to the
. processing of step ST115, while when it judges it is not

' legitimate, it ends the processing.

Step ST115:

The AP task 172 executes thé program inodule for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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15 program by verifying whether that application .
programis being tanpered with, it is possible to
avoid identity theft or other illicit acts based on
an illicitly tanpered with application program
Further, according to the-cepnuni cation system 101,
20 by conprising each application program by a

| .
Gonni S5t &R Set ARH Eoihe R5P) 2107 30h i FEesRLion £or
program rmdul es. Further, according to the

iBats ﬁ“sfé’t@fﬁcfd:]!-‘m B %= ™or mi ng t he usual
scranbliing on the highly confidential. 25 key

i nf or B&epoRTAR4d for operations on an IC card 103 to -
96 encrypt it and storing it in the external nenory

107, Wheni €h@@ISthsR 172 bRpEGtestdeodieciti ia progyah nofdule
that key information. Further, according to the ,

thedulyh '%ﬂ%‘?Qo&&%&gﬁblg%ownslﬁ'ﬁﬁé t9e, appl { kdfdHRehether
program perforns encrypti on and decryptl on at the

thlarre f q:;)d% access tb a L{__s scrarg)lﬁ f%%c%lng tda{tsa
POSSI 0 preven an appﬁ [ casil on program sto d
the external nmenory 107 frombeln illicitl an Iyzed

trapstem oF Gatd g e D oS LIRsT Terg
108. FIG 31 is a functional bI ock di agram ShOVVI ng

more StppcPER@dl:ly the function bl ocks of the SAM chip
108 shown in FIG 25. As shown in FIG 31; the SAM
chi p WA&ni the apneasled 72l jutljesugin athentadd dlo be exEfhited
to the ASPS conmuni cati on _
next does not instruct data transfer or data viewing with
énother program module, it proceeds to the processing of
step ST124, while when it judges that it does instruct the
sﬁme,,proceeds to the processing of step ST123,
Step ST123:
The AP task 172 executes that code.
Step ST124:
The AP task 172 for example performs error processing

without executing that code.

Next, the overall operation of the communication

system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115_3 or a party requested

by these businesses produces the application programs AP 1,
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interface unit 160, external nenory conmunication
interface wunit 161, bus scranble unit 162,

encryption/ decryption unit 165, storage unit 166, and
CPU 167. Part of the functions of the signature
processing unit 20 163 and3duthentication processing
unit 164 shown in FIG 25 are realized by, for

X aplama e :C%rlﬁgnaﬂﬁdgﬂ Yl MU SO Y fbrm
FFG._31 for- exanpl e as own in FIG 32, it is also

i ég’re;i%mlg{?l tfgS.r%%ggﬁt}!{ﬁgﬁggle}:fé%‘egotgsnfgé e‘ghe IcC
rec on/tr nsn1SS|on unit 192 ou he SAM

dS foon' 680" ERasprancrereaBeEow LAt hol 16 Zarahd osl6_3
by -a noncontact system through an antenna 192a of the
skpwie danFIGh/ th%nsni ssion  unit 192. Third Enbodi nment
5 The present enbodi nent is an enbodi nment
corr efpottiery the wamayeéirhoifo that ISAMS phdps 108 ghaerates
invention. FIG 33 is a view of the overal
theninodiulat nahagbmen tCAARHNT 88t sRAwRYHh IR0 Df ddi@mbles
present enbodi nent. As shown in FIG 33, the

0 0 nnss lo72 IC
' 1%a?§“§%%ﬂk%ggbg¥ég' t%%#lter fﬁé} pergéﬁa conputer

205, ?g gggé cation service provider) server 206,
SAM ( eBr i cati on nodul e) unit 209, persona

conmputers 2161, 2162, and 216 3, and authentication
un|tsTE?7§PP12??21°§n8r2$¥5mﬁon€nﬁnuﬂ?ﬁgteaPﬁréﬁgﬁ ere
Internet 210 15 and perform settl enment processing or
dowhdpagedc &ébgionghf dthe auphesddgatiosi mgitlse 10E dard17_2,
203.
and 117_3 from the personal computers 116 1, 116 2, and 116_3
to the SAM chip 108.
At this time, the processing explained using FIG. 27
is performed.
Step ST133:
The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC

103a of the IC card 103 stores the key information used for

- transactions by the user with the contracting business.

Note that, the Aser and a business may also conciude
a contract through the Intefnet 110 etc.rafter issuancé of
the IC card 103. |

Step ST134:

For example, when the user uses the perscnal computer

105 to access the server 102 through the Intérnet 119 to.




10

i5 -

20

25

The SAM unit 209 has an external nmenory 207 and SAM
chip 208. The SAM chip 208 has the software-
configuration shown 20 in FIG 34. As shown in FIG
34, the SAM chip 208 has, fromthe bottom]|ayer
“toward the top |ayer; an HW®4hardware) |ayer, OS

| ayer, |ower handler |ayer, higher handler |ayer, and

A% tairdihddal pRbdaEt, 2nd R dvedeiohadull @t d p¥etessing

includes a driver layer. - 98 Here, AP layer 1ncludes
Li.gat 0 P AR, 2. .an Padpdeflni
R e e e S A N S T e i

conmpapj e ot her i nesses 2151, 2152 and. 2153
ShonnTha hsSsuC 8, RRER e diting At ond T 1T Raquest
progranms AP-1, AP-2, and AP-3 and the higher handler

 Erapetthgr sepveyw 484 bacressest kbm RPEROPALcREMPE LR 105

The SAM chip 208 is connected through a SCSI port, -
thiroughhthecinteraett d10he FA8BRheer, vEhe2p8oceheingPrequest -
server 10 206 is connected through the Internet 210

£be @hpl wcabhiy 203t gsuedl bePpREeaLHEGSrEAGkRIWRE tERE 104
personal conputer 205 of the end user and persona

: GO 1 f i Se
150fPRhEhELELA ensdidn G pdrdbhd) Colibutéd 19530Tnternet

anpl e, .1.,s connect 5 ro the serpal port or
1885 Baf; 268 SSBURE dDge tBarhe PR ERTRIEDRY 200 The
card reader/witer 204 realizes for exanple wreless
commAFeRt FEh32ar responding to the physica

~The SAM chip 108 selects an application program by
the settlement précessing ¥outine task 173 in accordance
with the processing request reéeivedrat-step'ST134'and
exgcutes that selected application program.

The processing explained using FIG. 28 and FIG. 29

in the execution of that application program is then

. performed.

Step ST136:

The SAM chip 108 outputs the result o6f execution of

~ the application program to the ASP server 106.

As explained above, according to the communication
system 101, as explained usihg FIG. 27, éince the SAM chip
iOBruses the authentication‘units 117 1, 117_2,1and 117 3
to aﬁthenticate the downloader of the application progrém
and allows the download of the apélication program only to

an authorized storage area in the external memoiy io?, it
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level with the IC card 203. The operational conmmands
to the I1C card 203 and the 20 response packets from
the IC card 203 are generated and analyzed at the SAM
unit 209 side. Therefore, the card reader/witer 204,
personal conputer 205, and 8P server 206 interposed
between themonly act to store the commands or

rseﬁgggiﬁléo{:‘& ?Fﬁtévérﬂ: dat angaxheéﬁz@argaw B rﬂ'l@)éltly
25 sane. y are not involved in the encryption

“decr ypt Lon, 3G, GRLR 2R UASHLAAL O e - 1G] the

c?h&g ﬁératlgﬁ efﬁn nesses
2151, 2152, and 2153 use the personal conmputers 2161,
e?fﬁfna&namifﬁg 28 7pr oduce the application 5 prograns
AP 1, AP 2, and AP -3 and downl oad the produced
appl | Euritberpr sgeardingr sagkheheonnuninatiani sHstam 301,
2171, 2172, and 2173 and through the SAM chip 208 to:

€ 1SaMehlip I106r egres arphsrali the fexppel ekt iemprpgrans,

207. At this tinme, since the businesses 2151, 2152,
s3hdel Gatho 3 RREFR0 ahal akitan andt bogackiekhag akbag

_storage areas in the external memory 207 where the

! n 28 ¥ FW

HRharadie g?é%%@%‘émmﬂﬁzé‘f’ Ghefiek Mo Fdheile m_

r| ht t Qad.to tho stora areas is ver
%ﬂ?ﬂ 38 Pqzs &Pg?ﬁsnfr%ﬁ%?%?sm i e

V|emnngﬁof data anong t he appllcatlon progranms AP

@nAPTrogrape frowm bpingdib)ichély| ioharrered/ "I'Fréh

aut hentication units 2171, 2172, and 2173, as

ogX thapeesed atich, byeahotherutpplicathent pragirem. Further,

it is possible to improve the confidentiality of each

application program.

Further, according to the communication system 101,

-as explained using FIG. 28, when execufing an application

program, by verifying whether that application program is

.being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communication system 101,

by comprising each application program by a plurality of

program modules, it is possible to download to an external

memory 107 in units of program modules.
Further, according to the communication system 101,

by performing the usual sCrambli-ng on the highly confidential.

key information used for opé#ations on an IC card 103 to
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with the SAM chi p 209, produce downl oad signature 20
verification key information, etc. when downl oadi ng
application prograns AP 1, AP 2, and AP -3 to the SAM_
chip 208. Next, the conponents shown in FIG 33 wll
be explained. 25 [IC Card-288]- - 100 FIG 35 is a
functional block diagramof the IC card 203. As shown

éﬂ%ﬂ?ﬁ% f%iadduédégfﬁarQIQQ% Q%%z@*ﬂégnéi'ﬂéﬁHf¥(¥b7 it

circuit) 203a prOV|ded with a storage unit 250 an
o] [ nit 1. The stor Nt 0,
1% %o l:B'I%asq: A 1S o§:r agetkglreaeﬁ%%%t & 3 Ofé‘fte t
i&&ppan .or other busi ness 2151, a storage area 255_2
¥Yusi ness 215 2, and a storage area 255 3
used by a business 2153. Further, the 10 storage unit
250 sFurdherey acePsaing 68 hed cPamUNiggitign System 101,
exi stence of a right to the storage area 2551, key
simfcer tiid applsiechtfiom jpudgiray gerfcomss enigiyptien nd
storage area 2552, and key information used for

cﬁna§§Q§§§tnhthE‘d%dbh%c&kﬁﬁaggr%r%mﬁﬂﬁﬁiamble
That key information is 15 specifically used for

éﬁ% UE@?@E'%QLBQB eeESJg é+@§tqggzggffﬁégiiéunégogram

t'cl Furt age unit ores t

ddent] f1cabion, b onPLIeN, o e G 203 s My

analyzed etc. while halting the processing of the SAM ehip
108.

FIG. 31 is a functional block diagram showing more
specifically the function blocks of tbe SAM chip 108 shown
in FIG. 25. | |

As shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS éommunieation
interface unit 160, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functions of the signature processing u;lit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167,

In the SAM chip 108 shown in FIG. 31, for example ae

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus.190 to an RF

reception/transmission unit 192 cutside of the SAM chip 108
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of the I1C card 203. 20 Next, the SAMunit 209 will be
explained in detail. [External Menory 207] FIG 37 is
a view for explaining the storage areas of the

external nenory 207. As shown in FIG 37, the storage
areas of the external 25-nBhory 207 include a storage
area 2201 in which the - 101 application programAP_1

o5 LPESRELTBRS EIR4, LEn S0 L0l e it

usiness 215 .2 is stqred St e area 220 3 in.__.
R me’ sanih e, iR AT FosRtist s ssion
215 3 5 is stored, and an AP nanagenent storage area
updt J92d by the nanager of the SAM chip 208. The
application program AP -1 stored in the AP storage

area ZRard Emboddmend&d of a plurality of program

nodul es. Access to the AP storage area 2201 is ;

r est r rakeprbyehbeambdiinsendld ah\Védbodixeenp ptocndsppending
program AP -2 stored in the AP storage area 2202 is

o0 394 10fecR e Aldfartdf J¥ ali@mMrRGi®m. Access:
to the AP storage area 2202 is restricted by the

fire FW42. 1 a Leati HRQQOT P - et
in 't\llwvg&EP S o%ggg ;gr%ga%%&%% i°§'l‘1"€%%%r ic%ggﬁgfl%ﬁtoq{ a
plurality  of programpnpdul es. .Access .to the, AP
comBrRjEation Syater 200 @ G BRFERt AR W 3.

In the present enbodi ment, the above program nodul e

: As shown in FIG. 33, the communication system 201 uses

a server 202, IC card 203, card reader/writer 204, personal

computer 205, ASP (application service provider) server 206,

SAM (secure application module) unit 209, personal computers

216_1_, 216 2, and 216_3, and authentication units 217_1,

217 2, and 217_3 to communicate through the Internet 210

and perform setflement processing or other processing for
a procedure using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
<chip 208.

The SAM chip 208 has tﬁe software configuration shown
in FIG. 34.

As shown in FIG. 34, the SAM c¢hip 208 has, from the
bottom layer toward the toprlaYer{ an HW (hardware) layer,
08 layer, lower handigr layer, higher handler layer, and
AP 1a§er in that order.' |

The lower handler layer includes a driver layer.
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20 is the m ninumunit downl oaded for exanple fromthe
outside of the SAMunit 209 to the external nenory
207. The nunber of the program nodul es form ng each
application programcan be freely determ ned by the
correspondi ng busi ness.  FarRer, the application
prograns AP-1, AP 2, and AR -3 25 stored in the

ext er maraTEMy MaZle am 1 ich@brrogrtids AP 1,
descranbl ed whén read into the SAM-chip 208. Further

299 aRRld G& 1P Ud¥ Q" : hee]%ux%%. ZusiY e R fra 203

fOT exarrple produced usi nesses 2151, 2152,

215 Si_n the ersonal u s 216 1

gh l-"2%1'5 O\S':/t"rrctl i %ﬁie%? angﬂg’r:temcfo"v\'}nef oafe5%%m10ugh5 2,
the SAM_chip 208 to the external nenory 207. Access

2e_Ap dfediT&t ot3ge area 221 is restricted
by the firewall FW4. Note that the firewalls FW1, FW
2, FWip, thadAPFWayen ) W pppddeationt hbrogrpagaahPsl FWP 2,
shovvn in FIG 34. The AP managenent storage area 221
afidD A®S 3t badARhesRlightirohafldlar2Bdyandatdeprot Bdedbetween
communi cation data 232 as shown in FIG 37. Here, AP

+heh Ghiit® fdaleraddk gRF i nter- AP communi cation 15 data

232 are, for exanple, regr stered i n advance at the

f 0 F h ,
tslelngctrgon§ﬂdﬂtaf:§g'§3%o |nter I ec%o?hl%tfnlurrc:’at |e£)nS (#}T’egort

. 232_¢ on rewitten by the nmana er of the SAM
the Bibgsna cRte (K 41 ARR IR A0R nd i ar server

AP. seI ection data 20 231.

206 is connected through the Internet 210 to a plurality

of terminal appafatuses‘includihg the personal computef 205

of the end user and personal computers 216 1, 216 2, and

- 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205; for example, is connected
through the serial port or USB port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
e:tample wireless comunication corresponding to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the

‘response packets from the IC card 203 are generated and

analyzed at the SAM unit 209 side. Therefore, the card
reader/writer 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

~same. They are mot involved in the encryption or decryption
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As shown in FI'G 38, the AP selection data 231 shows
the 1C card type informati on and AP identification
information |inked together. The IC card type
i nformati on shows the type of the 25 IC card 203
shown in FIG 33 and, for-efample, is - 103
identification information of the credit card conpany
r.m n t t
c R Y RN B oy Phndr A20NAF R0HEL00, IIF ene
EIFIG 5 34, is identification information of
ﬁip Ot i on program operating at the AP |ayer of
the SAM chip 208. FIG 39 is a view for explaining the
i nt er Thp beshierseni2lon lda2 k5282 anthalppgatserphe personal
conmuni cati on data 232 shows whether 10 communication -
campud-ctrize22pplli, 2t 6 o, pmayRAAE3AR profRc? thamppid cation
shown in FIG 34 is possible Specifically, this shows:
piriogiragh<C AEMUNI adt i20N ARNUASI3 drid AbwIRdT aIHéJI’produced
program at "a row1 tem i sSU&d by an application

a%?‘i%\i\c%ﬁ?;%h ﬁrB&LHHE tH0 Eﬂ@ dutdedrtidtich uhdts 217 1,

For exanple, a communication request -

- 2%%«%?‘1\%% £ ngi%&%%%r gﬂ?@:)%s torﬁtdchg ?pnrer eequemflm:Ki

to the appllcatlon program AP -2 is rejected. 20
sterpger aredssidwvihien extgragd memerAP 20hagenent

storage area 221 has an inter-AP comuni cation

st or a3&é thas Bi@eyssdnce the businesses 215 1, 215_2, and

215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP_3 can be downloaded are predetermined.
Whather they have.the right to downlocad to those storage
areas is verified by the SBM chip 208.

| Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP_3 are restricted

by the firewalls FW. The authentication units 217 1, 217 2,

~and 217 3, as explained later, perform mutual authentication

with the SAM chip 209, produce download signature
Verification.key informationf etc. when downloading
application programs AP 1, AP_2, and AP 3 to the SAM-chip'
208.

Néxt; the components shown in;FIG. 33 will be
e#pléined.

[IC Card 2031
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for comunication (transfer of data) wth an

application program [SAM Chip 2081 25 FIG 40 is a

functional bl ock diagramof the SAMchip - 104 208

shown in FIG 33. As shown in FIG 40, the SAMchip

208 has an ASPS conmuni cati®@h i nterface unit 260,

external nmenory conmunication interface unit 261, bus

SCramyyg; Ud 3262, £andkdBALY" 61BERCEESLPIm UOE LerE3C card

aut henti cation processing unit 264, :

éﬁiyyption/decryption unit 265, storage unit 266, and
267. The SAM chip 208 is a tanper-resistant

nmodul e.” The ASPS comuni cation interface unit 260 is

an 10 Bt aeduddE 1 o4 it TP p2 Brsudfa 16t h

the ASP server 206 shown in FIG 33. The external

Geriegratednaiizeatin 30Repravdded witbla $topage wnit 250

interface used for input and output of data with the :

and groded®ing yarDZ . 296. The bus scranble unit 262

scranbl es output data and descranbles input data when

I nput tiP seBdagutqitid bBA ,dad 3okl PHETE.N86 O HAY A torage

menory conmuni Cation interface unit 261. That is, the .

deal ey 1207 shakss data gg?ga%goécam Yhsiness

are

S 4t & e si gnalyure processi ng as expl al ne

| at er, roduces a si ure and verifies, a si e
2%l a pstorage area _J usec(fl by a business %qjt_%, and

a storage area 255 3 used by a business 215_3. Further, the
storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

- area 255 2, and kéy information used for judging an access

right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
deqryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in detail.

{External Memory 207]

FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

rﬁt‘emory 207 include a storage area 220 1 in which the
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downl oadi ng an application programthrough. the

Internet 210 to the external nenory 207 and when

executing an application 25 program - 105 The

aut henti cati on processing E Lt _264, as explained

| ater, perfornms nutual autheéntication with the other

party when downl oadi ng an application programthrough
aphdifatépneprogiémt Pt heoExthbenbiisimassy2287]1 i5 Fhered,

encryption/decryption unit 265 encrypts data and
adeebypye epeaypred2 dii arhildie tdHeD ap@a idaithi odbprojgaans AP_2

the data required for the processing of the CPU 267. ~

ofhenePhudbheareoubes lial 8kogXhl ahngdobagksabaged2ons in
10 a predeterm ned progran1(progran1of the present™

Q&ﬁ”tth%”éppiﬁ@a%iggaﬁﬁégégma Bl hCF! Qﬂepﬁﬁgfxﬁ&s 2

eS|gnate n-accor executlon 0 e tas

FIG 41 is a view for explaining tasks execu
161§ BB 67 S ARP RARASPRERE tzf?%héreﬁu&?g?“%ed by
executes a downl oad task 270, systemtask 271, AP
thgspanpagerseft thee AAMpEBEPs4PBy routine task 273,

i nter-AP comuni cation task 274, and i nter-SAM

conmuTthe apphi ¢atskor? froghitzem AGWL stdrédsin Xy XS storage
expl ained later, perfornms 20 processing for

adawnpgadi ngs a@o@@ﬂsé@tdpra RIRAi=ANdy’ o pedbsafemetules.
the SAMTunit 209 through the SAM chip 208 to.the

ASéL.?E”@L Eﬁg‘)f# ¢B4radliCas¥st 89t #5Ks2/dstfi8tlaSKy the
pertormng driver —
firewall FW 1.

The application program AP_2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage

area 220 3 is comprised of a plurality of program modules.

.Access to the AP storage area 220 3 is restricted by the

firewail FW_3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the ocutside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progi:am can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 207 are scrambled. They are
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managenent, operations unique to the 1C card 203, or
ot her 25 processing. - 106 The AP task 272, for

- exanpl e, conprehensively manages the execution of the

application prograns AP-11 AP-2, and AP 3 perforned
when a programrequest is A@€eirved by the SAM chip
208 fromthe ASP server 206 or other place outside 5
aBhoklgnPal GhR 2084 A5eSNOND GiuFLE:p430guhen the SAM
chip 208 receives a proceSS|ng requeg relatlng to
the | d 20 ASP_server
sett| SRERRORr che 8PRY PG PR TIEIShe I gy BB 2, ana ae 3
i dentification information of the AP correspondlng %
arg .t feT| exauplet yRECFHFRE RY i i M RRPIH Al - 2152,
processi ng request based on the AP sel ection data 231
apHoRh5| A Asdng theapdrsonedt sompytexscdiés it,h@1l6 2, and
application prograns AP 1, AP 2, and AR -3
2¢6r Beshordi iy FEGLhAB ARd dest dbwedbaded theoughi ¢me SAM
15 The inter-AP communi cation task 274 manages

| ch@pNUDBCebi @ReaBRRErhA? ARRbI-gabiogn progranms. FIG 43

is a flowchart for explaining the processing of the

:Mnlt Fr%égeggngynf;ﬁ Lﬁéé?ﬁzr‘}t £§ag& ggrtéﬁgbéﬁak'son

e given i |ng cas
i cati.on pr n1AP i ng a comuni cation
rﬁégﬁégf:eﬁ‘ogywtﬁg %gragﬁ |H"W1;.He AP 2. Step ST201: When
an application program AP -1 being executed issues a
commMetat thatr theefirewalle i FWng, dEWa2t oFEP32, apHeFW_4

correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 23i and the inter-AP communication data 232
as shown in FIG..37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, registered in advance at the time
of setting ué thé'SAM chip 208, Further, the AP selection
data 231 and-intermAP communication data 232 can onlf be
rewritten by the manager of the SAM chip 208.

FIG.-38 is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selectiqn data 231 shows.
the IC card type information and AP iéentification
ipformation linked together.

The IC card type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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25 processing of step ST202 is perfornmed. - 107 Step

ST202: The communi.cation request issued at step ST201

is received by the inter-AP comunication task 274.

Step ST203: 5 The inter-AP conmuni cation task 274

views the inter-AP conmunil®&t i-on data 232 shown in

FIG 39 and judges if the application programAP -1
i88RLEeHTHHRE 6Al EnWolRath8nABF2 theSheRdSt20dr A \bRmphlng

i nter-AP conmuni cation task 274 judges at 10 step

. hat [ LOW 1S, PQS$i Lt execLl e

pEFESiniig ARTRLESERSAE IR O T A Snr Gok SRS bR xe

engg he processing. In this example, fromFI G 39,
PR ggérication program AP -1 can communicate with the

AP 2, so the processing of 15 step ST205 is_ executed,

Step Bre0BP ’&ﬂﬁ&FlfﬁgagbﬁPr dpEBrwEREOPyt 8F- APown in FIG.

communi cation task 274", the application program AP :
34] iw iides td&ligzaibiaménFfarmatdén o thenpprl i ontson Papgran

area 233 shown in FIG 37. 20 Step ST206: The inter-AP
opaiHuihgahitOfhbasle 24¢erObLiFl ithe SAM thdip 20B.t he data

being witten to the application programAP 2. Step

ST207prdhesgppLi gabiol PLEOLAPY Al nEnbCRHE dRkArLABM

the 25 i nter-AP communi cation storage area 233 in

c8G50LI8RELH thea 232.

The inter-AP communication data 232 shows whether

communication among the application programs AP 1, AP 2,

‘and AP 3 shown in FIG. 3_4 is possible

Specifically, this shows if the communication request
to an application program at é row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communication request by the,
application program Aé;3 to the application ptogrﬁm AP.1
is allowed, but a communication request to the application
program AP 2 is.rejected,

Furthér, as shown in FIG. 37, the AP management storage
aiea 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an application
program.

| _[SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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- 108 the notification received at step ST206. Due to
-this, communi cation between the application prograns
AP -1 and AP -2 relayed through the firewalls is
conpleted. 5 The inter-SAM comruni cation task 275, as
shown in FIG 44, in accorddifce with need, can for
exanple start up the inter-SAM communication task 275

g AhowtiMiGhigxrg208g outside of the SAM chip 208 and
i ssue a renDte conmand to the inter-SAM conmuni cation

task %g-ﬁ Sawndh, $AM ChigP 298X 5 safp) cRiG Yeh 238 U Gn Ases
conmangd is Issued by "t he ‘i nter - rmunl cation task
275 f. t SAM chi p_ 208 to. t t er- SAM

e THEERRE okt Ll S A P T quest

that t-he SAM chi p 208x execute at |east part of the.

oI OIS GRAR IR U S cF AR e 262,

exanpl e the processing 15 | oad of the SAM chip 208
sieporiesrd gnyearwing weath @ 63uiawtien tigwtfiormpwcessing
processing. Next, the overall operation of the
mmahqaéhaﬁypayahgaéaeﬂzpahamﬂt B8, 3towagle tRit 266,
explained. FIG 45 is a view for explaining the

SNE'@Y [Peration 20 of the communication system 201

s own in FIG 33. Step ST231: The busi nesses 2151 to
2153 a t sted hese busi,ne ses oduce
appl i %&‘ﬁ gﬁ@{n’%‘ Al‘}sla ARG AS ARG & ose
busi nesses to perform processi ng for 25 transactl ons

usi ng Thise APES: sogmymd gt ioRe indersage dodiudls is Adv

“interface used for input and ocutput of data with the ASP

server -206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

The_a bus scramble unit 262 scrambles cutput data and
descrambles itxput data when inputting and outputting data

through the external memory communication interface unit

.. 261.

That is, the external memory 207 stores data in a
scrambled state.

The signature processing unit 263, as explained later,
produces a signature and verifies a signature when
downloading an application program through the Internet 210
to the external memory 207 and when executing an applicaﬁiqn.

program.
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2161, 2162, and 2163 shown in FIG 33. Step ST232:
The application prograns AP 1, AP 2, and AP -3 are
downl oaded t hrough the authentication units 2171,
217 2, 5 and 2173 fromthe personal conputers 2161,
2162, and 216_3 to the SAMi@Bi p 208. Step ST233: The
user is issued the I1C card 203. As shown in FIG 36,
t he | 032 {ga he (k ;
i nf or%a%l on lgée o%%l?an]g%%%%ﬂi&vﬁ lﬁ{ %%ugsngg(gla@ed
ich the_user contracted. with. Naot at the
R e S
concl uded after issuance of the 1C card 203 throu h
whegr donntepding gncapplicatien rypgren ERrough ths E“ternet
when a user desires to use the personal conputer 205
219 hocthe enbernalkemeroryt BPFugh the Internet -210 and
purchase a product, the server 202 issues a processing
r equeBhe tdxi bt i dve/ dateypeioR hihi® 265 oASRypdrsvelata and
206. 20 When the ASP server 206 receives a processing

daseayset chbpPptha ageder 202, it accesses the personal
conmput er 205 through the Internet 210. Further, the

E;?S?%a}g#&“#%e dnip 366, MEarFer i Jaﬁ%he%ﬁﬁ%g%affo@ethe
uter %nterne 10, 25 and ASP server 206 to
P¥‘h% %ﬁﬂ‘%h?g 5 -Step ST235:

The CPU 26'7 executes later explained tasks based on

a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267. | |

As shown in FIG. 41, the CPU 267 executes a downlo;d
task 270, system task 271, AP task 272, settlement processing
routine task 273, intei:'ﬂhP communication task 274, and
inter—-SAM communication task 275.

The_download task 270, as explained later, performs
processing for downloading an application p'rogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207,

The system task- 271 is a task performing driver
management, operations unique to the IC card 203, ox o.ther

processing.
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The SAM chip 208, in accordance with the processing
request received at step ST234, selects the
application programby the settlenment processing
routine task 273 and exqpékﬁ§_}he sel ected

application program In the execution of that

application program any comunication perforned

bet weZheappl txsk i2%2 pfogr arample, pemfforatech iyve e manages
i ht er- AP comuni cation task 274 as shown in the

RO \rdRItilcNeF e applichtidneprdhzihs Ape 15AMPCRI,pand
208 outputs the results of execution of the

AR LAl QY QAN Prldis SR eReL®! 1208ecBived by the
expl ai ned above, according to the conmunication

WEHRTL?2p 2o UL At Gt 80 Sipal o, st

application

restricted from accessing each other by firewalls, so

of; the 588%iahi® 298 event application programs from
being illicitly nonitored and tanpered with. Further,

it i sAposbowineino FIfpr 42e when &baf SBMnchapi 2)8oreegdnes
application program 20 Further, according to the

aC PHdtRisGANgO refisamr21h tingy tbhehientter cAPd 203 from the
conmuni cation task 274 shown in FIG 41 using the AP

AEPN3GSIRN 2860r BHE 8L €81 &Kdn €fpitdiee MR NAutBI®Bask 273
207 shown in FIG 37 to performthe processing shown

o&:@aﬁk’g‘ 1dé§t1??QQ‘églc>§ag.hggrﬂg£% NofRHd 9@; I re'_-.fonding
prograns 1s allowe 51nh a preallowed range. - 111 _
Thg&efore, ié I S Qi%i bl e t.o ptode{g gi ver.se serviccesSin
) tReNTH S ERSh 1R5E TRBSFePat PR & i tadt PrpcsEsing
request based on‘ the AP selection data 231 shown in FIG.
38 and selects and executes the application programs AP 1,
AP 2, and AP 3 corresponding to that AP identification
information.

The inter-AP communication task 274 manages
communication among the application programs.

FIG. 43 is a flow chart for explaining the processing

of the inter-AP communication task 274.

Here, the explanation will be given illustrating the

case of the application program AP_1 issuing a communication

request for writing data in the AP 2.

Step ST201:

When an application program AP 1 being‘ executed issﬁes
a ‘communication reqﬁest for writing data to AP 2 ,- the

processing of step ST202 is performed.
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application prograns. As such a diverse service, for
exanple, there is the automatic selection of
application prograns by the settlenment processing
routine task 273 shown in FIG 41. That is, while the
sane | evel of conputation &BAtent, for settlenent
processing differing in settlenment protocol according
to thgelssupsept the I1C card 203, if the type of 10
the 1C card 203 is known, the correspondi ng
appl i gation program can_b 0 i cal r 43 . s
There %?e?o yu?gﬁ?g%%giﬁﬁg?%%£s£$%T%%e%¥ %?%%egg?ﬁg at
the level of_ the sett]|enent grocegsing rogtkgi t ask
reegivedsbyy the AntREAR cPuPhn263tinD FAS :
correspondi ng application program can be 15
aut onfitepafry¥0det ermi ned. Due to this, the load on the
devel oper of the application programcan be |ightened.
Fur t hehe iacgar-dihgomauhiiecatimmumgai’dnvsgescthe2hter-AP
since the information stored in the external nmenory :
céftfiuhdcatébanbhed b¥at BRokHSifcFagbl souahd 3FGdgek tlfe the
SAM chip 208 20 shown in FIG 40, there is
tideontiall .t Aol @S t I §+ 850 h
2BBRa bR PRyt Re £OREH! oblupARGLYE) i thoPhE RE 2.
system 201 gg_the provi si on of the inter-SAM
conmuAFeRt PBAOEask 275 shown in FIG 41, it is
possi bl e to disperse the processing 25 | oad of the SAM
chi p Woent thet inkesAMW capprunipeEienr bashhdpd 1iydges at
mounting the SAM chip 208 in a store server etc. which
shap STP03i tuat aneousticdainsh e preceddiley hdyeesscntiesy the
settlement processing froma plurality of term na
p2BRakai H§ESEf btepSST205 while when it does not, it ends

the processing.

In this example, from FIG. 39, the applicatiqn program
AP 1 canrcommﬁnicate ﬁith the‘AP_Z,ISO thé processing of
step ST205 is exeéuted.

Step ST205:

Under the control of the inter—-AP communication task
274, the application program AP_1 writes data in the inter—-AP
éommunication'storage area 233 shown in_FIG. 37.

Step ST206:

The inter-AP comﬁunication task 274 notifies the fact
of fhe data being written to the application program AP 2.

Step ST207:

The applicatioﬂ program AP 2 reads data from the

inter-AP communication storage area 233 in accordance with
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possi ble to use the function of the inter-SAM

communi cation 5 task 275 to inprove the settl enent
processing capability wusing a plurality of SAM chi ps
208. FIG 46 is a,functiqnqbabLock di agram show ng

nore specifically the function bl ocks of the SAM chip -
208 shown in FIG 40. 10 As shown in FIG 46, the SAM

thiei pordgicatdem aeced vedhadugitern STR06-nal bus 290 to

the ASPS communi cation interface unit 260, externa
menor pueonsurhdat, | eommnhérhadien beitwe26l theusppdianttlion
unit 262, encryption/decryption unit 265, storage
pU:Bkgtra&@GAPaﬂ.d andUa0 8. rE9 ajad thirduyd fumecifioRsa0fl d s
S|gnature processing unit 263 and authentication
gﬁg&éﬁpg unit 264 shown in FIG 40 are for exanple
[1ze by t he CPU 267. The SAM chip 208 shomn in

as._sho al s
connei?‘ t’n’éé%’é W‘Pcfgfl'og‘oﬁﬁé%%v 55 tso "ﬁ fa F1c.
internal bus 290 to an RF reception/transm ssion unit

4490 iy pscgedgnoe@ishvresd, o8 foF erarels skard wr Fhe
the 1C card 203 by a noncontact systemthrough an _
iateenSAM8GamunicahioRFtasic @715 ofi/ an SMdhichbipod08miqutside

292. Fourth Enbodi ment 25 This enbodi nent is an

ofM0s! iSEBNEh 19 20BSPRA diskGiel @ rehi te dddmaddttds the tfiter-SAM
aspects of the invention. FIG 48 is a view of the

cQ*ﬁ{lﬂ%a‘E%fn' QaR! '2% o khat %mwlgatzlm system 301
- of- the AS

present enbodi nent.

shown in FIG 48, the
Com‘rug{lggt_ goger?nx%tee@or%g%n :LS issued by the inter-SAM

communication task 275 of the SAM chip 208 to the inter—SAM

communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

' assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the oveiall operation of the communication
system 201 shown in f‘IG. 33 will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

Ther businesses 215 1 to 215 3 or a parfy requested

" by these businesses produce application programs AP_1, AP 2,

and AP 3 for those businesses to perform processing for

‘t'ransactions using the IC card 203 on the person.al éompute:s
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5 the server 302, IC card 303 (integrated circuit of
the present invention), card reader/witer 304,
personal conputer 305, ASP (application service

provi der) server 306, SAM ﬁ%%cure appl i cation nodul e)
uni t 309, personal conputers 3161, 3162, 3163, 3164,
and 3165, authentication units 3171, 10 3172, 3173,
23672, 206_2173ndailse Bt sbawnoanapdsr.aBises of the
present invention) , and the ICE (in-circuit enul ator)
318 tetepnBuwpBeate through the Internet 310 and
devel op or custom ze software of the SAM chi p 308,

per f O@fnass{;i)h%aeaonpg%s%ahggabs hngabhe, | Gneah® 303re
etc. 15 The SAM unit 309 has an ®&xfernal menory 307

ndu rage A e prese
bR FTeERSR) SR orsEA AR B s R A RIRE e 1 20 2
t he ent ipvention The SAM c 08 s.a
ags‘f%ﬁh txom e ﬁPﬁF%ﬂ{?%‘UEH‘“PEG‘aﬁ?%&v ?H%Hz(a ang 216_3
As shown in FIG 49, the SAM chip 308 has, fromthe
tpokbe SAMechip 208.upper | ayer, an HW (har dware)
| ayer, OS |l|ayer, |ower handler |ayer, higher handl er
| ayer stapdsTappki cation (AP) |layer in that order. 25
The |ower handler layer is a |ayer defining the 114
proceg¢gingsaet jdepgndesnt tR8 thecapal kogti on program
and ,corresponds to the transport |ayer, network
Vel asaBfoR! i ERBK SBYCERBNIENS0SR! OB ELQCQE A8 203
| ower handler ayer inc Odes a drrver ayer

driver |a | ayer. perforn.on rocessin
stores tjh yﬁey inform thR used fo ransactlgns with a

business which the user has contracted with.

Note that the contract between f.he user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 etec.

Step ST234:

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internet

‘210 and purchase a .prdduct, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.

When the ASP server 206 receives a processing request

from the server 202, it accesses the personal computer 205

through the Internet 210. Further, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet 216,

and ASP server 206 to the qu chip 208.
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relating to the operation of the LSI. The higher-
handl er layer is a layer defining the processing
dependent on the application programand corresponds
to a layer higher than the transport layer in 10 OSI
protocol . Here, the OS | ayeri®arresponds to the first
| ayer of the present invention, the | ower handl er

| ayer std4 waw3sayer, and hi gher handl er | ayer
correspond to the second | ayer of the present

| Ivenishan oxd Arie 208 | SUCLLORLESRANA 4O I pliessing

third | ayer of the present 1nvention.

i ncl udes the appl.i,cat,ion ans AP-1, AP-2, and AP-3
AR et R A e R R (s s
credit card _conpanies and ot her busi nesses 315 API
PTPgLasy by, fhes setAdenaidwpriarednuy goutgne, gk 473 and
| ayer, the application prograns AP-1, AP 2, and AP-3
exnfuties Hihghaellentdid adpioa tion predmdey bet ween
themwith firewalls FW(firewalls of the present

I nvenTinOithe. ekaciltd ohobifwaha tCappllgdadtionn pldgdan N any
FIG 49, the AP |layer defines processing specific to

| RARN EItASES pdrPo rire £ HeRn 19U Yro rams is

settl enment processing using the - 115 card .

. i for . directly operating the LC d 303
PEIEERREE RN, e AR shY cbmpRE e Mo @74 By rhown
_oanown. The SAM chip 308 is _connected with the ASP

18: Hpgr absye—geptionsd F16csi3port, the Ethernet, etc.

The ASP server 306 is connected through the Internet
Step ST236:

The SAM chip 208 outputs the results of execution of

~ the application program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, AP_2 , and AP_”SV are restricted from accessing
each other by firewélls, so it is possible to prevent

application programs from being illicitly monitored and

‘tampered with., Further, it is possible to improve the

' confidentiality of each application program.

Further, according to the ,communi'-cation system 201,

by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

207 shown in FIG. 37 to perform the processing shown in FIG.

43, communication between épplication programs is allowed

in a preallowed rangé.
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310 with the personal conputers 305, 3161, 3162, 3163,
3164, and 3165. The personal conputer 3161 is used by

t he business 10 315 API of the application program AP

-1 -executed by the SAM chig 308. The personal conputer
3162 is used by the busine 41315 AP2 of the =
application program AP -1 executed by the SAM chip

308. Theiids€oper sondls pospibde 84G3rosvidsetivnrdcheservices
busi ness 315_AP3 of the application program AP-1

bgxsghtRfohyzhBeohAhahtpop@atiBa BEr s0palira@aRYt BF

3164 is used by the software devel oper 315 M D abl e

a%ﬁlgggghgg PrBhebgs _handl er |ayer 20 and | ower
“handl er layer including the driver |layer shown in °

FIG 49 of .the Mchip. 308  Th ersonal, conput.er .
7165 45 i B Y R RN o ST S e d6a the

that is, the software devel oper 315 SUP haying the °
apEgRetes ﬁﬁiﬁﬁ&lPﬁe°§AﬁPEﬁFﬁ§t388 B§°3rﬁﬂﬁlé¥ ggeThe

busi nesses 315 -API, 315 AP2, and 315 AP3 use the 116,
sebtiemantcpnpgeesinglouting2tagkd23368hpynpindfEE -t e -

application prograns AP 1, AP 2, and AP -3 and
Thatnisadwhbte phadsamd 2ppkilcafi eompuagtios tbntegh, for
~the authentication units 3171, 317 2, and 3173 to

séﬁ@iéﬁ@hé@ﬁﬁécé&h@ﬁ?taﬂffériﬂgaﬂﬁagééthaméﬁe gxbenpah

menory 307 through the SAMchip 308. At this tineg,

adBS-BYSL NES SESe Haddd of lend i MY 203, if the type of

the IC card 203 is known, the corresponding application
Pprogram can be automatically determined. Therefore, by -
registering the settlement processing at the level of the

settlement brocessing routine task 273, the type of the IC

‘card 203 and the corresponding application program can be

agtbmatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FiG. 40, there ié confidentiality with respect to
analysis ffom the outside.

Further, according to the communication system 201,
by the ﬁrovisién of £he inter-SAEM communication task 275
éhown in FIG.'41,_it is possible to disperse the processing

load of the SAM chip 208 to other SAM chips. Therefore, when
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315 AP3 are parties with no relation with each other,

so the storage areas in the external nenory 307 to

which the 10 application prograns AP -1, AP 2, and AP

-3 can be downl oaded are dﬁtsrnined i n advance.

Whet her or not one has the F'gﬁt to downl oad to such

a storage area’is verified by the SAM chip 308.
méunthag, ther SAM ks RéBniwfa St mMPpldrvaid etcpr ahiakshas

15 AP-1, AP- 2, and AP 3, the firewalls FWrestrict

b Neidd PESA ESus BP haH AW poosksdahg s i3 settlement
application prograns AP 1, AP 2, and AP 3. The

2SI PSR P el i 1 1o

- aut tication ynit 317.4 in cordance w.ith need.to. .
PEHEBRELES (R A EPoREAGREE | Shror i IS PoRRg i ERtion

| ayer including the driver |ayer shown in FIG 49 of
tank ZAR ERi pep3ogecthe FatthementhpreGeefare fepebdpity

315- SUP-downl oads a 25 predeterm ned programinto the
usSiiychi pl8e81ti.bhyoughshMechip&7208ut henti cati on unit

3175 to custom ze all of the layers shown in FIG 49.

The aptdentécasi anFundtsondYblecRldifgrat SKPhdhdeiore

| ater, .nutual Iy authenticate and produce downl oad

. v arifi . . ' : \ o h

PR kY UG USSR NP S Ehip 20B"anown

. pr amfromthe personal conputers 3161 to 3165 to
1$h€9émﬂkéhip 308. The personal conputer 305, for

exanple, is used b : :
_ rTpAs shown in F¥G. 46, the SAM chip 208 is connected

,through an internal bus 290 to the ASPS communication

interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

to the internal bus 290 to an RF reception/transmission unit

292 oufside of the SAM chip 208 and transfer data with the
IC card 203 by a noncohtact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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the owner of-the IC card 303, that is, the end user.
10 The personal conputer 305, for exanple, is
connected through a serial port or USB port to a Dunb

type card reader/witer 3Q4., The card reader/witer
304 realizes for exanple wireless comunication
corresponding to the physical l|evel with the IC card

1385 ti5 1Bth appeattsond themimvednttient.he | C card 303

and the response packets fromthe IC card 303 are

gener gred 290is Y NALGFAEhENSvELAM VNEdn BPuSA €on of the
Therefore, the card reader/witer 304, persona

c%&ﬁ%%&%htﬁ%% s?% eﬁsaoaer%e&hﬁhg@ %%T%&i%%;ﬂ%&%?e”

en1on y act store the co response

conte ts Jin the a ad portians and rel
s R gbdun d 362 BB B! ot R FgREEp 30F uses
decryption of data, authentication, ot her
et TORS 02n 1€ Fe 303 r(d ey rated Wchu%ﬁ@ﬂ &emserlt
Is an enul ator used when debugging 25 a program
inyenitignin thedSpdhdarfwedBer 304 ]18&elNexial tdramputer 305,
conponents shown in FIG 48 will be explained. IC
AfSar dapplidheibh SardidpHbeidsr) Neekidyr 3T WM Qecure
etc. necessary for the settlenent processing using -
apPE1SALGHI Roaddl) L ReRboCaLioBolaht ol clrb0 3357 15

I's a functional block” di agram of
BEgia?ngigfg,cgiéfu} an57§16m5, authentication units 317 1,

- 317_2, 317_3, 317 _4, and 317 _5 (authentication apparatuses

of the present invention), and the ICE {in-circuit emulator)
3;8 to communicate through the Internet 310 and develop or
customize software of the SAM chip 308, perform settlement
processing-using the IC card 303, etc.

The SAM unit 309 has an external mémory 307
(semiconductor storage circuit of the present invention)
and SAM chib 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such
as shown in FIG, 49,

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, OS

layer, lower handler layer, higher handler layer, and

.application (AP} layer in that order.

The lower handler layer is a layer defining the
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10 As shown in FIG 50, the authentication unit 3171
has a storage unit 3501 and processing unit 3511. As
shown in FIG 50, the storage unit 3501 stores a SAM
1D, nmutual authentication nmaster key information Ki,
and access nmaster key infogﬁétron KA. 15 The SAMID is
identification informati on of the SAM chi p 308. The
prceals iagt het! deplkindentashe thike ppplicatibnopriégrams and
as explained |ater, used for generating nutua

catirlapbnaat £8 ntl'fé)‘tﬁa[ﬁé%fdl&{ Q2. nd8wdbR PEFESS and data

mast er , key |nfornat|on KA, as explained later, is

1§§§dég&argg e& g@@tggg13|gnature i nfor mati on
oa in

. use programin the externa

menor The ac ster nf or t|on

oy | KPS HRPPEhARGLEEs IRy SF ol SESHARSA A5 L08%: haver
external menory 307 a 25 program of the AP | ayer of
t he sEme&FéVQFrééY&FeléfatﬁéYerlmgrfOEm%PthﬁosesSlng
shown in FIG 49. The processing unit 3511, as shown
redaliGg 50, thesopemattian afit tbet LSAL.i on unit 3521 and
downl oad processing unit 3531. 5 The nutua

aut hephkCRigRBrURAhdB8211agersheva LayErGlerbhingheRe
downl oadi ng a programto the external nmenory 307,

p%BSE)éQEﬁg;tH 8@’3\%11@ 8% Rhal ngﬂka'&ibﬂg;fﬁsﬁgr%t uak

aut hent | n nmaster key i nfornati on generat e
a auth ntica

cpaEp=RUHE tBoanteker, hadhesothal ThPoFrarrER R lpype in

mut ual aut henticati on
051 protocol.

Here, the OS layer corresponds to the first layer of

- the present invention, the lower han&le_r layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and ‘the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP 2, and AP 3 defining the procedures for use of the IC
card 303 by credit card companies' and other businesses
315_AP1, 315_AP2, and 315 _AP3 shown in FIG. 48.

In the AP léyer, the application programs AP 1, A_P__2 '
and AP 3 and the higher handler layer are provided befween
them with firewalls FW (firewallé of the bresent invention) .

In the software configuration shown in FIG. 49, the
AP iayer defines processing specific to each busiiness, for

example, the content of settlement processing using the IC
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wWith the SAM chi p 308. The downl oad processing unit

3531, when downl oading a programto the external

menory 307, as shown in FIG 52, encrypts the SAMID

as plain text using the access nmaster 15 key

informati on KA to generate e downl oad key

informati on K -DA. Further, the downl oad processing

amnd 38331 Theeprbbesdoug| Dol digyadtio bpRiratin thA 10O card

. generate the downl oad signature information and

FoANHTdeF ided by MheSAM P 3G ne! e i el LAl Q.rhyer
units 3172 and 3173 are 20 configured the sanme as the
APUSRLXPl ai ned authentication wunit 3171. However,

- for exanple, the content of the access master key

inforpati dif s. for each thentication wunit.

FIG 539 gﬁﬁ‘K'féEﬁBt%%a’rs kﬂ°6’61?°di‘%?’& oF‘C‘?h%SESSEr"er 306

aut hentication unit 3174. - 120 As shown in FIG 53/
ugh e RGTa Bt ukhe Bthernets #£tqt-orage unit 350 4

and processing unit 3514. As shown in FIG 53, the

st or afbeu”PSP 8807%est 306sia SMhdedtednthuadugh the Internet

aut henti cati on master key information K1, 5 and access

3m8s warthk ahd Ppedigtild10Rdipuaied KosTha18AY, | Bienst uddie 3,
aut henti cati on master key information KI, and atcess —
3RS leer ey 31 @ mation KA are the sane as those

expl ai ned above. The access master key informati on KM

is key.in i 0 f 0y di ..
the nibRcpSEERhRgconputal, GO8110%8 a8 BROE bRsipess

ilg | udi ng the driver |ayer of the
315 APl of the application program AP 1 executed by the SAM

chip 308,

The personal computer 316 2 is used by the business
315_AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316 3 is used by the business
315 AP3 of the application program AP_1 executed by the SAM
chip 308.

The personal cémputer 316_4 is used by the software
developer 315 MID able to develop a higher handlér layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software'déveloper 315 _sup

having the right to manage the SAM chips 308 as a whole.

The businesses 315 AP1, 315;A92; and 315 AP3 use the
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software structure of the SAM chip 308 shown in FIG
49 to the external nenory 307 or SAM chip 308. The
processing unit 351 4, as shown in FIG 53, has 15 a
nmut ual aut hentication unit 352 4 and downl oad
processing unit 3534. The md®at authentication unit
3524 is the sane as the nutual authentication unit

| B52doexDl ebnsetess 36 51.31dNe, dowwl 986l Prasesshditee the

~unit 3534, when downl dading 20 a programto the

i 3 sh i n 54, 28N :
B TRl A S AN i end fotRI ey whe

' ion t 0. generate the . downl o ke . .

S EICRY PP Rt i SR B oo G e clehantisption

353 4 encrypts t he downl pad key information K -DA as
usthi fhernd 3kt 3 5é/m‘f‘éﬁa%ya¥¢ﬁ%r#a¥¢%t3d

KMto generate the downl oad key - 121 information K*.

imviadeance tine hewvexdsdnglonenoryg30idi th8s84huthe SA4 chip

downl oad key information K _DMto. generate the

3wl oad signature information and transmts it to the

SAM chip 308. 5 FIG 55 is a functional block diagram

of thatr awfikenlinfeAtl itad Wdindkbas AIsSAPMN A T2 S%ng
the authentication unit 3175 has a storade unrt 350 5

And i ' 5 As .shown in FIG_55 the
AR AL G Wl it o FarlRh Wi o Eagh o, o
ﬁuth nti cation nmaster _key information K1,  and access _

TP it ha® dr kR teradnrarsryTiO Is A (which the

mut ual aut hentication master key . :
application programs AP 1, AP 2, and AP 3 can be downleade

are determiﬁed.in advance. Whether or not one has the right
to download to ;uch a storage area is Qerified by the SAM
chip 308. |

Further, during'exécution of thg application.progﬁams
AP_1, AP. 2, and AP 3, the firewalls FW restrict the transfer
and viewing of daﬁa between the application prbgrams AP 1,
AP 2, and AP 3.

The software developer 315 MID downloads a
predetermined prOgraﬁ into the SAM chip 308 through the
authentication ﬁnit.317_4 in accordance with need to
_customize the higher handler layer and 1o§er'handler layer
including the driver layer shown in FIG. 49 of the SAM chip
308 etc.

Further, the software developer 315_8SUP_downloads a

rpfedete:mined program intc the SAM chip 308 through the
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informati on K1, and access master key information KA
and KM are the sane as those expl ai ned above. 15 The
access naster key information KS is the key

i nformati on required for down| oadi ng a program of the
OS |ayer of the sof tware"sttdcture of the SAM chi p

308 shown in FIG 49 to the external nenory 307 or SAM
ahtpedBBcatibe wndEe3FT Ny t6i éudbdhizasashovh tReFl&yers
55, has 20 a nutual authentication unit 3525 and

shoavh opgl Brecessing unit 353 5. The nutual
aut hentiication unit 3525 is the sane as the nutual

aut hengy g [ ' L n, the .

aboveElf nléa%% Hﬁ%@%‘% g% J‘Eﬁ%ﬁ?%ﬁ%‘f%é& Toroc88sPrpLained
nit 353.5, en _down| pading - 122 a programto the

1842 B tiahd, ~ubhen tiCe kg and REprpces slowndad, pgnature

the, SAMID as plain text using the access master key °

YeE iR tion kent dnfersakient ¢kc datitiho sHekSiM chip 308 when

dinformation K DA. Next, the downl oad processing unit

BB o ading i préve texoimdd qoirdeyamn nf osuethe Npdr £Anak

pl ain text using the access master key information KM

dangetraratF 6 e ol @& keyendfamadngy ¥og DM Next,

t he downl oad processing unit 3535 encrypts the

downl | 3 “@Hg‘lﬂ:' a ' { usi
acc.esg%%aléjt%gréd%ge i nf rrrae[% gr[?g}(s%t(’gJ é@éér%g{l)gl)&e' ?héeq%%c{]%y

. | k i.nf i - DS, d | oad
. %%%éés}% ?rngoeé/u nt: & %a%r%geﬂs@% 'r?e%t&o%gdagtq%eﬁ'w user.

inforﬁ:g‘tﬁi on K -DS to generate the downl oad si gnature
i nfor BRTERGaLr SRERTEET APS, t forteeampde chip GoBnected

through a serial port or USB port to a Dumb type card

reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC ca?d 303.

fhe operétiqnal commands to the IC car& 303 and the

response packets from the IC card 303 are generated and

analyzed .at the SAM unit 309 side. Therefore, the card

reader/writer 304, personal c;mputer 305, and ASP server
306 interposed between them only ract to store the commands
or résponse contents in thle data payload portions aﬁd relay
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debu_gging

‘a program running on the SAM chip 308.
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In the present enbodfnent, t he authentication units
15 317_1, 317 _4, and 3175 store information in the

- storage units 3501, 3504, and 3505 in a secure state.

When these units are destroyed by outside factors or
forced open, this is detectédaby a detection unit and’
the information stored in the storage units 3501,
3504, afd8508nes cdb8hedts 2MowAMibNFEcI0%al RXier Bal
anory 307] FIG 57 1s a view for explaining t
%?iggng eas of the external nmenory 307. As shomn in
the storage areas of the external 25 nenory

307 inclyde an AP_storage area 3201 in which the - 123
applicak§e§5§E9§EQWIAP-l of the business 3151 is

stored, an AP storage area 320 2 in which the

appl i cathenifreardnPOApstores the beyi infergasponsetc.
stored, an AP storage area 3203 i'n which the
appkessargnfprothans &Pt 18medh t t o dseiss 1xgp 1 it Ghe SAM chip
stored, and an AP managenent storage area 321 used by

t Begpanager of the SAM chi p 308. The application
program AP -1 stored in the AP storage area 3201 is

-conprlSﬁétﬂénaleguiah'bxleé Bi99iag, neglyl gs. ﬁwcess to

t he AP Storage area AUJ. rsTestrTcted byt he
firewal L

the AP SES1 o5 23, Bardgh e Pas ﬁ%??%a%‘%\ﬁr%ﬁpﬁﬁéﬁ%'y”

) grogran1nodules Access to the AP storage area
3?5 patigatirrtBBiby3tiel firewal | FW2.

As shown in FIG. 50, the authentication unit_311_1
has a storage unit 350 1 and processing unit 351 1.

As shown ‘in FIG. 50, thé storage unit 350 1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information K1
is, as explained later, used for generating mutual
authentication key information K2 |

The access master key information KA, as-exp}léined
la,tér, is gsed for generating do@load signature information
.useci when downloading a program in the external memory 307,

The access master key information KA is key iﬁformatiOn :
necessary for downloading to ﬁhe external memory 307 a.

program of the AP layer of the software structure of the
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15 The application program AP -3 stored in the AP
storage area 3203 is conprised of a plurality of
program nodul es. Access. to the AP storage area 1203
is restricted by the firewall FW3. In the present
enbodi nent, the above programeodule 20 is the
nininun1unit downl oaded for exanple fromthe outside

PRSP i FEBLI A or i ng eaeh

'appllcatlon program can _be freely determ ned by the

cor r esPOMRIiBEL PRST IS anity (3 Hel , tafe shepit det iBhE- 50, has
prograns AP 1, AP 2, and AP 3 25 stored in the

extmertnesl ramdren 3% bren siianBbedl ihdydtawﬁlead&eﬂrecess:.ng
descranbl ed when read into the SAM chip 308. Further,
theiams3 cart i on prograns AP 1, AP 2, and AP -3 are,

for exanple, produced by the businesses 3151, 3152,

and 31%&&h%at1h§ugﬁéﬁgf@$t§9m §53161,, 31 gﬁm 29d rrc.

3163 shown in 8 and are domﬁ1oa eﬁ { hrou

M e external Access to
?ﬁ' K%nﬁgﬁggghen q#%raggug}eang 1£¥§ e?%@ rlgtéﬁn%ﬁy 307,
theflre Il FW4. Note that. the firewalls FW1, FW
Wa‘ﬂbe FAM. IO R B ah dirkt B4ing rihe i fialry

| shown |n FIG 49. The AP managenent storage area 321

fudthen biga tipon maskrendmy danforetiothKIARqraenyarale the
data 330 includes for exanple the SAMID, nutua

auttherlt aodheonikeyiobnflosyrahiformKRioaKHhdalseslthat mutual
aut henti cation master key information K1), and

- dwWNHRd cation key information K2 for mutual authentication

with the SAM chip 308.
The download processing unit 353 1, when downloading

a program to the external memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download key information
K_ﬁA. Further, the download.pfocessing unit 353 1 uses the
download-key information K_bh to generate the download
signature infdrmation.and transmits it to the SAM chip 308.

The authentication units 317 2 and 317_3 are
configured the same as thé above explained authentication
unit 317_}. However, for exaﬁple, the content-of the acéess
master key information KA differs for:each authentication
unit.

FiG. 53 is a functional block diaéram qf thé

authentication unit 31 7 4.




_ rrermry comuni dat’i on |nterface uni

16

i5

20

25

signature verification. key information K -DA, KDVM

and KDVS. = Here, the downl oad signature verification

key information K DVA is key information for

verifying the Ilegitimcy of the signature information
generated using the 20 dow da&P key i nformati on K DA

The downl oad signature verification key information

K_DVM i gk dwiif qwfmonsfsor thel 'a%%% %%14 %glt WUnTAC%17 4
of the signaturé in mat’i‘on generate usin

downl oad k I nfar 25 The dovvnl oad

s?lgnat lr'e vea}q? |%?n§$qie% a\’ﬁJf:)M SR InRE PHisds

key information for verifying the |egitinacy of the

si gnat uPé ishegrndR §1Gy eﬁér:a%@& g&orgaehanddnwdblad ledpres

information K _DS. The downl oad signature verification

key SihME d%mmalSaushheylcatmpmasheusleeyfmfomatlon K1,
signature verification performed when downl oadi ng

t haid prcegisammadidre Kdy QugoridatiSMraNiapd 388 to the
external menory 307. '[SAM Chip 308] FIG 58 is a

functi oral BRECKDYi adtagnObukhen$AMaEELR mégtéS}Skaﬁrom
in FIG 48. Asshown in FIG 58, the SAM chi p 308 has

a@.n’%@@ﬁatﬁ%wl C%Szdo 'g.clcgts%r Lu%%(‘:!‘:e.urn tegg g.(:)l‘f 24 G{‘:r 3 51 mﬁ% are

US SCr

t 362, _en ptlon/ Grypti unit 363, storage
hﬁ $8%° 3%d 591§ n?ﬁeagﬂﬁﬁchlp 308 is a

tanper-resn stant nodul e.

The access master key information KM is key 1.nformat:l.on
for downloading a program of the higher handler layer and
the lower handler 1airer including the driver layer of tﬁe
s::-ftw-a.re structure of the SAM c_zllip 308 shown in FIG. 49 to

the external memory 307 or SAM chip 368.

The processing unit 351___4, as shown in FIG. 53, has

- a mutual authentication unit 352_4 and download processing

unit 353 4.
The mutual authentication unit 352_4 is_thé same as
the eqi:ltual authentication unit 352 1 explained in FIG. 51.
The download processing unit 353_4, ﬁhen downloading
a brogram to the exter'naj. memory 307, -,as shown in FIG. 54,
encrypts the SAM_ID as piain_ text ﬁsing the‘ access master

key information KA to generate the download key :i.nfo:ﬁmation

- K_DA. Next, the download processing unit 353 _4 encrypts the

download key information K DA as plain text using the access

master key information KM to generate the download key
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The ASPS comuni cation interface unit 360 is an
interface used for input and output of data with the
ASP server 306 shown in FIG 48. 20 The externa

menory conmuni cation interface unit 361 is an
interface used for input andjoutput of data with the
external nenory 307. The bus scranble unit 362
scranbl es output data and descranbl es input data when

i ApFETRd-iatd ulerky Haeadownlend pEreersing apneat 353 4
menory communi cation interface unit - 126 361. The

e eeEp ttihen ddetrdypad  dneyudinf o366 téoay W DM dat gemrd-ate the
decrypts encrypted data. The storage unit 364 stores

. d@bamlsed sagnbitars RHE6LMRSERASNDYnANEr&FLhB6S. idhee GllE sam

365 executes various processing including execution
othap apml.i cation programby the SAM chip 308 based
on a predeterm ned program (program of the present

i nventi ' he_farm of tasks.etc. .10 The CRPU, 365,
f or exa%%%é,ng%gu egugcgéﬁﬁﬁgagnggkdlgggﬁmf8F the
rm ng pr.ocessi.ng_for downl oadi ng program nodul es

per f
tﬁ?&gﬁﬂtﬁ%étFﬁPePﬁéF 34dSNext, the downl oad operation
of program nodul es by the downl oad task 365a of the

CPU 3652%i phora &rpFaFnelS, theraathegticatiphowndikadl? 5
for explaining that dowl oad operation. In the -
f bakowi sgoeagedunit 350hE expl prateesingl inhe 351 5.

As shown in FIG. 55, the storage unit 350 5 stores
a SAM ID, mutual authentication master key information'Kl;
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key
information K1, and access master key information KA #nd
"KM are the_same as those explained above.

The access master key information KS is the key
_information required for downloading a program of the 0S
‘layer of fhe software structure of the_SAM cﬁip 308 shown
in FIG. 49 to the external memory 307 or SAM chip 308.

The processing unit 351 5, as shown in_FiG. 55, has
a mutual autheﬁticatidn uﬁit 352;5‘and download processing
uﬁit 353_51 |

‘The mutual authentication unit 352 5 is the same as
the mutual authehtication.unit BSém; shown in the
above-mentioned FIG. 51.

- The download.procéssing unit 353 5, when downloading
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'gi've'n of the operation when a business 315 - API

downl oads program nodul es of the application program
AP -1 shown in 20 FIG 49 and FIG 57. Step ST301
The personal conputer 3161 shown in FIG 48 transnits
a downl oad request desi gnatd riggzt he nodul e nane of each
program nodul e to be downl oaded conpr|5|ng t he
application WAS 1 throu

%?ﬁéngigmklon Vil gngffallﬁ?ﬂ?ﬁthQEV ag ghowgpin FIG. 56,
server 306, and ICE 318 to the SAM chip 308. Step
SPEGEYPHTe tht FAM AR RehBladn dexiniusizgp thsf adeess master
processing unit 3511 of the authentication unit 3171,
akeyhanformatiphFASe gemempaites thhedSdl o deey|iaiformation
text using the nutual authentication master key

i Bf DANENERA , Kthé daaibsad @ﬁd&sdﬁ@ﬁhx%UBQEnS'éﬁ%s the
key i nfoor mation K2. Step ST303: The nutual

adbiaNbhaeitkeP N Wit im302dn & &hgs?%%éﬂ J.:Q:LHE" the access

3511 of the authenticationTunit 3171 perforns nitua

a Ioad tas f

3%%@%@% %g %ﬁﬁﬁkﬁ?b3%®8 u3|ng Fﬁe nutug? %ownﬂoa%?%ey
aut hent i atlo y or pat i nerated at step
st369r™ éB“s&sﬁ% eFPe i *Hft& REAFLIHeRT it 3535
t he nut ual authentlcatlon of step ST303 is confirned,

t RECEHPESpitbecBaynlpad: kevpinfesmakdonf KsPMpasTRd8in text

whil e when not, it ends the processing.
using the access master key information KS to generate the

download key information K DS. Next, the download processing
unit 353 5uses the download key information K Ds t;) generate
the download signature information and transmits this to |
the SAM chip 308.

In the present embodiment, the authentication units
31'7_1, 317 4, and 317 _5 store information in the storage

units 350_1, 3'50_'__4, and 350_5 in a secure state. When these

units are destroyed by outside factors or forced open, this

is detected by a detection unit and the information stored
in the storage units 350_1, 350 4, and 350 5 is deleted.

SAM Unit 309

" {External Memory 307]
" FIG. 57 is a view for -explaining the sforage areas
of the extefnal memory 307.
As shown in FIG. 5:1, the storage areas of the external

memory 307 include an AP storage area 320 1 in which the
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Step ST305: 20 The downl oad processing unit 3531 of
the processing unit 3511 of the authentication unit
3171 shown in FIG 50; as shown in FIG 52, encrypts
the SAMID as plain text. wusing the access naster key
informati on KA to generate 1he23 downl oad key

~information K -DA. 25 Step ST306: - 128 The downl oad

rocessi uni t 3531 es the downl oad key .infornation
KPELISEHECR Brofim AF St T e (e dowrd gapred,
signature information. Step ST307: 5 The downl oad

pPic 8Fsisterade %3 330 % Mn shilgh thewvaredd @ Gt preogran
i nformati on generated at step ST306 to the SAM chip
308_2Sdp tBE3MRis iflesssd BMH_Cad st ador¥ha :of AhestdHld@barea
of the SAMchip 10 308 shown in FIG 58 uses the

deanl GadnswDah UEKe \egip i it il i pe @Yy rlalt! RPMBL beNtie Dfsiness
shown in FIG 57 to judge the |egitinmacy of the

d | gaglgsi r e, maf ' Lye e 13
AT P T PAReGRHERE R BEaSkiRE SIS usea
d d_r St be e a he AP | ayer based |
oﬁi@’?%ﬁé% ng%%ﬁl gl}ﬁz:rl??s%r%gggc?’\}gds ]tts'st ep ST301 and

speci fi t he _down| oad signature verification keX%

i nf or ma? SrRRPHRateR produnm AR L stpred, dgethatAR shprage
ST308 that the-downl oad signature information is -

| 85eei AdPel ipeccempripedcefds nlnrality of program modules.

Access to the AP storage area 320_1 is restricted by the
cfirewall FW 1.
The application program AP 2 stored in the AP storage

area 320_2 is comprised of a plurality of program modules.

- Access to the AP storage area 320 2 is restricted by the

firewall FW 2.

The application program AP 3 stored in the AP storage
area 320__3‘ ig comprised of a plurality of program modules.
Access to the AP storage area 120_3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module

is the minimum unit downloaded for example from the outside

:. of the SAM unit 309 to the external memory 307. The number

25

of the program modules forming each application program can
be freely determined by the corresponding business.
Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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20 the processing of step ST310, while if not, it ends
the processing. Step ST310: The downl oad task 365a of
the CPU 365 of the SAM chip 308 shown in FIG 58 '
specifies the address in the.external 25 nmenory 307
correspondi ng to a nodul e naf@4desi gnated at step 129
ST301 by view ng the nodul e managenent data 330 and

dausbeanipl el GnBhOFLAN TRYY! €nbeeriy ek aFgt he
per sonal cgnputer 3161 t%gtﬁg% %%ggi?ﬁ%d%a dress on

t he ext menmry 307.. te that when the software

devel opg{lggii%r Mr%l_élagﬁé'llgg OB R P IR RO M-y BF_£neand AP_3
hi gher _handl er | ayer and |ower handler |ayer shown in

FPES  45°F CYIEP iRt RFefusddry thmbusimensgs SS9, 315_2,
the downl oad key information K -PMis generated by

taRdr 34Pi Aeuekpbathedpersngakl Gompdtesi A6t Ai,s316aR, and

step ST306, the downl oad signature information is 10

g@h6ér At sowhULhhEEG. a88shrg SF308owhlohBadSANreligA the saM
308, the downl oad signature verification key

| €D NBOB Oio KLhY Mo B8¥Ra 1| Reliby 8471 S used to verify
t he downl oad signature information. Further, when the

sof t war I d 1 T ogr .
rodul o THE. CB T o Rnasuiear Syl £r84 IR o
ext ernal . ry. 307,.. at. ep SJ305, the routine
é&%ﬁéﬁﬂ%ﬁg§ﬁ§¥n ?Iﬁir%%afi ﬁ@eg‘to generate the

downl oad key information K LDS. Using this, at step
ST306, Nake ddv dehe frrirakles TWhibr i dn ¥® 3, and FW 4
generated. Further, at step ST308, in the 20 SAMchip

3o regpomdving oblte sf irawal ks VEW | $howh i D KBF. 49. 7

The AP management storage area 321 stores the AP
management data 3370.

The AP management data 330 includes for example the
SAM_ID, mutual authentication key information K2 (or mutual
aui:hentication master key ihformaf.ion K1), and download
signature verification key information K DA, KDVM, and KDVS. .-

Here, the download signature verification key
information K__'DVA is key information for verifying the
legitimacy of the siéhature information generated using the
download key information K,_‘_DA.

The download signature verification key information

K DVM is key information for verifying the legitimacy of

the signature information generated using the download key

inf ormation K DM. '

The download signature vérificatidn key information -
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.expl ai ned using

information K _BVS shown in FIG 57 is used to verify

the downl oad signature information. Note that the

sof tware devel opers 315 M D and 315 SUP can use the
access nmaster key information KA to download 25 the
program nodul e of the AP | aye¥23 o- t he external nenory

- 130 307. Further, the software devel oper 315 SUP
canphse itd GBS RS | nf.qrat i angd .KM
tg{n_dommlltg]aé*eg? glgram m)éﬁ é%el}(;f‘} 1?1{15.?1 %%%Kgr?ﬁlgcrlmacy of

I r_and_Lower .handl er .| ayer 5 to. the externa

mobe 53357 t0RE, 12 Pemat 0Bl Geprgaten uethanthrdmLoad key
usi the 1C card 303 by the conmmunication system 301
sﬁa%?rmﬁtépe Ka®S-wil|l be explained. FIG 60 is a view

for explaining the overall operation 10 of the '

comuni €hei daws}ondnsignathoen vemiEiGatddn SegpibFazhation
The busi nesses 3151 to 3153 or a part requested by

't heSeep usifieeseds qir adedef @pRlighatiued P& O0f 263t £6h berMrmed

2, and AP -3 for those businesses to perform

PrREASELRE16AHI AT hARS PebgRas HSRd el ke atfle3 ip
on the personaﬁ gbnpute?é 3161, 316?; aﬁggg%G%ﬂgh%%# chip

| 0§l & HHe _ékt&ghél iuggmfg"%@??";‘r nggécgf::on%msz: 20

The apphéﬁgt%on pﬁggians AP 1, AP 2, and AP -3 are
downl oa t ?5%9 e authentication units 317 1, 317
’ FIG. 58 is a functional block diagrém of the SAM chip
308 shown in FIG. 48.

As shown in FIG. 58, the.SAM chip 308 has an ASPS
_ﬁémmunication interface unit 360, external memory
communication interface unit 361, bus scramble unit 362,
_éngryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is é tamper-resistant module.

The ASPS communication interface unit 360 is-an
interfACe used for input and output of data with fhe ASP
server 306 shown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of data with the
external memory 307.

The bus scramble unit 362 scrambles output data and

_descrambles input data when inputting and outputting data

through the external memory communication interface unit
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and 3173 from the personal conputers - 3161, 3162, and

3163 to the SAMchip 308.. At this tine, the

processi ng expl ained using FIG 56 25 is perforned. -

131 Step ST333: The user is issued the IC card 303.

The 1 C card 303 stores the'kéfq nf ormati on used for
transactions with a business which the user has

camwilrracted wth. Note that the contract between the

user and a business ..may be concluded after issuance

of the c : LA he | 310 Cy

ST334: ?gepgf,eggg%ag( U0y titn BhELSE3 Yitdides Aia and

p L c ut er, 0 access the server 302 through
e R

erne 0 puf%hase a product, the server

302 issues a processing érequest t hrough the Internet
0

310 to the A&PrageyBpilods4vitareRedatp yepdefogothe
receives a processing request 15 fromthe server 302,

i Pracessing bie ther §8HaB6Sonput er 305 t hrough the
Internet 310. Further, the processing request for the

| C car dTB@3CPYsBEH byetheesavdrisadeptvbbseingdOdncitding
sent through the personal computer 305, Internet 310,

a8fle ASPL68IMEan3DSpl Och BeoS dh BYBrhe SAMLARp 308 based
ST335: " The SAN1C%§% 308, inég%ggidange ﬁ?th he © pase

t
péﬂ%{éﬁéa&teiﬁﬂﬂsa‘p{c?g%%h&’ ?9::85:3&9& glxg%)élressetlte ﬁl%'e%rilion)

appl i‘cation

in the form of tasks etc.

The CPU 365,-for example, executes a dowﬁload task
365a for performing processing for downloading program
modules‘through the Internet 310,

Next, the downlcad opgration of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315_AP1 downloads
program modules of ‘the application program AP 1 shown in
FIG. 49 and FIG. 57.

Step ST301:

The personal computer 316_1 shown in FIG. 48 transmits
a download reque#t designating'the module name of each
Program module to be downloaded gomprisihg the application

program AP_1 through the authentication unit 317_1 ; Internet
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program by the settlenent processing routine-task and
executes the selected application program 25 Step

ST336: - 132 The SAM chip 308 outputs the result of
execution of the application ?rogran1to the ASP

server 306. As expl ai ned abolé/ according to the

communi cation system 301, by the.authentication units
34io ) 288 72exrd8d 38473ahQ! #8031 HeLa3CERSSSAMSLRLpKSYS .
informati on KA, the authentication unit 3174 hol di ng

the acces .key information KM the

authentication unit 3175 holding the access naster key

i nf or ion KS, .and,. as. expl ai ned abgve, . ,
per f or”?n"meg prsgadseaghentig %Pﬁdm%gégpilo@#aﬁh%aa%ssmg
to 10 the-external nmenory 307, it becones possible to
dRik¥ ot _h ¢f ofranrnbaenticatiae contbndt7yl ¢t hasi ghewn in
given in accordance with the software hierarchy shown
iFLG]| Gl A@ncrifpdreftec SAMt IDsapqskain ddxt msdwgnthanmutual
unaut hori zed party fromillicitly exchanging or

tanglesn fipcat i dn MiOgEE B&E UL 960 dia £ Do EKEXES Ug&hleBite the
the ' SAM chi p 308. Further, according to the

GRITAHY CAl LI SYSL €103 0ley BpeSxRieidiekearlier, the
aut hentication units 317.{, 3174, and 3175 store

i nfor i Qn d Secure state in the storage units
3501,m%£ék %ﬂ? 50-5. When such a unit is destroyed

20 by an external factor or forced open, this is ]
det ect édrpPutyatAnthenticarionypitndS3; ik the processing
information in the storage wunits 3501, 3504, and 3505
uwnigeRétled. ofhthefanthentication we oBlihd keyforms mutual
i nformation used for downloading to the SAM
authentication with the download task 365a of the CPU 365

of the SAM chip 308 using the mutual authentication key
information K2 generated at step ST302.
Step ST304:

When the mutual legitimacy in the mutual

‘authentication of step ST303 is confirmed, the unit proceeds

- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353_1 of the processing
unit 351_i of the authentication unit 317 _1 shown in FIG.
50, aé shown in'FIG. 52, encrypts the SAM ID as pléin text
using the access master key information KA to generate the
download key ihformajtion K DA.

Step ST306:
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chip 308 can be avoided. 25 Further, according to the
communi cation system 301, - 133 when the SAM chip 308

-operates a plurality of application prograns, since

data transfer or view ng of data and codes between
application prograns is restnpgted by the firewalls
FW1, FW2, and FW3, illicit interference or

pr ogr art By St Tere BATT R DT b AP, the download

prevented. Further, it is possible to enhance the
skey etpformakianaBpPAcaensnapedgprinstenr R8PS to generate

“according to the conmunication system 301, by .

ctiné | gownhgadashgapphreatinforpasgoam by a plurality of
10 program nodul es, it is possible to download to the
ext er nad+LEN@r30PO7 i n program nodul es units. Further
according to the comruni cation system 301, by

encryplyiy 4&en 548! ﬂr&@&&bﬁﬁétﬁﬁitkﬁﬂa' 07 SLARLLDBs the

used for operation of the card 303 Tn addition to
ual, 15 scranbl ing and storln e_exte :

ne%nn °§6731??a£urep6§gP5Petfo |ﬁ6ro§%t eagecgr E@@bs to

| evel of the ke i nformati on. Further, according to

?kﬁl?ﬁ%rﬁ%%P3@§ 8.the application program can execute

encryption and decryption 20 when accessi ng codes by

the busStrp a9MB@8function, so it is possible to

prevent an application programstored in the externa

menor y ™Y ddwaildeed igidi [36Gal by 8hal gred3es of Whd 8AM chip

processing of the SAMchip 308 is halted. FIG 61 is a

308 shoRa 1 RHPeK. gbalgééénéﬁeo%ﬂﬂlggaesignature verification
key info;:mét:i.on K DVA shown in FIG. 57 to judge the 1egitimac1f
of the download signature informatiofx received at step ST307 .

At this time, the downloéd task 365a judges if the

download request has been made at the AP layer based on the

- module names received at step ST301 and specifies the

‘download sig’natﬁre" verification key information K DVA.
Step ST309:
If it is judged at step ST309 that the download
sigriatﬁre information is legitimate, the tésk pioceeds to

the processing of step ST310, while if not, it ends the

" processing.

Step ST310:
The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step
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25 specifically the function blocks of the SAM chip

308 shown - 134 in FIG 58. As shown in FIG 61, the

SAM chip 308 is connected through an internal bus 390

to the ASPS communi cation interface unit 3 60,

external nmenory communi catiompgdnterface 5 unit 361

bus scranble unit 362, encryption/decryption unit

365, storage unit 364, and CPU 366. In the SAM chip

55 Uhb¥rv 1w ing themodele managepent dagadsq and dgwnloads
62, it is also possible to connect the card |I/F unit

10k ponrgsemgdodule heedeitwed frolmuth8 ¥ rspral BFmpOter 316 1
reception/transm ssion unit 392 outside of the SAM

At I8 spduh f i HRir&kd aoni the tdietdim LB mkbrdsy B0 2.
noncont act system through an antenna 392a of the RF
feceptN@@S'EHE%“ﬁﬁﬂdﬂkhé“Héféﬁﬁée'Hé%é¥%?3¥“315 MID

invention is not limted to the above expl airned
For_ex aho! ex
RRUREEY P%ra‘?%%’%‘oedom%f*%a%ﬁhgg%ro&%%%d Jager and
copputers 3161 to.3165 throu :
”t a‘?ﬁé ggf’@rh’él"%no‘\"’y t80¥ gﬁa%"tegnai memory
|IIustrated but the present 20 invention can

S0/ &Y ysb@@ H0%d the rdpwrlogd kay gnfsirmafeiap Iy M is

expl ai ned downl oad task 365a even when downl oadi ng

fron1the pers

- pengiaheribbiy tdse roatinkcexel sinmed weimguUFEEs BIL6Usting this,
3165 to a storage unit 364 in the SAM chip 308.

Y HiRp dTBddle RO\ Wi NEdRINd forddte G Ses
25 of prOV|d|ng the authentication units 3171 to 3175
E%Eerated- Further, at step ST308, in the SAM chip 308, the
‘download signature verification key information K DVM shown
in FIG. 57 is used to vérify-the download éignature
information. |

Further, when the software developer _315_SUP downloac.is
a program medule of the OS layer shown in FIG. 49 to the
external memory 307;rat‘ste§ ST305, the routine explained
using FIG. 56 is used to generate the download key informa.tion
K DS. Using this, at step ST306, the download signature

information _ié. generated. Further, at step ST308, in the

SAM chip 308, the downloéd_signature_ verification key

information K_DVS shown in FIG. 57 is used to verify the

 download signature information.

Note that the software developers 315 MID and 315 SUP

‘can use the access master -'key information KA to download

the program module of the AP layer to the external memory
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- 135 the Internet 310 at the personal conputer 3161
to 3166 side was illustrated, but as shown in FIG
63, it is also possible to provide the authentication
units 317 1 to 317 5 in the SAM chip 308 and al | ow
access to .the authenticationjzgnits 3171 to 3175 to
t he correspondi ng personal conputers 3161 to 316 5.
Fi fth Enbodi nent The present enbodi ment is an
di ment corresponding to the 17th and 18th aspects
of the invention. 10 FIG 64 is a view of the overal
conf i gluttiher ofthehesoftiorammidate opey ST SHE @in tiee the
present- enbodi ment. As shown in FIG 64, the
corgess eaidtar keyt RRE4Rhattsen Kihend ey ab aeﬁnlbadcgtdgram
403, card reader/witer 404, personal conputer 405,

ArRd PP d € a;heonlgﬁraw ﬁsnaiew ﬁ@fér SH{d QbwahahB188M ayer
(secure appl i cati dn nodul €) unit” 409, personal '

4;%% 4 §@¢ 416 _3, and aut hentication
aﬁlts 41 te ‘% éﬁ%%? 3 to conmmuni cate through

t he Internet 10 and perform settl enent processjn :
ot her  DNeStus Sty BReo P i ARt TRTHRATHER iRy the IC
403. 20 The SAM unit 409 has an external nenory 407

&r B3 Y prhir gzommn Ak Eon pSYDemailh shewmaie FIG. 48
configuration shown in FIG 65. As shown in FIG 65,

twhidl 1SAM chipglatilBedas, from a bottom | ayer toward a
top | ayer, an MW (hardware) |ayer, .25 OS |ayer, |ower

handl efricay €0, i di0RheewhpsE| Sfpl B0Ing AHE d36rall operation
of the communication system 301 shown in FIG. 48.

Step ST331:

The businesses 315 1 to _315_3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP 3 for those businesses to pe:;‘form_ processing for
trarisactions using the IC 'card 305 on the personal computers
316_1, 316_2, and 316_3 shown in FIG. 48.

At th:_i.rs time, downloadrproéessing ekplained using _FiG.
59 is i:serfo_r'med.

' Step ST332:

The application programs AP__l, AP 2, and AP_3 are

: ,dowril_oade‘d thj:ough the authentication units 317 1, _31’7_27,

25

and 317 3 f;om the personal computers 316 1, 31-6_2 , and 316_3
to the SAM chip 308.
At this time, the proceseing explained using FIG. 56

is performed.




10

15

20

25

AP | ayer. The | ower handler |ayer includes a driver
| ayer. Here, the AP | ayer includes application
progranms AP 1, AP 2, and AP -3 defining procedures
for use of the IC card 5 403 by credit card conpani es
or other businesses 4151, 41H33 -and 415 3 shown in
FIG 64. In the AP layer, the application prograns AP
1, AP 2 and AP -3 and the higher handler |ayer are
provi dFBeSAS3: themwith firewal |'s FW 10 The SAM
chip 408 is connected through a bus 419 using a SCSI
port, (Dhe Esear det issued thhe € ASRGS0r 406. The
ASP server 406 is connected. through the Internet 410
to a [mhe d0 carel 30T RttHe AN Aeis dnficialdlidi) Wwsed for
personal - conputer 405 of the end user and personal
QYIRS ShlD doi th0 24023 n@RY GhE3nOEnLhEsOYShAESSEStracted
4151, 4152, and 4153. The personal conputer 405, for
le, is connected through a serial port or USB
port to a Dunb type card reader/vvriter 404. The card
reader/write All?realizes fgs exanpl e wirel ess

CommunNEhe BREECrHe SROHATRT DG CHRERpRYS I H3a" 2381 Pdyapiness

-with the 1C card 403. Operatlonal comTands to the IC
- 8ayd b0 gonrd udeshafiser psenanser pnthhell eudd3@d3through

are generated and anal yzed at the SAMunit 409 side.
Tther dhdegnetthdldareta.eader/ witer 404, personal
conput er 405, and ASP server 406 interposed 25 between
t hem oslkypckTha4store the commands or response - 137
content in data payl oad portions and relay the sane.

They For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet

310 to purchase a product, the server 302 :_i.»ssr.ies a processing

" request throﬁgh the Internet 310 to the ASP server 306.

When the ASP servér 306 receives a processing request
from the server 302, it accesses the personal computer 305
through the Internet 310. Further, the processing request
';Ebr the IC card 303 issued‘ by i:h;e card reader/writer 304

is sent through the 'pérsonal -computer 305, Internet 310,

- and ASP serxver 306 to the SAM chip 308.

Step ST33‘57:

The SAM chip 308, in accordance with the processing
rgquest received at step ST334, selects an application
j:rogram by the settlement processing .J_:outine- task and
executes the selected application program.

Step ST336:
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i
~the— appllcatﬂon progranms AP 1 , A

are not involved in encryption or decryption of data,
aut henti cation, and other actual operations in the IC
card 403. 5 The busi nesses 4151, 4152, and 4153 use
t he personal conputers 4161, 4162, and 416.3 to.
produce the application pragams AP 1, AP 2, and A-
P-3 and downl oad t he produced application prograns

t hrough,,.t ent i t 4171, 17 and .

a7 3 e sa ERIBS IR RRERlS e, Kty Al SHpution of
storage areas in the external menory 407. At this

tihfe aPRldcatian RrOFFERs & 4w ASP mervgr] W63 have

no relation with each other, the storage areas in the
ext er ndks mwpdraingd/ ahioyes tahse:oa;pﬁjJnigca:toi dihep rapgmansi gEtion
1, AP-2, and AP -3 can be downl oaded are decided in

ad\éame 30]15, By viee tdith it ds drh il i@ 1310 1loval pad, and
to such a storage area is verified by the SAM chip

408 Fdikhg Wi tarc%%gseﬁnﬁ%z\’ %yz%ﬁrﬂ%%@%,g the

e t he .fir I Ioadln
a%%happ l)é’cl)l n |c!)1 rld: g rﬁﬁiﬁ 11 and % ?%& key
SAM chlp 408 t he authentlcatlon units, 4171 417 2,

AL OB Wep Lo & SRt ot R 5 holdinig the
aut hentication with the SAM chi p 408, produce the

~ aomeissanassegnkeyr énfermatiani KA, k@!)dr Morenplainedtabove,

25 Next, the SAMunit 409 shown in FIG 64 will be -

i:%&foe'mﬁ.ln@i«@ﬂ:ﬁbdemﬁﬁgaiﬂo: downloading a program module to

the external memory 307, it becomes possible to download.
a program modules in accordance with rights given in
éccordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitly exché.nging or ‘tampering with program modules
to be executed by the SAM chip 308.

Further, according to the communication system 301,

as explained earlier, the authentication vnits 317.1, 317 4,
and 317_5 store information in a secure state in the storage

units 350_1, 350_4, and 350_5. When such a unit is destroyed

by an external factor or forced open, this is detected by
a detection unit and the stored inférmation in the storage
units 350_1, 350_4, and 350_5 is deleted. Therefore, illicit

use of the key information used for downloading to the SAM

' dhip 308 can be avoided.

Furth_ei‘, accoxding to the communica_tioh system 301,

P
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External Menory 407 FIG 66 is a view for expl aining
the storage areas of the external nermory 407. 5 As
shown in FIG 66, the storage areas of the external
menory 407 include an AP storage area 4201 for storing
the application program AP-13af -t he busi ness 4151, an
AP storage . area 420 _2 for storing the application

rogram AP-2 of the usi ness 4152, _an AP storage area
i R %%r?hbptﬁg 10PEFRFrEaRi BAUBROGFENPAPaPRLEFation

t he business 4153, and an AP managenment storage area
BUOGEIES hySipree m‘ﬁg diragisfgmre CSAMJ—G@:@@ 408 dafige and codes
application program AP 1 stored in the AP storage

Apebwddn aprsl iconprars gt ogframsplisr abstyiotedriogrtia firewalls
.modul es. 15 Access to the AP storage area 4201 is

rewtl] e byntihew 3] ravaldi Fhterflecarpl beal r:l.ng with
program AP - 2 stored in the AP storage area 420 )

Caor PSHT y

{0 th%fi‘%e%%l g%*-*a*?%%“' o PERBLET Fpgé%ﬁ'éywhgﬁgiéer

fir II FW2 The cation AP-3 stored in -
AR Th Brogten 55 Be bE R P, Ahsiner pif it pepeible
of program nodul es. Access to the AP storage area
fpEnhanca i the 39cEscy of er¢hwaPPliveBionspragrae -

. present enbodi nent, the above program nodule 139 is

the mi Munthami tackawdiswdb fire exempieid¢aohen heystem 301,
outside of the SAMunit 409 to the external nenory

437 .codBi guiiRf each application program by a plurality of
Program modules, it is possible to download to the external

memory 307 in program modules units.

Further, according to the communication system 301,

by encrypting the highly confidential key information used

‘for operation of the IC card 303 in'addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

information.

Further; accordihg to the Ihterpet 301, the
application program can execute encryption and decryption
when accessing codes by the bus scramble function, so it
is possible to prevent an application program stored in the
external memory 307 £rom being illicitly analyzed etc  while
prdcessing of-thé SAM chip 308 is halted.

FIG. 61 is a functioﬁal block diagram showing more

specifically the function blocks of the SAM chip 308 shown
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of the program nodul es form ng each application
program can be freely determ ned by the correspondi ng
busi ness. 5 Further, the application prograns AP 1, AP
2, and AP -3 are, for exanple, produced by the

busi nesses 4151, 4152, and #4443 using the persona
conputers 4161, 4162, and 416_3 shown in FIG 64 and
are downl oaded through the SAM chip 408 to the

&t &3 Henory 407. 10 Access to the AP managenent
storage area 42l1la is allowed only by the manager of

t he SARisclshpwh08 hFIthe Gl ,r ehked [SAM-Whiip Ndi& ishatonrmscted
firewalls FW1, FW2, FW3, and FW4 correspond to
- digte il i M Wud MBIl Go Géhe IAsHd ecdbrunication
managenent storage area 421 stores the nodul e

RAAGETRIY wi3dtka3ddl Shovhin nEeLn@ryB Bomfdh€catiBn Pnterface
managenment data 421 i's. used by the SAM chip 408 for

nagi ecution the ,a ication prograns.  AP.1 .
T30S AR A Sl ol 3R BhERRR: BA/ ARy Eitn unie
a -

|ication prograns., AP 1, AP 2. _and AP -3 and AP
%gé@ﬁ%t"d"ﬂ’??%‘{ ortRf iTPU t3R€ ext ernal nmenor y 407

are, as explained later, scranbled by the bus

scranbfa &het SAB chapt RBEBSahpwhi pn4BBGushhg for example as
scranbl e key K. Wien read into the SAM chi p 408, they
ahewab ite FIGRNME2d itsiig 4l eyonible sy donned#¥lOthe card
SAM Chip 408 FIG 67 is a functional block diagram of

e SAVCHoA ARG dd S ifbrnal bus 390 to an RF

reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 392a of the RF reception/ transmission
unif 392.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

: éomputers- 316 1 to 316 5 through the SAM chip. 308 to the

external memory 307 was illusﬁrated, but the present

invention can similarly be applied using the function pf
the ab;:ve' explained download task 365a even when dowz}loading
prdgram :podules from the 'persona'l computers 316 _1 to 316_5
té a storage unit 364 in the SAM chip 308.

Further,. in the above explained embodiment, the case

of providing the authentication units 317_1 to 317 5 for
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As shown in FIG 67, the SAM chip 408 has an ASPS 5
comrmuni cation interface unit 460, bus scranble unit
461, signature processing unit 462, authentication
processing unit 463, encryption/decryption unit 464,
storage unit 465, and CPU-4665 The SAM chip 408 is a
tanper-resistant nodul e. 10 Here, the CPU 466

onds e data processing circuit_of the
p‘?'é ﬁt?%ﬂ afinFhe PRESPRAL seomRBFer 3hFilsbe 316_6
corresponds to the data input/output circuit of the

pFedenras nbbhes bratedr et as hehew £mi BIdog63, it is also

corresponds to the. 15 sem conductor circuit of the
peseittlé e piostiderthbeat titen exéathah kit B0 to 317_5
corresponds to the sem conductor storage circuit of

te fHEBIM dHILHOPD Andl B 188PSceRFBURLC 8hkOAuthentication
interface unit 460 is an |nterface used for |nput and

f
G 1, 49 3411y LSS A R SR, Lo

tte t he external nennry 407 and descranbles
%&#eﬁufélééﬁ'the external menory 407. That is, the

externaL nmermory 407 stores data in a 25 scranbl ed

st at e. Fafth ing of the bus scramble unit

461 will be explained in detail later. The signature

pr oces fihegpegrisenttembadineptal het ubedimeptodoreesponding

signature and verifies a signature when

to the 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall configuration of the
commpnication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the server 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers
416_1, 416 _2, and 416_3, and authentication units 417 _1,
417_2, and 417 _3 to communicate through the Internet 410
and perform settlement processing or other proceésing for
a procedure using the IC card 403,

The SAM unit 409 has an external memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown

in FIG. 65. As shown in FIG. 65, the SAM chip 408 has, from

a bottom layer toward a top layer, an HW (hardware) layer,

0S layer,; lower handler layer, higher handler layer, and
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5 downl oadi ng an application programthrough the
Internet 410 and when executing an application
program The authentication processing unit 463 as
expl ained later perforns nutual authentication with
the other party when dowl ageg§ ng an application
program t hrough the Internet 10 410 to the externa
menory 407. The encryption/decryption unit 464

cr\ifeE -data and decrypts encrypted data. The
storage unit 465 for exanple stores the data
necessdhe fowerhbamddeas diaygrofincimdeRy M Eiver Piryer .
CPU 466 executes the application programs AP 1, AP_2,
and APHZreh)i the &R tagergindPudxs eppdliamninn/ p40grams AP 1,
through the bus scranble unit 461 and perforns various
BAEOCES ¥ 20907Y REFOHINY drbddinsty e udd dheemd\Mc card
chip 408. 20 Next, the processing of the bus scranble

j 6 ' i i [ ; _ N
R e i e A e S T
scr | e unit 461 accessing the external nenory -
fd’fp:zg'skeﬁ FRYR S "t 42‘ bus scranbl-e unit 461 25
can al so be applied in the case of .inputting and
out put Eonghe gﬁzlaw.a tha prpld cadismderegramst RBLl sAf_2 -
chip 408 through an 1/0 bus etc. The bus scranble
amicd AP6B emndr ypeshigbedahandhput layem arbepBPideéd between
using a predeterm ned scranble key K, then wites it
tUheaU G Hhh & ilnese A% iIfW .t he external nmenory 407.

The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to ar
plurality of terminal apparatuses including a perscnal
computer 405 of thé_ end user and personal computeérs 416 1,
416 2, and 416 3 of the businesses 415 1, 415 2, and 415 3.

The persocnal _computer 405, for example, is conn_ected
through a serial port or USB port to a Dﬁmb type caz;d
reader/writer 404. The card reader/writer 404 realizes for
example wireless communication corresponding to the physical
level with the IC card 4_03.

Operational comnmiands to the IC card 403 ‘and response

packets from the IC card 403 are generai:ed and analyzed at

i_:he SAM unit 409 side. Therefore, the card reader_/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response.
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Further, the bus scranble unit 461 decrypts the data

read through the bus 419 fromthe external nenory 407
using the scranble key. K and outputs it to the CPU

466. [ Address Space] 10 The encryption bl ock | ength

of the encryption algorithn1%§ed by the bus scranble

unit 461 is made Nc, while the data bus wdth of the

bus 419 is nmade Nb. In the follow ng exanple,

RERE imdrtR PIRrad RoThienshnd Felay ptie osamap They
that is, a whole nunber n (=Nc/Nb). 15 Note that the

e asst spaoel vid t e GRUEASEL @ dolr edscryptioen | of SMta,

chip 408) and the address space used when the bus

SOd BN € dkit { o 6 la it GRFRAS aldifiafX ltimhiy 48é IC card
(hereinafter also referred to as the "external nenory
aggjpss space") differ due to the addition of parity

and scranbling 20 of the address. Therefore, the bus

scranbl.g unit.461 as WN | I G onverts an

dar esd B atReE aeRa Tl An8_Ep s dlp, TS ik PRrgonal
of the present .invention) to_an_address,  MEM ADR of _ . L
R A Cadof § 6 afid riAnd 4d§adete RRSiFadhredBPbication
the 25 present invention) using a predefined map f
(Prirreams AR 4B, AR R/erand R Jand Mgwnigrd btke produced
scranble unit 461 uses the address MEM ADR to access

tdyp leddaptrinal pregeansifhiroudh thebputhed €icekbrphitas4l7 1,
shown in FIG 69, is defined only when the address

a7 Whi Gthd a0 Ra HRAADNAM i Sh i "fi8 "B Nedassigned

No=C0'. For the™®ther address a2, the external = nenory

A% 4586688504 PYerfe (@acd A% TLNEL, N7 -

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external mémory 407 where the application érbgrams
AP_].  AP_2, and AP 3 can be downloaded are decided in advance
:'zlnd whether one has the right to download to such a storage
area is verified.by the SAM chip 408. |

Further, the ﬁransfer and v:i;ew;*ing of data a.moné‘ the
application programs AP 1, AP 2, and AP 3 are restricted
by the firewalls FW. -

When downloading the applicatioﬁ programs AP_1, AP 2,

and AP_3 to the SAM chip 408, the authentication units 417 1,

417 2, and 417 3, as explained later, perform mutual

authentication with the SAM chip 408, produce the download
signature verification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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Here, "x nmod y" is the remainder after dividing x by Y
That is, the bus scranble unit 461 reads and wites

10 data with the external nmenory 407 in units of the
encryption block |l ength Nc. Here, when Nc/Nb=n and
the smal | est whol e nunber ofizgh or nore is m the bus
scranble unit 461 perfornms transactions accessing the
ext er nal nory 407 through the 15 bus 419 (data

i FRAPA™ (F2hdeti ons of the present invention)
inunits of mnunber of transactions. [Configuration
of Bus Exiermale MomioryAd07 FIG 70 is a functional

bl ock di agram of the bus scranble unit 461. 20 As
shown BTGl @6 &3, al kd et FosCleaplllad ninigt thel starage areas
encryption unit 431, decryption unit 432, address

B agRIRAitdidl ddhorSETayThl e key managenment unit 434,
parity processing unit 435, pipeline processing

cont r ol Jupi 3 k i@l [
438. 28 STEngﬁc%pﬁ%'n s e y%tr%g" AL Fﬁ%u‘%"temal
fromthe -, 144 U4 usi ng a predet Lned scranbl e -
PSPEY $07 BEFYERI BR ARSI S5 ET 0L Okt BOF RHOT P the
the external menory 407 using_ the predeterm ned
SPpdiaatian Prog aB ARidr efsthmbkugdiness 4511 43m AP storage
converts the address CPU ADR input fromthe CPU 466 to
Ereand@le @s fNEVsADRiIBgpthe nepphbcakion program AP 2 of the

business 415 2, an AP storage area 420_3 for storing the

‘application program AP 3 of the business 415 3, and an AP

management storage area 421 used by the manager of the SAM
chip 408.

The application program AP _1 stored in the AP storage
area 420 1 is comprised of a plurality of program modules.
Access to the AP storage area 420_1 is restricted by the
firewall FW 1. |

The application program AP 2 stored in the AP storage

area 420 2 is comprised of a plurality of program modules.

Access to the AP storage area 420 _2 is restricted by the

éirewall FW_2.

The application program AP 3 stored in the AP storage
area 420_3 is comprised of a plurality of program modules..
Access to the AP storage area 420 3 is restricted by the
firewall FW_3 ..

In the present embodiinent, the above program module




- 10

15

20

25

The scranbl e key managenent unit 434 manages the
scranbl e key K used at the encryption unit 431 and
decryption 10 unit 432 and suitably switches the
scranbl e key K. The parity processing unit 435 adds
parity data to the data to g witten in the external

"menory 407 and verifies the parity data added to data

read fromthe external nenmory_  407. 15 The pi peline .
pro RS Frig LBy PBE t AT berded fidke sxeme Lep fsoBs ShRgorEside
the bus scranble unit 461 into a plurality of stages

AR dentSPY andie 40@steontbe ekbernad peperyné07. The number
processing is perforned in units. of stages. The work
nefimohe pBégramuseduies fdmmingpeasd applichtdon?prbysam can
scranble unit 461. The control unit 438

U LSNP | Al b d Hyp EHE cd¥ RGP dNh P Tl dEndis.
scranbl e unit 461. [Wiltse Qperation to Exg?ernal Menory

1071 cRe L P RBLOCOR, B PR30 D

in Fl 67 wites 145 - data i tg‘; ext er nal y '
RFF 08 S137PdS; PEdeRa bt bhe drpranarigs: hbo_t7 415_2,
operation shown in FIG 71. Step ST401: 5 The CPU 466
AP RS 1D uHag jd e enpanalyfamgeash &1 &k a PR « and
be witten, that is, "d32", and the address CPU ADR
t4f_3 showaB'in B dek @rndidde iwalidadsd ithidgnwoklke SAM
menory 437 shown ’

chip 408 to the external memory 407.

Access to the AP management storage area 421a is
allowed only by the manager of the SAM chip 408 by the firewall
FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 stores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP 2, and AP 3.

In the present embodiment, the application programs
AP 1, AP 2, and AP_3 and AP management data 421 stored in

the external memory 407 ére, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip ‘408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble kéy K.
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in FIG 70 of the bus scranble unit 461. 10 Step
ST402: When Nc>Nb, the address nanagenent unit 433
shown in FIG 70 uses the address "a3" to find the

map f (a3-(a3 nod Nc/ Nb)) , that is, the map f

(a3-1) and uses that map f- a3y 1) as the address MMV
ADR of the external nenory address space. 15 Step

ST403: The caqntral unit 438 shown in FIG 70 uses the
addresﬂﬁt&t‘kﬁaﬁa& 1) obtained at step ST402 to

read fromthe external nmenory 407 the encrypted data

bl ock FIF-X®7 ¥2}3 funntignaledbliagks diggrgm ebr khaepdMychip
437. 20 Step ST404: The decryption unit 432 shown in

- HI0B sHowdedny®ISs.tled. data bl ock e ((X1, X2)) read

fromthe work nmenory 437 to generate the data bl ock

(X1, XAk shewhnheh Fide BRI ithe RARCORSPNAO0SNHaA3M ASPS

uses the parity data added to the data 25 bl ock e

gl Mg eadl] AR A0, HIE Mg Mhip et

St.e T405: The cantrol .ynit_ ,438 rewites the "X2" .
ib‘(ﬁ?d BT S5 e “Rddr 82 é'é‘*%er?‘i‘r?@tda% Hiseiestng

{X1, X21 correspondin 5 to the address read fromthe

Werit Abder gnanybiher Adeeamtier Yptted&d Fheragprunit 465,

- data "d32" to generate the data block {X1, d32} and

wmidk €PUt Hi6S.in the work nenory 437. Step ST406: The
parity processing unit 435 generates the parity

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the_data processing

circuit of the preéent invention, while the bus scramble

unit 461 corresponds to the data input/output circuit of

the present invention.
Further, the SAM chip 408 corresponds to the.
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage .

-egircuit of the present invention. '

The ASPS communication interface unit 460 is an
interface used for‘input and output of data with the ASP
server 406 shown in FIG. 64.

The bus scramble unit 461 scrﬁmbles dé'l;a to be written
in the external memory 407 and deSérambles data read from
the exterﬁal meﬁory 407.

That is, the external memory 407 stores data in a

scrambled state.
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10 data of the data block {X1, d32}. Step ST407: The.

encryption unit 431 encrypts the data bl ock {X1, d32}
read fromthe work menory 437 using the scranble key

K. 15 Step ST408: The control unit 438 wites the

~data block {X1, d32} at the gddress MEM ADR f (a3-1)

of the external nenory 407 and wites parity data
generated at step ST406 in a_ predeternined area of .

the ext@hATIRSTTAPUCE B¢ se sarambiife vk ASL Wikl be
438 judges if the address - next input fromthe CPU 466
iexplggined baf cletaincrigiteémg the data block at step

ST407. If "a3-1", it rewites the data block X1 by

t he wiThe: dagAathbarpsitdying uhidndedy idscaxplaihadiheter,
external nenory 407. 25 Due to this, it is possible to
ERARRd e IR tdfe -anld AreSERSs 1) dilifh088% Qfhen

Witing to successive addresses. Further, even when -
1 8312 01 2888 LSRG Mo 4 IAIEENE' Bkernet 410
\rgéormdrly ,@ta%eaggnt Ir:%r: §ﬁ|g‘% pi a,'mfor e an‘pé?’e, pgﬁge
dat_cg the data of (Nc-Nhb). to obtain data of the data :
P T HP S R IR WYt in the
external nenory 407. That is, a storage area of a .
dat a | kgt Rathentigedion paoass si@go Wil A 63 ags Sxgiained
even to data of a data length Nb. 10 [Read From
Betterm gleenmusy mi(fijal authentication with the other party
when downloading an application program through the Internet
410 to the external memory 407.
The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data

‘nec':essary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP 2, and AP 3 while accessing the external memory 407
through the bus sciamble unit 461 and performs varioué
.proce-ssing corresponding to ‘the services of the SAM chip
408. | |

Next, the processing of the bus scramble unit 461 will

' be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing the externali -
memory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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FIG 73 is a viewfor explaining a read operation from
the external nmenory 407 to the bus scranble unit 461.
FIG 74 is a flow chart for explaining that read
operation. 15 Step ST411l: The CPU 466 outputs to the
bus scranmble unit 461 the .addyress CPU ADR "a3" to be
read from Step ST412: VWhen Nc>Nb, the address
nagenent unit 433 shown in 20 FIL.G 70. uses the
§‘§"tﬂ‘a§'*het Sutside by A e $AM shipy 40§ thypugh an
that is, the mp f (a3-1), and uses that map f (a3-1)
I Q usabicess VEM ADR of the ext ernal menory address
space. Step ST413: 25 The CPU 466 shown in FIG 67
uses t Mheadds essrddbl AR 14861 feriadydls abicatdatd Bhput from
step ST402 to read the encrypted (scranbled) data
heckp8 4&@%;@@33}9:4&&@:&&1@,&%5@&&%1&@&& #Rénahdi tes
ST414: 5 The

wites this in the work nenory 437. Step :

Cr. i it i Fl v ecr t
g’g:t g oé%E‘ eq-'Iil (3 { 3’%2 43%3} rtglaed rtg rﬁgltaﬁ'e&\%??’tlfﬁ’rre%r'y
437 to per at |, d32}.. Further, e, parity :
proces§ Fﬂgﬁﬁﬁi’t %“ggé“ﬁs%gr %’Pr"éf‘ﬁa‘i"ﬁg '{léa]?éi‘%oﬂ@gf R lata
data bl ock e S_' d31, d32)§) for parity processing, then
werde $hrpaghathedrer Y From thedsztennal memernctbrysing

menory 437. Step ST415:
the scramble key K and ocutputs it to the CPU 466.

[Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

the data bus width of the bus 419 is made Nb. In the following
example, congider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Nb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble uq:i.t 461 accesses the external memory 40'_?
(hereinafter also referred to as the "external memory addr;'ess
space") differ due to the addition of parity and scrambling
of the address. |

| Th_erefore, the bus scramble unit 461, as shown in FIG.
68, converts an address CPU_ADR inﬁut from the CPU 466 (first
address of the present invention) to an address MEM ADR of
thé 'externa_l memory address space (second address of -the

present invention) using a predefined map £ (address
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The control unit 438 fetches the data "d32"

corresponding to the CPU ADR "a3" in the data bl ock

{d31, d32} read fromthe work nmenory 437 and al r eady
decrypted 15 and outputs the sane to the CPU 466.

That is, it fetches the "(a34pd Nc/ Nb) +1" th data

in the data bl ock and outputs it to the CPU 466.

[ Managenment of Scranbl e Key% The scranbl e key

AR @idemdhmdhodihe hus gerapbleo undiadéd mses the
scranbl e key used in the encryption unit 431 and

celbingsts MEMIADR 43P saselsy |[thss exBeernsdr awdploaryk a7 .
managenent unit 434 may use a different key for every
addr esThii hie FEXFSE ManPID! ¥sdhown 1R EE 06D, it deFined
necessary to hold a plurality of scranble 25 keys. One

@pu%éﬂ dHee S5 24, %Wf&ﬂ &sS@%M&daﬂéQﬁ GPﬁLﬂ%R, is

The“scrambl e key nanagenment unit 434, as shomn |n“FI

Z 4 StO |_yrali f ml e
Coali: ol %Sct/a s%{ He Ei%yq'ﬁ’se € eé’oraaﬁeg 58 ZHKggltfd fernal
fron1the CPU 466 and outputs the sane :

BROEFRT i1 dif APsFSac by tfec‘lafpt(lagnm&ﬁ'i P‘c 32“’”

~Specifically, when accessing the address "al", it uses

t he scHawbl e"kepofdl y" whenthe ceemaindehafihlr atisvidiig x by
it uses the scranble key K2, and when accessing the
gddress "a3", it uses the scranble key K3. 10

Further, as shown in FIG 76, the conputation circuit

434a l@hhﬁel§créﬁg|Sube¥cﬂﬁﬁﬁﬂénﬁﬂituﬁbl #344dReRhAr W ites
processing using the key Ks formng the class and the
99@%?§§th the external memory 407 in units of the encryption
block length Nc.

Here, when Nc/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention) in units of m number of tranéactions.

[Configuration of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unitréﬁl.

_As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryptioh unit 432, address
management unit 433, scramble key management unit 434, paritj

processing unit 435, pipeline processing control unit 436,

work memory 437, and contrel unit 438,

. The encryption unit 431 encrypts data ihput from the
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i nput fromthe CPU 466 and outputs the conputation
result as the scranble key Kto the encryption unit
431 and 15 decryption unit 432. That conputation may"
i ncl ude encryption.or decryption of a paddi ng address
nunber by Ks, finding the eﬁﬁhu3|ve OR (XOR), or

ot her conputation. Further e bus scranble unit 461
may hold the 20 scranbl e keys at a predeterm ned
IGEht4 & wiinthe mredeterninad sdramddenkelye Keey

- corresponding to the address issued by the CPU 466

t hr ougiThichalediyptilon thit @32edeskPpest Aataddbadb¥som the
for transmtting the scranble key is the sane as the

UG in 1N et 18 YA Bng GHY bHedAmTBIY Ycramble key
controller 25 becones necessary The | ocation f

kol di ng the scramble - 150 keys nay be anywhere

i nsjide or outside of the SAM chip 408, but if outside

of the_chi ensure the security of the path to

t he ch.§ gﬁé‘ﬁé? managerspt edn by %35r%ﬂﬂﬁﬁﬁ s | ddie adpess
decrypted at the tine of arrival at the bus scranble 5 .
GEUL ADPEY inpyd firems hheniSiPY 466t to6 thigokrddrelse MEM ADR
transport key in the formof hardware or software. In
elxplbinesCadbimiviee unit 461, however, even if changing
the scranbl e key for each address input fromthe CPU

466, mﬁecga&aﬁsahlxe§CﬁSﬁ§gaﬂeﬂtCﬁﬁialasadﬂaﬁagest%ﬁe

possibility 10 rises of the scranbllng of the address
S i Theref
SpeasbaepRhyeake BRRARIBSR G B3 JEIEL S B eson

(LS DR SRR S 2R R0 ge'sgwmgieeiézgp'x?-

" The parity processing unit 435 adds parity data to
the data to be written in the external memoxy 407 and verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unit 436 divides the

processing of the bus scramble unit 461 into a plurality

cif stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

bus scramble unit 461 .

The control unit 438 comprehensively controls the

"proce_ssing of the bus scramble unit 461,

‘[Write Operation to External Memory 407]
FIG. 71 is a view for explaining the opératibn of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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The scranbl e key managenent unit 434, for exanple, 15
causes the generation of a random nunber when poweri ng
up the SAM chip 408 or the like so as to generate a
scranbl e key. The scranble key basically need only be
known by the bus scranbler,;g9 the problens of
delivery of the key, synchronization, etc. do not
arise. 20 Further, the scranbl e key managenent unit
At in chre exeerahmpmereAQked for every access to
the external nenory 407. In this case, it is
necessdiG ¢ W@ itshe fdpwl ghasbcfyptexplaiming atheasyeration
the external nenory 407 and the currently held key
nsHovae ikers@e?l 25 Therefore, for exanple, the
scranbl e key is updated 151 - as shown in FIG 77 and
FIG 78%¢dpllsraohne encryption unit 431 inputs the data
"d3" from the CPU 466, while the bus scranmble unit

461 1 npULs dress,"al" omthe CPU A466. 5.[2];

The bu?hsecra I4ﬁﬁP?PE§f 5&:&-{5}%2%“%%‘35%‘8? %sum*{: de1 tne
(al(#" of the ?tern_al memory 407. [3]: The data "e )
(i D5 e B g bty (M oL 32, @] ‘thy adiress
external nenory 407 to the decryption unit 432. 10
[CRU_ADRhe hak yimtd dl8dlhit 432 decrypts the data "e

((dl, d2})" to generate the data "(dl, d2}". At this

tine, titsdadabldsdeysnenbtiesein thetwehdd mefr§C837 shown
the scranbl e key K1, while the decryption unit 432

RS frar@s e s Rl buss G-t & WPl 1key K.

Step S$T402:
When Nc>Nb, the address management unit 433 shown in

FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod

' Nc/ Nb)), that is, the map £ (a3-1) and uses that map £ (a3-1)

as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 438 shown in FIG. 70 uses ;he address
ﬁEMAADR £ (53—1) ocbtained at step_ST402lto read from the
ekternal mémory 407 the encrypted data—biock e ({X1, X2})
-aﬁd wfites this in the work memory 457.

Step ST404:

The decgyption,uﬁit 432.shown in FIG. 70 decrypts the
data b;ock e ({X1, X2}) read from the work memory 437 to

generate the data block {X1, X2}. Further, the parity

7processing unit 435 uses the parity data added to the data

block e ({X1, X2}) for parity-prdcéSSing, then writes the
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and the data "{d3, d2}" is generated. .[5]: The bus
scranbl e unit 461 changes the scranble key fromK1l to
K2. The scranbl e keys K1 and K2 are values of tiners,
val ues stored at the addressegg or values 20 generated
by random nunber- generation or other techniques. [6]:
The encrygtlon unlt 431 encrypts the rewitten data
dasa pbeck Wk cth the Herk nemexy @therate
the data "e ((d3 d2})". [7] The data "e ((d3, d2})"

is witdeep 87T4He: address 25 "f (al)" of the external

menory 407. - 152 [Parity Processing of Parity
Pr ocessitng ddtitiroi3mni Q8 wewkikgsdeha X0 é@ﬁrespondlng
external nenory 407, the parity processing unit

Céb GHALBAredsady4NGE, the BAEL 1Al §x10f :ééy ccg@:\t:@s??]téding

"before encryption and wites that parity abin
I 407 th the encrypt dat : e
(59 THIE R e g U et atigady

t eexte mory. 407 datalstarrpered vvlth etc
tIREYRY tt&;F 8 l'f?]é’amanédaf?"r*eacﬁﬁnermﬁéwdﬁﬁaeblock

secure execution of a program becones possible. 10
Ak hed32 Hiand vritkesaddity oie dfhe vogkamememint4d 7 even
if the length of the plain text and the |ength of the
encryptSdep tS3d06are t he sane, the address space of the
CPU 466 and address space of the external nenory 407

W T newey paddRlyeb@lote@Rlial: uniftl 435S Qﬁ%%ﬁ%%s Eﬁh arity
exanpl e, when witing at the address "al" the dafa
‘dlita ol USABIIIR @8 W9 Che N por 1 on

Step ST407:

The,encryption unit 431 encrypts fhe data block {X1,
d32} read from the work memory 437 using the scramble key
K.

.Step 5T408:

-Thé control unit 438 writes the data block {X1, d32}
at the-addfess MEM ADR £ (a3-1) of the exte;nal memofy 407
aﬁd writes pa;ity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that the control unit 438 judges if the address

*  next input from the CPU 466 is "a3-1" before encrypting the

25

data block at step ST407. If "a3-1", it rewrites the data

block X1 by the write data, then encrypts itfand writes it

- in the external memory 407.

Due to this, it is possible to reduce the number of
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at f.(al), it is necessary to wite the parity "pl"

(size Np) of the data "dl" sonewhere in the externa
menory. 407. The parity data is stored at any storage
area in the external nenory 407 in for exanple the
follow ng case. 20 The paritjygdata is placed

i mredi ately next to the data obtained by encrypting

the corresponding plain text. In this case, the bus
stheR®bIEP dhe oe i aer e g do sueqafisive addressrs.
address "f (al)" of the external nmenory 407, then

reads Furdhsar,i tevedatwhen Wriftiog dadaaddr esslata (sngth Nb
+Nc/ Nb". In 25 this case, the bus scranble unit 461
daeshacix ol fefokiyofon 158e cotrsfleahak 438 Cibatdditple,
other than the map f of the address. Further, in

i iba bRetREL 8582 ofFBIRE WA £8P LaiRCHARH bP the data
i'n advance a storage area exclusively for the parity

c!l.aet a'thﬂi?c ,pql: Ietr}/ éjnat!.ra ‘lpsl it Snd thfxti ILd nt;hiat the external
excliUst vE 5 s or age 23 Ih | §'¢ase, the 'bus

scranble unit 461 has to perform processing based on
15955 497 -address map p.  The parity data "pl" is

witten in the address "fp (al)" in the external
menor y That. ighen Eonggs oreg ofessdafaudiengdbsNe in the
detects a parity 10 error, it halts the processing of -
telxteEPld 1 fiGmetrg. 40D ipr agshyned| dven ttopdatassi agdatatlsngth

. data or program Note that the content of the parity

mpcessing is not particularly Iimted. [Pipeline
Processing by Pi peline Processing Control Unit 4361

15 In the _present E?{&?:gni e Bam. fl_?r 48%3npl e, under the
cont roI[ oraat %23: pi peli neapr 0CeSs] ng cgnt rol unit 436,
for FIG. 73 is a view for explaining a read operation from

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

opération.
. Step ST411:

The CPU 466 outputs to the bus scramble unit 461 the
a&dress CPU_ADR "a3" to be read from.

Step ST412: |

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod
Ne/ Sb)), that is, the map f (a3-1), and uses that map f

(a3-1). as the address MEM ADR of the external memory address

‘space.

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR




10

15

20

25

exanpl e, processing of the bus scranble unit 461 is
divided into a plurality of stages and a pipeline is
formed using the stages as units so as to enable the
access tinme to the 20 external nmenory 407 as seen from
the CPU 466 to be shortened.isgglThat is, when not
form ng a pipeline, at |east the tine required for

one en ti,on hlo uired for one
gidégéﬁdfq?ﬂﬁuﬁﬁﬁifép STA 02 e 4 thee SngrImgd
menory 407. 25 For exanple if formng a pipeline for
tiFeramidead 1w tes b1k feor(hetdloy d32d )s dimemb theysxterBml
in accordance with a read instruction of data of the
aggroays 40 land satideshthilke iGPdhed 6@rk mereresd 3, .

when the CPU 466 requests data of a higher address

cont i ngeepl wrfanam t he address "al" by program codes 5
etc., if the bus scranble unit 461 reads in advance

the da‘rﬁ 0? %%@Qgﬁe&&t'tfai @ho’}ﬁ iNor1G 296 Sled ts the

addr ess IS possible to eF|n1nate

r_h f t d decr I on processin

AR B ack, < (a3 Haz P petRer ot i are R menne
10 time for_the nenDr access is ignored, encryption
genezate dadd i §33d etn theePardtNIPIocEFsing unit
with triple DES or the like, 1 clock is required for
d3e moesd thle gpaciyhyt derka addeédNEoNthle, dalte BRDck6Ee ({d31,
i ssues’ instructions designating the addresses "all’
d3kih " fonpdritlytBrobessingdivieiatated O ASCAUH]1 ¥EK Y d31,
fromthe external nenory 407. At this tinme, three

a@szr}dsgafmd%r ¥R 9B rReneABryNgggSSary, and three
cl ocks are required for decryptlng each

Step S8ST415:

The control unit 438 fetches the data "d32"
corresponding to the CPU ADR "a3" in the data block {d31,
d32} read from the work memory 437 and already decrypted

and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc¢/ Nb) +1i" th data

in the data block and outputs it to the CPU 466.

[Managemént of Sciamble_Kéy]

The scramble key management unit 434 shown in FIG.
TOimanaggs a scramble key used in the eﬁcryption unit 431
and decrypfibh uﬁit 432 as fol%dws.

:The'scramhlé key management unit 434 may use a
different key for every address in the external memory 407.
Therefore, it is-ngcessary to hold a pluraliiyrof scramble

keys. One example of the method for this is shown below.
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data. |f pipeline processing is not performed, as

shown in 20 FIG 79A, three clocks after the CPU 466

i ssues the first read instruction, the data "e3 (dl) "
read fromthe external nmenory 407 using the address

"all' is decrypted three tinmeg 1o obtain the data

"d1l" which is then input to the CPU 466. Next, after

anot her_three c]ocks, the data "e3 (d2)" read 25 from

t he ext%gFrﬁ@hg?yk%?‘%W%“&&&r 4, 'ap| shoyn in FIG.
155 decrypted three tinmes to obtain the data "d2"

wHi c ¥ o ash én pLiuxgdd tyo of hecepubieckexexKl, sk erand K3. It
anot her three clocks, the data "e3 (d3)" read from

tshel teotieey ithle kegonyed et ding o thddaddsesal £20mi 8he CPU
decrypted three tines to obtain the data 5 - "d3"

WHE i ddigutd e sl & SRUA ChorihtlidrS udld 21 and
the data "dlI'", "d2", and "d3" is input to the CPU 466

' t.er e CPU 466 issues the first read
i@négzt%;@ﬂ%ﬁ tﬁ{&ste a3

ction. opposed to this, in the present

enbodi nent ,. the_ .10 pjpeline pr.ocessin ontrol _unit :
436 coRPEFEEIFRIITacPOTR ST eJH Ot EopRAAETRA 1Y) 1t uses

decryption unit 432 into pipeline processing in three
dhgyssrarhdipo ey Kip @hemopagsisfgrsgadihe sgs "a2", it
stage. Due to this, on the other hand, while it takes
misese thib syireokd.ef kewm W2, c landh erh@Bl adg@e sfaingt tibes wekliess
read instruction for the data corresponding to the

FadmesSt’ dlsest Ghee scifablle Kdye K3RU 466, subsequently
data corresponding to the addresses "al +l " and "al +2"

are i nBHEtﬁU.-Q:?eééié/t?éan t:iQi tf&% 76, the computation circuit

434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the ad_dress
input from the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decryptiop unit 432.

Thatr computation may include encryption or decryption
of a pédding address number by Ks, finding the exclusive
OR (XOR) , or other computation.

Fu-i:'ther . the bus scramble unit 461 may hold the
SCraﬁblé keys at a predetermined location of the bus and
input the scramble key corresponding to the acidress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, control by a memory controller

becomes necessary. The location for holding the scramble
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" CPU 466 every clock. 20 Due to this, all of the data

“dl ", "d2", and "d3" is input to the CPU 466 five
clocks after the CPU 466 first issues a read
instruction._hbte that, when the CPU 466 requests data
of the address "a2" far frarBG he address "al" after

, the data on the 25 pipeline is discarded and

i, B, AL SRSTa0 . il i s sl 40,

gpnag§ ment Unit 433] Wien the SAM chi p 408 repeatedlg _

i V@ Sites e seqirithe of the
ext er nal nennry 407, it becones possi bl e to predict
pPath deor tthien advipontthehdtent His enaryptmshitguta neragrsport key
array. If an array or other data, it becones easy for
andadeatiypit &do adhtthien Hienrefdfiadrividl tdtc alhd Bud hebrambile
operating side) data by focusing the attack on it. To

AKeitd 4611, SThe bk & & BF GRS ﬁ{i@(&'dieﬁbld%hﬁhédg}.%%&@t key
bus between the CPU 466 and SAM chip 408 i s passe

L QUGP £bh MURa3ERAT Sl and Lhe addrces

managemnment unit madé Yo Scranbl e the addresses

as wel| sq as to nake 0S le to prevent access

to coni@c@f?g Sa?‘éﬁ%“"i’?‘ie ‘Hgl zfgerlh% e'ig%’i‘mre;i’ efo¥t chpnging
scranbl ing corresponds to the 15 above-nenti oned map

the F-CHeimgéer kel £foF eRchagdideesss inpyd frpm ftfisre&ﬁicés‘lﬁﬁ

a map of only the areas secured for t he parity data.
E6rcentimital 1yaded GRlhqidd cestaipasdfireds ( afhe Hdsyibility
all. Here, pis the alignnent size of the parity

gakas bExthel HErOMBLohy OPCERé | LA sd Nar LOBRING HriDIyzed

by spending scme time. ‘Therefore, the scramble key is not

‘a constant one. It is made variable by a technique as shown

. below for example.

The scramble key management unit 434, for example,

causes the generation of a random number when powering up

“the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically need only be known by the

“bus scrambler, so the problems of delivery of the key,

js‘ynr::_hf:cm:i.zevl::i.on, etc. do not arise.

Furi:her, the screlmble key management unit 434 switches
the scramble key used for every access to the external memory
407. In thj.e casé, it is necessary that the key for encrypting
data alreédy in the external memory 407 and the currently
held key not be the same.

Theréfo_re, for example, the scramble key is updated
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20 system 401 shown in FIG 64 wll be explained. FIG
80 is a view for explaining the, overall operation of
t he conmuni cati on system 401 shown in FIG- 64. Step
ST431: The businesses 4151 to 4153 or a party
requested 25 by these busi npsses produce the
application prograns AP 1, - 157 AP_2, and AP -3 for
the processing for_transactions perforned by the
BfsisfesedFIFr the and EAG 45 for exanpl e on the
personal conputers 4161, 4162, and 4163 shown in FIG
64. 5 Hddt:hThe enmeryptibgenmit 13d Bivhthitheld@ta "d3" from
generates AP nanagenent data 421, scranbles it, and

- 3hed €PU 466) W1 tals Binb 4D finid eps STASAi td Nehe

application prograns AP 1, AP 2, and AP-3 are 10

dei-qaded qtvhreguah dle @B hegg i cation units 4171,
417_2, and 4173 fromthe personal conmputers 4161, 416

2, 7ang,4163,t0,the SAM chip 4Q8. ,.Step ST433: The |
user 1 42040 Ths” PRE" Rt < ot 4 reRRERY GG address

card 403 stores the key information used for
{'Farfadet’ ofs We ey BePhdQusi ness  contract ed

with. Note that, the contract between the user and a

busi nedd1] :nEheatiabaplte cOidtl ud2d )df ier regadufinen thetaddress
| C card 403 20 through the Internet 410 etc.

"f (al)" of the external memory 407 to the decryption unit

432,

4] : The decryption unit 432 decrypts the data "e ({d1,
d2})" to generate the data "(dl, d2}".

At this time, the scramble key management unit 434
.selects the scramble key Kl; while the decryption unit 432
performs decryption using the scramble key Kl.

Further, rewriting is pérfo;mediby the data "d3", and
the data "{d3, d2}" is generated. |

. [B5]: Tﬁe bus scramble unit 461 changes the scrambie
key from K1 to K2. The scramble keys K1 and K2 are valﬁeé

of timers, values stored at the addresses, or values

'generated.by random number-generation or other techniques.

[6]1: The encryption unit 431 encrypts the rewritten
data'ﬁ{dB, dZ}ﬁ.using the changed scramble K2 to generate
the data "e ({d3, d2})".

{71 The data "e ({d3, d2})" is written at the address

"f (al)" of the external memory 407.
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Step ST434: For exanple, when the user uses the

personal conputer 405 to access the server 402 through

the Internet 410 to try to purchase a product, the

server 402 issues a processing 25 request through the
Internet 410 to the ASP serwvwgy; 406. - 158 Wen the

ASP server 406 receives a processing request fromthe
server 402, it _accesses the personal conputer 405
througﬂpﬁﬁétﬂhPéPEQFS&T@.°ﬁu$ﬁﬁéﬁ¥ &T igh§nit 433]
requesting relating to the 1C card 403 issued from -

t he caFbeneuddrting deta 4040 ther exdeirniadd memoowyg 4 0The the
personal conputer 405, Internet 410, and ASP server

$EC ity PPEcSAMLAG yn D SalchlaReST8 BdviditeSAMCPAPi #P8ata
sel ections an application program in accordance with

bize tREOCRTY B AR SHo VRIS i pﬁii%sl%é}ﬁ%tﬂah%% data

executes that selected application program
execution. of that appli i Q r ogr. he SAM _chi
R e R T o e
processi ng of the above-nentioned bus sc¢ranble unjt

461. SPBE TA3Y-S 1 BPPRCSSRR T b HOBPEGLFALsTTARPLS ocours

execution results of the application programto the

ABpther patezgal memory) 40d ,a dathic tisortampsinsck witdyr &he-

'showi ng nore specifically the function bl ocks of the

SAl/schs plsifc i wt the Eite F reddoit,skhbemeby mbéfe secure
81, the SAM chip 408 is connected through an interna
848ct8dohOoF BdpFolyram Becofiel pdaRible.

Furthe;',. due to the addition of the parity data, even
if thé 1ength of the pia:i.n text and the length of the encx:-gpted
text are the same ,-‘ the address space of the CPU 466 and address
space of the extei:nal mémory 407 w_ill never completely match.
This is because, for example, when writing at the address
"al" the data "dl", at the same time as writing the Nc portiﬁn

at £ (al), it.is necegsary to write the parity "p.l" (size

Np) of the data "dl" somewhere in the external memory 407.

. The parity data is stored at any storage area in the external

“memory 407 in for example the following case.

The parity data is placed immediately next to the data
obtained by encrthing the corresponding plain text. In this

casé,_ the bus scramble unit 461 reads the data "e (dl)" from

“the address "f (ai) " of the external memory 407, then reads
‘the parity data "pl" from the address "f (al) +Nc/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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communi cation interface unit 460, bus scranble unit
461, encryption/decryption unit 465, storage unit
463, and CPU 466. 25 Part of the functions of the
signature processing unit 159 462 and authentication
processing unit 463 showmn-ins® G 67 are for exanple
realized by the CPU 466. The SAM chip 408 shown in

as shown .in F y. connect
PRE earei ] A S PR RIBETCH T £ BRE'S RECHRAA eSS
490 to_an RE reception/transm ssion unit 492 outside
of theFupkhenripinosddagiepansher eakeanalt pempsy BE7 has
card 203 by a noncontact systemthrough an antenna
482uredf inhet Fn rebepideoo/ staragessrea emtiuddlel Asfor the
expl ai ned above, according to the communication 10

pisieddta. DheGhyi gy WAt 200V e-iEREL 0084 inlBRAL G TuBive
the bus scranble unit 461 in the SAM chip 408, the

I‘;QEL:Q%” gresf f Qﬁt Thike cggha' Q:%@ bﬁ'}’ag c'r%mb@.%c %[hq.ltnq 61° has

the communi cation systen1 401, it 1s possible to store

ex e_confident.i ta 1 relatl
b8 REE R pERTE=PRAY) Baghh dan rlnpan 1ok afrees mep fp.
nenory 407 in a secure state. Further, accordlng
The Eaﬁﬁﬁm datponPdysienwasttenyjn; She agorres £ (al)"
processing of the bus scranble unit 461 into a
phpthenexternad peworil 407er the SAM chip 408 to
access 20 the external nenory 407 at a hi gh speed.
Fur t hewhemcelos hangi £ pile-eosing ividit B35 Attt h parity

érror, it halts the processing of the CPU 466 etc. to prevent
illicit procéssing of the data. or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline Prdcessing by Pipeline Processing antrol
Unit 436]

In the present embodiment, for example, under ‘the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 .:i.s divided
into a plurality of stages and a pipeline is formed using
the stages asrunits so as to enable the access time to the
external niemory 407 as seen frﬁm i:he CPU 466 to be shortened.

Th_at is, when not forming a pipeline, at least the
tJ.me required for processing one encryption block is required

for one access of the memory from the CPU 466 to the external

. memory 407.

25

For example, if forming a pipeline for the processing
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by giving the bus scranble unit 461 a parity function,
it is possible to inprove the reliability of the data
read from the external nenory 407. 25 Sixth

Enbodi nent 160 The present enbodi nent is an

enbodi ment correspondi ng _tqgsyhe 19th aspect of the
invention. [Related Art of Present Enbodi nent] First,
a conputer for executing a transaction business .
BesPaRedsPY Puh scecaskl® vpik 461 dirc@cgerdgncehwith a read
present invention will be explained. FIG 83 is a
foatrizotabnbbdéc dadiaagifarchel addeesput'al "565 sueed kiyn the CPU
el ectronic settlenment of a related art of the present
488entdPrexatp S, SiHaM the €6 466 rddi@ AU AL’ 0P higher
has a CPU 502, nenory 503, and communi cation circuit

8y e T TN s

U 502 d communi cajion ciycpit 504 are cqnnected
TES o 5f ks B3 Eeranhlenust bkt cegasosn SRS the data
conprehensively controls the operation of the -
B8 ERE PASBRSS (e 1 LENBAIDRD) DAk v rihe stFass A€ (a1) ",
programstored in the menory 503, and accesses the
Henb® posob Her to el ininpee dtheomvarthelk ofobheniesattiygtion
circuit 504 communicates wwth the [|C card 508 by the
andtdetrgysiom prosessangact system In the contact
type, the I1C card 508 and the comuni cation

For example, if considering the case where when the
time for the memory access is ignored, encryption of each
data is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encrypfion,

and Nc/Nb=1, the CPU 466 issues instructions designating

‘the addresses "al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and thfee clbcks are required for decrypting each
data.

If pipeline processing is not performed, as shown in

- FIG. 79A, three clocks after the CPU 466 issues the first

read instruction, the data "e3 (d1)" read from the external

| memory 407‘using the address "al" is decrypted three times

to obtain the data "d1" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+l" ié




‘10

15

20

25

circuit 504 are connected by electrical contacts.

Further, in the noncontact type; the IC card 508 and
t he conmuni cation 25 circuit 504 are connected through
el ectromagneti c waves or - 161 |light etc. The data

received fromthe I C card_.5Q8st hrough the

connunication circuit 504 is processed by the CPU 502
accordance with a programstored in the nmenory .

éesrmﬁ?—fih%?res tireg dia %é&%?af:ﬁe"ﬁ%c‘e%w%g%;ﬁhen

the CPU 502 is transmtted through the comrunication

ghnputi to She tGPU W& 6 .| Bexdr, daf68r &wother, thiwe CRALHO2, the

wites the results of settlenent generated by

4Q8RUNEBaAlAIN" Whbdd t fifoth Kk Elkhd 1 iidio P MUY usihg the
503. FIG 84 is a view for explaining the software

g&aiégyr @44 Phn Oistaéc%é@%}a@%ﬂ%%a{ﬁ Sbxaid tﬂietGdata

84, the bottommost Iayer Is t ayer,

tﬁ?ftnﬁ§g rdmgggeéogﬁ ni o%hg PGPH %OZ shown in

ardwareé I'ayer 1s positioned a

conmunj_cat i on ver layer. The communication driver :
| ayer TRA®doyi & qﬂ‘n 4‘?5 c?"’l‘taa HhmunPéari sRddriderts input

| ayer for controlllng the conmunication circuit 504
toritha CBY 466 tHnemiosks afher2the Yt 4F6oi sshes the first
communi cation driver |layer i's usually stored .in a
neadoimstiectkanrty. Above the communi cation driver
|l ayer is an operating system (OS) layer for providing
the prgrapdeidi 69 thes, in the present embodiment, the
pipeline processing control unit 436 converts the decryption |
prbcessing of the decryption unit 432 into pipeline
processing in three stages as shown in FIG. 79B using each
round as a stage.

‘Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruction

for the data corresponding to the address "al" to be input

to the CPU 466 p subsequéntly data corresponding to the

- addresses "al+l" and "al+2" are input successively to the

'CPU 466 every clock.

- Due to this, all of the data *dl", "d2", and "d3" is

‘ihp'ut to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after "al", the data on the

pipeiine is discarded and the data of the addresses "a2",
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foundation for the operation of the CPU 502. The OGS

| ayer 25 provides the highest application (AP) |ayer
with higher - 162 concept services conpared with the

| ower | ayers. For exanple, the |ater explained
function "get card type (). 1%, "read card data ()",
and "wite card data ()11 are exanples. Further, above
the OS layer is an AP |l ayer defining 5 the specific
f'addili'ons (seprickes) imedhiez pdpetinies conputer 501.

The AP | ayer has, for exanple, application prograns

MAI N, pARHdrdRs, serdmBP3. biynabdeepscMaARhgeRBaAE URAL, 433
the explanation will be given illustrating the

provi SyrBnOthae g 0 a Q0QS USLOG;
the IC card 5%8§§§6Fﬁ2baggfiggﬁﬁgkgd%?o§§§%%gégrsBébEQlc

] S | ayer. _and AP | ayer, the functi .
FEANRCHEs W bABrEEs BESasTlh Hhe BMTorpedomerny Abluq 1t
g% "get card égpe 15 In the OS | ayer and AP | ayer, .

‘é°¥‘%ﬁep8fgsi*ﬁ | EocBFgIists toad FEripdn; prignty that this
calling up this function. For exanple, assune that .
1fé suRreutppeen pesyef 1 encartry 5o thendate, iTeeones
A, B, and C. The return values of the function for
¢hey | £ @nd s itk kene tdebbhadnasenaf Ftial Sfer26i &6l for the
exanpl e, assumng that the Type B IC card 508 is
opetlating se8U)NA¥8hUByOEobl8ihgSht attaxRCUhi 9 . Of
the function "get card type ()" beconmes 112". Furt her,

in thep R JAeaM AR LAYSSres dﬁégenggt%cghée:nf p)ﬁ"%,éa LSdress

defined as the function for readin om t

B 808 een the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the

external memory 407. This scrambling corresponds to the

-labovevmen'tjioned map £. If not scrambling the addresses, the
~map £ becomes a map of only the areas secured for the parity
 data. For example "Va & [CPU address space], f£(a) = (1+p)a".

- Here, p is the alignment size of the parity data.

Next, the overall operation of the communication

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415_1 to 415 3 or a party requested

by these businesses produce the application pr_ograms AP 1,
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25 nmenory of the I1C card 508. - 163 Here, "*rp" is
simlar in concept to a pointer in the C |anguage,

"*" shows that the follow ng variable is a pointer
variable, and "rp" shows a specific location in the
internal nenory of the |1 C ¢grd-508. Wen "*rp" IS
indicated, this 5 shows the content of the "rp

address” in the menory of the |1C card 508. Assune now
RRat - t3and AR S haF ‘ihﬁtﬁi‘?c?ﬁéﬁé‘g for Lrapsasioinsg Repfgrmed
86. Further, if assum ng that "rp=102H', the return

Ry the l@lﬁsmeswﬁcwmg"tlwolﬂaa&aarq 403 ' oye eopaEp L5 Gkt the
and it is 10. possible to read the data of the "102H
gﬁﬁﬁeﬁsl.cﬁﬁphhats'uquMe @66l ayeandnd14P3| aliewn in FIG.
"wite data (*wp, wdata)" is defined as the function

&9 witing data at a specific address of the

i nt er nal nennry of the IC card 508. Here, "*wp" is

sim | aﬁu}&é Ok n % g?g Ohﬂéeé c&:ﬁ%t ESB g%?erates

| anguage e fo vari
iS a 0|nter varij ab and icate ecific .
AB frabagenent & am)&e’na %f’“d'ihé""t‘% sherpsdg in the
When "*wp" is indicated, the content of the wp
egberaal orempryi AP&rnal nmenory of the IC card 508 is
i ndicated. "wdata" is a variable 20 in the wite data.

AssunesStepy $TM32t he nmenory of the 11C card 508 stores
data as shown in FIG 87, Here, if "wp=102H' and

"wdat are Hhp LM | Podhené UNBLi prab Ve | tgndaAR 3 are
(*wp, wdata)", as shomn In FIG 87, .the data of The

%%;Q:ﬁbé‘&@&eﬁﬁrou Lhat 2 0%dR )élbétigi’n\’f {:L%E 97, {3H317 2,
e appl i cat1on prograns AP2, and AP3 strown i n=
and 417_3 from the personal computers 416 1, 416 _2, and 416_3
to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The IC of the IC card 403 stores the key information
used for transactions by the user with the business

con tra‘cted with.

Note that, the contract between the user and a business

| ‘may also be concluded after issuance of the IC card 403

through the Internet 410 etc.
Step STA434:

For example, when the user uses the personal ‘computer

405 to access the server 402 through the Internet 410 to

try to purchase a product, the server 402 issues a processing

'J_:equest through the Internet 410 to the ASP server 406.
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164 FIG 84 define operations for transactions

.relating to different types of IC cards 508. The

correspondence is shown in FIG 88. In FIG 84, the
application program MAIN is executed 5 first at the

time of startup of the conputsgy -501. The application
program MAI N uses the above-nentioned function "get

card type to determi ne the type of the IC card 508

used. TRENCHRP B S@=qs 4000 reReiyrEsa tBePCessing request
corresponding application programin accordance wth
firomt $he sfrvhr £0210itoadcEs8es ctive Persrbrionk axbuputide 405
correspondence table shown in FIG 88. If inagining a
thireaghothenInbeehetATAl (Bubifepf 4 Hrodasitinty refifesting
B, and Type C are handl ed by different businesses,

E:BQa%EQg' £8th@NT @ RHPEB3 ARlsue2rodthe F3rdader/ wr:l.ter
produced by 15 the individual businesses. Further, the

gggr q4c tg ﬁ@&a%ftedt Q%r'oﬁ%?{ 3le '.I.‘Z-.%a‘if %Kﬁ:% %'Fgfzis

are share by th |cat n I ogr ans

Iatrsnes A0 nehet ASRuparel= Aot ke Thebanbahie 0

appl i cation rans AP1, AP2 20 and A23 are
producégepys gﬁé Fndi vi dual busi nesses, but sonetimes
there is an error in a program an application

pr ogr afthef SaMochiép #08i reisctionsadnbuppllivsitiesspwogram
malicious intent by an illicit program of that _
bHishBe68dafteawstR! ER8 PrSfesfindrddudst ktived at . step

which one is not 25 allowed access iIs.illicitly

g‘fﬁgﬁsﬁﬂd éxégﬁtés that selected application program.
| In the execution of that application program,: the SaM
chip 408 and external memory 407 commuhicate based on the
processing of the above—men.tio'ned bus scramble ux}it 461 .
Step ST436:
The SAM chip 408 outputs the execution results of the
application program to the ASP server 406.°

FIG. Bl is a functional block 'diagram showing more

. 'Specifida;l.ly the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, the SAM chip 408 is connected

' 'thr'csugh an internal bus 490 to a card I/F unit 491, ASP

: _dommunication interfade unit 460, bus scramble unit 461,

encryption/decryptiori unit 465,; storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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[ Enbodi nent of the Present Invention] FIG 89 is a
view of the configuration of the conputer 551
according to an enbodi ment of the present invention.
As shown in FIG 89, the conmputer 551 has a CPU 552,
menory 553, conmuni cati on-cikoui-t 504, judgnent
circuit 560, and switch circuit 561. Here, the CPU

. cor,responds.to,.the conputation ¢ircuit of the
IP2 SR ARUBAREAHStLAB RENBPFosBY BBS FodhanaBovhoLpnELe-

storage circuit of the present invention, the 10

ednnunni fari exampleyrealdzedobrespenGEUt 466he

comunication circuit of the present invention, the

j udgneThe GAM whtip5408 sloFwre dpOFTES . 181l t fercexmeplecs shown
control circuit of the present invention, and the

S$W FE8. C8F CUhdy SEdn£dé € CERO NElSrd O AF &in iGOWYAC ldodhected to
switching circuit of the present invention. 15 The CPU

gﬁ'aiQEQrggﬁ Qﬁ§ gggPUgsga’R§WEEEE§%kEBV Eanéﬁlsgégh unit

judgnent circuilt na conmmuni cation circult

§98NSSLELLO L Theu Pl dat bus, 546 Cort espdS LQ, na

PPLREAF SR he” present I'HvVent i on.
Further, the switch circuit 561 is connected through 3
Heneryd 293 B gt girought e Antqppa 492a
CPU address bus 507 has a nenory 553, judgnent
efr thet REGbeceptiiondtimansaissaoni noatt 4884 connect ed
toit. 2.5 Wien the CPU 552 accesses the nenory 553 or
a perimphesapldbfeddabbee, Ontabdding t8ethenpaimunbbition
etc., the CPU address

system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following

effects are obtained.

That is,.according to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external
memory 407 in a éecure state.

Further, according to the communication sYstem‘dol,
by forming the processing of tﬁe bus scramble unit 461 into
a pipeline, it is pbssible_for the SAM qhip 408‘to access

the external memory 407 at a high speed.

Further,-accbrding to the communication system 401, .

by giving the bus scramble unit 461 a parity function, it

is possible to improve the reliability of the data read from

the external.membry 407 .

Sixth Embodiment
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bus 507 transmts a CPU_ADR show ng the address. In
FIG 89, the conmunication circuit 504 and |IC card
508 given the sane reference nunerals as in FIG 83
are the 5 same as those explained in FIG 83.
Further, the CPU 552 has thgggoftware structure as
expl ai ned above using FIG 84. That is, as the

applic i on rograns APlI, AP2, and _AP3, ones which
defi nealb éb‘i%% g éét?%@h%%cf’&rﬁﬂ’@é‘dmg

types of I1C cards 508, 10 that is, Types A B, and C
tpetheed9thhaspars pcsheednveohian.| C card 508

t hrough the conmunication circuit 504 is processed by
t he CPIR&EDB2ted AREcoOf dRReLeitt BmBofdingnam stored in
the nenory 553. Further, the data obtained by the

procesgi A8t by blsﬁpG%HrQé@r ek tlin@Ng Nddth d i d8ulksGness
card 508 through the conmunication circuit 504.

2 t h
Geser o &, yhi8oCEH E2cHEll 8% LBeigtull o0k §01 (e RRbacne
553 léo The s tch circuit 561 switches the

tE{F% FaRplid O%eaﬁﬁp ABPY-data bus 562 between t he
connection state and disconnection state based on a

j udgnehtCr 83 1s st gfapctieral ihback digghantofi #copmputer
560 (control signal of the present invention). 25

- 5t theed iheePUtE6fRicxeettismeht pAsaruelabad actdef) the

167 of the prograns of the OS | ayer, program MAIN,
pdsapp| isaehefonpr ograns AP1, AP2, and AP3 shown in
FIG 84 fetched (read)

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data busg 506,

The CPU 502 and communication circuit 504 are connected

to a CPU address bus 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on iﬁstructions of a

program stored in the memory 503, and accesses the memory
503 during its operation.
The communication circuit 504 communicates with the

IC card 508 by the contact system or noncontact system. In

the contact type, the IC card 508 and the communication

25

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or
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fromthe nmenory 553. The CPU 552, in accordance with
the execution of those 5 instructions, generates an
instruction type instructing signal S552a, executing
AP instructing signal S552b, and if necessary a

call ed AP instructing signal 1§p52c and outputs these
to the judgnent circuit 560. Here, the instruction
tﬁg; i nstructing signal S552a 10 is a signa

i ht9Rht RG- whet her which of the fetch instruction,
read instruction, and wite instruction the CPU 552
execut e€the Hiatn tdeeividhfrastthetIOncasd af08 through the
instruction for the CPU 552 to fetch the instruction

COSMRfuh NEQHYON t BEr&FLL 0802 ibu?érénggsséé BPeth&a8pu 502 in
instruction is an instruction for the CP 552 to read

oo LN R i 5 U6 S8 0, e,

' t he, CPU dat a bus r

g S B CpFERIER Y THOE s QB oV he LERG s gR TS

showi ng. of which programthe instruction_bein
RERRARHE B t Herepyh stbe permpyricatien ?%?vag t PBAstef the
the application progranms APl, AP2, AP3, and MAI N and

& praxd 788 . shown in FIG 84. 1 The called AP

i nstructing signal S552c shows which 25 program of

t he apumrtdidon tieoGPENS0ARIy i e, thPTestild sVAENset88ment
and OS prograns the program nodul e of the cal

Rsid N d DBy EGWRRASHPLEN AP Eha ERd L5881 110 the memory
Eg;;rééd by the CPU 552 calls up another program |

FIG. 84 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.

In FIG. 84, the bottommost layer is the hardware layer,
.that is, the hardware component of the CPU 502 shown in FIG.

83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the -CﬁU 502. The
program of the communication driver layer is usually stored
in a nonvolatile m_.émory.

Above the communication driver layer is an 'operaﬁing ,
system {0S) layer forrproviciing the program .forming the
foundation for the operation of the CPU 502. The 0OS layer

provides the highest application (AP) layer with higher
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Further, the CPU 552 halts the CPU data bus 506 and 5
its operation when as explained |ater the switch

circuit 561 enters a disconnection state. Next, the
judgnment circuit 560 will be explained in detail. The
judgnment circuit 560 generaygs a judgnent result 10

signal S560 based on the instruction type instructing
signal S552a and executing AP instructing signa
SSZEPNEREVIPTrcomparen y 5oy thrdlewrr dauress ¥roexpreple,
i nput through the CPU address bus 507 fromthe CPU

552 ljateouexplzindd sfurgctiven "geitt chrd typet (H61."1dad card
FIG 90 is a view of the configuration of the judgnent
dataui(l) "96@nghowriitd thed 83taAg)shawe efampfes?0, the
judgnent circuit 560 has a selection circurt 570,

fetch FUAQRBRL ShEGH! khaléds iS?Qr iddgpeRb §L{EW Hefining
572, and wite judgnment circuit 573. 20 The sél ection

rcuit 570 connects the switch 574 to.  one term na
Gher Repaf e BfatEiSnt "Todli dler asfa @iy SR fmputes

instruction tyge instructing si gnal SSS&a i nput from
Plid-cPhes8y RERA PASE E°%8 .xaggé&'irf PERI ARG Programs
selection circuit 570 connects the 25 switch 574b to

MAEN; eARLRaPP8752ndnBR3the i nstruction type - 169
i nstructing signal S552a indicates a fetch

i NSt ruthi the pbeagent é&hbedinbet{ethd expdiavativasulilil be
signal S571 output fromthe fetch judgnent circuit

{¥ehsSi0ihBekathhgUehe pREviBiBhNaE 34%ilaREnEWokCRther

74 as the judgnent result : :
transactions using the IC card 508 as the application
program.

For example, in the 0S layer and AP layer, the function
for determining the type of the IC card 508 i# defined by
"get card type ()".

In the 0S layer and AP layer, the type of the IC caxd
508.7ca_n be spec;if ied by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Tgpes A,.B, and C. The feturn values of therfunctiqn-for
the IC cards 508 are defined as in.FIG. 85.

For example, assuming that the Type B iC card 508 is
used, the return value of the result of_exeqution.of the -
ﬁunction "get card type ()" becomes'“Z".

Furﬁh_er, in the 0S layer and AP layer, "-read data {(*rp)"
is defined as the functiox; for reading data from the internal

memory of the IC card 508.
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5 signal S560 fromthe judgnent circuit 560 to the

switch circuit 561. Further, the selection circuit

570 connects the switch 574 to the term nal 5752 when

the instruction type instructing signal S552a

i ndicates a read instructiomg3lO. Due to this, the read
judgnent result signal 5572 output fromthe read

judgnment circuit 572 is output through the termnal
575 2 dfFeow"'dR"s¥s atrilarjiRqrnachedd £ Poigkgr in the
5560 fromthe judgnment circuit 560 to the switch

¢} Langbagél." M'Sshowshekat the Sl botimn veriabile 5@ pointer
connects the switch 574 to the term nal 575_3 when
tvhgrildifild UahidonrpY Mfhow Sl bpebiFcSiaitdi SPF2Athe internal
indicates a wite instruction. Due to this, the wite

} loff GHY 1S AN S0 3 wifdh] Pl OB TN ILA L&, this
judgmeént circuit 573 is output through 20 the

termnal, 5753 .and sw t¢h 274 he_j,ud t result

St Coss oneie BF Mg onir, 2aakafer "TACEHS RSy of the
swtch circuit 561. The fetch judgnent,  circuit 571 :
dF&esarfe BRedtiif iy AoV that Hhe it ginfHamegssystores data
called AP instructing signal S552c, 25 and address -

- @rU shomen putFEGoffGhe CPU 552 to generate the - 170

fetch judgnment result signal S571 and outputs this

t owar d Futrvherer ifnas st brig ofhd he xrpedi®QH"gN thier eaettirn value
570. FIG 91 is a view of the configuration of the

ot athe jpEEEN Oidddd ldaxhl ¢ " ideddnfas 9G 6 And it is
shown in FIG 91, the fetch judgnent circuit 571

.possible to read the data of the "102H address".

Further, in the OS layer and AP layer, "write data

(*wp, wdata)" is defined as the function for writing data

at a specific address of .the internal memory of the IC card
508. Here, "*wp" is similaf to the- concept of a pointer in
the C language, "*" indicates that the following variable
is a pointexr variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

-memc‘)ry of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if '_'wp=102H" and

"wdata=73H" and -executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the "102H address"

‘of that memory is rewritten to "73H".

The application programs APl, AP2, and AP3 shown in
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has a storage unit 5811 and judgnment unit 582_1. The

storage unit 581 1 stores the fetch access range

defining data 5841 and fetch inter-AP call relation

defining data 58. 10. The fetch access range defining

data 5841 defines the addresges-in the nenory 553

accessi bl e when the CPU 552 is executing the fetch

i %rq§%i n_for each case where the CPU552.is .
utThABTHRR SREFACTONS CEOF RARSAREIRRT | 3l Fbing to

programs MAIN, AP1, AP2, and AP3 shown in FIG 84. 15

Hiégf%% paseef{ B aagsisabABnChe cdrnasgpansdanne is shown

range defining data 584 1. The colum (vertical)

din e£XGoB8Nn FIG 92 shows the prograns of the OS

| ayer and the application programs MAIN, APl, AP2,

and APIshaw iga Fithe 8fp12Gathen” FROWramMARR §8Vexecuted

(horizontal) direction shows the start address of the
0% E! O | Bidd ORIV LAl P08 %od D

program ofét@%e corr%spon |1?1 co urmgi%én%g owg%(.,i‘l'ﬁrehe

"E " in. the row di jon sh the start, addres . :
AP GH i 4 MR, PR R OHE SRSy rRan s fapedrfunction

program- 171 of the corresponding colum is allowed
a@s £arrh&yrrol) "nterdetemmrine e Ji¥Ra G thre IEngard 508

‘address of the address range of the nenory 553 where

turedr RramPBHiSQhsalmaetes pundlienpodiesrtis ecdtoesponding
access. 5 For exanple, the application program APl is
algpvieth tiicae Ssrddrdnh 6l angerdarddee Wi agfestypdWH the IC
to "2FFFH' of '
card 508 determined based on the correspondence table shown .
in FIG. 88.

If imagining a situation in which IC cards 508 of the
Type A, Type B, and Type C are handled by different businesses,
the application programs AP1l, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
épplication.programs APl, AP2, and AP3. The épplication
programs use portions assigned to them in advance.

As explained above, the applicatiqn programs APl, AP2,
and AP3 are produced by the individual businesses, but

sometimes there is an error in a program, an application

program of ancther business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access is illicitly accessed.
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the nenory 553. The fetch inter-AP call relation
defining data 5851 shows the conbinations of prograns
to which program nodules 10 which may be called from

or called bel ong when a program nodule is called up

when the CPU 552 is executingeg fetch instruction.

FIG 93 is a view for explaining the fetch inter-AP

cal | retﬂa‘t‘ﬂb‘?‘? defl ni ng data 5851. 15 The, coI um

di recti P HRPETREDY HFEREIM] the OS

| ayer and appl i cat| on prograns MAIN, APl, AP2, and

AP3 shdwfi B9Fie, aggiewliod the aerfiguvmtidn RfGthg3computer
shows the prograns of the OS | ayer and application

P B r acso M iy B¢ 1lan ARebodix@en € 0o APShé hprasent FkreBdion.
The intersecting positions of the colums and rows

show Whed Nafowh RBPFRN 'ﬁ@dUHﬁeOfcoﬁlpI&Ft@Q:r 8810hakhg cru 552,
corresponding columm is allowed to call up a program

gy 5, B RRRT PLoh E YESHI B T s,

|nd cate that c#f_ng 172 is not allowed. For
Gt T'él P o hETR Gie of the appl i cati on program
APl is allowed to call up a program nodul e of an
pr ogr arffendy Nhey(tPA 4 s e e Apse mp%amn
al.l owed to call up a program nodule of the application
priogrwit ofPRhe e §endy davendriion ,58R¢ nemyas 568 theresponds
address CPU ADR
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment circuit 560, and communication circuit 504
connected to it.

The CPU data bus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the‘memory 553.

Further, the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication cirauit 504

connected to it. .

When the CPU 552 acce's‘ses the memory 553 or a peripheral




i0

15

20

25

is included in the address range of the nenory 553
defined by the "FROM' and "TO' of the columm shown in
FIG 92 10 corresponding to the programindi cated by
the executing AP instructing signal S552b based on
t he executing AP instructinggégignal S552b and address
CPU ADR i nput fromthe CPU 552 shown in FIG 89 and

the fetch access range defi ni ng data 5841 read from

tIRVEED s i to5giHe AWRHERT | Rl S t hathe (CFY address
included in that judgnent, the judgnment unit 5821 for
éxaspi &7 germrsiebs aa fERE ADR ushemeing rdsell addrepml 5571

i nstructing connection and outputs it toward the

term naln Fi®l 8b,t BRe S€bRGhn DiFa €id€ WilrchAD 590Whd IC card
FIG 90. 20 On the other hand, when judging that it is

?lc;}é{{qule '3 Ehﬁéfégggggnﬁuméﬁlé WINBNEIE 83 are ‘the

generates. exarrp e a fetch judgnent result

naI 5571 | nstr tl iy sbcﬁg ion (break) and
ou puts |'fh?ovvar er'i na %ﬁjl of the sel ection
circuit_57Q shovvn in .25 _Further, a

pr ogr ahHddifi®e dfhs ﬁﬁ%g%rs(fm rﬂ‘ﬁf?f%ts&f"(ﬁ/ﬂﬁ% as

-CPU 552 calls up a program nodul e of another program

terplainphmbare tussigm Figig8d - Thakails¢appuphesapplication
all oned by the conbinati on shown by the fetch inter-AP
gaddgranes RRPDON Kt | mmd) ARY 4 osd wihiovin deffilds pBSIcessing
based on the 5 executing AP instructing signal S552b

FUE Gatd06h AR Al L dICd £ Dty SEY N re®RHd N T B Ede 508,

CPU 552 shown in FIG 89 and the fetch inter-AP call
t 1 m t he storage
umafé ggél‘,l_dﬁ&kéﬁ 0, G &80l 5204
The data received from an IC card 508 through the

communication circuit 504 is processed by the CPU 552 in

accordance with a program stored in the memory 553. Further,

‘the data obtained by the processing by the CPU 552 is

transmitted to the IC card 508 through the communication
circuit 5d4.

Further, the CPﬁ 552 writes the result Qf settlement
generated by communiéation with the IC card 508 in thé memory
553

The switch circuit 561 switches the CPU data bus 506

~and memory data bus 562 between the connection state and

disconnection state based on a judgment resu1£ signal 5560
from a judgment circuit 560 (control signal of the present
invention) .

Further, the CPU 552 executes the instructions (cod’es)
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When judging that it is allowed in that judgrment, the
10 judgnent unit 5821 for exanple generates a fetch
judgnment result signal 5571 instructing connection
and outputs this toward the termnal 575 1 of the
selection circuit 570 shown igy I G 90. On the other
hand, when judging that it is not allowed 15 in that

ngg%gent%o%t he h ?Sg'g%éﬁ r]:-:lryéi-stit 5ﬂ8§%g88%§|f A es,lfagd application
instructing disconnection and outputs this toward the
RHFTS 31 $F4handePB8t FBAvei 1R UFIG5 7R skrtphed (read)
FIG 90. The read judgnent circuit 572 uses the

ebemaut iy mEkox30 5581 ructi ng signal S552b, called AP
instructing signal S552c, and address CPU ADR i nput

from t lneCEPUSSR2 | G roaBebaliantRew €RGHd dgRRAtibaSHE those
signal $572 and outputs this toward the term nal 5752

Ofnd i cal g | xﬁal:!eﬁééé d&?%ﬂ ctdibr pd B Sfudding

conflguratlon the rea 25 J igment cifrcuit 572
shown .i G. 90. 174 n FIG. 94 ead
PR, R (acnr e 285 I Bigifn, (B ana

judgnment unit 582_2. The storage unit 5812 stores :the
r’éa&%@éé%ﬂr%ﬁ@éfl&é‘f% ARG tFRCTingss d9npl §324F and outputs
inter-AP call relation defining data 5852. The read
ddesss ta e Jawigmsinty adatcnidg b ldef i nes t he
addresses in the nmenory 553 accessi bl e when the CPU
552 | s HexeGUithe] iasteadtioat typel dasteuctiny cdigmal sssza

where the CPU 552 is executing prograns of the OS
;3Y 87s b 1PPRULEBLiAG whether which of the fetch instruction,
read .instruction , and write instruction the CPU 552 executed.

Here, the fetch instruction is an instructiqn for the
CPU 552 to fetch the instruction codes through the CPU data
bus 506.

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CPU
552 to write data through the CPU data."bus 506.

Furthei: , the exécuting AP instructing signal 85525
is a signal showing of which program the instruction being
execurted by the CPU 552 belongs in the instructions of the
application programs AP1l, AP2, AP3, and MAIN and OS -programé
shown in FIG. 84.

-;i'he called AP instructing signal S552¢ shows which

program of the application programs AP1, AP2, AP3, and MAIN
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10 progranms MAIN, API, AP2, and AP3 shown in FIG 84.

FIG 95 is a view for explaining the read access range
defining data 5842. The columm (vertical) direction in

FIG 95 shows the prograns of the OS layer and the
application prograns MAIN, . 33gAP1, AP2, and AP3 shown

in FIG 84. The "FROM' in the row (horizontal)

direction shows the start address of the storage area

i AndheSneregyans3thnapeogsammeiule ofdha sldmdsistipation
corresponding colum is allowed. 20 The "FROM' in the

r belongecwhen s howsyitdre midariie bedingsexeahitedebyatlos a3 552
range of the nenory 553 where the program of the

ceklespapdung taerUpRogsanl newadeaccess. The "TO' in
the row direction shows the end address of the address

range Oﬁuféﬁﬁeg‘?mfﬁ epsd g’? rf&g%@ﬁ Bh89EBH 43¢4f bhgesga and

correspondi ng colum 1s 0 access. 175 The rea

in er-APrc%Lk rel ation dgf'gLng dit? 58%%1e sth§ t@%rcuit
cOiBi RREFBECB *BPByPEnE PEMREEh 1pFEE: Ihensaditel <X

which may call fromor be called from bel ong when a

pP8dr steRSda dissorapr&donp SkRER -t he CPU 552 is

executing a read 5 instruction. FIG 96 is a viewfor
expl ai nieytt hthe ejudgment - aPrcuit| 568| wildnbdefkplagned in
dat’a 5852. The columm direction of FIG 96 shows the
paaganaks of the OS | ayer and application prograns

MAIN, APlI, AP2, 10 and AP3 shown in FIG 84.

The judgment circuit 560 generates a judgment result
signal 8560 based on the instruction type instructing signal
S$552a and executing AP instructing signal $§552b input from
the CPU 552 and the address CPU;ADR input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89.

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write'judgment circuit 573.

The selection circuit 570 connects the switch 574 to
one terminal of the terminals 575 _1, 575_2, and 575_3 based
on the‘instrﬁctiOn type instructing signal S552a input from
the CPU 552 shown in FIG. 89.

Specifically, the selection circuit 570 connects the

switch 574b to the terminal 575_1 when the instruction type




The row direction of FIG 96 shows the prograns of
the OS | ayer and application prograns MAIN, APl, AP2,
and AP3 shown in FIG 84. The intersecting positions
of the colums and rows 15 show whether a program
nmodul e of a program of the- g@a esponding colum is
allowed to call up ak program nodul e of a program of
the Qrres ondln he "0, i d|cate hat caIIu
| SRR R R 552 Rfiea A5 traction.
not allomed 20 The judgment unit 5822 Judges i f the
addr essPepuUtapkRhiEs thel fgéghi Judemenddresalitasdongf S571
. the nmenory 553 defined by the "FROM' and "TO' of the
- cobtpmtshioom the Be®chOjudguentspimcuiyg 5710 tkeoptpyt dthrough
i ndi cated by the executing AP instructing signa

Sthab thameaadn st7ise 16 %aeligvi®ohP 575 i3S tthieCt; |d%m‘érﬁﬁ esult
S552b and address CPU ADR i nput fromthe - 176

5 5.5.gg§Q9;W@';5|G@ G %%eala@ fents ?51:%“1‘%:9%6*03'%%6 thgl fw::.tch

defining data 5842 read fromthe-storage unit

g that it is included in that judgnent,
-vgigfﬁggnéﬁ ‘unit 5822 for exanple generates a read

j udgment 5 resul t gﬁal S572 i nstructing connection

and out purEhk ?frt"c}w'aﬁ& r&icd GHRgrIE A spnpRets the switch
selection circuit 570 shown in FIG 90. On the other

hand, tﬂhéhejﬁégmﬁgaﬂhéﬂsL? whenotthendngdayctiont ype
Judgnent the judgnent unit 5822 generates for 10
exasplrecaingadipndiinebb2acinbiicaitgsah $edd LAsthuciiog .

di sconnection (break) and outputs it toward the

10 term nabue to this, the read judgment result signal S572
output from the read judgment circuit 572 is output through
the terminal 575 2 and switch 574 as the judgment result
'signal S560 from the judgment circuit 560 to the switch
circuit 561.

15 Further, the selection circuit 570 connects the switch
_574 to the terminal 575 3 when the instruction type
instructing signal $552a.indicates a write instruction.

Due to this, the write judgment result signal $573
bﬁtput from the write judgment circuit 573 is output through

20 the terminal 575_3 and switch 574 as the judgment result

- signal S560 from the judgment circuit 560 to the switch
circuit 561.
- The fetch judgment circuit 571 uses the executing AP

instructing signal S552b, called AP instructing signal S552¢,

25 and address CPU ADR input from the CPU 552 to geneérate the
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5752 of the selection circuit 57b shown in FIG 90.
Further, when a program nodul e of a program being
executed by the CPU 552 calls up a program nodul e of

~another 15 program the judgment unit 5822 judges if

that callup is allowed by _tReggaqnbinati on shown by

the read inter-AP call relation defining data 5852
shown_in FIG 96 based on the executing AP

i F&Eclc gudigmemndn Fesuddy 5 ignalc $57dd and omdpufst ithgs toward
signal S552c input fromthe CPU 552 shown in 20 FIG
8¥hgnderind nada & 7i5n fle ofARhea Isle Legitdiono wicetiini B3F0dat a

5852 read fromthe storage unit 581-2. Wen judgi ng

that itFrie.abllowedai #ibhabs] tdeneshsibieatidddB®Nkhe fetch
unit 5822 for exanple generates a-read judgnent

{ﬁﬁabheakg@qgc§§§25hasg§g&5 NG 3@Negl on and outputs

i
is 25 toward the termnal 575 2 of the selection

circuit,570, shown_- 7 HbN G 290.. On t.he other .

hand. RNl BB FRSC PL7i EhRofoRrholRtoReRY, RiFeuit 571
jgd ment, the judgnent unit 5822 generates for .
eR8fipPesiorads PhdGneft_lesnr: Judgrentsyniti 882 det i ng

5 di sconnection and outputs this toward the ternna

575 2 ‘Ehetsbonagecunbh 281 clistons dhevfetelrb@eed® range
The wite judgnent circuit 573 uses the executing AP

i definthgniptsl §B4l 1SabR e tehl ieck AP palllueslaicn gadlining
- S552¢ and address CPU ADR input fromthe CPU 552 to :

. ggaeratg.the 10 wite judgnent result signal S573 and
outputs this toward the termnal 575 3 of the

iglnffgb?g?.Cfo%e%h%t?’%‘égﬁﬂ’%‘ggﬁ&l&l%e&% §9§_1 defines
the addresses in the memory 553 accessible when the CPU 552
.is executing the fetch instruction for each qasé where the
_‘ CPU 552 is executJ;.ng programs of the 0S layer and application
programs MAIN, APl, AP2Z2, énd AP3 shown in FIG. 84,

FIG. 92 is a view for e;cpl_aining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the
pro'g_rains of the 0S layer and the application programs MAIN,
APl, APZ2, and AP3 shown in FIG. 84. N

The "FROM" in th:e row (horizontél) direction shows
the start address of the storage area in the memory 553 where

.' storége of the program of the correspopding column is_
allowed.

The "FROM" in the row direction shows the start address

‘of the address range of the, niemory 553 where the program




judgnment circuit 573 shown in FIG 90. As shown in

FIG 97, the wite judgnent circuit 573 15 has a

storage unit 5813 and judgnment unit 5823. The storage
unit 5813 stores the wite access range defining data
5843 and wite inter-AP call jrml ati on defining data
585 3. The wite access range defining data 5843

defines 20 the addyesses .in the nenory 553 accessible
wiién e ERGSSBLnding Godim -5 Rd Lawede acgessuct i on

for each case where the CPU 552 is executing prograns

of the EBe| 4¥6f andthpprpwadiorctpprogehows WAENendPiddress
AP2, and AP3 shown in FIG 84. FIG 98 is a view for

erfl &hei addirkesswirangeaofe the aRgoOry25sdei/harag tlat program
5843. 178 The colum (vertical) direction in FIG 98

sbeWgheheorpeegbadl ngl colamiSikaugh oald hitess. .
application prograns MAIN, AP1l, AP2, and AP3 shown in

FIG 84g. JThe, " "t hori zont al Lrectio

shows 4€O%h§xst g%ﬂ, aggﬁegép%?w?&égglt éf%%@a%rggii het ﬁ£1°wed
553 t f of th ;

TESBLYSSES, " Lol 208,01, LLE PSSR IS e o

row direction shows the start address of the address

r thgemePorheSAdrory 553 where the program 10 of the
correspondi ng colum is allowed access. The "TO' in

t he rowrke réetcehnistemnwsAR mldn dredddriess dedfinting data 585 1
address range of the nenory 553 where the program of
t Sieow s rr1es PRt itth N8B £ ﬁrabkaﬂﬁdt@%ﬁ% program modules

10 which may be called from or called belong when a program

15

20

25

module is called up when the Cbﬁ 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the 0OS layer and application programs MAIN, AP1, AP2,
énd AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of
the OS‘layér and application programs MAIN, APl, AP2, and
APB shown in FIG. 84.

The intersecting positions ¢f the columns and rows

.show whether a program module of a program of the

corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o indicates

that call up is allowed, while the "x" indicates that callup
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The wite inter-AP call relation defining data 5853

15 shows the conbinations of progranms to which program
nodul es which may call or be called from bel ong when
a program nodule is called up when the CPU 552 is
executing a. read instructiaogm2FIG 99 is a view for
explaining the wite inter-AP call relation defining
dat a 5853 20 The columm direction of FIG 99 shows
e 15 gﬁ%ﬂEPQQﬁ the OS |l ayer and application prograns
MAIN, API, AP2, and AP3 shown in FIG 84. The row

di r ect iESF cfxamipde oG Fhrngrarh moshdgr ofs the apipd iggtion
| ayer and application prograns MAIN, APlI, AP2, and 25

ARD Rt APD 2 GQlBdwed A cEid iup & 3atigrzon pesidlieons an
of the colums and rows show whether a program nodul e

Ps HAUPHRMM{IN NeanL A dﬂ;ﬁﬁmﬁ&g Figiam i2pA| e dis not

to call up a program o of a program of t’he
r [ i,

SLGREE AT B o HiBordn ddUlAAbER e LB EAL 1 UR o an
Ilomed The Judgnent unlt 582 3 judges if the addr ess :

is included in the address range of the

nenDry 553 defined by t "FROM' and "TO' of _the

col umm Tieoviddgreptaundy %Z_cjorr%aﬁn'g'h?oa@%ess CPU_ADR

program i ndi cated by the executing AP instructing

sisggrialcisshRh iradbe eddiressexangei of e memorycidhglefined

si gnal S552b and address CPU ADR input fromthe CPU .

332 howrRoMtldad 89raanh# RtheVMdd1Ru@dc Gipwn ARYFIG. 92

defining data 584 3 read fromthe storage unit 5813.

corresponding to the program indicated by the executing AP

instructing signal S5552b based on the executing AP

instructing signal S552b and address CPU ADR input from the

CPU 552 shown in FIG. 89 and the fetch access range defining

data 584:_1 read from the storage unit 581 1.

" When judging that it is included in that judgment,
t.he judgment unit 582 1 for example generates a fetch
judgment result signal S571 instructing connection and

outputs it toward the terminal 575_1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgment unj.t 582 1 generates for
example a fetch judgment result signal S571 ;i.nstructil;xg
disconnection (break) and outputs it toward the terminal
575_1 of the selection circuit 570 .shown in FIG. 90,

Further, when a program module of a program being =
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15 Wien judging that it is included in that judgnent,
the judgnent unit 582 3 for exanple generates a wite
judgnment result signal S573 instructing connection and
outputs it toward the terminal 575 3 of the selection
circuit 570 shown in FIG -997320 On the ot her hand,
when j udgi ng that it is not included in that

judgnent , the judgnent unit 582 3 generates for
e% Pred By ithe CEigheAtcatlyuP 8 BFegrap mpdule of another
i nstructing disconnectlon (break) and outputs it
t praggdamhether fzdghestzcgndt 582 tefledgesnifi thakt cBIQup is
shown in FIG 90. 25 Further, when a program nodul e- of
aaplogedrbpailizg combina tdeeC shednhyy t Hiee GREAD 3 ndRid-AP call
up a program nodul e of another program the judgnent
U%iaéﬁ@n%&f‘ﬂﬂfﬁg'éaﬁ@%S@ﬁ | 4tRovkrd 1rﬁ|ﬂ1@m@3b$alts|&%, on the

conmbi nati on shown by the wTte inter-AP cal ation

Ag1 400 PPng §§§§r§§efﬂg'91 het 82598°8040001 €4 Re

executing A instructing”signa

i nstyuct SH i pput  fromthe CPU 552 shown
TRs bt REe Sl SPFT e Thver BSbathe (GFU P53 2hown in
defining data 5853 read fromthe storage unit 5813.

VIRER - j‘il%g?‘?fb thatf atich dnterof@d cpdlt nalatiogndafining data

10 judgnent unit 582 3 for exanple generates a wite
j 3R nkrtead et thenetoSEFS wmst r&@1 i hg connecti on
and outputs this toward the term nal 5753 of the

sel ect iHert ijudgiingd tRath@¥ni s mfldaedln GRath§uabheht, the
hand, when judging that it is not all owed
judgment unit 582 _1 for example generates a fetch judg_mént
result signal S571 instructing connection and outputs this
toward the terminal 575_1 of the selection circuit 570 shown
in FIG. 90,

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 1 generates for

example a fetch judgment result signal 8571 instructing

disconnection and outputs this toward the terminal 575 1

.of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP .
instructing signal 3552b, called AP instructing signal .8552‘c, |
%md address CPU_AD‘R input from the CPU 552 fo generate the |
read judgment :ésult sigpal 58572 and ocutputs this 'towal;'_d'
the terminal 575_2 of the selection circqit 570.

FiGg. 924 ié a view of the configﬁration of the read

judgment circuit 572 shown in FIG. 90.
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15 in that judgnment, the judgnent unit 5823 generates

for exanple a wite judgnent result signal S573
instructing disconnection and outputs this toward the
termnal 5753 of the selection circuit 570 shown in

FIG 90. Next, the selectianjgyrcuit 570 will be
explained. 20 The selection. circuit 570 connects the
switch 574 to ope of the termnals 5751, 5752,  and .
5753 baBRdShewRhkn FEGt r 8¢ i bhet yped| judementngiseyhtl 572
S552a fromthe CPU 552. Specifically, when the

i W@sracstonaggpunihsbB8icei agdsjjydgmesbsdaitndBrakes a
fetch instruction, the selection 25 circuit 570
connectBhé hetsiages hukid $81t NestS+dd Nohe S¥&dd-ad8dss range
and outputs the fetch judgment result signal S571 as

theri N d 88yl 3 nbCl £1 el e s s
Due 10 this tEg“%oﬁgggt%ﬁ}ggg?g%%’e%ﬁbrf%ci)lﬁtlt%?édeflnlng

S Lirguit 561 is controlled by the fetch

'&%%%2% éi*l*%lc,ult signal S571. 5 Further, when the
instruction type instructing _signal S552a indicates a :
read i nots J—&éﬁ‘ﬁﬁ‘fmfaﬁé§éfl€et‘ii%ﬁue+mlﬂatt%ﬁ@4c&m’@ét@es the
the switch 574 to the termnal 5752 and outputs the
raddrgsRrmeint e mlamanyy i3 88R sed billee wheagivet CPU 552 is
result S560 to the switch circuit 561. Due to this,
teveaciit o e et e aodh / Thh Seoueeldn OfoBf eddle SAéé CihéiéChé CPU
561 is controlled by the read judgnment result signa

I .is RitdNS¥in FP&md NSF Fed | 08 13RS ié‘é%reé'ﬁf’iﬂgation

signal Sb52a indicates a wite instructlon,

t
SRR 018 o AR e g L A 01
result E‘?’l:lcgnal'j .‘?SS 7; x.wvasl.st’aavaF I%(e)rj gg I{rgir.]!tlirrlge Si.i.ﬂé read access range
definingl data 584 2.

'I‘fu; column (vertical) direction in FIG. 95 shows the
programs of the 0S5 iayer and the application programs MAIN,
Al?l, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal) direction shows
the start adr‘dresrs of the storage area :Ln the memory 553 where
storage of the program of the corresponding column i's-
ei.llowed.r

The "FROM" .in the row direction shows the start address
of the address range 6f the memory 553 where the piogré_lm
of the corresponding column is allowed aécegs

The "TO" in the row 'di;rection shows the end address
of the address range of the mem‘oriv 553 where the program

of the corresponding column is_rallowed access.
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S560 to the switch circuit 561. Due to this, the
connecti on/ di sconnection of the switch circuit 561 is
controlled by the wite judgnent result signal S573.
Next, exanples of the operation of the conmputer 551
20 w Il be explained. [First ;Exanple of QOperation]
Next, an exanple of the operation where the conputer

551 executes a fetch instruction in the process of

execut | e srad ppsgrafPneddlerelathenagefivangodata 585 2
program AP1 and 25 designates the address "2100H' of

t Fhongdtes scomnbnyt &as ofl BRogwiahls be whitiipiRilyrdm modules
this case, a CPU ADR indicating "2100H" flows on the

Gihli BHAA&S ScALE Hm ANbeABalN8H! Hebh BelNE when a program
c .

instructing signal S552a indicating a fet

[ tkgn n,.ex [ 5 ERsteryctin L. gna

B RO Tt ik Fls P, 582, F bRy oa read
the_jud nt circuit 560. Further, the judgnent unit
5§§i£§ %gﬁo?h FIG 91 judges if the address "2100H

is included in the address range "2000H' to "2FFFH'

of the FEForY6553 Ye¥ipedEoy eFelainimpraiie oyead Tortes-AP
the colum shown in FIG 92 corresponding to the API
eabl valahionxdebfinhngA®atass8hic?ing signal S552b and
address CPU ADR input fromthe CPU 552 and fetch _
access Tengso Hafin ndhge el on S8 IFEHOVEE | Shdu S 192 pRSGrams
fromthe storage unit 581 15 Further, the judgnent

4 8 Ueapaat Sl S G PR ARV PR, ne2,
and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
the 0S layer and application programs MAIN, AP1, AP2, and
AP3 shown ;Ln FIG. 84. |

The intersecting positions of the columns and rows
show whether a program module of a prog.ra..m of the
corresponding column is ailowed to call up a program module
of a program of‘ the corresponding row. The "o" indicates
that callup is allowed, while the "x" iﬁdicates that callup
is not allowed.

The judgment unit -582__2 judge';?. if the address CPU ADR
is ‘included in t:h.e' address range of the memory 553 defined
by the "FROM" and ";1'0" of the column shown in FIG. 95
corresponding to ‘thé Program indicated by the execut'ilng AP
instructing signal $552b based on the e'xé'cutin_é AP

instructing signal S552b and address CPU__ADR' i’nput' from the
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outputs it toward the termnal 575 1 of the selection
circuit 570 shown in FIG 90. Further, the selection
circuit 570 connects the switch 20 574 to the term na
5751 since the instruction type instructing signa

S552a indicates a fetch. Dueyyg this, a fetch judgnent
result signal S571 instructing connection is output
through the selection circuit 570 as the judgnent

r 6BH| 228 ghewn b F LG Bfec2rdi the read agqess wa®@e defining
shown in FIG 89. 183 Further, the switch circuit 561
pHatas5B8He2CPeadafaonbbe566oaadenambty58at a.bus 562

in the connection state to allow the CPU 552 to

access WhenngadgingSChabloie idaincindddeiabENSt judgment,
expl ai ned case, when the 5 address CPU ADR i ndi cates

" BA0Rhagnid X Gnli | i i
oS8 el 3 Rt 03 1 U fhdd utgmnt
r signal ; S instructing disconnection is L
cERRub TP ERE, BEte IR ERS FPRgl TOSTOS o et pptpues 1t
cjrcui 561. Duye to_this, the switch circuit 561 sets :

%"—ﬁf% e fergipad She_aRf AbfoFgleation ringrit $70 shown
the, disconnection state to prevent the CPU 552 from

ate BEFng9@he nenory 553. [Qperation of Second
Exanpl e] Next, an exanple of the operation in the case

- where ©Gn ghegothenddind, ehehhpudgind adiaton £ 9 oL ABZuded

calls up 15 a program of the application program APl
whentkde $eaphése, ad £6 ¥hi€agh r@téé&';éf-%ﬁles for

wi Il be explained. In this case, the exetuting Al

iéﬁﬁﬁﬁf&iQQréé@”f&d&ﬁé&%’result signal 8572 instructing
disconneétion {break) and outputs it toward the terminal
575 2 of tﬂe selection circuit 570 shown in FIG. 90.

| Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582u2 judges if that callup is
allowed by the combination shown by the read inter-AP call
.relétion,defining data 585 2 shown in FIG. 96 based on-the

executing AP instructing éignal 8552b and called AP

rinStructing signal S552¢ input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data

:+ 585 _2 read from the storage unit 581 2.

25

When judging that it is allowed in that.judgment, the

judgment unit 582 2 for example generates a read judgment

‘result signal S$572 instructing connection and outputs this

toward the terminal 575_2 of the selectién circuit 570 shown
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showi ng AP2 and the called AP instructing signal S552c
showi ng APl are output fromthe CPU 552 to the read
judgment 20 circuit 572. The judgnment unit 582 2 of

the read judgnent circuit 572 views the read inter-AP
call relation defining data %852~ shown in FIG 96 and
judges if a call fromthe AP2 to APl is allowed. 25
Fgrtggé, %ge judgnment unit 5822 generates a read 184

juﬂg t Sult signal S572 instructing connection and
outputs this toward the term nal 5752 of the selection

ci r cui t OB 7 e haprs when judgine thafeitasadtoallowed
circuit 570 connects the switch 5 574 to the term na
5¥62tbahcgudpgmenhst thet jodghgne unhst 582t Pngefégates for
S552a indicates a read instruction. Due to this, a

r éRmpUdgaERbadeSulinELEN2Ls@DE 23 i FRAL! Y§TR Nnstructing
connection is output through the selection circuit

5 | t ' a t ' h '
d9s88nh8&L HHILRE o{leﬁu{%l& e 3 éggﬁei:?etﬁgrﬁ%%% 575 2

10 circuit 561 shown ih urt € SW h

oo Bhb F8reREhSn ALethan GG SO oTRLE e nesopy 550

can access the nmenory 553. On the other hand, in the,
above c"%k"e,w%fé?l IHnsdy cdfcwis fddureess threexecuting AP

application program AP2 calls up a program of the

appt teeetbrg FianadnfAP8b, icalled Blgms trurtindeigead S552¢
inter-AP call relation defining data 5852 shown in

Ffd adfiréntCEU R ifripaie e \Rhd ¢rpAPB5RS tBO0§enerate the
al | oned. :

write judgment result signal S573 and outputs this toward
the terminal 575 3 of the selection circuit 570.

FIG. 97 is a view of the configuration of the write
Judgment circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581 3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584 3 and write inter-AP call relation defining
data 585 3.

The write access range defining data 584 3 defines

the addresses in the memory 553 accessible when the CPU 552

is executing the write instruction for each case where the

‘ 'CPU'552 is executing programs of the 0S layer and applicatibn

 programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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Further, the judgnent unit 5822 generates the read 20
judgnent result signal S572 instructing disconnection

~and outputs this toward the term nal 5752 of the

selection circuit 570 shown in FIG 90. Due to this,

a read judgnent result signaj;8572 instructing

di sconnection is output through the selection 25

circuit 570 as the judgnent result signal $560 to the

swi t ch HiB% colymn fteggralionli daetiiog, i89FIFur fReshows the
the switch circuit 561 sets the CPU data bus 506 and
renegyansteE bise 6621aperhendlitdeoappliicanishapeoams MAIN,
prevent the CPU 552 from accessing the nmenory 553. 5

ASPEX[AP2 Nesind by ®, shben ] 1HOFERL g4 rcuit 560 and
switch <circuit 561 determ ne the connection state

bet weenrpg o ry. ta b 5 6 _based o

dat a dg?iié]ne in a v%ﬁ%'gemg@c%%‘ é’ﬁlc}_'g T iSacnh on shows
0 m._i,n-ggcor dan ram belng executed

R R RHS 5 L Bt o B S hn e Srpeag 5 where

beln executed by the CPU 552 can be prevented from .

iT59739S PRRR RTRFTIME Jehe SR rgrPwting foalmmeis

application programstored in the nmenory 553 and a

Migipwardurity can be obtai ned among application

prograns even when the CPU 552 is executing a 15

pl ur al iThye BFRAMP|irC @hieOFow B Geds on Tékows Eh@Nbtart address

invention is not limted to the above expl ained

YAt R drdY SRR IF il tn[é‘?ncﬁ%o%g VmeeQ:'enel:%e programi

enbodi nent, the case was il ust re the
Jolqugﬂ%n oc.clf’eslf)otndi%% Sn::to ru(ren% is allowed access.

The "TO" in the row direction shows the end address

' of the address range of the memoxry 553 where the program

of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which may call or be called from belong when a program module
is called ﬁp when the CPU 552 is executing a,read instruction.

FIG. 99 is a view fqr explainj.ng the write int.er-AP
‘call relation defining data 585 3.

The column direction of f‘IG. 99 shows the programs
of the O0S layer and application programs MAIN, API AP2,
and AP3 shown in FIG. 84.

The row direction 'of. FIG., 99 rs’ho_ws the' pﬁogxcams of
the 0S8 layer ‘and applicatj.on programs MAIN, APi, AP2, and

AP3 shown in FIG. 84.
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‘aBdreespuAHEAll 681 Ene i i< W1l ovdd theadsl ths 4

20 fetch access range defining data 5841, fetch
inter-AP call relation defining data 5851, read

~access range defining data 584_2, read inter-AP cal

rel ati on defining data 5852, wite access range

defining data 584 3, and wrifeginter-AP call relation
defining data 585 3, but as shown in FIG 100, 25 it

is also gos$ible to use an | C card 558 storing such

dat a 18%he| inkessactingcpypitionsipf khe columnat aod rows
K. In this case, the judgnment circuit 560 hol ds the
kehowi whetheri anpkKogramdaodypéi 66 arpgograho8f the
accesses the IC card 558 through the CPU data bus 506

L ram modul
access range defining data 584-1, fetchintéer-AP caﬁ use

.rgk ,aéi ﬁgo ?Ljnn.bﬁ gtﬁét éogi?'?%?%{xs%gg 2%? §fgrgapge indicates

defini'ng data 5842, rea ation

def L pi ng, fdata 5852, wite access range defining data
SEhAR' LA B LR oweH, RN LR e | B S r i b s gl Lup
5853 from 10 the I C card 558, and uses the sane -

dbRr9DtedR¥Rd- a . predetermined decryption program

590 and key information K. Further, the present

i nvent i Bre dadamente unis 583v3 jultwey pitf dWhepaddramsi CPU ADR
an encrypted state in the IC card 558, 15 read this

tis olrgil dded clonmah eRidress < iratgiet o§04hanfleeBYyd858 defined
bus 506 into the judgnment circuit 560, decrypt this by

t1he thdl daRm ChiE Wioba0r U S PIEREt Do, kYs. o8

information, store the decrypted decryption program

St BB S50 4R SRS LUIERL HESULLER0.

nMenor '

553.
7 _:Lnstxg/uctlng signal S552b based on the executing AP
 instructing signal S552b and address CPU_ADR input from the

- CPU 552 shown in FIG. 89 and the write access range defining

rdata 584 3 read from the storage unit 581 3.

 When judging that it is :i.'nclude;:i in that judgment,
the judg‘ment.unit 582 3 forx ex_ample generates a write
Jjudgment result signal SS73 instructing con’nect_ion and
outputs it toward the terminal 575 3 of the -selection circtiit
‘570 shown in FIG. 90.

On the other hand, when judging that it is n.ot included
in that judgment, the judgment unit 582 3 geﬁerate‘s for
example a write judgment result signal 8573 instructing.
disconnection (brea;k) and butputs it toward ‘the terminal
5'75_3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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result signal S573 instructing connection and outputs this

in FIG. 90.

Further, in the above expl ai ned -enbodi nent, the case
was shown of the CPU 552 outputting to the judgnent
circuit 560 an executing AP instructing signal S552b
and called AP instructing signal S552c, but these
signals may al so be 25 generaiggd,., as shown in FI G

. 101, by the judgnent circuit 187 560 nonitoring the
CPU address bus 507 Sevent h Enbodi nent The present
cREGAPEEAPY the, CBL8E2 el Le ot espsraray medulamPariether
and 21st aspects of the invention. 5 FIG 102 is a
vProgsam; hsheonfiiguenti onitf 582 3efudgedudifothalti pa@ilp is
of an enbodi nent of the present invention. As shown

| 1 Foled 199, tH oaDIna®IHIC khbwahby 63d waste eirhter—AP call
internal nmenory 632, swtch circuit 633, switch

Ciéthtion meﬁﬁln%% gg&i Céﬁéwr@ 3 PR e(‘éd %%ffd on the

circuit 636, and 637. “fhe I nternal nennry

S 3 tch_.cir 4, ud
c%%%%?t£%§5ﬁb % %ﬁﬁFg%ﬁga?ég%B n§%§gg ap EddﬁPa

bus 640. 15 The internal neno 632, ud nent circuit ]
st ﬁﬁﬁtlﬁﬁifﬁ%vaﬁr%Sé%ﬁn%%P%§ £yomn hﬁdFB§s55§sSBQYF in
The internal nmenory 632, judgnment circuit 635, and
dAF 6 P2 and ddwehaztide P@t@rmhg’naiallh welé4donFdefliaing data
the internal nmenory 632 is further connected 20 to an
iSRRI hateatht Brdnistitd 3s tdrdgdaini thegs W8t Ch circuit 634

is further connected

* When judging that it is allowed in that judgment, the

Jjudgment unit 582_3 for example generates a write judgment
toward the terminal 575_3 of the selection circuit 570 shown

On the other hand, when judging that it is not allowed

in that judgment, the Judgment unit 582 3 generates for

example a write judgment result signa; 8573 instructing
disconnection and outputs this toward the terminal 575 3
'éf the selectiqp circuit 570 shown in FIG. 90.

Next, the selection circuit 570-ﬁi11 be explained.

The selection circuit 570 connects the switch 574 to

‘one of the terminals 575_1, 575_2, and 575 3 based on the

instruction type instructing signal §552a from the CPU 552.
Specifically, when the instruction type instructing
sigﬁal S552a indicates a fetch insfructibn, the selection

circuit 570 connects the switch 574 to the terminal 575 1
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t hrough an external data bus 644 to an external nenory
660. Further, the selection circuit 636 is further
connect ed through an external data bus 645 to a
debugger 25 661. 188 Here, the senrconductor chip 631

corresponds to the semcondyghor circuit of the first
aspect of the invention, theé U data bus 640
corresponds to the first transmission line of the

f Apdt oyépngsnihet Setehr Guidgmenlte rpsodtamigoddl 657BMak the
corresponds to an instruction for executing a program
ofjutipmehitr sésubpEH6Mitol BRei SWEEEH Glrddi® BBLEIPEL to this,
menory 632 corresponds to the storage circuit of the

f that c@ﬁﬁé&t:loﬁf/dﬁQ@ohﬂ&%@&bﬂn £t %ﬁeCB&h?é ci cu:r.t 561 is
Corresponds to the prOCESS|ng C|rCU|t (0] t he f

h t.h t.6
CoBtkoS1alEy! PHEMELn LlSaRthiche rr?cfﬁﬁﬁ'aalc%?azai-t
of the { aspect of the |nvent|on the switch

crrcurté%ﬁ %Brr fie LBstREcEieB VRS dAfetiusting signal

'switching circuit of the first aspect of the

i et i BRdiepkepuaghend inptrurtiess Gbﬁresbeq§309001rcu1t'

.the connection control circuit 15 of the first aspect

0% 70 rennewds the, swihtchk & 7c tbothe iteeminalt865 2 and outputs
corresponds to the third connection swi tching circuit

Ofhé hfedd rRidgaeRac kel 1ith8i GRYENES PP, ad hﬁle.e)jhabﬂl@nt result

‘menory 660 corresponds to the storage apparatus of

té@séléétt@épsﬂtcﬁfﬁip%r gerna e 4 Lgf dergrf.rgger

661 corresponds tot appara
vent i Further, the sig

h
|‘?‘Ffé“%‘"zr %'J‘?’e%‘bt X '?Jomeh% th‘i“r”ds"ﬁ%]hs?r’rﬁg‘r‘bh ?Fﬁels

of the first aspect of the invention, while
controlled by the read judgment result signal S§572.

Further, when the instruction type instructing signal
$552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
the write judgment result signal S573 as the judgment result.
85'60 to the switch circuit 561. Due to this, the
donnéction/discqnnection of the switch circuit 561 is
controlled by the wfite judgment resul_t signal S573.

Next, examples of the operation of the com;-m-ter 551
wiil be explained. |

[Fir#t Examplg of Operatioen]

_ ‘Next, an example of the operation where the computer

551 executes a fetch instruction in the process of execution

. of a program module of the application program APl and

designates the address "210OH" of the address memory 553
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the address bus 641 corresponds to the fourth

transm ssion line of the first aspect of the

i nvention. 25 Further, the judgnent result signa
S635a corresponds - 189 to the first control signa
of the first aspect of the_ jpyention, the judgnment
result signal S635b corresponds to the second contro

- signal of the first aspect of the invention, and the

jwitthhedre exwlainedgnal S635c corresponds to the third
5 control signal of the first aspect of the invention.

FIG 10Gh itshiss e f of EXplaDRiNHidet ) (VBIGOH" flows on
configuration of the sem conductor chip 631 shown in

Rife criPidakBsElkus % Eh@. DRty tn%@@x?t quy ¢ 'eSLLQEru?t:Lng

har dwar e Iayer 10 that is, the hardware c onent
63Ls n FE 102, _Aboyv
t Eelg Ear g%% }allé;fé‘r:ggiggos%fa onejdn%\*:%%cr’nl;rﬁ T aRd a8 Sxecuting
| v.er er. The c ti,on driver |ayer has
S e ing R oh ol ARtbc AR Aol AR aper PBFPuE Sxom
controlling the 15 conmunication. The rogram of the :
TatrontArtheriydgrent jainmd 136Gt ored in a
nonvol atil e menory. Above the comunication driver
| ayer iFsirdthegpertdts nigedgmesite mni®S)582a\lershictdn [EMO\EIB NP1
the programformng the foundation for the operation

Gfuddies st ddd:dsChizndidir 20 i@ dded aerthe address
provides the highest application (AP) layer wth

Riaghel CQURPt 3L “CQJP%?M I'g%i I&gf{lari/eec} by the

| ayers. Further, above the ayer 1rs an .
)?l{(%*"ngndt J;LFO,$pe£C ! fhlecci.) Q;%:t'll s owrg ‘Qi%r ¥"I&(?52)2 rcec?a!::rlrezse;()jonding

to the APl based on the executing AP instructing signal S$552b

- and address CPU_ADR input from the CPU 552 and fetch access

range defining data 584 1 shown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
judgment result signal S$571 instructing connection and
outputs it toward the terminal 5,'-75;__1 of the selection éircuit
570 shown in FIG. 90,

Further‘, the selection circuit STQ connects the switch

574 to the terminal 575__1 since the instruction type

- instructing signal S552a indicates a fetch.

Due to this, a fetch judgment result signal S571

instructihg connection is output through the selection

‘circuit 570 as the judgment result signal S560 to the switch

 circuit 561 shown in FIG. 89.
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sem conductor chip 631. The AP | ayer has, for exanple,
25 application prograns APl, AP2, and AP3 realized by
the - 190 program nodules PM 1, PM 2,.- and PM -3 shown
in FIG 102. The internal nenory. 632 stores the
program modul e PM 1 of the_apgkication program APl
shown in FIG 103. FIG 104 is a view for. expl ai ni ng
the configuration 5 of the programnodule PM 1. As

- shown T 1 ozhe 1918l prl gramowit B 6l RM ades sthe CPU data

conprised of a plurality of function nodules. FIG 104
o506 hend asmmorhierdatid Hus GHZD NS eHeOboRnBdEhoh ekate to
function nbdules FM1 to FMn. 10 As shown in FIG

1% o hené NEHY USE2 Ofo (58683 s athd ! gézeach of the

function nodules FM1 to FM n is an unl ock

| NSt T uGid«Q, tm | &4 hﬁ\é arJ.I:LoJ' t:il.lrpend I¢:.$a Chen the

i nstruction. Fbre K |ns |on S

instructi » ter Ia| ned j udgnment
cfﬁ:w 6‘%‘%1—%%;4\ 'b‘s"(‘f'%t%%t %I rc%ﬂ"? cg3khath "l“l’l ress 1s
connectl on state until the next unlock instruction. :
Rt Aecludpdihe dhe pAdrpastTange $ 2090 ste URERFH" , a fetch
instructing the switch circuit 633 to switch to the 20
diwstgmerde tienlst signah SST tioks iucting 6BBsd¢d@nnection is
i nter posed between the CPU data bus 640 and the

iqitgruialf rdat 8hBuse 6d3tidhecHMtdTH TI0 ¢ thB33wheERBSrcuit
either the connection state or disconnection state

me.dm e thid9RRk LRS¥kh circuit 561 sets the CPU data

bus 506 and memory data bus 562 in the disconnection state
to pr—event the CPU 552 from ac,cess-ing the memory 553.
‘[Operatior‘l of Second Example]
Next, an example of the operation in the case where
a program module of the application program AP2 calls up
a program of the application program AP1 when the computer
551 executes a read instruction will be explained.

In this case, the executing AP instructing signal S552b

showing APZ and the called AP instructing signal S552c

showing APl are output from the CPU 552 to the read judgment
circuit 572.

- The judgment unit 582 2 of the read judgment circuit

- 572 views the read inter-AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to APl

is allowed.

Further, the judgment unit 582 2 geherates a read
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25 signal S635a input fromthe judgment circuit 635. -
191 The switch circuit 634 is interposed between the
CPU data bus 640 and external data bus 644. The

switch circuit 634 beconmes either the connection

state or disconnection statejhgsed on the judgnent
result 5 signal S635b input fromthe judgnent circuit
635. The judgment circuit 635 nonitors the address bus
ea4donpRtsrgRul tl phgned2S5PReanshrugtdngssovngrilion and
out put by the CPU 637 to the address bus 641

i padtpatesthhs &deaedsthkhetermihalp63gr anofodhbe sBVettion
is stored in the internal nmenory 10 632, and the

| @bt EeWLti BNOt ¥REwhNEh! BELI. NGeSi gnal S637a out put by

the CPU 637 to the signal line 642 indicates a fetch

| NST T UG Pnet ! +IRNELREER 80 é':gx[g«%?gi% gﬁsgtla;mgi:g.:gtaéhe switch

S635a instructing connéection. cases,

rates, a ,judgnent sylt.sign S635a i nstructing
g?@%dﬁ%ec ?oﬁérﬁgn esﬁgdgnﬁﬁchi?Eﬁifnﬁ BuUGHL Bl $YPRe
judgnment result signal S635a to the switch.circuit
@£§%¥¥ﬁFh%?,shﬁ%ﬂltﬁ%5?ﬁd§ﬂ€ﬁFa§PPcEiFeG§51§§ﬁ€P§Fegn-
a- judgnment result signal S635a. instructing
connectlus, t¢ tthigpner atesd oj ydgigemnt reseslt t sEggahl S572
S635b instructing 20 di sconnection and outputs it to
tihestenieting i conécbBdn ifushbpat vhesughethddgaeatbtion
circuit 635 generates a judgnent result signal S635a

I dEStduict iI57 dhSERa %dxﬁght IdesdqN 848h&s. 3564 ﬁ%ﬁ%‘é switch

result signal S635b instructing connection a

ﬁ%"‘#‘%’ﬁ%t%f gtgm%geiév@.ﬂgh '.rcuit 634. 25 Further,
J udgnment crrcuri” 6 generates a

Further  the switch circuit 561 sets the CPU data bus
.'506 ‘and memory data bus 562 to the éonnection state, whereby
the CPU 552 can access the memory 553.

On the othei hand, in the above case, when the program
module of the .ﬁpplication program AP2 calls up a program
of the applidation program AP3, it is judged _from.‘the read
inter-AP call relation defining data 585 2 shown in FIG.
96 that a call from the AP2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal 8572 instructing disconnection and

.,oﬁt_puts this toward the terminal 575_2 of ti'ie selection

circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal 5572
instructing disconnection is output through the selection

circuit 570 as the judgment result signal S560 to the switch
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192 judgnent result signal S635a instructing
connection, it generates a judgnent result signa
S635c instructing invalidity/disconnection and
outputs this to the selection circuit 636. 5 Further,
when the judgment circuit 633ggenerates a judgnent
result signal S635a instructing disconnection, it
gener at es jug ment result signal S635c instructing
v%ffﬂ?fglégﬁné gVBnlﬁnEIGUtﬁats this to the selection
circuit 636. 10 Further, when a function nodule in the
pr ogr anf@ptier, the svigdduldieduik bflasétance CPU data bus
i nstruction included in another function nodul e being
ex@6 uand bymbhe dRth6BUsUB62NGoCKREULLSBoRhebB®on state to
program nodule PM 1 shown in FIG 104 by the CPU 637,
theyelgNeRE CPUCYED P3omONERYLS Ag) uﬂg{rﬁ oﬂ}fsrﬁg%ult

e s C

signal S635a instructing connectioh to
circuit Ity on,the iLnstruction .at e head .
of "t herd Stpigplet Bh0ve Thie Tuadiet Gurdthlf shO st s eon

that | en a pbranch instruction designating the :
O S61 Ge e PREh A dhe GPAEHECLAR PR b A EVORN it memoTY
i s being executed). 20 As expl ained using. FIG 104,

ATt ahET AR e 50¢ briedonvdate deSined ubhosdvance
i nstruction (disconnection release instruction of the :
fiinr siccagglegiceowi thesachy pidgyan pASidE@ARInEE Wilth GhBrogram
judgnment circuit 635 outputs a judgnment result signa

Baihy idcdduttdd gy cEasdy g3 0 the switch 25 circuit
633 based on the unlock instruction until the next -

193 Therefore, an application program being executed by
the CPU 552 can be prevented from illicitly accessing

instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

_application programs even when the CPU 552 is executihg a

pl.urality of application programs.
The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584_1, fetch inter-AP call
relation defining data 585 _1, read access range defining

data 584 2, read inter-AP call relation defining data 585 2,

_ wz_:ite access r’ar_;ge defining data 584 3, and write inter-AP

call relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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| ock instruction (disconnection start instruction of
the first aspect of the invention) is executed. At

~this time, as explained earlier, the switch circuit

634 is issued a judgnent result signal S635b

instructing disconnection, .5y4i e the sel ection

circuit 636 is issued a judgnent result signal S635c
instructing invalidity/disconnection, so a tenporary

- hiPt 23oftRRe Sper¥Pted vFingekepuisferpptine Hebugger

661 or acquisition of the CPU internal status

i nf or ma¥n obhi$ remse hetiePYihheaaite diticyids Hidll diolds the key

Therefore, the function. 10 nodul es E141 to FM n shown

| inFbfmatddnCRNAAH BecRgpeE8AUpkHEFLNEID! OdERRsses the IC

nodul es PM 2 and PM -3 present in the external nenory

680-Qr e e 6 F e u i . .
QrssPecdebigneEnd éPtdl fié‘:gp%ﬂu?m’lgga Qf){iegs%ggﬁc?ﬁéon

nodul e in the program nodu ca

7 ti b h.15 inst ti incl ud [
B B3 LR S ES EHeFIELO  c0a .

‘tge rQgram nodul e. PM | shown in FIG 104, when first
ket 8‘

A ter APser L medm GateAeE hmAng (iata A8B fettend access

positioned at the head of the function nodule of that
ceangelcdef Hing rdatacSP4ddneneadi inbetr-BB5call pueiakion

a. judgnent result signal S635a instructing -
desCtioniver idada 585_2hensité crceisscuahg8iBafinindAatd B84 3,
this case, the judgnent «circuit 635, for exanple, -

hald seiiee onetati 0P @d11 hee i ofdePinPRGTQLEE 585 3 from

predeterm ned error processing.. Wen the”judgnent —
ngsdllfc s&mlsﬁ% ér [ u g@n(% 25 circuit 635
i ngl cates inva |'di%'§/ J%%%nh%e%t?on, & 4R eés’éﬂé%?i Bn
circuit 636 ipvalidates the HALT signal S661a i nput
Predetermine ecryption program 590 and key information
K.

Further, the present invention may store the above

decryption program in an encrypted state in the IC card 558,

read this through the communication circuit 504 and CPU data

‘bus 506 into the judgment circuit 560, decrypt this by the

Judgment circuit 560 using predetermined key information,
store the decrypted decryption program in the memory 553,

and ha\fe the judgment circuit 560 read and execute the

decryption program from the memory 553.

Further, in the above ekplained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal S552b-and called AP

instructing signal S$552c, but these ‘signals may also be

gene_i-ated,» as shown in FIG. 101, bj[ the judgment circuit
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fromthe, debugger 661 (operation halt request of
first aspect of the invention) and does not output it
to the CPU 637. Here, the HALT signal S66la is a
signal instructing a 5 tenporary halt to the operation
of the CPU 637. WWen the judggent result signal S635c
fromthe judgnent circuit 635 indicates :

i nval i di ty/di sconnection, the selection circuit 636
iR menkaring W) ¢rf address hus 5¢ad request
signal S661b and CPU internal status rewite 10
requestSesiegntdl Esditimenput from t he debugger 661 and.
does not output themto the CPU 637. Here, the CPU

| nt er n@hespabidnteaibo@uuest 4 @RRLmS68iRent ScrsbaiGhding
for requesting information showi ng the interna

HAlR Yo a9 AV - adbdilf SEUUD!S ‘g?%lt%%%@.t us

rewite request signal S66lc 1s a sign

requesti.ng rewite af inforpation show t he

i nter nthII&sIt s 16t & ﬁ'eleﬂ:’f}fgfg;?e &9 it 2
when the judgnment result signal S635c fromthe
PRRFrEREvG it 3 P 3 A Ao e dimenh 137 maiewant
the selection circuit 636 outputs the HALT signa
sogeatiomut fromt he debugger 661 to the CPU 637.

When the judgnment result signal S635c fromthe

_judgneRAs showauih B3&.i DORcatke yahidbnduEOHREEhiPN631l has
"the selection 25 circuit 636 outputs the CPU interna

ahaiHeekaad ﬁ@ﬁH§§t632}ggwiﬁﬁﬂn@ixéﬁﬁﬁt%jgwjé#%Lch circuit

_internal status rewite request signa S661c | nput

EBQU‘Sﬁﬁg%%Q%Q%SEéﬂik'ﬁ%é}“%e é%ég%g éﬁﬂgdlln636, and CPU
637.

The internal memory 632, switch circuit 633, switch

‘circuit 634, judgment. circuit 635, and CPU 637 are connected

to a CPU data bus 640.
The internal memory 632, judgment circuit 635, and
CPU 637 are connected to an address bus 641.

. The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the internal memory 632 is further conhected
to an internal data bus 643.

Further, the switch circuit 634 is further connected

.. through an external data bus 644 to an'éxternal memory 660.

Fﬁrther, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

661.




the selection circuit 636 outputs the CPU interna
status signal S637d input fromthe CPU 637 in
accordance with the CPU internal status read request
signal S661b to the debugger 661. The CPU 637 outputs
the address of the internal. ngygry 632 to the address
bus 641 and instruction type instructing signal S637a

showi ng_t he type of the instruction being 10 executed

to the EgfgRal SePU SR GER T €BdPd S3de CRrERSPivadsarhe the
perfornms processing using the instructions and data of
t Femprogdaatesd ghecRit1of cthik ffigmtt heperteofiathaEifbightion,
632 through the switch circuit 633 and CPU data bus
64be EBUtHeta bhe GRU 63rresiponds tdecrwdrass Arddinission
15 external menory 660 to the address bus 641 and the
| RSheUst | Ol B4R ¢ @&{iwﬂaaq:b%xgeﬂcé@%faﬁﬁg sﬁﬁc?gram module
signal line 642 and in accordance with'the aged

f @r SlkNg,  usjn nstructions and data
P B oy BEPEBATe p h St B IS LG 5 ¥ing ® Brogram
external oenpry 660,t hrough the external data bus 20 .
o4k HEi FIROF AERPE ok, LR 1ERHAER /b beoa0 tapRed memory
HALT signal S66la is input through the selection

- cPPEFPIERBPPREM ERcthe bTkriergs st ratit U t4GY fialstts aspect

the operation of the CPU 637. Further, when the CPU
637 thee dinpemn Gigon npilte SPOPE325cont esponds tad thd padcessing
request signal S661b through the 196 selection

- ocbirchit636 thenribetdabpeger of6tnel inPULRYLE, ABhe switch
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internal status signal S637d including information

SOoMbR0 6899 LOLLLBBbnaLatYSchl EREsEPHLRRL 088,908t €dning
by that signal '

circuit of the first aspect of the invention, the switch
circuit 634 corresponds to the second connection switching
‘circuit of the first aspect éf the invention, the judgment
circuit 635 correspoﬁds to the connection control circuit
of the first aspect of the invention, the selectioﬂ circuit
636 correqunds to the third connection switching circuit
of the first aspect of the invention, the extérnal-memdry
660 corresponds to the storage apparatus of the first aspect
of tﬁe invention, and the debugger 661 corresponds to the:

external'apparatus.of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

. transmission line of the first aspect of the invention, while

the address-bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

-Furthet,' the judg_ment result signal S$635a corresponds
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S661b t hrough the selection circuit 636 to the

debugger 661. 5 Further, when the CPU 637 receives as
input a CPU internal status rewite request signa
S661c through the selection circuit 636 fromthe
debugger 661, it rewites géﬁinfornatlon show ng the
internal status of the CPU 6 by the content

desi gnated by that signal S66lc. Due to this, 10 the
oﬁ@xé#ﬁxwfiﬂsﬁIuydﬁﬂgﬂi¥i9nahxmﬁlthdeﬁiﬂattdypehﬂnqﬁxﬁhe
661. The debugger 661 uses the HALT signal S66la in

adavedaion Withle Hhagrehtggbsglebseghal 0S6988 IMridbonds to
operation of the CPU 637, nonitors the operation of

t RReCRALERd c‘éﬁtr 11§1§H§1 'c&t €h8 @J.rs.’.t@gg?eggga%di:ﬁgn& ention,

signal S661b and internal status sign

U SRR i B LTl g) W enira

oEeratlgn of the sem conductor chip 631 will be

eXPREFRed S288alrots ithe, Simss &FPQS-‘ér &5 & Agvention.
exanpl e, consider the case where the debugger 661

out put SFI6-t hB3sdEeat vémvcEpEupkpPBadnong bhet BefMAaTFe
signal S66la, CPU internal status read request signa
S6646igund tiGRUoENtthenakemd bahdactew ichdpl 63ueshowingdial FIG.
S661c. 25 In this case, when the CPU 637 accesses the
ipp2rnal 197 nenory 632 through the CPU data bus 640

and switch circuit 633, that is, when the switch

circuit S t

| udgmn¥§§§£ ul % bg f g{n}g %%%%éﬂnfo%o%n% %%QL gﬁg ﬁ?r&ware layer,
CLﬁgg't 63ghetnaraelect|on circuit 63 becones t he

is, ware component of the semiconductor chip
.6"3.1 ‘shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
j.n it a cbnununicai;ion driver layer for controlling 'tﬁe
communication. The program of the communication driver layez;
is usualiy stored in a nonvolé.tilermemory.

Above the commun:l.cat:l.on driver layer is an operat:l.ng

-system (OS) layer for providing the program forming the

- foundation for the operation of the semiconductor chip 631.

’.I_.'hg 0S layer provides the highest application (AP) layer
with higher concept servic’:es cbmparéd with the lower layers.
Further, ab§ve the 08 léyer is an AP layer defining
thé specific functions {sexrvices) realized by the
Semiconductor chip 631. The AP layer has, for example ,

application programé AP1, AP2I, and AP3 realized by the
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5 invalidity/disconnection state, and the sel ection

circuit 636 does not. output the HALT signal S661a,

CPU internal status read request signal S661lb, and

CPU internal status rewite request signal S66lc to

the CPU 637. Therefore, the deluagger 661 cannot access

the CPU 637 10 -and cannot access the internal nenory

632 either. t he ot her _hand, when the CPU 637 is not -
aPEEIE Ay P et EMadi- Ry agsh PM hishiogn \iige FEGhe 102.
switch circuit 633 is in the disconnection state, due

to the Fheghtbernalgemony §32l s8666s Hheoprbheanudgdehé PM 1
circuit 635, the selection 15 circuit 636 becones the

vafi ¢hiey sppliecition pragramdPlt MowseliaCHTeN aigncui t

636 outputs the HALT signal S66la, CPU internal

status read 16quest asi98al £566 21 GEUchAt ig i
status rewite request gigﬁ?? é%gigggégghgh%P%B%ggguratlon

Ther efar rohggPdgﬁgg%gbpggi_can noni tor and set the

20 operatio but since the switch

circuit, 633, is int di nnection state, cannot .
access %ﬁeSPﬁY%rﬁﬁlEfﬁEni§§'6§§9 PEREEAT BRIHpLePHLl is
Qperation] For exanple, consider the.case where the
CetrBs¥sed cba plugalifty ehdmgammodpdssy BEG. 104 shows
through the switch circuit - 198 -- .634 and externa

dbhe dase ghdre|it tilsi conpeiseduwd houniey ofighenrttiesmodules
signals S635b and S635c fromthe judgnment circuit

oA, 1the BMihch circuit 634 and selection circuit 636
become the connection state, 5 but due to the judgnent

resul t_ £ gél%w§6ﬁﬁaﬁ‘1@hel§w te instruction {(code) at the

head of each of the function modules FM 1 to FM n is an unlock
instrﬁction, while the tail instructién is ; lock |
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next uﬁlock
instruction.

Further, an unlock instruction is an instrﬁction
instructing the switch circuit 633 to switch to the
disconnectionrstate. |

The-switch circuit é33 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch circuit 633 becomes either the connection

state or disconnection state based on the judgment result

signal S635a input from the judgment circuit 635,
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circuit 633 becones the disconnection state.

Therefore, the internal nenory 632 cannot be accessed
fromthe external data buses 644 and 645. As
expl ai ned above, in the sem conductor chip 631, 10
when the internal nmenory 632 tyd -t he CPU data bus 640

.are. in the connection state, external access fromthe

ext erna ata.buses.644.an 45 is not all owed.
Ther ef ofbe SRiBHR R Enead ip hptimeredipieman the ceu
it, s possible to reliably protect the program nodul e
peta %gssﬁ&Pea%%nrmleAﬁa Y0 684632 from

illicit access from outside of the sem conductor chip

631 andTh&eswibteh pbssubte634 beambmisidi ther the connection
confidentiality of the programnodule PM 1. Further,
astatdi by HAstbAneewieANEHaY balkel GAl kg IREESS

of execution of the program nodule PM 1 by ?he CPU fﬁSUIt
637gRaNN86388 FRBLLOESHmARE 204l f L0 i de.
Fur?her,, accord?ng to ?heﬂgeﬁ?gﬁﬁgggtg?rgkf% %%%? it
Is possiple to prevent a confidential program nodul e L
ot b e, PR e 4 Boo 8804 o B P cidnees bus 641
nolees PM 2. and PM-3 stored in the external menory

6387 Ss9mryntirerbiai dBen e addresssdanadnisotipdniby the
is an _enbodi nent corresponding to the 20th and 21st
dSPéce T oko the iaddrrsphus|63l P8liimtasyithe alddress where
configuration of the sem conductor chip 6131 of an

etlibe prentanimodeler eMent is5sto¥adt iANthdSifale¥Aal "memory
FIG 105, the sem conductor chip 6131 has

632, and the instruction type instructing signal S637a output
by the CPU 63i to.the signal line 642 indicates a fetch
instruction, it generatesra judgment result signal S$635a
instructihg cdnﬁection. In other cases, it generates a
judgment result signal S635a instructing disconnection.

The judgment circuit 635 outputs the judgmént result
signai S635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a

~ judgment result signal SGBSa_inétructing connection, it

‘generates a judgment result signal S635b inétructing

disconnection and outputs it to the switch circuit 634.

_Further, when the judgment circuit 635 generates a

;judgment result signal 8635a instructing disconnection, it

generates a judgment result signal S635b instructing

. connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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an encryption/decryption circuit 6134, judgnent

circuit 6135, selection circuit 6136, and CPU 6137.

The encryption/decryption circuit 6134 and CPU 6137

.10 are connected to a CPU data bus 6140. The judgnent
circuit 6135 and CPU 6137 arggonnected to an address
bus 6141. The judgnent circuit 6135 and CPU 6137 are
connected to a signal |ine 6142. 15 Further, the

e AMAFRENdh resalinSigRadi S635a d1@tructing demmection, it

- connected through an external data bus 6144 to an

egesexaltese ap Jpdgieh trueisdt, stilnadels6aEicoA ndittidting

6136 is further connected through an external data

b&ﬁvﬁl&ﬁlﬁ:@/&x@%’éﬁ%@kl&oaﬁa6&ut?9¥:§ Elti'ﬁé £ ¢l selection

sem conduct or chip 6131 as wel sof tware

stEvehiyiegsiown in FIG 103 is simlarly applied.
Her e, the semni conductor chip 6131 corresponds to the

sem con cirguit, of th seco nd.aspect of the
|nvent|on Egﬁg éegxfg?naP gara bﬁ%rgg 93?r€§ﬁ8ﬁ5§es a
0 the flrst 200 transm ssion line of the first .
a%B%g‘PeBF ragu hvetenah S€3Ra inateratiing discaregtion, it
corresponds to the storage apparatus of the second
agpeeratest Aeihdguantonesnht piggainsAdbcl énBlkrActing
corresponds to the instruction for executing a program
Svalidhtydeocondcaspacandf ottbputBVeRikoBo the selection
encryption/decryption circuit 6134 corresponds to the
eagfa@itogggecryptlon circuit of the second aspect of
t he -

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function ﬁodule being executed by the CPU 637 during
éxecution of the‘program module PM 1 shown in FIG. 104 by
the CPU 637, the judgment circuit 635 outputs a judgment
result signal S635a instrﬁcting connection to the switch
circuit 633 conditional on the instruction at the head of
the called function module first starting a fetch (that is,
when a branch instruction designating the instruction aﬁ
the head of the called function module is being executed) .

As expiained using. FIG. 104, éihce the head of each
function module has an unlock inStruction'(disconnection
release ingtructiqn'df the first aspect'of thé invention)
positionedat it, the,-_r judgment circuit 635 outputs a judgment

result signal S635a ihstructing connection to the switch

ci_rcuit 633 based on the unlock instruction until -{:he next
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i nvention, the judgnent circuit 6135 corresponds to

the <control circuit of the second aspect of the

i nvention, the 10 selection circuit 6136 corresponds

to the selection circuit of the second aspect of the
invention, the CPU 6137 carrgspands to the second
conputation circuit, and the external data bus 6145
cqQrresponds to the second transm ssion line of the

s 06 1asteaetdrn Heisepanecdion] B thnts tinstriahitey efl the
menory 6160 will be explained. As shown in FIG 105,

t fd rett eyspaictmeforthe ifesitdon) ilshexpoudeain MWES time,
PM1, PM2, and PM 3. In the present enbodi nent, the

Caseewpeat nklde eRrQged) tiadyha 2l é:_zl&%sit 634 is issued a
confidentiality wll be illustrated. 20 The

?Hﬁbﬂ@ﬁrt' Q‘Esﬂﬁqﬁg Eighgﬁd §|6%5BM éfg%u%?:ﬁn%p tﬁsconnection

oréd in. the exte nenory ; A
nopconfjdent i ram modyl.es .PM 2 and PM 3. nmay be
engr §pt *élge lﬁ%‘ft Bk [k ?35 tEedrFBrdex p'-l‘%ﬂ%‘?fgt result
the configuration of the programnodule PM1. 25 As :

gf’éc ingtrEREipgodraAliddtvddprmcenpeckion, so a

conprised of a plurality of function nodules. FIG 106
shemporank hakt ofiche operiaticonpf itdedCBY 63 hbybtlte clebugger
function nodules FMI to FMn. As shown in FIG 106,

t 661 headscqhisheibnnofi eheNUEU| efitebnbl stheuEMinkfodm@tion
set with I D nunber designating information designating

t Poh Dol sl S63 7 hrd IR i18A% I %@r@%o e the functlon,

instructions are not encrypted. Here,

'rﬂé&tﬁf@é'ﬁ&_{ oLo! ]gﬁ_rlltn ;]XI wd &n FIG. 104 cannot be accessed

from the program modules PM 2 and PM 3 present in the external
memory 660 or the debugger 661.

| Further, when a function module in the program module
PM 1 is called up—k;y the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction other than the —

instruction positioned at the head of the function module

_ of that call destination, the judgment circuit 635 outputs

a. judgment result signal S635a instructing disconnection

to the swit_ch circuit 633. Further, in this case, the Jjudgment
‘circuit 635, for example, halAts the operation of the CPU
637 oxr performs p.f:edetermined’ error processing.
When -tl':le judgment result signal SGSSC.frqrh the judgmént

circuit 635 indicates invalidity/disconnection, the
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correspondi ng function nodule. As explained |ater”

when the 10 encryption/decryption circuit 6134,

decrypts the function nodules, it is used for

speci fying the key information to be used for that

decryption. Further, at the @4l -ends of the function

nmodules FM 1 to FM n are placed instructions :

designating the ID nper _ 15 as "#0" (instructions. .

RER O Rh S RSP o OoH TR S thedi R S taBaotonta input

keys, that is, are not encrypted The function

nbdorehe debuggnr §61 Hoperafiomhal tarrguentedfi first aspect

units. of block data of predeterm ned data I engths.

ThEé bhechknden&ién) oandhdvespavitt puttphi itt @on thddedu 637.

20 to them The encryption/decryption circuit 6134,

fBerexampkeHALENSiYAAS bBE1hUNGt LOR:i FALY! R stRAWRiING a

FIG 106 of the program nodule PM1 to be witten in

t BEmBSsL a YV+Rd 6 -sho bALF , in
EmBILEED haﬂ%"@5_tﬁ% %F%gétaéh 48 the b?g §37.

units of predeterm ne at a. t is tinme,

the en Lon/ decryption circuit 6 - 202 encrypt |
cach fOnies SR FEERBAL B U apet Hoind fron i ocment:
sets at Igg head. of each function bl ock unencrypted
(PHEFRE 1 837 ) Indinaihper taviydityidirRernactiohs the
(information) designating the ID nunber for

| TRIeFEiemgcipeuitine36 ohnvabidabes athex@PYi Ainteenali status
using FIG 106. Further, the encryption/decryption

creadi te@iSdt gimesht$66HNdahdl dBUt het&eyal neataki @Bwrite
table 6190 shown in FIG 108 showi ng the |ID nunbers

( ash 041 tdesfa N b 9P £POHULRS &4BYGSRECEEY| B84 does
informati on of the second aspect

not output them to the CPU 637.

Here, the CPU internal status read request signal S661b

'is a signal for requesting information showing the internal

status of the CPU 637.

The CPU internal status rewrite request signal Sé66lc
is a signal for requéSﬁing a rewrite of“inform#tion showing
the'internal status of the CPﬁ 637.

On the other -hand, when the judgment result signal

S635c from the judgment circuit 635 indicates

-validity/connection, the selection circuit 636 outputs the

HALT signal Séﬁla input.from,the debugger 661 to the CPU
637. | | |

When the judgment result signal S635c £rom the judgment
circuit 635 indicates validity/connection, the selection

circuit 636 oﬁtputs the CPU internal status read request




10 of the invention) and key information the function
nodul es |inked together. used for encrypting Further,
when the encryption/decryption circuit -6134 encrypts
the bl ock data, as shown in FIG 107, it generates
parity data for the block datjaggand stores that parity
data 15 linked with the correspondi ng bl ock data in
the external nmenory 6160. At this tinme, the
efdopath SRPERCAYHIGHIh istermal statysqraritesrermesy signal
data so that the sumtotal of the block data and
p&bicily daputbEromethe ¢@ekbdgyernéébdte athe CIRUIG3RS Further,
the encryption/decryption circuit 6134 20 obtai ns key
| kher pelleeitibar chieultn6Bic0Bupdtse thaP eyl idPe i status
external nmenory 6160 by view ng the key information
t 8bbRa165887aoUPut e FLE 1l Q8 b & ah & K&Yrddlfed Rith the
nunber designated by the ID nunber designating

func

i ' t .the head.of that i | e,
ke g e T ey —

uggi that key information to encrypt that function -

2 ‘modul e -in units of the above-nentioned bl ock

data. Further, the-encryption/decryption circuit 6134

decr yptShe K€Y §37t pohrwbd ke addnesaudfethe Haaternal memory
legitimacy of the parity data corresponding to that

f 682 ttothwaddress Bust 883 dndE nstryetigimayde instructing
legitimate, it outputs that decrypted data to the CPU
6dBgnains682a OshekihgNeEhel LybdUgENBhe! inkExrflBtion being
legitimate, it halts the operation of the CPU 6137 or

o 10 PEELAE LB PLECALE rﬂ&l‘% “?Lrirn(g AP LR iirzlag accordance with the

15

. 20

25

same performs processing using the instructions and data
qf the program module PM 1 read f:ﬁom the internal memory
632 through the switch circuit 633 and CPU dai:a bus 640.
Further, the CPU 637 outputs the address of the

external memory 660 to the address bus 641 and the instruction
type instructing signal 3637a to the signal line 642 and
in accordance with the same performs proceésing’ using the
instructions and data of the rprogram modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bus 640.

| When a HALT signal'SGGI_a is input through the selection

circuit 636 from the debugger 661, the CPU 637 halts the

.operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

'ihtern_a.l status read request signal S661b through the
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Note that, in the present enbodinent, the data |ength

10 of the block data and the data | ength of the

function nodule nay be the sane or different. The
judgnment circuit 6135 generates a judgnent result

signal S6135 instructing invahgdity/di sconnection and
outputs it to the selection circuit 6136 when the CPU

6137 15 is accessin for exanple, fetching) a
cBﬁFFGEﬁPPaP’-EG'é@Fa%’ %R ctimy debyrgeh 6l | ddymmttputs an
circuit 6135 generates a judgnent result signal S6135

| Bsteyoal ngtaths dSigiabrBERTd dmainding tipificrnidtifch shewing
selection circuit 6136 when the CPU 6137 20 i s not
atke Sixl tr{d D is ttUE L g, the oy Ba) ée&@&thﬂéatﬂéf‘lthat signal
program nodule PM 1. The judgnent circuit 613

Be6il rﬁmﬁdﬁ{?l‘f@@ﬂ%@ééf&c 20gn cl:{]:sélg%l? te3n oo%g %bgyrﬁﬁehre 661.

CPU 6137 a l ow ng over the a ess bus

signal 6142 .and,. .based op.the same, 2.5 judges if
t he CPL%%’SL Tis ML H g eg# JF Tt PR e %ﬁw‘?t a CPU

- i | S6135 fromthe
rernl Sty Souabte opaupet Sional Se6Ls through the
invalidity/disconnection, the selection circuit 6136
i IRk e scireuiin 636 from €6 ddebuggent 661 pnitheewrites
debugger 6161 (operation halt request of second
ddpe dinfofrrdtel dm\sdriviong thied idaeenadl suitas off the CPU 637
the CPU 6137. Here, the HALT signal 5616l1a is a signa

N sRicke depionackbiy i DEoBRETANSAS, S U2 e,
tdﬁaiéﬂéyﬁﬂﬁbn of the CPU 637 is controlled by the debugger
661.

The debugger 661lpses the HALT siénal S66la in
accordance with the debugging object to céntrol the operation
of the CPU 637, i:tonitox';'s the operation of the CPU 637 using

the internal status read request signal $661b and internal

status signal S637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal S66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

"[First Examplerof 0pe¥ation]

For example, considér the case where the debugger 661
6utpqts to the selection circuit 636 one of the HALT signal
SGGla, CPU_interﬂél status read request signal SGGib, and
CPU infernal Status_rewxite request signal SGGlc.

In this case, when the CPU 637 accesses the internal
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10 circuit 6135 indicates invalidity/disconnection,

" the selection circuit 6136 invalidates the CPU

internal status read request signal S6161b and CPU
internal status rewite request signal S6161c input
fromthe debugger 6161 and_dggg _not output themto

the CPU 6137. 15 Here, the CPU internal status read

request signal S6161b is a signal requesting

i REBPRAL P30 SRRy the CEY idatmbust £49s apd swd tehUcircuit
6137. The CPU internal status rewite request signa

FPIAB) chatsia, silpraktheetpiclseh ed ricediti 683 dfs fAethe connection
i nformati on showing 20 the internal status of the CPU
Glfate Oduidetot Ré HadgmeNbeRebhtt ] YSGRRD SE9SH! Erom the
signal 56135 fromthe judgnent circuit 6135 indicates

Vel dikl Ao Qe t S j cl '

T R W e EEt Pl el P becomes the

er. 6164. 10 the CPU 25 6137. 205 Wen the . .
R A el 55 9 ot o B gL lon cirouit

cﬁje_ﬂ{eggi t 6135 indicates validity/connection, the :
s PREPoLPRERIT i HALT: piaal B66day FRY dmfsrnal status
status read request signal S6161b and CPU interna
FeadiFamnst sugagle S66dibgnandsCBY16aternplit stabnst hewrite
debugger 6161 to the CPU 6137. Further, the selection
alerpusistt GhidMmadutgagis: tthe B ¢pu ed3m] status  si gnal

- 56137d input fromthe CPU 6137 in accordance with the

CPU i nirpeRals otleat '&ﬁefééﬂxbéggﬂeéél S e R 18 By 637
debugger 6161. 10 The CP 137 outputs to the address

-Q%%.%%lxo@%&%@’seﬁﬁle intgrnal memory 632 either.

On the other hand, when the CPU 637 is not accessing.
the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

signal $635c from the judgment circuit 635, the salection

circuit 636 becomes the validity/connection state, and the
selection circuit 636 outputs the HALY signal Sé6la, CPU
internal status reéd request signgl S661b, and CPU internal
status rewrite request signal S66lc to the CPU 637.
Therefdre, -the debugger 661 can monitor and set the

operation of the CPU 637, but since the switch circuit 633

+ dis in the disconnection state, cannot access the internal

‘725

memory 632.
[Second Example of Operation]
For example, consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit




106

i5

20

25

of the external nenory 6160 and to the signal |ine
6142 an instruction type instructing signal S6137a
showi ng the type of the instruction being executed
and, in accordance with the same, perfornms processing
using instructions and data 33g0f. the program nodul es
PM1, PM2, and PM 3 read fromthe external nenory
6160 through the external data bus 6144 and
eRéfyphPorKkdeErspt Hefachrsubi46134. When the CPU 6137
receives as input the HALT signal S616la through the

" sel ecti on i< dalse,6d486 €6 dhd Haddabuggeesulf Hilflals s635b

the operation of the CPU 6137 is halted. Further, when

CBhl 6I635¢ eadny Thed§udBRdht! 8e-EEVL 69570 SEAIHS circuit

read request signal 56161b through the " selection

CE58ULL 4 6J30 t 6161 _ it outputs. .the

i nternal st a?%iéﬂg?l. gna Q%%;g T r%ml SPOPRSHISR sfate,
how the Lptecngl status ip the CPU 6137 designated

FESE e 1, i ghdfonshB E2enTugRorne Senber he swi ten

circuit 6136 to the debugger 6161. Further, when the .
P B3y 1t beroremherdisrerraationtstake r henafore, the

request signal S6161c through the selection 5 circuit

GUIZBE RN meo e D83 cFaBist  beét aceapsedsftom the external
information show ng the internal status of the CPU

6la Byuséde6 £bniedt 64%si gnat ed by the signal S6161c.

Due to this, the operation of the CPU 6137 is

cont r old L byt diltefleUDAe! i HUGe Jlnillish ARMUOTCL, 516431,

uses the HALT signal S6161la corresponding to the

Qﬁ'ﬂﬂgg&lﬂag ﬂpéeelcﬁa]t. Qneg:n?cp:g); OABé ha?nd the CPU data bus 640 are

in the connection state, external access from the external
data buses 644 and 645 is not alloﬁed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

~ to maintain the confidentiality of the program module PM 1.

Further, according to the semiconductor chip 631, the

process of execution of the program module PM 1 by the CPU

637 cannot be monitored and analy?ed from the outside.
Further, according to the semiconductor chip 631, it
is possible to prevent a confidential program module PM 1

from being illicitly accessed from program modules PM 2 and

"PM 3 stored in the external mémory‘ 660,

Eighth Embodiment
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operation of the CPU 6137, nonitors the operation of
the CPU 6137 using the internal status read request
signal S616lb and internal status signal S6137d, and
custonmi zes the CPU 15 6137 by the CPU internal status

.rew.ite request signal S6163gg9 Next, exanples of the

operation of the sem conductor chip shown in FIG 105
w |l be explained. [First Exanple of operation] 20 In
this exaipIRreFenpamhadimentyiscan enrdimanfe copgesponding
6137 wites into the external nmenory 6160 data of the
ptogthm #88bl an@\M21shi hspketexplfaithed inveatfBu.6137

outputs the wite data through the CPU data bus 6140

to the BDEI YyPOS 0Ds dRCyy8ki 88 €héCEbhfHddfat26n FUEL BRE,

the encryption/decryption circuit 6134 207 encrypts

L 88m¥Ebh8uEabe, cASpCERER BEUafalhbEhinbit "8 Ele present

i nformati on corresponding to the function nodul es™in

upj bl ock data .and wites the sane through the
egégéﬂgféﬁéta bus 6144 in the external nenory 6160. 5
Further, informatign relating to the key information -
used fd%st%h?“gh&PyEFFoan§'a FIVEPER@yer chip 6131 has
information table 6190 shown in FIG 108. At this
t3Prenceye Hieaddesr veitdon eisegbtAIA Sudompotigramtuit 6135,
result signal S6135 showi ng 10 . '

i sekécticoy/ciscwithe€l36n andt@PUSELBTtIion circuit

6136, and the HALT signal 56161a, CPU internal status

read r e dncShon AIGHp A5 GRLLIE 619l Siatésy 6137

rewite request signal ,
are connected to a CPU data bus 6140.

The judgment circuit 6135 and CPU 6137 are connected

to an add;ess bus 6141.

- The judgment circuit 6135 and CPU 6137 are connected

' to a signal line 6142.

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
external memory 6160

Further, the selection circuit 6136 is further

connected through an external data bﬁs 6145 to a debugger

6l61.

| Note that in the semiconductor chip 6131 as well, the
software structure éhown in FIG. 103 ié simiiafly applied.
Here, the gemiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of the invention, _

thé external data bus 6144 corresponds to the first
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S6161c issued fromthe selection circuit 6136 are not
output to the CPU 6137. 15 Further, since the wite
data is not encrypted on the external data bus 6144,
even if the external data bus 6144 is illicitly
probed, the confidentiality gf,the program nodule PM
-1 is not lost. [Second Exanpl'e of Operation] .20 In
this exanpl e of operation, the case where the CPU 6137
r taansmaseiont 1 one of tdhe figktt AsppcbgfinthwdumverRidn, the
fromthe external nmenory 6160 w Il be expl ai ned. Due
t extersall nambiyC6L60 toEHedpbidbhecClhkb38drage apparatus
i nstructions or data of the program nodule PM 1 are
repdeke sebbhd Bpedesbgnehed; A9dhessnOf thlCpeshethnodule
menory 6160 and 208 output through the exte?na ata

4 1cLypt L onjdec tign circuit. 6134,
P B esdie fapolfs SAF Y SRALEERELRA ok BASHIGRY B progean

0 shown in FIG 108 based

th ey information table 619 r
o?lE §h¥h%e?frﬂﬁﬂ%8?c h8hntB§ tREeRBAlnbERedesi gnati ng

instruction set at the head of each function nodul e

| eperYRRoRiderrePtioe Rbycnht ofhdti eprrespengantipnghe

to that 1D nunber. Further, the encryption/decryption
cenexyptHis/delecyybient hercust roft thassecondt aspeat of the
fromthe external 10 nenory 6160 using that key

| weel b)) the Hadgmh t DbDEkui €26 B3 NEb £ PSP HRAE OLBB the
parity processing. Further, the parity processed data

o 4 t t : :
% 4%%1 tt&htefcgi% G Rdontd bpeR e B2 ERY 98L8nkYSn, the

selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137 |
corresponds to the éecond computation circuit, and the
external data bus 6145 corresponds to the second transmission
line of the second aspect of the invention.

First, the external memory 6160 will be explained.

As shown 1.n FIG. 105, the external memorir 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the'pr'esent émbodiment, the case where the program
module PM 1 haé confidentiality will be illustrated.

The corifidential program module PM 1 is encrypted and

"stored in. the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may 'bé encrypted or not. |
FIG. 106 is a view for explaining the configuration
of the program module PM 1.

‘As shown in FIG. 106, the program module PM 1 is
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At this time, the judgnent circuit 6135 outputs a 15
judgnent result signal S6135 indicating

i nvalidity/disconnection to the selection circuit

6136, and the HALT signal S6161a, CPU internal status

read request signal S6161Db, CPU internal status
rewrite request signal S6161 ssued fromthe

selection circuit 6136 are not output 20 to the CPU

6 :FmPRgedof aphomliky wii fendbtianisodWle NPt 806 shows
on the external data bus 6144, even if the externa

datlee basebiklre i% 14 ldosipi¥ el OPnuhbE: of funct:l.on modules
confidentiality of the program nodule PM1 is not

| a4 .1 4% A84 §xpl ai ned above, according to the

- semctonduct or 209 chip 6131, even when storing a

confi de ti Dragr no, n an externa

rre nory 0 u'—tl st g‘m&f‘ feﬁé %ﬁl\%ﬁﬁﬁﬁ fothechppetign modules
ﬁpnfldentlallty of the Brogran1nodule PM 1 can be

h SoTHELR AT \fifdh ¥4 tho R |%‘€Fk$’ald$ﬁwéa1mmcﬁm®matlon
PM 1 stored in the external nenory 6160 is accessed
b§ieehgnebing] the IDhaugbleast.i ShecIPcniunbél3aarigatiigy

t he debugger 6161 from communicating with the CPU
6i82trygtibniss apes sioltl enceyptedent the processing of

the program nodule PM 1 being executed 10 by the CPU

6137 freeréei ag tbl hehbby {RNiLS hg.de o
6161. Furthgr si nce parlty procggg?ggoﬁsﬁggr?agg%%fY1ng a

o6} 8 esfSRAHG) Sondlan el B appLaesd taberuurtinn tne
Igngxs':}%qtlon/decryptlon circuit 6134 decrypts the funct:.on
modules, it is used for specifying the _key informat_ion to
be used for that decryption.

Further, at the tail ends of the function modules FM_;l
to FM n are pléced instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The function mdduleg., as shown in FIG.- iO'?, are
encrypted in lun‘its_ of block data of predetermined data
}engths. The b;ock data 1 to n have parity data 1 to -n added
to them.

The encryption/decryption circuit 6134, for example, '
encrypts the function modules shown in FIG. 106 of tﬁe program
module PM 1 to be written in the external memory 6160, as

shown in FIG. 107, in units of predgtémined block data.

At this time, the encryption/decryption circuit 6134
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t he decryption or when the data and instructions
z}\rse -destrozgd or tanpered with, this can be detected
by the parity processing and suitably dealt with. The
present invention is not limted to the above
expl ai ned embodi nent. 20 For gyanple, in the above
expl ai ned embodi nent, the case was illustrated in
which the key infornmtion table 6190 shown in FIG
108 FVEES | Sk He' ke emidrank ivsingrasyhiley infokhation and
judgnent circuit 6135, but it is also possible to -
ent? yHtat Hehek dyeachfodt emicho Buhaktlien6b8chNdnshetgpthd fplain
the 25 external mermory 6160. - 210 N nth Enbodi ment
The=apl Je SEN t et | dedi g St Bkly SO IEE, 0,697 f fé’ié’g? i £9n)
to the 22nd to 24th aspects of the inventi _olnl. 5X'bé

1ess s frOehi frd NS inyention w .
Ee;tﬁsai ned vﬁ hm}}é(;fle[? ence ﬁ%‘élg?%f&f‘%ﬁ ?ﬁﬁ;‘?‘]ng%':m:zle"“
F [ ' Qf 4 the javeral |, configurati
clggr?u%l%atfso%’?yl?tqenrﬁ%ﬁ rolfletrné“sp’r‘_ l%t eﬁ'ﬂg-e%t mm;gtl .

sho i FlLG 109, the comunication syste (
Uses  NEUEEPGE: $52 SRer¥Rtdorddecerpdiona demomiitt 6134
704, 10 personal conputer 705, ASP (application -
s8ReEa thto#nde hpldse bher keyo infodmSAlops @alile 6190 shown
application nodule) unit 709 to communicate through
t A8 FHE eAA8t sHadimg dhpel b aufiberscdd s EoRIt e @ E3REERL %né:tion
or other processing for a procedure using the IC car

7@88dil esegkaire ﬂp@bﬁ.fﬁﬁhgofinﬁ:‘ggmg%ggﬁngf ]:ﬁei g\é%ggzido ra]l)spect

of the invention) and key information used for encrypting
the function modules linked together.

Further, when the éncryption/decryptio'n c-.irc1..1it 6134
encrypts the block data, as shown in FIG. 107, it generates
pParity data for the block data and stores that parity data
linked with tﬁe corresponding block data in the external
memo.ry 6160. At this time, the encryption/decryption circuit
6‘134 generates parity data so that the sum totai of the block
data and parity‘ data becomes a predetermined value.

Further, the encryption/decryption circuit 6134
obta;ins key information for the function module rinput from
the external memory 6160'by viewing the key inférmation -table

| 6190 shown in FIG. 108 using as a key the ID number designated
_by the ID number designating in_strucfion at the head of that
function module. Further, the encryption/decryption circuit

6134 uses that key infonnation to encrypt that function
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The SAM unit 709 (data processing apparatus of the
present invention) has an external nmenory 707 (storage
circuit of the present invention) and SAM chip 708

- (sem conductor circuit of the present invention). 20
The SAM chip 708, if necessar% transfers data with
anot her SAM chi p 708a (ot her %?n conductor circuit of
the present invention) . The SAM chip 708a, for
et IR whbbm of Nt Gbdvdd,; mest Donmerd 4 Bk ddita .
anot her ASP server 719a different fromthe SAM chip

708 or, Rectthamn the Rrferyiitiordfid raﬁpthokéﬁé L34
same ASP server 719 as the SAM chi p 708. - 211 he

Caifd g | 7 | t he
sarre ]g?t he@{Sl?Acl\ﬁ%Ifﬁ%%gé &&Iyle% Q@Iﬁer{ ?olﬁﬁ hé/s%eo%\?ntmacy

fFIt(ﬁ | ai ned,. 5 [.l r.d 703] FI G
112 |sea func ong? bﬁoocxk HAHne & 'ﬁ? Rty module.

q: I,n FIG 112, the IC card 703 has an IC

(i ntt g‘rlft ddmSr dfi R g e imate a fertputs0 that

and 10 CPU 751. The nenory 750, as shown in FIG 113, .
h&SFYRtsagatadrehrsCRU &I bPnathe editiex hadd;onpanydging

or other service business 7151, a storage area 755 2

ud&dipynat degiitcigna tiwysiiteha1 €4 50he aipbrmtSici SECtALECPY 6137

7553 used by a service-15 business 7153. Further, the
merDpyrfofmst piedeteymdaled 386 Processing. '

Note that, in the presenﬁ émbodiment + the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confident;ial program
module PM 1. |

Further, judgmént circuit 6135 gel'xerates a judgment

result signal 86135 instructing validity/connection and

outputs it to the selection circuit 6136 when the CPU 6137

_ is not accessing (for example, fetching) a confidential

program module PM 1.
The judgment circuit 6135 monitors the addresses and
instructions output by the CPU 6137 and flowing over the

address bus 6141 and signal line 6142 and, based on £hé same,

- Judges if the CPU 6137 is accessing the program module PM 1.
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judging an access right to the storage area 7551, key

data wused for judging an access right to the storage

area 7552, and key data used for judging an access

right to the storage 20 area 7553. That key data is

used for nutual authentlcatlgﬂﬁgdata encryption and
decryption, etc. Further, the nory 750 stores
identification information of the IC card 703 or user

of the [Whegatbe70Bigmdudxresthe SAMAINE61F6%F vérh IkhBejudgment
explained in detail. 25 The SAMunit 709, as expl ai ned

earirafit NEISSNRId A kA1 B M0 J‘.acg-g, the
circuit of the present |nvent|on) and SAM(ﬁ¥ 08

(SR OB LD G 1€ W3 5 %}m@éﬁ:%es”%a %ﬁ%gso 1 S6161a

[Softmare Configuration ot ¢
as the ftware uration as _shown in

%ﬁ’ e sieRueSaTG ( agion. b3l  eanest of
fron1the botton1|a r toward the top layer, an HW
( FERRSE &S fée Hayentiogle andaddes: nodysutput it to
h| her handler Iayer and AP 10 | ayer. The | owner

EFQ H]8(7 .i Helrede thed HALET sligpal. S6lele, iisnal A gNAL

Iayer application prograns AP 1, AP 2, and AP-3
( apptiroatiog mbog;e&@s&rafutlbehamseﬁb bﬁ)é%ﬁﬁ:h%ﬂ) of the CPU
defining procedures for use of the IC card 703 by

ceedift. 15 card conpani es or ot her businesses 7151,

7152, and 7153 shown in FIG 109 are read out and run
fromt hﬁhgfgt%renﬁlldgmngrqgrxyeszq.?t signal S6135 from the judgment

| circuit 6135 indicates invalidity/disconnection, the‘
selection circuit 6136 invalidates the CPU internal status
read request signal S6161b and CPU internal status rewrite
request signal S616lc input from the debugger 6161 and does
not output them to the CPU 6137. |

Here, the CPU internal status reed request signal
S616lb is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signel S616lc
is a signal requesting rewrite of the information showing
the internal status of the CPU 6137.

On the other hand, ﬁhen the judgment result sighal
56135 from the judgment circuit 6135 indicates
validity/connection, the selecfion.circuit'GIBG outputs the
HALT signal S616la input from the debugger 6161 to the CPU

6137.
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In the AP layer, the application progranms AP 1, AP 2,

and AP-3 and the higher handler |ayer are provided

between 20 themw th firewalls FW [External Menory

707] FIG 115 is a view for explaining the storage

areas of the external nenory,07. As shown in FIG

115, the storage areas of the external 25 nenory 707

i nclude an AP storage area 72201 in which the - 213

appl i caten phegrudamemt teshlthei el 86@ 3BUSEdR the/JBdgment
is stored, an AP storage area 72202 in which the

applreEit ofil 36 oidine e a1 dduee Ak o e s NeSfe 'dePaction
is stored, an AP storage area 72203 in which the

appizdeni & 00138 UIGIAP ehd Wu LRSS U N8SSy request

7153 is stored, and an AP managenent storage area

7122 e er.of the SAM chip 708. The .
e R b SR R rand 13 P44, S Hp idepFagest signal
ar, 12201 i onprised of a |ater explained plurality

o AT SAPPErf TR BN GIRPE (Tata HeR (B 6587 ez ther,
present 10 invention). Access to the AP storage area :
73501 sedecddon eiegupy 6haSioutmats €MWE ICPUhimternal status
application program AP -2 stored in the AP storage,
amsdgnal2§6137d dopmti fedmoftha CRUCK1STPial ARGordance with
plurality of application elenment data APE. Access to

t hbeARPSt dndgenaleatatus’/ 2284 raqheskt! s34Rd10%618b to the
firewall FW1. The application program AP -3 stored in

t BeLAGgekOkage . area. 72203 is conprised of a later
explained plurality of application el enent data ARE.

Access ‘i'getgi?% é???to(l).lrt%gﬁ:sa{:g %:he address bus 6141 the address

of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordance with

the same, performs Processing using instructions and data

of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the exterqal data.bﬁs 6144 and
_encryption/decryption circuit 6134.

When the CPU 6137 receives as input the HALT Signal
S5616la through the selection circuit 6136 ffom the debugger
6161, the operation of the CPU 6137 is haited.

Further, when CPU 6137 receives as input the CPU

_intexnal status read request signal S6161lb through the
selection circuit 6136 Ffrom  the debugger 6161, it outputs
the internal status signal S6137d4 including information

showing the internal status in the CPU 6137 designated by
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7220_3 is restricted by the firewall EN 1. 20 In the
present enbodi ment, the application elenment data APE

is the m ninmum unit downl oaded for exanple from

outside of the SAMunit 709 to the external nenory

707. The nunber of appllcatlfw el enent data APE

form ng each application progréﬁ1can be freely

determ ned by the. 25. correspondi ng service business.
2ihatr gignal SGSHpihradiontipr coplonstidi LikRiid 6186 to
AP =3 stored in the external nmenory 707 are
sdrtmntdadthggdreyelgle. descranbl ed when read into the

SAM chip 708. Further, the application prograns AP 1,

AP 2, aﬁ@r&'ﬁe'i- ﬁh%ethfeoéP@ng?JT ereg%:‘glggg eghg yC%[E internal

serV|ce busi nesses 7151 715 usin
ters 716 7162 shown in Fl G

109 an g Jewn oade&qPﬁrougﬁgPﬁ% §§£glﬁhghfqﬁﬁ9t%p?tﬁ?le°t1°“
external 707. Next, the application prograns AP

% ABon fé'%%b“sgeéx;ﬁplélneeq Fegaydies the
There are one or nore application prograns for each
séhfreaatismn sbevwiingt fheSinteThal apbatuatoHrtips CCRABLI7 by
AP 1, AP 2, and AP -3 (hereinafter also referred to as

ApﬁeapentggtsHewugmatEHGby thel$Ggnaacis616IR.i D&é to this,
identification data AP ID for identifying the

aphki 6pkra8iphogt ¥RACPUBIA7ARE DM SEP
nunber of the application el enent data A%%@?ﬁépﬁﬁ%gebugger

t Bagjappl i cation program and one or nore application
el enent data APE

The debugger 6161 usee the BALT signal S6l6la
corresPOQding to the debugging ebject to‘control the
operation of £he CPU 6137, monitors the operation of the.
CPU 6137 using the internal status read request signal -861 61b
and internal status signal'86137d, and customizes the CPU
;6137 by the CPU internal status rewrite request signal
S6lelc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU

6137 writes into the external memory 6160 data of the program

module PM 1 will be éxplained.'
The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryptlon/decryptxon circuit 6134.

Further, the encryption/decryption circuit 6134
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20 The identification data AP IDis set to be
different for each service business. As shown in FIG
116, the application elenent datta APE is conprised of
data APE SI ZE showi ng the data size of that
application el ement data AREjg-dentification data 25
APE I D for identifying that application el enent data
APE 2tt,5a and the data proper APE PL. Here, the

st WEite Al Daiss ¥opinedd et liga a usig key
TYPE showi ng the type of the application element data
APRESTatieond goxreRBoNdVnghbei tge thiend et ifodeléOMib units
nunber (instance identification nunber) of the

apdl béatkodatal amknridaia thREshink hihréligh tAPexthal data
data INS NUMis nmanaged by the end user (service .

buaisn&Igh alnthng&tgx;ﬁqgl ﬁem%?nsggg appl i cation
el ement data APE is the file syStem configurati on t he

dat a Apﬁulgﬁgrbefgggﬁﬁégl A 2"1: aﬂagt:ifnhé r%aéiﬁ gsety foformation

becomes "1". Die to T

pQsgibte, 49 .S t he .application el ement data APE '

uﬁ% |‘lguou§‘le S W%'él?'deﬁ# gfifiﬁﬁt'f‘bﬁ' hgkay Apf qqmatipn table

e igrnal menpry 707 shown in FIG 115 stores the 15 ,
8 shprg; ﬁEdFﬁﬁpl 1@8tion prograns AP (AP 1, AP 2,

and AP 3) encrypted by the encryption key data K - AP :

out si dehbf thiset Bl ubhé¢ FiSgment heimppit GE3®Doutputs a

program package APP. As the encryption key data K AP,’

ejdypén bnr&syl das dgndi f §61350shokikgch application
programis used. 20 Next, the types of the application

eiﬁ@ﬂidg@f?dfg&nﬁé@éﬂxg% Eﬁbngefé&lgl} 601\,2\:4(.‘!1111: %136 and

expl ai ned.
the HALT signal S616la, CPU internal status read request

signal S6161b, and CPﬁ internal status rewrite request signal
S6l6lc issued_from the selection circuit 6136 are not output
to the CéU 6137,

Further, sipqe the write data is not encrjgpted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operétion, the case whta;re the CPU
6137 reads it_lvs,tructions or data of the program module‘PM__l
from the external memory 6160 will be explained. |

Pue to a rrea'd instruction issuéd by the CPU 6137,

instructions or data of the program module PM 1 are read

. from the designated address of the external memory 6160 and
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FIG 117 is a view showi ng an exanple of the
application elenment data APE stored in one AP area. As
shown in FIG 117, the AP area stores card access 25
key data, file systemconfiguration data, SAM nutual -
216 authentication key daLaQ& nt er - SAM key package
key data, |C card operation ™cro conmand script-
program (processing routine data of the present

i Yo bhrongike rivey egiteirsiadn daltay bpacléagd, tar ahe
regi stration key package, area deletion key package,
s emgixyp trieg/secatyiptiokeyipaakaggl3aer vi ce  del etion
key package, and AP resource key data K APE as the

' li ca n applicati .
clerent Gt a ABE shown TR PR/ epryeiFr GEeEipk g views

1 d. Ke T ard access_key data_ is
L he, SR 1pTEERS LEBY, PRbRe BRof EpRR e npE Ry | dRowPRRed on
r%ggeéé-to the menory 750 of the IC card 703.

FOPEhE? PRRPLShevP P dhe Rerumhex e signerting phsitrugdtion
I.C card operation nmacro command script program15 is .
aFfsh FﬁchﬂeHePﬁ pfecaghefugppbioh mppghleainpntehadesbtains
data APE as the card access key data. o File System

Cbhéi jayainformat ko heofréepsyaiwg) €EONELSUr 8bi fEmEat-a,

for exanple, includes |og data., negative data, and

genre cbufthéil'Wﬁb|éﬂbf¥§éidﬁyéé3r{§€§gﬂ‘%%Eﬁé?é&ﬁ?@f

hi story of use of the application nment

fan‘fg%ff‘r%?% 'o%ﬁe;) ?ﬁlti_ﬁférl}%%ogx?%?&(xg %g“a eﬁ‘é’a‘;é aéll:gnq the external
memory 6160 using that key information in units of block
data and‘then performs parity ﬁrocessing.

Further, the parity processedrdata_or instructions
are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a
Jjudgment result signal S6135 indicating
invalidity/disconnection t§ the selection circuit 6136, and:
the HALT signal SGlGl;, CPU internal status read'request
signal S6161b, and CPU internal status rewrite request signal
56161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Furthé;, since the writeldata is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, thé confidentiality of ‘the program
module PM 1 is not 1ést.

As explained above, according to the semiconductor
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the genre data is for exanple the record of execution
at the SAM 25 For exanple, the file system
configuration selects 217 the type of the file access
(record key designation sort ring) and, if a record
key, sets the record size, n r of records as a
whol e, record signature version, record signature
nmet hod t record data size, and record signature 5
é-‘;'il.lPFé ty3|1rer eviRenheni $tngldgtaa dorofiddiet il JriRyrtdin module
the file system it designates whether to performthe
siP¥hdt inean eartielrinadt heHo £ C61 68 ot 3 de 8EOFKK géutd?ﬁlductor
mnimumunit of witing/reading of file data. o SAM

Mehigl 6A3therhieC dbn@idkay iBaiq Wér:é%f-r%'h% h.sco lrséron Hio %dg,&ﬁl PM 1

for nmutual authentication bet A sarne

ThanSAM gugyal authentication key data is key data

used when acceSS|ng the correspondi ng application

elenent t.a A from another AP in the sanme SAM or

anot her T&Al*S '15' 87 1hFEPL sdRN kiF 1 mEIaRsm RejulePM 1 stored
i nter- SAM key package key is encryption key data used
whBntBR cRXhEFRL caPEotE c6360kids datassedobfiethdaty 6137,
after inter-SAM nutual authentication. o IC Card

Cple a3¢ orr e @ iQuian 61S6r ppoh Pogs athe AebiiRyd:C6ad1d from.
operation macro conmand script programis generated by

t bemsen VoL L1 NG WIS ShetaRl 6137d desir E.Qfgoséiflé) rt%efarevent
of processing relating to the I'C card

1 ERESEELEONS: M T Oe T Aig_?o&;eéﬁ( Hhoddle Jb? 1 belng executed

operati on
by the CPU 6137 from being illicitly monitored by the debugger

6161.

Further, since parity processing is performed after
decrypting data and instructions read from the externél
memory 6160, wh.enrunsuitable key information is used for
tvhe decryption or when the data and insfrudtions are
destroyed or tampered with, this can be detected by the parity
procegsing and suitably dealt with. |

The present invention is not limited to the -above
explained embodiment.

For gxample, in the above explaineci’ embodiment, th-e‘
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the kéy information, was held
in the judgment circuit 6135, but it is also possible to
gncrypt the key infpmation table 6190 aﬁd store it in the

external memory 6160.
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. storage areas of the externa
of the IC card 703 before a service business starts to

macro command script programis set in the SAM unit

709, 25 then analyzed by the SAM chip 708, whereby the

corresponding - 218 - IC card entity data is

generated. o Menory Division Key Package The nenory

di vi si on key package is data2 ﬁ:d for dividing the
mory 707 or 5 menory

run a sHiwtbeEmbodgmthé | C card 703. o0 Area
Regi strati on Key Package The area registration-key

packageThe phoé fentt ebubBdtBhente i EOLNdMbAiGfRnt corre ponding
registration in a storage area of the nenory of

the kheC2bHa’@3 QQEﬂrgsgea%EVF%?tﬁgs Q%%%titﬁgéz

running a service using the card
eration) The area

Del et i Key ckage, (Lnter Gen

deletlgﬁ gy ggc §%b§§1% D c?ﬁgEhQWPfﬁP%%h ipgention will
tomatjcally generated in the SAMfromthe card

aﬁ%e§§9135“ﬁ€ywa§?ar95958F9?c§°Rtbﬁs%t§§¢bﬁdKéyanngs-

(I'nternal Generation) The service registration key

packageF¥&- ub@9 ioraretpwtef i the apprrakl iomeigneation of

data APE of the external nmenory 707 before the

sthei combusionatiost ays Beh UNDL NGE athed o S&sh € ee:hﬁb&ﬂment .

the 1C card 703. The service registration key package

is a packageowhiGh FEan 1 a%@amaamrllycﬁw Ak d 701

the SAM from card access Key d

uses the server 702, IC card 703, card reader/writer 704,

personal computer 705, ASP (application service Provider)
server 719, and SAM (secure application module) unit 70§
to communicate through the Internet 710 and perform
settlement processing or other prbqessing'for a procedure
using the IC card 703 (integrated circuit of the present
invention) .

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
cigcuit of the present invéntion) and éAM chip 708'
(semicqnductor circuit of the present invention).

The SAM chip 708, if necessary, transfers data with

another SAM chip 708a (other semiconductor circuit of the

_ present invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 719a

_different from the SAM chip 7b8 or,.as-shown in FIG, 111,

isg connected to the same ASP server 719 as the SAM chip 708.
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0 Service Deletion Key Package (Internal Generation)

25 The service del etion key package is used for

del eting 219 application elenent data APE registered

in the external nmenory 707. . The service deletion

key package is a package Whi%gl can be automatically
generated in the SAMfrom card access 5 key data. o

Key Data K _APE The key data K APE is used as an

encrypt PO kepfimEratient pAgthheSaMpthipt T0Racienbakically
data APE. Different key data K APE is assigned for

s&he sgmepplsi thel SAMckhapnt7odata APE 10 for every AP
area. Next, the above explained |IC card operation

macr o Néﬁﬁandhgcebﬁbqﬂéﬁﬂéaﬂh&@ﬂrfhn?i%?r1ébSQill be
referred to as a script progranm wl e explairnédIn
dekpihindhe script programis a program for defining

15 application programs AP-1, AP-2, and AP-3 of the
service I@u ig SZO% 51, 7152, and 7153 running on the

SAM chib 708°Gn ocedures of processing perforned

by the 1 C card 703 when executing the application :
progr anst¢1 il pradamctdmmadi block diagxplhapfiedn IC card
| ater, as shown 20 in FIG 118, -the SAM chip 708

p&P2ornms processing based on the script downl oad task

769 and script interpretation task 770 and generates
from t es AdhowenageErg. t1ald e Wl ARG SEH0E ndY gl ape

the IC card entity tenplate data 730" 1, input data

gf%giie %&%&ac%ﬂ‘ﬁ) R P PN daP2idt 4 WA 2 750 ana

CPU 751.

The memory 750, as éhom in FIG. 113, has a storage
area 755_1 used by a credit card company or other ser.viée
business 715 1, a storage area 755_2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 715_3.

Further, the memory 750 stores key data used for
judging an access right to the storage area 755 1, key ciéta
used fo;: judging an access right to the storage area 755;2,
and key data used for judging an access right to the storage
area 755 3. That key data is used for ﬁutual authentication,
dalta" enéryption and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained éa-rlie’r, has an extarnal
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25. and conput ation defining data bl ock 734x4 used for
220 procedures relating to the service businesses
7151, 715 2, and 7153 FIG 119 is a view for
expl ai ning the commands used for describing the IC
card operation nmacro conmand,geript 5 programs. In
t he commands, commands for tﬁe SAM chip 708 itself
agﬁgglven the first letter."S", while commands

g 10 éﬁeFaHPoﬁ16PUﬂﬁe0fCtbarQréeénarengemenon) and
the first Ietter "C'. Further, the second letter is
S§P§bFﬁVPIVOQSédemmcﬁﬁdBCCthameeumttBfthﬁe present
application. For exanple, for an issuer setting
deéekanstibap.of the 1C card 703, it is "I", for a
decl aration of the application el enent APE (service

type etggmap@cé&;ﬂa{ﬁp;?éa L2 s,gg o5, Fodl ™' ¢

read decl aration from card

a sinpl at| n, to IC card 703, it
|s "Vv,f%%ééywﬁ aﬂpa %ﬁl r%aﬁ%9§$¥9ratlon as
ﬂgutatlon deflnltlon it is "F" The commands used
Wstti Bffg 1h&: script programs 7211, 7212, and
7213 i ncl ude the SC conmand, SO command, 20 Sl
command®s Sthqutmian FIGSF 1ddnmihe, SBM chltpamda R8s, from the
command, CR command, and CWcommand. The SC. command

Ihpttqmwﬁﬁyﬁt(hhﬂaﬁdlﬁhd|hbp nugber, ah mwhen QF&#QEE% layer,
nunber of 1C card entity data which the SAM chip

Gﬁﬂ]&ﬁ&ﬁesadﬂéﬂmﬁﬁﬁﬁﬁﬁsh&ye%S M@Sﬂekhﬁaﬁﬁ&LShileg and AP
can simultaneously process

layer.
The lower handler 1ayef include a driver layer.
Here, in the AP layer, applicafion programs AP_I . AP _2,
'and'AR;B (application programs of the present invention)
defining procedures for use of the IC card 703 By credit
card companies or other businesses 715 1, 715_2,‘and 715 _3

shown_in FIG. 109 are read out and run from the external

. memory 707.

In‘the.Af layer, the application programs AP 1, AP_??
and AP 3 and the higher handler layer are provided between
them wifh.firewalls FW.

[External Memory 707]

FIG. 115 is a view for éxplaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 7220 1 in which the
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221 sets of ICcard entity data, "SC 1000" is

descri bed. The SO command is a command for decl aring

the data block for form ng the output data bl ock

732x2 in which the data read fromthe IC card 703

wi Il be stored among the datg;45 _blocks provided in

the SAM chip 708 when perforn1ng “processing using the

I C card 703 based on the later explained IC card
eAPPlj-cadion PRogaanPiPel wifetheheedatigebbosksedst 31501 is
are provided, when storing the data read fromthe 1C
catergd3 an BRestatage l&rdh orded,2 "i2OWhidLS tHeS ﬁ?bbﬁ.@:-atlon
The SI conmmand is a command for “declaring the d

bﬁQ@Bxﬁaﬁr abOBNLIRY thige stQ’iEedBLleegg K 71532 X.:’:s , an

data t® be witten in the IC card i S s

n k rouided.in th chip 708
eng%%P?%r m ng ??Q%récggsw?hﬁj’%ug ﬁ'galfe"e oy é’r‘%’?a‘“ AP_3
ba§ on the I glalned IC card_entity data. For
exan‘%fee SR aTS 'ésﬂﬁ‘t'* Spiiotik it 15 u% ap@doRB ARBEnagement
.when storing the data to be witten in the I1C card :
788°FAge AEedal 22 bl Beed by the managier3'ofi $hée§BM bbdp 708.
20 The SL command is a conmand for declaring the data
bl ock fBreviapgptivetizn gatogriamoAR I3staBed Gin HheY ARPJstorage
the log data relating to an operation anong the data

bhpekS7T7a®Vi dibgl ddinp s RAMC i Ba1a8 Mﬁﬂla@ﬁé&%ﬂwghty of
proceSS|ng using the 1C card 703 based on the | ater

&9 Qﬂﬂeﬁetéi Ya dﬂl&ﬁ‘ g%?ia% %o&&g%lgf Me present

t he data bl ocks are pr

invention). Access to the AP storage area 7220 1 is
restricted by the firewall FW 1.

The application program AP 2 stored in the AP storage -
area 7220 _2.is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 2 is restricted by the firewall FW_ 1.

The applicatibn program AP 3 stored in the AP storagé
area 7220 3 is comprised of a later explained plu.i:ality of
_appl:i.é:ation element daté APE Access to th_e AP storage area
7220_3 is restricted by the firewall FW 1.

In the present embodiment, the application element

~data APE is the minimum u_nit downloaded for example from

outside of the SAM unit 709 to the external memory 707. The

number of application element data APE forming each

application program can be freely determined by the

corresponding service business.
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when storing the log data in the data bl ock 4, "SL:4"
is described. The SF command is a command for

provi ding the data bl ock form ng the conputation
defining.data bl ock 734x4 5 describing the definition

of the relation between the appjication el ement data

APE relating to the IC card 703. The content of the

conput atj on defining data bl ock 734x4 becomes the

pr e- pr oCeEENRF i fheranpline t¥ion heogCanarap _TNAPR 2, and AP 3
data. 10 The CI conmmand is a command for declaring the

| strered gin ttee | teanth 17 GRn(cagr Vi0Te Jes isesmbleH1e They are
data specifying the service business deflned by the

Cldesarmmtd b adidrs il liateAfle! ¥aR CRGQr Figlai on of the
IC card entity data. 15 The CS corrmand |s a command -

for declFarich@yS e t|on of it

of services tgstﬁ?éé%%gg%t}%% é@ It ng—tlheﬂkahe dn d AP_3

ARESN Ertgf I|ca % data ARE_(service

type ‘e errents ﬁ'heP % ¥athgrrereire disinesses 715_1,

f tion_defining processing anong application el enent
gggel-gt'aaf& J’ﬂ%s:?g’r‘r"&t"@d B¢ PRESPRRE FWmPuter7l6 1, 716 2,
exanple it is possible to declare "CS:

v apd  THE" 3+ hown BasBES orl @ encbricemil calleh@h@Sugh the SAM
command-, APE N designating information of the IC

 cahipeRoBt yodaha anrtei#rdl phesetei M@z Or der information

are determ ned. 223 The CR command declares to store
dat a r ewskt | ophd hpplication programs AP 1, AP 2, and AP 3

will be explained in detail.

There are one or more application program.s for each
service business in the SAM.

The application programs AP 1, AP 2, and AP 3
(hereinafter also referred to as AP) ére, as shown in FIG.
116, each comprised identification data AP ID for

identifying the application bprogram AP, data APE NUM showing

' the number of the application element data APE included in

that application program, and one or more élpplication @lement
data APE. |
The identifj.cation data AP;ID is set to be different
for each service business.
As shown in FIG. 116, the applicat;.i_.on element data
APE is comprised of data APE SIZE showing the data size of
that application element data APE, identification data

APE_ID for identifying that application element data APE,
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IC card 703 in a designated data bl ock when the
relation anong application elenent data APE is not
defined (when SF command is not described). 5 For
exanpl e, when storing the data read fromthe IC card

703 in the data block 1, " CR,§Q@ 1="Rc"" is descri bed.

The CWcommand declares to wite data stored in a

desi gnated data block to the IC card 703 when t he

r &gt ithe datenpreperi ARE &% .el enent data APE is not
defined. 10 For exanple, when witing data stored in

t he dat Helpkeckhe2idantihfi tLr Lonm ddaYéB,Aﬁ'Efi\Nlﬁlj;sZgb\Q&;;'j_sed of
is described. The CF command decl ares the data bl ock

f datdea®E biyPg steWRHbakhan at gigt a .\ ces.

For exanple, vvhgn destgri bi ngt?%on%gt gﬁigoﬁg g%tcéﬁéx&giement

s [ S [ ' h Fofat a, bl ock . . .

PR REENERE FER uleh (Ins NER BnRdiFhe, fgeupifieation
jt, for example, !!"W"=|f

bl 1 i bed i
| “‘@@55{ o? g‘fs‘ﬁggg%‘r‘ Ivé:)‘g?‘l%l?fi‘“w@ Wamheg pEfrhye appiigation

formul a expresses the operation 20 of subtracting 10

 { PORPPRE drliaRPEWikhihEhat tyneenBhaidatra ANADNYMGEs managed

services W is |arger than 10 and addi ng a nunmber of

peY ntBe cendespendil sgrvoc8businéssp sidel ati ve points

to WI. Next, the data stored in the AP managenent

st or ageFoR Seedmple 22dhetl ¢H® P BN i B il S ek

in FIG 115 will - 224 be expl ai ned. Access to the AP
MO AR SLPERER A6RAidePAtidn, the data APE TYPE becomes
"2" and the data INS NUM becomes "1". Due to this, if the

same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AP_l-,' AP 2, and

. AP_3) encrypted by the encryption key data K AP outside of

the SAM unit 709 as the application program package APP.

'As the encryption key data K AP, encryption key data
differing for each application program is used.

Next, the types of the application element data APE |
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an éxample of the application
element data APE stored in one AP érea-. o

As shown j.n FIG. 117, the AP area stores card access

key da_ta, file system configuration data, SAM mutual
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restricted by the firewall FW4. Note that, the
firewal| FW4 corresponds to the 5 firewall FWshown
in FIG 114. FIG 120 is a view for explaining details

- of the data stored in the AP nanagenent storage area

722. The AP managenent storagggarea 7221, as shown in
FIG 120, stores the AP managenent table data 73001

7300,2. . .10 and 73003 (nanagenent data of the present
i%&gﬁﬁ‘&ﬁfa&ﬁa“t ngAéP ablBtear§AM3key pIckage key data,

7310_3 (usage allowing data of the present
i ACefEFBryrerREion thacyP cramegehentibabpeodaha (BP8dessing
73002, and 73003 and the APP table data 73101, 73102,

andu¥8ne_gat4Sofir théopraxanpl enPeRt LS P! €4 e!ﬁe:ﬂ&rgh&ivision
tinme of setup of the SAM chip 708. Further, the AP

NBE opaERAge AbL feslat i od PO 00, 3 an P
t he %EP té%lg dat a 7%%%%?9%51%%?ggiﬂﬁg§%T%§tdﬁr e égletlo“

r i b4 SP=08! Vs pager_of the SAM chip 708.
T Rl el 08 {REPIEPlor Yoy PacltAES . carrvice
7 .are defined for each_application program AP. :
F%ér)'? Bron ey KI5 _'eaﬂgt%PM‘iP‘Eceié‘fQ’Z,da K7APB3as the
are defined for each SAM nutual authentication key
FRRLICqion ohenanty datay ARE. expl ai ning the AP
managenent 25 table data 73001. The AP namnagenent

tabl e &gt ,73082appdica2ibn &36fleRthaxEa tAPE SSW®wn in FIG.
format as the AP nanagenent table data 7300 1. As '

sowwill HeGexpldhirndd.shows the identification data

o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data toise viewed by the.later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as ﬁhe card access key data.

o File System Configuration Data

The file system configuration data,.for example,

rincludes log data, negative data, and genre data.

The log data is for example data of the history of
use of the application element data APE, the negative.data '

is for example expiration information of the IC card, and

the genre data is for example the record of execution at

the SAM.

For example, the file system configuration_seleéts
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APE_I'D, internal/external designating data IEl, 5
identification data SAMID, identification data AP ID

key data K CARDA (second key data of the present
invention), key data K SAM (first key data of the
present invention), data SEJ14PP, data FLAG I P, and

data FLAG STR |inked together ™ for each of the nane

APE -N of the viewed application elenment 10 data APE
usbg typehef| theafdleperaesen (raceuvdchaynddsighapion sort
program The nane APE -N of the application el ement
daiaghPands flfleanze®osdskgpedséfst BReSEENOER size, number
(application elenent data APE) provided by the

appl reabr@s REOHr @ t vi | S

7151, 7152, and RR0S | DEooRd VL Enalpr g UL PEESED, recpra

Vi€ ' service.nunber of the servjce
mﬁ?%ﬁg%tgéapp f%%?%ﬁ%'ﬁ%%ﬁ?ﬁﬁ?% 2 8A&R STV TEEEFTSFHERR ture
cap use, JHere, the identification data APE ID is _

i deht iIT1CESon ¥hel Wathing d3ka £5em theigpteidendm the file
data APE. The internal/external designating data |El :
i YSteR aglit idesigrateenvhether e tmeseiomhditrersidra e
exists as an entity (internal designation), or
WienHEicatieon cate. | Bermder frammiiotite rtFBAM(eHEeE Nlit of
designation). 25 The identification data SAMID is
ivdeintirg Apdddingladf P26 oftd he SAM at the other party
transferring data when the SAMchip 708 is perform ng

processy RGw hatd9 At Hdpal | gal lement data
APE. FIG 122 is a vieM/for?S%%%Qiﬁgka?ﬁg SAM | D

This is also used for mutual authentication between

APs in the same SAM.

The SAM mutual authentication key data is l_cey data
used when accessihg the corresponding application eiement
data APE from another AP in the same SAM or another SAM.

o Inter-SAM Key Package Key

The inter-SAM key package key is encryption’ key data
used when exchangiﬁg card access key data or other data after
inter~-SAM mutual authentication.

o IC Card Operatio-n Macro Ct._)mmand Script_Program

‘The IC card operation macro commaﬁd sc:’ript program

is generated by the service business itself and describes

-the order of processing relating to the IC card 703 or

transactions with the ASP server 719, The IC card opei:a’tion

macro command script program is set in the SAM unit 709,

‘then analyzed by the SAM chip 708, wﬁereby the co'rr'esponding
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5 The SAMID is 4 bytes of data and has a concept of

a net mask simlar to a TCP/IP. The net mask can be

set in bit units. For exanple, that net nmask, as

shown in FIG 122, is «classified into three types,

that is, an Aclass, B class,;L0 and C class. Further,

between SAM s to which the sane net mask is allocated,

one type of key data used for nutual authentication

i 3G Fdiaahity datise isr geoeradedodi ment, for

exanpl e, the sane service business is allocated the

sane net Memeky bivieibhCke}2Backh@eA Cl ass net nask

is indicated by "255, XX XX, XX, the higher 1 byte is

assi gne¢ha pemdeleaivisdonVRbiesl ok sResLf Xipg Lha

class, and the ?gmr 3 byt es g?% as ?g%%adéﬂ\i/g uBEed ofor

sReGh liXhao ¢hhe gndivi dual _SA | ongin o t hat

cl ass. Eleggrge, o i;gqg n be aat g/?oggﬁyeggﬁggéimg{m‘rg, 793 ox

the net sk, of _the A c¢lass can be used to define the

1’8%‘?‘?%5%3;\?& ‘B%’F%n"g‘?afl@etf&%a"t SRryigesbupdnener starts

the B class net mask is indicated by "255,255, XX, XX", :

t B8 FPBh&r Serpyresugingathe gi€dcapde@@ser i ned val ues

for specifying that class, and the |lower 25 2 bytes

are asst gheea \Bégistfatiapaty VWWagkddw i ndi vi dual -

227 SAMs belonging to that class. That is, the net

nmask ofThdiearda Craghs et ith Us8A JLhidifd e t a6§§s?é§:l

SAM | Ds bel onging to that B cl assﬁ Further, (%Ete when
ESfoARindBSed SebBdl b "2 255, 255 " the

%gher 3 I.liyt es ar Sbass?§%§§“ *n a S.ggrage_ 454 SE the memory

of the ;C card 703 before a service business starts running
a service using the IC card 703.

o Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automaticaily generated in the SAM from the card access
key data.

‘ o Service Registration Key (Internal Generation)

The service registration kéy package is used for
registering application element data APE of the ékternal
memory 707 before the service business starts running a
service using the IC card 703.

The sexvice registratipn key package is a package which

can be automatically generated in the SAM from card access

key data.

o Service Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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predet erm ned val ues for specifying that class, and

the lower | byte is assigned values for specifying

the individual SAMs belonging to that class. That is,
the net mask of the B class can be used to define the
255 SAM | Ds bel onging to thagu‘ 10 cl ass. The
identification data AP ID is identification data of an
application program executed by the SAM of the ot her
p&PRLGadicme liemenda da twh FPE: regSAMechidp ik08hbs external

‘perfornming processing relating to that application

ememerty d@7a APE. 15 The key data K CARDA is key data
used for transfer of data with the nenory 750 of the -

| C cardeessaeemcghaeﬁékkpﬁhkey78§c9§§%Oigsiﬁégggﬁsé”Shich

relating to that application elenent data

k dataL Ky [ ta used for .tr of 20

darn Bhra R 8= L0Y, GRAE-RE8 oA e A& ol card access
pFéfOE ing processing relating to that application

el'efenf data APE. The data SET-APP is data for

specifying the APP table data 73101, 73102, and 73103
USed,(v?e%%ﬁ)nﬁﬁ%dﬁrh%ESAM | chip 708 perforns

processing relating to that application 25 el enent

dat a AFEhe Jogy deter dQUAPFFliAGulsed asf hageflakgpshoni R8y when
whet her to disclose data nanaged (held) by the SAM

Cheptifg e appl heatiSAM Ldidht/ 0B tal ApE ThE 8 @nt key data
FLAG STR is flag data showi ng whether to allow 5 data

- nRnesedi £ héf‘el.ﬁ)gx@ﬁ s %Mtﬁ“@a%Q%iEgtggnhgigmgXt data APE

anot her
for every AP area.

~ Next, the above explained IC card operatioxi macro
command script program (he;:einafter also referred to as a
script prog;am) will be explained in det;ail.

'The rscr_:ipt program is a program for defining
application programs AP 1, AP 2, and AP 3 of the service

busim_ass 715_1, 715 2, and 715 3 rtinning' on the SAM chip

708 and procedures of pProcessing performed by the IC card

703 when ekecuting the application programs.
In the present embodiment, as explained later, as shown

in FIG. .118, ‘the SAM chip 708 performs processing based on |

. the script download task 769 and script interpretation task

25

770 and generates from the AP management table data and script

'Program the IC card entity template data 730_'1; input data

block 731 x1, output data block 732_=x2, log data block 733 x3,

and computation defining data block 734 x4 used for
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SAM chip 708 etc. In FIG 121, the APE -N "Service A"

is the access key of the IC card 703 defined by the

application programin that SAM 708. The key data of -

the "Service All is set to be 10 not disclosed, so

cannot be viewed by an applicgid on program of another

SAM or anot her application programof the same SAM

Further, the "Service C' is the access key of the IC

c HTPCRIITRS edd tiPgt hat the Aenvddeohupingsass Thent, 715 2,

that SAM 15 is assigned the net mask of the |ater

exdihiHéd X class, the key data of the "Service C' is

di scl osed to an application  programon the SAM havi ng

the SAMFIR." 43917519 ¥few Abr! Bkp1ali

mut ual aut hentication key is " TT%. ag'hg%{n‘:ﬂg éﬁ%ﬁgﬁs used
: Ld the key data 20 of |

e ot ad I 1S Rt L P edds o Raf B PR g it

p ihl_e_ when the other SAM next uses the "Service C'

o%iglgggﬁcsard, it 1s not necessary to obtain the card

access key, . again fromthe SAM The access key of the :

Servi ce™B FRe RURIRAe - ipormEnsin Epat tRANAN chip 08 Heself

SAM having the SAM I D 25 "43, 13, 137, XX". As the nut ual

afitRedivent tha Riysbelekter -"929 whilMeoninSSds. re3S'ing to -

is used. Whether or not the access key of the "Service

Bopezatibe ¢f|thaild bakle70®drdigeves €6t i8N ket oo .

flag designated by that SAM 5 The "Service B Log"

i ndi categctherfithal i gh i ¢hn t he SAM
ID of " 43?13,?%7{;%("%‘\5‘%‘2#%%%:%aSéPem‘?‘Ql& {sed in

accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaratiop of the application element APE (service type
element declaratipn) , it is "8", for a simple read
déclaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for

an application element data APE computation definition, it

is MWEv,

The commands used for describing the script programs
721_1, 721_2, and 721 3 include the SC .command, SO command,
SI command, SL éommahd, SF command, CI coﬁmand, CS command,
CR command, and CW command.

The SC. command is a command declaﬁ_.ng the number of
the maximum number of IC card entity data which the SAM chip
708 can process simultaneousl_y. |

When the SAM chip 708 can simultaneéusly process 1000
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stored. The "Service B Log" is the sane SAM net mask
as the "Service B", so the nutual authentication key
uses "SS1... SSn". Here, APP table data is provided

~for each nutual 10 authentication key. In this

exan‘pl e, perm ssion for acceﬁil ng the "Service B | og"
and "Service B" is defined inthe APP table data 7310

of the other SAM which the AP nanagenent table data
offetifarholife cagdVientiky. dalts, 188:1808"viewdbebribed.

expl aining the APP table data 15 73101. The APP table
data 73TB2, S®3&BmAandnds7310ckaNRqt P8r éé&”fa£9fx§a§:hésdata
the APP table data 7310 1. As shown in FIG 123]

ABRotRDESr 08 Ani/iid Odh S M1 ¢ Bgi:aeﬂfgcggp%é a_t_:? k%g_wllﬁch the

el enment data ARE, its |dent|f|cat|on

{ data APE can.b
?ggty]%ﬁ{fe%m%%gggtﬁ?ae% fro gﬁfo ﬁe’?a gf)‘b‘iiiad‘gﬂ%}rl-bﬁ%e data

PLPYLAM anota pI jcation el enent data APE). For
exanol &, PTRE 4P bF’éedﬁp’& ohip. 108 hwhen  PerfArGing
123 shows for the "Service B log" that reading is

POESFBFELNT 25T tha(IG $agdsifBhaseahdnetive daiterr explained
(deletion) is inpossible. 230 Further, the AP

rf og@nenentity adatarea 7221 of the ext er nal menory

707 shown in FIG 115 for exanple stores AP selection

data stmw egampe el GrEah tHeyBRtEa Bl 178, 11D Ak i
together. 5 The 1 C card type data shows t?we t)a/l le%?g"lded

tyieard Qsﬁ‘cﬁ:rl% m a%%‘él”rég ngmé:q}g At fa%hn‘ggﬁngl etfle data

|dent|f|cat|on data of ecre

ﬁﬁrgcﬂé’ rﬂ ,ng'sﬁi?:tf d enen esfcorr:l.bed

The SI command is a command for declaring the data
block for forming the input data block 731_x1 in which the
data to be writtgn in the IC card 703 is stored amorig the
dat‘a.blocks provided in the SAM chip 708 when performing

processing using the IC card 703 based on the later explained

. IC card entity data.

For example, when the data blocks 1 to 10 are provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 3" is described.

The SL comand is é. command for declaring- rthe data
block forming the log data block 733 _x3 'for stofing the 1og'
data relat:u.ng to an operation among the data blocks prov:l.ded
in the SAM chip 708 when performing process:l.ng using the |
IC card 703 based on the later explained IC card entity data.

For example, when the data blocks 1 to 10 are provided,
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transactions using the 1C card 703. In the present

enbodi nent, the I C card operation nacro 10 conmand
script program defines (describes) in it a service
content conbining the name APE -N of a plurality of
application el enment data APE,,By _reflecting this in

the later explained IC card entity data (job

mapagenent data), it is possible to provide a service
cﬁﬁﬁ nfkgriBpythesleg datmpeipobbiendats hlpthrdl i t$Lof" is
application element data APE. For exanple, a service '
ceabenithgdt he service of reading data fromthe IC

card 703 and the service of witing data to the

server ¥R& SANcOfnaRdi 1£0a | Sodmfnd ESATG-GM dfNg IME data

20 Further, the APE -N or its service nunber 1s” an

gt ROBRAAGTERS B Lo Bl 0 AR 1 9 e

S ' . proyi de t he seryice busjnesses 7151, 715
2&é%%%291§%.¥#ﬁeg%€%?} é??o-gpFBﬁrﬁﬁ}QF*ﬁPi%eﬁ%??%eﬁhe
Q¥‘t e AP 25 managenent table data 73001 and a

f FhicReleneat oty ARRcrelabinguke octhed@ngard 703.
script programstored in the external nenory 707. The
appl i cdheorrqntaptamArthe danpiefa tiigth blefiiteidP data block
managenent table data 73002 and a predetermned IC

Ct34] x4 bejremaisi the R -PXEUEETIthe S hiEBFmALBHAGE HHY €8 card
in the external nenory 707. The application program

Aty sidef i ned by the AP managenent table data
73003 and a predetermned |IC card

The CI command is a command for declaring.the issuer
‘pf the IC card‘763 kservice business) .

The data specifjiﬁg the service business defined by
the CI command becomes the IC cardrtype informationlﬁf the
IC card gntity data.

The CS command is a command. for declaring simultaneous

operation of a plurality of services to the IC card 703 by

' citing the name APE N of the application element data APE

(service type elements). The CS command can aiso declare
a function defining processing among application element
data APE designated by the name APE N.

For exémple, it is possible to declare

. "CS : lch|l+lchvl+!letl n .

Based on the content of the CS command, APE N
designating information of the IC card entitybdata and

processing order information are determined.
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operation macro conmand script programstored in the
external 10 nenory 707. [ SAM Chip 708] The SAM chip

708 is connected through a SCSI port, the Ethernet,
etc.. to the ASP server 719. The ASP server 719 is
connected through the Internegt,5710 to a plurality 15

of term nal apparatuses including a personal conputer

705 of _an end user and personal conputers 7161, 7162,

and 7163heofRseppmaadpderharesstdlstore7ds58a andd7£b8m the
The personal conputer 705, for exanple, is connected

t REoggrda 768r iial apdesighatiSB gatk bloakDwhBn EXBEre2hL&ion
20 reader/witer 704. The card reader/witer 404

r embhgeappica€x8APL Corbh €] 562 GBI G Ydri
corresponding to the physical alI evel with ?%gllnce,dca(rwgen SE

783mmih8 QQGEGEiQEQErEBEandS to the 1C card 703 and

response packets fromt [C card 703 are generated

and 25Fggal zed. at the SAMunit 709 side. Therefore,

the card = 230P}2ad9hn 7109 4the H3tmread bremrthe IC
705 aﬂﬁ ASP server 719 between themonly act to :
TP} 192 Torihe @@t bloskydns 8CRe 8Pt 3RI'REH "t e dasaribed.

payl oad portion and relay the sane and are not
i nvol vekhe W rommand deakames dee it teordatfa dstdred in a
aut hentication, or other actual operations in the IC

e sii g79Bed Tdretpdssaialto aRRUTer £a2462037468n 808 #dP3tion
can download the | ater explained script programto

tenorf NS foa Fi6h (1 GHSL OHZEn 1Ak 3! | SRR nea.
prograns AP 1, AP 2, and

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="We"" ig described.

'.f.'he CF command declares the data block for describing
coniputation content spanning services,

For example, when describihg computation content
spanning services in the SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""We'=If ("Wc">10) then ("Wo"-10:

. UHA"="Wa" *0 . 08+"Wd")". This formula expresses the operation

of subtrécting 10 from the value of We when the remaining
number of services Wc is larger than 10 and adding a number
of points corresponding to 8%_ of Wc as cumulative pointsr
to Wd. | l

Next, the data stored in the AP managemeht storage

area 7221 of the external memory 707 shown in FIG. .1'15 will
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10 AP'3. FIG 124 is a functional block diagram of the
SAM chip 708 shown in FIG 109. As shown in FIG 124,
the SAM chip 708 has an ASPS communi cation interface
unit 760, external nmenory 15 conmunication interface
unit 761, bus scranble unit_zgg _ random nunber
generation unit 763, encryptioﬁ%decryption unit 764,
storage unit 765, and CPU 766. The SAM chip 708 is a

t AR ENnt nodul e.  The ASPS communi cation
interface unit 760 is an 20 interface used for input
and out peicests dat zhei AP WanhahSRente EtOraghd a3BAWT 2R g
FIG 109. The external menory communi cation interface

Utiels t#a b teds b3 tha Sifrak@14sesy f0r input and out put of

~-data with the external nemory—707. 25 The bus

T 2 | tput ,data and - 233
Sor ool 8638 162 sSpSERLgRal B 198k 2cehdn 250, o

descranbl es i nput data

dat. thro he external nenory comruni cation

i%&%ﬁ?&@é %ﬁPFL°V814T & -+ 4ddom nunber generation

unit 763_generates a _random nunber used at the tine -
of aut hBAPE ctf? ot it JéexsEry. eFhdaining details of the data
encryption/deecryption unit 764 encrypts data and

deteypdsinnthepABdmdnagendhe storage Hpeh 765, as
explained | ater, stores tasks, prograns, and data used

by the Tk A6 @ankyehun tOBYotaGeCy 8N #8521 N6y d Aliffun in Fic.
expl ai ned scri pt
120, stores the AP management table data 7300_1, 7300 2,
and 7300_3 (management data of the present invention) and
the APP table data 7310 1, 7310 2, and 7310_3 (usage allowing
data of the present invention).

ﬂere, thé AP management table data 7300 1, 7300 2,
and 7300_3'and.the.APP table data 7310_1, 7310 2, and 7310_3
are for examplé p#eregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,

7300_2, and 7300_3 and the APP table data 7310 1, 7310 2,

and 7310_can be rewritten only by the manager of the SAM

‘chip 708.

The AP management table data 7300_1, 7300_2, and 7300 3
are defined for each applicatioﬁ program AP,

Further, the APP table data 7310_1, 7310_2, and 7310_3
aré defined for each SAM mutual auth;ntication key dat%.

FIG. 121 is a view for explaininglthe AP‘management

table data 7300 1. The AP management table data 7300 2 and
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downl oad task, script interpretation task, entity
generation task (job nanagenent data production

.task), and IC card procedure nmanagenent task (job

managenent data managenent task) or other tasks based
on predeterm ned prograns 1526grograns of the present
i nvention). Next, tasks, prograrrs and data stored in

tggoatgrﬁ% i;:gnt 765 will be explained. FIG 125 is a

Vi ew f VislkcimaThtio Ifé’rf"§§:k§s predrhmanaganenfattable data
stored in the storage unit 765. 20 As shown in FIG
13890 ¢ -stores a scri pt downl oad task 769, script
interpretation task 770, entity generation task 771,

| C car Aprdcsduie FRAadJERIENt tt shkwd the liQetdiFication data
operation macro conmand script progranms 7211 to 7213,

rRrpeIDgeiRtérnhBpberdahal 7d001gh Rt 1ng03at 4Pt abl e

data 73101 to 73103, 25 IC card entity tenpl ate dat a

7. n pRe) 73
k586 G 1) G SHIARL) {7 e

b ad d comp n def dat a bl ock

7%%9% K e p?c%vm% 5§k°€6€},‘ga%r‘§ﬂ%ﬂ\h Invepegon),
18 dovvnl oads he AP managenent table data 73001 to
%‘%b? TSt kpy ks of cthrmprosamt imvention),
7310 3) , for exarrpl e, fromthe conputer of each

<ia%7 SEThABPncdata FBAG0A®s 2nd datat FAG/STR Hiipk@dBtogether
The script interpretation task 770 uses the service 10
diefr eiahoaft el et APEI N 620868 FliYwedN8pPPPch8BbR element
data 73101 to 7310 _3) and script programto generate

tdhad @I@ﬁhged in the IC card operation macro command script
program.

The name APE N of the application element data APE

“is the name assigned to the service (application element

data APE) provided by the application program of the service
businesses '7;15_1 ' 715__2, and 715__3. The name A?E_N ig an
iden-tifier viewed instead of _ the service number of the
.sérvice which the application p?:ogram of each service
business can use.’

Here, the identificatio_n data APE ID is identification
data of the application element data APE. |

The internal/éxternal desiguéting data IEI is a flag

for differentiating'between whether the APE exists as an

-entity (internal designation), or whether reference is made

~ from another SAM (external designation}.

The identification data SAM ID is identification data
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entity tenplate data, input data bl ock, output data

bl ock, 1o0g data bl ock, and conputation defining data

bl ock for each business. 15 The nunber of the data

bl ocks generated-for each service business is not
particularly limted. Wen_thgeentity generation task
771 for exanple receives an entity production request
fromthe ASP server 719, it perforns polling with the

| efckhg #8Y athihegerhen party thensCecaridgedaithy whana the
to be used for the processing for the procedure
b8AMeehiphd 08| CscardfétiiagdpreceseengueelatingUtoNdhat
the 1C card entity plate data corresponding to that

sappleeakiishnesemet HBika hbfe, the 1C card entity

- plate data becones the class, and the IC card entity

dat a i spgg. ogpsraLe neinstance.of that class, -
235 The process?%ggbgé?ﬁeféﬁt??@fﬁﬁﬁé?%t?%% %ggkI97l

for geperatjgn .of .the 1C card_entity data will be

expl ai ne i%igdﬁﬁa}? FEFes 19E deta#pd R3Bequrencept of
nanqgenent task, 772 uses one 5 or nore IC bard entity

ABEY 7B ekt aF k9 (e T9RATRye Thininet; 66 sko cexebet set in.

“the processing for a procedure between the 1 C card 703

et tweiser vi ce busi nesses 7151 to 7153. In the

- present enbodinent, the plurality of processing for

procedFes gesmipde et WRAD aldak Plaw ahiokh 9h FEcCands, is
10 703 and the service businesses 7151 to 7153 proceed

St1BM S PALOISINeo Hhfed GofpLd, PERSEINS © JRNRUSTRDL 185K ass
772 executes :

and C class. Further, between SAM’'s to which the same net
mask is allocated, one type of kéy data used for mutual
authentication is sufficient. In the present embodiment,
for example, the samé sexvice business is allocated the same
net mask.

In FIG. 122, the AV class- net mask is indicated by
"255,XX XX XX", the higher 1 bjte is assigned a predetermined
value for specifying that class, al_;xd the lower 3 bytes are
assigned values for specifying the individual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
ﬁhe net mask of the A class can be used to define the 16777215

SAM IDs belonging to that A class.

Further, the B class net mask is indicated by

. ."255,255,XX,XX", the higher 2 bytes are assigned

25

p;:édetemined values for specifying that class, and the lower

2 bytes are assigned values for specifying the individual
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these plurality of processing for procedures in
parallel. The IC card procedure managenent task 772
deletes the 15 IC card entity data 773x when the
series of procedures have been finished. The
processing of the IC card prggedure managenent task
772 will be explained in detail later. The script

rans, 7211 to 7213 are input_ by the 20 script
COWAF GRBLPEERR 6oP 1FhA roha Sear A iy dhroRed Rsiopf the

707 and stored in the storage unit 765. The AP
manab@penean bk cugedatgidefineg ¥RBE085988 SAMuIDsbbelbaging
script downl oad task 769 fromfor exanple the externa
nepotlya”Z(0F @halsstored in the storage unit 765. 25 The

APP table data 73101 to 73103 are input by the - 236

scri pt movedand dmske GPads oef Gha X AP £ndiiea exg a5pal
menory 707 and stored in the storage unit 765. The IC

035 gk 5% LYsd O A1 en g oD 15 | By £20% AL Ca s 920RLA! o0

by the sc?ipt’intérpretd??on ta§§y &h 3§e§g83§ t he

te % es (cl asses) en generat.ing. the I.C card. :
R A L R s ol PTG g A o e Lover
service businesses. The |IC card entity data 773x is
deR¥its 18 33simed valupsyErer apeohEYIRE thel ipsivddusd SAMs
|C card entity tenplate data 10 7301 to 7303 as for
damnagindhdockhat ckass. Thettanse die ndtamaskast thEh® class
i nput data bl ock 731 x1, output data block 732x2, |og
datra B acded 38X Yefhittk CLHP W SE | S1 dafd helbsipi g bkOCknat C
class.

The identification data AP _ID is idéntification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performingr
processing relating to that application element data APE.

- The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip 703 performs-processing relating to that apélication

element data APE.

The key data K SAM is key data used for transfer of

‘data with another SAM when the SAM chip 708 is performing

processing relating to tha£ application element data APE.

The data SET;APP is data for specifying the APP table
data 73;Q_1, 7310 _2, and 7310 3 used (viewed) when the SAM
chip 708-performs processing relating to that application

element data APE.
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734x4 are generated by the script interpretation task
770. 15 Next, the IC card entity data 773x wll be

expl ained. The IC card entity data 773x is generated
by the entity generation task 771 in the SAM chip 708
using the already generatedGgrresponding IC card
entity plate data of the service business for exanple
when the SAM chip 708 receives 20 fromthe ASP server
719 a pFBEe§§FﬂggFé§u§Bt1ﬁoflpgode§slﬁgousnggwhbehée to
card 703 and application programof the predeterm ned
sdigrdesbudahassandgdl (HB6LdS ey WheWshRr ckip| 2089 0 another
the format of the IC card entity data 773-x. 25 As
shamnchipFi7Gs &26. the 1C card entity data 773x 237

has managenent pointer data 780, entity ID data 781,

gg: |at 37’8':51§é %\Iéé:% g‘ﬁf\% E‘g?’i&ﬁ{a %%%%:j‘g%t fé‘ifwlz.% Ca%gg,f'%g to allow
and

0 ata_ 785 e ceSS|n data_ 786,

p%g?aﬁggé §?A&'&5§ b§8 g ﬁﬁﬁﬂ@%ﬁﬁh?eh%?H@éﬁ'an°ther
%&g 780 is bldlrectlonal poi nter for managi ng the :
I a?ﬁl%n???yeﬁﬁta 773x in the storage unit 765. The
entity ID data 781 is used for requests for

gener at3nFIH - 112 Larthee RBR W d'Servitd® A" denfthematicegs key
of 10 the state of progress, deletion, and other of

toR Slee i IQ @ér@rmsdéﬂgﬁeﬂsbﬁgtﬁ@eaﬂaﬁﬁééglgﬂtﬁiéfgram in
data 773-x. The entity |ID data 781 1s also a return

Vighdke dxM bRodl] vigHe Uy REENLE USRS "s£Q%1%Qt ht'yllstrg%t go be

781 corresponds to a“descriptor when opening a

'r{b@dg%%q_ %Iedf LS c‘?ﬁ/xf‘rgoglbe viewed by an application program
of another SAM or another appl:l,catlon program of the same
SAM.

Further, .t-he "Service C" is the access key of the IC
card 703 defined by that application program. When that sSAM
is assigned the net mask of the later explained C class,
the key data of the "Sexrvice C" is disclosed to an application
program on {:he SAM having the SAM_-ID "43,17,19,XX". At this

time, the SAM mutual authentication key is "TT1..., TTn",

‘ Further, whether or not another SAM can hold the key data

of the "Service C" until the next use is determined. When

:  possible, when the other SAM next uses the "Service C" on

25

- the card, it i$ not necessary to obtain the card access kéy

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

. "43,13,137 ,XX". As the mutual aﬁ,thentication key -between




15 The entity status data 782 shows the state of
progress of the procedures relating to the IC card
703. The basic states of the IC card entity data 773x

i nclude, as shown in FIG 127, the state of processing
for investigating the seryi?§§ which the IC card 703
can use 20 (RS), the state of processing by which the
SAM chip 708 authenticates the IC card 703 (Al), the
sBaMe . of SflecesSPnd By wisedh the IC card 703 :
authenticates the SAM chip 708 (A2) , the state of _
processWWhgther oeafbbgthiat@cddeaiidie JC 1t ¢ SEIRri(dD B" can
and the state of processing for witing data in 25

the H&&%ﬁﬁlﬁ.o@hé\gexg%%e ig cit-j.-"lfé &b em&‘%@signated

the processing for investigating the service

by?lgﬁggeghMthe processing for the SAMchip 708 to
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henticate the IC card 703, the processing for the
IC cardT703 o _authentjcate the SAMchip 5 708, the
processihgy f PEYEADI g ot o PO ERR ?Q?c%%ﬁe7bﬁ whigh log
the processing for witing data in the 1C card 703 .
rtrshonthis j Ghs. SAM: IBphof %43ekP) hBVe¥X aler assigred is
unit of processing for which the order of execution

i steleedr e d' Snrvime BCLoj0 tar thersass 8AM MRAAgREKAs the
task 772. Note that, Al and A2 conprise the nutua

adenid¢e @' Prso M avthizd. Beltrearibieibh kayduél3 asd:
SAM chip 708. Further, in the present enbodiment,

GRS dq{éw tAep CQ&EE‘PQ'%&‘{%;%t ng:{') et%hfo éa?éﬂ]elaut al

710, the above-nention es ar e,
SJMe I nJ.r_t:aht:.on ake(-e ! rflnséltl:{s? ne:gepn?pr:]t.e , permission for

accessing the "Service B log" and ﬁService B" is defined
'in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310_1.

The APP table data 7310 2, 7310_3, and 7310 have the
same format as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310_1 shows,
.for each application element data APE, its identification .

data APE ID and whether that application element data APE

can be read, written, or executed from another application

prdgram (another application element data APE).

For example, tli_e APP table data 7310 1 ‘shown in FIG.
123 shows for the "Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible.
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gener at,]

of FIG 127, managed divided into states after startup
(after issuance of command) and conpl eted (response
received) states. Specifically, the states of

processing using the IC 20 card entity data 773x are
managed by the instance geneygjion (1C card entity

data generation) state, RS post-startup state, RS

conpl eted state, Al post-startup state, Al conpleted

st at e, Fugthsgst ey AR panagenent) sdomsigst @deat 221 RE the
post-startup state, R conpleted state, Wpost-startup
stxdtegrnall oompdgt DV Ssindvat ein FEG I MSEBnfer (damsildl stores
entity data) deleted state. - 239 The IC card type

at & el Sord alft S NAY g - H & S W &y flIidESSand AP ID

dissuing the 1C card 703. The IC card type data 783 is —

%?hﬁ@&rkéﬁgéh fined by a Cl command in the
a

ove- ment’l oned script programat 5 the tine of

an the I.C card entity data 773-x. _Th

servi cé ¥y gE Sk MPF SHats sdg"ﬁ’f mest?&/vﬁ‘et H& caxrd
AP managenent_tabl e data 73001 to 7300_3 and ] ‘
55 phaFroit Bend P aads aperdenleeds identifppatipndata
data 73101 to 73103 used in processing using the IC

®&r ¢hentdnadidaicardy Tompany Hee fogmiinge sietid eplegrie flor
designating data 784 is set wth one or nore
Arplnisazitiense ariny thad acARardesiognated. by the CS
conmand in the above-nentioned script programat the
time ofndeneitd Lh ObmbBAihEntar theid I’:Xrgacgﬁe;o%@i macro

The processing order data 785 shows the order 1

[ f._servi (J,0Ps) _us i n_the processin .
T S el R L I
state transitiqn '
content combining the name APE N of a plurality of

application el‘e;neﬁt data APE. By reflecting this in the later

'explained IC card entity data (job management data), it is

possible to provide a service combining services

-correéponding to a plurality of application element data

APE,

For example, a service combining the service of reading
data from the IC card 703 and. the service of writing data |
to the server 702 can be defined in the IC card _entitj data.

Further, the AfE__N or its service number is an

operational command issued to the IC card 703 and able to

- be analyzed by the IC card 703 when performing a service

provided by the sezrvice businesses 715 1, 715-2, and 715 3.

The application prégram AP 1 is defined by the AP

management table data 7300 1 and a predetermined IC card
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shown in FIG 127. That is, the processing order data

785 uses the nanme APE -N of the application elenent

data APE to show the order 20 of execution of jobs

corresponding to basic operations of the IC card 703.

Here, the jobs, as explained earlier, correspond to.

the RS, Al, A2, R and Wshdwt in FIG 127. Specific

operations on the I1C card 703 are realized by the

@paara tdforphaces stoignatil gesi giaiasytin Bgokbd ibhe dftfernal

exanpl e, for processing using 240 a IC card 703 with

QRimbryead7ng Wi th no nutual authentication, the

processi ng order information 785 is set to "RS->R'.

Furt he c3se of readin d .wr

nmut ual The aut %’Iis -on PR é:ab“r %@2%3. ng oerfg‘g“a\éf E)Y the ap

i nformation 785 |s set 5 to "RS->Al->A2->R->W . The
dipde it metdGu? ARl ia Readstiqrpimed IC card

order of jobs shown in FIG 127 corresponding to the

ePgaatisn naeyp @ﬂm%ﬁﬂglﬁéﬂww sktarefddirCehe external

command in the above-nentioned script program when )

gemenyt 79 .the 1C card 10 entity data 773-x. The

pre-processing information 786 is set fromthe ASP

server 1h&9appde cwiti bnNpRagedhnardat 4 sf eerRaeloby Rte AP

processing using the IC card ent“ty data 773-x. For

o e 3' or nu ;ar%;&el%%n{&ed@cs Hard

wth-points of a conputatien Si gnated

service in the SF data bl ock plication elenent data
RBEYa Igﬁxlnttﬁ%ﬁ::’:o R §?ﬁ'Je? a%ﬁregn store in the external

memory 707.

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,
the Ethernet, etc. to the ASP séx_:ver 719, The ASP serverx |
719 is connected through the Internet 7;l0 to a plurality
of terminal apparatuses including a personal computer 705
of an end user and personai computers 716 _1, 716 2, and 716 _3
of service businesses 715_1, 715 2, and 715 3.

The personal computer 705, for example, is connected

..t'hrough a serial port or USB port to a Dumb type card
reader/wri_,ter. 704. The card reader/writer 404 realizes for

¢ example wireless communication corresponding to the' physical

level with the IC card 703.
The operational commands to the IC card 703 and

z':e'sponée packets from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card
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processing function is not defined, the pre-processing
information 786 is set wth the requested processing
charge.. 20 For exanple, in the case of settlenent,

the state relating to the amount of charge or points
given etc. is set. The postagpocessing information

787 is set with data of the processing result of the

IC card,entity data 773x 25 required at the ASP server
TAPSPREVTEBRE 043l BSTFANRRccompYter 3@, oand ASP server
settlenment, it is set with data show ng the existence

o713 hejfiwesin dheém ondreasetid eteme. thiexdommandslbinderesponse
for processing by the IC card procedure mnanagenent
tasktda@ ihovie idatd @ayiliad oiitite: bhdd rell dkakhbY safe and
of IC cards 703 using a plurality of 1C card entity

Oetd nd¥ Snvblielei fXphal .@Sg?rr#' 501'1 Gof a&QcP%é’\?ag 'S¢ data,

managenment task 772 is const bel ng st up on

thee bt 765, o5, t he Sﬁ%ﬁ hip 708 shown .in FIG é%4. 10

FIG 128 15 a 11ow c ar%rochﬁ%ldW%%ﬁ%§+%%sp%?f FrelC card
he | C card procedure nmanagenent task 772. Step -
1: The 1 C card procedure nmanagenment task 772

selects one ICcard entity data 773x for executing

t he neXiepirEasnaly compuharofTid pl @l t yprof 711G _3 can

card entity data 773x present in the storage unit

B3nlfvel hitchddtelr esptained séripwtpddgear dcekhit $AM chip

dat a

708 to customize the application programs AP 1, AP 2, and

AP 3, |

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown in FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory -
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
interface used for input and output of data with the ASP
server 719 shown in FIG. 109.

The external memory communication interface unit 761

is an interface used for input and output of data with the

- external memory 707.

The bus scramble unit 762 scrambles output data and
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773x may be to successively select I1C card entity data
773x present in the storage unit 765 or to assign a
priority order 20 and select by priority in the order
of the highest priority. Step ST702: The I1C card
procedure managenent task 77. iugges if the job of
the 1C card entity data 773x Sel ected at step ST701
has al ready been started up. Wen judging that it has
Hpsaerapblels unput datox odisn tinpuietimocesd i owtpditsimp data
ST705, 242 while when judging that it has not been
sthardwegh Uhe pE0ELANSL tdnd e FndaaEddWic SlePeSIdd3unit
Step ST703: The I C card procedure managenent task 772
jigiges from 5 the entity status information 782 shown
in FIG 126 of the IC card entity data 773x sel ected
at ste T7 ich state of the stat.ys nsitio
chart gﬁo%mﬁ%%r&% G IR Ltr e"ltgal?ta g s @
that,entity data is in and decides on the job to be
SERATLHURBRE FFethath&bpr binr sifngubherEicapion processing.
information 785. At this tine, the processing order -
i nf or ndticoRPPEFP tdeni/ desTvpdiondunibf 764 cencryptafdata and
j obs using the service elenents set in the service
defcnypttisoerncalyptedhtdmtas. expl ained earlier. 15 Step
ST704: The | C card procedure managenent task 772
startsTup 66ragb emiied769b eﬁéﬁaiﬁf& Q% tethestbredrihsks,
e

procedure managenent task 772.uses
programs, and data used by the CPU 766.
The CPU 766 executes the later explained script

download task, script inter@retation task, entity generation

task (job management data production task), and IC card

. procedure management task (job management data management

ta_sk) or other tasks based on predetermined programs
{programs of the presént invention).
Next, tasks, programs, and data stored in the storage

unit 765 will be gxplained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG. 125, it stores a scrip£ download task
769, script interpretation task "770, entity generation task
771, IC card procedure management. task 772, I1IC cérd operation
macro cdmmand script programs 721_1 to 721_3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310_3,

IC card entity template data 730_1 to 730 3, IC card entity




i0

i5

20

25

data bl ocks relating to that job in the input data

bl ock 20 731 x|, output data block 732x2, |og data

bl ock 733x3, and conputation defining data bl ock 734x4
expl ai ned above wusing FIG 125 to execute that job.

At this tinme, the IC card preggdure nmanagenent task

772, when issuing a connand to the IC card 703 in
execution 25 of uses the service el ement
praddond n@n%tﬂﬁa blgck|H_# aorsputdakabdieck 732_x2,
t hrough the AP managenent table data 73001 to 73003
tiooilata hlvek #3380 ,namde compntasponddafiningt data block
service el enment (operational command of 1 C card 703

ame ko, be anal yzed by the IC card 703). Further, the

IC 5 card procedure management task 772 uses the

obt ai nede Ml iGHR HYR0dP 23S 6d C?&Q"%le tx{‘em{é: 118,

card 703. Further, the 1C card procedure nanagenen

Sk’ S plalned uspn 3

R ee, % REC ALl av D, $Plga00_s e
area of the C card 703a, uses 10 the service el enent :
RFGTEETIR FG2RFR FaPlRotet 7938 dntot g « fer/gxample,
nanagenent tabl e data 73001 to 73003 and obtain the
Kapm tiher wempstegoofeepohdeagvioet husisessiand loads it in
el ement. Further, the I C card procedure nanagenent
tthek SAM chiges/athat key information to perform nutual
authentication 15 with-the 1C card 703, encrypt and

decrypirhkh@cdapt iateRprb®aiion! RakkPF90ea%eRd thidd service
obtain the right to access a predeterm ned storage

n(lf éagl al ?h.f % sgg&&é %t e&igwoaile data

o, 0
p§? ornegnhhen t éé card proce

7310_1 to 7310_3) and script program to generate the IC card

entity template data, input data block, output data block,
log data block, and computation defining data block for each
business.

The number of the data blocks generated for each
#ervice business is not particularly'limited;

When the entity gene;ation task 771 for example
receives an entity production request f;om the ASP server
719, it performs polling with the IC card '7.03 , thén generates |

t’he IC card entity data to be used for the prbcessing for

the procedure_between that IC card 703 and service business

- using the IC card entity plate data corresponding to that

service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.
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20 managenent task 772 issues a command to the IC card

703 and is waiting for the processing result of the

| C card 703. Wien the I C card procedure nanagenent

task 772 receives the processing result fromthe IC

card 703, it sets this in_thgslC card entity data

773-x. 25 Step ST706: - 244 Tge | C card procedure
managenent task 772 updates the entity status

i nf or MR PTERHILnG &Y theneptdfy ggnenngion7gagk 771 for
shown in FIG 126. In this way, in the present

et mbhon oficthe IAarahrdregdedyr elatanadaidebe eaplaindd in

selects in order the ICcard entity data 773 x for
tdetad Lr phtéy. of 1 C cards 703 present in the SAM chip
708 while performng the processing for the plurality

of 1C %@%E%f&ﬁ@é&ﬂe tty}\%[fetﬁlp%lﬁ% 416 SAY Sl one.

708 can sinul taneously procee processi ng

even to n_receiving ptocessi requests for

ottt o AR S B SRES T e RS o s stmense
and, FIG_ 130 are views for explaining the processing :
FH P DyFamdErEttea e PAOCERSAPENEAr AaPEORPRUre between
accordance with a routine defined by application

ditendift cBr 403 ARE Ghepsecwickenhusheasaese?ibng tatals 3.
perfornmed by the SAM chip 708 when executing a job at

st ep STAGEhe pidmsembenbodinend, NEhle Plaralidty SEqProcessing
ST741: The SAM chip 708, while executing processing in

20 AU R Nl R EES BRTReH 2RB! hEaLLPD! 6FBPE cards
dat a APE, N
703 and the service businesses 715_1 to 715 3 proceed
simul taneously.

The IC card procédure,malnagement task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure managemént task 772 deletes the
IC card entity data 773_x when the series of procedures have
been finished,

The processing of the IC card procedure managament
task 772 will be explained in detail later.

The script programs 721_1 to 721 3 are input by,the
script downlroad task 769 from for example the external memory
707 and stored in the storage unit 765.

The AP management table data 7300_1 to 7300_3 are input

by the 3cript download task 769 from for example the external

memory 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310_3 are input by the
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speci fies an application programfor use (access) and
application elenent data APE in that application

program Further, that use specifies one of reading,
witing, and execution of that application el ement

data APE. 25 Step ST742: -_2%9 The SAM chip 708

judges if the application el nt data APE specified

at step ST741 is present in that SAMchip 708. If

jssgipily dowafl oatl tssk 6 9L ese Hor exappbe adas ektteirh@l memory
processing of step ST743, while. if judging that it is

. PrEFeiid s tolBOCHEUhd Ostd¥ady AafiSsi7Tys of step ST745.

Step ST743: The SAM chip 708 views the AP managemnent

table qqltea 1S U4 %r%tg’l.?%g %&%O Qiga't%g 759 t].h %%g%?e;? are

appl i cation program ed to acqurfe t

data K-S ding 10 to the ing .
AT O | BT S AR e SRPHISHD by used

key data K -SAMto for nutual authentication wth the

SAVERRi et eR el sers ) aprer genesa tdmgnthe Ifacardametity

to be used. Step ST744: 15 |If the SAM chi ps 708 and.
wda Athentaft dthe qaoivestdmms reldtdgia ittadhd marheice
nmut ual aut hentication of step ST743, the SAM chip 708
poaderdsd=0 t he processing of step ST747. If not, it
proceeds to step ST751. Step ST745: 20 The SAM chip

708 Vi gl 10earE SREPOFERIYL Y98 £ i@aééngﬁggéqtﬂ} €RQ%hei ty

corresponding to the application program
generation task 771 using the IC card entity template data

730_1 to 730 3 as for example the class as an instance of

that class.

The input data block 731_x1, output data block 732 x2,-

log data block 733 _x3, and computation defining data block

734_x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 x will be explained.

The IC card entity data 773 x is generated by the entity

generation task 771 in the SAM chip 708 using the already

generated. corresponding IC card enti'ty‘plate data of the

service business for example when the SAM chip 708 receives

from the ASP server 719 é proceséing— request for processihg
using the iC qard 703 and app.'l_.ication program of the
predetermined service bu.-sines-s.

FIG. 126 is a view for explaiping the fqrmat of the
IC card entity data 773 x. |

As shown in FIG. 126, the IC card entity data 773 x
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bei ng executed and acquires the key data K SAM
corresponding to the service (application el enent

data APE). Further, for the application elenent data

APE to be 25 used specified at step ST741 as wel |,

the SAM chip 708 - 246 simJgyly views the AP

managenent table data 73001 to 73003 corresponding to
that application elenment data APE to acquire the key

das mRnagemendy peipsadi data o7 e endriters BBndhhg §8tvientity
(application elenent data APE). 5 Further, the SAM
cHigtud)Slataniatasushdatap B2ZUITEREarkeyypat daka- B8] APE N
Scranbl er 746: \Wen the SAM chip 708 judges at the
RIGERA tithPlaatL 78 45T o deatdi ngh @ rldey kHatgs K - SAM

match, the routine proceeds 10 to the processing of

2&@p 1747 - | i t i .Qce t
tfﬂ)é%gﬁ%ﬁs%gﬁﬂ) zgghTﬁgggjﬁﬁﬂ%ng§%§E%$&58%%“%?gﬁg'

t he AP _managenent table, data ,7300.1 tqQ 73003 ., .
corresgggdﬂﬁﬁaﬂgmfﬂ RRAPcex: f8 alg%ﬁréﬁrﬁnggﬁéﬁqqqé?“al
at step ST741 and specifies the APP table data 73101 :
POirtAFs fo5r MaHdigh Fheo Itheardh gnitddwi slrtal dfdx in the
data APE used. Step ST748: The SAM chip 708 or 708a
jskrdgage maidcI&Ss right of 20 the application el enent
data APE to be used (accessed) based on the APP table
data 78heleh@itgl@p3dapaciBiedsahiseticpo #éguests for

generation of IC card entity data 773 x, confirmation of

the state of progress, deletion, and other of the series

of processings using the IC card entity data 773 x. The entity

ID data 781 is also a return value to be given tc the end

-user. The e_ntity ID data 781 corresponds to a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
inélude, as shown in FIG. 127,- the state of processing for

investigating the services which the IC card 703 can use

. (RS), the state of processing by which the SAM chip 708 -

* authenticates the IC card 703 (Al), the state of processing

by which the IC card 703 authenticates the SAM chip 708 (aA2),

‘the state of processing for reading data from the IC card

703 (R), and the state of processing for writing data in

the IC card 703 (W).
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25 Specifically, it judges the right for reading,
writing, and executing the application elenent data
APE to be used. Step ST749: - 247 Wen the SAM chip -
708 or 708a judges at step ST748 that there is an
access right, it proceeds tq step ST750, while when
it does not, it proceeds to 43 processing of step
ST751. 5 Step ST750: The SAM chip 708 or 708a uses the
appl i ca dheepaasen tdanbodRnehRs C ithiet praceslsangSEoEL
for the usage specified at step ST741. Step ST751: 10
e i of AP Ts 82 A MRS i s J63E. Ui WY dAlil For
el enent data APE specified at step SI741 for the usage

ecidnhed..at ST74 Fyr.t her e XeCui i a .,ob
IR L, T R e SRR T
the SAM chip 708 transfers 15 data with the IC card .
PESFHN L FPEnEBe Wt 1P ¥R T tonaulBephdgass Fhe SAM chip
application el ement data APE, the SAM chip 708 views
{798  Athea prgesssingaber deadingodataof ragnothe hifvecand 703,
FIG 125 to acquire the key data K_CADR correspondi ng
tad thie Pppidecatiingn folre warittichet alaAfaE ianthes S tdaatd KB
data 20 K -CARD to access the nenory 750 of the IC

-, cordesfdhd NeXtjodshe overall operation of the

communi cation system 701 shown in FIG 109 will be
expl ai Redjo ", as explained later, is a unit of processing

for which the order of execution is determined by the IC
card procedure managemeni;. task 772,

Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM ch;i.é 708.

Further, in the present embodiment, cbnsidering the
communication time on the Internet 710, the above—mentiohed
basic states are, as shown in the state transition chart
of FIG. 127, managed dividé_d into states after-' startup (after
issuance of_ command) and completed (response received)
stateé.

Specifically, the states of processing using the IC

- card entity data 773 x are managed by the instance generation
* - (IC card entity data generation) state, RS post—-startup state,
‘RS completed state, Al post—startup'state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed sté.tie, W post-startup state, W completed

state, and instance (IC card entity data) deleted state.
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FIG 131 and FIG 132 are views for explaining the

overal | operation of the communication system 701

shown in 25 FIG 109 - 248 Step ST721: The service

busi nesses 7151 to 7153 or a party requested by these

service businesses produce thafgscript progranms 7211,

7212, and 721_3 describing the processing 5 for .

transactjons performed by the service bustnegses usi ng

the | C CRPIGER0EVRR SR313c783 ishdabe spewdlfydonptherservice

7161, 7162, and 7163 shown in FIG 109. Further, the
javesef issmiSaMtbiel (XC7 @Gl qidces the AP .

managenent table data 73001 to 7300_3 corresponding to

10 the TReviIcechus &g‘P&e&aE$5378§0131§ét {3&29 §Z§§2éi§fined

The AP managenent table data ESOOl to 7|300 pro %s o

abyShep 1S .St d_i he _extern nenor.y .

POt hor L {panafia 13! ShE f%%g%%fr?;?gff% “Sfrropsopen at
u at. .S ST721 ar wnl_oade rom.t he

e Rele b b&Rera a7 o 2R 16 GardoanthugRtand T3 x.

Internet 710, ASP server 719, and SAM chi p 708 to the

ext er nal MHeRBFYi9e7tYPe el preptsdeaignatingadata 784 shows

downl oad, as shown in FIG 118, is nmnaged by the _

sthe AP nanavsaantakablrs daita 7500  SAMochBQ0 78&nd aPplhieation

ST723: The script interpretation task 770 in the SAM

chlguenD8dstaWAPEndét thed 18n USRS APP AELIBNALZEREHE10 1 to
tabl e data 73001 to 73003 and script programto -
UEFED a3 @skd LRpFRlddihg using the IC card entity data 773 x.

The service type element designating data 784 is set
wit‘h one or more application elgmént data APE designated
by the CS command in the ‘above-mentioned script program at
the time of generation of the IC card entity data 773 x.

'.[fhe. processing order data 785 éhows the order of
execution of services (jobs) used in the procéssing using
the IC card eni:ity data 773 x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE__ﬁ of thé application element data APE to show the order
of execution of jobs corresi:onding ‘ﬁo basic operations of

the IC card 703.

Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, and W shown in FIG. 127. Specific operations

on the IC card 703 are realized by the order of processing

designated using the jobs. For example, for processing using
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tenpl ate data, an input data bl ock, output data bl ock

| og 25 data bl ock, and conputation defining data bl ock
for each - 249 service business. The generated data

Is stored in the storage unit 765 of the SAM chip 708
shown in FIG 124. Step ST72449 % The user is issued

the 1C card 703. As shown in FIG 113, the nenory 750

of %ge I C 703a _ of the IC card 703 stores the key data
uget Ferd 793 sty onky nepdime with ng mwteal aygthdntication,
busi ness contracted with. Note that, the contract

bédhfe BFoces siggr cadéra isdormedioh) 788siise setniyy ARE->R” .
be concl uded after issuance of the IC card 703

t Fuethlert, hanl ther palse’ bE eeadifgeAndT%#23tihe Wt Rhbual
when the user uses the personal conmputer 705 to

26GeRENERCaLAOHET tK L e R dit £he bmdt9oh0788% s set

try to purchase a product, the server I ssues a

pggca§§L9§1Lg&ES%h_%Hgough the Internet 710 to the ASP

server 71 "ASP server 719 receives a
processtg%aﬁgguest, fromthe server 702, it accesses

t he per SRDPELRY Ffer infmatign 18R dsaety pith the
Further, a processing requesting 20 relating to the IC
c@Fder03fi ishedshewmn ihE kGr d Xk samespionsting4d she order
transmtted through the personal conputer 705,

| pf eseeviZéOelamdn BSPdesigratdd Oih otheecSANLRRAAAT 8. the
Step ST726: The ASP server 719 outputs to the SAM chip
788ced-08hti¥ned script program when generating the IC card
entity data 773 x.

The pre-processing information 786 is set from the
ASP server 719 side with management data for performing
processing using the IC card entity data 773 _x.

For example, the pre-processing information 786 is
set with points of a computation formula of a designated
service in the SF data block (application element data APE).

Further, when an inter-service processihg function
is not defined, the pre-processing information 786 is set
with the reqﬁested processing charge. .

For example, in the case of settlement, the state
relating to the amount of charge or points given etc. is
set.

The posﬁ—prqcessing information 787 is set. with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example,-in the
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25 production request. That entity production request
stores 250 data showing the issuer of the IC card
703. Step ST727: When the SAM chip 708 receives an
entity production request, it performs polling with
the 1C card 703. 5 Step STZ2&43The entity generation
task 771 of the SAMchip 708, after finishing the
pol lin judges if the nunber of the IC card entity ,
dSRge/9E Fettdemant nithe Saf whth dAm FBowaAnghthe e stence
maxi mum nunber defined by the SC command of the 10

sefi pt nprogilaend towithei sethdemexitnum nunmber, it

proceeds to the processing of step ST729, while if

not, itNerts d ReuptinecsSsi pFoclsetl ng ¥ thel e &td b¥-ocedure
generation task 771, for exanple, specifies, 15 based

Oﬁahageﬁ@he SIS ERSwh gﬁy Prcof134 q':ellgtg.?\):%d g% 03 plurality

stored in the entity production request,

SEEVirge LN .card entity.tenplate datg to use

aﬁ Egegggﬁgteééeég?ﬁgda PCE ?ﬁggggft§8pF3Fa ﬁﬁFé%Vodata
g rate.the IC card. entity data 773_x. 20 This '
CZ?§e§p3ﬁ%g b3 ?ﬁ@i?ﬁg?ﬂnce generation shown in FIG

127. Step ST730: The SAM chip 708 outputs to the ASP
server Th®ICeardpriocpdugeghanagenent sagke@fRtys denatantly
773 x generated at step 25 ST729 at step ST731.

being started up on the CPU 766 of the SAM chip 708 shown

in FIG. 124.

FIG. 128 is a flow chart of the processing pPexrformed

by the IC card procedure mahagement task 772.

Step ST701:

The IC card procedure management task '572 selects one
IC card entity data 773 x for executing the nexf processing
out of the plurality of IC card entity data 773 x pres-ent
in the storage unit 765.

Ifh_e method of selection of that IC ca;'d entity data
773_x may be to successively select IC card entity data 773 _x
present in the storage unit 765 or to assign . a priority order
and select by priority in the order of the highest priority.

‘Step ST702:

_The_ IC card procedure management task 772 judges if

the job of the IC card entity data 773_x selected at step

ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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251 The I1C card procedure nmanagenent task 772 of the
SAM chip 708 investigates the services which can be
utilized by the IC card 703. This is processing
corresponding to the job RS showmn 5 in FIG 127. Step
ST732: The I C card procedure ggnagenent task 772 of
the SAM chip 708 authenticates the legiti malcy of t_h(re]
IC.card 703.., This i.s processing corresponding to the
j &BAe §ﬁ8ﬁnﬂ“%1?% tri’l% ifohas s?% bgppsgtarted| @ ¢ ampceeds
703 authenticates the legitimcy of the SAM chip 708.
THios the processimg ofr mdsposdi703.t o the job A2 shown
15 in FIG 127. According to steps ST732 and ST733,

| the | C 8&eg 30303and SAM chip 708 are nutual ly _
. authenticated. At this tinme, as explained earlier, in

accor dapge ¥¢tdhrd PRIl nafl gehE RNt 8Rt P78 PRag £
bei ng execut ed bIS./ ?ﬁ?e SAM 20 chig%h708, :taﬁe AP Fudges from

THsOE RSty S ORLLIR JEIOAT T P G whe

are vi ewed, the I's ac

key data K - LS d for the nutual . ‘
EEIEAT ST BRI KR St hiA) 75807 Pyl state

of the 'IC card 703. Step ST734: 25 The IC card
pPbcther stakHagtRansitaor Pharsf shpwnSiv FE@. 172 the

pProcessing relating to that entity data is in and decides
on the job to be executed next from the Processing order
inforﬁation 785.

At this time, the processing order information 785

defines the order of execution of jobs using the service

elements set in the service definition table data as

explained earlier.
Step ST704:
The IC card procedure management task 772 starts up

the selected job at step ST703.

The IC card procedure management task 772 uses the

‘ data blocks relating to that job in the input data block

731 _x1, output data block 732 _x2, log data block 733 x3,

‘and computation defining data block 734 x4 explained above

'using FIG. 125 to execute that job.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that




10

15

20

25

chip 708 reads and wites data required for the

procedures wth the IC card 703. This is processing
corresponding to the jobs R, Wshown in FIG 127. 5
Further, the IC card procedure managenent task 772

uses the processing fornul a gpecified based on the
pre-processing data of the IC card entity data 773x

and. uses the data read fromthe IC card 703 to

pdPPoff BhEeY ffe fRaRSh Hbgopghpthar ABanagener htable data
Step ST735: The I C card procedure nanagenent task 772

of7 30Re 1Sk 7309 p3 768 obtiagat thehsepyice seimter esudesgfonding
step ST734 to the ASP server 719. Step ST736: 15 For
exanphat sdevids sl ahgi i QRET HTRIHIIEC BBRAfnahaSEf 7T 2ard 703

“deletes the IC card entity data 773x. As expl ai ned

ahpye, tacsar dhddyked Bg ¢ARMR catliongs§ys a
SAM unit 709, byY%onfiguring thggggpPPngigﬁgké%%drgﬁﬁ Ic

[ it f Li j.on. el nt, data 20 .
AR Sl el oA B bk T {2 g™ 08 Spir e sexvice
tgbl d%ta.to define the conputation content of the :
apprrcat i-gn*tS8PendnforReadase, the 1€ pasdi BPE-t o
provi de_di verse services using the I1C card 703.

Fur t herFuBEReF di Bget ICt perd cpreredure onanggemem ¥ 0ttask 772,
25 it is possible to use the AP managenent table data

amel eAPRLBRd nabhg KEE all3, fwieen Koy irdbimetion is required
utilization of application

for accessing the storage area of the IC card 703a, uses

the service element correépondi'ng to that job to search
through the AP management table data 7300_1 to 7300 3 and
obtain the key information corresponding to that service

element. Further, the IC card procedure management task 772

- uses that key information to perform mutual authentication

with the IC caxrd 703, encrypt and decrypt the data, or perform

other processing and obtain the right to access a

5

predetermined storage area of the IC card 703.

Step ST705:

4

Step ST?QS is performed when the IC card procedure

‘management task 772 issues a command to the IC card 703 and

is waiting for the processing result of the IC card 703.
When the IC card procedure man?agement task 772 receives

the processing result from the IC card 703, 'it sets this

- in the IC card entity data 773 _=x.

Step ST706:
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el ement data APE in the same SAM and utilization of
application el enent data APE between different SAMs

while mintaining a high security. 5 Further,

according to the comunication system 701, when using
application el ement data APE bgiween different SAMs,
since nmutual authentication is perforned between the

SAMs, it_Js ssibje to inprove the security of the

appl i cat 'Fi&?l %? (‘f@v‘éJnEmdeFEfPt Hapagguent dtagk t172 pdates the
conmuni cati on system 701, by allocating a SAM I D of

t @ik sratyst dnformappbncaBRoof phegIansasfi éheity data
same service business, it is possible to prevent
cohp?ixatieowmuinaFI@ut beaeti cati on processing from

bei ng perfornmed between application el ement data APE

of 15 appl iwatd WasP! OfK 26 %ré%é%%ﬂé‘ne%yﬂ‘g IC card

thereby lighten the burden”of managene

i Rf [ in t he SAM chi p. Further,
ag:or%%%%]o tﬁed comru?ﬁ%sg‘t ?lgig §7dFSHe78R, orferj Ehe IC card
p 1:al.e rate 1C card entjty data 773x for 20 '
e%?@‘%%%%&? 23% §Brotlé'a L;?Jégr%lec%nf @i dCnFaKdshd03 @resent

card 703 and have the I C card procedure managenent

-t 3% BRP2SH¥eChinCTOF (il he pesifon@iog ¢henproyedaing for the

773x to sinultaneously proceed with processing
r ®lawiadd tvo afhd@laanals tA0Dfin paraildel .7GherdTore, the SAM
Further, according to the authentication system 701,

26hipsT08adr situlthhbu@lly §PoSb8l Gt thE $Adessing evi
entity data 773x actuallybdéed for ﬁhe proé%ss?%%s?%ﬁ'even
thaehCr@@@de% b&o&%sing requests for procedures using a
plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the

- Processing defined by another application element data APE

in accordance with a routine defineci by application element
data APE or Processing when accessing data performed by the
SAM chip 708'when executing a job at step ST704 in the above
explained FIG.‘ 128.

Step. ST741:

The SAM chip 708, while executing processing in
accordance with predetermined application element dai:a APE,
specifj.es an application progz;am for use (access) and
applicatipn element da‘i:a APE in that application pibgram.

Further, that use spet;:ifieg one of reading, wrii.:ing,
_‘and execution of that application element data APE.

Step ST742:




storage unit 765, the storage areas of the storage
unit 765 can be efficiently utilized. 5 Further,
according to the authentication system 701, as shown
in FIG 127, since the states of execution of jobs

processed by the | C card procggygre managenent task 772

are nmanaged divided into post-startup states and

conpleted states, after starting to execute one job,

it is posae bFAM 1chip LQ%riundges pkH ok anp¥ira it hetement
job in the state waiting for data fromthe I1C card
7032t iR bpeei fiiled atpotep [BIT41 dsebrasentein hamishM chip
time due to the transfer of data with the IC card 703

t resight £ huddgitef netat! 5& i@h@@ﬁre@&ﬁ@rdiﬂg Lecggas to the
aut hentication system 701, 15 the AP rranagerrent tab

?qgeﬁ?ie:)%&%? toge%*\?/l ceséwgr%z&%%e y q‘%‘lgg n%l vf%ua? 1s Pgesent

vi ce busj nesses, that |s, e APE nunber s
?pserw‘%es Us %r?%%sﬁ’d‘%a? so?ﬁ-b‘iffhe key data

used when prOV|d|ng t hose serV|ces These are held in

- 20 the &&& &F 4(\%-m)ry 707. Therefore, service
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busi nesses 7151 to 715_3 not the devel opers of the

SAM chi FhR0SAhehcigstTid adewshdie An mamagenintortable data
prograns running on the SAM chip 708 by produci ng
SCr3G0L_IprtegrzBt_72 dorresphndiity bl Lmant pcm&lt%ﬁ Brogram
themthrough the SAM chip 708 to the external

ExlcutldR oS acdfiiHeCenl uﬁ%? €3363 W lnu t@o:.]::les%aondlng |

can 2 5 custom ze their own applTcation-prograns

Wt“’“%“%aéﬁfrég e ng S R D SR iPPOELFene deta AzE)

operating the ICcard 703 or ot her
d uses that key data . SAM to for mutual authentication

| with the SAM chip 708a having the application element data
APE to be used.
| Step ST744:

If the SAM chips 708 and 708a authenticate each other’s
]fegitimacy in‘.the mutual authentication of step ST743, t_he.
_SAM chip 708 proceeds to the proceesing- of step ST747.I If

not, it proceeds to step ST751.
| Step ST745:

The SAM chJ.p 708 views: the AP management table data
7300 1 to 7300 3 correspondlng to the application program
being executed and acquires the key data K SAM corresponding
to the service (application element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the 'SAM'chip.'TOB




hi ghly confidential data. Further, the service

busi nesses 5 do not have to know the key data or card
oper ati onal conmands when custom zing the application
prograns, so the |l oad on the service businesses is

i ghtened. Further, accordi ng24e the authentication
system 701, since conputation content spanning a

pl ' f .servige 10 can be defined, it_is

Dol 44036l LE8 e BRoaBEmeh G Tt it 0% L ko 7300_3
plurality of. services in the range of services which
ar%mé&%%%%ﬁl%? e taakapplticatisn elemert slatahhPE ¢o acquire
card 703 side. Further, according to the

adghre keycdatak_SpM cor7edpondingitd the eduvicapdnding service
concept of the data block, the data input and out put

W tapphiecd €ienrdl bentinga thearmwg. data can be easily

managed. 256 CLAIMS: 1 A sem conductor circuit for

execut | Hirhd¥ 0 HEN A th i M P UL £ 1 dyo acquired
comprising: first transm ssion |iné&,  storage _

CikeMidadL sédﬁél ng instructions or data for

- exeCutling sar rogram a conputation circuit for

operati g _based o iid instructions read through
sai d fi%%faﬁiéﬁghﬂgéﬁon line fromsaid storage

~circuit, a first connection switching circuit for
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set ti ngWheg; he| §AY chimIRBsitdges iate thedpsardssiogagt step

CIS[.E(':IFTSt tllngt the two key data K SAM match, the routine proceeds
to the processing of step ST747, while when it does not,
,it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data ?3'00_1 to 7300_3 corresponding to the application
p:-rogram spec_ified at step ST741 and specifies the APP table
data 7310_1 to 7310_3 cor.;responding to the application
'element data APE used.

| Step ST748:

The SAM chip 708 or 708a Judges the éqcéss right of
the application eiement: data APE to be used (accessed) based
on the APP table data 7310_1 to 7310_3 specified at step
ST747. |

Specifigally, it judges the right for read:i.‘ng, wriﬁing,
and executing the application elémenﬁ data AI—'E to be ﬁse_d.

Step 5T749:
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one of a connection state and di sconnection state
based on a first control signal, a second connection
switching circuit for setting a second transn ssion
| ine outside of that sem conductor <circuit and said
first transm ssion line in ene4pf-a connection state
and disconnection state based on a second contro

si gnal , ti,0n rol circujt_ for

ou?put t ﬁtggsal & % on}bl% (ﬁ d* s %Ij‘fqﬂﬁ? Giad sriEFP ST748
di sconnection to sald second connection sw tching

ci YRF 1 EDPER LRt PRt IFPRSS arbghti rit preceeds skgnstep ST750,
instructing connection to said first connection

swhike nghen rti doamdnout pit tpngeseds secels prefdEoing of
signal instructing connection to said second
cotgetSTISBW tching circuit when outputting said

first control signal instructing disconnection to

said firsdep @@YWREtion switching circuit. 2. A
sen1conductor circuit as set forth in claim 1,

wh t t .
Connect a3 RARCERTE TORCGE s Pie PhaPuie ] fintiod plement

dr%c g?ﬁ,gpar atuts ci ‘the outsi de of said semi conductor °
gpectiird & iR dTH iffauithedsnge fspadified
inclaim 1, wherein, when said conputation circuit
r @dsterstShi&li-ons fromsaid storage circuit, said
connection control circuit outputs said first
Step S8T751:

The SAM chip 708 or 70Ba does not use the épplication
element data APE specified gt step ST741 for the usage
épecified at steé ST741.

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
dgta with the IC card 703 in accordance with the routine
‘defined'by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300_3 shown

in FIG. 125 to acquire the key data K ._CADR correspondlng

to that application element data APE and uses that key data

. K_CARD to access the memory 750 of the IC card . 703.

Next, the overall operation of the'cémmunication
system 701 shown iﬂ FIG. 109 wili be explained.

FIG. 131 and F1G. 132 are views for explaining the
oVerallloperation of the communication system 701 shown in

FIG. 109
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control signal instructing connection to said first
connection switching circuit and outputs said second
control signal instructing disconnection to said
second connection switching circuit. 4. A

sem conductor circuit as set $ggth in claim 3,
wherein: said conputation circuit outputs a signa

showi ng ty of instruction to be executed to a
third t&é‘?%ré)ﬁ-@]oh line and out puts an address of a-

storage area to be accessed by said instruction to a
fourth Yharsetviterbusimessas sHif dmdkits ¢h wond arty
circuit nmonitors said third transm ssion |line and said

- f owrqrke s texh o sthase | s@ev e, budibied s8l)ipbddied €8 € script

conmputation circuit is executing a fetch instruction

Ao GRS S1ANY 152173 11201 3G §bfi CYi &es@ﬂiﬂﬁﬁ ?@é%}f%cessing

first control 73ignal 7Tnstructing connectlo

fi HelolalyITol M i i ircuit and .outputs said .
sg%%%d contrngg?ﬁﬁ%%Q?ﬁ§%¥ﬁ%?]ﬁge'ﬂ?ggﬁﬁ%e TTbRefD=s using
sai,d cond tion switchin circuit, 5. A ‘
o= I50RE, 74T Fe paBPle ot dheBrrSepalsonputers T16_1,
Mhﬁ%fin said storage circuit stores a plurality of

f Irti%on antbddi®es oy dautii®y 4% program and

storing a plurality of instructions including

di sconnfarither, ektbaespagager of the SAM chip 708 produces the
AP management table data 7300_1 to 7300 3 corresponding to
the service businesses 715 1 to 715 3.

Step ST722:

The AP management table data 7300_1 to 7300 3 pr;)duced
at step ST721 are stored in the external memory 707.

Further, the script programs '1;21___1, 721_2, and 721 3
produced at step ST721 are downloaded f:.;om the persbnal

computers 716_1, 716_2, and 716_3 thrdugh the Internet 710,
ASP server 719, and SAM chip 708 to the exte:fnal memory 707.
Tbe processihg for that download, as shown in FIG. 118,‘-is
managed by the script download task 769 in the SAM chip 708.

Step ST723: |
The écript interpretation task 770 in the Sm chip

'5’08 shown in FIG. 118 uses the AP ménaéement table data 730b__-_i
to 7300 _3 and script program to generate IC 'card entity .
t,c.=nnp.\la‘l:;f.=.l data, an input data block, output data block, 1rog

data block, and computation defining data block for each
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T EG0EEPSSMAY 4P be co

i nstructions positioned at their heads and

di sconnection start instructions positioned at their .

tail ends and said connection control circuit outputs

said first control signal instructing connection to

said first -connection switchipg circuit when said
conputation circuit executes a di sconnection rel ease
instruction and outputs said first control signa

i N2TFVEEE Ngusimeednnection to said first connection
switching circuit when said conputation circuit

execut esTlee djeannntent idata Slsaklto8d! LHCEhA8NstErabfe unit 765

~sem conductor circuit as set forth in claim 5,

nhst otHs oM SRNPCTIS UhGANLIPIRRLT G4 OULPULS sai d
first control signal to sal I rst connection

smﬁtang&e(ﬂ fygg_so as to set said first

transniSS|3% i ne and said storage circuit

continuqQysly in the connection state until said

conput atiBh WFcdit Ifsted rdautss cardyi™93nnect i on

start instruction after executing said disconnection .
r el ease Hsnghayey iign FIE. AlSenithenthesoey Fi50cwift the Jwt 703a
forth in claim 1, further conprising: a third

- cofné&bei D8 card Hngtoreeuthe dasyn AatadudbiNfoAtransactions

out si de apparatus issuing at |east one of a read

r BUatle st withethdl serdlitedbuddind eI with.
circuit, arewite request of said internal state,

- and an ygperghlen dal Lohegues!ndlsal dcomputation. o L o
T antt ¥&C& PRI _F

circuit to sal conputatton crrcu

ether to _output said riag request, said rewite
ncluded after issuance of the IC card

703. through the Internet 710 etc.

Step ST725:

For example, whén the user uses the personal computer
fOS to access the server 702 through the Internet 710 to

try to purchase a product, the server 702 issues a processing

request through the Internet 710 to the ASP server 719,

+

When the ASP server 719 receives a processing request
ffom ﬁhe server 702, it accesses the personal computer 705
through the Internet 710. Further, a processing reqﬁesting :
;:elating to ﬁﬁe IC card 703 issued from the card reader/writer

704 is transmitted through the personal domputer 705,

. Internet 710, and ASP server 719 to the SAM chip 708.

Step ST726:
The ASP server 719 outputs to the SAM chip 708 an entity

production request. That entity production :Eeq’ue__st ‘stores




i nstructy,ons _
to be omhﬁautelf A FERe TR an ¢

operation halt request based on a third control signa
and said connection control circuit outputs to said
third connection switching circuit said third contro
signal instructing not to output said read request,
said 259 rewite request, andsgaLd operation halt
request to said conputation circuit when outputting
sa&dtfirgt contggl .signal instructing connection to
sard i PePvEBaAntRe; ofsuel pEnthg &Creard 30@.out puts
to said third connection switching circuit said third
control StePafT7hétructing to output said read
request, said rewite request, and said operation
hal t reditest the sSAM ClRIPUTES | AScEivEsidn €ty production
outputting said first control signal instructing
di BERNRCE] | DO pOrBdifls fbsEiiKQNRELH ?He Syt EQ{.«E 9703
circuit. 8. A semiconductor circuit for executing a’
programgsal dgspyg conductor circuit conprising: an
encryption/'decryption circuit for storing encrypted

r. data of said progra encrypting data :

g rﬂrgsjsi% thyerpr»%‘e%? chip 708,

E%gide of that sem conductor circuit to a storage

0
aftarsh JSinighine She el inetr yindaes risf refos ironsbex of the

-dat a inEut through said first transm ssion line from
c ~

sdd refel tap sttt UA73_ax rorgedrett idon thid @AM dKip 708 is
perform ng conputation using said decrypted
| meitbhuigt ithies mak iddind number defined by the SC command of the

10 - script program. If within the maximum number, it proceeds
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i:}o the processing of step ST729, while if not, it ends the
processing. |
étep ST729:
The entity generation task 771 , for e;:a.mp.'l.e ; specifies,
' based on the data showing the issuer of the IC card 703 stored
in the éntity prdductioﬁ request, which service _businéssl]

IC card entity template data to use and uses that spécifiea

IC card entity plate data to generate the IC card entity

. data 773 x.

This cor;respo:}ds to the i#stancé generation shown in
FIG. 127.

Ste:p‘ ST'?BO:

The SAM chip 708 outputs to the ASP server 719 the

entity ID of the IC card entity data 773 x génefated at step

_ST729 at step ST731.
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functi on nodul es

a selection circuit for selecting whether to all ow
communi cation between a second transm ssion |ine
outside of said sem conductor circuit and said
conputation circuit based on a control signal, and a
control circuit for outputtrng5lo-said selection
circuit said control signal for instructing to

di sal | owsp, & opanLy ' sai d second
transnisg?%n Iiné&g dﬂﬂggﬁﬁﬁﬁgﬁgﬁﬁgwfg gﬁ?&uﬁgzmﬁﬁlghe ShM

S gl tation circuit, _is performng processing
_u?'ljﬂglg& 108 TRPFRtioabetathe rirEises pritFrfandee wtihized

33?10 nductor circuit as set forth in claim8, wherein

sdid ettiemrdife3it is an outside apparatus

connected to said second transmssion line and is

i nt er posdd-shdtsvparwcas siuigs icde ragpahding t6SUh8058b RS shown
| east = one of a read request of an internal state of

sdind FI®nmgation circuit, a rewite request of said
internal state, and an operation halt request to said
conput atgirp s&i7seuit and said conputation circuit. 10

A sem conductor circuit as set forth in claim 8,

e T8 SRS RS Sh LTS e s

predet erm ne key information, generates key
sﬁg‘&Pf 3i°:€g 3 adest dthe é}?@éﬁ:ﬂﬁaﬁ’g oy tivef diCretsimsh 703.
used for encryption of said function nodules by plain

text, aRBisuipuprPrgssingd &eyrespending nigp i tHoOr{81 iz shown
to said storage apparatus |linked wth said encrypted
f 4ncFIGn ABdul es. :
Step ST733:
The IC card 703 authenticates the legitimacj of the
SAM chip 708. |
This is processing corresppndiné to the job A2 shown
in FIG. 127. J
| —Acco;ding to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutuat-rll"y 'aulthentic'ated.
At this time., as explained earlief, in accordance with

the application element data APE being executed by the SAM

chip 708, the AP management table d;ata.-7300__1 to 7300 3 shown

in FIG. 121 are viewed, the key data K_CARD is acquired,

and that key data K_CARD is used for the mutual authentication

- between the SAM chip 708 and CPU 751 of the 'IC card 703.

Step ST734:

‘The IC card procedure management task 772 of the SAM
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11. A sem conductor circuit as set forth in claim 8,
wherei n said encryption/decryption circuit holds a
plurality of key information used for said encryption

and uses key information specified based on said key
specifying information input 2%dm sai d storage

apparatus to decrypt said function nodul es i nput from

Sk .St r t hrqugh sai d.segond

oy RIF SR AN fod SIS FRPAFRE For thacpugpedures
forth in claim 10, wherein said encryption/decryption

ci'Pedt ¢t %cfép‘f%rgaW'decrypts sai d function nodul es
inunits of block data of a predeterm ned data

| engt h. Thd:s Asgueesming gerecespondiag setthieofjbhsi®, W shown
claim 12, wherein said encryption/decryption circuit
gamerEfGes 13%rity information in units of said block

data and stores 261 said parity data in said storage

appar at Fnritheltd thid Tc Taird Proce Rl mdhey el Y A0 772

said function nodules. 14. A seniconductor circult as

' S@ilsefs0h [ j r.ei i
fs0Tehle P&o@e@s@ngl%qfﬁ‘iﬁa sgzee%_g.ri:g.teéis bassaeidd oﬁlarifl't?
d

encryption/decryption circuit
bl ock data

d _sQ.that .a s t ot f ues of sa

BBk e et ahs bl mod i B ORI X and
seniconggftor circuit as set forth in claim 14,

WHEPEi FPEargtandeps: tsrmiddey 3G sare 183 ttodemfsirm. the

bl ock data input from said storage apparatus through
sBrgdetermineda compyutadion peocelsedngudges t he

| egitimacy of parity data corresponding to said bl ock
dat a angtephsu73pudging it to not be legitimate, halts

t he operation of :

The IC card procedure management task 772 of the SAM
'chip_?OB outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task
7?2 deletes the IC card entity‘data 773 x.

1

As,explaigéd above, according to the communication

. system 701 and SAM unit 709, by configuring the application

program AP:using a plurality of application.element data
APE and using the AP management table data and APP table
data to definé the computation coﬁtént 6f the application
element data APE, it is possible to provide diverse ser\’rices
.uéing the IC card 703, |

Further, accoiding to the communication system 701,

it is possible to use the AP management table data and APP ‘
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table data to flexibly realize utilization of application
element data APE in the same SAM and utilization of
application element data APE between different SAMs while
maintaining a high security.

Furtﬁer, according to the communication system 701,
when uéing applidation element data APE between different‘
SAMs, since mutual authentic;tion is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication system 701,
by allocating a SAM_ID of the same class to the applicatiqn
programs of the same service business, it is possible to
pPrevent complicated mutual authentication pProcessing from
being performed between appliéation element data APE of
application programs of the same business and thereby lighten 7
the burden 6f management of key information and processing
of fhe SAM chip.

Further, according to the communication system 701,
it is possible to generate IC card entity data-773_x for
‘each processing for procedures occurring with the IC card
703 an& have the IC card proqedure_management task 772 use
the plurality of IC card entity data 773 _x to simultaneously
: pr.o(:eed with processing relating to the plurality of IC cards
703, |

Further, according to the authenticétioh system 701,
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since it is sufficient to store the IC card entity data 773 x
actually used for the Processing for the IC card 703 in the
storage unit 765, the storage areas'of the storage unit 765
can be efficiently utilized.

Further, according to the authentication system 701,
as shown in FIG. 127, since the states of execution of jobs
processed by the IC card procedure mapagement task 772 are
managed divided into post-startup states and completed
sﬁates, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from the IC card 703. Therefore, it is possible
to eliminate the wait timé due to the transfer of data with
the IC card 703 through the Internet 710.

Further, according to the authentication system 701,
the AP management table data 7300 1 to 7300 3 describe in
them names shéwing the types of services provided by thé
individual service businesses, that is, the APE N, the.
numbers of services used in the IC card 703, and the key
data used when providing those services. Theée are held in
the external‘niemory 707. Therefore, service busineéses 715 1
to 715_3 not the developers of the SAM chip 708 can customize
their own application programs running on fhe SAM chip 708
by producing scfipt prograﬁs 721 1, 721_2, and 72%_3 aﬁd
downloading them through the SAM chip 708 to the externél

memory 707. That is, service businesses 715_1 to 715;3 can
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customize their own application Programs without the service
businesses being informed of the key data or operational

commands for directly operating the IC card 703 or other

highly confidential data. Further, the service businesses

do not have to know the key data or card operational commands

when customizing the application programs, so the load on

_the service businesses is lightened.

Further, according to the authentication system 701,
sihce computation content spanning a pPlurality of services
can be defined, it is possible to provide diverse services
combiﬁing a plurality of services in the range of services

which are executed simultaneous with allowance at the IC

‘card 703 side.

Further, according to the authentication system 701,

by introducing the concept of the data block, the data input

émc_l output with the IC card 703 and the log data can be easily

managed.
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CLAIMS:

1. A semiconductor circuit for executing a
program,

said semiconductor circuit comprising:

a first transmission line,

a storage circuit for storing instructions or data
for executing said program,

a computation circuit for operating based on said
instructions read through said first transmission 1line
from said storage circuit,

a first connection switching circuit for setting
said first transmission line and said storage circuilt in
one of a connection state and disconnection state based
on a first control signal,

a second connection switching circuit for setting a
second transmission line outside of that semiconductor
circuit and said first transmission line in one of a
connection state and disconnection state based on a
second control signal, and

a connection control circuit for outputting said
second control signal instructing disconnection to said
second connection switching circuit when outputting said
first control signal instructing connection to said first
connection switching circuit and outputting said second
control signal instructing connection to said second
connection switching circuit when outputting said first
control signal instructing disconnection to said first

connection switching circuit.

2. A semiconductor circuit as set forth in claim
1, wherein said second connection switching circuit is
connected .through said second transmission line to a
storage apparatus at the outside of said semiconductor

circuit.
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3. A semiconductor circuit as set forth in claim
1, wherein,

when said computation circuit reads instructions
from said storage circuit,

said connection control circuit outputs said first
control signal instructing connection to said first
connection switching circuit and outputs said second
control signal instructing disconnection to said second

connection switching circuit.

4. A semiconductor circuit as set forth in claim
3, wherein:

said computation circuit outputs a signal showing a
type of instruction to be executed to a third
transmission line and outputs an address of a storage
area to be accessed by said instruction to a fourth
transmission line and

said connection control circuit

monitors said third transmission line and said
fourth transmission line and, when Jjudging that said
computation circuit is executing a fetch instruction and
accessing said storage circuit,

outputs said first <control signal instructing
connection to said first connection switching circuit and
outputs said second control signal instructing
disconnection to said second connection switching

circuit.

5. A semiconductor circuit as set forth in claim
1, wherein

said storage circuit stores a plurality of function
modules for executing said program and steoring a

plurality of instructions including disconnection release
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instructions positioned at their heads and disconnection
start instructions positioned at their tail ends and

said connection control circuit outputs said first
control signal instructing connection to said first
connection switching <circuit when said computation
circuit executes a disconnection release. instruction and
outputs said first ceontrol signal instructing
disconnection to said first connection switching circuit
when said computation circuit executes a disconnection

start instruction.

6. A semiconductor circuit as set forth in claim
5, wherein said connection control circuit outputs said
first control signal to said first connection switching
circuit so as to set said first transmission line and
said storage circuit continuously in the connection state
until said computation circuit next executes a
disconnection start instruction after executing said

disconnection release instruction.

7. A semiconductor circuit as set forth in claim
1, further comprising:

a third connection switching circuit connected with
an outside apparatus issuing at least one of a read
request of an internal state of said computation circuit,
a rewrite request of said internal state, and an
operation halt request of said computation circuit to
said computation circuit and determining whether to
output said read request, saild rewrite request, and said
operation halt request based on a third control signal
and

said connection control circuit outputs to said
third connection switching circuit said third control

signal instructing not to output said read request, said
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rewrite request, and said operation halt request to said
computation circuit when outputting said first control
signal instructing connection to said first connection
switching circuit and outputs to said third connection
switching circuit said third control signal instructing
to output said read request, said rewrite reguest, and
said operation halt request to said computation circuit
when outputting said first control signal instructing

disconnection to said first connection switching circuit.

8. A semiconductor circuit for executing a
program,

said semiconductor circuit comprising:

an encryption/decryption circuit for storing
encrypted instructions or data of said program,
encrypting data to be output through a first transmission
line outside of that semiconductor circuit to a storage
apparatus, and decrypting encrypted instructions or data
input through said first transmission line from said
storage apparatus,

a computation circuit for performing computation
using said decrypted instructions or data,

a selection circuit for selecting whether to allow
communication between a second transmission line outside
of said semiconductor circuit and said computation
.circuit based on a ceontrol signal, and

a control circuit for outputting to said selection
circuit said control signal for instructing to disallow
communication between said second transmission line and
said computation circuit while said computation circuit
is performing processing using instructions or data of

said program.




260

9. A semiconductor circuit as set forth in claim
8, wherein said selection circuit is an outside apparatus
connected to said second transmission line and is
interposed between an outside apparatus issuing at least
one of a read request of an internal state of said
computation circuit, a rewrite request of said internal
state, and an operation halt request to said computation

circuit and said computation circuit.

10. A semiconductor circuit as set forth in claim
8, wherein said encryption/decryption circuit encrypts
function modules forming said program using predetermined
key information, generates key specifying information for
specifying key information used for encryption of said
function modules by plain text, and outputting said key
specifying information to said storage apparatus linked

with sald encrypted function modules.

11. A semiconductor circult as set forth in claim
8, wherein said encryption/decryption <circuit holds a
plurality of key information used for said encryption and
uses key information specified based on said key
specifying information input from said storage apparatus
to decrypt said function modules input from said storage

apparatus through said second transmission line.

12. A semiconductor circuit as set forth in claim
10, wherein said encryption/decryption circuit encrypts
and decrypts said function modules in units of block data

of a predetermined data length.

13. A semiconductor circuit as set forth in claim
12, wherein said encryption/decryption circuit generates

parity information in units of said block data and stores
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said parity data in said storage apparatus linked with

said block data when encrypting said function modules.

14. A semiconductor circuit as set forth in claim
13, wherein said encryption/decryption circuit generates
said parity data so that a sum total of values of said

block data and parity data becomes a predetermined value.

15. A semiconductor circuit as set forth in claim
14, wherein said encryption/decryption circuit decrypts
block data input from said storage apparatus through said
first transmission line, then Jjudges the legitimacy of
parity data corresponding to said block data and, when
judging it to not be legitimate, halts the operation of
said computation circuit or performs predetermined error

processing.

16. A semiconductor circuit as set forth in claim
10, wherein a data length of said block data and a data

length of said function modules are the same.




