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Techuical Field

The disclosed system is in the field of managing networked computer systems that are

20  used in various aspects of a complex business organization that can be monitored by
computer technology. More particularly, the disclosed system concerns a method and
apparatus for network analysis by selectively displaying layered network diagrams to show
the state of one or more links, connections or hardware/software relationships that may exist
between components of a network.

25

Background
Generally, network management systems illustrate the contents and topological
structure of a networked system with a display using any one of several visualization
techniques such as static 2-D network diagrams, dynamic tree diagrams, or 3-D views. These

30 displays commonly use some type of icon or other symbol to represent the objects or nodes in
the networked systems, and lines, pipes or other linear shapes to represent the network links
or connections that interconnect the objects or nodes in the networked systems. Various
techniques are used to indicate status, traffic volume, performance, or the like, of both the

objects or nodes and the links.
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abstract i on. TA SHUAGE W drntiRnont (HESPed dioRCBL fPaBEPBHIE & BEFFbr med
based oOMédRerkidMdedm inldetwork analysis system is described. The method includes the steps of

receiving input associated with a level of abstraction and determining the level of abstraction
20  based on the input. The method also includes the step of filtering network links for display
based on the level of abstraction. The method further includes the step of displaying the
filtered network links to present a layered network diagram.
In accordance with the described system, a second method for presenting a layered
network diagram on a visualization workstation is also described The second method
25  includes the step of storing in an object repository, at least one object representing a link or
connection between components of a network. The method also includes the steps of
receiving a request to present the network topology represented by the at least one object in
the object repository and receiving input associated with a level of abstraction.
A step of determining the level of abstraction is performed based on the input. The
30 method further includes filtering the objects based on the level of abstraction. The filtered

objects are displayed to present the layered network diagram.



30 nethod further includes filtering the objects based on the | evel of
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25 network analysis systemare shown in Figure 1. The systemincl udes one
or nore of a Figire dRIillysuates s disptay f h ispresantation af @ hplawikedcp@iiebeptern2, one
or nore &%%Qﬁrst@rﬂ%diﬁ@ﬁtio?% Snt s@figpone or nore agents 104 associ at ed
with each such managenent application. The visualization workstation 101

i nteracts priligure R ilhpstiates halisphiy ed ther repressintabipy of 4 0gtwolsrd lestpetensysted1
requests_infor I ., to repository 102. 30
W)rk§5t8ata}cgérzrdl%éE@%%%gné]%@?%cﬁlg%}t?gﬁg%%&gve egE’SUCh as status change or object
addi ti ons fr dfigure 2D illustrates a display of the representation of a networked computer system

according to a third embodiment of the present system;
Figure 3-4 are flow diagrams that show two stages of a preferred method practiced
with the present system; and
20 Figure 5 illustrates a user interface control panel for selection of links according to a

preferred embodiment of the present system.

Detailed Description

The various components that comprise a preferred embodiment of the disclosed

25 network analysis system are shown in Figure 1. The system includes one or more of a

visualization workstation 101, an object repository 102, one or more management

applications 103, and one or more agents 104 associated with each such management

application. The visualization workstation 101 interacts primarily with the object repository

102. Workstation 101 requests information from and sends commands to repository 102.

30  Workstation 101 gets notification of events such as status change or object additions from
repository 102.

 The repository 102 in turn gets this information from the various management

subsystems 103, which are fed by agents 104 associated with the managed systems. One



repository 102. The repository 102 in turn gets this information fromthe
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20  User display 208 selectively depicts the network topology represented in repository 102.
Display 208 provides additional information relating to the link between server 202 and
workstation 204. Display 208 selectively presents the network topology according to a
particular level of abstraction. In the case of display 208, individual links 210, 212 and 214
are depicted which represent the levels of an industry-standard “stack” representation of the

25  network such as an Open System Interconnection (“OSI”) stack, specifically the network 210,
transport 212, and application 214 layers are depicted.

The network layer represents the services in the OSI protocol stack that provide
internetworking for a communications session. The transport layer represents the services in
the OSI protocol stack that provide end-to-end management of the communications session.

30  The Application layer fepresents the software in the OSI protocol stack that provides the
starting point of the communications session. Displaying separate links for specific layers of

a stack enables the user to more accurately determine the state of the relationship between

any two network nodes.
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.connect a specific pair of network
regardf%ss of the log1ca1 definitions or relationships of such layers. Although the links of

20  figures 2A-2D are depicted as various two-dimensional dotted, dashed and solid lines, this is
only one way to implement the method. Of course, links of various colors, shapes, sizes,
animations and dimensions- could be used to convey information pertaining to any
relationship between two network components.

In a preferred embodiment, the various links that connect a specific pair of network

25  components or objects in a user display are related in an order that reflects the foundation or
containment hierarchy of the stack of abstraction layers. For example, the order of links
displayed in Figure 2C indicates that FTP 218 runs on top of TCP 220 which runs on top of
IP 222. In alternative preferred embodiments the various links that connect a specific pair of
network components objects in a user display are related in a structure that indicates that they

30 are at the same logical layer, for example Figure 2D indicates that FTP 218 and HTTP 226
are both in the application layer. In still other preferred embodiments, the various links that
connect a specific pair of network components or objects in a user display are related in a

structure that indicates dependencies among them. For example, a user display may provide
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20  engine operates independently for all the types of links, following all the inclusion and

dependency relationships that are relevant for such a propagation engine.
The illustrated propagation engine will cause an TCP failure to be reflected in an IP
link, even if only the IP link is selected to be displayed. The preferred method begins at 402
At 404, a failure in the IP layer is tested. If the IP layer has failed, an IP failure status is
25  displayed at 406. The propagation engine then proceeds to determine whether an TCP layer
failure has occurred at 408. This determination is necessary because the IP layer is
considered to contain TCP. Consequently, a failure in the TCP layer would affect both the
TCP layer and the IP layer. At 408, if a TCP layer failure has occurred, the propagation
engine displays both an IP layer failure and a TCP layer failure at 410. Likewise, since TCP
30 is dependent on IP to operate correctly, a failure in the IP layer should propagate to the TCP
layer as well, making the system show a deduced failure status even if only the TCP layer is

displayed.
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20  the object, severity of status, membership in business process, and other propertics. In

accordance with alternative preferred embodiments of the present system, the system
cooperates with such context-based filtering, allowing the user to direct for, example, that the
display should include only those systems and links that are part of order processing and
handle IP traffic.

25 In summary, a preferred embodiment discloses a method and apparatus that allow for
network analysis by a representation of the structure, state, load, or performance of the links
and connections between components of a network by methods including using layered
network diagrams. This representation is customizable allowing the user to easily and
quickly select what aspect of the links comprising a network to view.

30 Accordingly, it is to be understood that the drawings and description in this disclosure
are proffered to facilitate comprehension of the system, and should not be construed to limit
the scope thereof. It should be understood that various changes, substitutions and alterations

can be made without departing from the spirit and scope of the system.



20 the object, severity of status, nenbership in business process, and

ot her properties. In accordance with alternative preferred enbodi nents of
t he presavo 0xysrem the system cooperates wth such contPTAUR@IRAES
filtering, allowing the user to direct for, exanple, that the display
shoul d i nclude only those systens and links that are part of order
processing and handle IP traffic. 25 In sunmary, a preferred enbodi nent

di scl oses_a net hod and apparatus that allow for network analysis by a

r epr esentVAgl isRlaBRedife structure, state, load, or performance of the |inks
and connections between conponents of a network by methods including using
| ayered network diagrans. This representation is custom zable allow ng the
user to basi |4 methed fefAnglyiipg Siskceetweghapmpensatstof @ ompugen sysike, eompisingi ng a

net k to vhg&ﬁﬁégmﬁ&ggg h%%%ﬁhhiﬁw&%fh&u@ ynderstood that the draw ngs

and description in"this dis sure are proffefed to facilitate
conprkhensi ordetdrmirieg thy &tvelmf absticictidndball anahe Inputgonstrued to linmit the

scope, t hereof,, |t shoul.d.be .under stood t hat, varigu hanges, substitutions
and a terati3ﬂ§nn%3%“@gg%%:gnhf%%%&?“%égb.?%W%O¥g§§?%ﬁ@’ irit and scope of
t he system 7diAMDyaRY B3 8ltdrePaSbvbiFAkS RA4BEsendMlajerédnetvarkdegrdns: 1 1. A net hod
for analyzing |inks between conponents of a conputer system conprising: 2
receiving input associated with a |level of abstraction; 3 determ ning the

| evel1 of2.abstTirGhdtedd dfated 10Whérbia thdiapiitis udet IdbMifidagonet wor k |i nks for

di spl ay based on the | evel of abstraction; and 5 displaying the filtered
network links to present a | ayered network diagram 1 2. The nethod of

clai m 1,3 whergietndifl drieRith 1l FhaeMIRY lold 8Dhisfh@Rh r@eserks B leahgne et hod Of
claim1l1, wherein the |evel of abstraction represents at |east one 2

pr ot octol proted. The nethod of claim 1, wherein each displayed network |ink
represents a layer of an 2 industry standard stack. 1 5. The nethod of
claim4, wherein the |ayer of the industry standard stack is selected 2

f r om t het.gr oukhequsiddsifickegmdf whéreinleaghedisplayied aetwopelimkSymtenisladsyer obamect i on
(osl), pr I .1 6. The nethod of claim1, wherein each network
i nk %ep@@%ﬁ ﬁgméﬂégéﬁgcol. 1 7. The nethod of claim6, wherein the
protocol is selected fromthe group consisting of

1 5. The method of claim 4, wherein the layer of the industry standard stack is selected

2 from the group consisting of the layers of an Open System Interconnection (OSI) protocol

3  stack.
1 6. The method of claim 1, wherein each network link represents a protocol.
1 7. The method of claim 6, wherein the protocol is selected from the group consisting of

2 Internet Protocol (IP), Transmission Control Protocol (TCP), File Transfer Protocol (FTP)
3 and Hypertext Transfer Protocol (HTTP).

1 8. The method of claim 1, wherein filtering includes identifying any network link that

2 represents a relevant propagated failure regardless of the level of abstraction

1 o The method of claim 1, wherein displaying includes displaying a three dimensional

2 representation of the link.



2 Internet Protocol (IP), Transm ssion Control Protocol (TCP), File
Transfer Protocol (FTP) 3 and Hypertext Transfer Protocol (HTTP). 1 8. The
met hod ofw@bzsasril, wherein filtering includes identifyi ngpe@nysSeet2ussr kK | i nk
that 2 represents a relevant propagated failure regardl ess of the |evel of
abstraction 1 9. The nethod of claim1, wherein displaying includes
displaying a three dinensional 2 representation of the link. 8 WD 02/33871
PCT/ US01/ 32488 ﬁﬁ’ﬁo A et hoq for network anal ysis by presenting a | ayered
net wol k H-agramegiddonnefyar aptlysis Popresrainast Bysrethoctwerstiagsamenas storing in
an oby} eclisiBPAdntvwirkstatRh, dRgtiingne obj ect representing a |ink between 4
conponents of a_network; 5 receiving a request to present the network

t opoldgy r epréEstiean phieetiepository < daastone object sejresertingr likeebtserct

r eposi t of Mnnohek:& L1 NGt Nput associated with a I evel of abstraction; 8
determning the level of abstraction based on the input; 9 filtering the at
| eastS one objreesivibzs eafuest tq presentihe hetebrkabsdlegyoeprosented iyl thient thastinayi ng t he
at | east - fi \r ects to present a |ayered network diagram 1 11.
The rr6:t h%lg&gfﬂg}agﬁr% %Sé)otg%kﬁgf ein the level of abstraction limts the

pr esent at i on eceidhg inpul ssiataineitlps Bvdobhbstractibd; The net hod of cl ai m 10,

whereji n the displ ayed,obj ects. represent, a |ayer, of an 2 industry standard
stacié 1 13. ﬁ%mﬁé?%tga?éggfo 2 Wﬁg{i DR PRIPHE | ayer of the industry

st andard stacfklteiriﬁgslfe%wambne(Bbjfecftgzmeﬂbatlg:rllet@oﬂﬂﬂﬁréulﬁ;ibh;r@dof tﬂe Iayﬁrz o; an
Open, System | pt er conpect.i on |) protoco 3 stack. 1 14. The nethod o

ol ai K 10, whelai e ﬁaHF%SbP’EﬁET@UibE@ES p arﬁﬁe@g%#ﬁgreanﬁwaflb%@mi 15. The
met hod of claim 14, wherein the protocol is selected fromthe group
consisting of 2 Internet Protocol (IP), Transm ssion Control Protocol
(ToP)L Flie Thhemasteed dickind8) Whsrsipyhedevehaf ahyisstion kmity themeesentatimnde gk ol
(HTTR) . flastBne J3&cHEt hod of claim 10, wherein filtering includes
identifying any object that 2 represents a relevant propagated failure
regardl ess of the |evel of abstraction. 1 17. The nmethod of claim 10,

wherej n gj splgy ﬂ&hd@&cmq O%ﬁ&élﬁmerlﬂsp?ayu]B’tﬁgctéjlleﬂf‘%ge?llt g ﬂ%kr of an

2 industry standard stack.

13.  The method of claim 12, wherein the layer of the industry standard stack is selected
2 from the group consisting of the layers of an Open System Interconnection (OSI) protocol

stack.
1 14.  The method of claim 10, wherein each displayed object represents a protocol.
1 15.  The method of claim 14, wherein the protocol is selected from the group consisting of
2 Internet Protocol (IP), Transmission Control Protocol (TCP), File Transfer Protocol (FTP)

3 and Hypertext Transfer Protocol (HTTP).

1 16.  The method of claim 10, wherein filtering includes identifying any object that

2 represents a relevant propagated failure regardless of the level of abstraction.

1 17.  The method of claim 10, wherein displaying includes displaying a three dimensional

2  representation of the at least one object.



2 representation of the at | east one object. 9 WO 02/33871 PCT/ US01/ 32488
1 18. An apparatus for analyzing |inks between conponents of a conputer
system 2ava@ompasirsi ng: 3 a processor; 4 a nenory connect edPCDUS@EI/3 4§83 ocessor
storing a programto control the operation of 5 said processor; 6 the
processor operative with the programin the menory to: 7 receive input
associated wwth a level of abstraction; 8 determine the |evel of
abstractlon based on the input; 9 filter network |inks for di spl ay based on
the level® of %%%Hﬂa%?&%feﬁwanab{ﬁ@gilek%b%‘meayoma@mmswf 8 CRBPHBLSKEER: | i nks t o

pr esent @)Iﬁlﬁxﬁéglrged network diagram 1 19. An apparatus for network anal ysis
by presenting a | ayered network diagramon a 2 visualization workstation,
conprd si ng: R MEOPFWEessor; 4 a nenory connected to said processor storing a
programto c I ssor
peragi ve i ChepRg SO aeRE NG o nsor Skl SpRREFES Bl A RO6F

r eposi t osaid pratestagast one obj ect representi ng a |link between 8 conponent s
of a pnetwork; i & t he netvvork t opol ogy

repr eégent ed btth%geS% 0?’8%(51 &]Llhg go%ragﬁ%stﬁg&e e Obj ect repository; 11
receive input assmmeazbenbmssbcmedWBhleyf:lﬁbhitfaaMrl on; 12 determ ne the

| evel, of abstracti.on based .on. t in |ter the at | east one object
based on t he Ievelde%fmlé‘f)g}erlﬁvﬂf’%%?tr ﬁnriaie(g?ré%‘laéﬂpuf ‘he at |east one filtered
obj ecd s to presentfil@r hayeikahkn - WBplsy Bhsa@ bathe levkDof abstraction; and

10 display the filtered network links to present a layered network diagram.
1 19.  Anapparatus for network analysis by presenting a layered network diagram on a
2  visualization workstation, comprising:
3 a processor;
4 a memory connected to said processor storing a program to control the operation of
5  said processor;
6 the processor operative with the program in the memory to:
7 store in an object repository, at least one object representing a link between
8  components of a network;
9 receive a request to present the network topology represented by the at least
10 one object in the object repository;
11 receive input associated with a level of abstraction;
12 determine the level of abstraction based on the input;
13 filter the at least one object based on the level of abstraction; and
14 display the at least one filtered objects to present a layered network diagram.

10



