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MOBILE PAYMENT METHOD, DEVICE AND SYSTEM

[0001] The present application claims priority to Chin€sgent Application No.
201610383679.6, filed with the Chinese Patent ®ffim June 1, 2016 and entitled
"MOBILE PAYMENT METHOD, DEVICE AND SYSTEM", which $ incorporated
herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present disclosure relates to the field of tedaeec financial

technologies, and in particular, to a mobile paymnmeethod, device, and system.

BACKGROUND

[0003] With the development and popularization of mobdehinologies, mobile
payment gradually becomes an emerging electronignpat service mode, and
mobile payment is also referred to as smartphongnpat. Mobile payment is a
service method that allows mobile users to use thebile devices (usually mobile
phones) to perform a payment for merchandises ovices. Compared with
conventional electronic payment based on the Ietermobile payment is more
flexible, timely, customized, convenient, and witlany other characteristics. During
mobile payment transaction, fund processing systemeh as the bank counter and
the cashiering platform can be directly pushedht user, so that the user can trade
with various targets anytime anywhere using theiteatvice.

[0004] Currently, mobile payment is completed by usingagrpent application
(APP) installed in the mobile device, that is, tleer needs to send payment request
information to a financial server by using the paytnAPP in the mobile device when
performing financial payment. For example, the paghrequest information is sent
by using ALIPAY or WECHAT in the mobile device, arttie financial server
performs a corresponding operation on a user at¢éocinded in the payment request
information after receiving the payment requestoimfation. Currently, mobile

payment cannot be completed without installingghgment APP.
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SUMMARY

[0005] In view of the previously described problem, thesant disclosure is
proposed to provide a mobile payment method, dewnd system for resolving the
problem or at least partially resolving the problem

[0006] To achieve the previous objective, the presentiaisce mainly provides
the technical solutions below.

[0007] According to one aspect, an implementation of thesgnt disclosure
provides a mobile payment method, and the methdddes the following: receiving
payment information sent by a second mobile dewideere the payment information
includes first mobile device identifier informatioan account corresponding to a
payment APP currently running in the second motideice, and a payment amount
corresponding to the first mobile device identifigiormation, the first mobile device
identifier information is sent by a first mobileuwlee to the second mobile device, and
no payment APP is installed in the first mobile idey and obtaining account
information corresponding to the first mobile devidentifier information, so that the
payment amount can be transferred from an accarrgsponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device.

[0008] According to another aspect, an implementationhef gresent disclosure
further provides a mobile payment method, and tlethod includes: receiving a
payment request sent by a first mobile device, atibe payment request includes
first mobile device identifier information; and sk#ng payment information to a
third-party server, where the payment informatianludes the first mobile device
identifier information, an account correspondingtpayment APP currently running
in a second mobile device, and a payment amoumnésjmonding to the first mobile
device identifier information, so that the thirdHya server obtains account
information corresponding to the first mobile deviclentifier information, and the
payment amount can be transferred from an accarrgsponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device.

[0009] According to still another aspect, an implementatiof the present
disclosure further provides a mobile payment devacel the mobile payment device

includes: a receiving unit, configured to receiagmpent information sent by a second
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mobile device, where the payment information inekidirst mobile device identifier
information, an account corresponding to a payn®PP currently running in the
second mobile device, and a payment amount comelspg to the first mobile device
identifier information, the first mobile device wk#ier information is sent by a first
mobile device to the second mobile device, and ayment APP is installed in the
first mobile device; and an acquisition unit, cgofied to obtain account information
corresponding to the first mobile device identifisformation, so that the payment
amount can be transferred from an account correlpgrio the first mobile device
identifier information to the account corresponditogthe payment APP currently
running in the second mobile device.

[0010] According to yet another aspect, an implementatainthe present
disclosure further provides a mobile payment devacel the mobile payment device
includes: a receiving unit, configured to receivgpayment request sent by a first
mobile device, where the payment request includiss mobile device identifier
information, and no payment APP is installed infirsg mobile device; and a sending
unit, configured to send payment information toha&rdeparty server, where the
payment information includes the first mobile devidentifier information, an
account corresponding to a payment APP currentiging in a second mobile device,
and a payment amount corresponding to the firstilmolevice identifier information,
so that the third-party server obtains accountrmédion corresponding to the first
mobile device identifier information, and the payrhamount can be transferred from
an account corresponding to the first mobile devdentifier information to the
account corresponding to the payment APP currenitiying in the second mobile
device.

[0011] An implementation of the present disclosure furtpesvides a mobile
payment system, and the mobile payment systemdasla first mobile device, a
second mobile device, and a third-party server. filse mobile device is configured
to send a payment request to the second mobileaewhere the payment request
includes first mobile device identifier informatioand no payment APP is installed in
the first mobile device; the second mobile deviseconfigured to send payment
information to the third-party server, where thgrpant information includes the first
mobile device identifier information, an accountresponding to a payment APP
currently running in the second mobile device, armgayment amount corresponding

to the first mobile device identifier informatiorgnd the third-party server is
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configured to obtain account information correspogdo the first mobile device
identifier information, so that the payment amocem be transferred from an account
corresponding to the first mobile device identifisformation to the account
corresponding to the payment APP currently runimntipe second mobile device.
[0012] Based on the previous technical solutions, thenieahsolutions provided
in the implementations of the present disclosukela least the advantages below.
[0013] According to the mobile payment method, device, sygtem provided in
the implementations of the present disclosure,pdagment information sent by the
second mobile device is first received, where thgngent information includes the
first mobile device identifier information, the awmt corresponding to the payment
APP currently running in the second mobile devieed the payment amount
corresponding to the first mobile device identifieformation; and then the account
information corresponding to the first mobile devidentifier information is obtained,
so that the payment amount can be transferred fnenaccount corresponding to the
first mobile device identifier information to the@unt corresponding to the payment
APP currently running in the second mobile deviCempared with the existing
technology in which mobile payment needs to be detad by installing a payment
APP in a mobile device, in the implementationsha present disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motd#eice identifier information to the
account corresponding to the payment APP curremiiying in the second mobile
device. As such, the first mobile device in the lienpentations of the present
disclosure can also complete mobile payment whepayment APP is installed in the

first mobile device.

BRIEF DESCRIPTION OF DRAWINGS

[0014] It becomes clear for a person skilled in the artegarn various other
advantages and benefits by reading detailed déiseripf the following preferred
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implementations. Accompanying drawings are meregdufor showing the preferred
implementations, but not considered as a limitatbonthe present invention. In all
accompanying drawings, a same reference symbaead to indicate a same part. In
the accompanying drawings:

[0015] FIG. 1 is a flowchart illustrating a mobile paymeméthod, according to an
implementation of the present disclosure;

[0016] FIG. 2 is a flowchart illustrating another mobileayment method,
according to an implementation of the present dsale;

[0017] FIG. 3 is a flowchart illustrating still another bite payment method,
according to an implementation of the present dsmale;

[0018] FIG. 4 is a flowchart illustrating yet another mebpayment method,
according to an implementation of the present dsagale;

[0019] FIG. 5 is a block diagram illustrating a mobile pent device, according
to an implementation of the present disclosure;

[0020] FIG. 6 is a block diagram illustrating another mebpayment device,
according to an implementation of the present dsagale;

[0021] FIG. 7 is a block diagram illustrating still anothmobile payment device,
according to an implementation of the present dmale;

[0022] FIG. 8 is a block diagram illustrating yet anotineobile payment device,
according to an implementation of the present dsagle;

[0023] FIG. 9 is a structural block diagram illustratingn@bile payment system,
according to an implementation of the present dmale; and

[0024] FIG. 10 is a schematic diagram illustrating a melphyment application
scenario, according to an implementation of thegmedisclosure.

DESCRIPTION OF IMPLEMENTATIONS

[0025] Implementations of the present disclosure thatused as examples are
described in more detail with reference to the agzanying drawings. Although the
accompanying drawings show the implementationdefpgresent disclosure that are
used as examples, it should be understood thatpthsent disclosure can be
implemented in various forms, and shall not be tiahi by the implementations
described here. On the contrary, these implemenstare provided for clearer
understanding of the present disclosure, and topteisly convey the scope of the
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present disclosure to the person skilled in the art

[0026] To make the advantages of the technical solutioribe present disclosure
clearer, the following describes the present dgdale in detail with reference to the
accompanying drawings and the implementations.

[0027] An implementation of the present disclosure prosidemobile payment
method, and the method is applied to a third-paever. As shown in FIG. 1, the
method includes the following steps.

[0028] 101. Receive payment information sent by a secoolilmndevice.

[0029] The payment information includes first mobile deviddentifier
information, an account corresponding to a payn®PP currently running in the
second mobile device, and a payment amount comelspg to the first mobile device
identifier information. No payment APP is installed a first mobile device. The
account corresponding to the payment APP curremiiying in the second mobile
device can be a registered account entered wheardags in to the payment APP by
using the second mobile device. In this implememtatf the present disclosure, the
payment APP can be ALIPAY, WECHAT, etc.,, and is nohited in this
implementation of the present disclosure. In thmigplementation of the present
disclosure, the first mobile device and the secomubile device can be a personal
computer (PC), a tablet computer, a smartphonersopal digital assistant (PDA), a
portable computer, an in-vehicle computer, etc. flise mobile device and the second
mobile device are not limited in this implementataf the present disclosure.

[0030] In this implementation of the present disclosuhe first mobile device
and the second mobile device in the present digidoare devices authenticated by
the Internet Finance Authentication Alliance (IFAA) the Authority by using a
public key infrastructure (PKI) system, that is;atificate authenticated by using the
previous method is stored in security zones offitise mobile device and the second
mobile device, and the certificate is sent to ardtpiarty server for identity
authentication. The first mobile device identifimformation is used to uniquely
identify the first mobile device. The first mobiievice identifier information can be a
unique hardware code of the first mobile deviceaarertificate of the first mobile
device.

[0031] It is worthwhile to note that the first mobile degiidentifier information is
sent by the first mobile device to the second neobliévice, and the first mobile

device can send the first mobile device identifidormation to the second mobile
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device through Bluetooth, scanning, near field camitation (NFC), or other
communications technologies, which is not limited this implementation of the
present disclosure. In this implementation of tihespnt disclosure, the first mobile
device sends the first mobile device identifieommfiation to the second mobile device
through Bluetooth, scanning, NFC, or other commaiinais technologies, so that the
first mobile device can perform a payment to theosd mobile device without
network access.

[0032] In this implementation of the present disclosune, $econd mobile device
is a terminal with a device authorization functibrat has been authenticated, and
identity authentication on the second mobile deugamplemented by using the
third-party server. The third-party server is aveercorresponding to the payment
APP currently running in the second mobile deviear example, the second mobile
device can send payment information of the firsbitleodevice to an ALIPAY server
only after an ALIPAY APP in the second mobile devis authenticated by the
ALIPAY server. The third-party server can autheaigcthe second mobile device by
using a device certificate of the second mobilaaev

[0033] 102. Obtain account information corresponding tetfimobile device
identifier information.

[0034] Further, the payment amount can be transferred flam account
corresponding to the first mobile device identifisformation to the account
corresponding to the payment APP currently runmmthe second mobile device. A
process of transferring the payment amount fromat®unt corresponding to the
first mobile device identifier information to the@unt corresponding to the payment
APP currently running in the second mobile deviae mclude the following: sending
the account information corresponding to the firsibbile device identifier
information and the payment information to a finahserver first, and then using the
financial server to transfer an amount correspantiina first terminal account to the
account of the payment application APP currentlgniag in the second mobile
device. It is worthwhile to note that if the accownrresponding to the first mobile
device identifier information and the account csp@ending to the payment APP
currently running in the second mobile device bgltma same payment APP account
such as an ALIPAY account, the ALIPAY server figdttains the account information
corresponding to the first mobile device identifiaeformation after receiving the

payment information, and then transfers the paynmambunt from the account
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corresponding to the first mobile device identifieMformation to the account
corresponding to the payment APP currently runmmthe second mobile device. If
the account corresponding to the obtained firstiraatevice identifier information is
a bank account, the third-party server sends tgmeat information and the account
information corresponding to the first mobile deviaentifier information to a
corresponding bank after receiving the payment rimégion and obtaining the
account information corresponding to the first nildievice identifier information, so
that the corresponding bank transfers the paymembuat from the account
corresponding to the first mobile device identifieMformation to the account
corresponding to the payment APP currently runmnifpe second mobile device.
[0035] In this implementation of the present inventione tthird-party server
stores multiple pieces of account information, #mel account information can be a
financial account such as a bank account, an ALIR&¥ount, or a YU'E BAO
account. Each piece of account information corredpdo one piece of first mobile
device identifier information. Therefore, after @agng the payment information sent
by the second mobile device, the third-party sepasr search the third-party server
for the corresponding account information basedhenfirst mobile device identifier
information in the payment information. After theresponding account information
is obtained, the payment amount can be transfémedthe account corresponding to
the first mobile device identifier information thh& account corresponding to the
payment APP currently running in the second madheeice.

[0036] It is worthwhile to note that the account infornoati stored in the
third-party server can be obtained based on hestbpayment information of the first
mobile device, or can be actively provided by thestfmobile device for the
third-party server, or can be forwarded by the sdcmobile device, which is not
limited in this implementation of the present distire. For example, the ALIPAY
server automatically stores the account informatibthe user and the corresponding
first mobile device identifier information aftergluser performs financial payment by
using the ALIPAY APP installed in the first mobitievice. Therefore, when the user
performs mobile payment again, even if the usenstalls the payment APP in the
first mobile device, the third-party server can abtthe corresponding account
information based on the first mobile device idetiinformation.

[0037] For another example, after third-party server rezithe payment

information sent by the second mobile device, ik tlaccount information
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corresponding to the first mobile device identifisformation is not found in the
third-party server, the third-party server sendsthie second mobile device, prompt
information indicating that the account correspogdio the first mobile device does
not exist, to prompt the user of the first mobikvide to provide the corresponding
account information. After receiving the promptamhation, the user of the first
mobile device can actively send the account infélonato the third-party server, or
can send the account information to the second Imal@vice through Bluetooth,
scanning, NFC, or other communications technologes then the second mobile
device forwards the account information of thetfirobile device to the third-party
server. It is worthwhile to note that, regardlesfaw the third-party server obtains
the first mobile device identifier information arthe account information, the
third-party server correspondingly stores the antanformation of the first mobile
device and the first mobile device identifier infation after obtaining the first
mobile device identifier information and the accobunformation, so that the
third-party server directly obtains the accounbinfation corresponding to the first
mobile device identifier information from the acoduinformation stored in the
third-party server when the first mobile devicefpens mobile payment again.

[0038] In this implementation of the present disclosubne, first mobile device is
a terminal with a device authorization functionhaurtticated by the third-party server.
Therefore, when the first mobile device performpayment to the second mobile
device, the first mobile device can first send firat mobile device identifier
information to the second mobile device througheBboth, scanning, NFC, or other
communications technologies, and then the secortulendevice sends the payment
information to the third-party server. The paymamformation includes the first
mobile device identifier information, the accountresponding to the payment APP
currently running in the second mobile device, atite payment amount
corresponding to the first mobile device identifieformation. The third-party server
obtains the account information corresponding ® first mobile device identifier
information after receiving the payment informatiso that the payment amount can
be transferred from the account corresponding éofitst mobile device identifier
information to the account corresponding to thenparyt APP currently running in the
second mobile device. In the previously describedgss, it can be seen that the first
mobile device only needs to send the first mobdeick identifier information to the

second mobile device when performing a paymenthto decond mobile device.
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Therefore, in this implementation of the presesthtisure, the first mobile device can
also perform mobile payment when no payment APRstlled in the first mobile
device.

[0039] According to the mobile payment method providedhis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information ines the first mobile device
identifier information, the account correspondirgg the payment APP currently
running in the second mobile device, and the payrasrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifigiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detagd by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motd#eice identifier information to the
account corresponding to the payment APP currentiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0040] An implementation of the present disclosure prowigamother mobile
payment method, and the method is applied to d-frarty server. As shown in FIG. 2,
the method includes the following steps.

[0041] 201. Receive device authorization function enablieguest information
sent by a second mobile device.

[0042] The device authorization function enabling requiefstrmation includes a
device certificate of the second mobile device, #m second mobile device is a
device authenticated by the IFAA or the Authority iising a PKI system, that is, a
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certificate authenticated by using the previoushmetis stored in a security zone of
the second mobile device, and the certificate i® $e the third-party server for
identity authentication. In this implementation tbk present disclosure, the device
certificate of the second mobile device is a dedte stored in the security zone of
the second mobile device.

[0043] 202. Verify whether a device certificate is valid.

[0044] In this implementation of the present disclosuréietier the device
certificate is valid can be verified by determiningpnether a corresponding device
certificate exists in the third-party server. letborresponding device certificate exists
in the third-party server, it is verified that tldevice certificate is valid; or if no
corresponding device certificate exists in theddparty server, it is verified that the
device certificate is invalid.

[0045] 203. Send verification method information to thess® mobile device if
the device certificate is valid.

[0046] Further, the second mobile device obtains vericatiata based on the
verification method information. The verificationethod information can be face
verification, certificate verification, handwritingerification, voiceprint verification,
eyeprint verification, etc., and is not limited tinis implementation of the present
disclosure. In this implementation of the presastldsure, the second mobile device
outputs verification method prompt information afteeceiving the verification
method information sent by the third-party server,prompt a user to input the
corresponding verification data. For example, ié tteceived verification method
information is certificate verification and voicapmr verification, certificate
verification prompt information and voiceprint viegation prompt information are
first output, and then certificate data and voie¢adthat are input by a user of the
second mobile device are received.

[0047] In this implementation of the present disclosuftgrat is verified that the
device certificate is valid, the method further luaes the following: obtaining
account credit information corresponding to theosécmobile device, where the
credit information is used to evaluate credit oé teecond mobile device; and
detecting whether the account credit informatiorresponding to the second mobile
device exceeds a predetermined threshold. The rggnserification method
information to the second mobile device includeg tollowing: sending the

verification method information to the second mebdevice if the account credit
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information corresponding to the second mobile cewexceeds the predetermined
threshold. The account credit information corregiog to the second mobile device
is used to evaluate the credit of the second malailéce. The credit information can
be Sesame Credit in ALIPAY, and the predetermiteeshold can be set based on an
actual requirement. The predetermined thresholdear00, 800, 900, etc., and is not
limited in this implementation of the present distire. In this implementation of the
present disclosure, because payment informationtsethe second mobile device to
the third-party server is actually financial paymerade by a first mobile device to
the second mobile device, the verification metha@rimation is sent to the second
mobile device when the account credit informatiarresponding to the second
mobile device exceeds the predetermined threstmlensure security of payment by
the first mobile device.

[0048] 204. Receive verification data sent by the secoalil@ device.

[0049] 205. Detect whether the verification data is cdtrec

[0050] 206. Enable a device authorization function ofgaeond mobile device if
the verification data is correct.

[0051] It is worthwhile to note that, the second mobilevide can send the
payment information to the third-party server omiffer the device authorization
function of the second mobile device is enabledhis implementation of the present
disclosure, after step 206, the method furtheunhes the following: sending enabling
information of the second mobile device to the sdcmobile device, so that the
second mobile device confirms the enabling inforamatin this implementation of
the present disclosure, the enabling informatiothefsecond mobile device is sent to
the second mobile device, to notify a user of #®oad mobile device that the device
authorization function of the current device hasrbenabled. In this case, the second
mobile device can send the payment informatiomécthird-party server.

[0052] In this implementation of the present disclosuréierathe enabling
information of the second mobile device is senthte second mobile device, the
method further includes the following: receivingrsti mobile device identity
authentication information sent by the second neotigvice, where the first mobile
device identity authentication information includésst mobile device identifier
information; generating token information corresgiog to the first mobile device
identifier information; and sending the token imf@tion to the second mobile device.

The first mobile device identifier information cée a unique hardware code of the
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first mobile device, or a certificate of the firabbile device, and is not limited in this
implementation of the present disclosure.

[0053] 207. Receive payment information sent by the secoolile device.

[0054] The payment information includes the first mobilevide identifier
information, an account corresponding to a payn®PP currently running in the
second mobile device, and a payment amount comelspg to the first mobile device
identifier information. No payment APP is instaliedthe first mobile device.

[0055] In this implementation of the present disclosuhe first mobile device
identifier information is sent by the first mobilevice to the second mobile device,
and the first mobile device can send the first feodevice identifier information to
the second mobile device through Bluetooth, scapnilNFC, or other
communications technologies, which is not limited this implementation of the
present disclosure. In this implementation of thespnt disclosure, the first mobile
device sends the first mobile device identifieoimfiation to the second mobile device
through Bluetooth, scanning, NFC, or other commatiais technologies, so that the
first mobile device can perform a payment to theosd mobile device without
network access.

[0056] 208. Obtain account information corresponding ttfimobile device
identifier information.

[0057] Further, the payment amount can be transferred flam account
corresponding to the first mobile device identifieMformation to the account
corresponding to the payment APP currently runmnifpe second mobile device.
[0058] In this implementation of the present disclosurefoke step 208, the
method further includes the following: separatelgrifying whether the token
information and a device certificate of the firsblile device are correct. The
obtaining account information corresponding to fhiet mobile device identifier
information includes the following: obtaining thecaunt information corresponding
to the first mobile device identifier informatiofit is verified that both the token
information and the device certificate of the fmsbbile device are correct. Separately
verifying whether the token information and the idecertificate of the first mobile
device are correct is searching the third-partyveseto determine whether the
corresponding token information and the deviceifceate of the first mobile device
exist. If the corresponding token information aheé tdevice certificate of the first

mobile device exist in the third-party server, st verified that both the token
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information and the device certificate of the finsbbile device are correct.

[0059] It is worthwhile to note that, the third-party servstores the token
information only for a short time after generatihg token information based on the
first mobile device identifier information. For exale, if the token information is
generated at 14:00, and the token information @astbred in the third-party server
for three minutes, token information generatedrai#®03 is automatically deleted
from the third-party server. In this implementatioh the present disclosure, the
account information corresponding to the first n@loievice identifier information is
obtained when it is verified that both the tokefoimation and the device certificate
of the first mobile device are correct, to ensw@eusity of payment by the first mobile
device.

[0060] In this implementation of the present disclosuréierathe account
information corresponding to the first mobile devidentifier information is obtained,
the method further includes the following: sendpr@mpt information indicating
successful payment by the first mobile device paynethe second mobile device, if
the payment amount is successfully transferred fiteeraccount corresponding to the
first mobile device identifier information to the@unt corresponding to the payment
APP currently running in the second mobile device.

[0061] In this implementation of the present disclosuseshown in FIG. 10, an
application scenario includes but is not limitedHe following case: An ALIPAY APP
is installed in a supermarket payment device, lmupayment APP is installed in a
mobile phone. If a user needs to perform a payrbgnising the mobile phone, the
supermarket payment device first needs to send vicedeuthorization function
enabling request to an ALIPAY server. The ALIPAY\a verifies a certificate of the
supermarket payment device after receiving theesiquf the verification succeeds,
the ALIPAY server detects whether credit correspogdo the supermarket payment
device exceeds a predetermined threshold, and dawcdsauthentication method
information to the supermarket payment device ik tleredit exceeds the
predetermined threshold. The supermarket paymemmtalsends a face image and the
certificate to the ALIPAY server after receivingetHace authentication method
information. Then the ALIPAY server verifies wheththe face image and the
certificate are correct, and sends prompt inforomatindicating successful device
authorization function enablement to the superntagg@yment device if the

verification succeeds, to notify a supermarketfstaéit the current supermarket

14



10

15

20

25

30

payment device can forward a payment request aftbigile phone.

[0062] When the user of the mobile phone needs to perfarpayment for
merchandises, the user first needs to obtain ant@ogresponding to the current
payment request and send the payment request teuffezmarket payment device.
The supermarket payment device sends the paymémmiation to the ALIPAY
server after receiving the payment request, whagepyment information includes
identifier information of the mobile phone, a ckcate of the mobile phone, the token
corresponding to the current payment request, eouat corresponding to a payment
APP currently running in the supermarket paymenticte and a payment amount
corresponding to the mobile phone. The ALIPAY serwerifies whether the
certificate of the mobile phone and the token apoading to the current payment
request are correct after receiving the paymermrmétion. If it is verified that both
the certificate of the mobile phone and the tokemresponding to the current
payment request are correct, the ALIPAY serveriabtan account corresponding to
identifier information of the mobile phone, and de¢he payment information and the
amount corresponding to the mobile phone to a Gaaserver, so that the finance
server can transfer the payment amount from theustccorresponding to the first
mobile device identifier information to the accogotresponding to the payment APP
currently running in the second mobile device.

[0063] In this application scenario, a process of obtgrire token corresponding
to the current payment request is as follows: Teatifier information of the mobile
phone needs to be obtained first, and then ideatithientication information is sent
the supermarket payment device, where the idergtitthentication information
includes the identifier information of the mobilegne. The supermarket payment
device forwards the information to the ALIPAY senadter receiving the identity
authentication information, and then the ALIPAY \sar generates the token
corresponding to the identifier information of timeobile phone, and sends the
generated token to the supermarket payment device.

[0064] According to the mobile payment method providedhis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information indes the first mobile device
identifier information, the account correspondirgy the payment APP currently
running in the second mobile device, and the paymsrount corresponding to the

first mobile device identifier information; and thethe account information
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corresponding to the first mobile device identifigiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detad by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motd#eice identifier information to the
account corresponding to the payment APP curremiiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0065] An implementation of the present disclosure provigill another mobile
payment method, and the method is applied to ansecwbile device. As shown in
FIG. 3, the method includes the following steps.

[0066] 301. Receive a payment request sent by a firstlsndbvice.

[0067] The payment request includes first mobile deviamniifier information,
and no payment APP is installed in the first mobd#eice. The first mobile device can
send the first mobile device identifier informatida the second mobile device
through Bluetooth, scanning, NFC, or other commationis technologies, which is
not limited in this implementation of the presergctbsure. In this implementation of
the present disclosure, the first mobile devicedsehe first mobile device identifier
information to the second mobile device througheBboth, scanning, NFC, or other
communications technologies, so that the first heodevice can perform a payment
to the second mobile device without network access.

[0068] It is worthwhile to note that, the first mobile dex and the second mobile
device in the present disclosure are devices atitiaded by the IFAA or the
Authority by using a PKI system, that is, a cectife authenticated by using the

previous method is stored in security zones offitisé mobile device and the second
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mobile device, and the certificate is sent to ardtpiarty server for identity
authentication. The first mobile device identifiemformation is used to uniquely
identify the first mobile device. The first mobtievice identifier information can be a
unique hardware code of the first mobile deviceaarertificate of the first mobile
device, and is not limited in this implementatidrifee present disclosure.

[0069] In this implementation of the present disclosulne, $econd mobile device
is a terminal with a device authorization functibrat has been authenticated, and
identity authentication on the second mobile devgaemplemented by using the
third-party server. The third-party server is aveercorresponding to a third-party
APP in the second mobile device. For example, alPAX APP in the second mobile
device can send payment information of the firsbiteodevice to an ALIPAY server
only after the ALIPAY server verifies that the sedomobile device has the device
authorization function. The third-party server camthenticate the second mobile
device by using a device certificate of the secmdbile device.

[0070] 302. Send payment information to a third-party serv

[0071] The payment information includes the first mobilevide identifier
information, an account corresponding to a payn®PP currently running in the
second mobile device, and a payment amount comelspg to the first mobile device
identifier information, so that the third-party ger obtains account information
corresponding to the first mobile device identifieformation, and the payment
amount can be transferred from an account correspgrio the first mobile device
identifier information to the account corresponditogthe payment APP currently
running in the second mobile device.

[0072] In this implementation of the present disclosune, first mobile device is
a terminal with a device authorization functionhaartticated by the third-party server.
Therefore, when the first mobile device performpagment to the second mobile
device, the first mobile device can first send firat mobile device identifier
information to the second mobile device througheBboth, scanning, NFC, or other
communications technologies, and then the secoralendevice sends the payment
information to the third-party server. The paymamformation includes the first
mobile device identifier information, the accountresponding to the payment APP
currently running in the second mobile device, atlte payment amount
corresponding to the first mobile device identifieformation. The third-party server

obtains the account information corresponding ® first mobile device identifier
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information after receiving the payment informatiso that the payment amount can
be transferred from the account corresponding éfifst mobile device identifier
information to the account corresponding to thenparyt APP currently running in the
second mobile device. In the previously describedgss, it can be seen that the first
mobile device only needs to send the first mobdeick identifier information to the
second mobile device when performing a paymenthto decond mobile device.
Therefore, in this implementation of the presestldisure, the first mobile device can
also perform mobile payment when no payment APiAstlled in the first mobile
device.

[0073] According to the mobile payment method providedhis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information ides the first mobile device
identifier information, the account correspondirg the payment APP currently
running in the second mobile device, and the paymsrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifieiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detagd by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motdeeice identifier information to the
account corresponding to the payment APP curremiiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0074] An implementation of the present disclosure prowiglet another mobile

payment method, and the method is applied to anseowbile device. As shown in
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FIG. 4, the method includes the following steps.

[0075] 401. Send device authorization function enablirguest information to a
third-party server.

[0076] The device authorization function enabling requiefstrmation includes a
device certificate of the second mobile devicethad the third-party server verifies
whether the device certificate is valid. It is wavhile to note that the second mobile
device is a device authenticated by the IFAA orAlhority by using a PKI system,
that is, a certificate authenticated by using ttejpus method is stored in a security
zone of the second mobile device, and the centdicasent to the third-party server
for identity authentication. In this implementatiohthe present disclosure, the device
certificate of the second mobile device is a dedte stored in the security zone of
the second mobile device.

[0077] 402. Receive verification method information seythe third-party server,
if the third-party server verifies that a devicetifeate is valid.

[0078] The verification method information can be faceifi@tion, certificate
verification, handwriting verification, voiceprinerification, eyeprint verification, etc,
and is not limited in this implementation of thegent disclosure.

[0079] 403. Obtain verification data based on the verifocsamethod information.
[0080] For example, if the received verification methotbrmation is certificate
verification and voiceprint verification, certifitex verification prompt information
and voiceprint verification prompt information afiest output, and then certificate
data and voice data input by a user of the secatallendevice are received.

[0081] 404. Send the verification data to the third-paeyver.

[0082] Further, the third-party server detects whether tbéafication data is
correct.

[0083] 405. Receive prompt information sent by the thiedtyp server for
indicating successful enabling of a device autladian function of the second mobile
device, if the third-party server detects thatuwbgfication data is correct.

[0084] It is worthwhile to note that the second mobile idewcan send payment
information to the third-party server only afteettievice authorization function of the
second mobile device is enabled. In this implentemtaof the present disclosure, the
prompt information indicating the successful enaiplof the device authorization
function of the second mobile device is used tafyndihe user of the second mobile

device that the device authorization function &f durrent device has been enabled.
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In this case, the payment information can be settid third-party server by using the
second mobile device.

[0085] 406. Receive identity authentication informatiomtsby a first mobile
device.

[0086] The identity authentication information includegsti mobile device
identifier information, and no payment APP is ifishin the first mobile device. The
first mobile device identifier information can beuaique hardware code of the first
mobile device, or a certificate of the first mobdevice, and is not limited in this
implementation of the present disclosure.

[0087] In this implementation of the present disclosuhe first mobile device
can send the first mobile device identifier infotroa to the second mobile device
through Bluetooth, scanning, NFC, or other commatonis technologies, which is
not limited in this implementation of the presergctbsure. In this implementation of
the present disclosure, the first mobile devicedsehe first mobile device identifier
information to the second mobile device througheBboth, scanning, NFC, or other
communications technologies, so that the first heoevice can perform a payment
to the second mobile device without network access.

[0088] 407. Forward the identity authentication informatito the third-party
server.

[0089] Further, the third-party server generates tokearmétion corresponding
to the first mobile device identifier informatioit. is worthwhile to note that, the
third-party server stores the token informationydiolr a short time after generating
the token information based on the first mobile idevidentifier information. For
example, if the token information is generated40@, and the token information can
be stored in the third-party server for three masyutoken information generated after
14:03 is automatically deleted from the third-pasgyver.

[0090] 408. Receive token information sent by the thirdypserver.

[0091] 409. Receive a payment request sent by the firsilendevice.

[0092] The payment request includes the first mobile devidentifier
information.

[0093] 410. Send payment information to the third-partyse

[0094] The payment information includes the first mobilevide identifier
information, an account corresponding to a payn®PP currently running in the

second mobile device, a payment amount correspgnidirthe first mobile device
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identifier information, the token information, ara device certificate of the first
mobile device.

[0095] Further, the third-party server separately verifighether the token
information and the device certificate of the firsbbile device are correct. The
third-party server obtains account information esponding to the first mobile
device identifier information, if it is verified &t both the token information and the
device certificate of the first mobile device arect, so that the payment amount
can be transferred from an account correspondirigetdirst mobile device identifier
information to the account corresponding to thenperyt APP currently running in the
second mobile device. In this implementation of phesent disclosure, the account
information corresponding to the first mobile devidentifier information is obtained
when it is verified that both the token informatiand the device certificate of the
first mobile device are correct, to ensure secuoitypayment by the first mobile
device.

[0096] According to the mobile payment method providedhis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information ines the first mobile device
identifier information, the account correspondirg the payment APP currently
running in the second mobile device, and the payrasrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifigiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device. Carmed with the existing
technology in which mobile payment needs to be detagd by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motd#eice identifier information to the

account corresponding to the payment APP curremiiying in the second mobile
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device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0097] Further, an implementation of the present disclesurovides a mobile
payment device. As shown in FIG. 5, the mobile payndevice includes a receiving
unit 51 and an acquisition unit 52. The receivingt b1 is configured to receive
payment information sent by a second mobile dewvidere the payment information
includes first mobile device identifier informatioan account corresponding to a
payment APP currently running in the second motideice, and a payment amount
corresponding to the first mobile device identifigiormation; the first mobile device
identifier information is sent by a first mobilewlee to the second mobile device, and
no payment APP is installed in the first mobile idev The acquisition unit 52 is
configured to obtain account information correspogdio the first mobile device
identifier information, so that the payment amocem be transferred from an account
corresponding to the first mobile device identifisiformation to the account
corresponding to the payment APP currently runimintpe second mobile device.
[0098] It is worthwhile to note that reference can be meéhe corresponding
descriptions of the method shown in FIG. 1 for ott@responding descriptions of the
functional units of the mobile payment device pdad in this implementation of the
present disclosure. Details are omitted here. Hewatvis worthwhile to note that the
mobile payment device in this implementation camrespondingly implement all
content in the previous method implementations.

[0099] According to the mobile payment device providedhis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information ines the first mobile device
identifier information, the account correspondirg the payment APP currently
running in the second mobile device, and the payrasrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifigiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detad by installing a payment

APP in a mobile device, in this implementation loé fpresent disclosure, when the
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first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motdeeice identifier information to the
account corresponding to the payment APP currenitiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0100] Further, an implementation of the present disclsprovides another
mobile payment device. As shown in FIG. 6, the devnobile payment includes a
receiving unit 61 and an acquisition unit 62. Tkeeiving unit 61 is configured to
receive payment information sent by a second mal#eice, where the payment
information includes first mobile device identifiemformation, an account
corresponding to a payment APP currently runninthensecond mobile device, and a
payment amount corresponding to the first mobileiaeidentifier information; the
first mobile device identifier information is sdny a first mobile device to the second
mobile device, and no payment APP is installedha first mobile device. The
acquisition unit 62 is configured to obtain accourfbrmation corresponding to the
first mobile device identifier information, so thaéhe payment amount can be
transferred from an account corresponding to thst fmobile device identifier
information to the account corresponding to thenparyt APP currently running in the
second mobile device.

[0101] Further, the mobile payment device further includesgerification unit 64
and a sending unit 63.

[0102] The receiving unit 61 is further configured to neeedevice authorization
function enabling request information sent by tkeosid mobile device, where the
device authorization function enabling request nmfation includes a device
certificate of the second mobile device.

[0103] The verification unit 64 is configured to verify efther the device
certificate is valid.

[0104] The sending unit 63 is configured to send verifaraimethod information
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to the second mobile device if the device certifda valid, so that the second mobile
device obtains verification data based on the iatibn method information.

[0105] Further, the mobile payment device further incluaeketection unit 65 and
an enabling unit 66.

[0106] The receiving unit 61 is further configured to rigeethe verification data
sent by the second mobile device.

[0107] The detection unit 65 is configured to detect whethe verification data
IS correct.

[0108] The enabling unit 66 is configured to enable a ckevauthorization
function of the second mobile device if the veation data is correct.

[0109] The sending unit 63 is further configured to sendbding information of
the second mobile device to the second mobile dewso that the second mobile
device confirms the enabling information.

[0110] The acquisition unit 62 is further configured totaith account credit
information corresponding to the second mobile ckewvivhere the credit information
is used to evaluate credit of the second mobilécdev

[0111] The detection unit 65 is further configured to dewwhether the account
credit information corresponding to the second neobdevice exceeds a
predetermined threshold.

[0112] The sending unit 63 is configured to send the igation method
information to the second mobile device, if the cacd credit information
corresponding to the second mobile device excdedpredetermined threshold.
[0113] The mobile payment device further includes a gdimranit 67.

[0114] The receiving unit 61 is further configured to rgeefirst mobile device
identity authentication information sent by the @&t mobile device, where the first
mobile device identity authentication informatiomcludes the first mobile device
identifier information.

[0115] The generation unit 67 is configured to generateeroinformation
corresponding to the first mobile device identifigormation.

[0116] The sending unit 63 is further configured to sdmeltbken information to
the second mobile device.

[0117] In this implementation of the present disclosune, payment information
sent by the second mobile device further incluthestbken information and a device

certificate of the first mobile device.
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[0118] The verification unit 64 is further configured teparately verify whether
the token information and the device certificatéhaf first mobile device are correct.
[0119] The acquisition unit 62 is configured to obtain @ecount information
corresponding to the first mobile device identifieformation, if both the token
information and the device certificate of the finsbbile device are correct.

[0120] The sending unit 63 is further configured to setehtity authentication
failure prompt information of the first mobile deeito the second mobile device, if it
is verified that either the token information oe ttievice certificate of the first mobile
device is incorrect.

[0121] It is worthwhile to note that reference can be meéhe corresponding
descriptions of the method shown in FIG. 2 for ote@responding descriptions of the
functional units of the mobile payment device pdad in this implementation of the
present disclosure. Details are omitted here. Hewatis worthwhile to note that the
mobile payment device in this implementation camrespondingly implement all
content in the previous method implementations.

[0122] According to the mobile payment device providedhis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information ines the first mobile device
identifier information, the account correspondirgg the payment APP currently
running in the second mobile device, and the payrasrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifigiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detagd by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred

from the account corresponding to the first motd#eice identifier information to the
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account corresponding to the payment APP curremiiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0123] Further, an implementation of the present discleguovides still another
mobile payment device. As shown in FIG. 7, the neopayment device includes a
receiving unit 71 and a sending unit 72.

[0124] The receiving unit 71 is configured to receive gpant request sent by a
first mobile device, where the payment requestuithes first mobile device identifier
information, and no payment APP is installed infiret mobile device.

[0125] The sending unit 72 is configured to send paymaefdrination to a
third-party server, where the payment informatianludes the first mobile device
identifier information, an account correspondingatpayment APP currently running
in a second mobile device, and a payment amoumnésjmonding to the first mobile
device identifier information, so that the thirddya server obtains account
information corresponding to the first mobile deviclentifier information, and the
payment amount can be transferred from an accaurrgsponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device.

[0126] It is worthwhile to note that reference can be mexéhe corresponding
descriptions of the method shown in FIG. 3 for ott@responding descriptions of the
functional units of the mobile payment device pdad in this implementation of the
present disclosure. Details are omitted here. Hewatvis worthwhile to note that the
mobile payment device in this implementation camrespondingly implement all
content in the previous method implementations.

[0127] According to the mobile payment device providedhis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information ides the first mobile device
identifier information, the account correspondirgg the payment APP currently
running in the second mobile device, and the paymsrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifieiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile

device identifier information to the account copesding to the payment APP

26



10

15

20

25

30

currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detad by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motd#eice identifier information to the
account corresponding to the payment APP currenitiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0128] Further, an implementation of the present disclegupvides yet another
mobile payment device. As shown in FIG. 8, the neopayment device includes a
receiving unit 81 and a sending unit 82.

[0129] The receiving unit 81 is configured to receive gmpant request sent by a
first mobile device, where the payment requestuithes first mobile device identifier
information, and no payment APP is installed infir& mobile device.

[0130] The sending unit 82 is configured to send paymaifdrination to a
third-party server, where the payment informationludes the first mobile device
identifier information, an account correspondingtpayment APP currently running
in a second mobile device, and a payment amoumnégmonding to the first mobile
device identifier information, so that the thirdHya server obtains account
information corresponding to the first mobile deviclentifier information, and the
payment amount can be transferred from an accarrgsponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device.

[0131] Further, the mobile payment device further inclugiescquisition unit 83.
[0132] The sending unit 82 is further configured to semyick authorization
function enabling request information to the thpalty server, where the device
authorization function enabling request informatiociudes a device certificate of the

second mobile device, so that the third-party gemexifies whether the device

27



10

15

20

25

30

certificate is valid.

[0133] The receiving unit 81 is further configured to rigeeverification method
information sent by the third-party server, if ttherd-party server verifies that the
device certificate is valid.

[0134] The acquisition unit 83 is configured to obtainifreation data based on
the verification method information.

[0135] The sending unit 82 is further configured to semel verification data to
the third-party server, so that the third-partyveerdetects whether the verification
data is correct.

[0136] The receiving unit 81 is further configured to rneeeprompt information
sent by the third-party server for indicating swsfel enabling of a device
authorization function of the second mobile devi€dhe third-party server detects
that the verification data is correct.

[0137] Further, the mobile payment device further includdésrwarding unit 84.
[0138] The receiving unit 81 is further configured to rgee identity
authentication information sent by the first mobikevice, where the identity
authentication information includes the first meldlevice identifier information.
[0139] The forwarding unit 84 is configured to forward fildentity authentication
information to the third-party server, so that thed-party server generates token
information corresponding to the first mobile devidentifier information.

[0140] The receiving unit 81 is further configured to rigee the token
information sent by the third-party server.

[0141] In this implementation of the present disclosune, payment information
further includes the token information and a deweetificate of the first mobile
device, so that the third-party server separatefifies whether the token information
and the device certificate of the first mobile aevare correct.

[0142] It is worthwhile to note that reference can be meéhe corresponding
descriptions of the method shown in FIG. 4 for ot@responding descriptions of the
functional units of the mobile payment device pdad in this implementation of the
present disclosure. Details are omitted here. Hewatis worthwhile to note that the
mobile payment device in this implementation camrespondingly implement all
content in the previous method implementations.

[0143] According to the mobile payment device providedhis implementation

of the present disclosure, the payment informadiemt by the second mobile device is

28



10

15

20

25

30

first received, where the payment information ines the first mobile device
identifier information, the account correspondirg the payment APP currently
running in the second mobile device, and the payrasrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifigiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copasding to the payment APP
currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detagd by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motd#eice identifier information to the
account corresponding to the payment APP curremiiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0144] Further, an implementation of the present disclguiovides a mobile
payment system. As shown in FIG. 9, the mobile paynsystem includes a first
mobile device 91, a second mobile device 92, athar@-party server 93.

[0145] The first mobile device 91 is configured to senpagment request to the
second mobile device, where the payment requedudes first mobile device
identifier information, and no payment APP is ifisthin the first mobile device.
[0146] The second mobile device 92 is configured to sexyinent information to
the third-party server, where the payment infororaincludes the first mobile device
identifier information, an account correspondingatpayment APP currently running
in the second mobile device, and a payment amamesponding to the first mobile
device identifier information.

[0147] The third-party server 93 is configured to obtactaunt information

corresponding to the first mobile device identifisformation, so that the payment
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amount can be transferred from an account correspgrio the first mobile device
identifier information to the account corresponditogthe payment APP currently
running in the second mobile device.

[0148] According to the mobile payment system providethis implementation
of the present disclosure, the payment informadiemt by the second mobile device is
first received, where the payment information ines the first mobile device
identifier information, the account correspondirgg the payment APP currently
running in the second mobile device, and the payrasrount corresponding to the
first mobile device identifier information; and thethe account information
corresponding to the first mobile device identifigiormation is obtained, so that the
payment amount can be transferred from the acamrnésponding to the first mobile
device identifier information to the account copesding to the payment APP
currently running in the second mobile device. Cared with the existing
technology in which mobile payment needs to be detad by installing a payment
APP in a mobile device, in this implementation loé fpresent disclosure, when the
first mobile device needs to perform a paymenth® $econd mobile device, the
payment information of the first mobile device dansent to the third-party server by
using the second mobile device, where the paymdotmation includes the first
mobile device identifier information; and the thjpdrty server obtains the account
information corresponding to the first mobile devidentifier information after
receiving the payment information, so that the paytramount can be transferred
from the account corresponding to the first motd#eice identifier information to the
account corresponding to the payment APP curreniiying in the second mobile
device. As such, the first mobile device in thisplementation of the present
disclosure can also complete mobile payment whepayment APP is installed in the
first mobile device.

[0149] The mobile payment device includes a processor anmdemory. The
previously described receiving unit, the acquisitianit, the sending unit, the
verification unit, the detection unit, the enablingit, the generation unit, etc. are
stored in the memory as program units. The processecutes the program units
stored in the memory to implement correspondingtions.

[0150] The processor includes a kernel, and the kernalkes a corresponding
program unit from the memory. There can be one orenkernels. The accuracy of

displaying mixed views can be improved by adjusiieghel parameters.
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[0151] The memory can include a non-persistent storagear@om access
memory (RAM), and/or a nonvolatile memory in a cangp readable medium, for
example, a read-only memory (ROM) or a flash men{tiash RAM). The memory
includes at least one storage chip.

[0152] The present application further provides a compuyggram product.
When a data processing device executes the compuatgram product, program code
for initialization includes the following methodegis: receiving payment information
sent by a second mobile device, where the payméortimation includes first mobile
device identifier information, an account corresgiag to a payment APP currently
running in the second mobile device, and a payrasmunt corresponding to the first
mobile device identifier information, the first mtebdevice identifier information is
sent by a first mobile device to the second mobéeice, and no payment APP is
installed in the first mobile device; and obtainagcount information corresponding
to the first mobile device identifier informatiosp that the payment amount can be
transferred from an account corresponding to thst fmobile device identifier
information to the account corresponding to thenparyt APP currently running in the
second mobile device.

[0153] A person skilled in the art should understand thatimplementations of
the present application can be provided as a methegstem, or a computer program
product. Therefore, the present application canhadware only implementations,
software only implementations, or implementatiorithva combination of software
and hardware. In addition, the present applicaian use a form of a computer
program product that is implemented on one or ncoraputer-usable storage media
(including but not limited to a disk memory, a CEDRI, an optical memory, etc.) that
include computer-usable program code.

[0154] The present application is described with referetwethe flowcharts
and/or block diagrams of the method, the devicd, tae computer program product
based on the implementations of the present apigircadt should be understood that
computer program instructions can be used to impigneach process and/or each
block in the flowcharts and/or the block diagranmsl @ combination of a process
and/or a block in the flowcharts and/or the blogkgdams. These computer program
instructions can be provided for a general-purposeputer, a dedicated-purpose
computer, an embedded processor, or a processanaiher programmable data

processing device to generate a machine, so tleatn#tructions executed by the
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computer or the processor of the another progrartandbata processing device
generate an apparatus for implementing a spedifiction in one or more flows in the
flowcharts and/or in one or more blocks in the kld@agrams.

[0155] These computer program instructions can be storadcomputer readable
memory that can instruct the computer or the amgthegrammable data processing
device to work in a specific way, so that the instions stored in the computer
readable memory generate an artifact that incluatesnstruction apparatus. The
instruction apparatus implements a specific fumctio one or more flows in the
flowcharts and/or in one or more blocks in the kld@agrams.

[0156] These computer program instructions can be loadéal the computer or
the another programmable data processing devicthasa series of operations and
steps are performed on the computer or the angitegrammable device, thereby
generating computer-implemented processing. Thexgefbe instructions executed on
the computer or the another programmable deviceigeosteps for implementing a
specific function in one or more flows in the flowarts and/or in one or more blocks
in the block diagrams.

[0157] In a typical configuration, a computing device ud#s one or more
processors (CPU), an input/output interface, a agtunterface, and a memory.

[0158] The memory can include a non-persistent storagear@om access
memory (RAM), and/or a nonvolatile memory in a cangp readable medium, for
example, a read-only memory (ROM) or a flash men{tiash RAM). The memory
is an example of the computer readable medium.

[0159] The computer readable medium includes persisteon-persistent,
movable, and unmovable media that can implementnmdtion storage by using any
method or technology. Information can be a compueadable instruction, a data
structure, a program module, or other data. An ¢gtanof a computer storage
medium includes but is not limited to a phase-clkamgndom access memory
(PRAM), a static random access memory (SRAM), aadyn random access memory
(DRAM), another type of random access memory (RAM)read-only memory
(ROM), an electrically erasable programmable realg-memory (EEPROM), a flash
memory or another memory technology, a compact disad-only memory
(CD-ROM), a digital versatile disc (DVD) or anotheptical storage, a cassette
magnetic tape, a tape and disk storage or anotagnetic storage device or any other

non-transmission media that can be configureddoeshformation that a computing
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device can access. As described in the presenicapph, the computer readable
medium does not include computer readable trasit@dia (transitory media) such
as a modulated data signal and a carrier.

[0160] The previous descriptions are merely the implentemsa of the present
application, but are not intended to limit the grasapplication. For a person skilled
in the art, the present application can have varimodifications and changes. Any
modifications, equivalent substitutions, improvemseretc. made in the spirit and
principle of the present application shall falltire scope of the claims in the present

application.
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CLAIMS

What is claimed is:

1. A mobile payment method, comprising the follogzin

receiving payment information sent by a second feobtlevice, wherein the
payment information comprises first mobile devideritifier information, an account
corresponding to a payment APP currently runninthensecond mobile device, and a
payment amount corresponding to the first mobileiakeidentifier information, the
first mobile device identifier information is sdny a first mobile device to the second
mobile device, and no payment APP is installedhenfirst mobile device; and

obtaining account information corresponding to firt mobile device identifier
information, so that the payment amount can bestemred from an account
corresponding to the first mobile device identifisformation to the account
corresponding to the payment APP currently runmnifpe second mobile device.

2. The method according to claim 1, wherein befttre receiving payment
information sent by a second mobile device, thehotfurther comprises the
following:

receiving device authorization function enablinguest information sent by the
second mobile device, wherein the device authaomatunction enabling request
information comprises a device certificate of tee@d mobile device;

verifying whether the device certificate is valahd

sending verification method information to the sstamobile device if the
device certificate is valid, so that the second ieotlevice obtains verification data
based on the verification method information.

3. The method according to claim 2, wherein aftez sending verification
method information to the second mobile device, rtieghod further comprises the
following:

receiving the verification data sent by the secotbile device;

detecting whether the verification data is corraai

enabling a device authorization function of theoset mobile device if the
verification data is correct.

4. The method according to claim 3, wherein aftee enabling a device
authorization function of the second mobile devibe, method further comprises the

34



10

15

20

25

30

following:

sending enabling information of the second mobéeick to the second mobile
device, so that the second mobile device confilrshabling information.

5. The method according to claim 2, wherein aftes werified that the device
certificate is valid, the method further comprisies following:

obtaining account credit information correspondiaghe second mobile device,
wherein the credit information is used to evaluatglit of the second mobile device;
and

detecting whether the account credit informatiomresponding to the second
mobile device exceeds a predetermined threshotll; an

the sending verification method information to teecond mobile device
comprises the following:

sending the verification method information to g8econd mobile device if the
account credit information corresponding to theosecmobile device exceeds the
predetermined threshold.

6. The method according to claim 4, wherein aftee tsending enabling
information of the second mobile device to the secmobile device, the method
further comprises the following:

receiving first mobile device identity authenticati information sent by the
second mobile device, wherein the first mobile devidentity authentication
information comprises the first mobile device idéat information;

generating token information corresponding to ti& fmobile device identifier
information; and

sending the token information to the second malehace.

7. The method according to claim 6, wherein thenpaiyt information sent by
the second mobile device further comprises the nokdormation and a device
certificate of the first mobile device, and befdhe obtaining account information
corresponding to the first mobile device identifieformation, the method further
comprises the following:

separately verifying whether the token informateord the device certificate of
the first mobile device are correct; and

the obtaining account information correspondingthe first mobile device
identifier information comprises the following:

obtaining the account information correspondingthe first mobile device
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identifier information if both the token informaticand the device certificate of the
first mobile device are correct.

8. The method according to claim 7, wherein aftex separately verifying
whether the token information and the device aedié of the first mobile device are
correct, the method further comprises the following

sending identity authentication failure prompt mmfation of the first mobile
device to the second mobile device if it is vedfibat either the token information or
the device certificate of the first mobile devisancorrect.

9. A mobile payment method, comprising the follogvin

receiving a payment request sent by a first madéeice, wherein the payment
request comprises first mobile device identifiiormation, and no payment APP is
installed in the first mobile device; and

sending payment information to a third-party serwsherein the payment
information comprises the first mobile device idiet information, an account
corresponding to a payment APP currently running second mobile device, and a
payment amount corresponding to the first mobileiae identifier information, so
that the third-party server obtains account infdrama corresponding to the first
mobile device identifier information, and the payrhamount can be transferred from
an account corresponding to the first mobile devatentifier information to the
account corresponding to the payment APP currentiying in the second mobile
device.

10. The method according to claim 9, wherein betbeereceiving a payment
request sent by a first mobile device, the methwthér comprises the following:

sending device authorization function enabling esguinformation to the
third-party server, wherein the device authorizatitunction enabling request
information comprises a device certificate of teeamd mobile device, so that the
third-party server verifies whether the deviceitedte is valid;

receiving verification method information sent hetthird-party server, if the
third-party server verifies that the device certtfe is valid; and

obtaining verification data based on the verificatmethod information.

11. The method according to claim 10, wherein afer obtaining verification
data based on the verification method informattbe, method further comprises the
following:

sending the verification data to the third-partyvee so that the third-party
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server detects whether the verification data isemby and

receiving prompt information sent by the third-gaerver for indicating
successful enabling of a device authorization fiencbf the second mobile device, if
the third-party server detects that the verifioatiata is correct.

12. The method according to claim 11, wherein aftex receiving prompt
information sent by the third-party server for icating successful enabling of a
device authorization function of the second moldevice, the method further
comprises the following:

receiving identity authentication information sdmt the first mobile device,
wherein the identity authentication information quoiees the first mobile device
identifier information;

forwarding the identity authentication informati¢ém the third-party server, so
that the third-party server generates token inféionacorresponding to the first
mobile device identifier information; and

receiving the token information sent by the thiattp server.

13. The method according to claim 12, wherein tagnpent information further
comprises the token information and a device ceatié of the first mobile device, so
that the third-party server separately verifies thbe the token information and the
device certificate of the first mobile device acegrect.

14. A mobile payment device, comprising the follogi

a receiving unit, configured to receive paymenbinfation sent by a second
mobile device, wherein the payment information casgs first mobile device
identifier information, an account correspondingtpayment APP currently running
in the second mobile device, and a payment amamesponding to the first mobile
device identifier information, the first mobile de® identifier information is sent by a
first mobile device to the second mobile deviced an payment APP is installed in
the first mobile device; and

an acquisition unit, configured to obtain accourfbimation corresponding to
the first mobile device identifier information, d¢bat the payment amount can be
transferred from an account corresponding to thst fimobile device identifier
information to the account corresponding to thenparyt APP currently running in the
second mobile device.

15. The mobile payment device according to claim Wherein the mobile

payment device further comprises a verificatiort and a sending unit;
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the receiving unit is further configured to recetlevice authorization function
enabling request information sent by the secondilma®vice, wherein the device
authorization function enabling request informateammprises a device certificate of
the second mobile device;

the verification unit is configured to verify wheththe device certificate is valid,;
and

the sending unit is configured to send verificatmethod information to the
second mobile device if the device certificate &id; so that the second mobile
device obtains verification data based on the iatibn method information.

16. The mobile payment device according to claim Wherein the mobile
payment device further comprises a detection urdtam enabling unit;

the receiving unit is further configured to receilie verification data sent by the
second mobile device;

the detection unit is configured to detect whetherverification data is correct;
and

the enabling unit is configured to enable a dewaathorization function of the
second mobile device if the verification data isreot.

17. The mobile payment device according to clainwliterein

the sending unit is further configured to send é&ngbnformation of the second
mobile device to the second mobile device, sottihesecond mobile device confirms
the enabling information.

18. The mobile payment device according to clainwlterein

the acquisition unit is further configured to obtaccount credit information
corresponding to the second mobile device, wheterncredit information is used to
evaluate credit of the second mobile device;

the detection unit is further configured to detedtether the account credit
information corresponding to the second mobile cevwexceeds a predetermined
threshold; and

the sending unit is configured to send the veriiitamethod information to the
second mobile device if the account credit infoibratcorresponding to the second
mobile device exceeds the predetermined threshold.

19. The mobile payment device according to claim Wherein the mobile
payment device further comprises a generation unit;

the receiving unit is further configured to receiest mobile device identity
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authentication information sent by the second neotddvice, wherein the first mobile
device identity authentication information compsigke first mobile device identifier
information;

the generation unit is configured to generate takérmation corresponding to
the first mobile device identifier information; and

the sending unit is further configured to sendttdken information to the second
mobile device.

20. The mobile payment device according to claim WBerein the payment
information sent by the second mobile device furttmprises the token information
and a device certificate of the first mobile deyice

the verification unit is further configured to seply verify whether the token
information and the device certificate of the finsbbile device are correct; and

the acquisition unit is configured to obtain thecamt information
corresponding to the first mobile device identifieformation if both the token
information and the device certificate of the finsbbile device are correct.

21. The mobile payment device according to clainviterein

the sending unit is further configured to send fidgrauthentication failure
prompt information of the first mobile device toetlsecond mobile device if it is
verified that either the token information or thevite certificate of the first mobile
device is incorrect.

22. A mobile payment device, comprising the follogi

a receiving unit, configured to receive a paymeafuest sent by a first mobile
device, wherein the payment request comprises finstbile device identifier
information, and no payment APP is installed infiret mobile device; and

a sending unit, configured to send payment infoionato a third-party server,
wherein the payment information comprises the finsbbile device identifier
information, an account corresponding to a paym®&RP currently running in a
second mobile device, and a payment amount comelapg to the first mobile device
identifier information, so that the third-party ger obtains account information
corresponding to the first mobile device identifieformation, and the payment
amount can be transferred from an account correlpgrio the first mobile device
identifier information to the account corresponditagthe payment APP currently
running in the second mobile device.

23. The mobile payment device according to claim ®Berein the mobile
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payment device further comprises an acquisitioft uni

the sending unit is further configured to send devauthorization function
enabling request information to the third-party veer wherein the device
authorization function enabling request informateammprises a device certificate of
the second mobile device, so that the third-pagtyes verifies whether the device
certificate is valid;

the receiving unit is further configured to receiwerification method
information sent by the third-party server, if ttherd-party server verifies that the
device certificate is valid; and

the acquisition unit is configured to obtain verdiion data based on the
verification method information.

24. The mobile payment device according to clainv#®erein

the sending unit is further configured to send tleification data to the
third-party server, so that the third-party semyetects whether the verification data is
correct; and

the receiving unit is further configured to receprempt information sent by the
third-party server for indicating successful enadplof a device authorization function
of the second mobile device, if the third-partyveerdetects that the verification data
IS correct.

25. The mobile payment device according to claim ®ferein the mobile
payment device further comprises a forwarding unit;

the receiving unit is further configured to receigentity authentication
information sent by the first mobile device, whardghe identity authentication
information comprises the first mobile device ideet information;

the forwarding unit is configured to forward theemtity authentication
information to the third-party server, so that thed-party server generates token
information corresponding to the first mobile devidentifier information; and

the receiving unit is further configured to recethe token information sent by
the third-party server.

26. The mobile payment device according to claim &®Berein the payment
information further comprises the token informatiand a device certificate of the
first mobile device, so that the third-party serseparately verifies whether the token
information and the device certificate of the finsbbile device are correct.

27. A mobile payment system, comprising a first ieoblevice, a second mobile
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device, and a third-party server, wherein

the first mobile device is configured to send ampagt request to the second
mobile device, wherein the payment request compffisst mobile device identifier
information, and no payment APP is installed infir& mobile device;

the second mobile device is configured to send gayninformation to the
third-party server, wherein the payment informatimmprises the first mobile device
identifier information, an account correspondingtpayment APP currently running
in the second mobile device, and a payment amamesponding to the first mobile
device identifier information; and

the third-party server is configured to obtain astanformation corresponding
to the first mobile device identifier informatioag that the payment amount can be
transferred from an account corresponding to thst fmobile device identifier
information to the account corresponding to thenperyt APP currently running in the

second mobile device.
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