METHOD FOR CONFI GURI NG ACLS ON NETWORK DEVI CE BASED ON FLOW | NFORVATI ON
Field of the Invention [00011The present invention relates to using
network flows data exported fromnetwork routers to provide information
about the s affisientering/ exiting the device. Networ n be
configured to authorize or deny various types of net mg?ﬁgﬁgégﬁfﬁ?ﬁg‘?bet ween
two network devices whose traffic transits via the router. The nethod

present ed descr ] t] i i , ss control
[ ots on t he VERGID RS blrHRnsA Aehs S8 FEEHERE REMIGrIRRER
information exported by the nefwet low enEekvRaglgy ound of the Invention
100021Networ k usage data is useful for many I nportant business functions,
such as subscriber billing, marketing & custonmer care, product devel opnment,
net wor k oper at i Hi§ BYRRRON net wor k and systens capacity planning, and

security. Net V\o&@’#ﬁag ' data does not include the actual information
exchanged in a ni CHBE i SRS JB¥SHIPnpEalsteR fophying gtwetk Hogesndatai ncl udes

nuner ous usage Ll FERAY s Llow . i.nj one or
Tore Types. of meTodst g Hewor R 5 priviB¥ IhEARHSe (SO Heteltie
records pr ot ocotrgeringéxideg Néd! dewicg., Neflvord rputepd|oaw( by, caffigméd )tcor

Net stream(r). As gsed herein, a flowrecord is defined as a small_ unit of

measure of uni dff AR TR YRS W‘érks‘tr?-g’énl?%we??%‘é@?@fcgkt hat
share common sogges aﬂﬁo@?ﬁa!ff?@lttfa&gi(ﬁp%ﬁ?r{ﬁé &tV Wh@gnﬁtﬁdd"grés@ﬁtgﬁ val .

[ 0003JThe types of metadata I nclu within each flowrecord vary based on
the type of serddscebante metavoikereaval yebagnidtation of aveess @asesol based on t he
i di ng n general, a flow

particul ar network devi.ce provi the fl ow records. )
record provi de\gﬁaé‘? F1 g&“hﬁbfg@“?tiﬁ“oﬁi%‘feﬁ%mﬁt}gﬁtméw ok ﬁ?wun&m@v%t or
conmmuni cati ons’ GQBREE bl ek REWARER A ti es, such as

Background of the Invention

JLiNasrty

[0002]  Network usage data is usefil for many important business
functions, such as subscriber billing, marketing & customer care, product
development, network operations management, network and systems
capacity planning, and security. Network usage data does not include the
actual information exchanged in a communications session between
parties, but rather includes numerous usage detail records, known as
“flow records” containing one or more types of metadata (i.e., "data
about data"). Known network flow records protocols include Netflow®,
sFlow®, jFlow®, cFlow® or Netstream®. As used herein, a flow record
is defined as a small unit of measure of unidirectional network usage by a
stream of [P packets that share common source and desiination
parameters during a time interval.

[0003]  The types of metadata included within each flow record vary
based on the type of service and network involved and, in some cases,
based on the particular network device providing the flow records. In
general, a flow record provides detailed usage information about a

particular event or communications connection between parties, such as
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the connection start time and stop tine, source (or originator) of the data
being transported, the destination or receiver of the data, and the anount
of data transferred. A flow record sumari zes usage information for very
short periods of time (frommlliseconds to seconds, Qccasionally mnutes).
Dependi ng WOAXPHE#Ppe of service and network invol vedFCY P8P P&¢ord may

al so include informati on about the transfer protocol, the type of data
transferred, the type of service (ToS) provided, etc. In tel ephony

networ ks, the flthsconaediarsstaridimaakbstop time saurgdor afisingter} ehthgrdata ef err ed

e il d et L0004 1] ' [ k
{1 ow r ocor ds. ar LR8I TBERUFS Slof S GraehTenct Sovbt e fearbli o "

resul t. NetworkopsRgetrandbysd. S /4 Wiive Fcopl GaeSBartie S&akt Mifor@eesE Sorand
generate reports or summuarized data files that support various business

functions. Netwsely sheggperinsl ¢istimesifame millpesondield preopAntesasiandt how a

networ k services_ .ar.e .bej ng. b r.K . i,S systens
can al so be use%’zs%tg?)degég?@%ﬁﬁg rO%pglgd%ggbqggﬁs o%re%ds%‘#?@ggéﬁb%%a?éﬂl at ed
i ssues, such as flohogeodatse dlsbindledirémenivaesioud thetischs e tpabtokols eeur i ty

abuse. In one exanple, network utilization and performance, as a function
of subscriber u&dgechdnavirtisferrd; the tipmiof sepdce d TePherovdedejtc.s In

experience, to Ee?%;%]%%?glﬁé’%grkg %9@%\&5)&@@3@@&;}6% B %l{e%s%g%%&%at%%age

behavi or indica wor’k abuse, I'n "conput er
security, an aceessferditsab call d¢ta{lAédordd € BRE). st of perm ssions attached to
an object. Mre specifically, in networking, ACL refers to a |list of rules
det ai | i ngtraf fi (000 t eds nefwork exonitadpg, hamepeork fowreahedsatercafltéted,t hr ough a

network device. Only routers and firewal | s can.have netwrk ACLs. Access
Control 11 sts caant iy sl Lo GhF e REalt st ol Rey o dbisand
out bound traf fi gnalf9A03tekekSpdEEssOMRs¥alow Geedat I ld %@ﬁéﬁ@ﬂékre&)bﬁﬁ fdrc by
limting user and devi ce access to and from undesired addresses and / or

ports. ACLs fi | swnmargsdoda tfiled that sipposiovariais| busineah &itsdieny. obfesworfacket s
are forwarded usage analysis systems provide information about how a network
services are being used and by whom. Network usage analysis systems
can also be used to identify (or predict) customer satisfaction-related
issues, such as those caused by network congestion and network security
abuse. In one example, network utilization and performance, as a
function of subscriber usage behavior, may be monitored to track a user’s
experience, to forecast future network capacity, or to identify usage
behavior indicative of network abuse, fraud and theft.

[0005]  In computer security, an access control list (ACL) is a list of
permissions attached to an object. More specifically, in networking,
ACL refers to a list of rules detailingtraffic filtering rules. ACLs can
permit or deny traffic through a network device. Only routers and
firewalls can have network ACLs. Access control lists can generally be

configured to control both inbound and outbound traffic.

[0006] ACLs are one way to control network traffic by limiting user
and device access to and from undesired addresses and / or ports. ACLs

filter network traffic by controlling whether routed packets are forwarded
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or blocked, typically at a router interface, although other devices can
filter packets. The router exam nes each packet to determ ne whether to
forward or drop the packet, on the basis of the criteria specified within
the access |ists. An access control list criterion could be the source
address ofYPHEP¥4¥Ffic or the destination address of FTREUFHAHEFEE? t he
target port, or protocol, or sonme conbination therein. Typically Internet
Protocol (1P) addresses serve as identifiers of the source device on an

| Pbased net wor k or Adegked, &xmitaliyl atl & sostealihtonfade,f ldraughi ethed dedieess satbased on
this IPidentifiger within the network, 100071\ | e s _servi.ce useful
functions, estagﬁegﬂf‘%jt%é@e F%gerbgagh?egbwpﬁgicetltﬂ W’P%W&Fﬁ% s are
currently progr gsmeedd BRIAMS e pditet AN tRerRsist drethe &drR6hid 9pecfied Rimgldr esses
to place on the ACLs may be ar%l trary and unpredictable. [0008]In
particul ar, nanyheaaeasadriisiss An asatser pmteod lisP ergemion kewuld del Begioureonpl ex,

d d ic, making themdifficult to r . Net i task h
2e nont tor i gt PafEr OF eckriiie it ke BalRy SR g s ebndRE W st fance. or
reconfiguring tRertN&WBFdtoddd! drMBsAY eebrifihh@bHTBIRE K. € TWbIcalll NfiRemBL | on

about the network. However, because |arge |P networks are highly dynam c,
it is difficultPraoeddiirasdrespes sered andasiefiers of ghe samse Astiopek ardiagenent

t asks. Consi der .t hat rge | P net work have. tens qgf thousands of nodes
and hundreds o Praarafuodn dRstfss IEHUE e Mol Wi BRaed el SRR, “have
300, 000 nodes amfs B RRAtifi O BhS: thEAUARIE, 0Jateways, sw tches, and ot her
networ k devi ces sonetines fail, go offline, or return to service. Links

often fail, ret{087{o S¥hie &g Lsoserdeguaciel fimcopiens,orstrticking BOCLE mstyance, a
m crowave or satellite.lin maeé‘ efageri nce inter;erence t hat redHces its
SEldng

bandwi dt h. Pr ot B¢ 811&P{pds- - p r¢ ferenfeprpeiEsd ey affic in

l'arge | P networ kgrRdrthdly, Na8s6lcaich SPENAGdrbaRs rt&ﬁé]dc@%np@f&b@ci@nﬁy'ﬁ%r ge
~network as conditions change in the network. Even relatively stable

net wor ks can t akebitzery @nd unprediatableeach a state of routing convergence. By

design, the pa{h gf conmunj c}%}[i on between two conputers on an | P network
can change evenlW8B] ng? Rartiselarogagy ayOPRIGNE & SRHERESOH BEMERh2 hem | n

view of these TaclOLondil, QhiEl MutiShURBEMAR! AW culiiolimaBECRellid cul t Tor
n or

net wor k management tools fo obtain in tion that over tine paints a
sonmewhat conpl etmenagedheat caskatectpacthpnagodg aaffet inoa ketwddR.O0jaNerdivpthle

conpl exi ty makes nmanagi ng.net wor ks expensive as it has required nual

i ntervention bym’s%oﬂ? gd’ﬁ%{ﬂ‘?ﬁ’ﬁ“%e?’%t%ggﬁfgéﬁlﬁgi 8&&?%‘]’?%% r'r‘_é‘ﬁé@’ggEnt of a
| arge 1P net wor ke fiahaRes Redlifel hGthlatb AULOIRL SerwbBl S GRS SS Ide¥ad@r cl ose
human oversi ght has | ed many operators to adopt a conservative policy of

preferring netwerde dPabetwarks osrer bigldgudynaneiec oif isgulifficutin te camyuinenm ze

e moerehs hoe BRET R NEt i BESEMndebie i Shale 1
configurations fgfe IFORGork Aaly ERQUREA! HRBSHAG L Sodelehlitinaniisuge of
expensi ve bandw dth capacity and potentially higher comunication | atencies

t han ot herwi se 58§53 lBhe. gawns. f ér laige oemaratenseingdoemy hae 66600Gur at i on

nave not been W egl 4@ 995 unckO RO A DA & Rk Rnl b ShPhEIRRAOS TNt

devices sometimes fail, go offline, or return to service. Links often fail,
return to service, or degrade in performance. For instance, a microwave
or satellite link may experience interference that reduces its bandwidth.
Protocols such as OSPF and BGP that are used to route traffic in large [P
networks are dynamic and change the routing paths in a large network as
conditions change in the network. Even relatively stable networks can

take a long time to reach a state of routing convergence. By design, the
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and mai ntai ning ACLS, do exist, the tools are unsophisticated and have nany
shortcom ngs. Mst network managenent tools sinply discover and poll live
net wor k devices to generate reports contai ning maps, counter val ues,
averages, areas of high traffic, and so on. Current tools tend to ignore

t he gl obaVIMUMWEEE of network behavi or, concentrati n§CHRSVEHLFAY | vy

uni fying potentially conflicting data taken locally from i ndividual network
devices. Current tools do not nake it easy for an operator to performa
vari ety of potephihabf yomtgrhidativadeswsictwvasodippeay eni oy [P hetwatkhcan
particular set of traffic, take thr,oug}% the network, i vestigétin t he
behavi or of t he CREERGTMED | JWringHAE iPErigd S 11o8le GRoREEHAT RGVERR 185781 it i on of
the network as Lahl bf fRsaRtidiaRYy BiHeRSIGRINA belBv, ANPkNRLAQimRLNGEK Lralfic
as it relates to particular applications or services, and so on. 100111As
descri bed above netvhek endragembeeioobt tberipdis ibormetsoteatreeninde paiaiffa ¢ at

i ndi vi dual wuser cog@Hters, but host traffic data has been |imted in scope

and general |y caMRBVIHSPENICTEIPEARFIREPITRIER AN O -af fic fl ow al ong

i cul hend P . -, .
foes. not - pr ovi alUfBL u NP 1t O RbHRY nERla R b RE RS ERERT ST

tool s that aggragat eequiretir ahdriuval daitanahtinret vor kskdéad ckemanichpeauirer s and
switches, for example, NetFlowmr) from G sco Systens. However, these
approaches haveConBgeitipn 486 quansgemsnt alimiraedl mesyenshas kasndiffsydque
(e.g., encrypte egy. traffi.c, GO e | ) | i.cation
patterns, sanpl ?onghgﬁhﬁ%‘ac%uss,ﬁﬁg%&og&r %%ee?lg%lgﬁt J?\geg%:gggh 5%%@ ring, and
ot hers. [0012) Fupérhmior edogknousnseachive glotisy fodrprefientd hyiwgk wiabilties ar e
limted. The known techni ques generally | ook for secondary effects of the
virus, such as RB¥i freyeRy RENIBERICESBUPRIEN IS JfEWaHH PEHEHBARCG; H§us,

P20 LA, AL R A by RO ML 0B

resources. However, t ntiate between the virus
and | egiti mat e agplorlcatremins suhaptimelguwietveort  kan @ irationsn tfoo flomstrwirak

resources. Also, viruys ar.e becorg.ng nore intell. nt to avoi d, detection.
For exanple, a mwg&nls@dlggttoar&'}ﬁﬁ%fﬁ BiF W&P@Hg%&’d‘gkﬁ%cﬂ?%&? iting for
a signal to iniphah@alF el ABRhSunftallBh | GlefdRsViHaHS of R¥wRE  pslofiant unti |-
confidential data i1s a)EquJ%red. Tht’lfg, a\/\H/F#lll e theSvFrusoﬁg wal t?ng to act, it
woul d be diffi clibelst fordetteointdde camsgemnentp podl usesiguratiomahawd det didfeect s.
Summary of the lnyention .[00131ln response to these and ot her needs,
embodi ments of PHELHFEREFT i nvention provide a system and method for using

network flow regprgs e f r.s, t avi de .i rmation
1 AR %@'ﬂ 1O e KndrRdb&lae G010
about the trafflic eEt eri ngE1 1T ng r?hé)&%ﬁe(w ce.% ﬁgt ﬁo@i@rlg%tngoﬁléfoggg be
configured to amtcdonimaenor ACHLY, dardxdustheytpels aof unsiphisticated afntli lmvbet ween
two network . . .

many shortcomings. Most network management tools simply discover

and poll live network devices to generate reports containing maps,

counter values, averages, areas of high traffic, and so on. Current tools

tend to ignore the global dynamics of network behavior, concentrating on

centrally "unifying potentiaily conflicting data taken locally from

individual network devices. Current tools do not make it easy for an

operator to perform a variety of potentially useful tasks such as

discovering the path a particular set of traffic takes through the network,

investigating the behavior of the network in ‘whatif® scenarios,

monitoring the evolution of the network as failures and recoveries occur,



devi ces whose traffic transits via the router. The nethod presented

descri bes the creation and application of access control lists on the
router frominformation derived fromthe network flow i nformation exported
by the network router. [0014] A system provides dynami cally controlling a
networ k, t'He2¥VE%2%4H i ncl uding: a flow record storage 355@%&\9?’%’&69&0 recei ve
flow records fromthe network and to aggregate the flow records; a data
anal ysis tool configured to receive the aggregate flow records and to

anal yze the aggreegaabitinfg em&dﬂtﬁwa@cﬁrmgaﬁgs t® pertesiddr apndicetiprepta to
identify one or nore network addresses and ports, and a network device
configured to r SEIE élnl"’ijesol(ﬁ]enti fied network addresses and to add the
identified net ddr S a leoy | 4

Optional |y, th\gqg@sl?em u?it% er?&?nm ééﬁggc}g%‘g&%gﬁfragtﬁﬂfp{titmsingésgéee
optional |l y confingtwed traffistairiediviéudl deat icbmpdtangt bvar kosaddifBs skaga &ngdd port s

and to provide the jdentified network dresses to,t net wor k devi ce.
Opti onal |y, cactreth HHEdP e e BEnerR GUBD! SoCal LE B (he 11 ow

records are aggrgeRt ﬁgwaélSRé ghﬁﬁuk@ sﬁaﬂﬁ iﬁ%ﬁfﬁ%&%&l@ﬁﬁ@ﬁ;or%‘ﬂf‘gyﬂeﬁ?’ the
flow records include byte stze transmtted in each associated flows, and
wher ei n t he pr edefwarkdnaasiteercnadoeschaigesviddesdiot mformatioerabofit fortvesk

transmtted in the,k asso Lated fHowf r .each of t? S Prce addr esses.
ptional ly, a diRRlofhut ifeviTe @1Peioni wat femsats tBtaiodar S a¥pTne ¢ he

predefined critekii@es FRALRLEIIRANGHiRNES &P%x%?l@%@@%@?rd@@i&&f ed by

receiving flow records fromthe conponents about traffic on a network. Data
defi ni ng access Sysmmsol Howeeri ahés appicenkds yavegeoved, inadatuatee 61 ow

e o T S e R

access control fébinb%}ci@pﬁ@ﬂidrﬂ&ﬂﬁﬂnﬁshﬁﬁti@xﬁ‘gatl@éxﬁi%hﬁﬂing%ﬁﬁ@tsyﬁ%ﬂ-onThe user
may review the identified addresses or ranges, and/or ports then opt to

forward these toowers imfodused hgtmwmiorognpuheiess. | f sent, conponent adds the
identified net ddress and/or port to an associ.ated access control

list, wherein N B b g &?CB(}@HF% for df’?’?‘&d’f%ﬁﬁf%f’écﬁﬁeng the

i denti fied net wapkaddnesen AL Qhn e%ﬁe%‘;all?n%ll Yor $dcBRd {éﬁfe%‘é?s dor each

access control list can be set to a he renoval o

aut omati cal | y eftiteevigas, AGEh enst moegorid®O0k6yoérk tehdgcwayageAGhd ddenttiiyadef i ¢
filtering rul esﬁ%ﬁg i.,ed in a router or fir]gwill. There are two ki nds of
ACLs, Standard RS TERUSEHNG A, OB HUE K T8° R EHr & B IRHHPESss onl y
and Extended ACksohhad. BbRekedY: P bE @irRbs: %éiﬁéﬂé}{da@@béﬁeé@q{&ﬁﬁme‘”d

Source and Destination Port. Accor dingly, enbodi nents of the present
appl i cati on i nckudidegtivraingppheaticdenthaf i requisgldr dargesameurpoef sietwork

resources. Also, virus are becoming more intetligent to avoid detection.
For example, a virus may sit dormant on a system for some time, waiting
for a signal to initiate. For example, a2 malicious virus may sit dormant
until confidential data is acquired. Thus, while the virus is waiting to act,

it would be difficult to detect because it produces minimal side-effects.

Summary of the Invention

[0013] In response to these and other needs, embodiments of the
present invention provide a system and method for using network flow
records exported from network routers to provide information about the
traffic entering/exiting the device. Network routers can be configured to

authorize or deny various types of network traffic between two network
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100171l n a systemfor dynami cally controlling network traffic, the system
includes a flow generating device configured to access a storage systemto
provide flow records; a flow record storage system configured to receive

and store | records; and a data anal ysis devic figured to access
the stor adigg%?é/f’sgﬁ@and to assess the stored flow reco?ﬁif%g%oggﬁa%ﬁg to
predefined criteria. If those flow records satisfy the predefined criteri a,

t hat address/port may be forward to a user for review and approval to be
added in the ACdevives avhpse Heaflisetransits oWiar Beorertaat Bhadaebrdtiasanitch t he

identified addr IS i il anot her
enbodi nent, t he%? %!5%?1:5 {th?gcgé(a&f%gcﬁ%gsaggﬂ@f@%ﬁ%&%ﬁ%ﬁraﬁﬁ%tofqozgé’%&g%éﬁ
eval uat i ng addr €gsd p@binsation deavACEon thepriwbdkuflaw inforauti sreexpadredassoci at ed
with a address/ports in the ACL may be eval uated according to a predefined
criteria. If tho¥stVek 1OBKSr ds satisfy the predefined criteria, that
address/port nmay be forward to a user for review and approval to be renewed

in the ACL. O hegpdsse. A fsybBRSSrdNiQW qyRaRIARY f @rkrolithe at hedobrk heh
predefined cri tgi a,? and Sgddr eggl rl)ort gray lge ¥orvr\1/arr0d tg(s) a userr fore revi ew
and approval tospgememoidihg rofiacvhecAtE Boiafe Desiigurpd i tonraskivieh&o®r awi ngs

0019] The above and, ot her objects, features and advantages of certain
bxomnl ary onbodFSHIS TBR fif nENeRk AT, 1 CRET SR TBY TeoE A arEnt 1 om

(e Tl ut 0 Sakgsepdesmiion S I FAYIE 0D A e o

networ k i n accorgdpzethsi aggregatéd tlow records according to predefined criteria to
identify one or more network addresses and ports, and a network device
configured to receive the identified network addresses and to add the
identified network addresses and ports to an access control list.
Optionally, the system further includes access control list storage
optionally configured to store the identified network addresses and ports
and to provide the identified network addresses to the network device.
Optionally, each of the flow records includes a source address and the
flow records are aggregated according to ‘the source addresses.
Otherwise, the flow records include byte size transmitted in each
associated flows, and wherein the predefined criteria includes the fotal
number of bytes transmitted in the associated flow for each of the source

addresses. Optionally, a data input device receives input from a uger to

define the predefined criteria.

j0015] Components in the network can be monitored by receiving
flow records from the components about traffic on a network. Daia
defining access control criteria is optionally received, and the flow
records are analyzed using the access control criteria. A target and
source network addresses or ranges and/or target and source ports that
meet the access control criteria and identified and presented to the user.

The user may review the identified addresses or ranges, and/or ports then
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enbodi mrents of the present invention network; [0021]Figure 1B (prior art)
depicts a known flow records anal ysis systenm [0022]Figure 2 (prior art)
depicts a known exenplary flow record; [0023]Figure 3 depicts a known
exenplary table for storing the flow records in accordance wth enbodi ments
of the pr &b BAt?8ntion; [0024] Figure 4 depicts an ekefptRI b e for
storing aggregated flow records in accordance wth enbodi nents of the
present invention; [0025]Fiqure 5 depicts a systemfor creating ACLs using
the flow data iﬂptam:épwaardegwm Hoepso i it BeRfork neorpprsai | vesiti on;

component adds the identified network address and/or port to an
associated access control list, wherein the access control list preverts
traffic from reaching the identified network address and/or port.
Optionally, time periods for each access control list can be set to allow

for the removal of the automatically entered ACL entries.

[6016] In this way, ACL are traffic filtering rules applied in a router
or firewall, There are two kinds of ACLs, Standard ACLs that block or
allow traffic by Source IP Address only and Extended ACLs that block
.by Scurce and Destination IP Address and Source and Destination Port.
Accordingly, embodiments of the present application include storing the

identified addresses or ports.

[0017} In a system for dynamically controlling network traffic, the
system includes a flow generating device configured to access a storage
system to provide flow records; a flow record storage system conftigured
to receive and: store the flow records; and a data analysis device
configured to access the storage system and to assess the stored flow
records according to predefined criteria. If those flow records satisfy the
predefined criteria, that address/port may be forward to a user for review
and approval tc be added in the ACL. To aid the user, flow record data
associated with the identified address/port may be also displayed to the

user.

[0018] In another embodiment, the techniques disclosed herein
describe a method for evaluating address/ports in an ACL. In particuiar,
flow records associated with a address/ports in the ACL may be
evaluated according to a predefined criteria. If those flow records satisfy
the predefined criteria, that address/port may be forward to a user for

review and approval to be renewed in the ACL. Otherwise, if those flow



[0026] Figure 6 is a service flow diagramthat explains the conmunications
bet ween a network node, an access control system and a flow record storage
systemin accordance with enbodi nents of the present invention; and
[0027]Figure 7 is a flow diagram depicting the steps in a nmethod for
creating AP PYE2HY fl ow records in accordance with efb&FPHEHYESf t he
present invention. Detailed Description of the Preferred Enbodi nents

[ 0028] A network 100 in accordance with enbodi nents of the present invention
i s depicted in Ftdardd fail whaengsfy the preddfindd agitea, i dodusddrass/pagt sayebswr k vi ew
of the present invention, in_accordance with one enbodinent, | hown. As
Ul ustratod,  cl ifGRETHEY P HEE TPBEVaHERT aproval 10 be removed from the' ACE

Brief Description of the Drawings

[0019] The above and other objects, features and advantages of
certain exempiary embodiments of the present invention will be more
apparent from the following detailed description taken in conjunction
with the accompanying drawings in which:

[0020] Figure 1 A depicts an exemplary network in accordance with
embodiments of the present invention network;

[0021]  Figure 1B (prior art) depicis a known flow records analysis
system;

[0022]  Figure 2 (prior art) depicts a known exemplary flow record,;
[0023] Figure 3 depicts a known exemplary table for storing the flow
records in accordance with embodiments of the present invention;

[6024]  Figure 4 depicts an exemplary table for storing aggregated
flow records in accordance with embodiments of the present invention;
[0025]  Figure 5 depicts a system for creating ACLs using the flow
data in accordance with embodiments of the present invention;

[0026]  Figure 6 is a service flow diagram that explains the
communications between a network node, an access control system, and
a flow record storage system in accordance with embodiments of the
present invention; and

[0027] Figure 7 is a flow diagram depicting the steps in a method for
creating ACLs using flow records in accordance with embodiments of
the present invention.

Detailed Description of the Preferred Embodiments

[6028] A network 100 in accordance with embodiments of the present
invention is depicted in FIG. 1A, wherein a block diagram illustrating a
network view of the present invention, in accordance with one

embodiment, is shown. As illustrated, client devices 108a-108n are
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coupled to servers 110a-110On through networking fabric 112, which incl udes
a nunber of routing devices 106a-106n coupled to each other formng a
plurality of network links. Cient devices 108a-108n, via routing devices
106a- 106n, or nore specifically, over the network links fornmed by routing
devi ces 10B&2%8BH**sel ectivel y access servers 110a- 118§ 4B ces.
Unfortunately, as those skilled in the art woul d appreciate, the sane
network |inks that make servers 110a-110n readily accessible to client
devi ces 108a- 108pupltd dorsemdas klfen ol Heeugh actveorkings &lsic dildusdidy one or

f client deyices 108a-108n. F | Lent_devi
1086- 108 may. | HOTWeada 308y oF Bt TR oA unT B e Bheh "2s "2

deni al of servi ¢andhd acklurslicyObthaemiaR MGt | Ulear ARQicos 18R 08RY VRS S
110a- 110n, routing devices 106a-106b and/or the links interconnected the

el enents. | n actoiidgrieyicss tiR6eHOOpr esmwre ppagelitallyn oven thegtesyorkobnks
conpl enented by.a nunber of s S 4 0 e Y, ect and
prevent such aba%rénegrbymr%uggxg %&?ﬁei#e%t ?V\%%kgp}i’eﬁ sayt%g{a)sg %g\ée%gilgg% nor e

fully bel ow. Fonig¢heot lkbtysdesat ethfermbedélpeat  theenskiled 14 thel@dnwankl di sposed
in distributed locations. In alternate enbodi nents, sonme or all of sensors

104a-104n may bepratiags Hicl spref Bpfoesl) ligks that suekengeraeryildea-110eacadigh.
[0029] Netwiork 112, L aptaent sy acbIaad gsanees ofisPTLYAL 688 YihlrBR BUOL1 ©
networks or intérc nnectte networcks, such "as an enterprise neflwor of a

mul ti-national gersposrahiiQRe Y drigeot m@Enet cliddat wonkésngoodes,. skwh as
clients 108a-108n and server 110a-110n represent a broad range of these
el ements known F¥AEHE @f¢ or PHEE GdFRYdeHeRsy] aal O8ss By nadvitiesly &-i8omer ce

sites, and the bidiBinadn AddidCth LRaBR! W as HOUGLA0 ARKAES 08206
represent a broad range of network trafficking equi pment, including but are
not limted to otement idadhizeooters, meovd sedvess, 1(04-¢ ey, Srotinsdancest he | i ke.
[ 0030] Whi | e for ease of understanding, only qne director 102, and a handf ul
each of networ k!SqEOD gnd/enthe 11’8‘8%1-“%68‘?{‘“&5@‘15@? \FeFRenfS.0 40 acmf%@ﬁ’;e routing
devi ces 106a- 106¢ - e | %ﬁ%' . i ation,
fromthe descri g’?‘??ﬁ%&?gﬁo{@’&v‘%@? o%%%s ria]l@ég&lﬁh t et%c??pv%e?‘}dl%%?rf;ci ate

t hat the presensenisorgeidiaokiidmaprd empi@eti wedetedtt Amdmpresetithauchostaisdiarect or 102
as well as nore or Ie§s net wor des

k n ,, routi, devi ce 06a- 1Q6n_and
Sonbars 104 1omisst G The eiora LR b GREHP REh v bHaY af Sohag

practiced w th gRe: fEd MK IHhERS sehsord 0942 M8 FBTEsid3am ipngsiHbhegt or 102
is enpl oyed, each director 102 nay be assigned responsibility for a subset

of sensors -104alot@dms. almdaltdmeatdiamadimsnis0somepr rdl @ff sensorselddh-iddher in a
mast er/ sl ave rel ationshi L.th one.of the directors serving as the
Mhaster (and t Ty SEnarEly GedsOTRiR ptie SiER Y3 B8 anot her or
organi zed into j er j i g iLpilities
descri bed bel omﬁafgbm?‘% e gp%&a?&ék&ﬁé %{ﬁ)ergécff?e eo‘? &%gml&g&%g‘ggirapbed in

greater detail mdlownetwmaks he diteeonosctddhetwotkudescia 4d aw dakgprsennecti on
system and an access cgntrol . device, as descri bed :'1‘% greatlgr detail bel ow
FYet-s

[0032] As shown PHRWEIKGOT PRMURALGRR! nedrRefakons S dis GYOBHNS

nodes, such as clients 108a-108n and server 110a-110n represent a broad
range of these elements known in the art, including individual user
machines, e-commerce sites, and the like. As ailuded to earlier, routing
devices 106a-106n represent a broad range of network trafficking
equipment, including but are not limited to conventional routers,
switches, gateways, hubs and the like.

[0030] While for ease of understanding, only one director 102, and a

handful each of network nodes, clients 108a-108n and servers [10a-

9.



i1l includes a data collection systemserver 130 and a data storage system
140, in one enbodinent. The data collection system server 130, also called
a listener, is a central server that collects the flow datagrans 190 from

all vari 0%%@%@%&5 agents 120 to storage and anal ysi ?FTA}Q&DQ@[% ,col lection

system server receives flow records 190 fromthe tlow record generating
device 120, which is a network device that is part of an IP network 114. In

one enbodi nent, twork 114 .inc e he Internet 115  [0033],l eneral ,
flow record genép(grbirﬂ@m_&?e s gd:%fpé{? ‘i‘r’r‘ijc?e&a‘érss{%?g]g]ﬁ;t“i b éigavgﬁbtwor k
devi ce capabl e gfe iNa8MHk0AINEAWHE BENRIS oht& 1l Gw Bthosd 4B REGE Sirt N

generating flow records fromthat traflf! c. Exenplary flow record generating
devi ces 120 i nchpecintouhar the widrdHeserditg gay dwapsicliog With gowe teases, nmay

i nclude application. serv systens, and network, prgobes. In st _cases,
the small flow ?‘éecg‘rr%cei?reﬁﬁa%“%geaﬁemg’fee?f 6y ?’%’,P&ﬁrlf §8§?Sd rgeE g%”ﬁ%f devi ces
120 are exportego@s] @Sidensels 10 6AL 0N pakRdrOtHeNBred@itansotiRct i on
system server 130. [00341Various network protocol run on network equi pnment

for coll ecting maywhokbeaprdcticedewitktongragtroers| ditackdrf 1024 Wbemmdrethan
Typical ly, various petwork agents 120, such .as rou s, . have fl.ow feature
enabl ed to genefXt éﬁrfeict(?\liv ﬁ)@cg? oeér.lpl?ﬁ‘éd’f F%C&% ,dggggoasf(%dﬁ@; S GRELY y
exported from t Re,RRIMRAKIRAL Mibsd28f isBnddee n0hal aaH, adPiet @eiors U2 or
Stream Control Transm ssion Protocol (SCTP) packets and collected using a

fl ow col | ect or . mEprrelatsr @ ¢ashorthen inoh mastessdeerrefasionslopl witdr oret oMY neeri ng
Task Force (IETE) sta rd f.or Internet Protocol FElow Information eXport
(IPFIX) at http@‘%‘?%ﬁ%gtﬁe?"’dfl%/aﬁt "B o %Fl ?géﬁgrefsers?ﬁe » O15035] As
descri bed abovepedrd QW 6RCQhEGel 9§ drgarkisddalihy 8€NMhieRYcH)eionebubdkeagent s
120 via a UDP or SCTP, and for efficiency reasons, the network agents 120

does not - store §isgwrgeheresponribditicnalpsetbeddehyted. Wth a UDP flow, if the
flow record 190,j ropped due to.netwrk c estion, between the.network
ngent | 120 and 103ty a1 Bo pratton Af 0o dercias B Redasibesbin 825 BFGyer
because there igpQ ¥y HeQirdit Mt WRRI29 M w Hah: EdhnkegSNeyskdlg dnljow record
190. Flow may al so be enabled on a per interface basis to avoid

unnecessari |l y bar dwaismgntsd! déwice, osdescribegrio gesssardetdihbgiowt he fl ows records

190 are general ]y based on the packets input to interfaces where it is
enabl ed to avoi W0AELI &5 SERME il Ian ke & KBEYR ARBFRKrRES ﬁréﬁmﬁwt?nagem

120. Al so, the ngt Wx&ieﬁ%ﬁﬁtalg&lé@%neﬁsﬁgéfuﬁ ﬁg{j‘fe!‘ow Eﬁ@radﬁatfao‘?tﬁga[ %gped

packets. [00361Net wor | ows have been I n many ways.
system 140, in one embodiment. The data collection system server 130,

also called a listener, is a central server that collects the flow datagrams
190 from all various network agents 120 to storage and analysis. The
data collection system server 130 receives flow records 190 from the
flow record generating device 120, which is a network device that is part
of an IP network 114. In one embodiment, network 114 includes the
Internet 115.

[0033] In general, flow record generating devices 120 may include
substantially any network device capable of handling raw network traffic
at "line speeds” and generating flow records from that traffic. Exemplary
flow record generating devices 120 include routers, switches and
gateways, and in some cases, may include application servers, sysiems,

and network probes. In most cases, the small flow record records
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i npl enentation, a flow includes a 5-tuple: a unidirectional sequence of
packets to define Source |IF address, Destination |IP address, Source TCP
port, Destination TCP port, and IP protocol. Typically, the network agent
120 wil | oqutput a flow record when it determnes that the flow is finished.
The net work® &9&H2*¥20 does this by "flow aging," wher ETHEHEHEr k agent
120 resets an aging counter when the network agent 120 sees new traffic for
an existing flow Also, TCP session termnation in a TCP fl ow causes the
networ k agent 1Xsnewtesdni Hewirpeore |generatipg dedeointdl agenponodacasrednso be
configured to out f d I L} e en if the flowis
still ongoi ng. E%ﬁ?\a?@w}?@éﬁﬁ%‘éﬁ ﬁ?lé%crtéﬁ%ﬁ@%h{e\é@%el iY)he fl ow properties
on the network gggsd] 120aridR03ddwirk! PMIE&EORE R0 neBiorkOBE@bheat Wode
variety of informatiion ' about the traffic in a given flow ~An exenplary

fl ow record 200 cobnttiignsetiviosk find infeiney pretbcdsirafiis idéfrmagidni nfyRiGily2. I n

particular, typical flow records 0 i nclude a version nunber, 210 to
Paenti Ty the & ypeoars RO ER IebdvoRrsitino R BE R S5s WaRRI i es L he
flow record. [OQRZLGRMSWYEAFIM THe AL redords NPBLar@ RehiQilKpotiRl eFdnace

si mpl e networ k managenment protocol (SNMP) i ndices 0 may be used to

dynami cal | y i derib¢ fngtwerkwegeat d@0i edseh aBNKFoto@NMUPE) e elirdsym net wor k

managemnment syst t nit.or. n r k= ed devices for conditions that
warrant adni ni s%ﬁogeﬂg?ﬂlﬁ?%?r\égq‘f&l gghgﬂﬁztfﬁacg?maar’giefmgefcm'sq?é}ﬂ&ﬁr%s f or
network managemgiw tAfctd NgFan MRRE | Bidbin@lidnay Bleafy He@GOlto antdaieabase
schema, and a set of data objects. SNMP exposes managenent data in the form

of vari abl es on Hngemessinagbasksyetcend ETHD i sandged clor blatarpet Syepeqh Flow
configuration. These variaple hen i hes.
manag?ng appl i cg?lﬁ)gﬁlgt.ig %P Oétrs dé%@?(éeagc i AShiE T ot R R

whenever slottedhhaédwale i s added or renoved. |Index values are typically
assigned at boot tine and remain fixed until the next reboot.
[ 0039] Cont i nui ng0@#3]h RAGleseribediehoad, fidve rédopds t ¢ eradgsuallp seor b eie

typically include, informati on t dat ansm.ssion, including a tine
St rpe. of start TRITKARFEH ‘EPieE a3d0P & FerPy bR PO Bn e s
transm ssi on i NgkHASt doBARNTBLIRE R sidh€ IRWTRRL@f orétiBsy andégiorRacket s in
a flow 250. The conditionals of the data transfer may al'so be i ncluded in

the flow record Ve a Sildh flgsy, HE dlke flosareco2d O Seisciioppery duhgosmiverk and
congestion, between the network agent 120 and the data collection server

130, it may be lost forever because there is no way for the network agent
120 to resend the flow record 190. Flow may also be enabled on a per-
interface basis to avoid unnecessarily burdening of the router's processor.
Thus, the flows records 190 are generally based on the packets input to
interfaces where it is enabled to avoid double counting and to save work
for the network agent 120. Also, the network agent 120 may export a
flow records for dropped packets.

[0036] Network flows have been defined in many ways. In one
implementation, a flow includes a S-tuple: a unidirectional sequence of
packets to define Source IP address, Destination [P address, Scurce TCP
port, Destination TCP port, and 1P protocol. Typically, the network
agent 120 will output a flow record when it determines that the flow is

finished. The network agent 120 does this by “flow aging,” where the
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destinati on addresses, the source and destinati on addresses port nunbers,
transm ssion protocol, and the type of service (ToS). For Transm ssion
Control Protocol (TCP), the flow record 200 may further indicate the union

of all TCP flags during the flow As well known from TCP, a data
transm ssitM2W0KBtVes a series of comunications conf PFMUSHEFERAnpl e, by
pairs of acknow edgenents flags (ACKs). An inbalance of TCP flags suggests

a nessage failure, whereby a nessage was sent and never received, [0040] The
| ack of reliabi netyorkrigene! 2Q pPetsramagiog cowriehalies e oedvarktagsiighiG i cant | y

affect the accutac of i ARABULATRITRORRLISEH LA SATRARH 0w For

exanpl e, es are o en rnewval ues W when t he

next polling i ntfeyvAbwhassdaass adwdrk abhits] 20ay.explie thogswolTHrawdtetrk | ow
sanples is a slight reduction in the effective sampling rate. Wien sanpling
i s used, the UDREpHyl¥hgardhtcabpsonfigusdniol ewppf dwilayt EgPHhRt fhiked  nst ead

of i ncl udi ng_an;ent), e, & Gt 960/ @ 190,885 IRLAGLANANS! eaALAKbges

i nformation such as oW versi on, i‘'ginating”agen address, a

sequence nunber colidwieias ¥iosapiipesick bnenhaivask agehttiie. f 1 ow sanpl es.
[0041] Continuing with FIG 1B, the data collection systemserver 130
recei ves the st {@3Wilng A Ifow recot dSC 180 chnam falwiderweshd of éermationg’ devi ce

120 via a comunjcatjo ink 170. L.n one enbodi neqt, the f]ow record
gener ati g devi Roash® Rads 4 e BB vie RRTTRerBPY 5957 AR “ehBoRes
embodi nent, theyd ﬂi’l‘ld&ﬁﬁ?ﬁﬁh&@ﬁ@i abiing gerice2120 pavicher,i typlcaneated at a
| ocati on physically apart from though functionally coupled to, network

114. Though showeords Flomay mshslepavatsonf pumbem2l @ adandity élee oW sfyst em
server 130, flow record nerating device : -he..a part of  data
anal ysi s syst enﬁg reE?/eé?g E%%‘,‘ /IQSe%%[c:ﬁéxpn%%%ﬁﬁgﬁ%ﬁes[% YATEREY anal ysi s
system server 1 3@?C€$E§ﬁx§inﬂfs}% us@srideof | trﬁﬁpbqﬁ)ujcggtetrﬁcé)%iﬁl feM

pr edet er mi ned netwof k usage atistical analysis. In general, the data
anal ysi s syst ermswvorkermisdgenmt grewntcs! (E@NMR)sindissat3G maalbe moddl tot hat are

defined to solve one or npre_.network usage,relat oh ., Su as
net wor k congestiﬁ?ﬁm‘ﬁ@’ﬁﬁ%tlééemow dﬁﬂﬁg%fhr??gihm gﬁgﬁf}s Wg%é’ ot hers.
The data anal yshswa¥RtRIRaSSMLRT sykelnd!$6 nddi@r fdetorkesticdsd 48Picand:t he

o

statistical nodels to generate a statistical result, which also g% be
subsequent |y st ovslitigust thah warmdat admsindstergioe sytsnidon, lanG. coBgisispdiar yeterfbodi nent s
for storing the st ult will be d ri bed i,n re detail bel ow.

ti,stical re

By anal yzing f1 BHMUHLS, ©f TSR, andeserd: JShine ap, APPhStS8ak Bt 1 d a
pi cture of trafhidgoddl OWdandade ahting, ¥Ad ULt b dacanetjv@s K SNNIPl dxpags of the
data anal ysis system 150 i s described in greater detail bel ow.

management data in the form of variables on the managed systems,

which describe the system configuration. These variables can then be

queried (and sometimes set) by managing applications. Modular devices

may renumber their SNMP indexes whenever slotted hardware is added

or removed. Index values are typically assigned at boot time and remain

fixed until the next reboot.

[0039]  Continuing with FIG. 2, each of the flow records 200 further
typically include information on the data transmission, including a time
stamps of start and finish times 240. Other information on the data
transmission includes information on the number of bytes and/or packets
in a flow 250. The conditionals of the data transfer may also be included

in the flow record 200, such as header data 260 describing the source and
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[0043] I n one aspect, the data anal ysis system server 150 nay be responsive
to a user interface 160 for interactive analysis of the flow records 190.
User interface 160 may conprise substantially any input/output device known
in the art, such as a keyboard, a nouse, a touch pad, a display screen,
etc. In of¥0&#YMBPL, a graphical display of the stati SFTEaI%ESHts may be
output to a display screen at user interface 160. [0044]In one enbodi nent,
data anal ysis system server 150 conprises a conputer software program

whi ch i s execut dbtthadnn adéressesnthe aoomaput destimationerddersses wirt amabygzi ng t he

network usage data in accordance w1th various enbadirepts. of the.invention.
Al t hough the daltré”%‘?@?‘%é’r%ﬂ?g?leﬁf‘y& e oq\ﬁlﬁ‘”ag?rg‘i%%)erﬂﬁﬁ Trapsiisioiat a

col l'ection syst ema8l YebtodAOTRID @fe (RS HRLAI 208! ¥al SusNS! RliGeE wer 150,
t he data storage system 140 coul’'d be alternatively arranged within either

of the servers 18®nafcliTBOP fBgs dustmthegitowy dtsemell kGowafraw it salata
substantially any vol atil.e nor e.d., RAM. and/ or n-vol atil e nmenory
(o g "5 hard drERTBeRoR BYOEEne vee & dormtnisRRons ol 465 SAmAlR i n L he
art. (0045] Ref epyi figrsNOMatighol|Edgetren®d MEYXETRUNSY. t ARl #nBfhdeOss FCPr i Ng
multiple flow retords 200 in a sgtorage device 140 is presented. In

particul ar, thefldgpsuggeststabbesadoilune|witkrebna cotssage Whaterdsisi guyera f | ow
record identifier 31Q for each of the n received flow records 200. The

tabl e 300 al so {¥#'iles a col um that contains an I P source address 320 for

cach of Lue,” TN, LAY SEDr G, g SO ek ammspe e o,
byte size 340 i notdignificavwhy afsodicadoedrasy bl tHeh@eimeaneres obtainedrfeenrads 200.
[0046]1n the exgzgg}l)lgd Of]lcmhlfz.l %Or%’xar%gﬁe, Eil%( %g\e}l si,iarn%/pifasl grvg fo%%? ltﬁer‘? ggw values

will be sent when the next polling interval has passed. In this way, the

loss of packet flow samples is a slight reduction in the effective sampling

rate. When sampling is used, the UDP payload contains the sampied

flow datagram. Thus, instead of including an entire flow record 190 each

datagram instead provides information such as the flow version, its

originating agent’s IP address, a sequence number, how many samples it

contains and the flow samples.

[0041] Continuing with FIG. 1B, the data collection system server

130 receives the streaming flow records 190 from flow record generating

device 120 via a communication link 170. In one embodiment, the flow

record generating device 120 may be included within network 114. In

another embodiment, the flow record generating device 120 may be

implemented at a location physically apart from, though functionally

coupled to, network 114. Though shown in FIG. 1 as separate from the

data collection system server 130, flow record generating device 120

may be a part of data analysis system server 130, in another embodiment.

[0042] A data analysis system server 150 accesses and uses the flow
records 190 to perform predetermined network usage statistical analysis.

In general, the data analysis system server 150 implements various
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i ncl udes seven flow records describing seven flows, as indicated by the
flowrecord identifier 310. In this particular exanple, the seven flows
originated at 3 unique source addresses 320. For exanple, flow records 1,
2, 4, and Lginated fromthe sanme sources. Alt. pi ct ed,

t he exerrpl“gtor@l)%sg{%/btabl e 300 could simlarly include g‘?ﬁgﬁﬁ(&@tﬁﬁgfs of the
flow record 200, as described above in FIG 2, such as a destination

| ocation, QS, transm ssion protocol, etc. Continuing with exenplary flow
tabl e 300 in FI &atigical mo tgff‘afﬂsﬁ ‘&g‘l"ﬁg IOV ane 4 8O ’t"?tﬂ"é’é%lé’éﬁﬁﬁ at ed
with each of thg DYi@SasS h& ol U8 t Qi CaL&it/Ngyskze of
each of the fl omggtlgg?%g@ggléﬁgw th the | 1?sct e%gsﬁﬁg\’/v%?ecolr(&g l%lt% [ c}%lrefti fied in
col um 310. [ 00#&Ah&Rahe thdfngnmow dtierkl Chedlata hrelykag aystem sbeveek2dmkasry f 1 ow

data table 300 s aggregated in aggregated flqw table 400 according to the
source | P addr ed¥ ﬂ? .re‘f%gﬁ clgplasf‘,d &‘%étfg&&Fgg@PaBIﬁ P2ETHRE BVEHISER or nore
predefined tine.Qef %ﬁ%h ARG, t&ﬁ?ﬁéjiibs‘eﬂ@erﬁﬁﬁg@r@& YiBdEr £9akLdiokaaw tabl e

400 includes a columm that w aggregat’ed nunber of flow records 410
associ at ed wi t hsedoh Bf. t Eeesplary entodaddntestoe stet2 @ the sthesticablresu®00. The

aggregated flow table 40Q further ,jndi.cates _the total byte size of the
s Tor each. B CRECESUEE dh s daadaey a3ty T vHeE 1h) G 30he cita ' "°
Appl i cations of aazhgsli@@%g%ﬁ%%%@}@gﬁ%he A00uAE %fgx%%ﬁé Heﬁfarﬂfeﬂr%c As with

the flowrecord ta it shou be appreci ated that ow records 190
may be aggregat vduas desinadork. orApaapt ef dbe atath rgalysisoystenorl Sfoise of t he
fl ow records caitjesgo[)i(gs descri beq iln the exenplary flow record 200 in FIG
. 2. [0048] Ref er FFHGOROI FRACEIEAT PElogy, access control nethod 700 in

accordance with di h rese i Lon_i ischased. In
step 710, trafffc |ﬁ tﬁ%gté\%&?{z’ &eﬁrﬁigﬁeﬁrﬁasl%g%g?%ﬁ’l ?égggpgé\%% H?S to known
t echni ques, as oepersiveeth abexe intarfdcd [160v fhednedstias analgbisedt #d flowst ep 720.

Typically, steps 710 and 720 may be performed using functionalities already
i ncl uded in nns’fecﬂ’éisv\é?‘g- c&ﬁ%&n’é‘?ﬁrg’,"es&é@\ HEYr 6oBTIEE sphyantiadyr MBYs, etc

and may be usedibaysabliealyBidaShArs MoliPWEACR ficohahyas eyeaplary flow

record table 300. The ' collecte ow recor rom st 0 are ahal yzed in
step 730. For etoanplped, 4 Hsplhlyowrasacercddnmay demyygregapkdal diuglhy as f or m ng
an aggregated flow record tgble 400 describe ove. [0049] Continuing with
the access conttrhSIStE}’i’é"f‘ﬁ%cfesf‘gﬁm%egé)%’t%r{?raoﬁsglgﬁcﬁc’fqe ri’%“é%rem% 4fed in
step 740. Defauldp. predefined access control conditions may be used to
assess the flow records. For exanple, address or ports associated with a
certain percent@fd4pr hronokmbbditeaf, fdat amyyshesyistentéd eeb0 denpiscanpl e,
access may be limted for the source | P addresses 420 based upon the nost
nunber of ~t r anshCOMBREET 43 TWATE niFQREFt MU ES expcutplie| off GBSt CtamRift of

transferred datgd3ers BISSRCR!fok ShhG2 GNP RARIREL NCLIN B A8 ERLED! | ST NG

a maxi mum t hres or certain criter or subjective upon a

ranki ngs of thewithiveepiaempodindnheos dwr twention. ardetoukl theldaessorape or port

with the | argest or t frequent consuners of network resources_(or other
Yy e dagal b

criteria). OptidR&ER §30 {Snbod seritgmakle P lgetion systemR 8TVET 68B0] The
source or targeind/d? ReHasSHaAL st SErABGEDNGeldbeS Storage system 140

could be alternatively arranged within either of the servers 130 and 150.
Data storage system 140 may comprise substantially any volatile
memory (e.g., RAM) and/or non-volatile memory (e.g., a hard disk drive
or other persistent storage device) known in the art.

[0045]  Referring now to FIG. 3, an exemplary table 300 for storing
multiple flow records 200 in a storage device 140 is presented. In

particular, the depicted table 300 includes a column that assigns a flow
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criteria can be identified in step 750 using sinple logic. In step 760, the
identified source or target |IP address and or port identifiers can be
presented to a user. These source |P addresses (or other device

identifi ewz},%gsﬂsge identified network devices can b?c"nﬂ?ﬁﬁﬁ%i%?d on an

ACL in step to request network devices to ignore or otherw se refuse to
transmt traffic associated with identified ports/addresses, if approved by

a user. [OO51]Referri .now FI G 5, an access .control m_ 500 in
accordance Wthr‘?ﬁﬁ{)#g‘@ﬁ%?’gg f?%%acﬁr%fstgﬁt“ TesREe; %Wifgcﬁg%ahgscﬁﬁsed. As
described aboveip §PWsH3hAuELL BIGnTYBLEMRIARs TRVID QRely/fIdAg Toaw 1 ow

records 190. The flow data storage system 140 nmay aggregate the flow
records 190, asfaeschiocbét wseived fiow seapids PFOOKk nwinmaykattcontdtsoampitiesh syst em

oals or the flowr r tored,i,n a raw, f he flo ecords nm
ge aicessed andSt\évg@gég}e%’%an}%/Hgt Z‘Eeﬁelé{ﬁ%h%‘i EECP\%I E@@HQ@CWW‘}%{WO >

criteria receiveghiaing/a0fytdiicmeh M del By 88bcIaEWIRCEe o0&t HeH ne
net wor k addresses/ports to be added to ACLs. Likew se, it should be

appr eci at ed t hatecpuist’§Paddr esses that do not neet the predefined criteria
over period of tinme may_al so be automaticall%l identified and suggested to
c

the user for rel%#8l frBmthhexpeple ofiiea) | afRigT dow 1avle HE0F | ow
d dd i h ' i £ i |\ i th
records or addrgaags oy Bod el AL At AWARTMGAL| X RERALARONEC ¢ by an

predefined criteria s forwar r interfdce to
adm ni strator. fbe @dmdnidshtifi¢ro}10mayn thiepaappliaveahiyde adidisevanfivesoval  of
the identified gror,t/a dress fromthe ACL. [0052] The ACLs 590 on a network

devi ce 520 or, SPENFRAR Y, UHEYF BT HEEsPhIah ACE S¥tBPKgdoO¥yKERIR530 and
forwarded to any peuwgpy fi%‘ﬂk%ggﬁé%dt @81 KRC GhrhESsdureds! | %liﬂoﬁg#g% 510 or

the Internet 115. "Thé networ vice typically refuses to torward any
traffic associ afeicted.t theaexdndgmtyi floedtathéy36@ dould kenAGLy iincledd herert he

device 520 or the opti.onal. ACL sto e 530. .That. is,. traffic destined to
and/ or or i gi nat FRESE PG IAIORTHCBES 2§ AHESHEhIbage HO. 2hautinet fe 520 and

i's not forwardegkstihi @0 bdalign NELYO kS maiddeon %}étoc%%@c.éw%nrtihéifn | \Gith

communi cations tines out, the conmuni cation’is renove rom st’orage and
never reaches agxempdarydied tade 30Aan ifd0. 3, NWOuRDQMPEP39 BT indEe0684 013694

[0053] Referring, now L0508 WA 42k {f W 05897 2W 896! N5\ Sue24d 0
indicate the size of each of the flows associated with tfle listed flow
records 1-7 identified in column 310,

[0047] Referring now to FIG. 4, the data in the exemplary flow data
table 300 is aggregated in aggregated flow table 400 according to the
source IP address 420. Typically, the aggregation is done over one or
more predefined time periods. For example,, the exemplary aggregated
flow table 400 includes a column that with the aggregated number of
flow records 410 associated with each of the source IP addresses 420 in
the table 300. The aggregated flow table 400 further indicates the total
byte size of the flows for each of the source IP addresses 420 in the table
300. Applications of the Aggregated flow table 400 are described below.
As with the flow record table 300, it should be appreciated that flow

records 190 may be aggregated as desired, for example according io one
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network node 610 may forward flow reports 650 describing network traffic to
a network nonitoring system 620. As descri bed above, the network nonitoring
system 620 may collect and store the flow records 650.. Stored fl ow records

660 may b?ﬁﬁ'ﬁﬁ‘%@g by an access control system 630 tp@,}m?z\é@mq?%;s t he

stored fl records 660 according to predefined criteria to automtically
identify network addresses/ports. The identified addressed are forward to a

user interface 640 to be reviewed. |If the ident)jfied address/port is
accept ed by t he®U8®FE of Hi HawrEserds sricsruss g%scg@ﬁfi f{‘ég‘? FEETH gbprWnode 610

as ACL update dai.g. £,.afid ppl ement ati on of the ACL. [0054] Wile the

i nvention has been described with reference to an exenpl ary enbodi nents
various additiofm4spel RefRAfg mwshd FUGI Onan Ribedt feftroradéthod J00RS may be
made w t hout departing fromthe spirit or scope of the_ invention.

Accor di ngly, theccordaanre Motk sebediments ofethe preseaeinwgntan isi AW dcipged.-he

f oregoi ng descr i pj,l teel S | m S f . ended
claims. MC S | *rp{:_té;gawgfaf‘lﬁg “&1%21% >r{r%t(k1‘]:0rlnk Eggpgxi&?%esﬁgﬁg%g 8?’&% am cal |y
control | i ng net Wadin ERANKDES, alsi deBsHbddebovy SArRNTIE @Rt dislk AGs collected i@ net wor k
device configured to receive network traffic and to produce a flow record
descri bi ng sai dsteet Wk k Tyrical; steps 710zanq o{gl evdr Pespafargeedc ¥HMBgured to

receive said f'ﬁx‘?fc{icgfa %ig% fagx‘r%g{ii%ﬁu{i@é L %eit\gglga?%nggnéﬁé)rs?ﬁgaaifsd flow

records; and sis tool conti \g/ure ccess | ow
record storage icutdr§tiibey exrsadsd et aide chal/| segicny cblard ahd sagsasfowai d fl ow
record according L8 R St emplary fow Totord b 300, The Sollected g 09" €SS
records from step 720 are analyzed in step 730. For example, the flow
records may be aggregated, such as forming an aggregated flow record
table 400 described above.
10049}  Continuing with the access control method 700, access control
conditions are defined in step 740. Default predefined access control
conditions may be used to assess the flow records. For example, address
or ports associated with a certain percentage or amount of traffic may be
identified. For example, access may be limited for the source IP
addresses 420 based upon the most number of transactions 410, times of
the 330, or the largest amount of transferred data 430. These criteria can
be objective such as establishing a maximum threshold for cerain
criteria, or subjective based upon a rankings of the criteria by of the
source or target IP address and or port with the largest or most frequent
consumers of network resources (or other criteria). Optionally, the
criteria can be provide by a user,
[0050]  The source or target IP address and or port meeting these
criteria can be identified in step 750 using simple logic. In step 760, the
identified source or target IP address and or port identifiers can be
presented to a user. These source IP addresses (or other device

identifiers) for the identified network devices can be then placed on an
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wherein each of said plurality of flow records conprises at |east one of a
source node, a destination node, a source port, and a destination port
addr ess, wherein said flow records conprise byte size transmtted in

each assogy w, and wherein the predefined critegpi j.se the
t ot al nuni?)%‘?&}g?os%{??es transmtted in the associ ated fﬁgaﬂﬁ%?%g@?\ of the

node or port addresses, wherein the network device is configured to

receive said identjfied t address and to.add said identified node or
por . ddr oss 1 o it se T sn RSt Aok AVicEs0 Tt oy s rels m 1

further conpri SitfgainRGGEES 26QRIAQ] WhthSHerRirRILOG AN EQLE & a%::%m%@r e. said

I dentified address and to provide said identified address to e network
devi ce. 3byPhsesystem of claim 1, wherein said flow records are

aggregat ed accordj n? to said node and/or port addresses. 4. The
system of cl ai ml405k)r ¢ RsferEivapre¥i wgFEGi Apar/ dsepucortadl 8s@Bniilyit ed to
display to a us o BN £ ' 1 nal ysi s
tool, and wher e?ﬁcéﬁ%ﬁgeﬁ g{‘gﬁgk?@%‘??égﬁ% ‘Js"géc:eglmﬁf‘%ﬁg’ggq% g%o@%%gat he

i dentified addr eéssdeseritidieatoet wo fllowddath cRrige H8teatl de0l may tebgivadieessy control

list only if the user provides an input to accept the identified address.
5. The system 0%0(‘3‘1 wieprds 190h ks Hopndaty ﬁm%ﬁﬁg&é\}ﬁ@éﬁ@m%ﬁé%aw the

flow records 190, as described above, in various known ways to
accomplish system goals or the flow records may be stored in a raw
form. The flow records may be accessed and assessed by the data
analysis tool 150 according to criteria received and/or defined via the
user interface 160 to define network addresses/ports to be added to
ACLs, Likewise, it shouid be appreciated that ports/addresses that do
not meet the predefined criteria over period of time may also be
automatically identified and suggested to the user for removal from the
ACLs. Typically, any address in the flow .rccords or addresses in the
ACL identified dynamically according to the predefined criteria is
forwarded to the user interface to be reviewed by an administrator. The
administrator may then approve the addition/removal of the identified
port/address from the ACL.

[0052] The ACLs 590 on a network device 520 or, optionally, may be
stored in an ACL storage system 530 and forwarded to any network
device 520 that receives traffic via LANs 510 or the Internet 115. The
network device 520 typically refuses to forward any traffic associated
with an identified device in the ACL in either the device 520 or the
optional ACL storage 530. That is, traffic destined to and/or originating
from an address in the ACL arrives at the device 520 and is not
forwarded through the networks 510, 115, When the traffic
communications times out, the communication is removed from storage

and never reaches an indicated destination.
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acquires and displays flow records data associated with said identified
addr ess. 6. A nethod for managi ng network conprising: nonitoring
traffic through conmponents in the network; receiving flow records fromsaid

conponent g, f856dshBLNg said traffic; anal yzing t . rds and
identifying an a?ddr ess that neets a predefined cri ter?‘gﬁ;{gwgﬁgﬁﬁg t he

predefined criterion conprises a maxi numtotal nunber of bytes associated
wi th an address; forwardi the.identified address_t ne of the
net wor k corrponem@g?v\h&eé‘?rﬁ“%é’i"&’ &‘bﬂ%’oﬁ%’ﬁteeaﬁﬂ%’ ’ﬁ%r_af'rbgﬁ_ ilf’isFelgfrét%rk
address to an agsagiRtRde WPCHHy CRMERL flohs tepdMiehsh Nics@itinaGsesscoNnt r ol

list directs the conponent from forwarding traffic associated with said
i dentified addr&sfic to a netwqrk Mhsitomehopstofr 6R&iI n$ dewhribedi aboyaj the

oo o e B RGP 3 TR G L P A R RERE R ! L1

sai d address idgsy.i f §@se@HolWveRebrd3NE50 may be accessed by an access control
system 630 that evaluates the stored flow records 660 according to
predefined criteria to automatically identify network addresses/ports.
The identified addressed are forward to a user interface 640 to be
reviewed. If the identified address/port is accepted by the user, the
address/port may be sent to the network node 610 as ACL update data
680 for implementation of the ACL.
[0054]  While the invention has been described with reference to an
exemplary embodiments various additions, deletions, substitutions, or
other modifications may be made without departing from the spirit or
scope of the invention. Accordingly, the invention is not to be considered
as limited by the foregoing description, but is only limited by the scope

of the appended claims.
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of a source node, a destination node, a source port, and a destination
port. 9. The nethod of claim8, wherein said address identifies a
sour ce node. 10. The method of claim®6 further conprising di spl ayi ng
to a user said identified address, and whereby the forwarding L%
I dentified address occurs after the user approves the |dent|f|ed ddr ess.
11. The nmethod of claim 10 further conprising displaying to the user flow
records dXﬂ&L&&gﬂﬁﬂﬁﬁbd with said identified address. 12. A system
for dynanlcallé cont,r traffic stem conpri si ng:

e

k
a flow record gener éﬁ Wﬁfj fa%% é@%’r‘f?h&&%ﬁeh\ggﬁwoﬂg PRI s the
descri bi ngys‘%@rhcizo'ﬁ?ﬁt’{!?ﬁé traffic;

a network device configured to receive network traffic and to produce a
flow record describing said network traffic;

a flow record storage configured to receive said flow record from said
network device and to store said flow records; and

a data analysis tool configured to access the flow record storage to retrieve
said stored flow record and to assess said flow record according to predefined
criteria to dynamically identify an address;

wherein each of said plurality of flow records comprises at least one of a
source node, a destination node, a source port, and a destination port address,

wherein said flow records comprise byte size transmitted in each
associated flow, and wherein the predefined criteria comprise the total number of
bytes transmitted in the associated flow for each of the node or port addresses,

wherein the network device is configured to receive said identified port
address and to add said identified node or port address to an access control list.

2. The system of claim 1 further comprising an access control list
storage configured to store said identified address and to provide said identified
address to the network device.

3. The system of claim 1, wherein said flow records are aggregated
according to said node and/or port addresses.

4, The system of claim 1 further comprising a input/output device
configured to display to a user said identified address received from the data
analysis tool, and wherein the data analysis tool is configured to forward the
identified address to the network device to be added to the access control Iist

only if the user provides an input to accept the identified address.
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MCSLLP a flowrecord storage systemconfigured to receive and store

the fl ow records; a data analysis device configured to access the
storage system and to assess the stored flow records according to
predefined criteria; wherein the data anal ysis device is itobfifgured to

dynamically identify at |east one address satisfying said predefined
criteria, said _at |east one address conprising a port or a node address
associ ated wit A- t heTheasystem ghdclaim 1, wegreim theelnpgéant fdeiceadurtbes is

oade o RSP SN e ARl RSP B B ggns vor i 1
bredef i ned cri ver | o casa R R Bl g T Vst om of ol i m
12, wherein the fl omadtodingtesffigehsyshemmoreany ingheedtterkaggr egate t he
fl ow records. 14. The systemof claim 12, further conprising a user
i nterface receiving flow records from said components describing said
traffic;
analyzing the flow records and identifying an address that meets a
predefined criterion, wherein the predefined criterion comprises a
maximum total number of bytes associated with an address; and
forwarding the identified address to one of the network
components, wherein said component adds the identified network address
to an associated access control list, wherein said access control list directs
the component from forwarding traffic associated with said identified
address.
7. The method of claim 6, wherein said identified address is
automatically removed from the access control list after a predefined time period.
8. The method of claim 6, wherein said address identifies at least one
of a source node, a destination node, a source port, and a destination port.
0. The method of claim 8, wherein said address identifies a source
node.
10.  The method of claim 6 further comprising displaying to a user said
identified address, and whereby the forwarding of the identified address occurs
after the user approves the identified address.
11. The method of claim 10 further comprising displaying to the user
flow records data associated with said identified address.
12. A system for dynamically controlling traffic in a network, the
system comprising:
a flow record generating device configured to provide flow records

describing said network traffic;
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configured to display to a user said identified address, and whereby the

i dentified address is added to the access control list only after the user
accepts the identified address. 15. The system of claim 14, wherein
the user interface is further configured to display to the wgey &l ow
records data associated with said identified address. 16.""A met hod
for evaluating an address on an access control list, the nethod conprising:
noni tori ng t r apfilewt igeotd Ktaragp shstas cpriighednist winekve ned eitodenthef flow
records from said conponents describing said traffic; anal yzi ng any
of said rE&&fVed flow records associated with said address in the access

control list agCopsliAdih® AeRIRIESHNRREtht&ILON th@Worage system and to
assess the stored flow records according to predefined criteria;

wherein the data analysis device is configured to dynamically identify at
least one address satisfying said predefined criteria, said at least one address
comprising a port or a node address associated with the traffic, and

wherein the identified address is added to the access control list and
wherein components in the network will not forward traffic associated with
addresses in the access control list

wherein each of said flow records comprises a time stamp, and wherein
the predefined criteria comprises a time window.

13.  The system of claim 12, wherein the flow data storage system is
configured to aggregate the flow records.

14, The system of claim 12, further comprising a user interface
configured to display to a user said identified address, and whereby the identified
address is added to the access control list only after the user accepts the identified
address.

15.  The system of claim 14, wherein the user interface is further
configured to display to the user flow records data associated with said identified
address.

16. A method for evaluating an address on an access control list, the
method comprising:

monitoring traffic through components in the network;

receiving flow records from said components describing said
traffic;

analyzing any of said received flow records associated with said

address in the access control list according to a predefined criterion; and
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renewi ng the address in the access control list if said address satisfies
said predefined criterion. 17. The method of claim 16 further
conprising displaying to a user said address, and whereby themrg@jg ng of
the address occurs after the user approves the address. “5.‘3 . "The

met hod of claim 17 further conprising displaying to the user flow records
data associated with sai d address. 19. The nethod of claim 16,
wher ei n sai d addr esseriesidngi fhicesdditesd eastheomeess @ndlridse ifodad address
destination node, a source port, and a destination port. 20. The
met hod of cl ai ptisGles waikkReAclBsdicdlgaicBss is automatical ly removed from the

access control List- @it e, apLedphines 4k HE Srrnipcl)'idsing displaying to a user

said address, and whereby the renewing of the address occurs after the user
approves the address.

18.  The method of claim 17 further comprising displaying to the user
flow records data associated with said address.

19.  The method of claim 16, wherein said address identifies at least one
of a source node, a destination node, a source port, and a destination port.

20.  The method of claim 16, wherein said address is automatically

removed from the access control list after a predefined time period.
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