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KEY MANAGEMENT METHOD, SECURITY CHIP, SERVICE SERVER 

AND INFORMATION SYSTEM 

TECHNICAL FIELD 

[0001] Embodiments of this specification relate to the field of Internet technologies, and 

in particular, to a key management method, a security chip, a service server, and an information 

system. 

BACKGROUND 

[0002] An information system mostly uses cryptographic technologies to ensure data 

security (such as database encryption, communication encryption, and identity authentication). 

To ensure key security, the information system generally uses a hardware security module 

(HSM) or a key management service (KMS) to protect keys. 

[0003] However, a large-scale information system usually has tens of thousands of 

service servers, causing many problems in key management. For example, the KMS has a 

heavy load and is prone to crashes, causing breakdown of the entire key management, or the 

key is easily stolen by a hacker, which severely affects information security. 

SUMMARY 

[0004] Embodiments of this specification provide a key management method, a security 

chip, a service server, and an information system, which resolves the technical problem that a 

KMS has a heavy load or a service key is easily stolen by a hacker in an information system in 

existing technologies, and achieves the technical effects of reducing the load of the KMS and 

effectively preventing the service key from being easily stolen by a hacker. 

[0005] According to a first aspect, this specification provides the following technical 

solution according to an embodiment of this specification: 

[0006] A key management method is provided, applicable to a security chip, where the 

security chip is disposed in a service server in an information system, and the information 

system further includes a key management center, the method including: 

[0007] sending, by the security chip, a request to the key management center, for 

obtaining a service key from the key management center; 

[0008] receiving, by the security chip, a service key ciphertext sent by the key 
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management center, where the service key ciphertext is obtained by encrypting the service key 

by the key management center based on a migration key; 

[0009] decrypting, by the security chip, the service key ciphertext based on the migration 

key to obtain the service key; 

[0010] storing, by the security chip, the service key in the security chip; and 

[0011] providing, by the security chip, the service key to an application program of the 

service server when the application program needs to encrypt service data based on the service 

key. 

[0012] Preferably, before the sending, by the security chip, a request to the key 

management center, the method further includes: 

[0013] sending, by the security chip, a migration certificate to the key management center 

for authentication by the key management center, where the migration certificate is stored in 

the security chip and is used for identity authentication of the security chip; and 

[0014] sending, by the security chip, the request to the key management center after the 

authentication of the migration certificate succeeds. 

[0015] Preferably, the storing, by the security chip, the service key in the security chip 

includes: 

[0016] encrypting, by the security chip, the service key based on a storage key, and 

storing the encrypted service key in the security chip, where storage keys corresponding to 

security chips are different; or 

[0017] storing, by the security chip, the service key in a specific security space, where 

the specific security space is in the security chip. 

[0018] Preferably, the providing, by the security chip, the service key to an application 

program includes: 

[0019] receiving, by the security chip, to-be-encrypted service data sent by the 

application program; and 

[0020] encrypting, by the security chip, the to-be-encrypted service data based on the 

service key, and sending the encrypted service data to the application program. 

[0021] Preferably, the providing, by the security chip, the service key to an application 

program includes: 

[0022] sending, by the security chip, the service key to the application program for the 

application program to encrypt to-be-encrypted service data based on the service key. 

[0023] Preferably, after the security chip securely stores the service key, the method 

further includes: 
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[0024] performing, by the security chip, invalidation on the service key after a preset time 

��������	
� 

[0025] resending, by the security chip, a request to the key management center to obtain 

a new service key from the key management center. 

[0026] According to a second aspect, this specification provides the following technical 

solution according to an embodiment of this specification: 

[0027] A security chip is provided, applicable to a service server in an information system, 

where the information system further includes a key management center, the security chip 

including: 

[0028] a first sending unit, configured to send a request to the key management center, 
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[0029] a first receiving unit, configured to receive a service key ciphertext sent by the 

key management center, where the service key ciphertext is obtained by encrypting the service 
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[0030] a decryption unit, configured to decrypt the service key ciphertext based on a 

second migration key to obtain the service key, where the second migration key is stored in the 
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[0031] a storage unit, configured to store the service key in the security chip��	
� 

[0032] a providing unit, configured to provide the service key to an application program 

of the service server when the application program needs to encrypt service data based on the 

service key. 

[0033] Preferably, the security chip further includes: 

[0034] a second sending unit, configured to send a migration certificate to the key 

management center for authentication by the key management center before the request is sent 

to the key management center, where the migration certificate is stored in the security chip and 

is used for identity authentication of the security chip, where 

[0035] the first sending unit sends the request to the key management center after the 

authentication of the migration certificate succeeds. 

[0036] Preferably, the storage unit is configured to: 

[0037] encrypt the service key based on a storage key, and store the encrypted service 

key, where storage keys corresponding to security chip��	����������

���� 

[0038] store the service key in a specific security space, where the specific security space 

is in the security chip. 

[0039] Preferably, the providing unit is configured to: 
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[0040] receive to-be-encrypted service data sent by the application program; encrypt the 

to-be-encrypted service data based on the service key; and send the encrypted service data to 

the application program. 

[0041] Preferably, the providing unit is configured to: 

[0042] send the service key to the application program for the application program to 

encrypt to-be-encrypted service data based on the service key, where the application program 

is installed on the service server corresponding to the security chip. 

[0043] Preferably, the security chip further includes: 

[0044] an invalidation unit, configured to perform invalidation on the service key after a 

preset time period; and 

[0045] an updating unit, configured to resend a request to the key management center to 

obtain a new service key from the key management center after the invalidation is performed 

on the service key. 

[0046] According to a third aspect, this specification provides the following technical 

solution according to an embodiment of this specification: 

[0047] A service server is provided with a security chip. 

[0048] According to a fourth aspect, this specification provides the following technical 

solution according to an embodiment of this specification: 

[0049] An information system is provided, including: 

[0050] a key management center; and 

[0051] a plurality of service servers, provided with a security chip in each service server. 

[0052] According to a fifth aspect, this specification provides the following technical 

solution according to an embodiment of this specification: 

[0053] A computer-readable storage medium is provided, storing a computer program, 

where any implementation of the first aspect may be performed when the program is executed 

by a processor. 

[0054] One or more technical solutions provided in the embodiments of this specification 

have at least the following technical effects or advantages: 

[0055] The embodiments of this specification disclose a key management method, 

applicable to a security chip, where the security chip is disposed in a service server in an 

information system, and the information system further includes a key management center, the 

method including: sending, by the security chip, a request to the key management center, for 

obtaining a service key from the key management center; receiving, by the security chip, a 

service key ciphertext sent by the key management center, where the service key ciphertext is 
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obtained by encrypting the service key by the key management center based on a migration 
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providing, by the security chip the service key to an application program of the service server 

when the application program needs to encrypt service data based on the service key. Because 

a security chip is disposed in each service server, and a key is transmitted in a ciphertext, the 

key is stored in the security chip, which can effectively prevent a hacker from attacking an 

internal memory to steal a service key, thereby improving the security of the key. In addition, 

after a service key is requested once from a key management center, the service key may be 

temporarily stored in the security chip. If the service key needs to be used in this period of time, 

it is not necessary to initiate a request to the key management center again, and the service key 

may be directly obtained from the security chip in the service server, thereby reducing a load 

of the key management center, preventing the key management center from crashing, and 

improving the reliability of an information system. The embodiments of this specification are 

dedicated to achieving a balance between the security of the key and the load of the key 

management center, and achieve the technical effects of reducing the load of the key 

management center and preventing the service key from being stolen by a hacker. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0056] To describe the technical solutions in embodiments of this specification more 

clearly, the following briefly describes accompanying drawings required for describing the 

embodiments. Apparently, the accompanying drawings in the following description show some 

embodiments of this specification, and a person of ordinary skill in the art may still derive other 

drawings from these accompanying drawings without creative efforts. 

[0057] FIG. 1 is an architectural diagram of an information system, according to an 
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[0058] FIG. 2 is a flowchart of a key management method, according to an embodiment 
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[0059] FIG. 3 is a schematic structural diagram of a security chip, according to an 

embodiment of this specification. 

DETAILED DESCRIPTION 

[0060] Before this method is formally described, the existing technologies are first 
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described as follows. 

[0061] In the existing technologies, a key is managed mainly by using the following two 

methods: 

[0062] In the first method, a service key is stored in a KMS, and the service key is always 

used under the protection of the KMS. That is, every time using the key, a service server needs 

to send a request to the KMS. This method is feasible for a small-scale information system. 

However, for a large-scale information system (having a large quantity of service servers), all 

cryptographic operations send requests to the KMS to cause severe single-point dependence, 

and as a result the KMS may crash to affect system stability. In particular, the data volume 

involved in operations such as database encryption and communication encryption is very large. 

Some high-security information systems use the method of full network encryption, and have 

an even larger data volume. As a result, it is impractical to send all data to the KMS. 

[0063] In the second method, a service key is stored in a KMS. When needing to use the 

key, a service server retrieves the key, and subsequent operations using the key are all 

performed in the service server. With this method, the KMS is only required in the process of 

obtaining a key but is not required in the process of using a key when there is a large quantity 

of data, thereby avoiding the stability and performance problems of the first method. However, 

in this method, the key exists in the service server. If the service server is hacked by a hacker 

(for example, an internal memory of the service server is hacked), the hacker can obtain the 

service key. This problem does not exist in the first method. Because the first method affects 

the stability and performance of the system, most large-scale information systems use the 

second method at present. 

[0064] In view of this, the key management methods in the existing technologies 

generally have the technical problem that the KMS has a heavy load or a service key is easily 

stolen by a hacker. 

[0065] Embodiments of this specification provide a key management method, a security 

chip, a service server, and an information system, which resolves the technical problem that a 

KMS has a heavy load or a service key is easily stolen by a hacker in an information system in 

existing technologies, and achieves the technical effects of reducing the load of the KMS and 

effectively preventing the service key from being easily stolen by a hacker. 

[0066] To resolve the foregoing technical problem, the technical solutions in the 

embodiments of this specification have the following general idea: 

[0067] A key management method is provided, applicable to a security chip, where the 

security chip is disposed in a service server in an information system, and the information 
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system further includes a key management center, the method including: sending, by the 

security chip, a request to the key management center, for obtaining a service key from the key 

management center; receiving, by the security chip, a service key ciphertext sent by the key 

management center, where the service key ciphertext is obtained by encrypting the service key 

by the key management center based on a migration key; decrypting, by the security chip, the 

service key ciphertext based on the migration key to obtain the service key; storing, by the 

security chip, the service key in the security chip; and providing, by the security chip, the 

service key to an application program of the service server when the application program needs 

to encrypt service data based on the service key. 

[0068] To make the foregoing technical solution better understood, the following 

describes the foregoing technical solution in detail with reference to the accompanying 

drawings of the specification and specific implementations. 

[0069] It should be first noted that the term "a plurality of" in this specification generally 

refers to "two" or "more than two." 

Embodiment 1 

[0070] This embodiment provides a key management method, applicable to an 

information system (especially a large-scale information system, having a large quantity of 

service servers, for example, having tens of thousands of service servers). As shown in FIG. 1, 

the information system at least includes a key management center and a plurality of service 

servers (such as a service server 1, a service server 2, a service server 3, ...). 

[0071] The key management center is a system that can provide complete key 

management and cryptographic calculation, usually includes a plurality of HSMs, and provides 

functions such as high availability and key backup. The key management center in this 

specification provides a service key to each service server, and the service key is used for the 

service server to encrypt service data, thereby ensuring data security. 

[0072] The HSM is usually a combination of software and hardware with a clear physical 

boundary (a solid shell), which can ensure the security of the key in a full life cycle and provide 

the functions of key management and cryptographic calculation to the outside. A typical HSM 

includes a security card, a security machine, or the like. 

[0073] Compared with the existing technologies, in this embodiment, a security chip is 

disposed in each service server (for example, a security chip 1 is disposed in a service server 

1, a security chip 2 is disposed in a service server 2, a security chip 3 is disposed in a service 

server 3, ...), and each security chip is used for managing a service key for the service server 

where the security chip is located. 
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[0074] This method is applicable to a security chip (that is, applicable to a security chip 

in each service server in an information system). As shown in FIG. 2, the method includes the 

following steps. 

[0075] Step S101: A security chip sends a request to a key management center, for 

obtaining a service key from the key management center. 

[0076] In an optional embodiment, before step S101, the method further includes: 

[0077] sending, by the security chip, a migration certificate to the key management center 

for authentication by the key management center, where the migration certificate is stored in 

the security chip; and performing step S101 after the authentication of the migration certificate 

succeeds. The migration certificate is stored in the security chip and is used for authenticating 

that the security chip has a valid identity. 

[0078] During specific implementation, before step S101, the security chip needs to be 

initialized. During the initialization, the security chip needs to send the migration certificate of 

the security chip to the key management center, and the key management center authenticates 

the migration certificate. One migration certificate is stored in each security chip. The 

migration certificate may be flashed into the security chip by a chip manufacturer before the 

security chip leaves the factory or may be flashed into the security chip by an operator 

corresponding to the information system after the operator purchases the security chip from the 

manufacturer. The migration certificate is used for authenticating the validity of the identity of 

the security chip. 

[0079] If the authentication of the migration certificate succeeds, the key management 

center feeds back information that the authentication succeeds to the security chip. Further, step 

S101 may be performed. That is, the security chip sends the request to the key management 

center to obtain the service key. 

[0080] Step S102: The security chip receives a service key ciphertext sent by the key 

management center, where the service key ciphertext is obtained by encrypting the service key 

by the key management center based on a migration key. 

[0081] During specific implementation, after receiving the request sent by the security 

chip, the key management center extracts a service key (for example, randomly extracts a 

service key from a service key store, extracts a service key from a service key store based on a 

preset rule, or generates a service key by using the HSM). In addition, a first migration key is 

stored in the migration certificate previously sent by the security chip, and the first migration 

key may be a public key in an asymmetric encryption mode. Further, the key management 

center may encrypt the extracted service key based on the first migration key, generate a service 
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key ciphertext, and send the service key ciphertext to the security chip. Correspondingly, the 

security chip receives the service key ciphertext sent by the key management center. 

[0082] Step S103: The security chip decrypts the service key ciphertext based on the 

migration key to obtain the service key. 

[0083] During specific implementation, a second migration key corresponding to the first 

migration key is further stored in the security chip, and the second migration key is a private 

key corresponding to the public key. The security chip may decrypt the service key ciphertext 

based on the second migration key to obtain the service key (that is, a plaintext of the service 

key). 

[0084] During specific implementation, migration keys (that is, the first migration key 

and the second migration key) corresponding to security chips are different, thereby improving 

the security of the service key during transmission and preventing the encrypted service key 

from being intercepted and decrypted by other security chips. 

[0085] Step S104: The security chip stores the service key in the security chip. 

[0086] In an optional embodiment, step S104 includes the following two 

implementations: 

[0087] Implementation 1: The security chip encrypts the service key based on a storage 

key, and stores the encrypted service key locally in the security chip, where storage keys on 

security chips are different. The storage key is different from the migration key, and is used for 

encrypted storage of the service key. 

[0088] During specific implementation, a storage key is also stored in the security chip. 

The security chip may encrypt (the plaintext of) the service key based on the storage key, and 

store the encrypted service key locally in the security chip. 

[0089] During specific implementation, storage keys on security chips are different, 

thereby improving the security of data storage, and preventing the encrypted service key from 

being decrypted by other security chips. 

[0090] Implementation 2: The service key is stored in a specific security space, where 

the specific security space is in the security chip. 

[0091] During specific implementation, a specific security space is further provided in 

the security chip. The specific security space uses software or hardware encryption to make 

data stored in the specific security space absolutely secure. 

[0092] For each security chip, any one of the foregoing two implementations may be 

used to securely store the service key. 

[0093] Compared with the existing technologies, in this embodiment, because a security 
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chip is disposed in each service server, and a service key is transmitted in a ciphertext, the 

service key is stored in the security chip (instead of being stored in a hard disk or an internal 

memory of the service server), which can effectively reduce the risk that a hacker attacks the 

internal memory to steal the service key, thereby improving the security of the key. 

[0094] Step S105: The security chip provides the service key to an application program 

of the service server when the application program needs to encrypt service data based on the 

service key. 

[0095] During specific implementation, if the performance of the security chip is 

relatively high, the encryption process of the service data may be completed locally by the 

security chip. 

[0096] When the application program needs to use the service key, the security chip may 

receive to-be-encrypted service data sent by the application program. The application program 

is installed on the service server corresponding to the security chip (that is, the application 

program and the security chip are located on the same service server, and each security chip 

only provides services to the application program of the service server where the security chip 

is located). The security chip encrypts the to-be-encrypted service data based on the service 

key, and sends the encrypted service data to the application program. 

[0097] For example, when an application program 1 of a service server 1 needs to use 

the service key, the application program 1 may send the to-be-encrypted service data to a 

security chip 1, and the security chip 1 encrypts the service data based on the service key and 

returns the encrypted service data to the application program 1. 

[0098] During specific implementation, if the performance of the security chip is 

relatively low, the encryption process of the service data may be completed by the application 

program. 

[0099] When the application program needs to use the service key, the security chip may 

send the service key to the application program for the application program to encrypt to-be-

encrypted service data based on the service key. The application program is installed on the 

service server corresponding to the security chip (that is, the application program and the 

security chip are located on the same service server, and each security chip only provides 

services to the application program of the service server where the security chip is located). 

[0100] For example, when an application program 2 of a service server 2 needs to use 

the service key, a security chip 2 may send the service key to the application program 2, and 

the application program 2 encrypts the to-be-encrypted service data. 

[0101] Each time after the application program uses the service key, the service key is 
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completely deleted, and a service key is reobtained from the security chip when the service key 

needs to be used a next time. The objective is to prevent the service key from staying in an 

insecure environment for a long time (that is, in an environment other than the security chip) 

and to reduce the risk that the service key is stolen by a hacker. 

[0102] In an optional embodiment, after step S104, the method further includes: 

[0103] performing, by the security chip, invalidation on the service key after a preset time 

period; and resending, by the security chip, a request to the key management center to obtain a 

new service key from the key management center. The preset time period may be flexibly set 

according to an actual requirement (such as 10 minutes, half an hour, one hour, 12 hours, or 24 

hours). The specific length of the preset time period is not limited in this embodiment. The 

invalidation time may be set during the production or initialization of the chip, or may be 

remotely set by the key management center. 

[0104] That is, the security chip also has the function of periodic invalidation, which is 

used for periodically performing invalidation on the service key. 

[0105] During specific implementation, each service key is only temporarily stored in the 

security chip. An invalidation time (that is, a preset time period) may be set for the service key, 

a timing function may be implemented in the security chip. After the invalidation time ends, 

the invalidation (for example, deletion) is performed on the service key stored in the security 

chip. 

[0106] However, a conventional security chip does not have this function, and the service 

key can only be stored in the security chip for a long time. Although an attacker may not be 

able to steal the service key after hacking into upper-level software (for example, OS), the 

attacker can maliciously call the service key in the security chip to perform cryptographic 

operations. 

[0107] In addition, if there is no function of periodic invalidation, in a cloud environment, 

because an application may migrate between different servers, a security chip on each server 

keeps the service key of the application. As a result, the service key of the application is more 

likely to be maliciously called. The cloud environment actually enlarges the range of keeping 

the service key. Therefore, the risk caused by the foregoing attack becomes severer. An 

invalidation time is set to change an attack time window from a long time to an invalidation 

period (for example, 10 minutes), and the security risks are significantly reduced. 

[0108] Moreover, through the management of the invalidation time, the key management 

center has a very strong capacity to control the service key. If the key management center wants 

to keep the service server from having a capacity of performing cryptographic operations 
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locally (returns to a conventional key management center mode), the key management center 

only needs to stop supporting key migration operations. After an invalidation period (for 

example, 10 minutes), service keys in all security chips become invalid. The service server can 

only use the service key in a conventional manner. 

[0109] It should be noted herein that, an application on the service server has no 

permission to set the invalidation time, and the invalidation time can only be set by the security 

chip. This is because the environment of the application on the service server is relatively 

complex, and the application is easily infected by viruses, leading to compromised security. 

[0110] Compared with the existing technologies, in this embodiment, after a service key 

is requested once from a key management center and before the service key becomes invalid, 

the service key may be temporarily stored in the security chip. If the service key needs to be 

used in this period of time, it is not necessary to initiate a request to the key management center 

again, and the service key may be directly obtained from the security chip in the service server, 

thereby reducing a load of the key management center, preventing the key management center 

from crashing, and improving the reliability of an information system. 

[0111] During specific implementation, the security chip performs invalidation on the 

service key, and the security chip may repeat the foregoing steps S101 to S104 to obtain a new 

service key from the key management center. In this case, the service key may be updated 

periodically. 

[0112] The technical solutions in the embodiments of this specification have at least the 

following technical effects or advantages: 

[0113] The embodiments of this specification disclose a key management method, 

applicable to a security chip, where the security chip is disposed in a service server in an 

information system, and the information system further includes a key management center, the 

method including: sending, by the security chip, a request to the key management center, for 

obtaining a service key from the key management center; receiving, by the security chip, a 

service key ciphertext sent by the key management center, where the service key ciphertext is 

obtained by encrypting the service key by the key management center based on a migration 

key; decrypting, by the security chip, the service key ciphertext based on the migration key to 

obtain the service key; storing, by the security chip, the service key in the security chip; and 

providing, by the security chip, the service key to an application program of the service server 

when the application program needs to encrypt service data based on the service key. Because 

a security chip is disposed in each service server, and a key is transmitted in a ciphertext, the 

key is stored in the security chip, which can effectively prevent a client from attacking an 
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internal memory to steal a service key, thereby improving the security of the key. In addition, 

after a service key is requested once from a key management center, the service key may be 

temporarily stored in the security chip. If the service key needs to be used in this period of time, 

it is not necessary to initiate a request to the key management center again, and the service key 

may be directly obtained from the security chip in the service server, thereby reducing a load 

of the key management center, preventing the key management center from crashing, and 

improving the reliability of an information system. The embodiments of this specification are 

dedicated to achieving a balance between the security of the key and the load of the key 

management center, and achieve the technical effects of reducing the load of the key 

management center and preventing the service key from being stolen by a hacker. 

Embodiment 2 

[0114] Based on the same inventive concept, this embodiment provides a security chip, 

applicable to a service server in an information system, where the information system further 

includes a key management center. As shown in FIG. 3, the security chip includes: 

[0115] a first sending unit 201, configured to send a request to the key management center, 
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[0116] a first receiving unit 202, configured to receive a service key ciphertext sent by 

the key management center, where the service key ciphertext is obtained by encrypting the 
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[0117] a decryption unit 203, configured to decrypt the service key ciphertext based on 
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[0118] a storage unit 204, configured to store the service key in the security chip��	
� 

[0119] a providing unit 205, configured to provide the service key to an application 

program of the service server when the application program needs to encrypt service data based 

on the service key. 

[0120] In an optional embodiment, the security chip further includes: 

[0121] a second sending unit, configured to send a migration certificate to the key 

management center for authentication by the key management center before the request is sent 

to the key management center, where the migration certificate is stored in the security chip and 

is used for identity authentication of the security chip, where 

[0122] the first sending unit sends the request to the key management center after the 

authentication of the migration certificate succeeds. 

[0123] In an optional embodiment, the storage unit 204 is configured to: 

[0124] encrypt the service key based on a storage key, and store the encrypted service 
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key, where storage keys corresponding to security chips are different; or 

[0125] store the service key in a specific security space, where the specific security space 

is in the security chip. 

[0126] In an optional embodiment, the providing unit 205 is configured to: 

[0127] receive to-be-encrypted service data sent by the application program, where the 

application program is installed on the service server corresponding to the security chip; 

encrypt the to-be-encrypted service data based on the service key; and send the encrypted 

service data to the application program. 

[0128] In an optional embodiment, the providing unit 205 is configured to: 

[0129] send the service key to the application program for the application program to 

encrypt to-be-encrypted service data based on the service key, where the application program 

is installed on the service server corresponding to the security chip. 

[0130] In an optional embodiment, the security chip further includes: 

[0131] an invalidation unit, configured to perform invalidation on the service key after a 

preset time period; and 

[0132] an updating unit, configured to resend a request to the key management center to 

obtain a new service key from the key management center after the invalidation is performed 

on the service key. 

Embodiment 3 

[0133] Based on the same inventive concept, this embodiment provides a service server 

provided with the foregoing security chip (that is, the security chip in any implementation in 

Embodiment 2). 

Embodiment 4 

[0134] Based on the same inventive concept, this embodiment provides an information 

system, as shown in FIG. 1, including: 

[0135] a key management center; and 

[0136] a plurality of service servers (such as a service server 1, a service server 2, a 

service server 3, ...), where each of these service servers is provided with a security chip (that 

is, the security chip in any implementation in Embodiment 2). 

Embodiment 5 

[0137] Based on the same inventive concept, this embodiment provides a computer-

readable storage medium, storing a computer program, where the steps of the following method 

are performed when the program is executed by a processor: 

[0138] sending a request to the key management center, for obtaining a service key from 
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the key management center; receiving a service key ciphertext sent by the key management 

center, where the service key ciphertext is obtained by encrypting the service key by the key 

management center based on a first migration key; decrypting the service key ciphertext based 

on a second migration key to obtain the service key, where the second migration key is stored 

in the security chip and corresponds to the first migration key; securely storing the service key; 

and performing invalidation on the service key after a preset time period. 

[0139] During specific implementation, the steps of the method in any implementation 

in Embodiment 1 may be performed when the program is executed by the processor. 

[0140] A person skilled in the art should understand that the embodiments of this 

specification may be provided as a method, a system, or a computer program product. 

Therefore, the embodiments of this specification may use a form of hardware only 

embodiments, software only embodiments, or embodiments with a combination of software 

and hardware. Moreover, the embodiments of this specification may use a form of a computer 

program product that is implemented on one or more computer-usable storage media (including 

but not limited to a disk memory, a CD-ROM, an optical memory, and the like) that include 

computer-usable program code. 

[0141] The embodiments of this specification are described with reference to the 

flowcharts and/or block diagrams of the method, the device (system), and the computer 

program product according to the embodiments of this specification. It should be understood 

that computer program instructions can implement each procedure and/or block in the 

flowcharts and/or block diagrams and a combination of procedures and/or blocks in the 

flowcharts and/or block diagrams. These computer program instructions may be provided to a 

general-purpose computer, a special-purpose computer, an embedded processor, or a processor 

of another programmable data processing device to generate a machine, so that an apparatus 

configured to implement functions specified in one or more procedures in the flowcharts and/or 

one or more blocks in the block diagrams is generated by using instructions executed by the 

general-purpose computer or the processor of another programmable data processing device. 

[0142] These computer program instructions may also be stored in a computer readable 

memory that can instruct a computer or any other programmable data processing device to 

work in a specific manner, so that the instructions stored in the computer readable memory 

generate an artifact that includes an instruction apparatus. The instruction apparatus 

implements a specific function in one or more processes in the flowcharts and/or in one or more 

blocks in the block diagrams. 

[0143] These computer program instructions may also be loaded into a computer or 
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another programmable data processing device, so that a series of operation steps are performed 

on the computer or another programmable data processing device to generate processing 

implemented by a computer, and instructions executed on the computer or another 

programmable data processing device provide steps for implementing functions specified in 

one or more procedures in the flowcharts and/or one or more blocks in the block diagrams. 

[0144] Although preferable embodiments of this specification have been described, once 

a person skilled in the art learns the basic inventive concept, additional changes and 

modifications may be made to these embodiments. Therefore, the following claims are 

intended to be construed as to cover the preferable embodiments and all changes and 

modifications falling within the scope of the embodiments of this specification. 

[0145] Apparently, a person skilled in the art may make various modifications and 

variations to the embodiments of this specification without departing from the spirit and scope 

of the embodiments of this specification. In this way, if the modifications and variations of the 

embodiments of this specification fall within the scope of the claims of the embodiments of 

this specification and equivalent technologies thereof, the embodiments of this specification 

also intend to include the modifications and variations. 
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CLAIMS 

What is claimed is: 

1. A key management method, comprising: 

sending, by a security chip of a computer device, a request for obtaining a service key to 

a key management service; 

receiving, by the security chip, a service key ciphertext from the key management service, 

wherein the service key ciphertext is obtained by encrypting the service key by the key 

management service based on a migration key of the security chip; 

decrypting, by the security chip, the service key ciphertext based on the migration key to 

obtain the service key; 

storing, by the security chip, the service key in the security chip; 

providing, by the security chip, the service key to an application program of the computer 

device when the application program needs to encrypt data based on the service key; 

invalidating, by the security chip, the service key after a preset time period; and 

resending, by the security chip, a request for obtaining a new service key to the key 

management service to obtain the new service key from the key management service. 

 

2. The method according to claim 1, wherein before the sending, by the security chip, a 

request for obtaining a service key to the key management service, the method further 

comprises: 

sending, by the security chip, a migration certificate to the key management service, 

wherein the migration certificate is stored in the security chip and is configured for identity 

authentication of the security chip; and 

authenticating, by the key management service, the migration certificate. 

 

3. The method according to claim 2, wherein the storing, by the security chip, the service 

key in the security chip comprises: 

encrypting, by the security chip, the service key with a storage key to generate an 

encrypted service key, and storing the encrypted service key in the security chip, wherein 

storage keys corresponding to different security chips are different. 

 

4. The method according to claim 2, wherein the storing, by the security chip, the service 

key in the security chip comprises: 

storing, by the security chip, the service key in a secured space of the security chip. 
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5. The method according to claim 2, wherein the migration certificate comprises the 

migration key of the security chip, wherein the security chip provides the migration key to the 

key management service when the security chip sends the migration certificate to the key 

management service. 

 

6. The method according to claim 1, wherein the providing, by the security chip, the 

service key to an application program of the computer device comprises: 

receiving, by the security chip, service data sent by the application program; and 

encrypting, by the security chip, the service data with the service key to generate encrypted 

service data, and sending the encrypted service data to the application program. 

 

7. The method according to claim 1, wherein the providing, by the security chip, the 

service key to an application program of the computer device comprises: 

sending, by the security chip, the service key to the application program for the application 

program to encrypt service data with the service key. 

 

8. A security chip disposed in a computer device, wherein the security chip comprises one 

or more microprocessors and one or more memories configured with instructions that, when 

executed by the one or more microprocessors, cause the security chip to perform operations 

comprising: 

sending a request for obtaining a service key to a key management service; 

receiving a service key ciphertext from the key management service, wherein the service 

key ciphertext is obtained by encrypting the service key by the key management service based 

on a migration key of the security chip; 

decrypting the service key ciphertext based on the migration key to obtain the service key; 

storing the service key in the security chip; 

providing the service key to an application program of the computer device when the 

application program needs to encrypt data based on the service key; 

invalidating the service key after a preset time period; and 

resending a request for obtaining a new service key to the key management service to 

obtain the new service key from the key management service. 

 

9. The security chip according to claim 8, wherein the providing the service key to an 

application program of the computer device comprises:  
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receiving service data sent by the application program; and 

encrypting the service data with the service key to generate encrypted service data, and 

sending the encrypted service data to the application program. 

 

10. The security chip according to claim 8, wherein the providing the service key to an 

application program of the computer device comprises: 

sending the service key to the application program for the application program to encrypt 

service data with the service key. 

 

11. A security chip disposed in a computer device, wherein the security chip comprises 

one or more microprocessors and one or more memories configured with instructions that, 

when executed by the one or more microprocessors, cause the security chip to perform 

operations comprising: 

sending a request for obtaining a service key to a key management service; 

receiving a service key ciphertext from the key management service, wherein the service 

key ciphertext is obtained by encrypting the service key by the key management service based 

on a migration key of the security chip; 

decrypting the service key ciphertext based on the migration key to obtain the service key; 

storing the service key in the security chip; and 

providing the service key to an application program of the computer device when the 

application program needs to encrypt data based on the service key, 

wherein before the sending a request for obtaining a service key to the key management 

service, the operations further comprise: 

sending a migration certificate to the key management service, wherein the migration 

certificate is stored in the security chip and is configured for identity authentication of the 

security chip such that the key management service authenticates the migration certificate. 

 

12. The security chip according to claim 11, wherein the storing the service key in the 

security chip comprises: 

encrypting the service key with a storage key to generate an encrypted service key, and 

storing the encrypted service key in the security chip, wherein storage keys corresponding to 

different security chips are different. 

 

13. The security chip according to claim 11, wherein the storing the service key in the 
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security chip comprises: 

storing the service key in a secured space of the security chip. 

 

14. The security chip according to claim 11, wherein the migration certificate comprises 

the migration key of the security chip, wherein the security chip provides the migration key to 

the key management service when the security chip sends the migration certificate to the key 

management service. 

 

15. A non-transitory computer-readable storage medium storing instructions executable 

by a security chip of a computer device to cause the security chip to perform operations 

comprising: 

sending a request for obtaining a service key to a key management service; 

receiving a service key ciphertext from the key management service, wherein the service 

key ciphertext is obtained by encrypting the service key by the key management service based 

on a migration key of the security chip; 

decrypting the service key ciphertext based on the migration key to obtain the service key; 

storing the service key in the security chip; 

providing the service key to an application program of the computer device when the 

application program needs to encrypt data based on the service key; 

invalidating the service key after a preset time period; and 

resending a request for obtaining a new service key to the key management service to 

obtain the new service key from the key management service. 

 

16. The non-transitory computer-readable storage medium according to claim 15, wherein 

before the sending a request for obtaining a service key to the key management service, the 

operations further comprise: 

sending a migration certificate to the key management service, wherein the migration 

certificate is stored in the security chip and is configured for identity authentication of the 

security chip such that the key management service authenticates the migration certificate. 

 

17. The non-transitory computer-readable storage medium according to claim 16, wherein 

the storing the service key in the security chip comprises: 

encrypting the service key with a storage key to generated an encrypted service key, and 

storing the encrypted service key in the security chip, wherein storage keys corresponding to 
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different security chips are different; or 

storing the service key in a secured space of the security chip. 

 

18. The non-transitory computer-readable storage medium according to claim 16, wherein 

the migration certificate comprises the migration key of the security chip, wherein the security 

chip provides the migration key to the key management service when the security chip sends 

the migration certificate to the key management service. 

 

19. The non-transitory computer-readable storage medium according to claim 15, wherein 

the providing the service key to an application program of the computer device comprises: 

receiving service data sent by the application program; and 

encrypting the service data with the service key to generate encrypted service data, and 

sending the encrypted service data to the application program. 

 

20. The non-transitory computer-readable storage medium according to claim 15, wherein 

the providing the service key to an application program of the computer device comprises: 

sending the service key to the application program for the application program to encrypt 

service data with the service key. 
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