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-1- METHOD FOR MANAG NG THE SECURI TY OF APPLI CATI ONS

WTH A SECURI TY MODULE The present invention concerns

t he domai n of nobile networks also called cellular

networks. More particularly, it concerns the

managenent of the security of, the 5 applications that

function with a security nodul e associated to a nobile

equ' l@ﬁ?nbd’«fORmAGlﬂ@ *rﬁﬁ;émuﬂ'ﬂreoﬁwm:mlm@ waTAfA
e or portable t el ephone 1's known under the

denom nation "SI M car SSECURHYCMOBMILE dentity Mdul e)

that constitutes the central security elenent of

tﬂﬂ%S&eééﬂt %ﬂrﬁg condfns! mbw gp%bﬁé ﬁétwomsr 4y e8fed cellular

during cturing a urin
p‘ét‘/%kﬁal Mot pamticdlgelyet canerinddie d@anasamlenspf the security of the
%gpﬁ@a'haﬁé halhcfdlittea %I mB&dle ggg&fdtéd o heBile &dl@Sment of
ves to 1dentify In ure and  uni que way eac
smpbie telerhondesiring to connect to a nobile network.
Each nobile tel ephone, called nobile equipnment

hﬂéehé@frﬁ modufe Wyé'rﬁﬁélieyohgﬁ)?ﬁablfe' fﬁepmbné BURR&IN under the

t ored a non-vol e nobile

équ@rpwemn "§1M sang{tBulbscriber |d@a¥ ity mdulq)sth@t gerstifdes dieapentral
MR8k e@ﬁ%rﬁrﬂ?%?ééj Eé@dl‘foh@é ) r‘?é)ﬂatl ad(})erator mtroducaes during

identification o ype o ul pnent
sanufacturinghend/ee during the perecmahzghonns@gamaquémMy cglied IMSI
?Ia}égﬁ'atioﬂ%l%!)ﬁle 1 %tl?éﬂi‘if %M%@f Kerbds foh@ei R 4nté’ Bécure and

yst em ni cati ons

ucigHe rway mk%{bSMr clesiisg dorpomectiars r\\Qm p\;p;t\ggk Each mobile
%BHo‘ﬁeTgélﬁﬁ gﬂn%?h g'fa@@? is Eﬁﬂ?sﬁé%ﬁ mﬁﬁﬂed‘ﬂbbln‘ﬁmber
stme

meht IS terize everS|o
Bod norrvelatite rreermfym ﬁ‘lﬁempblim@mnmnerﬁgThln aumbgti zelledy IMEL,

zlhfétrﬁatfaf\?lt M@Rnﬁaﬁgwp{@%f"?{eﬁtlﬂeﬁE@ﬁélﬁg 3@&9%&?&%&' 5ieth]g type of

qul p 10N O lcation o
mebile egeipmedt efd arserigbnimberrsenieg tofdentily ingobunigue way a given

h ' S .
TRt 06 BRIt CRM R Yoo S5, A5 oot
Equinpimisations)e (EPRS e(Genrhl Saaﬁahrliadimﬁys@m Nen M )S  (Pniversal

2 t | . .
§ERRe (VR GRbheT SREAET FkfcnRp! | fRplE fipment is
pharetierized bieatsoftvere ision SVN (Fudiwack Version Number) ludicatisg the

CRBE: held % nEChER ORIl Refle 51 e ARCRRuRRh. ho
gsmbinetrpraoth%e\nmmlf CEF?IO('IIththe type @ndoofdbeserialmimbies of the mobile
SQlibMBREWMETR! RRAWEA Vdlon (SVN) gives a new identification, called IMEISV
(International Mobile Equipment Identifier and Software Version Number). The same
identification concept also applies to the WLAN (Wireless LAN) or to bidirectional
cable TV. The physical identifier can be a MAC address (Media Access Control) that
corresponds to the unique address that identifies the configuration of the material of
a user on a network IP (Internet Protocol) and the software version can be

transmitted by upper layer protocols based on IP.

The ETSI regulations ("European Telecommunications Standards Institute"), define a
mobile station (MS, mobile station) composed of an item of mobile equipment (ME,
mobile equipment) and a subscription module (SIM, subscriber identity module). This
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transmtted by upper | ayer protocols based on IP. 30

The ETSI regul ations ("European Tel econmuni cati ons
Standards Institute"), define a nobile station (M5,

nobi |l e station) conposed of an item of nobile

equi prent (Mg, nobile equi pmént) and a subscription

nmodul e (SIM subscriber identfty nodule). This -2-
%%Eﬁﬂe?%odﬂ%qglu.@u I rH&H@#Aé( tﬁﬁ@\’@@ﬁhatﬁp@én bée#f%r%ﬁt}ﬁdrawn
that it can be eit rawn or transterred

dndranstered frompend it;er@qmpwmclwmnqﬁm aratherburi ng t he
activation of a nobile equipnent, nore particularly

Cb\!rir@&hé Lo tiei0A &FF ta' 1ABbijlel EquiftReEMORY Karffuiaty &RE\EQEOJé)n nection

data conprising the rdentification data IS exc
go e Rekyerk ﬁéamselraéorqutammﬁﬂsmdh@ igentifgatige wata | s exchanged
Qel&dn H I t
SRRV, e 06400804 e 1SR P LEN o
|%@mrﬁgsarmgbnblt$ deuse.fi cati on nodul e when the
physical identifier of the nobile equipnent IMEl is on

arH%' as&mhérﬁtEPo%%thJb%cHM kaem%ﬂkbhpmegkht TS d&é%htiﬁcation

e network, it transmts the | fier

mwiulq whan thenplosinehideptifier of theTmebileaequipmentME is on a black list.
Wﬁi}@fhb%blIE%q\ﬁ%Hé‘nchSr{?\%cfsqg me' |fnbﬁife nert\ﬁ&f(' |Y§Qné%lfsr{hé Reentifier

contents of dat abase where Opera or regls ers
tIME! tje managemgnt gentes: Dhelatter ma@thee compariagpi tp ¢verify the identifier

G&él\%@ﬁ?ﬁf? he! Jon?éﬁheBileQHétfabgée WRER!HE Bpbratd? Tt ﬁqﬁ&@?‘s th® identifiers

his dat abase man agenent center trans
mé%&yte%@efeaﬂvm mgbile eqtipmenys. IE anridendifieroreceivednisopregent in this

at Ib??@”&he' rﬂnég'téﬁéﬁ\'eﬂq gem& StrdriRATRNS m@géafg%acontaw ing 8, locking

I cat| on aut henticity, nsm
cRemandie the mabileognuinraent én question.aivs eammand, afteowkifi n@tlon of its

%Dgfeﬁﬁéi{gq i HEMSHikted %o ARY t&%ﬂtffpafonc@ﬁaﬁgtthgpc&fleé NGt a locking

ul pnent to the ne
OsBRdUrEITeRiting iahy furthar eanniestion of thermohitedeqifipraentdd tHeanetwork.
handset with a subscriber nodul e based on the use of

ghk %cﬂﬁéﬁ@%ﬂ&?ﬁ? d&E@ané‘?H %%ﬁvé%ﬂ %&h&gs "8 Irrﬁ;ﬂﬁ@ handset with

correspon Ing to an | dent t he

feyhsebermedilgrhased on e uref akeyPedainifigdo thenandsel mroducing a
k6de coﬂ‘esbaﬁdlﬁg f@ar?fdehﬁf%r %th'e\éﬂbé&fﬁer Haﬁulg pﬁﬁ@ﬁ%&sgt includes a

nanagenent nter transmt nmessage
§@9l¢| tagnpespesl keyafkthe timg prt@caCftivetlctro tlnm@per@ptaslsan@magement

Eé!ntH?’iré(}‘%rﬁlQe% gﬁ%lg’%%t $%e ﬂgniﬁgﬁ&?@gﬁﬁc?lcmg{es R?%’g&@c?’f c to the

IS use . a.lon Wt ler o
AReRAAr kbyorusiitg thee usigveckey &f thedbangselo Hisereat &keyais used in

E@rﬂEi’hQ ior Rttt ah Rzt dfuff df ?}fbf ﬁ&ﬂbﬁ(dor"gf b QubsOitser SdduR%to! enerate

he subscri ber no
a control word that is confronted with a code stored in the subscriber module. If the

control word agrees with the subscriber module code, the handset is activated.

The methods described in these two documents exclusively concern aspects
requiring the physical identification of the mobile equipment based, for example, on
the identifier IMEl. When these methods are implemented, their effects concentrate
only on the locking / unlocking of the subscriber module and/or of the mobile
equipment in order to prevent any connection of the mobile equipment to the
network.
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25 control word agrees with the subscriber nodul e
code, the handset is activated. The nethods descri bed
in these two documents exclusively concern aspects
requiring the physical identification of the nobile
equi pnent based, for exanple,,on the identifier IMEl.
When t hese net hods are inpl en%nt ed, their effects
TFRBEEY! Rioile Blikme 19 ke uger, N%h&ﬁﬁ&kwtgf Li&¥€unction of
ScrPber e {" aﬂtd%orStg K% Tobi Fe 30 eqt ﬁr?ent o ©
éﬁéahsmeg sﬁlmmne qenyersatione 1y waans of AR ageass| te a mobile network,
| e d "BeRiide such as th
g“’dl rregﬁ ngﬁ}eglg to @%H%Ibh}génre%ta ‘%3‘?1?%% to |Its alécualas °
fogn@ulta@nn off \asions| Infarmation.ciremhaten chanksing e treasaeiARS, byslectronic
RRTertd, A8 ?scﬁerﬁéltultngdig dERRntE eﬁtﬁ‘@é& b S6ihiced require an
NUMer oug Ot Rer suppl enmentary lie added Services such
ancredsingly bigheit Itemhozﬁnewrltmedestq protechusars againgtimeseible frauds
e
Q:%P%édq gﬁﬁ%@ggﬁ'ﬁéé ?@é«rgf{o &%&P&&uﬁ‘af%mg glzartvrﬁgfcegﬁﬁeatr @n the
maqhile requigmentsacr easi ngly hi gher |evel of security in
order to protect users agai nst possible frauds caused

qﬁﬁew?br%dvé)rﬁiﬁét'lﬁsorﬁﬁqﬁéﬁ wd ga F?é@e%rtne§ ﬁ@égs'séélQh bR 'olf-ué‘ h&Rd at the

may ear ﬁ ererore,
vevel of thet nnghlla)ﬁqtammeretataelftand orethel atherchandeat the dexsh af goftware

i%\?g@z{é?o gﬁja(_t)aéllo e ﬁ@l?b(ﬁ‘l\gﬁd ogfthc{' Iaﬁfe@@e%e‘?vf&ugﬁﬁﬁgéd by the

opplataraer byumltdwaartia$ | Dve aine is ¢t guaranteegthet thensubscriber module

b b .
RSN Gpidr QERSRON"Y 1P DS, B Morsn
suthedredor hombidgated byr the espeasatoy andion byotiiel eppligatignsuppliers.
| )

Fnb RISt R 6 AR ml AL Wlow e
siap uif iservices Irsqurestext by @i uspr &y camryinguiig o céréain mothbee of software
SO BT s BRI o B A el oo
thendrbscrilfer sufdulesaseprotesfion mean.ons previ ousl y installed

in a nenory of the nobile equi pnent and which use the

SI’HQ?& %g@ﬁ:‘étlgﬂ%dé’érﬁefgupfn%s%étﬁl@ %@ﬁ\en-mgé.eresourcf‘es available in
appl't cations carried out e I'l'e equi pnent use
rd@aubsgeberavadulabResqweszaTetm‘@eatnmbtoi mean difi¢rend functions and

§§%°ﬁ€g§§%rﬁ¥o‘? i et Rlﬂgtg e kil eag>tp %a%ﬁ %eriéiWFe‘slg?Fégﬁ can be

ecessary unctrionin
aplpmooatpisgveratapplmahonsegopameglacm fogctions related to security. The

subscriber module can thus block or alter the functioning of certain applications for
which the security conditions established by the operator and/or application supplier
are not respected in the mobile equipment in question or the rights of the user of the
mobile equipment are insufficient.

The aforementioned documents do not cover the software aspects related to a group
of mobile equipments such as, for example, information related to software
applications installed, a software version number or even a reference to a type or to
a model of mobile equipment, etc. Therefore, it concerns the use of a targeted
management method of resources of the subscriber module in order to selectively
activate / deactivate the applications or application functions using these resources.
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common to several applications, in particular the
functions related to security. The subscriber nodul e
can thus block or alter the functioning of certain
applications for which the security conditions

est abl i shed by the operator aﬂd/or application
supplier 25 are not respected'in the nobile equipnent

| Hovp @8, tit i%ﬂn@crdéshﬁbk'fgmh%s@f ]gbl‘%ok@% pRdvehiithe MBkild Equipment
equi pnent_ are insufficient. The aforenentioned

cfmﬁeqﬂsgma é"%'&ﬁ“”@ﬁﬂié’rCQ”F%etQWQQKH\Qéh%§M'§eVr’B‘P(H{'%d to

a group of nobile equipnents such as, for exanpl e,

I THeOifESFitiRI8 ifvehfidreid td Propoké \éﬂﬁémag@n@nt ﬁ‘n@tnoarf&r the security of the
installed, a software versi on nunber or even

156 dihle SquPraety SebsSFbRTOMIBUIR FSPPIIGRIGRSLIM @rder to limit risks

eranutd@rre@ttheefaet thare aeE@Rribért nfdHufLcBEIdt BE HE®IUMNt? used by
tar eted managenent nethod of resources of

t he
AticpeFarfipg 9%0'1 A mabile pavipmen) f & W%P?dlo'é%ftq geftwarg version
QIQa'%Cfélls\'tatﬂﬂﬂlt EtafPPrebEREhiRBS s&buri@Pdtitérfeat | on functions
using these resources. -4- However, it is not
desirable for these operatjons to prevent t he nobi |

SHOINSEHD is torRsateatibe yseief themakie ﬁﬂ‘l"RmSS}t ol 8% g]eyappllcatlon

Isepllicig agdifst BBOSSY reb@find 6t tife cldhifg af MeMhobilBieduipment and/or of
invention is to propose a managenment nethod for the

é'é%ﬁl‘l’tispvb%fm?q#@ set nobil e equi pment, subscri ber
nodul e and applications in order to limt risks 5

MHedé &fimé Gark Ngthieded Byh ﬂfeaﬁs o105 GhdtRed forORah&giR® the! seeurity of

fraudul entl% used by applications carried out on a

ABBIIGaHORY,) Wi n%r?@c%'ftya{“ fupcliroing dh ap gaYipPRgRleconnected to a

VietvidrRNsaid heﬁNJrlabbmg\n fAnlitibkatbd by EcHtrdl Béﬁéﬁbﬁéﬁﬂoﬁéﬁtor said
securlt%%crlterla her aimis to protect t he

GppPligations Hsing @adﬁﬁ?ﬁiﬁ?s fdata,Qr | fundiopsle stapsd lncatfre&ﬁﬂty module
TR dteS I%czﬂ@% B eJDIpRRNL, 'BRIPHibih gmé‘fbw&w.hégsréﬁhﬁnarﬁ&esé

the nobil e equi prent and/'or of t he subscri ber
nodul e. These ai ns are achi eved by neans of _a

od
for nﬁ‘?%@f'?@ of Hétas%%"[]?ﬁ'st'qg 8k Ieaatp}!}p, type ,aaﬂ§qmﬂlafp gersnon of the

2QGiBHiehy aR@thd Richtit) CdfitRa isBEUrity nfduRy WiaPe HetWeRN B¢ el control
to a network, said network being admi ni strat ed by a

86WPhol server of an operator, said applications
using the resources (data or functions) stored in a

secur iahylysiodnd Qerifltatioropyelcdatrbleealer vf $2d datad
equi pnent, conprising the follow ng prelimnary st eps

reception of dtac rls | east het

S or ¢ wPESation, EA afetoam ol Bar et dhe Het g iry saig data,
he tememission GDSAIl eryptodraml @iantHeVstiworkosind ke equipmeht, to the
security module,

said method is characterized in that the security module analyses the cryptogram
received and activates, respectively deactivates the resources (data or functions)
used by at least one application installed in the equipment, said cryptogram
comprising instructions conditioning the functioning of the application according to
criteria predetermined by the supplier of said application and/or the operator and/or
the user of the equipment.



10

15

20

25

30

server, analysis and verification by the contro

server of said data, 20 - generation of a cryptogram
fromthe result of the verification on said data, and
transm ssion of said cryptogram via the network and
the equi pnment, to the security nodule, said nethod is
characterized in that the security nodul e anal yses the

CrEPleS8ir88s of %eéu‘ﬁgé’rlb'éP %&??at yrdt tﬁéokeﬁ 9% Reakdel&d M/gy, meocher to

deactivates t e resour ce a or functions)
Balom or gaducepriee fppitionaeh cartainseapplicaiipnsn thee applications of the

ks Wgtare R&Y ﬁre% %Bb@%oa@n‘é‘%{é?fddﬁbag 6rr§{er Mk &R, that is to

ncti onin I cation
sey thal |thrﬁgblod<lng:effetcéwillequcélded enlyiwhed ﬂhg/emm@mgrutrﬁéﬂems to carry

Q}utﬁggga?ﬂ%{&{glon and/or the operator and/or the
user o

e equi pnent. -5- The resources of the
subscri ber nodule are bl ocked in a targeted wa

dintfemethed applirskpreferaliyl tcbetrhebilenetworbnConseguen ,the equipment
%’@l %E'éﬁl'ﬁ@m %(Lﬁﬁ%ls'fspé)la%ﬁe le ‘ efg»rr,e‘ﬁng Fh@ﬁﬁg tefdphony or a

not I rect one act
#oprbledeiephene. tThet seoyrityomodidlg is iaasubtsn@beﬂ edyle dnserted dato the

%édllebthB%ﬁé: £ 98 oY tH\?%ﬁMté]a?d Q%Tﬁéltgﬂan tl&éﬁ%ﬂ)ﬁ ﬁdﬂule This

ese a I catl ons
;aseemblmloyneabs tohe mnbﬂe |netwmk obihe. tymﬁ)%éfqtﬁinbalﬁysmfor Mobile

anmgg]lﬁﬁ%h%% G?F&D@e%n%r{fel ket ydl% ?ﬂgtlamg f\/ﬁ’%l Wéa? Mobile
tTelesphmonmicatirs System)t or thaddike, managedilycei pentrohrgives of an
g@?%‘ié egol’t\ygs ub?EﬁcatlgPA% E?n 9 e%%QQg rr{r{mé ﬁﬁigl‘ﬁ%att% c%'n%ured

ype riber
ars oudeb Ity use theersissurces ada’m lor rfmchmaamr&se@t it the supgeribgsnodule.

TR 38h, 1 hE Tsb@in MR orfiretf STTTME SQGRA) coriiSs are satistied
‘Beterdipgrio roritegiai ma@et@ymnmh))y dhre operator lapd/omiinen gpplichtjorasupplier.
Glﬂfét \r/éf'lf" g‘tfc{ (g{ th%f?rﬁéha %pﬂr&ntag%e oisﬂ'fe Wtr%l QBR)elf' C’ﬂ{é Qﬁﬁlcatlon

ar e bi'le ul nd con
|f¢1|omngethe firstrustonis isent mystha costsol (sdaﬂea i®findllyrie clnajgs pf the security

Eﬁsog%%a{ r”?ge 8}%’!88]{ %/rgggnﬁcggsldw tﬁﬁ r&s%u?&% e}%@%‘soatr{i@ tlk?ee correct

elr-entire SEREGTIN
duretiening of areappliaatooriostalipdtio ther inodkite equiprestdt er m ned by
the operator and/or the application supplier. This

‘fﬂé'dfa{ﬁca‘tthé)sré r%goﬁlrggs &4 afo‘?ﬁcﬂrgeid%td' SuchhR' R0t uffbers, programs
ontr server. e application,
(in the form of code that can be installed in the mobile equipment),

encryption/decryption keys, access rights to contents, etc.

The functions of these resources can include cryptographic algorithms, verification
processes, digital signature generation processes, encryption processes,
authentication process, data validation processes, access control processes, data

security processes, payment processes efc.

The control server plays an essential role in managing the trust or security elements
related to the set mobile equipment / subscriber module. It interprets the data that is
transmitted by the mobile equipment in order to control or limit the use of
applications, functions or resources available by means of the subscriber module.
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followi ng the instructions sent by the control server,
is finally in charge of the security nodule that can
free or block the access to the resources necessary
for the correct 20 functioning of an application
installed in the nobile equipge The data of these
resources can conprise data such as account nunbers,

PTIRg 'seRker r(ebélv.hbethéqaamtﬂ& |ﬁ1@ﬁﬁattohafrorﬁag rhsbnen%habln@ﬁt and its
in the nobile equip encryption/ decryption key

L isEe 4 rpaule aad &emp@ﬁ%g IME{SY 50t dVIB | Hegidaim 2cBeTdingag eertain

I &RENY, Wn&ﬁ'ﬂws‘trﬂ%dﬁ%uﬁ@é@eﬁ%@tﬁ@'sGbéﬁnﬂ@t’ mbBIE to redefine a new
verificatiaon processes, gital signature

gRiscHen errfils Bl?égg@ges @ﬁcrﬁy?ﬂrp%ofpm griper module that can be

alkcaemyt bﬁﬁfcbﬁ’(ﬁhspé)@é@% /in 4R Pnobfé Iedibhf@Rt. PIHRCERERS can refer, for
access control processes, data SecUrity processes,

PPN, 19t WRdatiag of the aftwase Metision I@%@Nﬁérormhsyaogﬁ equipment,

etéstﬁétdoWnlda%|r@ d)fnnéW%?Eﬁdégoﬁé”'@n ttHéJHob@é eﬁ@uBerhf Mo the updating
el enents rel ated e set nobile equi prent

RASEraTBe PResaelioa. prpfilei ie @ mymbes of Bennestienst waﬁweu@tw% to the
ttéé?mgtyt&@d By é&‘:ﬁsyﬁ)bﬂhb% ?ﬁ’dgk %FE% tHenidQﬁtﬁlfﬁf fhe access r;etwork

control™or limt he use o cati ons unctions

reseduferss iferia Qf@laésod’)?'aﬁ%hi@sdl rerntm:skg aBensiatesbwithirematerial or
s@ﬁwjérkeu% ﬂﬁﬁtr the ?@*a‘t’%‘%df&? %@ﬂ&ét éuﬁglgir%ﬁwo?gwef U bf the
criber ul e an

a nobile equip
dﬁﬂ?j’tel%iqufﬂ/mmsém@@mcc@é@ﬁ des, according to
certain criteria, if anewmstruction must be sent

Uthel fetRoD SHcbbfly T AHE EinbéhtibRIR | g@ﬁerQIIW%‘é’meﬁr BLEGUHRY each

profile that defines the resource he subscri ber
rﬁ%rmtwﬂh%& theamobile squip@antbip Hispnetwatk enaftex eaeft eadatg of the

ts'?oﬁwﬁFéb\bérﬁoﬁ %Pih@'?ﬁ&flle e-Et}%rr%rn't %leéf't tGt'thd &Ib%Eranr?ﬁodule or even

exanple, tot GUE%atln tvvare ver Sl

igh $had of expopises 198 t butps(@nwunmtlt cantaisq be corgan |ogta@nrmg each
CBCctIMWn%?BEé&i@E!IW a?i éﬁ)h@atﬂﬁghltﬁ‘e ﬁlnglléJ Pmedto the

updating period protection profi e, to a
nunber of connectl ons to the network, to the

ASCRINGg e saPodisRentdb eansbe epreiekoutateridirallyd atratergiven by the
'c@ﬁﬁ‘él' deyvedfor taRBr é&&ﬁﬁﬁ.aﬂféﬂ&ﬁ ro'F allr%pHﬁ:%qon bhese nﬁfbﬁlé %Ehlﬁment

are al so rel at ed different risks assocliated wt
tAFE0THGe o another e@epfﬂm&ﬁb the sybsaiiber mﬁéu@pwﬂlamqirrecelve a new

Msls8ge thiden ‘t’rfbolzbrﬁ‘t%l'déﬂté%pioh ras2ihd/ @Entirae IMEﬁJ v of uwfg,obne

nobi | € equi pnent wi shes to take in account
SOEBMEPhEeMaNg ¥rchaRgRht i on is general |y carried out
during each connection of the nobile equipnent to the

MRING the RL-inAibiRtoR BF the WRB3ErBePMoliIR, it is preferable to block a certain
number of resources until the arrival of the cryptogram. Therefore, if the mobile
equipment wants to intercept the cryptogram and not transmit it to the subscriber
module, all or part of the resources (data or functions) of the subscriber module will
be unavailable for applications carried out in the mobile equipment. According to the
type of realization, it is possible that certain resources of the subscriber module used
by low security level applications are implemented by default before the arrival of the
cryptogram. This is also the case for resources necessary to obtain access to the
network, without this the sending of the cryptogram would not be possible by this
same network.
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15 software version of the nobile equi pnment or of that
of the subscriber nodul e or even of that of resources
on the subscriber nodule. It can also be carried out
during each activation or deactivation of an
application on the nobile equbpnent According to one
enbodi nent, it can be carried’'out periodically at a

\&hen @i/ SUbseNbdrBoduted Vel tRE MRSty OF trf ér?btogl%‘ﬁh it also indirectly
initialization of an application on the br |

JEERYIRR e mobie equRPEtRCt &SHIRE: thel the 4Bl AERgtivelyRoming from

SHE Tohirlederv@ Al Gth¥d Whbrd3Oby HREAL ¢ tRls RAWIGERSHaHR édnﬂm server
the control center as Iogg as the identifier | MEIS

tiRelicboensuresihaisphraiper madyiadhal fismbpgand tousaftwgra V@swn of the

MRobifi %u%mérﬁtHaQQ Hé@nttglg‘erﬁiﬁﬁﬁﬁédo*&ﬁf b%@ir&nsnﬁlftmb $nstructions to
preferable to a certain umbe resour ces

dh@ isHbgaBeMPya) Tfaﬁ laftpicarey mpfta@@ ioaﬁed vﬁm@ﬁéw toj give prerefuse
BRid&e of D RGP the dthcﬁrc%?tQFr\ %;%}fﬁc&ﬁdﬁ@té?%@%oblle
and not transmt it to the subscriber no

pautPratt he resources (data or functions) of the

subscri ber nodule will be unavail able for

e m@@le'éﬁ‘ﬁﬁ)n?e@ﬁ b!a?éj tHé‘%leJ dt ol By WP Riid GerBBAIATREY by establishing
Accordin realization, it I's possible

a8t 35 H q@gw g@@/eeﬂ the subsasiber mesklensrrl the g@é@' server.
et i¥reSBieUsdcudty! 6V fle é%lahg"&t 'rr%@§a sels' éﬁ’s‘u?é&e%ﬁdﬁrw to end

default before the arrival of yp ogram
ibetwgendhe ganteel serveband E?Cﬁy%@@eﬁ g@éy@awq/ hexeputignrenvironment

%@@lﬂeﬁpﬂli@aﬁdﬁ% mBPe'iTY@Pu‘ié& orYVtﬁehr?iHBIIet %Ftﬁprhm ?ﬁlg‘@aﬂgot%us "cheat"

t he cryptogram woul d not be possi sane
PELTABSTRIM the. de\m@rretan@n e e w@bemq@wl@ verl f| es the
validity of the cryptogram it also indirectly

ITHRIThdritiBA aldocoRBaths @ Rewitp mbleaéwnﬁﬁﬂértﬁé réslaﬁFceE 48 stined to

data is effectlvel){ comng from the control server.
PR ascesiedviggally by} leashrae appltcm'%n wstaled iy ampquip@ent connected

GO hetwopie! $4td eqUﬁSﬁie‘n?'chbnﬁﬂé Ye8&ing %dngﬁcﬁérﬂﬁﬁssmn means

modul e that the type and the Softwafe version of the
FeBPriEne gLiepridhe tirgvandowiyarexarsion of thearsinmment ad meeldentlﬁer

of hesdBclifity Mebduls tsél'd‘?ﬁécﬁf@ bélﬁg cﬁé}ﬁct?Hp&Clﬁ'tﬁﬁrlt |H998’ésemeans for

The |atter are, in | oaded necessary, gl v
&CGPE%s@a%tﬁnﬁm%@éewlonaﬂftmaruca@naq epntaiaed dm grryptoaraam said

Hw%ﬁu@tfon@eéérﬂﬁtfénﬁﬁep{ eCﬂIHc%}'ﬁn fo ftthﬁeé%bétﬁ)n %%r@iﬁ&{‘tﬁi gntena

The nobi | (1 pirent plays the ro rela
Peefdﬁqr@me#dw B¢ sypmiier @fs‘t%ammlﬁam anpifordhe aperetor agdioethe user
df Ab@gupntpt ween the subscriber nodule and the control
server.

This security module is used for example as a subscriber module or SIM card
connected to a mobile equipment.

The invention will be better understood thanks to the following detailed description
that refers to the enclosed figures given as a non-limitative example, namely:

- Figure 1 illustrates a block diagram showing the different parts of the mobile
equipment and of the server that contribute during the exchanges of identification
data and of the cryptogram.
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Therefore the security of the exchanged nessages is
ensured fromend to end between the control server
and the subscri ber npdul e via the execution

envi ronnment of the applications inplenented on the
nobi | e equi pnment. This cannot thus "cheat" or
transformthe data in relatloﬁ to the subscri ber

nodul erigdra Thésresdhis Bt bIBkk aiaﬁﬁén?‘éf‘@r?e’ Fh"obﬁe %EGlEHeEV / subscriber
nodul e conprising the resources destined

dPedide agsariymith 'rﬁ9rastlon8e%%we@h@eaﬂ¢fiﬁrer¢tanart@nﬂu.rlngmﬁ fuagtioning
| i aftapPfcdtiBAENt connected to a network, said

equi pnent conprising reading and data transm ssion

nmeans conprising at |least the type and software

VdgWe ohshaws the @amiemmm%&CBhém gebrariberemodige (G assembly
SIREUFdIsMits DAY l2emoBifd r‘?’etWBr‘v(UdI\fETl? SHEREMHGEE r(I'D§ Rthtiid V(a'lﬂed by

that it includes nmeans O'reception, analysis an
é&%&?ﬂtr@nswef ﬁ@@Ethh%ﬂﬁte&oﬁwais rhégki & CAYRIPYpIMo G dlwards the

SAbSkrideP Thédifid VR $het Piubild | gk t‘(@:BI) umGé 'rﬂéBll‘égecﬂL &% (cB)

ppl i cati on accordi ng tocriteria P edet erm ned
tifdudagp ONe ePr dhorgaisaftuprgl iaealicebiensa{APB) werkingpér aarbrexecutlon

%"rhd/r&{méﬂi?AEéF The®d applea 'a‘?é‘BFHVIqu@ltﬁ %éﬁﬁcatlon supplier

nodul e i s used for exanple scrl
$rM assogiaterbwith Hiveeardig! seyver (@) af tl@&qu@ﬁmﬁtor tieye are originally

; ks to the
rﬁiw q?gmh%g Bgéltwgﬁé% ggggﬁcffgﬁdﬁéﬁhoﬁgtﬁre ers to the
encl osed fi gures given as a non-limtative exanple,
afesupscrtejunadyle jin¢ludasy erseurcas HRESR usied ghyaspikargi a@hcatlons
tRepyi fferent parts of the nobile equipnent and of
the server that contribute during the exchanges of
i dentifi catl on 30 data and of the cryptogram -8-

FiNe o2 shewsr bebibe nefiopine af dbe -anphsatione (MR ef the mobile
egUibRiERN{CH) c%gb@ﬁ@é’ th—ﬁ!’tlx'@iﬁ‘ih’é ?es%ﬁl%@g?hﬁsy\b\khable in tt]$ subscriber

|nteract|ons bet ween t di fferent arts UI‘In
dmithRy abeencgrofgaadualet fespurces, o eeapph@aﬁl@ms:am@ther not be

|
e U {5 e SR

ENETessagestinYiinga B oiFeliin eoTRIEp thaAecessanpeariactive Bgtions such
b efof %‘%r‘hﬁle $l% Eﬁ’éng(rggga mobi& eh@bi@ht d§r ngulblsgntt)%remodule

cr togram t owar t he subscrlbe
Moi e equi prrent (CB). The nobil e equi prrent (CB)
i ncl udes one or nore software applications (APP)

TRE khdtgllel Bq@PmBNEPCE) @ identified, for example, during each request for
connection to the network, to the control server (CSE) via the mobile network (NET)
by transmitting preferably data specific to mobile equipment: IMEISV (International
Mobile Equipment Identity and Software Version Number) and a subscriber module
code: IMSI (International Mobile Subscriber Identity). The first number IMEISV is a
set of 16 digits containing in particular an homologation code from the mobile
equipment manufacturer, a serial number that physically identifies the mobile
equipment in a unique way and the software version installed on the mobile
equipment in question. The number second IMSI is a set of 15 digits and includes a
code attributed by the operator, with which a user has subscribed to a subscription,
allowing the identification of a subscriber in a unique way. For mobile equipment
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envi ronnment (AEE). These applications are provided

ei ther by an application supplier 10 (FA) associ ated
with the control server (CSE) of the operator, or they
are originally programmed by the manufacturer of the
nobi | e equi pnent. The subscri per nodul e incl udes
resources (RES) used by software applications (APP).

Fbt%‘d[x@edz &Q@ngh@t 8Fé‘ﬁbu§“@?én?9@s”%gféﬁ:h§ﬂé@ by ETaI3 (European

ment

appl i cations equ
d&ﬁ@@mwm@@w yStéFﬂ&rﬁ% Ingtieigl clbe ewmamuor dbe enyreper IMEI
P ebS 6f e fof 1@%{#@ and! &t thed ﬁurﬂ@éreé\‘iﬁ cgﬁ'\pag’&ﬂé‘faat §et o2 digits

resources, cation can elther not be
@lsq erf/ldﬁ%thecsiaéa nweﬁsww the implementatiornefithe mﬂmgil t
paraneters t hat can generate error nessages |nV|t|ng

tEBl?rmﬁstﬁé m‘eﬂtnﬁ“déﬂ@rl] ot :%oBﬁbe?fgﬁ&ﬁérﬁa{hlé dbﬁfrél%‘“eNeV ?C§E} biMlses and

such for exa angl n

é’GUf'*Eﬁw’m da(t@:&bD Sransmitiaghat p@eparﬁ@dmw@ tt@ocqrgqam of Bhiglack list
ggg’tblt@r Wﬂ\ta M-?@ IIéﬁaéC% ¥l agdA dfa%rbﬁgé(glr%sethﬁ reflnement

rmn request nect n to the networ

tlfmaeC@éiiﬁrv cnf the rdsaehfIO@uBEpf aﬁabachlbern@mi the detarminatioq IQEfITDS otails
RYick 'égréﬁfﬁbﬁiéd"& E&d, QLB %ulsjrg&%n?é?ﬁ'\i%ﬁt?/ﬁr %ét‘v E@?é)te%uted or not,

equi pnent : %1; ntern
Isyesariptign amoe;oisemame prefile | 2asosiatedeto) ﬂamdn llgub@wpﬁnb@tr used,

ghﬂaﬁ gfm%%ﬂ@d foh'\{ﬁé nidb n‘% qﬂfbw@%g%sé\&‘@éé §va§59l§q{1' A8 security

Irst nu set
dnches @r@fﬂfanQﬂSngf ithe papbilec @iqeipment hiseol etsat Then resudts of this
t I

NERMESHF RN S0 A TR ACTARIAS M Rhrar SEd Bhoken (), ha
éfamcwﬁeww Sﬁiltwenwtaio thednobile eqinment ¢CBEdsshonld be noted
iwnstal | n i ujsRpente | [-Qn

(R L1 GALOD 05 FOSE] Ean SRR rchf (S50 opePlEy and he
aeq&@st: coringt fram e ebbilg eabipmené malt be  fomiardeditowaindsathis control

1as subscribed to a subscription, allowng the
| entlfl cation of a subscriber in a unique way. For

nobi | e equi pment -9- produced according to previous
Jhandenligstians texpeutione @ntisonEEst (AEE) opfedire mobile equipment (CB)

T@B%W{O‘R@@ (PSSt %Wh@ﬁ}dﬂﬁ@h’g |'t'tt8)t8et%ﬂz%scrlber madule, the

conbi nat i on of ‘the nu
mobie gavismantd CE) ptﬂmgmmwmew%osed of a set of 2
digits also provides the data necessary for the

:Ifdrfg% ??ﬁﬂg{gz :isggalfgf tﬁéqﬁutfggﬁmq'noﬁg%éh '?r%teet rs ﬁectlvelystg?c\:/k certain
(essencea{REPS eEheagpplication(s) PP) can thus be executed according to the
criteria imposed by the control server (CSE). In fact, the token (J) includes or is
accompanied by particular instructions intended for the subscriber module that can
condition the functioning of any of the applications (APP) of the mobile equipment
(CB). For example the execution of financial transactions can be limited when the
subscriber is connected to another network to which he is subscribed, for example, in
a country different to his country of residence (roaming) due to certain security
criteria or preferences of the subscriber or preferences of the financial service
supplier or due to legal constraints in force in the country in question. In another
case, when a subscriber module is inserted into a mobile equipment (CB) not

recognized or not homologated by the operator, the token (J) returned by the control
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verifies the data (ID) transmtted and conpares it
with the contents of a black |ist (data to reject) or
with a white |ist (accepted data). A database all ows
the refinenment, if necessary, of the identification
of a subscriber and the determnation of his details
such as authorized services, Subscription paynent s

agsH,er (C%H)Vdﬁeﬁoéi%%uﬁeggur@és (rES) éﬂhé%%ﬂb@? 'n%ule and in this
peri od, securltt)(]er0| eassomate he nobi |

cWaY pravaRt Qitar the exprutionof amapplisation(s é&PBh t he rmbl | e
equi pnent, resources avail able on the security

Mgl Uh& caBé &ffed &aseBleOflokiRg JiRE |8 tﬁl@%@ﬁﬁﬁé tu &6 of th
The results ofebt%hlse Vgl‘ll i cati onoare hen rbsg,%l?] of he

ofthefrikes raedide iPd). dhecrapyiingf A vedicrtien with dheslatappse include
tiAgfructibhe d@ﬁé‘ﬁdu‘?d‘ o‘ﬁethlé q{sk(tﬁgﬁihet bFEIaMsY ta%céﬁs tthaak@With ecIoned

equj rrent t should be noted 15 that the control
s te@BE)eSc gAr %’éa”éq'%tth‘h&kef‘ (Draenpe@terbas a eesyifpatedher block

aéldthb h&sour RBURES) %Pme%bgérﬁﬁ"r FnB@ngD@r‘ it tﬁgir”ugérﬁﬁﬁng)"é bkriod of
be forwarded towards this control authorit

aBPE | FHY9ro Aredite UtWaRAING nWEPLAgRE Far (‘”‘AEEBJb?@f'b@m &iandig | execution
eSHYirBRAMBAt df ¥R apliEabREiABEY he token (J), as it is,

wi t hout altering |t to the subscriber nodul e, the 20

nobi | e equment CB) playing only a role of relay. If
t Hie kg f)) can. fog e&%mple, be Agsosiatac: |ao@9nafuM@ecfﬁﬁd with the aid

fareg, prrv@@o%ylp@)\ygab@gk s‘ﬁsﬁqﬁra'Aaenﬁ&ﬁ%zsRSPﬁrﬁﬁéh TB&ta set
cﬁ)@l icati on s) (APP) can _thus be executed according t

taining.¢ fgf Péamlﬁﬁo » BYE 'lSIVe theo FRspyices éef@@qnces:sE}he sybscriber
frasdule,t H otk MTHig key Wolilddss kﬁéwﬁ %nl RA sQN/er while its

partlcul ar_instructions I ntend e subscrib

rRtRliE BaRt KEXSAc Bb 2 uldhhriknqusnby wé smmbrebmoﬁgleorh%ﬁqva@ﬁage of
1the (ABPbf ‘éé&%tﬂ@ﬁ'lc(lé?/?) re@fde& hﬁ tﬁg%&ethl%glﬂ'\@% tser&lﬁi)to create

For exanpl € the execution financi al transaction
Sighagiges [siiot &H’nﬁﬁ’éwqeﬁbe C@MB&@?"VB@(@S&) connected to

anot her network to which he is subscribed, for
oasalrss, d)tﬁer %ﬁﬂﬂ@ﬁ'u&ke‘}' 51{;&&@:% dien s fSPH%rﬁyleobSA (Digital

r esi dence roam ng due'to certain securit y crit

oﬁ'gf&ﬁléfﬁeﬁ*'e%te@ 0fNG F&Cs (Bkntici Geve drryplograghihears b@fuaeﬁeas an

fditegaaveo RSA Vi ce 30 supplier or due to | egal
constraints in force in the country in question. In

qnother case, when a subscriber nodule is inserted

heoUse ploBYmmetsigel kaveRlgorttms mex berrielsgad ot reasongconceming
Bﬁﬂmic%@at@iée@y of NG AMAEAAOT or T oReF OkB&ts (ddr ' RbHIAEHHRY and

the control -10- server (CSE) can bl ock the resources

d%@g*j"em@“%én Hinsass: B@rkeﬁmideb%lﬁwwmeﬁs?erver (CSE) and by the

subscriber module, for example, an algorithm IDEA (International Data Encryption
Algorithm) could be used to sign the assembly (IMSI, IMEISV, resources reference of
the subscriber module, counter). As an alternative to the IDEA algorithm, algorithms
such as, for example, TDES (Triple Data Encryption Standard) and AES (Advanced
Encryption Standard) can also be used.

In these two asymmetrical and symmetrical key embodiments, the subscriber module
verifies the correspondence of the different fields appearing in the token (J), in

particular it controls the counter (CPT) by comparing it with a corresponding counter

stored in the card which is regularly updated. This counter allows avoiding the double
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way prevent or alter the execution of an

application(s) (APP). In the case of a possible

cl oning of the nobile equipnent (CB) and/or of the

subscri ber nodule (SIM, the results of the

verification with the databas,ﬁlncl ude 5 instructions
depending on the risk that the operator accepts to

t @decoftht RamleotoRsh () mtkRdddeiof O Scrife® 'mEI TR Erdet ibeprevent a
tokené& %hgenerat ed as a result can either block al

eRlay &UBEl-ces (RES) of the subscriber nodule, or I|mt
their use during a period of tinme and/or create a

war Riribgdiess ag ehd @bu:ﬁtb.elssmbaiyel &red randdnt b@nw@whum number)

BRI 1 i P B i i wir o

gmsrsame:ab et dortrbesérver. Thk I?tt&rée%a§ Q)taKlethB%do('rR'vé(rﬁ?aﬁﬂe in the
roma data se

Sham r, Adel ma P_?%&E A Prri

d&ﬁff%ﬂsﬁu‘iﬁb‘m% gHbserigr meqis a]n verfy thatdbapncees a new
rraés¥agB CRISredferidigllys HOsaE s féeévmd'@lﬂﬂékeof the G b Bh oIdTBr‘yﬁtogram
Kpélmould be knomn only the control server

atﬁ@ﬂmweamw@ﬂ@ms aplsuPe theesubserier w)dee Sither a counter

srksehddevanasik!l e. The advantage of 15 the use of
asynmetric keys resi des in the fact that the key

rvi to cre signatures is not found outside t
oo purscteer E'@sﬁ‘fo QNSKETH e reAoNERe ERISIRARA 1 | BEﬁé;;hat will
autrrize Forsprohibh ths usé ny BRtlons dapfed Bltdint Ak mobile equipment
2? ature Al gorithm, ECC (Elliptic Curve

ggt ography) can be used as an alternative to RSA
20 The use of synmetrical key algorithns may be

phef arbrse@bércmow@mezs rfbt)'kﬁé\ﬁ/rlésﬂguchsth@pémﬁbéﬂbn %Ifé?@ﬁ’ce@f (APP)
or manufacturi

MRAleGR e Mon soimend (CBb dn f4oh ooRAY TEIHPLSLaRRIaIPns have
byreldm@elyeip‘éﬂfmt(e@@ tHanaliéWs tHeeh teSbOeEd RS anyoskiRal d@bndary

@H B’r%ﬂ?h%%‘gr %%Wﬁﬂh%&oggﬁqe égéml{?%%pg%ttlgﬂ%onto a general

pagmeil applitdioh .actdbing\o tHeepods ﬁﬁﬁayh%fneﬁ%& el’h@fsuI?:\’@;'?:nb@remoduIe
counter), an alter nat ive to

subsc i ber dul e,
CRERN |b§ol?ﬁsgﬂ @D e gefprenAeRsOf 'ngn resourcgs (REkahisita orﬁw@cns)
B’Vra@bﬂlr@&h@ risRE Falftet a6 aSh@tBHéaédmprﬁélﬂ tﬁg%p(epﬂcyrarﬂﬁﬁéé a choice

§¥ tion Standard) can al so be used. In these t

g which JRsew: ES)al theesubsamkadi mesie are h'éed by which

appiRation(sy (APPY ekécutaPinithd RobIAEqEiBHERTEBNDENnce of the
di fferergt)rfl el ds appearl ng in té(lqﬁe&?okgn ?J) in 30

PESget dihnasim &l bR aidgtubs made mih the aid o a Key of (e RSA dr IDEA

type can be replaced by a block generated with a shared key HMAC (Keyed-Hashing
for Message Authentication) from the set (IMSI, IMEISV, resource references of the
subscriber module, counter). HMAC is a mechanism for message authentication
through the use of cryptographic hashing functions such as MD5 (Message Digest)
or SHA-1 (Secure Hash Algorithm), in combination with a shared key, namely the
same key is located in the control server (CSE) and in the subscriber module.

This key, that is present at the same time in the control server (CSE) and in the
subscriber module, can be loaded during the personalization of the subscriber
module or during the installation of certain resources in the subscriber module.
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stored in the card which is regularly updated. This
counter allows avoiding the double -11- use of the
same token (J) intended for the subscriber nodule in
order to prevent a replay attack. An embodinent to
the counter is the use of a n§£d0n1variable (random
nunber) generated by the substriber nodule. This

r AB@B?HhM&b'tﬂ@'dbtlbﬁs tg Glﬁ‘éf@n‘i tk@?| cahtde Eg’é%)ma'%_’edjﬁi @aéﬁ%source or
to the control server, ter sends back this

rERRBRE PEpuP-AS|the §Hb~°tcﬁl%efr '@Q?M?rs‘?! the By 687 ézm @m@l fafehe resource
sas8EMbiyRRl Uil f6r 5@0e~§m5§chérhaédu|é concerns a new
nessage. More generally, in order to avoid all risk of

Jpe use of an old cryptogram the |atter includes a

£ i BPeSqRuEl: then BerybSerther Jugside B recRivAd 8, toksn by it can

&eﬁé}wﬂﬁl% th@Eorrd QQN@ O&H)! @l méQIeT&ﬁJl;ﬁH&ﬁQCBESﬁd the mobile
nodul e al so consi de he 'resource reference

theawonsi (NET). 8, carf F‘?Borbfn%ﬁ@ﬂﬂ (vf) qanérpigg t'['ﬁ/ CO" ect r eceptlon and

%@hué&é%r@éb%sﬁ@rdf' thd tokdhn 1J‘5‘ by NRe %Bé&r%e?%dm@ﬁ{he confirmation
; The subscri ber nodu does not know as such the

ABB ﬂftcéktqeérﬁt lsasd r @iec BlacceRPPy eron spde Iferdthienonerationoss (well as a

AU BARIHil ¢Bihat bithE 884en (9)e Eéﬁln@ t9BFRedla88Rt replay attﬁcks This
zS'F l'ications have 15 a relative open interface

s§aee el dhay seriral srerny CSR) dpnapintit sndateyl the counter
ABodiMad tPMhe suEéH'nb@?%H@ul@ it is possible to graft
particular applications onto a general paynent

I_Expl ication according to the node of paynent used. The
40,88 Gmindimens i the Inveptiaanthe mebismaeuir®ant oas befaplaned &y non-

Priobilé SecMMnere ALK GRSa (F%@Ql)v Geedder Yr J 'éBﬁ:bht‘éPS'}he cgrytr% server

accepting the risks rel ated to a nobile equl pnent
65VE8 o Otk sSegurity dﬁ@@'@othsyewlﬁnﬁ g>fvthe @bsesibsumassile, the

(dBRtierat tﬁé‘@q@&'ﬁé&rdohﬁécté@%ﬁ n%fv?ork‘%ﬁ&i tﬁynd%ﬂép of the security
appl | cation(s) (APP) executed in th | e equl prent
(‘%@}' e. [hresRetsfe thecsRIVRTI GREIRS out fe wg“ﬁaﬁmr\seasménbﬁct previously

bAE samdk tﬁck% oé}famt Beh&SEBty hblifle. THIPR sHETSLRI fr | free.or block

repl aced | ock generated with a shared key H
(W%S%@ﬁlﬁqﬁur't?’wdm@ssage Aut henti cation) fromthe
set (IMSl, I MEISV, resource references of the 25

subscri ber nodul e, counter). HMAC is a nmechani smfor
nmessage aut hentication through the use of

crypt ographi ¢ hashing functions such as MD5 (Message
Digest) or SHA-1 (Secure Hash Algorithm), in
conbination wth a shared key, nanmely the



same key is located in the control server (CSE) and in
the subscri ber nodule. This key, that is present at
the sane tine in the control-8Berver (CSE) and in the
30 subscriber nodul e, can be | oaded during the
personal i zati on of the sub%ﬁp&g@% nodul e or during
the installation of certai rces in the

subscri ber nodule. -12- According to the options, a

1. di T \RItROY f&%aﬁé@ $‘¥hé‘§§é’c§r‘nt§‘b¢@pbﬁ’céﬂ%@ A@Wlﬂ"ﬁa @écurlty module

resource group he subscri ber nodul e, or
fumpnmg |g|arbaqu|pmer1t KGB) soonected ta asratwiopk éMEThrﬁadﬂJaetwork (NET)

eyt By DA B 5 Al usin e

resourééd IREB) (deﬂatbﬁ‘ feﬁéttdn%? storectin (£E8curity anblgle (SIM) locally
nmobi | e ‘equi'pnment (CB d the nmobile network (NET), a

connented tasaidrequipmagt( Qli);):oamﬁlsmgqmﬁdouwngmre@mnary steps:
recepti on and adequate processing of the token (J) by
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instructions conditioning the functioning of the application (APP) according to criteria
established by the supplier of said application and/or the operator and/or the user of

the equipment.

2. Method according to claim 1, characterized in that the equipment (CB) is a

mobile equipment of mobile telephony.

3. Method according to claim 1, characterized in that the network is a mobile
network of the GSM, GPRS or UMTS type.

4, Method according to claim 1, characterized in that the security module (SIM)
is a subscriber module of a SIM card type inserted into the mobile equipment of

mobile telephony.
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11! eMethod according to claims 1 and 4, characterized in that it is carried out after

each updating of the resources on the subscriber module.

12.  Method according to claim 1, characterized in that it is carried out periodically

at a rate given by the control server.

13.  Method according to claims 1 and 2, characterized in that it is carried out after

each initialization of an application on the mobile equipment.

14. Method according to anyone of the claims 1 to 4 characterized in that the
subscriber module (SIM), prior to the execution of the instructions given by the
cryptogram (J), compares the identifier (IMEISV) of the mobile equipment (CB) with
that previously received and only initiates the verification operation if the identifier
(IMEISV) has changed.



usage limts of an application (APP) according to the
ri sk associated to said application (APP) and to the
type and the software versi onl®f the nobile equi pnent
that the operator and/or the application supplier
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anyone o claims 1 to 5, characterized in that the
control server (CSE), prior to the transm ssion of the
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bytahteleast one application (APP) installed in an equipment (CB) connected to a
network (NET), said equipment comprising reading and data transmission means
comprising at least the identifier (IMEISV) of the equipment and the identifier (IMSI)
of the security module, said module comprising means for receiving and analysing a
cryptogram (J) is characterized in that it comprises means for selectively activating,
respectively deactivating of at least one resource (RES) (data or functions) of said
security module (SIM) by using instructions of the cryptogram (J), said instructions
conditioning the functioning of the application (APP) according to criteria
predetermined by the supplier of said application (APP) and/or the operator and/or

the user of the equipment (CB)



cryptogram (J) is nade up of a nessage encrypted by
the control server (CSE) with the aid of an
asymetrical or symmetrical -ecryption key froma data
set containing, anong other data, the identifier
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subSkTHel PRI of M IS IMPESIC RiRFcorflectdtpiof e efipment.
Met hod according to anyone of the clains | to 4,
characterized in that the subscriber nodule transnits
to the control server (CSE), via the nobile equi pnent
(CB) and the nobile network (NET), a confirmation
nmessage (CP) when the subscriber nodule (SIM has
recei ved the cryptogram (J), said nessage confirmng
the correct reception and the adequate processing of
the cryptogram (J) by the subscriber nodule (SIM.
18. Method according to claim1, characterized in that
the equi pnent is a Pay-TV decoder or a conputer to
whi ch the security nodule is connected. 19. Security
nodul e conprising resources (RES) intended to be
| ocally accessed by at |east one application (APP)
installed in an equi pnent (CB) connected to a network
(NET), said equipnent conprising reading and data
transm ssion neans conprising at least the identifier
(I MEI' SV) of the equipnent and the identifier (IMNMSI)
of the security nodule, said nodule conprising neans
for receiving and analysing a cryptogram (J) is
characterized in that it conprises neans for
sel ectively activating, respectively deactivating of
at | east one resource (RES) (data or functions) of
said security nodule (SIM by using instructions of
the cryptogram (J), said instructions conditioning
the functioning of the application (APP) according to
criteria predetermned by the supplier of said
application (APP) and/or the operator and/or the user
of the equipnent (CB) -16- 20. Security nodul e
according to claim19, characterized in that it
constitutes a subscriber nodule of the "SIM card"
type connected to a nobil e equi pnent.



