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METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR 
CONTROLLING APPLICATIONS/PREFERENCES OF A PERVASIVE 

COMPUTING DEVICE 

Field of the Invention 

The present invention relates to loading and 

unloading of applications and/or preferences onto a 

data processing system in general and in particular to 

the loading and unloading of applicat~ons and/or 

preferences onto a pervasive computing device with 

limited storage capabilities. 

Background of the Invention 

With the increasing mobility of today's society, 

the demand for mobile computing capabilities has also 

increased. Many workers and professionals are 

downsizing their laptop computers to smaller palm-top 

or hand-held devices, such as personal digital 

assistants (PDAs). In addition, many people now utilize 

cellular telephones to access the Internet and to 

perform various other computing functions. Computing 

devices including, but not limited to, PDAs, cellular 

telephones, and computing devices utilized within 



., 

2 

appliances and automobiles are often collectively 

referred to as "pervasive" computing devices. Many 

hand-held computing devices utilize the Microsoft® 

Windows CE, 3Com Palm Computing®, and Symbian Epoc 

platforms as well as web browsers such as HandWeb from 

SmartCode, Inc. and the Pocket Internet Explorer from 

Microsoft, Inc. As used herein, the term "pervasive 

computing device" refers to a data processing system 

which may connect to another data P.rocessing system and . 
is intended to include PDAs, laptop and portable 

computers, pen-based portable computers, wireless 

telephones, smart phones., screenphones, copiers and 

other office equipment, appliances, factory 

controllers, etc. 

Unfortunately, as the size of pervasive computing 

devices has decrea?ed, typicaily, the capabilities of 

the devices for stand alone operation have also 

decreased. Such devices generally have re_duced amounts 

of memory and little or no permanent storag~ 

capabilities. As a result, pervasive comp~ting devices 

may have limited capabilities for maintaining large 

numbers of applicat~ons loaded on the pervasive 

computing device and may be limited to only a subset of 

the applications available for a device. Furthermore, 

the applications which a user may want to utilize on a 

perva.si ve computing device may change based on the 

environment or use to which the device is to be put. 

Thus, it may be necessary to unload certain 

applications from a pervasive computing device. and load 

other applications onto a pervasive computing device 

depending on the desires of a user of the device. 

In addition to changes in applications which are 

loaded· on a pervasive computing device, it may also be 
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beneficial to change preferences or·data associated 

with applications as the use or environment of the 

pervasive computing device changes. Thus, for example, 

a user may have a mapping application which displays a 

map based on a user preference. When the user utilizes 

the pervasive computing device in a new location, the 

user may want to change the displayed map to display a 

map of the new location. 

Conventionally, in order to change the 

applications, preferences or data of a pervasive 

computing device, a user would select each application 

to be loaded individuaily and set each preference 

individually, typtcally while an application is running 

on the pervasive computing device, however, preferences 

may also be loaded when the device has access to a 

source of the applications and preferences. This 

individual selection of applications and/or preferences 

may be time consuming and may be error prone. For 

example, if a user fails to load an application.which 

they need at a certain location they may not have the 

opportunity subsequently to load that application 

before it is needed. Thus, a need exists for 

improvements in control of information provided to 

pervasive computing devices. 

Summarv of the Invention · 

Accordingly, it is an object of the present 

invention to provide methods, systems and computer 

program products which can automatically provide 

applications and/or preferences for a pervasive 

computing device without requiring a user to select 

each application and/or preference individually. 
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A furth~r object of the present invention is to 

increase the likelihood that a user will have the 

application and/or preferences loaded in a pervasive 

computing device which ·are suitable for the location 

and/or environment in which.the pervasive computing 

device will be used. 

These and other objects can be provided, according 

to the present invention, by methods, systems and 

computer program products which control information 

provided to a pervasive computing device when the 

pervasive computing device ·synchronizes with a data . . 

processing system other than the pervasive computing 

device by defining at least one list of environments 

associated with the pervasive computing device and 

associating information items to be provided to the 

pervasive computing device by the data processing 

system with environments in the list of environments. 

User input is obtained at the pervasive computing 

device to select an environment from the list of 

environments and the data processing system notified of 

the selected environment upon synchronization of the 

pervasive computing device with the data processing 

system. The information items associated with the 

selected environment are then provided from the data 

processing system to the.pervasive computing device 

responsive to notification of the selected environment. 

By providing an environment list and associating 

applications with the environment list, a user may 

select information items such as applications and/or 

preferences to be loaded in a pervasive computing 

device without having to individually select the items. 

Furthermore, because the information items are 

associated with an environment such as an intended use 
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or location of the pervasive computing. device, the 

likelihood that a user will forget to load a critical 

application or data may be reduced. 

In a further embodiment of the present invention, 

a user is associated with the pervasive computing 

device synchronizing with the data processing system 

and a list of permitted information items which may be 

provided to the pervasive computing device upon 

synchronization is defined for the user. The 

information items associated w~th the selected 

environment from the data processing system may then 

only ·be provided to the pervasive computing device 

responsive to notification of the selected environment 

if the information items are both associated with the 

selected environment and permitted for the user 

associated with the pervasive· computing device. 

In a still further embodiment of the present 

invention, information items to be provided to a 

pervasive computing .device irrespectiye of the 

environment selected by a user are associated with all 

of the environments in the list of environments. The 

information items associated with each of the 

environments in the list of environ~ents may then be 

provided from the data processing system to the . . 

pervasive computing device upon synchronization 

irrespective of the environment selected by the user. 

Preferably, the information items include 

applications to be loaded on the pervasive computing 

device. In such a case, applications which are not 

associated with the selected environment may be 

unloaded from the pervasive compu_ting device and 

applications associated with the selected environment 

loaded on the pervasive computing device. 
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In a still further embodiment of the present 

invention, user input may be obtained to select 

information items to be obtained from the data 

processing system. The selected information items may 

then be obta:l.ned from the data processing system when 

the pervasive computing device synchronizes with the 

data processing system. 

Furthermore, a user may be associated·with the 

pervasive computing device synchronizing with the data 

processing system and a list of permitted information 

items defined for the user which may be provided to the 

pervasive computing device upon. synchronization. In 

such a case, information items which are both 

associated with the selected environment and permitted 

for the user associated with the pervasive computing 

device may be provided from the data processing system 

to the pervasive computing devi~e responsive to 

notification of the selected envi~onment. Also, the 

selected information items obtained from the data . . 

processing system when the pervasive computing device 

synchronizes with the data proces$ing system may be 

obtained if the selected information items are 

permitted for the user associated with the pervasive 

computing device. 

In yet another embodiment of the present 

invention, at least one list of environments associated 

with.the pe!vasive computing device is defined as a 

hierarchy of environments associated with a plurality 

of environments. Then, information items to be 

provided to the pervasive computing device by .the data 

processing system are associated with environments in 

the list of environments wherein environments in the 

hierarchy of environments inherit the associated 
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information items of environments higher in the 

hierarchy. 

In further embodiments of the present invention, 

the information items are applications and preferences. 

Furthermore, the environments m~y be locations and · 

operating environments. 

In still another embodiment of the prese~t 

invention, the at least one list of environments 

associated with the pervasive computing devic_e is 

defined at the data processing system and information 

items to be provided to the pervasive computing device 

by the data pro~essing system associated with 

ehvironments in the list of environments at the data 

processing system. Furthermore, at least one list of 

environments associated with the pervasive computing 

device corresponding to the at least one list of 

environments defined at the data processing system may 

also be defined at the pervasive computing device. 

Similarly, information items to be provided to the 

pervasive computing device by the data processing 

system may be associated with environments in the list 

of environments at the pervasive computing device. The 

information items associated with the at least one list 

of environment_s defined at the q.ata processing system 

may then be reconciled with the informa_tion items 

associated with ~he at least one list of environments 

defined at the pervasive computing device to determine 

the information items to be provided by the data 

processing system and obtained by the pervasive 

computing device. 

In a particular embodiment, this reconciliation 

may be provided by determining if the loading of an 

information item associated with the at least one list 
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of environments defined at the data processing system 

has been overridden by the association of information 

items to be provided to the pervasive computing device 

by the data processing system with environments in the 

list of environments defined at the pervasive computing 

device. 

In yet another embodiment of the present 

invention, applications and/or preferences to be loaded 

on to a pervasive computing device are determined by 

defining a list of environments, defining a default 

association of applications and/or preferences 

associated with. each of the environments in the list of 

environme~ts and defining a user specific association 

of applications and/or preferences associated with at 

least one of the environments in the list of 

environments. User in~ut to_select an environment from 

the list of environments is obtained. It is then 

determined if a user specific association has been 

defined for the selected environment. Any conflicts 

between the user specific association and the default 

association if a user specific association has been 

defined for the selected environment are resolved so as 

to provide a single association of applications and/or 

preferences associated with the selected environment 

and the applications and/or preferences from the single 

association of the applications and/or preferences 

associated with the selected environment loaded onto 

the pervasive computing device. 

In an embodiment of the present invention where 

the list of environments is a hierarchical list of 

environments, children environments in the hierarchical 

list of environments inherit associations of 

applications and/or preferences from parent 
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environments in the hierarchical list of environments. 

Furthermore, any conflicts between associations of 

applications and/or preferences in children 

environments with associations of applications and/or 

preferences in parent environments may be resolved by 

associations of applications qnd/or preferences in 

children environments overriding associations of 

applications and/or preferences in parent environments. 

In a further embodiment, the resolution of any 

conflicts between the user specific association and the 

default association may be accomplished by overriding 

associations of applications and/or preferences of the 

default association with corresponding associations of 

applications and/or preferences of the user specific 

association. 

In still another embodiment of the p~esent 

invention, it may be determined if a first application 

and/or preference already loaded on the pervasive 

computing device is not identified in the single 

association. The first application and/or preference 

may then be unloaded from the pervasive computing 

device if the first application and/or preferences is 

not identified in the single association. 

Furthermore, environments may, in one embo.diment, 

be inherited based on user groups and child groups 

which may inherit environments and associated 

information elements from their parents. 

While the invention has been described above 

primarily with respect to the method aspects of the 

invention, both systems and/or computer program 

products are also provided. 

Brief Description of the Drawings 
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Figure 1 is a schematic diagram of a computer 

network suitable for use with the pr~sent invention; 

Figure 2 is a block diagram of a pervasive 

computing device suitable for use with the present 

invention; 

Figure 3 is a more detailed block diagram of 

aspects of the pervasive computing device of Figure 2; 

Figure 4 is a flowchart illustrating 

administrative operations of a server according to the 

present inventionr 

Figure 5 is a flowchart illustrating operations of 

a server according to the present invention when. a 

pervasive computing device such as a PDA synchronizes 

with the server; and 

Figure 6 is a flowchart illustrating operations of 

a user self help application of a pervasive computing 

device according to the present invention. 

Detailed Description of Preferred Embodiments 

The present invention now will be described more 

fully hereinafter with reference to the accompanying 

drawings, in which preferred embodiments of the 

invention are shown. This invention may, however, be 

embodied in many different forms and should .not ·be. 

construed as limited to the embodiments set forth 

herein; rather, these embodiments are provided so that 

this disclosure will be thorough and complete, and will 

fully convey the scope of the invention to those 

skilled in the art. 

As will be appreciated by one df skill in the art,· 

the present invention may be embodied as a method, data 

processing system, and/or computer program product. 

Accordingly, the present invention may take the form of 
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an entirely hardware embodiment, an entirely software 

embodiment or an embodiment combining software and 

hardware aspects. Furthermore, the present invention 

may take the form of a computer program product on a 

computer-usable storage medium having cornpute·r-usable 

program code means embodied in the medium. Any suitable 

computer readable medium may be utilized including, but 

not limited to, hard disks, CD-ROMs, optical storage 

devices, or magnetic storage devices. 

Computer program code for carrying out operations 

of the present invention may be written in an object 

oriented programming language such as Java®, Smalltalk 

or C++. However, the computer program code for carrying 

out operations of the present invention may also be 

written in conventional procedural programming 

languages, such as the "C" programming language. The 

program code may execute entirely on the user's 

computer, partly on the user's computer, as a stand­

alone_ software package, partly on the user's computer 

and partly on a remote computer or entirely on the 

remote computer. In the latter scenario, the remote 

computer may be connected to the user's computer 

through a local area network (LAN) or a wide·area 

network (WAN), or the connection may be made to an 

external computer (for example, through the Internet 

using an Internet Service Provider) . 

The present invention is described below with 

reference to flowchart illustrations and/or block 

diagrams of methods, apparatus (systems) and computer 

program products according to an embodiment of the 

invention. It will be understood that each block of the 

flowchart illustrations and/or block diagrams, and 

combinations of blocks in the flowchart illustrations 
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and/or block diagrams, can be implemented by computer 

program instructions. These computer_ program 

instructions may be provided to a processor of a 

general purpose computer, special purpose compute~, or 

other programmable data processing apparatus to pr~duce 

a machine, such that the' instructions, which execute 

via the processor of the computer or other programmable 

data processing apparatus, create means for 

implementing the functions specified in the flowchart 

and/or block diagram block or blocks. 

These computer program instructions may also be 

stored in a computer-readable memory that can direct a 

computer or other programmable data processing 

apparatus to function in a particular manner, such that 

the instructions stored in the computer-readable memory 

produce an article of manufacture including instruction 

means which implement the function specified in the 

flowchart and/or block diagram block or blocks. 

The com~uter program instructions may also be 

loaded onto a computer or other programmable data 

processing apparatus to cause a series of operational 

steps to be performed on the computer or other 

programmable apparatus to produce a computer 

implemented process such that the instructions which 

execute on the computer or other prograrrimable apparatus 

provide steps for implementing the functions specified 

in the flowchart and/or block diagram block or blocks. 

As is described in more detail below, the p~esent 

invention provides for the control of information to a 

pervasive computing· device, such as, for example, the 

applications and/or preferences loaded on the device, 

by providing a list of environments/locations and 

_associating information items with those 
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environments/locations. The list may be provided to 

the per~asive computing.device or generated at the 

pervasive computing device and the environment/location 

selected by a user. The associated information items 

will then be loaded onto the p·ervasive computing 

device. Thus, the present invention may provide for 

more accur~te and easier customization of a pervasive 

computing device based on an anticipated 

environment/location. 

Figure 1 illustrates a system 10 in which· the 

present invention may be beneficially .utilized. As 

seen in Figure 1, a server 20 may be accessed from a 

number of d~ff ering data processing systems (i.e., 

computers) such as PDAs 22 and 22 I I desktop computer 

23, PDA 24, pen based computer 26, cellular telephone 

28, which may be a smart phone, screenphone or voice 

only telephone and satellite telephone 28' which may be 

a smartphone, screenphone or.voice-only telephone. 

These differing data processing systems 22, 22', 23,. 

24, 26, 28 and 28' may each have differing processing 

capapili ties, data presentation capabili tie·s, operating 

systems and/or applications which request information 

from s.erver 20. Furthermore, each of these differing 

data processing systems 22, 22', 23, 24, 26, 28 and 28' 

may be utilized by different users with different 

applications and/or preferences associated with the 

users. As will be appreciated.by those of skill in the 

art, other types of processing systems may also benefit 

from utilization- of the present invention. 

The differing data processing systems 22, 22', 23, 

24, 26, 28 and 28' may also utilize different 

communication techniques for communicating with server 

20. For example, PDA 22 and desktop computer 23 may 



14 

utilize a network interface card to communicate with 

server 20 over a direct network connection such as the 

Ethernet 38 illustrated. in Figure 1. PDA 22' may 

communicate directly w.:j.th server 20 thro.ugh modem 32 

and modem 32'. PDA 24·is illustrated as communicating 

with server 20 through desktop computer 23. Similarly, 

pen based computer 26 may communica_te through a modem 

32 11 connection to the network 40 which may be the 

Internet or an intranet. Cellular telephone 28 may 

communicate with server 20 through a cellular 

connection 36 and the network 40. Finally, satellite 

telephone 26' may communicate with server 20 through a 

satellite connection 34 and the network 40. 

As is further illustrated in Figure 1, server 20 

has access to an environment/location list repository 

30. The environment/location list repository 30 may be 

incorporated in server 20 or may be accessible through 

a network or other communication connection. The 

environment/location·list repository 30 may also be 

periodically downloaded or otherwise provided to server 

20 and a copy of the environment/location list 

repository 30 maintained by server 20. The 

environment/location list repository 30 preferably 

include·s an identification of the applications and/or 

preferences available to users of processing systems 

such as the data processing systems 22, 22', 23, 24, 
. . 

26, and 28 illustrated in Figure 1 as well as an 

assoc~ation of those applications/preferences with 

environments or locations in lists of environment or 

locations. The environment/location list repository 30 

may include the applications and/or preferences to be 

provided to data processing systems or may include 
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links to other loGations where the applications and/or 

preferences may be obtained. While the 

environment/location list repository 30 is illustrated 

and described in the present application as a single 

database, as will be appreciated by those of skill in 

the art, multiple data~ases may be utilized. As used 

herein, ·the term preferences is utilized to describe 

user selected preferences for an application or data to 

be utilized with an application. 

In general, in a system according to the present 

invention, when one of data processing· systems 22, 22', 

23, 24, 26 and 28, initially establishes a connection 

to a network, a list of environments/locations and 

associated applications and/or preferences are 

preferably provided to a "user self help" application 

executing on the data processing system. The user self 

help application may then subsequently obtain user 

input to select the environment/location from the 

provided list and the associated applications and/or 

preferences are loaded into the data processing system. 

Thus, for example, when PDA 24 connects with 

workstation 23, the environment/location list may be 

provided to PDA 24 either from the server 20 accessing 

the environment/location list repository or by 

utilizing a local copy of the location/environment list 

maintained at workstation 23. For simplification of 

the description of the present invention, the present 

invention will be described with reference to the 

pervasive computing devices obtaining the 

environment/location list from a· server. However, the 

environment/location list may be obtained directly from 

the server over a network, through an intermediate such 

as a workstation connected to the network or the 
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processing system to which the pervasive computing 

device may act as a server and provide the 

environment/location list. Thus, the term "server" is 

used herein to ref er to a source of the 

environment/location list other than the pervasive 

computing device. In an alternative embodiment of the 

present invention, the environment/location list and 

associated applications and/or preferences are 

generated at the pervasive computing device. 

Furthermore, the use self help application may 

execute on the pervasive computing device itself or on 

a· workstation or other data processing system to which 

the pervasive computing device may attach. Thus, for 

example, the user self help application may execute on . 

workstation 23 and provide selected applications and/or 

preferences to PDA 24 when PDA 24 is connected to 

workstation 23. 

Referring now to FIG. 2, an exemplary embodiment 

of a pervasive computing device 230 in.accordance with 

the present invention typically includes input 

device(s} 232 such as a keyboard or keypad, a display 

234, and a memory 236 that communicate with a processor 

238. The pervasive computing device 230 may further 

include a speaker 242, a microphone 244, and an I/O 

data port(s) 246 that also communicate with the 

processor 238. The I/O data port 246 can be used to 

transfer information between the pervasive computing 

device 230 and another computer system or a network 

(e.g., the Internet}. These components may be 

conventional component$ such as those used in many 

conventional pervasive computing devices which may be 

configured to operate as described herein. 
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FIG. 3 is a more detailed block diagram of the 

pervasive computing device 230 that. illustrates 

systems, methods, and computer program products in 

accordance with the present invention. The processor 

238 communicates with the memory 236 via an 

address/data bus 248. The processor 238 can be any 

commercially available or custom microprocessor. The 

memory 236 is representative of the overall hierarchy 

of memory devices containing the software and data used 

to implement the functionality of the pervasive 

computing device 230. The memory 236 can include, but 

is not limited to, the following types of devices: 

cache, ROM, PROM, EPROM, EEPROM, flash, SRAM, and DRAM. 

As shown in FIG. 3, the memory 236 may hold four 

major categories of softwai€ and data used in the 

pervasive computing 230·: the operating system 252; the 

application programs 254; the input/output (I/O) device 

drivers 256; and the data 258. Pre·ferably, the 

operating system 252 is designed for embedded 

applications and is relatively compact to make 

efficient use of the memory 236. Tbe I/O device 

drivers 256 typically include .software routines 

accessed through the operating system 252 by the 

application programs 254 to communicate with devices 

such as the input devices 232, the display 234,,the 

speaker 242, the microphone 244, the I/O data port(s) 

246, and certain memory 236 components. The 

application programs 254 comprise the programs that 

implement the various features of the pervasive 

computing device 230. And, finally, the data 258 

represents the static and dynamic data used by the 

application programs 254, operating system 252, I/O 
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device drivers 256, and any other software program that 

may reside in the memory 236. 

As is further seen in Figure 3, the application 

programs preferably include a user self care 

application 260 which carri~s out the operations for 

selecting applications and/or preferences to load based 

on ~nvironment/location lists as described herein. 

Furthermore, the data portio~ of memory 236 preferably 

include environment/location lists and/or preferences 

for applications executing on the pervasive computing 

device 230. While the user self care application 260 

is illustrated as an application in Figure 3, as will 

be appreciated by those of skill in the art, the 

functionality of the user self care application may be 

incorporated into the operating system 252. Thus, the 

present invention should not be construed as limited to 

the configuration of Figure 3 but is intended to 

encompass any configuration capable of carrying out the 

operations described herein. 

Furthermore, the pervasive computing device of 

Figure 3 also generally describes a server 20 or 

workstation 23 which may be utilized to load 

environment/location lists, applications and/or 

preferences into a pervasive computing device 230. 

However, in such a utilization, the user self care 

application 260 may be replaced by a environment/list 

administration application. Thus, the data processing 

system illustrated in Figure 3 may generally describe 

both the server and pervasive computing devices 

according to various aspects of the present invention. 

Figure 4 illustrates operations carried out by an 

administrative function which may be incorporated into 
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server 20, into workstation 23 or, in an alternative 

embodiment, incorporated in the pervasive computing 

device 230 .. As seen in Figure 4, lists of locations 

and/or .environments in which a pervasive computing 

device may be utilized are.generated (block 100). 

These lists may be hierarchical in nature such that 

relationships between entries in the lists are 

reflected in the hierarchy of the lists. Applications 

and/or preferences are then associated with entries in 

the environment/location lists (block l:-02) .. If the 

lists are hierarchical, then applications and/or 

preferences associated with a first entry in a list may 

be inherited by the entries which are associated with 

the first entry: Thus, for example, a parent entry in 

the list from which other entries are children may be. 

utilized to specify applications and/o~ preferences 

which are loaded if any of the child entries are 

selected. All other entries in the list may inherit 

these applications and/or preferences from this parent 

entry. Thus, a hierarchical relationship with 

inheritance may be utilized to simplify the association 

of applications and/or preferences with list entries. 

As is further seen in Figure 4, the 

environment/location lists .and/or the associated 

applications and/or preferences are provided to the 

user self care application 260 of the pervasive 

computing device 230. Such a transfer may be 

accomplished when a pervasive computing device 230, 

such as devices 22, 22', 24, 26, 28 or 28', obtain 

access to server 20 which has access to the 

environment/location list repository 30. As described 

above, such access may be accompl~shed either through 

direct access to server 20, through indirect access to 
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server 20 or to a replication of server 20 at a 

workstation or other server. Thus, for example, when 

PDA 24 synchronizes with wor~station 23, the 

environment/location lists and/or association$ with 

applic.ations and/or preferences may be loaded into PDA 

24. In an alternative embodiment, the pervasive 

computing device 230 may make the environment/location 

list accessible to the user self care application 260. 

When a pervasive computing device 230 subsequently 

obtains access to server 20, then the operations of 

Figure 5 may be carried out. As seen in Figure 5, the 

server 20 obtains the selected list from a pervasive 

computing device 230 such as a PDA (block 120). The 

server 20 then determines which applications and/or 

preferences associated with ~he selected list the user 

associated with the pervasive computing device 230 is 

authorized to access (block 122). This optional 

determination may be made by using a user 

identification received from the pervasive computing 

device 230 when_ the pervasive computing device connects 

to the server 20 to access a list of authorized 

applications and/or preferences for users with access 

to server 20. The list of authorized applications 

and/or· preferences associated with the user may then be 

compared with the applications and/or preferences of 

the list selected by the user. After determining which 

of t~e applications and/or preferences associated with 

the selected list the user is authorized to access, 

these authorized applications and/or preferences may be 

provided to the pervasive computing device 230 (block 

124). 
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Figure 6 illustrates operations of a pervasive 

computing device 230, such as a PDA, according -to the 

present invention. As seen in Figure 6, the user self 

care application 260 of the pervasive computing device 

230 obtains the environment/location list from server 

20 (block 140). User input is then obtained by the 

user self care application 260 to 'select an 

environment/location from the list (block 142). The 

pervasive computing device 230 then waits until the 

device is synchronized (i.e. has access to a source of 

the applications and/or preferences speci~ied by the 

list) (block 144). The user sel~ care application 260 

may also allow a user to customize the applications 

and/or preferences loaded upon synchronization. This 

customization may be carried out by establishing an 

association of applications and/or preferences based on 

the user identification and an environment/location. 

Furthermore, this customization may include overriding 

the load of appl~cations and/or preferences which are 

associated by the server 20 with the selected 

environment/location. Thus, in addition to allowing a 

user to select an item from the enyironment/location 

list, the user self care application 260 may also 

obtain input from the user· as to any user modifications 

to the application and/or preferences which are to be 

loaded when the pervasive computing device 230 

synchronizes. 

As is further seen in Figure 6, the pervasive 

computing device 230 may obtain the 

environment/location lists during one connection to the 

server 20 and then later re-connect to obtain the 

applications and/or preferences associated with a 



22 

selected item in the list. Therefore, as will be 

appreciated by those of skill in the art in light of 

the present disclo$ure, the environment/location lists 

may be obtained once by the pervasive· computing devic_e 

230 and then updated or may be obtained perio_dically or 

each time the pervasive computing device 230 

synchronizes for subsequen~ use by the pervasive 

computing device 230. 

In any event, when the pervasive computing device 

synchronizes with the server 20, the pervasive 

computing device 230 unloads applications which are not 

identified as associated wi~h the environment/location 

selected or which have not been selected ~y the user as 

a modification to the applications and/or preferences 

to be loaded (block 146). The pervasive computing 

device 230 then obtains or is provided by the server 

20, the applications and/or preferences specified by 

the selected item on the environment/location list and 

not overridden by a corresponding.environment/location 

association for the user (block 148). 

Any additional user selected applications and/or 

preferences may also be obtained and loaded (block 

150). Preferably, the additional applications and/or 

preferences that are loaded are those specified as 

·.belonging to all environments which were not specified 

to be unloaded or modified by the selected environment. 

These applications and/or preferences may be specified 

by the end user, specified by the administrator for 

user groups in which the user is a member, or specified 

for the end user by the administrator. Individual 

information elements may be overridden by the end user 

or the administrator. 
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The flowcharts and block diagrams of Figures 2 

through 6 illustrate the architecture, functionality, 

and operation of a possible implementation of the 

server and pervasive. computing device according to the 

present invention. In this regard, each block in the 

flow charts represents a module, segment, or portion of 

code, which comprises one or more executable 

instructions for implementing the specified logical 

function(s). It should also be noted that in some 

alternative implementations, the functions noted in the 

blocks may occur out of the order noted in the figures. 

For example, two blocks shown in succession may in fact 

be executed substantially concurrently or the blocks 

may sometimes be executed in the reverse order, 

depending upon the functionality involved. 

Furthermore, while the present invention has been 

described with reference to the environment/location 

lists being specified by an administrator at a server, 

as· will be apprecia~ed by those of skill in the art, 

the environment/iocation lists may be specified by a 

user utilizing the user self care application 260. In 

such a case, the user self care application could be 

provided with a list of the applications and/or 

prefer~nces for which a user has access rights and the 

user self care application 260 associate these 

applications and/or preferences with 

environments/locations based on user input. In such a 
; 

case, the pervasive computing device 230 would not need 

to obtain the. lists from server 20 but could request 

the applications from server 20 to be ·1oaded. Thus, in 

essence, the operations of Figure 4 may be carried out 

either at the server 20 or at a pervasive computing 

device 230. 
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Through the use of the present invention, a user 

may load and unload applications and/or preferences for 

a pervasive computing device based on selection of an 

expected location or use for the device. The user need 

not know where the applications and/or preferences.are 

stored or remember which applications and/or 

preferences are suitable for the environment or 

location. Thus, the likelihood that a user will forget 

to load a particularly important application and/or 

preference may be substantially.reduced while also 

increasing the user friendliness of the pervasive 

cqmputing device and overcoming the storage limitations 

which are typical of such devices. 

While the present invention has been described 

·with reference to the block diagrams and flow charts 

above, it may also be beneficial to illustrate 

operations of the present invention with reference to 

examples. In the first example, a user of a PDA 

·(USERl) has associated with them a list of applications 

which they are permitted to· access. This "access 

rights" list is illustrated in Table 1 below. 

Table 1: USER1 Access Rights List 

Software Access Rights 

Work Application 1 · Permit 

Work Application 2 Permit 

Game1 Permit 

Game2 Permit 

Game3 Permit 

Calendar Application Permit 

Address Book Application Permit 

Remote Control Application Permit 
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89 Application Deny 

S 1 O Application Deny 

In addition to having a list of access rights, 

USERl also has a list of applications and/or 

preferences- to be loaded when the PDA of USERl is 

synchronized. These applications are limited to the 

ones which USER! has access to as identified in Table 

1. Thus, in the present example, Table 2 illustrates 

the software to be loaded for USERl when the PDA is 

synchronized. 

Table·2: USER1 Software Selection 

Software Load on Sync 

Work Application 1 No 

Work Application 2 No 

Game 1 No 

Game2 No 

Game3 No 

Calendar Application Yes 

Address Book Application Yes 

Remote Control Application Yes 

The deltas to the list o~applications and/or 

preferences associated with the applications specified 

in Table 2 are determined by the selection of an 

environment. If no environment. is selected, then the 

default applications and/or preferences to be loaded 

for all environments may be loaded. 

USERl may have specified for them, or specify 

themselves, environments having applications utilized 

during the week, on the weekend, at a summer home and 

applications common to all environments. These 
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associations of environments with applications and/or 

preferences are illustrated in Tables 3 through 6 

below. 

Table 3: WEEK environment for User Context USER1 

Software Load Associated Preferences/Data 

Work Application 1 Yes Data· for.Work Application 1 

Work Application 2 Yes Data for Work Application 2 

Table 4: WEEKEND environment for User Context USER1 

Software Load Associated· Preferences/Data 

Game 1 Yes Data for Game 1 

Game2 Yes Data for Game 2 

Table 5: ALL ENVIRONMENTS environment for User Context USER1 

Software Load Associated Preferences/Data 

Calendar Application Yes Data for Calendar Applciation 

Address Book Application Yes Data for Address Book 

Application 

Remote Contror Application Yes Data for remote at Home 

Table 6: SUMMER HOME environment for User Context USER1 

Software Load Associated Preferences/Data 

Remote Control Applfcation· Yes Data for remote at Summer 

Home 

Utilizing this environment/location list and 

application/preference associations, then when USERl 

first synchronizes ~heir PDA with the WEEK environment 

selected, Work Application 1 with Data for Work 

Application 1 and Work Application 2 with Data for Work 

Application are loaded as a result of what has been 
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specified by USERl as the WEEK environment. Also, 

however, as a result of what has been specified by 

USERl as the ALL ENVIRONMENTS environment, Calendar 

Application with Data for Calendar Application, Address 

Book Application with Data for Addre~s Book Application 

and Remote Control Application with Data for remote at 

Home are also loaded in the PDA. 

USERl then at a later time runs the user self care 

application 260 and selects the WEEKEND environment. 

When the PDA is again synchronized, Work Application 1 

and Data for Work Application 1 and Work Application 2 

and Data for Work Application 2 are unloaded because 

they are not specified in the- WEEKEND environment for 

USERl and are not specified for ALL ENVIRONMENTS. 

Also, Game 1 and Data for Game 1 .and Game 2 and Data 

for Game 2 are loaded because they are specified as 

loaded in the WEEKEND environment (see Table 4). Note 

also that the Calendar Application, Address ·Book 

Application and :Remote Control Application and thei_r 

associated data remain unchanged because no change was 

specified for these applications and preferences. 

USERl then later runs the self care application 

260 again and selects the SUMMER HOME environment. 

When the PDA is aga~n synchronized, ~ecause Game 1 and 

Game 2 are not specified for this environment and are 

not specified to be loaded for ALL ENVIRONMENTS, these 

applications and their associated data are unloaded 

from the PDA. Also, be~ause the data for the Remote 

Control Application is different from .that for the ALL 

ENVIRONMENTS environment, the data for the Remote 

Control Application is loaded as Data for Summer Home 

remote. The application Remote Control Application 

need not be reloaded as only the data is specified as 
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differing between the ALL ENVIRONMENTS environment and 

the SUMMER HOME environment. Thus, after 

synchronization utilizing the SUMMER HOME environment, 

the Calendar Application and the Data for Calendar 

Application, the Address Book Application and the Data 

for Address Book Application and the Remote Control 

Application and the Data for Summer Home remote are 

loaded in the PDA. 

As can be see.n from this first example, the 

applications and/or preferences for differing 

environments may be automatically loaded upon 

synchronization. Furthermore, these applications 

and/or preferences need not be individually selected 

each time by a user which may reduce the .likelihood 

that a user forget to load a needed application or 

dat9. 

The above example presented a series of 

nonhierarchical environments specified by a user. A 

~econd example of ~he present invent;ion illustrates· a 

hierarchical environment specific to all users in a 

user group and to a specific user, USER2. As with the 

first example, access rights are defined for users in a 

user group utilizing for example, a Profile Management 

tool such as provided by International Business 

Machines Corporation's On Demand Server product. An 

access rights list for the present example is 

illustrated in Table 7 below. 
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Table 7: USER2 Access Rights List 

Software 

Map Application 

Calendar Application 

Address Book Application 

Game 1 Application 

Game 2 Application 

Remote Control Application 

S7 Application 

SS Application 

S9 Application 

S 1 o Application 

Access Rights 

Permit 

Permit 

P·ermit 

Permit 

Permit 

Permit 

Deny 

Deny 

Deny 

Deny 

In addition to having a list of access rights, 

USER2 also has a list of applications and/or 

preferences to be loaded-when the PDA of USER2 is 

synchronized. These applications are limited to the 

ones which USER2 has access to as identified in Table 

7. Thus, in the present example, Table 8 illustrates 

the software to be loaded for USER2 when the PDA is 

synchr~nized and are common to all environments. 

Table 8: USER2 Software Selection 

-Software Load on Sync 

Map Application No 

Calendar Application Load w/associated data 

Address Book Application Load w/associated data 
\ 

Game 1 Application Load w/associated data 

Game 2 Application Load w/associated data 

Remote Control Application Load w/associated data 
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The deltas to both the list of applications to be 

loaded and preferences assodiated with the applications 

as specified in Table 8 are determined by USER2 

selecting an environment from an environment/location 

list. If no environment is selected then the ALL 

ENVIRONMENTS environment is loaded. Specification of 

the envtronment/l0cation lists may be performed at both 

the user and the user group levels. In the present 

example, the highest. user group level is specified as 

AllUsers. 

Tables 9 through 16 illustrate the association of 

applications and/or preferences with environments for 

both the AllUsers user group and USER2. The 

enyironments illustrated in Tables 9 through 16 include 

the Business Travel hierarchy with Business Travel 

being the root and branches from Business Travel for 

IBM Germany and IBM Austin. Also illustrated is the 

root environment, Work. 

Table 9: BUSINESS TRAVEL environment for AllUsers 

Software Load Associated Preferences/Data 

Map Application Yes Data for RTP Map 

Table 10: BUSINESS TRAVEL-IBM GERMANY environment for AllUsers 

Software Load Associated Preferences/Data 

Inherited Map Application Inherited Data for IBM Germany Map 

Load 

Table 11: BUSINESS TRAVEL-IBM AUSTIN environment for AllUsers 

Software Load Associated Preferences/Data 

Inherited Map Application Inherited Data for IBM Austin Map 

Load 
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Table 12: WORK environment for AllUsers 

Software Load Associated Preferences/Data 

S7 Application Yes no preference data 

Table 13: WORK environment for USER2 

Software Load Associated Preferences/Data 

Inherited from AllUsers Inherited inherited from AllUsers 

Load 

Table 14: BUSINESS TRAVEL environment for USER2 

Software Load Associated Preferences/Data 

Inherited Map Application Inherited Inherited Data for RTP Map 
.. 

Load 

Game 1 Application Unload Data for Game 1 Application 

Game 2 Application Unload Data for Game 2 Application 

Remote Control Unload Data for Remote Control 

Application Application 

Table 15: BUSINESS TRAVEL-IBM GERMANY environment for USER2 

Software Load Associated Preferences/Data 

Inherited Map Application Inherited Inherited Data for IBM Germany 

Load Map 

Inherited Game 1 Inherited Inherited Data for Game 1 

Application Unload Application 

Inherited Game 2 Inherited Inherited Data for Game 2 

Application Unload Application 

Inherited Remote Control Inherited Inherited Data for Remote 

Application Unload Control Application 
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Table 16: ALL ENVIRONMENTS environment for USER2 

Software Load Associated Preferences/Data 

Calendar Application Yes Data for Calendar Application 

Address Book Application Yes Data for Address Book · 

Application 

Game 1 Application Yes Data for Game 1 Application 

Game 2 Application Yes Data for Game 2 Application 

Remote Control Yes Data for Remote Control 

Application Application 

Utilizing the above associations, when USER2 

synchronizes for the first time with no environment 

specified, then the Calendar Application and Data for 

the Calendar Application, the Address Book Application 

and Data for the Address Book Application, the Game 1 

Application and Data for the Game 1 Application, the 

Game 2 Application and Data for the Game 2 Application 

and the Remote Control_Application and Data for the 

Remote Control Application are loaded into USER2's PDA. 

This loading results from the combination of the ALL 

ENVIRONMENTS environment for both AllUsers and USER2 

(see Table 8 and Table 16). 

When USER2 runs the user self care application 260 

and selects the BUSINESS TRAVEL - IBM GERMANY 

environment, then, when the PDA is synchronized the 

·applications and data specified by the selected 

environment are loaded. Thus, because of the BUSINESS 

TRAVEL environment specified by USER.2, the Game 1 

Application, Game 2 Application and Remote Control 

Application and associated data are unloaded. The 

unloading of these applications and data specification 

inherit.ed by the .BUSINESS TRAVEL - IBM GERMANY 
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environment from the BUSINESS TRAVEL environment for 

USER2. 

In addition to unloading the applications and data 

the Map Application and the Data for the IBM Germany 

Map are loaded. This application and data are loaded 

because the the Map Application ~as configured for 

AllUsers to be loaded when the BUSINESS TRAVEL 

environment was selected (see Table 9). The 

specification for this application to be loaded for 

AllUsers is inherited by the BUSINESS TRAVEL - IBM 

GERMANY environment from the· BUSINESS TRAVEL 

environment (see Table 10). The loading of the data 

for the map of IBM Germany was specified for AllUsers 

(see Table 10 )··. The loading of the Map Application and 

the associated data was inherited by the USER2 

environment for BUSINESS TRAVEL - IBM GERMANY as seen 

in Table 15. 

The applications for the ALL ENVIRONMENTS 

environment which have not been overridden by another 

environment remain loaded on the device. Thus, the 

Calendar Application and the Address Book Application 

and associated data remain loaded on the device. Thus, 

after synchronizing the PDA with the BUSINESS TRAVEL -

IBM GERMANY environment selected, the applications and 

data loaded on the device would be the Calendar 

Application, the Address Book Application and the Map 

Application with the data for the map of IBM Germany. 

When USER2 uses the user self care application 260 

to select the WORK environment, when ·the PDA is again 

30 synchronized the Map Application and associated data 

are unloaded. The Map Application and data are 

unloaded because the Map Application is not specified 

in the WORK environmerit or in the ALL ENVIRONMENT 
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environment. In addition to -removing the Map 

Application from the PDA, the Game .1 Application and 

Data for the Game 1 Application, the Game 2 Application 

and Data for the Game 2 Application and the Remote 

Control Application and Data for the Remote Control 

Application are loaded on the PDA. These applications 

and data are loaded because they are specified in the 

ALL ENVIRONMENTS environment and have not been 

overridden by another environment either for the 

AllUsers or for USER2. 

It should also be noted that ~he 87 Application · 

specified in the WORK environment for AllUsers is not 

loaded when USER2 synchronizes their PDA because USER2 

is denied access to the 87 Application (see Table 7). 

Also, ·the applications and data specified by ALL 

ENVIRONMENTS which have not been overridden also remain 

on the PDA. Thus, the Calendar Application and the 

Address Book Application remain on the device. 

As may be s·.een from these ex~mples, the present 

invention may provide a hierarchy of priorities of 

associations such that environments in a list of 

environments may inherit associations from other 

environments in the list. Thus, for example, a default 

load of applications and/or preferences may be provided 

by a parent in the list and modified by children of the 

parent in the list so as to override the default load. 

This override process may be carried out so as to 

unload applications, alter the preferences for an 

application or add additional applications. 

Furthermore, higher priority may be given to 

associations which are specific to a user over 

associations which are specific to a group of users. 
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Thus, a two tiered hierarchy may be developed 

where environments inherit associations from other 

environments while being able to override these 

associations and where users or subsets of user groups 

inherit associations from user groups while being able 

to override these associations. Through this two level 

hierarchy conflicting associations between the 

environments and/or user(s) or user group(s) may be 

automatically resolved without user intervention so as 

to provide a single association of appliqations and/or 

preferences when a user selects and environment from 

the list of environments. 

As will be appreciated by·one of skill in the art, 

this concept may be extended to multi-tiered 

hierarchies. Just as the specification of environments 

can be extended and the loading/unloading of 

information items and modified preference information 

for applications to be loaded can be overridden for/by 

a user at the user's context, the concept may be 

extended to any number of subgroups in a hierarchy of 

group contexts. However, a precedence order may need 

to be established to resolve conflicts between 

_definitions for differing subgroups if a user may be a 

menlber of multiple groups. With regard to determining 

precedence within a hie~archy of groups, if a child 

group may only have one parent, and child groups may be 

a parent of another child group, then a hierarchy may 

be established where child groups take precedence _over 

parent groups. Such an override precedence may resolve 

any conflicts between child and parent groups in the 

hierarchy. 

In light of the ability of the present invention 

to resolve confl~cts between associations ib the 
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hierarchy of environments and/or users, it may be 

beneficial to have the user self help application 260 

resolve such conflicts based on any 

environment/location lists provided by server 20 or 

generated by a user at the pervasive computing device 

230. In such a case, the applications and/or 

preferences to be loaded on to the pervasive com~uting 

device 230 may be requested by the user self care 

application regardless of whether the application 

and/or preference is specified by the list provided by 

server 20 or generated at pervasive computing device 

230. Thus, an application and/or·preference may be 

provid~d to the pervasive computing device 230 in 

response to a request from the pervasive computing 

device or automatically when the pervasive computing 

device connects with the server 20. 

As is further seen from these examples, throu_gh 

the use of a hierarchical structure the present 

invention may. provide for flexibility in establishing 

which applications may be loaded or unloaded on a 

pervasive computing device: Furthermore, through the 

use of inheritanc~ and the ability to override the 

loading of applications and/or preferences the present 

_invention may provide both user control and 

administrative control over the applications and/or 

preferences loaded on a pervasive computi:ng device. 

In the drawings and specification, there have been 

disclosed typical pref erred embodiments of the 

invention and, although specific terms are employed, 

they are used in a generic and descriptive sense only 

and not for purposes of limitation, the scope of the 

invention being set forth in the following claims. 
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THAT WHICH IS CLAIMED: 

l.· A method of controlling information proviqed 

to a pervasive computing device when the pervasive 

computing device synchronizes with a data processing 

system other than the pervasive computing device and 

accessible to the pervasive computing device, 

comprising the steps of: 

defining at least one list of environments 

associated with the pervasive computing device; 
. . 

associating information items to be provided to 

the pervasive computing device by the data processing 

system with environments in the list of environments; 

obtaining user input selecting an environment from 

the list of environments; 

notifying the data processing system of the 

selected environment; and 

providing the information items associated with 

the selected environment ·from the data processing 

system to the pervasive.computing device ~esponsive to 

notification of the s.elected environment. 

2. A method according to Claim 1, wherein the 

user input is obtained at the pervasive computing 

device and wherein the data processing system is 

notified of the selected environment upon 

synchronization of the pervasive computing device with 

the data processing system. 

3. A method according to Claim 1, further 

comprising the steps of: 

associating a user with the pervasive computing 

device synchronizing with the data processing system; 

111111111111111111111111111111 
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d~fining, for the user associated with the 

pervasive computing device, a list of permitted 

information items which may be provided to the 

pervasive computing device upon synchronization; and 

wherein the step of providing the information 

items associated with the selected environment from the 

data processing system to the pervasive computing 

device responsive to notification of the selected 

environment ·comprises the step of providing info_rmation 

items which are both associated with the selected 

environment and permitted for the user associated with 

the pervasive computing device from the data processing 

system to the pervasive computing device responsive to 

notification of the selected environment. 

4. A method according to Claim 1, further 

comprising the steps of: 

associating with each of the environments in the 

list of ~nvironments, information items to be provided 

to a pervasive computing device· irrespective of the 

environment selected by a user; and 

providing the information items associated with 

each of the environments in the list of environments 

from the data processing system to the pervasive 

computing device upon synchronization irrespective of 

the environment selected by the user. 

5. A method according to Claim 1, wherein the 

information items include applications to be. loaded on 

the pervasive computing device and wherein the step of 

providing comprises the steps of: 

1111111111111111111111111n111 
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unloading from the pervasive computing device 

applications which are not associated with the selected 

environment; arid. 

loading applications on the pervasive computing 

device which are associated with the selected 

environment. 

6. A method according to Claim 1, further 

comprising the steps of: 

obtaining user input to select information items 

to be obtained from the data processing system; and 

obtaining the selected information items from the 

data processing system when the pervasive computing 

device synchronizes with the data processing system. 

7. A method according to Claim 5, further 

comprising the steps of: 

associating a user with the pervasive computing 

device synchronizing with the data processing ~ystem; 

defining, for the user associated with the 

_pervasive computing device, a list of permitted 

information items which may be provided to the 

pervasive computing device upon synchronization; 

wherein the step of providing the information 

items associated with the selected environment from the 

data processing system to the pervasive computing 

device responsive to notification of the selected 

environment comprises the step of providing information 

items which are both associated with the selected 

environment and permitted for the user associated with 

the pervasive computing device from the data processing 

system to the pervasive computing device responsive to 

·notification of the selected environment; and 

I llllllHlllll lllll lllll II llll 
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wherein the step of obtaining the selected 

information items from the data processing system when 

the pervasive computing device synchronizes with the 

data processing system·comprises the step of obtaining 

the selected information items from the data processing 

system when the pervasive computing device synchronizes 

with the data processing system if the selected 

information items are permitted for the user associated 

with the pervasive computing device. 

8. A method according to Claim 1, wherein the 

step of defining at least on~ list of environments 

associated with the pervasive computing device 

comprises the step of defining a hierarchy of 

environments associated with a plurality of 

environments; and 

wherein the step of associating information items 

to be provided to the pervasive computing device by the 

data p~ocessing system with environments in the list of 

environments comprises the step of associating 

information items to be provided to the pervasive 

computing device by the data processing system with 

environments in the list of environments wherein 

environments in the hierarchy of environments inherit 

the associated information items of environments higher 

in the hierarchy. 

9. A method according to Claim 1, wherein the 

information items comp;rise applicati.ons, preferences or 

data for use by an application. 
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10. A method according to Claim 1, wherein the 

environments comprise geographic locations of the 

pervasive computing device and operating environments. 

.11. A method according to Claim 2, wherein·the 

step of defining ·at least one list of environments 

associated with the pervasive computing device 

comprises the step of defining, at the data processing 

system, at least one list of environments associated 

with the pervasive computing device; and 

wherein the step of associating in.formation items 

to be provided to the pervasive computing device by the 

data processing system with environments in the list of 

environments comprises the step of associating, at the 

data processing system, information items to be 

provided to the pervasive computing device by the data 

processing system with environments in the list of 

environments. 

12. A method according ·to Claim 11, further 

comprising the steps of: 

defining, at the pervasive computing device, at 

least one list of environments associated with the 

pervasive computing device corresponding to the at 

least one list of environments defined at the data 

pr9cessing system; 

associating, at the pervasive computing device, 
-

information items to be provided to the pervasive 

computing device by the _data processing system with 

environments in the list of environments; and 

reconciling the information items associated with 

the at least one list of environments defined at the 

data processing system with the information items 

111111111111111111111111""11 llll 
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associated with the at least one list of environments 

defined at the pervasive computing device to determine 

the information items to be provided by the data 

processing system and obtained by the pervasive 

computing device. 

13. A method according to Claim 12, wherein the 

step of reconciling comprises the step of determining 

if the loading of an information item associated with. 

the at least one list of environments defined at the 

data processing system has been overridden by the 

association information items to be provided to the 

pervasive computing device by the data processing 

system with environments in the list of environments 

defined at the pervasive computing device. 

14. A system for controlling information provided 

to a pervasive computing device when the pervasive 

computing device synchronizes with a data processing 

system other than the pervasive computing device and 

accessible to the pervasive computing device, 

comprising: 

means for defining at least one list of 

environments associated with the pervasive computing 

device; 

means for associating information items to be 
,l 

provided to the pervasive computing dev~1ce by the data 

processing system with environments in the list of 

environments; 

means for obtaining user input selecting an 

environment of the list of environments; 

means for notifying the data processing system of 

the selected environment; and 
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means for providing the information items 

associated with the selected environment from the data 

processing system to the pervasive computing device 

responsive to notification of the selected environment. 

15. A system according to Claim 14, wherein the 

user input is obtained at the pervasive computing 

device and wherein the data processing system is 

notified of the selected environment upon 

synchronization of the pervasive computing device with 

the data processing system. 

16. A system according to Claim 14, further 

comprising: 

means for associating a user with the pervasive 

computing device synchronizing with the data processing 

system; 

means for defining, for the user associated with 

the pervasive computi_ng device, a list of permitted 

information items which may be provided to the 

pervasive computing device upon synchronization; and 

wherein the means for providing the information 

items associated with the selected environment from the 

data processing system to the pervasive computing 

device respo~sive to notification of the selected 

environment comprises means for providing information 

items which are both associated with the selected 

environment and permitted for the user associated with 

the pervasive computing device from the data processing 

system to the pervasive computing device responsive to 

notification of the selected environment. 

,._ • .,.-...,..,I 
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17. A system according to Claim 14, further 

comprising: · 

means for associating with each of the 

environments in the list of environments, information 

items to be provided to a pervasive computing device 

irrespective of the environment selected by a user; and 

means for providing the information items 

associated with each of the environments in the list of 

environments from the data proGessing system to the 

pervasive computing device upon synchronization 

irrespective of the environment selected by the user. 

18. A system according to Claim 14, wherein the 

information items include applications to be loaded on 

the pervasive computing device and wherein the means 

for providing comprises the steps of: 

means for unloading from the pervasive computing 

device applications which are not associated with the 

selected environment; and 

means for loading applications on the pervasive 

computing device which are associated with the selected 

environment. 

19. A system according to Claim 15, further 

comprising: 

means for obtaining user input to select 

information items to be ·obtained from the data 

processing system; and 

means for obtai~ing the selected information items 

from the data processing system when the pervasive 

computing device synchronizes with the data processing 

system. 
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20. A system according to Claim 19, further 

comprising: 

means for associating a user with the pervasive 

computing device synchronizing with the data processing 

system; 

means for defining, for the user associated with 

the pervasive computing device, a list of permitted 

information items which may be provided to the 

pervasive computing device upon synchronization; 

wherein the means for providing the information 

items ·associated with the selected environment from the 

d~ta processing system to the pervasive computing 

device responsive to notification of the selected 

environment comprises means for providing information 

items which are both associated with the selected 

environment and permitted for the user associated with 

the pervasive computing device from the data processing 

system to the pervasive computing device responsive to 

notification of the selected environment; and 

wherein the means for obta~ning the selected 

information items from the data processing system when 

.the pervasive computing device synchronizes with the 

data processing system comprises means for obtaining 

the selected information items from the data processing 

system when the pervasive computing device synchronizes 

with the data processing system if the selected 

information items are permitted for the user associated 

with the pervasive computing device. 

21. A system according to Claim 14, wherein the 

means for defining at least one list of environments 

associated with the pervasive computing device 

comprises means for defining a hierarchy of 
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environments associated with a plurality of 

environments; and 

wherein the means for associating information 

items to be provided to the pe~vasive computing device 

by the data processing system with environments in the 

list of environments comprises means for associating 

information items to· be provided to the pervasive 

computing device by the· data processing system with 

environments in the list of environments wherein 

environments in the hierarchy of environments inherit 

the associated information i terns of e.nvironments higher 

in the hierarchy. 

22. A system according to Claim 14, wherein the 

information items comprise applications, preferences or 

data for use by an application. 

23. A system according to Claim 14, wherein the 

environments comprise geographic locations of the 

pervasive computing device and operating environments. 

24. A system according to Claim 14, wherein the 

means for defining at least one list of environments 

associated with the pervasive computing device 

comprises means for defining, at the data processing 

system, at least one list of environments associated 

with the pervasive computing device; and 

wherein the means for associating information 

·items to be provided to the pervasive computing device 

by the data processing system with environments in the 

list of envi~onments comprises means for associating, 

at the data processing system, information items to be 

provided to the pervasive computing device by the data 
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processing system with environments in the list of 

environments. 

25. A system according to-Claim 24, further 

comprising: 

means for defining, at the pervasive computing 

device, at least one list of environments associated 

with the pervasive computing device corresponding to 

the at least one list of environments defined at the 

data processing system; 

means for associating, at_ the pervasive computing 

device, information items to be provided to the 

pervasive computing device by the data processing 

system with environments in the list of environments; 

and 

means for reconciling the information items 

associated with the at least one list of.environments 

defined at the data processing system with the 

information items associated with the at least one list 

of environments defined at the pervasive computing 

device to determine the information items to be 

provided by the data processing system and obtained by 

the pervasive computing device. 

26. A system according to Claim 25, wherein the 

means for reconciling comprises means for determining 

if the loading of an information item associated with 

the at least one list of environments defined at the 

data p~ocessing system has been overridden by the 

association information items to be provided to the 

pervasive computing device by the data processing 

system with environments in the list of environments 

defined at the pervasive computing_ device. 
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27. A computer program product for controlling 

information provided to a pervasive computing device 

when the pervasive computing device synchronizes with a 

data processing system other than the pervasive 

computing device and accessible to the pervasive 

computing. device, comprising: 

a computer-readable storage medium having 

computer-readable program code embodied in said medium, 

said computer-readable program code comprising: 

computer-readable program code that defines at 

least one list of environments associated with the 

pervasive computing device; 

computer-readable program code that associates 

i'nformation items to be provided to·the pervasive 

computing device by.the data processing system with 

environmen~s in the list of environments; 

computer-readable program code that obtains user 

input sele~ting an environment of the list of 

environments; 

computer-readable program code notifies the data 

processing system of the selected environment; and 

computer-readable program code proyides the 

information items associated with the selected 

environment.from the data processing system to the 

pervasive computing device responsive to notification 

of the selected environment. 

28. A computer program product according to Clai~ 

27, wherein the user input is obtained at the pervasive 

computing device and wherein the data processing system 

is notified of the selected environment upon 
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synchronization of the pervasive computing device with 

the data processing system. 

29. A computer program product according to Claim 

27, further comprising: 

computer-readable program code that associates a 

user with the pervasive computing device synchronizing 

with· the data processing system; 

computer-readable p·rogram code that defines, for 

the user associated with the pervasive computing 

device, a list of permitted information items which may 

be provided to the pervasive computing device upon 

synchronization; and 

wherein the computer-readable program code that 

provides the information items associated with the 

selected environment from the data processing system to 

the pervasive computing device responsive to 

notification of the selected environment comprises 

computer-readable program code that provides 

information items which are both associated with the 

selected environment and permitted for the user 

associated with the pervasive computing device from the 

data processing system to the pervasive computing 

device responsive to notification of ·the selected 

environment. 

30. A computer program product according to Claim 

27, further comprising: 

computer-readable program code that associates 

with each of the environments in the list of 

environments, information items to be provided to a 

pervasive computing device irrespective of the 

environment selected by a user; and 
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computer-readable program code that provides the 

information items associated with each of the 

environments in.the list of environments from the data 

processing system_ to the pervasive computing device 

upon synchronization irrespective of the environment 

selected by the user. 

31. A computer program product according to Claim 

27, wherein the information items include applications 

to be loaded on the pervasive computing device and 

wherein the computer~readable program code that 

provides comprises: 

computer-readable program code that unloads from 

the pervasive computing device applications which are 

not associated with the selected environment; and 

. computer-readable program code that loads 

applications on the pervasive computing device which 

are associated with the selected environment. 

32. A computer program product according to Claim 

28, further comprising: 

computer-readable program code that obtains user 

input to select information items to be obtained from 

the data processing system; and 

computer-readable program code that obtains the 

selected information items from the data processing 

system when the pervasive computing device synchronizes 

with the data processing system. 

33. A computer program product according to Claim 

32, further comprising: 
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computer-readable program code that associates a 

user with the pervasive computing device synchronizing 

with the data processing system; 

computer-readable program code that defines, for 

the user associated with the pervasive computing 

device, a list of permitted information items which may 

be provided to the pervasive computing device upon 

synchronization; 

wherein the computer-readable program code that 

provides the information items associated with the 

selected environment from the data processing system to 

the pervasive computing device responsive to 

notification of the se_lected environment comprises 

computer-readable program code that provides 

information items which are both associated with the 

selected environment and permitted for the user 

associated with the pervasive computing device from the 

data processing system to the pervasive computing 

device responsive to notification of the selected 

environment; and 

wherein the computer-readable program code that 

obtains the selected information.items from-the data 

processing system wheri the pervasive computing device 

synchronizes with the data processing system comprises 

computer-readable program code that obtains the 

selected information items -from the data processing 

system when the pervasive computing device synchronizes 

with the data processing system if the selected 

information items are permitted fo~ the user associated 

with the pervasive computing device. 

34. A computer program product according to Claim 

27, wherein the computer-readable program code that 
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defines at least one list of environments associated 

with the pervasive computing device comprises computer­

readable program code that defines a hierarchy of 

environments associated with a plurality of 

environments; and 

wherein the computer-readable program code that 

associates information items to be provided to the 

pervasive computing device by the data processing 

system with environments in the list of environments 

comprises computer-readable program code that 

associates information items to be provided to the 

pervasive computing device by the data.processing 

system with environments in the list of environments 

wherein environments in the hierarchy of environments 

inherit the associated information items of 

environments higher in the hierarchy. 

35. A computer program product according to Claim 

27, wherein the information it~ms compr_ise 

applications, preferences and/or data for use by an 

application. 

36. A·computer program product according to Claim 

27, whe~ein the environme~ts comprise geographic 

locations of the pervasive.computing device and 

operating environments. 

37. A computer program product according to Claim 

27, wherein the computer-readable program code that 

defines at least one list of environments associated 

with the pervasive computing device comprises computer­

readable program code that.defines, at the data 
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processing system, at least one list of environments 

associated with the pervasive computing device; and 

wherein the computer-readable program code that 

associates information items to be provided to the 

pervasive_ computing device by the data processing 

system with environments in the list of environments 

comprises computer~readable program code that 

associates, at .the data processing system, information 

items to be provided to the pervasive computing device 

by the data processing system with environments in the 

list of environments. 

38. A computer program product according to Claim 

37, further·comprising: 

computer-readable program code that defines, at 

the pervasive computing device, at least one list of 

environments associated with the pervasive computing 

.device correspo~9ing to the at least one list of 

environments defined at the data processing system; 

computer-readable program code that associates, at 

the pervasive computing device, information items to be 

provided to the pervasive computing device by the data 

processing system with environments in the list of 

environments; and 

computer-readable program code that rec"onciles the 

information items associated with the at least one list 

of environments defined at the data processing system 

with the information items associated with the at least 

one list of environments defined at the pervasive 

computing device to determine the information items to 

be provided by the data processing system and obtained 

by the pervasive computing device. 
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39. A computer program product according to Claim 

38, wherein the computer-readable program code that 

reconciles comprises computer-readable program code 

that determines if .the loading of an information item 

associated with the at ·least one list of environments 

defined at the data processing system has been 

overridden by the association information items to be 

provided to the pervasive computing device by the data 

processing system with environments in the list of 

environments defined at the pervasive -computing device. 

40. A method of controlling applications, 

preferences and/or data to be loaded onto a pervasive 

computing device, the method comprising the steps qf: 

defining a list of environments; 

defining a default association of applications, 

preferences and/or data associated with each of the 

environments in the list of environments; 

def i~ing a user specific association of 

applications, preferences and/or data associated with 

at least one of the environments in the list of 

environments; 

obtaining user input to select an environment from 

the list of environments; 

determining if a user specific association has 

been defined for t"he selected environment; 

resolving any conflicts between the user specific 

association and the default association if· a user 

specific association has been defined for the selected 

environment so as to provide a single association of 

applications and/or preferences associated with the 

selected environment; and 
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loading onto the.pervasive computing device, the 

applications, preterences and/or data from the single 

association of the applications, preferences and/or 

data associated with the selected environment. 

41. A method according to Claim 40, wherein the 

.list of environments is a hierqrchical list of 

environments and wherein children environments in the 

hierarchical list of environments inherit associations 

of applications, preferences and/or data from parent . 

environments in the hierarchical list of environments. 

4-2. A method according to Claim 41, further 

comprising the step of resolving any conflicts between 

associations of applications, preferences and/or data 

in children environments with associations of 

applications, preferences and/or data in parent 

environments. 

43. A method according to Claim 42, wherein· 

associations of applications, p~eferences and/or data 

in children environments override associations of 

applications, preferences and/or data in parent 

environments. 

44. A method according to Claim 40, wherein the 

step of resolving any conflicts between the user 

specific association and the default association if a 

user specific association has been defined for the 

selected environment so as to provide a single 

association of applications, preferences and/or data 

associated with the selected environment comprises the 

step of overriding associations of applications and/or 

111111111111111111111111111111 ': 
* C L M S * 



.:. 

·;,; 

56 
preferences of the default association with 

corresponding as~ociations of applications, preferences 

and/or data of the user specific association. 

45. A method according to Claim 40, further 

comprising the step of: 

determining if a first application, preference 

and/or data already loaded on the pervasive computing 

device is not identified in the single association; and 

unloading the first application, preference and/or 

data from the pervasive computing device if the first 

application, preference and/or data is not identified 

in the single association. 

46. A system for controlling applications and/or 

preferences to be loaded onto a pervasive computing 

device, comprising: 

means for defining a list of environments; 

means for ~efiriing a default association of 

applications, preferences and/or data associated with 

each of the environments in the list of environments; 

means for defining a user specific association of 

applications, preferences and/or data associated with 

at least one of the environments in the list of 

environments; 

means for obtaining user input to select an 

enviro·nment from the list of environments; 

means for determining if a user specific 

association has been defined for the selected 

environment; 

means for resolving any conflicts between the user 

specific association and the default association if a 

user specific association has been defined for the 
I 
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selected environment so as to provide a single 

association of applications, preferences and/or data 

associated with the selected environment; and 

means for loading onto the pervasive computing 

device,· the applications, .preferences and/or data from 

the single association of the applications, preferences 

and/or data associated with the selected environment. 

47. A system according to Claim 46, wherein the 

list of environments is a hierarchical list of 

environments and wherein children environments in the 

hierarchical list of environments inherit associations 

of applications, preferences and/or data from parent 

environments in the hierarchical list of environments. 

48. A system according to Claim 47, further 

comprising means for resolving any conflicts between 

associations of applications, preferences and/or data 

in children environments with associations of 

applications, preferences and/or data in parent 

environments. 

49·. A system according to Claim 48, wherein 

associati?ns of applicatio~s, pieferences and/or data 

in children environments override associations of 

applications, preferences and/or data in parent 

environments. 

50. A system according to Claim 46, wherein the 

means for resolving any conflic~s between the user 

specific association and the default association if a 

user specific association has been defined for the 

selected environment so as to provide a single 
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association of applications, preferences and/or data 
. 

associated with the selected environment comprises 

means for overriding associations of applications, 

preferences and/or data of the default association ~ith 

corresponding associations of applications, preferences 

and/or data of the user specific association. 

51. A system according to Claim 46, further 

comprising: 

means for determining if a first application, 

preference and/or data already loaded on the pervasive 

computing device ·is not identified in the single 

association; and 

means for unloading the first application, 

preference and/or data from the pervasive computing 

device if the first application, preference and/or data 

is not identified in the single association. 

52. A computer prog~am.product for controlling 

applications, preferences and/or data to be loaded onto 

a pervasive computing device, comprising: 

a computer-readable storage medium having 

computer-readable program code embodied in said medium, 

said computer-readable program code comprising: 

computer-readable program code that defines a list 

of environments; 

computer-readable program code that defines a 

default association of applications, preferences and/or 

data associated with each of the environments in the 

list of environments; 

computer-readable program code means that defines 

a user specific association of applications, 
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preferences and/or data associated with at least one of 

the environments in the list of environments; 

computer-readable program code that obtains user 

input to select an environment.from the list of 

environments; 

computer-readable program code that determines if 

a user specific association has been defined for the 

selected environment; 

computer-readable program code that resolves any 

conflicts between the user specific association and the 

default association if a user specific association has 

been defined for the selected environment so as to 

provide a single association of applications, 

preferences and/or data associated with the selected 

environment; and 

computer-readable progr~m code that loads onto the 

pervasive computing device, the applications, 

preferences and/or data from the single association ·of 

the applications, preferences and/or data associated 

with the selected environment. 

53. A computer program product according to Claim 

52, wherein the list of environments is a hierarchical 

list of environments and wherein children environments 

in the hierarchical list of environments inherit 

associations of applications, preferences and/or data 

from parent environments in the hierarchical list of 

environments. 

54. A computer program product according to Claim 

53, further comprising computer-readable program code 

that resolves any conflicts between associations of 

applications, preferences and/or data in children 

I If 11111111111 111111111111 1111 
C L H S * 



60 
environments with associations of applications, 

preferences and/or data in parent environments. 

55. A computer program productr"according to Claim 

54, wherein associations of applications, preferences 

and/or data in children environments.override 

associations of applications, preferences and/or data 

in parent environments. 

56.. A computer program product according to Claim 

52, wherein the computer-readable program code that 

resolves any conflicts between the ·user specific 

association and the default association if a user 

specific association· has been defined for the selected 

environment so as to provide a single association of 

applications, preferences and/or data associated with 

the selected environment comprises computer-readable 

program code that overrides associations of 

applications, preferences and/or data of the default 

association with corresponding associations of 

applications, preferences and/or data of the user 

specific association. 

57. A.computer program product acco~ding to Claim 

52, further comprising: 

computer-readable program code that determines if 

a fi~st application, preference and/or data already 

loaded on the pervasive computing device is not 

identified in the single association; and 

computer-readable program code that unloads the 

first application, preference and/or data from the 

pervasive computing device if the first application , 
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preference and/or data is not identified in the single 

association. 
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