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METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR
CONTROLLING APPLICATIONS/PREFERENCES OF A PERVASIVE
COMPUTING DEVICE

Field of the Invention

The present invention relates to loading and
unloading of applications and/or preferences onto a
data processing system in general and in particular to
the loading and_unloading of applications and/or
_preférences onto a pervasive computing device with

limited storage capabilities.

Backaground of the Invention .
With the increasing mobility of today's society,

the demand for mobile'computing'capabilities has also
increased. Many workers and.professionals are
downsizing their laptop computers to smaller palm—tbp
or hand-held devices, such as personal digital
assistants (PDAs). In addition, many people now utilize
cellular telephones to access the Internet and to
perform various othér computing functions. Computing
devices including, but not limited to, PDAs, cellular

telephones, and computing devices utilized within
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appliances and automobiles are often collectively
referred to as "“pervasive" computiﬁg devices. Many
hand-held computing devices utilize the Microsoft®
Windows CE, 3Com Palm Computing®, and Symbion Epoc
platforms as well as web browsers such as HandWeb from
SmartCode, Inc. and the Poéket Internet Explbrer from
Microsoft, Inc. As used herein, the term "pervasive
computing device" refers to a data processing system
which may connect to another data processing system and
is intended to include PDAs, laptop and poitable
computers, pen-based portable computers, wireless
telephones, smart phones, screenphones, copiers and
other office equipment, appliances, factory
controllers, etc. '

Unfortunately, as the size of pervasive computing
devicés_has decreaséd, typically, the capabilities of
the dévices for stand alcne operation have also
decreased. Such devices genérally have reduced amounts
of memory and little or nq'permanent storage
capabilities. As a result, pefvasive computing devices
may have limited capabilitieé for maintaining large
numbers of applications loaded on the pervasive
computing device and may be limited to only a subset of
the applications available for a device.' Furthermore,
the applications which a user may want to utilize on a
pervasive computing device may change based on the
environment or use to which the device is to be put.
Thus, it may be necessary to unload certain
applications from a pervasive computing device and load
other applications onto a pervasive computing device
depending on the desires of a user of the device.

In addition to chahges in applications which are

loaded on a pervasive computing device, it may also be
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beneficial to change preferences or ‘data associated
with applications as the use'or environment of the
pervasive computing device changes. Thus, for example,
a user may have a mapping application which displays a
map based on a user preference. When the user utilizes
the pervasive computing device in a new location, the
user may want to change the displayed map to display a
map of the new location. ‘

Conventionally} in order to change the
applications, preferences or data of a pervasive
computing device, a user would select each_application
to be loaded individually and set each preference
individually, typically while an application is running
on the pervasive computing device, however, preferences
méy also be loaded when the device has access to a
source of the applications and preferences. This
individual selection of applications and/or preferences
may be time consuming and may be error prone. For
example, if a user fails to load an application_whioh
they need at a certain location they may not have the
opportunity subsequently to load that application
before it is needed. Thus, a need exists for
improvements in control of information provided to

pervasive computing devices.

Summary of the Invention -
Accordingly, it is an object of the present

invention to provide methods, systems and computer
program prodncts which can automatically provide
applications and/or preferences for a pervasive
computing device without requiring a user to select

each application and/or preference individually.
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A further object of the present invention is to
increase the likelihood that a user will have the-
application and/or preferences loaded in a pervasive
computing device which are suitable for the location
and/or environment in which the pervasive computing
device will be used.

These and other objects can be provided, éccording
to the present invention, by methods, systems and
computer program products which control information
provided to a pervasive computing device when the
pervasive computing device -synchronizes with_a data
processing syétém other than the pervasive computing
device by defining ét least one 1list of environments
associated with the pervasive computing device and
associating information items to be provided to the
pervasive computing device by the data processing
system with environments in the list of environments.
User input is obtained at the pervasive computing
device to select an environment from the list of _
environments and the data processing system notified of
the selected environment upon synchronization of the
pervasive computing device with the data processing
system. The information items associated with the
seleoted environmen; are then provided from the data
processing system to the .pervasive computing device
responsive to notification of the selected environment.

By providing an environment list and associating
applications with the environment list, a user may
select information items such as applications and/or
preferences to be loaded in a pervasive computing .
device without having to individually select the items.
Furthermore, because the information items are

associated with an environment such as an intended use
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or location of the pervasive computing. device, the
likelihood that a user will forget to load a critical
application or data may be reduced.

In a further embodiment of the present invention,
a user is associated with the pervasive computing
device éynchronizing'with the data processing system
and a liét of permitted information items which may be
provided to the pervasive computing device upon
synchronization is defined for the user. The
information items associated with the selected
environment from the data processing system may then
only be provided to the pervasive computing device
reéponsive to notification of the selected environment
if the information items are both associated with the
selected environment and permitted for the user
associated with the pervasive computing device.

In a still further embodiment of tpe present
invention, information items to be provided to a
pervasive computingidevice irrespective of the _
environment selected by a user are associated with all
of the environments in the list of. environments. The
information items associated with each of the
environments in the list of environments may then be
provided from the data p;ocessing System'to the
pervasive computing device upon synchronization
irrespective of the environment selected by the user.

Preferably, the information items include
applications to be loaded on the pervasive computing
device. In such a case, applications which are not
associated with the selected environment may be
unloaded from the pervasive computing device and
applications associated with the selected environment

loaded on the pervasive computing device.
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In a still further embodiment of the present
invention, user input may be obtained to select
information items to be obtained from the data
processing system. The selected information items may
then be obtained from the data processing system when
the pervasive computing dev1ce synchronizes w1th the
data processing system.

Furthermore, a user may be associated with the
pervasive computing device synchronizing with the data
processing eystem and a list of permitted information
items defined for the user which may be provided to the
pervasive computing device upon synchronization. 1In
such a case, information items which are both
associated with the seiected environment and permitted
for the user associated with the pervasive computing
device may be provided from the data processing system
to the pervasive computing device responsive to
notification of the selected enQi@onment. Also, the
selected information items obtained from the data
processing system when the pervasive computing device
synchronizes with the data processing system may be
obtained if the selected information items are
permitted for the user associated with the pervasive
computing device.

In yet another embodlment of the present
invention, at least one list of environments associated
with the pe;vesive computing device is defined as a
hierarchy of environments associated with a plurality
of environments. Then, information items to be
provided to the pervasive computing device by the data
processing system are associated with environments in
the list of environments wherein environments in the

hierarchy of environments inherit the associated
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information items of environments higher in the

hierarchy.

In further embodiments of the present invention,
the information items are applications and preferences.
Furthermore, the environments may be locations and
operating énvironments. |

In still another embodiment of the present
invention, the at least one list of environments
associated with the pervasive computing device is
defined at the data processing systeﬁ and information
items to be provided to the pervasive computing device
by the data processing.system associated with
ehvironments in the list of environments at the data
processing system. Furthermore, at least one list of
environments associated with the pervaéive computing
device corresponding to the at least dne list of
environments defined at the data processing system may
also be defined at the pervasive computing device.
Similarly, information items to be provided to the
pervasive computing device by the data processing
system may be associated with environments in the 1list
of environments at the pervasive computing device. The
information items associated with the at least one list
of environments defined at the data processing system
may then be reconciled with the information items
associated with the at least one list of environments
defined at the pervasive computing device to determine
the information items to be provided by the data
processing system and obtained by the pervasive
computing device.

In a particular embodiment, this reconciliation
may be provided by defermining if the loading.of an

information item associated with the'ét least one list
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of environments defined at the data processing system
has been overridden by the association of information
items to be provided to the pervasive computing device
by the data processing system with environments in the
list of environments defined at thé pervasive computing
device. . . .
In yet another embodiment of the present

invention, applications and/or preferences to be loaded

on to a pervasive computing device are determined by

defining a list of environments, defining a default

association of applications and/or preferepces
associated with. each of the environments in the list of
environments and defining a user specific association
of applications and/or preferences associated with at
least one of the environments in the list of

environments. User input to select an environment from

" the list of environments is obtained. It is then

determined if a user specific association has been
defined for the selected environment. Any conflicts
between the user specific association and the default
association if a user specific association has been
defined for the selected environment are resolved soO as
to provide a single association of applications and/or
preferences associated with the selected environment .
and the applications and/or preferences from the single
association of the applications and/or preferences
associated with the selected environment loaded onto
the pervasive computing device.

In an embodiment of the present invention where
the list of environments is a hierarchical list of
environments, children environments in the hierarchical
list of environments inherit associations of

applications and/or preferences from parent
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environments in the hierarchical list of environments.

Furthermore, any conflicts between associations of
applications and/or preferences in children
environments with associations of applications and/or
preferences in parent environments may be resolved by
associations of applications and/or breferences in
children environments ovérriding associatiéns of
applications and/or preferences in parent environments.

In a further embodiment, the resolution of any
conflicts between the user specific association and the
default association may be accomplished by overriding
associations of applications and/or preferences of the
default association with corresponding associations of_
applications and/or preferences of the user specific
association.

In still another embodiment of the present
invention, it may be determined if a first application
and/or preference already loaded on the pervasive
computing device is not identified in the single
association. The first application and/or preference
may then be unloaded from the pervasive computing
device if the first application and/or preferences is
not identified in the single association. '

- Furthermore, environments may, in Qne embodiment,
be inherited based on user groups and child groups
which may inherit environments and associated
information elements from their parents.

While the invention has been described above
primarily with respect to the method aspects of the
invention, both systems and/or computer program

products are also provided.

Brief Description of the Drawings
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Figure 1 is a schematic diagram of a computer
network suitable for use with the presént invention;

Figure 2 is a block diagram of a pervasive
computing device suitable for use with the present
invention;

Figure 3 is a more detailed block diagram of
aspects of the pervasive computing device of Figure 2;

Figure 4 is a flowchart illustrating
administrative operations of a server according to the
present invention; ' ' '

Figure 5 is a flowchart illustrating operations of
a server according td the present invention when a
pervasive EOmputing device such as a PDA synchronizes
with the server; and

Figure 6 is a flowchart illustrating_operations of
a user self help application of a pervasive computing

device according to the present invention.

Detailed Description of Preferred Embodiments
The present invention now will be described more

fully hereinafter with reference to the accompanying
drawings, in which preferred embodiments of the
invention are sthn. This invention may, thever, be
embodied in many different forms and should not be
constrﬁed as limited to the embodiments sef forth
herein; rather, these embodiments are provided so that
this disclosure will be thorough and complete, and will
fully convey the scope of the invention to those
skilled in the art.

As will be appreciated by one of skill in the art,-
the present invention may be embodied as a method, data
processing system,-and/or computer program product.

Accordingly, the present invention may take the form of
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an entirely ﬁardware embodiment, an entirely software
embodiment or an embodiment combining software and
hardware aspects. Furthermore, the present invention
may take the form of a computer program product on a
computer-usable storage medium having computer-usable
program code means embodied-in the medium. Any suitable
computer readable medium may be utilized including, but
not limited to, hard disks, CD-ROMs, bptical storage
devices, or magnetic storage devices.

Computer program code for carrying out operations
of the pfesent invention may be written in an object
oriented programming language such as Java®, Smalltalk
or C++; Hdwever, the computer program code for carrying
out operations of the present invention may also be '
written in conventional procedural programming
languages, such as the "C" programming language. The
program code may execute entirely on the user's
computer, partly on the user's computer, as a stand-
alone software package, partly on the user’s computer
and partly on a remote computer or entirely on the
remote computer. In the latter scenario, the remote
computer may be connected to the user’'s computer
through a local area network (LAN) or a wide ~area
network (WAN), or thé COnnectiqn may be made to an
external computer (for example, through the Internet
" using an Internet Service Provider).

The present invention is described below with
reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer
program products according to an embodiment of the
invention. It will be understood that each block of the
flowchart illustrations and/or block diagrams, and_ |

combinations of blocks in the flowchart illustrations
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énd/or block diagrams, can be implemented by computer
program instructions. These computer program
instructions may be provided to a processor of a
general purpose computer, special purpose computer, Or
other programmable data processing apparatus to prqdﬁce_
a machine, such that the'instrubtions,-which execute
via the processor of the computer or other programmable
data processing apparatus, create means for
implementing the functions specified in the flowchart
and/or block diagram block or blocks.

These computer program instructions may also be
stored in a computer-readable memory that can direct a
computer or other programmable data processing
apparatus to function.in a particular manner, such that
the instructions spored in the computer-readable memory
produce an article of manufacture including instruction
means which implement the function specified in the
flowchart and/or block diagram block or blocks.

The computer program instructions may also be
loaded onto a computer or other programmable data
processing apparatus to cause a series of operational
steps fo be performed on_the computer or other
programmable apparatus to produce a computer
.implemeﬁted process such that the instructions which
execute on the computer or other programmable apparatus
provide steps for implementing the functions specified
in the flowchart and/or block diagram block or blocks.

As is described in more detail below, the present
invention provides for the control of information to a
pervasive computing'deviée, such as, for example, the
applications and/or preferences loaded on the device,
by providing a list of environments/locatiohs and

~associating information items with those
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environments/locations. The list may be provided to
the pervésive computing device or generated at the
pervasive computing device and the environment/location
selected by a user. The associated information items
will then be loaded onto the pervasive cdmputing
device. Thus,.the_present invention may provide for

more accurate and easier customization of a pervasive

~computing device based on an anticipated

environment/location.

Figure 1 illustrates a system 10 in which: the
present invention may be beneficially utilized. As
seen in Figure 1, a server 20 may be accessed from a
number of differing data processing'systems (i.e.,
computers) such as PDAs 22 and 22', desktop computer
23, PDA 24, pen based computer 26, cellular telephone
28, which may be a smartphone, screenphone or voice
only telephone and satellite telephone 28' which may be
a smartphone, screenphone or voice-only telephone.
These differing data processing systems 22, 22°', 23,.
24, 26, 28 and 28' may each have differing processing
capabilities, data presentation capabilities, operating
systems and/or applications which request information
from server 20. Furthermore, each of these differing
data processing systems 22, 22', 23, 24, 26, 28 and 28" .
may be utilized by different users with different
applications and/or preferences associated with the
users. As will be appreciated by those of skill in the
art, other types of processing systems may also benefit
from utilization of the present invention.

The differing data processing systems 22, 22', 23,
24, 26, 28 and 28' méy also utilize different
communication techniques for communicating with server

20. For example, PDA 22 and desktop computer 23 may
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utilize a network interface card to communicate with

server 20 over a direct network connection such as the
Ethernet 38 illustrated in Figure 1. PDA 22' may
communicate directly With server 20 through modem 32
and ﬁodem 32'. PDA 24 is illustrated as communicating
with server 20 through desktop computer 23. Simiiarly,
pen based computer 26 may communicate through a modem
32'' connection to the nétwork 40 which may be the
Internet or an intranet. Céllular telephone 28 may
communicate with server 20 through a cellular
connection 36 and the network 40. Finally, satellite
telephone 28' may communicate with server 20 through a
satellite connection 34 and the network 40.

As is further illustrated in Figure 1, server 20
has access to an environment/location list repository
30. The environment/location list repository 30 may be
incorporated in server 20 or may be accessible through
a network or other communication connection. The
environment/loéation'list repository 30 may also be
periodically downloaded or otherwise provided to server
20 and a'copy of the environment/location list
repository 30 maintained by server 20. The
environment/location list repository 30 preferably
includes an identification of the applications and/or
preferences available to users of.processing systems
such as the data processing systems 22, 22', 23, 24,
26, and 28.illustrated in Figure 1 as well as an
association of those applications/preferences with
environments or locations in lis;s of environment or
locations. The environment/location list repository 30
may include the applications and/or preferences to be

provided to data processing systems or may include
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links to other locations where the applications and/or

preferences may be obtained. While the
environment/location list repository 30 is illustrated
and deséribed in the present application as a single
database, as will be appreciated by those of skill in
the art; multiple databases may be utilized. As used
herein, -the term preferences is utilized to describe
user selected preferences for an application or data to
be utilized with an application.

In general, in a system according to the present
invention, when one of data processing-systems 22, 227,
23, 24, 26 and 28, initially establishes a.connection
to a netWork, a list of environments/locations and |
associated applications and/or preferences are
preferably providéd to a "user self help" application
executing on the data processing system. The user self
help application may then subsequently obtain user
input to select the environment/location from the
provided list and the associated applications and/or
preferences are loaded into the data processing system.
Thus, for example, when PDA 24_connects with
workstation 23, the environment/location list may be
provided to PDA 24 either from the server 20 accessing
the environment/location list repository or by
utilizing a local copy of the location/environment list
maintained at workstation 23. For simplification of
the description of the present invention, the present
invention will be described with reference to the
pervasive computing devices obtaining the
environment/location list from a server. However, the
environment/location list may be obtained directly from
the server over a network, through an intermediate such

as a workstation connected to the network or the



16
processing system to which the pervasive computing
device may act as a server and provide the
environment/location list. Thus, the term "server" is
used herein to refer to a source of the
environment/location list other than the pervasive
computing device. In an altefnative embodiment of the
present invention, the environment/locatioﬁ list and
associated applications and/or preferences are
generated at the pervasive computing device.

' Furthermore, the use self help application may
execute on the pervasive computing device itself or on
a'workstation or other data processing system to which
the pervasive computing device may attach. Thus, for
example, the user self help application may execute on.
workstation 23 and provide selected applications and/or
preferences to PDA 24 when PDA 24 is connected to
workstation 23.

Referring now to FIG. 2, an exemplary embodiment
of a pervasivé computiné device 230 in accordance with
the present invention typically includes input
device(s) 232 such as a keyboard or keypad, a display
234, and a memory 236 that communicate with a processor
238. The pervasive computing device 230 may further
include a speaker 242, a m;crophone 244, and an I/0
data port(s) 246 that also communicate with the
processor 238. The I/0 data port 246 can be used to
transfer information between the pervasive computing
device 230 and another computer system or a network
(e.g., the Internet). These components may be
conventional components such as those used in many
conventional pervasive computing devices which may be-

"configured to operate as described herein.
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FIG. 3 is a more detailed block diagram of the
pervasive computing device 230 that. illustrates
systems, methods, and computer program products in
accordance with the present invention. The processor'
238 communicates with the memory 236 via an
address/data bué 248. The processor 238 can be any
commercially available or custom microprocessor. The
memory 236 is represehtative of the overall hierarchy
of memory devices containing the software and data used
to implément the functionality of the pervasive
computing device 230. The memory 236 can include, but
is not limited to, the following types of devices:
cache, ROM, PROM, EPROM, EEPROM, flash, SRAM, and DRAM.

As shown in FIG. 3, the memory 236 may hold four
major categories of software and data used in the
pervasive computing 230: the operating system 252; the
application programs 254; the input/output (I/0) dévice
drivers 256; and the data 258. Preferably, the
operating éystem 252 is designed for embedded
aﬁplications and is relatively compact to make
efficient use of the memory 236. The I/0 device
drivers 256 typically include software routines
accessed through the operating system 252 by the
épplication programs 254 to communicate with devices
such as the input devices 232, the display 234,?the
speaker 242, the microphone 244, the I1I/0 data port(s)
246, and certain memory 236 components. The
application programs 254 comprise the programs that
implement the various features of the pervasive
'computing device 230. And, finally, the data 258
represents the static and dynamic data used by the

application programs 254, operating system 252, I/0
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device drivers 256, and any other software program that
may reside in the memory 236.

As is further seen.iﬁ Figure 3, the application
programs preferably include a user self care
application 260 which carries out thg operations for
selecting applications aﬁd/or preferences.to load based
on environment/location lists as described herein.
Furthermore, the data portion of memory 236 preferably
include environment/location lists and/or preferences
for applications executing on the pervasive computing
device 230. While the user self care application 260
is illustrated as an application in Figure 3, as will
be appreciated by those of skill in the art, the
.-functionality of the-user self care application may be
incorporated into the operating system 252. Thus, the
present invention should not be construed as limited to
the configuration of Figure 3 but is intended to
encompaés any configuration capable of carrying out the
operations described herein. | .

Furthermore, the pervagive computing device of
Figure 3 also generally describes a server 20 or
workstation 23 thch may bé utilized to load
environﬁent/location lists, applications and/or
preferences into a pervasive computing device 230.
However, in such a utilization,rthe user self care
application 260 may be replaced by a environment/list.
administration application. Thus, the data processing
system illustrated in Figure 3 may generaily describe
both the server and pervasive computing devices
according to various aspects of the present invention.

Figure 4 illustrates operations carried out by an

administrative function which may be incorporated into
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server 20, into workstation 23 or,'in an alternative
embodiment, incorporated in the pervasive computing
device 230.. As seen in Figure 4, lists of locations
and/or environments in which a pervasive computing
device may be utilized are'generated (block 100).
These lists may be hierarchical in nature sucﬁ that
relationships between entries in the lists are
reflected in the hierarchy of the lists. _Applications
and/or preferences are then associated with entries in
the environment/location lists (block 102).. If the
lists are hierarchical, then applicétions and/or
preferences associated with a first entry in a list may
be inherited by the entries which are associated with
the first entry:. Thus, for example, a parent entry in
the list from which other entries are children may be.
utilized to specify applications and/or preferences
which are loaded if any of the child entries are
selected. All other entries in the list may inherit
these applications andfor preferences from this parent
entry. Thus, a hierarchical relationship with
inheritance may be utilized to simplify the association
of applications and/or preferences with list entries.

As is further seen in Figure 4, the
environment/location lists and/or the associated
applications and/or preferences are provided to the
user self care application 260 of the pervasive
computing device 230. Such a transfer may be
accomplished when a pervasive computing device 230,

such as devices 22, 22', 24, 26, 28 or 28', obtain

'access to server 20 which has access to the

environment/location list repository 30. As described
above, such access may be accomplished either through

direct access to server 20, through indirect access to
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server 20 or to a replication of server 20 at a
workstation or other server. Thus, for example, when
PDA 24 synchronizes with workstation 23, the
environment/location lists and/or associations with

applications and/or preferences may'be loaded into PDA

24. In an alternative embodiment, the pervasive

computing device 230 may make the environment/location
list acceséible to the user self care application 260.
When a pervasive computing device 230 subsequently
obtains access to server 20, then the operations of
Figure 5 may be carried out. As seen in Figure 5, the
server 20 obtains the selected list from a pervasive
computing device 230 such as a PDA (block 120). lThe
server 20 then determines which applications and/or
preferences associated with the selected list the user
associated with the pervasive computing device 230 is
authorized to access (block 122). This optional
determination may be made by using a user
identification received from the pervaéive computing
device 230 when the pervasive computing device connects
to the server 20 to access.a list of authorized
applications and/or preferences for users with accesé
to server 20. The list of authorized applications
and/or preferences associated with thé user may then be
compared with the'applications and/or préferences of
the list selected by the user. After determining which
of the applications and/or preferences associated with
the selected list the ﬁser is authorized to access,
these authorized applications and/or preferences may be

provided to the pervasive computing device 230 (block

124).
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_ Figure 6 illustrates operations of a pervasive
computing device 230, such as a PDA, according to the
present invention. - As seen in Figure 6, the user self
care'application 260 of the pervasive computing device
230 obtains rhe environment/location list from server
20 (block 140). USer input is then obrainod by the
user self care application 260 to select an '
environment/location from the list (block 142). The
pervasive computing device 230 then waits until the
device is synchronized (i.e. has access to a source of
the applioations and/or preferénces specified by the
list) (block 144). The user self care application 260
may also allow a user to customize the applications
and/or preferences loaded upon synchronization. This
customization may be carried out by establishing an
association of applications and/or preferences based on
the user identification and an.environment/location.
Furthermore, this customization may include overriding
the load of applications and/or preferences which are
associated by the server 20 with the selected
environment/location. -Thus,“in addition to allowing a
user to select'an item from the environment/locarion
lisr, the user self care aﬁplication 260 may also
obtain input from the user as to any user modificationé
to the application and/or preferences which are to be
loaded when the pervasive computing device 230
synchronizes.

As is further seen in Figure 6, the pervasive
computing device 230 may obtain the '
environment/location lists during one connection to the
server 20 and then later re-connect to obtain the

applications and/or preferences associated with a



-

_ 22
selected item in the list. Therefore, as will be
appreciated by those of skill in the art in light of
the present disclosure, the environment/location lists
may be obtained once by the pervasive computing device
230 and then updated or may be obtained periodically or
each time the pervasi&e computing device 230
synchronizes for subsequénﬁ use by the pervasive
computing device 230.

In any event, when the pervasive computing device
synchronizes with the server.20, the pervasive
computing device 230 unloads applications which are not
identified as associated with the environment/location
selected or which have not been selected by the user as
a modification to the applications and/or preferences '
to be loaded (block 146). The pervasive computing
device 230 then obtains or is provided by the server
20, the applicétions and/or preferences specified by
the selected item on the environment/location list and

not overridden by a corresponding.environment/location

_association for the user (block 148).

Any additional user selected applications and/or
prefereﬁces may also be obtained and loaded (block
150) . Preferably, the additional applications and/or

preferences that are loaded are those specified as

‘belonging to all environments which were not specified

to be unloaded or modified by the selected environment.
These applications and/or preferences may be specified
by the end user, specified by the administrator for
user groups in which the user is a member, or specified
for the end user by the administrator. Individual
information elements may be overridden by the end user

or the administrator.
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The flowcharts and block diagrams of Figures 2
throudh 6 illustrate the architecture, functionality,
and operation of a possible implémentation of the
server and pervasive computing device according to the
preseﬁt invention. In this regard, each block in the
flow charts represents a ﬁodule, segment, or portion of
code, which comprises one or more executable
instructions for implementing the specified logical
function(sj. It should also be noted that in some
alternative implementations, the functions noted in the
blocks may occur out of the order noted in the figures.
For example, two blocks shown in succession may in féct
be executed substantially concurrently or the blocks
may sometimes be executed in the reverse order,
depending upon the functionality involved.

Furthermore, while the present invention has been
described with reference to the environment/location
lists being specified by an administrator at a server,
as-will be appreciated by those of skill in the art,
the environment/location lists may be specified by a
user utilizing the user self care application 260. 1In
such a case, the user self care application could be
provided with a list of the applications and/of
preferences for which a user has access rights and the
user self care applicétion 260 associate these
applications and/or preferences with
environments/locations based on user input. In such a
case, the pérvasive computing device 230 would not need
to obtain the lists from server 20 but could request
the.applications from server 20 to be loaded. Thus, in
essence, the operations Qf Figure 4 may be carried out
either at the server 20 or at a pervasive computing

device 230. |
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Through the use of the present invention, a user
may load and unload'applications and/or preferences for
a pervasive computing device based on selection of an
expected location or use for the device. The user need
not know where the applications and/or preferences are
stored or remember which applications and/or
preferences are suitable for the environment or
location. Thus, the likelihood that a user will forget
to load a particularly important application and/or
preference may be substantially reduced while also
increasing the user friendliness of the pervasive
computing device and overcoming the storage'limitations
Which are typical of such devices. .

While the present invention has been described
"with reference to the block diagrams and flow charts
above, it may also be beneficial to illustrate
operations of the present invention with reference to
éxamples. In the first example, a user of a PDA
(USER1) has associated with them a list of applications
which they are permitted to- access. This "access
rights™ list is'illustrated in Table 1 below.

Table 1: USER1 Access Rights List

Software . Access Rights
Work Application 1 - | Permit
Work Application 2 | Permit
Game 1 Permit
Game 2 Permit
Game 3 _ Permit
Calendar Application Permit
Address Book Application Permit
Remote Control Application Permit
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S9 Application f Deny

S10 Application Deny

In addition to having a list of access fights,
USER1 also has a list of applications and/or
preferences  to be loaded when the PDA of USERL is
synchronized. These applications are limited to the
ones which USER1 has access to as identified in Table
1. Thus, in the present example, Table 2 illustrates
the software to be loaded for USER1 when the PDA is
synchronized.

Table 2: USER1 Software Selection

Software = | : Load on Sync
Work Application 1 No
Work Application 2 No
Game 1 No
Game 2 ' No
| Game 3 No
Calendar Application ‘ Yes
Address Book Application Yes
Remote Control Application Yes

‘The deltas to the list of(applicafions and/or
preferences associated with the applications specified
in Table 2 are determined by the selection of an
environment. If no environment is selected, then the
default applications and/or preferences to be loaded
for all enﬁironments may be loaded. _

USER1 may have specified for them, or specify
themselves, environments having applications utilized
during the week, on the weekend, at a summer home and

applications common to all environments. These
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associations of environments with applications and/or

preferences are illustrated in Tables 3 through 6
below. '
Table 3: WEEK environment for User Context USER1

 Software Load | Associated Preferences/Data
Work Application 1 Yes Data for Work Application 1
Work Application 2 Yes Data for Work Application 2

Table 4: WEEKEND environment for User Context USER1

Software Load | Associated Preferences/Data
Game 1 Yes Data for Game 1
Game2 Yes | Data for Game 2

Table 5: ALL ENVIRONMENTS environment for User Context USER1

Software : Load | Associated Preferences/Data
Calendar Application Yes Data for Calendar Applciation
Address Book Application Yes Data for Address Book

' | Application
Remote Control Application Yes Data for remote at Home

Table 6: SUMMER HOME environment for User Contexf USER1

Software Load | Associated Preferences/Data

Remote Control Application | Yes | Data for remote at Sumimer

Home

Utilizing this environment/location list and
application/preference associations, then when USERL
first synchronizes their PDA with the WEEK envifonment '
selected, Work Application 1 with Data for Work
Application 1 ‘and Work Application 2 with Data for Work

Application are loaded as a result of what has been
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specified by USER1l as the WEEK environment. Also,
however, as a result of what has been specified by
USER1 as the ALL ENVIRONMENTS environment, Calendar
Application with Data for Calendar Application, Address
Book Application with Data for Address Book Application
and Remote Control Application with Data for remote at
Home are also loaded in the PDA. _

USER1 then at a later time runs the user self care
application 260 and selects the WEEKEND environment.
When the PDA is again synchronized, Work Application 1
and Data for Work Application 1 and Work Application 2
and Data for Work Application 2 are unloaded because
they are not specified in the WEEKEND environment for
USER1 and are not specified for ALL ENVIRONMENTS.

Also, Game 1 and Data for Game 1 .and Game 2 and Data
for Game 2 are loaded because they are specified as
loaded in the WEEKEND environment (see Table 4). 'Note
also that the Calendar Application, Address Book
Application and Remote Control Application and their
associated data remain unchanged because no change was
specified for these applications and preferenceé.

USER1 then later runs the self care application
260 again and selects the SUMMER HOME ehvixonment.

When the PDA is again synchronized, because Game 1 and
Game 2 are not specified for this environment and are
not specified to be loaded.for ALL ENVIRONMENTS, these
applications and their associated data are unloaded
from the PDA. Also, because the data for the Remote
-Control Application is different from that for the ALL
ENVIRONMENTS environment, the data for the Remote
Control Application is loaded as Data for Summer Home
remote. The application Remote Control Application

need not be reloaded as only the data is specified as
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differingfbetWeen the ALL ENVIRONMENTS environment and

the SUMMER HOME environment. Thus, after
synchronization utilizing the SUMMER HOME environment,
the Calendar Application and fhe Data for Calendar
Application, the Address Book Application and the Data
for Address Book Application and the-Remote Control |
Application and the Data for Summer Home remote are
loaded in the PDA.

As cén be seen from this first example, the
applications and/or preferehces for differing
environments may be éutomatically loaded upon
synchronization. Furthermore, these applications
and/or preferences need not be individually selected
each time by a user which may reduce the likelihood
that a user forget to load a needed application or
data.

The above example presented a series of
nonhierarchical environments specified by a user. A
second example of the present invention illustrates a
hierarchical environment specific to all users in a
user group and to a specific user, USER2. As with the
first example, access rights are defined for users in a
user group utilizing for example, a Profile Management
tool such as provided by International Business
Machines Corporation's On Demand Server product. An
access rights list for the present example is

illustrated in Table 7 below.
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Table 7: USER2 Access Rights List

Software Access Rights
Map Application Permit

| Calendar Application Permit
Address Book Application Permit
Game 1 Application Permit
Game 2 Application Permit
Remote Control Applic_aﬁon Permit
S7 Application Deny
S8 Application Deny
S9 Application Deny

| S10 Application Deny

In addition to having a list of access rights,

USER2 also has a list of applications and/or

preferences to be loaded when the PDA of USER2 is

synchronized. 'These applications are limited to the

ones which USER2 has access to as identified in Table

7. Thus, in the present example, Table 8 illustrates
the software to be loaded for USERZ2 when the PDA is

synchronized and are common to all environments.

Table 8: USER2 Software Selection

-Software

Load on Sync

Map Application

No

Calendar Application

Load w/associated data

Address Book Application

Load w/associated data

Game 1 Applicatic;n

Load w/associated data

Game 2 Application

Load w/associated data

Remote Control Application

Load w/associated data
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The deltas to both the list of applications to be
loaded and preferences associated with the applications
as specified in Table 8 are determinéd by USER2
selecting an environment from an environment/location
list. If no environment is selected then the ALL
ENVIRONMENTS environﬁént is loaded. Specification of
the environment/location lists may be performed at both
the user and the user group levels. In the present
example, the highest user group level is specified as
AllUsers.

Tables 9 through 16 illustrate fhe association of
applications and/or preferenées with environments for
both the AllUsers user group and USER2. The '
environments illustrated in Tables 9 thrdugh 16 include
the Business Travel hierarchy with Business Travel
being the root and branches from Business Travel for

IBM Germany and IBM Austin. Also illustrated is the

‘root environment, Work.

Table 9: BUSINESS TRAVEL environment for AllUsers

Software Load |{ Associated Preferences/Data

Map Application Yes Data for RTP Map

Table 10: BUSINESS TRAVEL-IBM GERMANY environment for AllUsers

Software ' : Load Associated Preferences/Data

Inherited Map Application Inherited | Data for IBM Ge‘rrhany_l\/lap
Load

Table 11: BUSINESS TRAVEL-1BM AUSTIN environment for AllUsers

. Software Load Associated Preferences/Data

Inherited Map Application Inherited | Data for IBM Austin Map
Load
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Table 12: WORK environment for AliUsers

Software

Load

Associated Preferences/Data

| 57 Application

Yes

no preference data

Table 13: WORK environment for USERZ

Software Load Associated Preferences/Data
Inherited from AllUsers Inherited | inherited from AllUsers
' Load

Table 14: BUSINESS TRAVEL environment for USER2

Application

Software Load Associated Preferences/Data
Inherited Map Application Inherited | Inherited Data for RTP Map

i Load '
Game 1 Application Unload Data for Game 1 Application
Game 2 Application Unload Data for Game 2 Application
Remote Control Unload Data for Remote Control

Application

Table 15: BUSINESS TRAVEL-IBM GERMANY environment for USER2

Software Load Associated Preferences/Data

Inherited Map Application Inherited | Inherited Data for IBM Germany
Load Map

Inherited Game 1 Inherited | Inherited Data for Game 1

Application Unload Application

Inherited Game 2 Inherited | Inherited Data for Game 2

Application Unload Application

Inherited Remote Control Inherited | Inherited Data for Remote

Application Unload Control Application
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Table 16: ALL ENVIRONMENTS environment for USER2

Software Load Associated Preferences/Data
Calendar Application Yes Data for Calendar Application
Address Book Application | Yes Data for Address Book -
Application

Game 1 Application Yes Data for Game 1 Application
Game 2 Application Yes Data for Game 2 Application

| Remote Control | Yes Data for Remote Control
Application Application

Utilizing the above associations, when USERZ2
synchronizes for the first time with no environment:
specified, then the Calendar Application and Data for
the_Calendar Application, the Address Book Application
and Data for the Address Book Application, the Game 1
Application and Data for the Game i Application, the
Game 2 Application and Data for the Game 2 Application
and the Remote Control Application and Data for the
Remote Control Application are loaded into USER2's PDA.
This loading results from the combination of the ALL
ENVIRONMENTS environment for both AllUsers and USER2
(see Table 8 and Table 16).

" When USER2 runs the user self care application 260
and selects the BUSINESS TRAVEL - IBM GERMANY
environment, then, when the PDA is synchronized the
‘applications and data specifiéd by the selected
environment are loaded. Thus, because of the BUSINESS
TRAVEL environment specified by USER2, the Game 1
Application, Game 2 Application and Remote Control
Application and associated data are unloaded. The
unloading of these applications and data specification

inherited by the BUSINESS TRAVEL - IBM GERMANY
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environment from the BUSINESS TRAVEL environment for
USER2. |

In addition to unloading the applications and data
the Map Application and tﬁe Data for the IBM Germany
Map are loaded. This application and data are ;oaded
because the the Map Application was configured for
AllUsers to be loaded when the BUSINESS TRAVEL
environment was selected (see Table 9). The
specification for this application to be loaded for
AllUsers is inherited by the BUSINESS TRAVEL - IBM
GERMANY environment from the BUSINESS TRAVEL
environment (see Table 10). The loading of the data
for the map of IBM Germany was specified for AllUsers
(see Table 10). The loading of the Map Application and
the associated data was inherited by the USER2
environment for BUSINESS TRAVEL - IBM GERMANY as seen
in Table 15.

The applications for the ALL ENVIRONMENTS
environment which have not been overridden by another
environment remain loaded on the device. Thus, the
Calendar Application and the Address Book Application
and associated data remain loaded on the device. Thus,

after synchronizing the PDA with the BUSINESS TRAVEL -

IBM GERMANY environment selected, the applications and

data loaded on the device would be the Calendar
Application, the Address Book Application and the Map
Application with the data for the map of IBM Germany.
When USER2 uses the user self care application 260
to select the WORK environment, when'the PDA is again
synchronized the Map Application and associated data

are unloaded. The Map Application and data are

 unloaded because the Map Application is not specified

in the WORK environment or in the ALL ENVIRONMENT
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environment. In addition to removing the Map

Application from the PDA, the Game 1 Application and
Data for the Game 1 Application, the Game 2 Application
and Data for the Game 2 Application and the Remote

Control Application and Data for the Remote Control

.Appiication are ioaded on the PDA. These applications

and data are loaded because they are specified in the
ALL ENVIRONMENTS environment and have not been '
overridden by another environment either for the
AllUsers or for USERZ.

It should also be ﬁoted that the S7 Application
specified in the WORK environment for AllUsers is not
loaded when USER2 synchronizes their PDA because USER2
is denied access to the S7 Application (see Table 7).
Also, ‘the applications and data specified by ALL
ENVIRONMENTS which have not been ovefridden also remain
on the PDA. Thus, the Calendar Application and the
Address Book Application remain on the device.

As may be seen from these examples, the present
invention may provide a hierarchy of priorities of
associations such that environments in a list of
environments may inherit associations from other
environments in the list. Thus, for example, a default
load of applications_and/or-preferencss may be provided
by a parent in the list and modified by children of the
parent in the list so as to override the default load.
This override process may be carried out so as to
unload applications, alter the preferences for an
application or add additional applications.

Furthermore, higher priority may be given to
sssociations which are specific to a user over

associations which are specific to a group of users.
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Thus, a two tiered hierarchy may be developed
where environments inherit associations from other
environments while béing able to override these
associations and where users or subsets of user groups
inherit associations from user groups while being able
to override these aésociations. Through this two level
hierarchy conflicting associations between the
environments and/or user(s) or user group(s) may be
automatically resolved without user intervention so as
to provide a single associatioﬁ of applications and/or
preferences when a user selects and environment from
the list of environments.

As will be appreciated by one of skill in the art,
this céncept may be extended to multi-tiered
- hierarchies. Just as the specification of environments
can be extended and the loading/unloading of |
information items and modified preference information
for applications to be loaded can be overridden for/by
a user at the user's context, the concept may be
| extended to any number of subgroups in a hierarchy of
group contexts. However, a precedence order may need
to be established to resolve conflicts between
.definitions for differing subgroups if a user may be a
member of multible,grogps. With regard to determining
precedence Within a hierarchy of groups, if a child
group may only have one parent, and child groups may be
a parent of another child group, then a hierarchy may
be established where child groups take precedence over
parént groups. Such an override precedence may resolve
any conflicts between child and parent groups in the
hierarchy. _

In light'of the ability of the présent invention

. : . . .
to resolve conflicts between associations in the



"»,

36
hierarchy of environments and/or users, it may be
beneficial to have the user self help application 260
resolve such conflicts based on any

environment/location lists provided by server 20 or

generated by a user at the pervasive computing device

230. 1In such a case, the applications and/or
preferences to be loaded on to the pervasive computing
device 230 may be requested by the user self care
application regardless of whether the application
and/or preference is specified by the list provided by
server 20 or generated at pervasive computing device
230. Thus, an application and/or'preference-may be
provided to the pervasive computing device 230 in
response to a request from the pervasive computing
device or automatically when the pervasive computing
device connects with the server 20.

As is further seen from these exémples, through
the use of a hierarchical structure tﬂe present
invention may. provide for flexibility in establishing
which applications may be loaded or unloaded on a

pervasive computing device. Furthermore, through the

use of inheritancé and the ability to override the

loading of applications and/or preferences the present

‘invention may provide both user control and

administrative control over the applications and/or
preferences loaded on a pervasive computing device.

In the drawings and specification, there have been
disclosed typical preferred embodiments of the
invention and, although specific terms are employed,
they aré used in a generic and descriptive sense only
and not for purposes of 1iﬁitation, the scope of the .

invention being set forth in the following claims.
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THAT WHICH IS CLAIMED:

1.- A method of controlling information provided
to a pervasive computing device when the pervasive
computing device synchronizes with a data processing
system other than the pervasive computing device and
accessible to the pervasive computing device,
comprising the steps of:

defining at least one list of environments
aséociated with the pervasive computing device;

associating information items to be provided to
the pervasive computing device by the data brocessing
system with environments in the list of.énvironments;

obtaining user input selecting an environment from _
the list of environments;

notifying the data processing system of the
selected environment; and

providing the information items associated with
the selected environment from the data processing
system to the pervasive computing device responsive to

notification of the selected environment.

2. A method according to Claim 1, wherein the
user input is obtained at the pervasive computing
device and wherein the data processing_system is
notified of the selected environment.upon
synchronization of the pervasive computing device with

the data processing system.

3. A method according to Claim 1, further
comprising the steps of:
associating a user with the pervasive computing

device synchronizing with the data processing system;

* C L N s * ’
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defining, for the user associated with the

pervasive computing device, a list of permitted
information items whiéh may be provided to the
pervasive computing device upon synchronization; and
wherein the step of providing the information
items associated with the selected environmeﬁt from the
data processing system to the pervasive computing
device responsive to notification of the selected
environment comprises the step of providing informatioﬁ
items which are both associated with the selected
environment and permitted for the user associated with
the pervasive computing device from the data processing
system to the-pervasive computing device responsive to

notification of the selected environment.

4. A method according to Claim 1, further
comprising the steps of:

associating with each of the environments in the
list of environments, information items to be provided
to a pérvasive computing device-irreséect;ve of the
environment selected by a user; and

providing the information items associated with
each of the environments in the list of environments
from thé data processing system to the pervasive
computing device upon synchronization irrespective of

the environment selected by the user.

5. A method according to Claim 1, wherein the
information items include applications to be. loaded on
the pervasive computing device and wherein the step of

providing comprises the steps of:

—

N
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unloading from the pervasive computing device

applications which are not associated with the selected
environment; and

loading applications on the pervasive computing
device which are associated with the selected

environment.

6. A method according to Claim 1, further
comprisiﬁg the sﬁeps of: '

obtaining user input to select information items
to be obtained from the data processing system; and °

obtaining the selected infonmatién items from the
data processing system when the pervasive computing

device synchronizes with the data processing system.

7. A method according to Claim 5, further
comprising the steps of:

associating a user with the pervasive computing
device synchronizing with the data processing system;

defining, for the uéer associated with the
pervasive computing device, a list of permitted
information items which may be provided to the
pervasive computing device upon synchronization;

wherein the step of providing the information
items associated with the selected environment from the
data processing system to the pervasive computing
device responsive to notification of the selected
environment.comprises the step of providing information
items which are both associated with the selected
environment and permitted for the user associated with
the pervasive computing device from the data processing
system to the pervasive computihg device responsive to

-hotification of the selected environment; and

_—
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wherein the step of obtaining the selected

information items from the data processing system when
the pervasive computing device synchronizes with the
data processing system comprises the step of obtaining
the selected information items from the data processing
system when the perﬁasive computing device synchrbnizes
with the data processing system if the selected
information items are permitted for the user associated

with the pervasive computing device.

8. A method accérding to Claim 1, wherein the
step of defining at least one list of environments
associatéd with the pervasive computing device
comprises the step of defining a hierarchy'of
environments associated with a plurality of
environments; and

wherein the step of associating information items
to be provided to the pervasive computing device by the
data processing system with environments in the list of
environments comprises the step of associating |
information items to be provided to the pervasive
computing device by tﬁe data processing system with
environments in the list of environments wherein
environments in the.hierarchy of environments inherit
the associated infbrmation items of environments higher

in the hierarchy.

R 9. A method according to Claim 1, wherein the
information items comprise applications, preferences or

data for use by an application.

\~
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10. A method according to Claim 1, wherein the
environments comprise geographic locations of the

pervasive computing device and operating environments.

'11. A method according to Claim 2, wherein-the
step of defining:at least one list of environments
associated with the pervasive computing device
comprises the step of defining, at the data processing
system, at least one list of environments associated
with the pervasive computing device; and

wherein the step of associating information items
to be provided to the pervasive computing device by the
data processing system with environments in the list of
environments comprises the step of associating, at the
data processing system, information items to be
provided to the pervasive cbmputing device by_the data
processing system with environments in the list of

environments.

12. A method according to Claim 11, further
comprising the steps of:

defining, at the pervasive computing device, at
least one list of environments associated with the
pervasive computing device corresponding tb the at
least one list of environments defined at the data
processing system;

associating, at the pervasive computing deviée,
information items to be provided to the pervasiye
computing device by the data processing system with
environments in the list of environments; and

reconciling the information items associated with
the at least one list of environments defined at the

data processing system with the information items

Iy
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associated with the at least one list 6f environments .
defined at the pervasive computing device to determine
the information items to be provided by the data
processing system and obtained by the pervasive

computing device.

13. A method according to Claim 12, wherein the
step of reconciling comprises the step of determining
if the loading of an information item associated with.
the at least one list o6f environments defined at the
data processing system has been overridden by the
association information items to be provided to the
pervasive computing device by the data processing
system with environments in the list of environments

defined at the pervasive computing device.

14. A system for controlling information provided
to a pervasive computing device when the pervasive
computing device synchronizes with a data processing
system other than the pervasive computing device and
accessible to the perﬁasive computing device,
comprising:

means for defining at least one list of
enviponmehts associated with the pervasive computing
device; - _

means for associating information items to be
provided to the pervasive computing devfce by the data
processing system with environments in the list of
environments;

means for obtaining user input selecting an
environment of the list of environments;

means for notifying the data processing system of

the selected environment; and

R
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means for providing the information items

associated with the selected environment from the data
processing system to the pervasive computing device

responsive to notification of the selected environment.

15. A system accordiﬁg to Claim 14, wherein the
user input is obtained at the pervasive computing
'device and wherein the data processing system is
notified of the selected environment upon
synchronization of the pervasive computing device with

the data processing system.

16. A system according to Claim 14, further
comprising:

means for associating a user with the pervasive
computing device synchronizing with the data processing
system; |

means for defining, for the user associated with
the pervasive computing device, a list of permitted
information items which may be provided to the
pervasive computing device upon synchronization; and

wherein the means for providing the information
items associated with the selected environment from the
data processing system to the pervasive computing
device responsive to notification of the selected
" environment comprises means for providing information
items which are both associated with the selected
environment and permitted for the user associated with
the pervasive computing device from the data proceSsing
system to the pervasive computing device responsive to

notification of the selected environment.

_—
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17. A system according to Claim 14, further
comprising:’ | ' _

means for associating with each of the
environments in the list of environménts, information
items to be provided to a pervasive computing device
irrespectivé of the environment selected by a user; and

means for providing the information items
associated with each of the environments in the list of
environments from the data processing system to the
pervasive computing device upon synchronization

irrespective of the environment selected by the user.

18. A system accofding to Claim 14, wherein the
information items include applications to be loaded on
the pervasive computing device and wherein the means
for providing comprises the steps of:

means for unloading from the pervasive computing
device applications which are not associated with the
selected environment; and

means for loading applicatiqns on the pervasive
computing device which ére associated with the selected

environment.

19. A system according to Claim 15, further
comprising: '

means for obtaining user input to select
information items to be obtained from the data
processing system; and

means for obtaining the selected information items.
from the data processing system when the pervasive
computing device synphronizes with the data processing

system.

R O P
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20. A system according to Claim 19, further

comprising:

means for associating'a user with the pervasive
computing device synchronizing with the data processing
system;

meané for defining, for the user associated with
' the pervasive cohputing device, a list of permitted
information items which may be provided to the
pervésive computing device upon synchronization;

wherein the means for providing the information
items associated with the seiected eqvironment from the
data processing system to the pervasive computing
device responsive to nbtificafion of the selected
environment comprises means for providing information
items which are both associated with the selected ‘
environment and permitted for the user associated with
the pervasive computing device from the data processing
system to the pervasive computing device responsive to
notification of the selected environment; and

wherein the means for obtaining the selected
information items from the data processing system when
.the pervasive computing device synchronizes with the
data processing system comprises means for obtaining
the selected information items_from the data processing
system when.the pervasive computing device synéhronizes.
with the data processing systeﬁ if the selected
information items are permitted for the user associated

with the pervasive computing device.

21. A system according to Claim 14, wherein the
means for defining at least one list of environments
associated with the pervasive computing device

comprises means for defining a hierarchy of

* c L M H *
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environments associated with a plurality of

environments; and

wherein the means for associating information
items to be provided to the pe;vasive computing device
by the data processing system with environments in the
list of environments comprises means for associatiﬁg
information items to be provided to the pervasive
computing device by the data processing system with
environments in the list of environments wherein
environments in the hierarchy of environments inherit
the associated information items of environments higher

in the hierarchy.

22. A system according to Claim 14, wherein the
information items comprise applicatioﬁs, preferences or

data for use by an application.

23. A system according to Claim 14, wherein the
environments comprise geographic locations of the

pervasive computing device and operating environmenté.

24. A system according to Claim 14,.wherein the
means for defining at least one list of environments
associated with the pervasive compﬁting dévice
comprises means for defining,'at the data processing
'system, at least one list of environments associated
with the pervasive computing device; and

wherein the means for'assoéiating information
"items to be provided to the pervasive computing device
by the data processing system with environments in the
list of environments comprises means for associating,
at the data processing system, information items to be

provided to the pervasive computing device by the data

— "
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processing system with environments in the list of

environments.

25. A system according to . Claim 24, further
comprising:

means for defining, ét the pervasive computing
device, at least one list of environments associated
with the pervasive computing device corresponding to.
the at least one list of environments defined at the
data processing system;

means for associating, at the pervasive computing
device, information items to be provided to the
pervasive computing device by the data processing
system with environments in the list of environments;
and

means for reconciling the information items
associated with the at least one list of environments
defined at the data processing system with the
information items associated with the at least one list
of environments defined at the pervasive computing
device to determine the information items to be
provided by the data processing system and obtained by

the pervasive computing device.

26. A system according to Claim 25, wherein the
means for reconciling comprises means for determining
if the loading of an information item associated with
the at least one list of environments defined at the
data processing system has been overridden by the
association information items to be provided to the
pervasive computing device by the data proceésing
system with environments in the list of environments

defined at the pervasive computing device.

* c L n S *




43

27. A computer program product for controlling
information provided to a perﬁasive computing device
when the pervasive computing device synchronizes with a
data processing system other than the pervasive
computing device and accessible to the pervasive
computing device, comprising:

a computer-readable storage medium having
computer-readable program code embodied in said medium,
said compﬁter—readable program code comprising:

computer-readable program code that defines at
least one list of environments associated with the
pervasive computing device;

computer-readable program qode that associateé
information items to be provided to-the pervasive
computing device by the data processing system with
environments in the list of environments;

computer-readable program code that obtains user
input selegtingian environment of the list of
environments;

computer-readable program code notifies the data'
processing system of the selected environment; and

computer-readable program code provides the
information items associated with the selected
environment from the data processing system to the
pervasive computing device responsive to notification

of the selected environment.

28. A computer program product according to Claim
27, wherein the user input is obtained at the pervasive
computing device and wherein the data processing system

is notified of the selected environment upon

_J'\'
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synchronization of the pervasive computing device with

the data processing system.

29. A computer program product according to Claim
27, further EompriSing:

computer-readable program code that associafes a
user with the pervasive computing device synchronizing
with'the'data processing system;

computer-readable program code that défines, for
the user associated with the pervasive computing
device, a list of pefmitted information items which may
be ppévided to the pervasive computing device upon
synchronization; and. .

wherein the computer-readable program code that
provides the information items associated with the
selected environment from the data processing system to
the pervasive computing device respgnsive to
notification of the selected environment comprises
computer-readable program code that provides
informatidn items which are both associated with the
selected environment and permitted for the user
associated with the pervasive computing device from the
data processing system to the pervasive computing
_device responsive to notification of the selected

environment.

30. A éomputer program product according to Claim
27, further comprising:

computer-readable program code that associates
with each of the environments in the list of
environments, information items to be provided to a
pervasive gomputing device irrespective of the

environment selected by a user; and
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computer-readable program code that provides the

information items associated with each of the
environments in the list of environments from the data
processing system to the pervasive computing device
upon synchronization irrespective of the environment

selected by the ﬁser.

31. A computer program product according to Claim
27, wherein the information items include applications
to be loaded on the pervasive computing device and
wherein the computer-readable program code that
provides comprises:

computer-readable program code that unloads from
the pervasive computing device applications which are
not associated with the selected environment; and

. computer-readable program code that loads

applications on the pervasive computing device which

are associated with the selected environment.

32. A computer program product according to Claim
28, further comprising:

computer-readable program code that obtains user
input to select inforﬁatibn items to be obtained from
the data processing system; and .

| computer-readable program code that obtains the

selected information items from the data processing
system when the pervasive computing device synchronizes

with the data processing system.

33. A computer program product according to Claim

32, further comprising:
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computer-readable program code that associates a

user with the pervasive computing device synchronizing
with the data processing system;

computer-readable program code that defines, for-
the user associated with the pervasive computing
device, a list of pérmitted information items which may
be provided to the pervasive computing device upon
synchronization; _

wherein the computér—readable piogram code that
provides the information itemé associated with'the
selected environment from the data processing system to
the pervasive computing device responsive to
notification of the selected environment comprises
computer-readable program code that provides
information items which are both associated with the
selected environment and permitted for the user
associated with the pervasive computing device from the
data processing system to the pervasive computing
device responsive to notification of the selected
environment; and

wherein the computer—readable program code that
obtains the selected information.items from-the data
processing system when the pervasive computing device
synchronizes with the data processing system comprises
computer-readable progrém code that obtains the
selected information items from the data processing
system when the pervasive computing device synchronizes
with the data processing system if the selected
information items are permitted for the user associated

with the pervasive computing device.

34. A computer program product according to Claim

27, wherein the computer-readable program code that
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defines at least one list of environments associated
with the pervasive computing device comprises computer-
readable program code that defines a hierarchy of
environments associated with a plurality of
environments; and

'wherein the computer-readable program code that
associates information items to be provided to the
pervasive computing device by the data processing
-system with environments in the list of environments
comprises computer-readable program code that
associates information items to be provided to the
‘pervasive computing device by the data. processing
system with environménts in the list of environments
wherein environments in the hierarchy of environments
inhérit the associated information items of

environments higher in the hierarchy.

35. A computer program product according to Claim
27, wherein the information items cémppise
applications, preferences and/or data for_uSe by an

application.

36. A computer program product according to Claim
27, wherein the environments comprise geographic
locations of the pervasive .computing device and

operating environments.

37. A computer program product according to Claim
27, wherein the computer-readable program code that
defines at least one list of environments associated
with the pervasive computing device comprises computer-

readable program code that defines, at the data
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processing system, at least one list of environments

associated with the pervasive computing device; and
wherein the computer-readable program code that
. associates information items to be provided to the
pervasive computing device by the data processing
system with environments in the list of environments
comprises computer-readable program code that |
associates, at the data processing system, information
items to be proVided to the pervasive computing device
by the data processing system with environments in the

"list of environments.

38. A computer program product according to Claim
37, further comprising: |
computer-readable program code that defines, at
the pervasive computing device, at least one list of
environments associated with the pervasive computing
.device corresponding to the at least one list of
environments defined at the dafa processing system;
computer-readable program code that associates, at
~ the pervasive computing device, information items to be
provided to the pervasive computing device by the data
processing system with environments in the list of
environments; and _ o .
computerjreadable program code that reconciles the
information items associated with the at least one list
of environments defined at the data processing system
with the information items associated with the at least
one list of environments defined at the pervasive
computing device to determine the information items to
be provided by the data processing system and obtained

by the pervasive computing device.
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39. A computer program product according to Claim

38, wherein the computer-readable program code that
.reconciles comprises computer-readable program code
_that determines if the loading of an information item
associated with the at ‘least one list of environments
defined at the data processing system has been
overridden by the association information items to be
provided to the pervasive computing device by the data
processing system with ehvironments in the list of

environments defined at the pervasive computing device.

40. A method of controlling applications,
preferences and/or data to be loaded onto a pervasive
computing device, the method comprising the steps of:

defining a list of environments;

defining a default association of applications,
preferences and/or data associated with each of the
environments in the list of environments;

défining a usér specific association of
applications, preferences and/or data associated with
at least one of the environments in the list of
environments:;

obtaining user input to select an environment from
the list of environments; _

determining if a user'specific association has
been defined for the selected environment;

resolving any conflicts between the user specific
association and the default association if-a user
specific association has been defined for the selected
environment so as to provide a single association of
applications and/or preferences associated with the

selected environment; and
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loading onto the pervasive computing device, the

applications, preferences and/or data from the single
association of the applications, preferences and/or

data associated with the selected environment.

41. A metﬁod according to Claim 40, wherein the
.list of environments is a hierarchical list of
environments and wherein children environments in the
hierarchical list of environments inherit associations
of applications, breferences and/or data from parent .

environments in the hierarchical list of environments.

42. A method according to Claim 41, further
comprising the step of resolving any conflicts between
associations of applications, preferences and/or data
in children environments with associations of
applications, preferences and/or data in parent

environments.

43. A method according to Claim 42, wherein
associations of applications, preferences and/or data
in children environments overridé'aésociations of
applications, pfeferences and/or data in parent

environments.

44. A method according to Claim 40, wherein the
step of resolving any conflicts between the user
specific association and the default association if a
user specific association has been defined for the
selected environment so as to provide a single
association of applications, preferences and/or data
associated with the selected environment comprises the

step of overriding associations of applications and/or
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preferences of the default association with

corresponding associations of applications, preferences

and/or data of the user specific association.

45. A method according to Claim 40, further
comprising the step of: '

determining if a first application, preference
and/or data already loaded on the pervasive computing
device is not identified in the single association; and

unloading the first application, preference and/or
data from the-pervasive computing device if the first
application, preference and/or data is not identified

in the single association.

46. A system for controlling applications and/or
preferences to be loaded onto a pervasive computing
device, comprising:

means for defining a list of environments;

means for defining a default association of
applications, preferences and/or data associated with
each of the environments in the list of environments;

means for defining a user specific association of
applications, preferences and/or data associated with
at least one of the_envirénments in the list of
environments;. '

means for obtaining user input to select an
envirpnment ffom the list of environments;

means for determining if a user specific
association has been defined for the selected
environment; |

means for resolving any conflicts between the user
specific association and the default association if a

user specific association has been defined for the

S

Oy HLLE



57
selected environment so as to provide a single

association of applications, preferences and/or data
associated with the selected environment; and

means for loading onto the pervasive computing
device, the applications,-preferences and/or data frqm
the single.association of the applicationé, preferences

and/or data associated with the selected environment.

47. A system according to Claim 46, wherein the
list of environments is a hierarchical list of
environments and wherein children environments in the
hierarchical list of environments inherit associations
of applications, preferences and/or data from'parent

environments in the hierarchical list of environments.

48. A system according to Claim 47, further
comprising means for resolving any conflicts between
associations of applications, preferences and/or data
in children environments with associations of
applications, preferences and/or data in parent

environments.

49, A system according to Claim 48, wherein
'associatiqns of applications, preferences and/or data
in children environments override associations of |
applications, preferencgs and/or data in parent

environments.

50. A system according to Claim'46, wherein the
means for resolving any conflicts between the user
speéific association and the default association if a
user specific association has been defined for the

selected environment so as to provide a single
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association of applications, preferences and/or data
associated with the selected environment comprises'
means for overriding associations of applications,
preferences and/or data of the default association with
corresponding associations of applications, preferences

and/or data of the user specifié associationl

51. A system according to Claim 46, further
comprising: |

means for determining if a first application,
preference and/or data already loaded on the pervasive
compufing device is not identified in the single
association; and

means for unloadinglthé first application,
preference and/or data from the pervasive computing
device if the first épplication, preference and/or data

is not identified in the single association.

52. A computer progpam'product for controlling
applications, preferences and/or data to be loaded onto
- a pervasive computing device, comprising:

a computer-readable storage medium having
computer-readable program code embodied in said medium,
said computer-readable program code comprising:.

| computer—readablé program code that defines a list
of environments;

computer-readable program code that defines a
default association of applications, preferences and/or
data associated with each of the environments in the
list of environments; _

computer-readable program code means that defines

a user specific association of applications,
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preferences and/or data associated with at least one of
the environments in the list of environments;

computer-readable program code that obtains user
input to select an environment from the list of
environments;

computer-readable pfogram code that determines if
a user specific association has been defined for the
selected environment;

computer-readable program code that resolves any
conflicts‘between fhe user specific association and the
default association if a user specific association has
been defined for the selected environment so as to
provide a single association of applications,
preferences and/or data associated with the selected
environment; and

computer-readable program code that loads onto the

pervasive computing device, the applications,

. preferences and/or data from the single association of

the applications, preferences and/or data associated

with the selected environment.

53. A computer program product according to Claim
52, whereiﬁ the list of environments is a hierarchical
list of environments and wherein children environments
in the hierarchical liét of environments inherit
associations of applications, preferences and/or data
from parent environments in the hierarqhical list of

environments.

54. A computer program product according to Claim
53, further comprising computer-readable program code
that resolves any conflicts between associations of
applications, preferences and/or data in children

_
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environments with associations of applications,

preferences and/or data in parent environments.

55. A computer program product raccording to Claim
54, wherein associations of applications, preferences
and/or data in children environments override
associations of applications, preferences and/or data

in parent environments.

56. A computer program product according to Claim
52, wherein the ¢omputer—readable program code that
resolves any conflicts between the user specific
association and the default association if a user
specific association has been defined for the selected
environment so as to provide a single association of
applications, preferences and/or data associated with
the selected environment comprisés computer-readable
program code that overrides associations of
applications, preferences and/or data of the default
association with corresponding associations of
applications, preferences and/or data of the user

specific association.

57. A computer program product according to Claim
52, further comprising: ’

computer-readable program code that determines if
a first application, preference and/or data already
loaded on the pervasive computing device is not
identified in the single association; and

computer-readable program che that unloads the
first application, preference and/or data from the

pervasive computing device if the first application ,
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preference and/or data is not jidentified in the single

association.
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