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In order to achieve its full potential, e-commerce must overcome numerous security and 

related issues, including concerns relating to hacker attacks, merchant impersonation, fraud, and 

transaction repudiation. 

BRIEF SUMMARY 

In  one aspect of the present invention, there is  _provided a computerized authorization 

system configured to authorize electronically-made  requests to an electronic entity the 

computerized. authorization system comprising: a store  configured. to store a plurality of 

indications of a corresponding plurality of predetermined electronic  authorization devices 

confiaured. to authorize an electronically-m.ade request to an electronic  entity: the computerized  

authorization system being,  further configured such that: in response to receiving the  

electronically-made request to the electronic entity, an indication of th.e electronically-made 

request to the electronic entity is output to  thulurality of predetermined electronic authorization  

devices configured to allow a corresponding plurality  of users to provide one or more 

authorizations of the electronically-made request to the electronic entity as indicated in the store: 

and in. reDonse to receiving the one or more authorizations from the cones -mdino one or more 

predetermined electronic authorization. devices of the plurality of predetermined electronic 

authorization devices, an indication of  authorization of the electronically-made request to 

electronic entity is output to the electronic entity when the one or more authorizations meet a 

predetermined criterion.  

In. another aspect of the present invention, there is provided a computerized. authorization 

method, the computerized authorization method cornpris:in.g: in response to receiving an 

electronically-made request to an electronic entity, sending an indication of the electronically-

made request to th.e electronic entity to  a plurality of predetermined. electronic authorization 

devices as indicated. in. a store, wherein the plurality of predetermined electronic authorization. 

devices are confused to allow a corresponding plurality of users to provide one or more  

authorizations of the electronically-made request: to the electronic entity: and  in response to  

receiving one or more authorizations from the corresponding one or more  predetermined. 

electronic authorization devices of th.e plurality of predetermined. electronic authorization devices  

as indicated in the store, sendin an indication of authorization of the electronically-m.ad.e request 

to the electronic entity to the electronic entity when the one or more authorization.s meet a 

predetermined criterion.  
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In a further aspect of the present invention, there is provided are. electronic authorization 

deviee the electronic authorization device comprising: an input to receive. from a computerized 

authorization system, an indication of an electronically--made request to an electronic entity from  

a different electronic. device: a user interface configured to indicate  the  indication of the  

electronically-made  request to the e .ectronic  entity  and. to allow a user  to authorize  the 

electronically-made rmuest to the electronic entity:  and an. output to output an indication of 

authorization of the electronically-made request to the electronic entity to the computerized  

authorization system; the electronic authorization device being configured such that: in response  

to receiving  the indication of  the  electronically-mad.e request  to the electronic entity at the input,  

the user interface indicates the indication of the electronically-made request to the electronic 

entity; and  in response to the user authorizing  the electronicall T.-made  request to the electronic 

entity, outputting from the output  the  indication of authorization of the electronically-ma  .e 

request to the electronic entity to the computerized. authorization system., wherein  the indication 

of authorization  of the  electronically-made request to the electronic entity output  to the  

computerized authorization system is one of a _plurality of indications of authorization of the  

electronically-made request to the electronic entity  sent  to the coif. uterized authorization.system  

including by at least one different electronic authorization. device.  

In yet another aspect. there is provided a computer-readable medium containing a set of 

instructions  to cause a con-muter to perform a method comprising: in response to receiving an  

electronically--made request to  an electronic entity,  sending  an indication of the electronically-

made  recuest to the electronic entity to a plurality of predetermined electronic authorization 

devices  as indicated in a store: and  in response to  receiving  one or more authorizations  from a 

corresponding  one or m.ore of the plurality  of  'predetermined electronic  authorization.  devices as 

indicated  in  the storage device, sending an indication of authorization of the el.ectron.ical_ly-rn.ad.e 

request to the electronic entity to the electronic entity.  

In one aspect. there is provided a computerized. authorization  system as substantially  

hereinbe.fore described with reference to, an as illustrated by, the accompanying  drawings  of 

Figures" to 5 and 7 to 12.  

in another aspect, there is provided. a computerized authorization method as substantially 

herein before described  with reference  to, and as illustrated  by  the a.cconipanying  drawings of 

Figures 1 to 5 and 7 to 12.  
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In a. further aspect, there is  provided an electronic authorization device as substantially 

hereinbefore described. with. reference to. and as illustrated by, the accompanying drawings of 

Fig-ures 1. to 5 and. 7 to 12.  

In yet another aspect, there is provided. a computer-readable medium as substantially 

hereinbefore described with reference to, and as illustrated by, the accompanying drawings of 

Figures 1 to 5 and 7 to 12.  

Embodiments of the present invention allow users or customers to exercise a more 

finegrained control over the authorization of their transactions, independently and in addition to 

the typical verifications, for example, those conducted by a debit or credit card issuer. 

Embodiments of the present invention increase the degree of security in online 

transactions by, for example, mitigating the effects of MITM attacks and other forms of 

electronic fraud. 

This is achieved by the embodiments of the method and system described herein that 

intercept and authorize, in a collaborative manner, any sort of electronic activities conducted 

over a third party system enrolled in a centralized blocking alarm (CBA) program. 

The following presents a simplified summary in order to provide a basic understanding of 

some aspects of the disclosed embodiments. This summary is not an extensive overview and is 

intended to neither identify key or critical elements nor delineate the scope of such embodiments. 

Its purpose is to present some concepts of the described embodiments in a simplified form as a 

prelude to the more detailed description that is presented later. 

By way of example, in the computer system and computerized method described herein, 

the person or people who authorize an electronically-made request to an electronic entity , such 

as a debit or credit card payment request to a bank, logging-on to a computer account such as an 

e-mail account, social networking account, or bank account must input authorization from a 

particular predetermined or particular electronic authorization device (such as a smartphone, 

computer (laptop or desktop), tablet computer or other suitable electronic device or mobile or 

portable electronic device). This is an additional security step. This arrangement puts 

responsibility on authorizing electronically-made requests to the person or people who can make 

the authorization. In this way, it is very clear to the person or people that a fraudulent electronic 

request has been made. 
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Continuing with this example, on an electronically-made request being made, the 

computerized authorization system receives the request. (The request may also be sent to the 
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The client device (predetermined electronic authorization device) may be a cell phone, a 

tablet, a personal computer, or any other kind of Internet connection capable device, whether a 

commercial general -purpose device or a specialized piece of hardware. 

In  an aveet ef—spee-ifi-epabodiment-s- -ef--the pre-sent 	ti—tThere is provided a 

computerized authorization system configured. to authorize electronically-made requests to an 

electronic entity, the computerized authorization system comprising: a store configured to store 

an indication of at least one predetermined electronic authorization device configured to 

authorize each electronically-made request; the computerized authorization system being further 

configured such that: in response to receiving an electronically-made request to the electronic 

entity, an indication of the request is output to the at least one predetermined electronic 

authorization device configured to authorize the request as indicated in the store; and in response 

to receiving an indication of authorization from the at least one predetermined electronic 

authorization device, an indication of authorization of the request is output to the electronic 

entity. 

The computerized authorization system may be further configured .such that if an 

indication of authorization of the request is not received from the at least one predetermined 

electronic authorization device within a predetermined. time an indication that the request is 

rejected is sent to the electronic entity. 

The computerized authorization system may be further configured to receive an 

indication from the at least one predetermined electronic authorization device that the 

electronically-made request is fraudulent. 

The computerized authorization system may be further configured such that, in response 

to receiving the indication from the at least one predetermined electronic authorization device 

that the electronically-made request is fraudulent, an identity request is made to identify the 

electronic device that made the electronically-made request and/or a user of the electronic 

device. 

The identity request may comprise a signal being sent to the electronic device that made 

the electronically-made request, to capture an image of a user of the electronic device. 

The at least one predetermined electronic authorization device may be a different device 

to an electronic device that makes the electronically-made request. 
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The computerized authorization system may be configured to send the indication of the 

electronically-made request to the electronic entity to a plurality of predetermined electronic 

authorization devices configured to authorize the request. 

The indication of authorization may be sent to the electronic entity in response to 

receiving an indication of the authorization from a predetermined number of a plurality of 

predetermined electronic authorization devices. 

The store may be configured to store the predetermined number of the plurality of 

predetermined electronic authorization devices. 

The computerized authorization system may be further configured to automatically send 

an indication of authorization of the request to the electronic entity if at least one predetermined 

criteria are met. 

A store may be configured to store the at least one predetermined criteria. 

The at least one predetermined criteria may be set by the at least one predetermined 

electronic authorization device. 

The computerized authorization system may comprise a plurality of computers and/or 

servers on a network. 

mothei-- 	 of the 	 There is also  

provided a computerized authorization method, the computerized authorization method 

comprising: in response to receiving an electronically-made request to an electronic entity, 

sending an indication of the request to at least one predetermined electronic authorization device 

as indicated in a store; and in response to receiving an indication of the authorization from the at 

least one predetermined electronic authorization device as indicated in the store, sending an 

indication of authorization of the request to the electronic entity. 

The computerized authorization method may further comprise sending an indication that 

the request is rejected to the electronic entity if an indication of authorization of the request is not 

received from the at least one predetermined electronic authorization device within a 

predetermined time. 

The computerized authorization method may further comprise receiving an indication 

from the at least one predetermined electronic authorization device that the electronically made 

request is fraudulent. 
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The computerized authorization method may further comprise in response to receiving 

the indication from the at least one predetermined electronic authorization device that the 

electronically-made request is fraudulent, making an identity request to identify the electronic 

device that made the electronically-made request and/or a user of the electronic device. 

The identity request may comprise sending a signal to the electronic device that made the 

electronically made request, to capture an image of a user of the electronic device. 

The at least one predetermined electronic authorization device may be a different device 

to a device that makes the electronically-made request. 

The computerized authorization method may comprise outputting the indication of the 

electronically-made request to the electronic entity to a plurality of predetermined electronic 

authorization devices configured to authorize the request. 

The computerized, authorization method may comprise sending the indication of 

authorization to the electronic entity in response to receiving an indication of the authorization 

from a predetermined number of the plurality of predetermined electronic authorization devices. 

The computerized authorization method may comprise storing the predetermined number of the 

plurality of predetermined electronic authorization devices in the store. 

The computerized authorization method may further comprise automatically sending an 

indication of authorization of the request to the electronic entity if at least one predetermined 

criteria are met. 

The computerized authorization method may further comprise storing the at least one 

predetermined criteria in a store. 

The at least one predetermined electronic authorization device may be set the at least one 

predetermined criteria. 

The computerized authorization method may be carried out by a plurality of computers 

and/or servers on a network. 

In-a-flifther-a-speet-of-speeifie-embedimellis-of-the-present-inventionrflhere is provided 

an electronic authorization device, the electronic authorization device comprising: an input to 

receive, from a computerized authorization system, an indication of an electronically-made 

request to an electronic entity from a different electronic device; a user interface configured to 

indicate the indication of the electronically-made request and to allow a user to authorize the 

request; and an output to output an indication of authorization of the request to the computerized 
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wherein each predetermined electronic authorization device of the plurality of electronic 

authorization devices is configured such that: 

in response to receiving the indication of the electronically-made request to the electronic 

entity at the input, the user interface indicates the indication of the electronically-made request to 

the electronic entity; and 

in response to the user authorizing the electronically-made request to the electronic 

entity, outputting from the output the indication of authorization of the electronically-made 

request to the electronic entity to the computerized authorization system. 

28. A computerized authorization system according to claim 7, wherein the 

predetermined number is a majority of the plurality of predetermined electronic authorization 

devices. 

29. A computerized authorization system according to any of claims 1 o 	1-2or 13, 

wherein the indication of the electronically-made request to the electronic entity output to the 

plurality of predetermined electronic authorization devices and the one or more authorization 

from a corresponding one or more predetermined electronic authorization device of the plurality 

of predetermined electronic authorization devices are transmitted over HTTPS (hypertext 

transfer protocol secure). 

-authefi--me-,the€1--ac-eerdirtg-te--awd ef claims gi—te-247, 

whorein---the.,-indieatien-ef--the-eleet-renieatly-rn-ad. e-reqees4-t-e-t-he-eleetfeni-e--erit-tty---at--tei4he 

plurality of 	er 	ed--clectronic • utheliz-a....Eon 	de-vk-:es-a-adt-the one o'- 	 11.6 

from th-e--ee: - 	on.e--er 	Meterminerl creme--autheri iees-ef the 

plurality-of 	-tmained. elc-etfoni authefiza-den- -deviees are--trananitt-ed. over -HT-T-PS 

.ansfer proteeel-see 

30. A. computerized. authorization system as substantially hereinbefore described with 

refe pence to, an as illustrated b R the accom 	drawings of Figures 1 to 5 and 7 to 12.  
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31. A computerized authorization method as substantially herei )efore described with 

reference  to. and as illustrated  by, the accompanying drawings of Figures  1 to 5 and 7 to 12. 

32. An electronic authorization device as substantially hereinbefore described with 

reference to, and as illustrated by, the accompanying drawings of Fl cures 1. to 5 and 7 to 12.  

33. A computer-readable medium as substantially  hereinbef.ore described with 

reference to, and as illustrated. by, the accompanying drawings of Figures 1 to 5 and 7 to 12.  


