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Some attempts have been made to provide digital token such as the Mondex scheme trialled
in Swindon in the United Kingdom. This method used a classical asymmetrical encryption
key. The sender of the electronic digital token encrypts a message with a public key. and the

receiver recovers the digital token transfer message by decrypting with a private key.

15  In this trial the value of money is represented as a combination of numerical value, currency
type. a serial number and other administrative information. This representation was protected
so that its intended monetary value is maintained, and its replication can be prevented. This
was achieved using a combination of two methods. Firstly, a conventional digital signature
was used, with a digitally signed token able to be redeemed by the receiver by electronically

20  depositing it with a signing third party who verifies the authenticity of the signature.
Secondly, methods were used to ensure the token is never unencrypted outside the secure
environment. This environment is usually a tamper resistant enclosure in which the digital
token is stored and the means for performing the cryptographic function are housed.

Transactions required an exchange of public keys of the respective parties.

25  This technique suffered from the following disadvantages. There is a need to know with

absolute certainty the public key of the receiving party. In a face to face situation this was
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absol ute certainty the public key of the receiving party. In a face to face
situation this was ~Il~~H LILL F0eer reeer et et reer rr 1 *a0002*
-2- relatively straightforward. However it was difficult and uncertain if
two transacting parties are far apart2-The question of revocation can
arise due to conprom se of the public key. The Mondex approach is
difficult to use and suffers fromthe sane well known problem of any

public key infrastructure system There were also problens with the control
of the 5 public/priyate air. Once erspn is issyed with a :
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Brief Description of the Present Invention

It should be understood that throughout this specification the word token is used to mean a
representation of something having value. In this context, a token may represent cash, tickets,
15  gift vouchers, reward/loyalty points etc. A token can be a discrete item that may only be
exchanged intact, such as ticket. Alternatively, a token can be an item that is transient and
merely representative of the value of the item, such as the amount of currency being

transferred.

According to a first aspect of the present invention there is provided a system for securely
20 transferring digital tokens by electronic means, the system comprising at least:

a secure digital token handling domain comprising a plurality of tamper-resistant
electronic token holders, each token holder having the ability to process and store information
relating to the transfer of digital tokens;

means for said token holders to communicate within the digital token handling

25  domain only with other token holders,

means for said token holders to communicate outside the digital token handling

domain only with predetermined trusted third parties, including one or more trusted

authorities responsible for the administration of encryption matters;



means for said token holders to communicate within the digital token
handling 25 donmain only with other token hol ders, neans for said token

hol ders to conmuni cate -outside the digital token handling domain only with
predetermined trusted third parties, tAcluding one or nore trusted
authorities responsible for the adm nistration of encryption matters; -3-
means for encrypting and decrypting secure conmuni cati ons between token

hol ders within the digital token handl i ng donai n, and between token hol ders
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said other token holders;

communication means for enabling communication outside the digital token handling
domain only with predetermined trusted third parties including communication for receipt of
a decryption key;

15 means for encrypting and decrypting secure communications with token holders

within the digital token handling domain, and with the predetermined third parties;

control means for controlling the store of digital tokens according to a pre-
programmed method of encrypted communication with other token holders within the digital
token handling domain and predetermined trusted third parties to ensure secure exchange of

20  digital tokens.

Preferably the means for said token holders to communicate within the digital token handling

domain is in the form of a digital cashier that resides in each token holder.

Preferably the means for said token holders to communicate outside the digital token

handling domain is in the form of a digital cashier that resides within the token holder.

25  Preferably the means for encrypting and decrypting secure communications is in the form of

a control means resident within each token holder.



domain is in the formof a digital cashier that resides in each token

hol der. Preferably the neans for said token holders to conmuni cate outside
the digital token handling domain is in the formof a digital cashier that
resides within the'token holder. 25 Préferably the nmeans for encrypting and
decrypting secure communications is in the formof a control neans
resident within each token holder. -4- Preferably each control neans

oper at es according to a pre-progranmed nmet hod of encrypting and decrypting
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decrypting encrypted comuni cation with other token holders. Preferably
each to r a nt t tion
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key for use in decrypting encrypted communication with other token holders.

Preferably each token handler has a unique identification.

Preferably the decryption key provided by each trusted authority is a private key capable of
decrypting a message encrypted with a public key derived from the identification of the

15  respective token holder.

According to a third aspect of the present invention there is provided a method of exchange
of digital tokens including the steps of:
providing a secure digital token handling domain comprising a plurality of tamper-
resistant electronic token holders, each token holder having the ability to process and store
20  information relating to the transfer of digital tokens;
a first of the token holders (DTH1) communicating with a second of the token holders
(DTH2) by an exchange of one or more encrypted messages, the second token holder
communicating with a corresponding predetermined trusted party to obtain a decryption key;
wherein the respective decryption key obtained by the second token holder enables
25  decryption of one of the encrypted messages sent by the first token holder, wherein the one

encrypted message includes the digital token.



(DTH2) by an exchange of one or nore encrypted nessages, the second token
hol der comrunicating with a correspondi ng predetermned trusted party to
obtain a decryption key; wherein the respective decryption key obtai ned by
t he second token hol der enables 25 deéryption of one of the encrypted
nmessages sent by the first token holder, wherein the one encrypted nessage
includes the digital token. -5- Preferably where the digital token is for
the transfer of a currency, the token including an anount of currency
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Preferably the second public key includes or is derived froma tenporal
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i ncl udedlthheWstheplitt Ppr#eikay wapabireoDispyRiingi? BesspasreraryRiad Wik Pyplid by key
capabl e.dglfiv%nﬁ(glxqbll nﬁre?er%@?ﬁegﬁtkst elﬁ%:‘lcq\%s iEEP&%COWTQB&%H%Watté}ﬁpcaé’.lmﬂé?&er.' cal
encryption Key or a decryption Key derived fromthe symetrical" key
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encrypti_on keﬁ is permanently stored in the 20 DTH2. Alternatively, the
synmet r TEHIPUBRE Kt i on key is generated by DTH2. Preferably the
symmetrical decryption key is permanently stored in DITH2. Alternatively,
the symetri cal , . : :

Preferably the method includes the step of providing the DTH2 with a second private key

capable of decrypting a message encrypted with a public key derived from ID2. Preferably

the second public key includes or is derived from a temporal value. Preferably the second

15  private key is capable of decrypting a message encrypted with the second public key.

Preferably the method includes the step of providing the DTH2 with a symmetrical
encryption key capable of encrypting a message that can be decrypted using the symmetrical
encryption key or a decryption key derived from the symmetrical key (hereafter symmetrical
decryption key). Preferably the symmetrical encryption key is permanently stored in the
20  DTH2. Alternatively, the symmetrical encryption key is generated by DTH2. Preferably the
symmetrical decryption key is permanently stored in DTH2. Alternatively, the symmetrical

decryption key is generated by DTH2.
Preferably the method includes the step of DTH1 providing DTH2 with ID1.

Preferably the method further includes the step of DTH2 encrypting the symmetrical
25  encryption key and 1D2 using a public key derived from ID1 to provide a first encrypted

message. More preferably the public key is also derived from a temporal value.



decryption key is generated by DTH2. Preferably the nethod includes the
step of DITH providing DTH2 with I1D1. Preferably the nethod further

i ncludes the step of DTH2 encrypting the symretrical 25 encryption key and
1D2 using a public key derived fromIDbp-to provide a first encrypted
nmessage. More preferably the public key is also derived froma tenpora
value. -6- Preferably DTH2 provides DTH with the first encrypted nessage.
Preferably the nmethod further includes the step of DTH | using the first
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confirmation to proceed with the transfer of the digital token. Préeferably

the di giessaie toRanitee smangpcedengipronkpustd Pikey derived from I D2. Mre
preferably the public key is also derived froma tenporal val ue.
Preferably the decryption key is used to decrypt the encrypted nessage sent
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DTH2 acknow edges receipt of the digital token to DTHI . Preferably DTH

di spl ay® ayederived fopra terpopl valigi ng to a fourth aspect of the present
invention there is provided a nethod of exchange of digital tokens
including the steps of: providing a first digital token holder (DTH)
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Preferably DTH2 displays the information contained in digital token transferred. Preferably
DTH2 acknowledges receipt of the digital token to DTHI. Preferably DTH1 displays the

receipt.

15  According to a fourth aspect of the present invention there is provided a method of exchange
of digital tokens including the steps of:
providing a first digital token holder (DTH1) having a store for holding digital tokens
and a first identification (ID1);
providing a second digital token holder (DTH2) having a store for holding digital
20 tokens and a second identification (ID2);
providing the DTH2 with a private decryption key capable of decrypting a message
encrypted with a public key derived from ID2:
DTHI1 receiving ID2:
DTH]1 receiving information concerning the digital token to be transferred to DTH2;
25 DTHI1 encrypting the digital token with the public key derived from 1D2 to provide an
encrypted message;
DTHI1 providing DTH2 with the encrypted message;

DTHI removing the digital token from its store of digital tokens;



encrypted with a public key derived fromID2: DTH receiving ID2: DTH 1
receiving information concerning the digital token to be transferred to
DTH2; 25 DTH encrypting the digital token with the public key derived
fromID2 to provide an encrypted nmessdge; DTH | providing DTH2 with the
encrypted nessage; DTH renoving the digital token fromits store of
digital tokens; -7- DITH2 using the decryption key to decrypt the encrypted
nessage to obtain the digital token to transferred; DTH2 adding t he
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transf erred. DXIHE addbumthe dorital den ity SRiem! dief takgbt.y renoving the digita
token fromthe store of digital tokens involves deducting the anount of a
currency transferred to DTH2 fromthe store of currency held as a token in

the st @Fé‘% ,fag]r, hel ﬂ'f&%a%ﬂi;%géwédok&{&%rr@iﬁn QTJ‘"mgnjap U &‘)r ﬁ?'t)’an@@%@% n
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di gital cash holder (DCH2) having a store for holding digital tokens in

t he f or moof fodhgidira) digaadhokemd ohDddtlond i dentification (1D2); a first trusted
authority providing the DCH 1 wth a first private key capabl e of

10  Preferably adding a digital token to the store of digital tokens involved adding the amount of

currency transferred to a token representing the amount of currency currently stored.
Preferably the public key derived from ID2 may also be derived from a temporal value.

According to a fifth aspect of the present invention there is provided a method of exchange of

digital tokens in the form of digital cash including the steps of:

15 providing a first digital cash holder (DCHI) having a store for holding digital tokens
in the form of digital cash and a first identification (ID1);
providing a second digital cash holder (DCH2) having a store for holding digital
tokens in the form of digital cash and a second identification (1D2);
a first trusted authority providing the DCHI1 with a first private key capable of
20  decrypting a message encrypted with a public key derived from ID1 and optionally a
temporal value;
providing the DCH2 with a second private key capable of decrypting a message
encrypted with a public key including ID2 and the current date and a symmetrical key
capable of encrypting a message that can be decrypted using a symmetrical decryption key;

25 DCHI providing DCH2 with IDI;



20, decrypting a nessage encrypted with a public key derived fromID and
optionally a tenporal value; providing the DCH2 with a second private key
capabl e of decrypting a nessage encrypted with a public key including |ID2
and the current date and a symetri cal-8key capable of encrypting a nessage
that can be decrypted using a symetrical decryption key; 25 DCHL
providing DCH2 with IDI. -8- DCH2 encrypting the symmetrical key and | D2
using a public key including IDL and the current date to provide a first

encrypted ne ;. DCH2 providin Dﬁ(—( 1 '@ythe first encrypted ssage;
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t o obt ahe cubeht\@itSWPIBYibE 6 Hrsthepyrypid rhdddagePCHI recei ving an amount of
digital cash to be transferred to DCH2; DCH encrypting the anmount of
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mes smgetheldghimaricat kely agd ZH2 with the third encrypted nessage; DCH 1
deducting the amount fromits store of digital cash; DCH2 using the second
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DCHI1 providing DCH2 with the third encrypted message;
DCHI1 deducting the amount from its store of digital cash;
DCH2 using the second decryption key to decrypt the third encrypted message to
obtain the second encrypted message;
15 DCH2 using the symmetrical decryption key to decrypt the second encrypted message
to obtain the amount of digital token to transfer; and

DCH?2 adding the amount to its store of digital cash.
Preferably DCH2 displaying the amount of digital cash transferred.
Preferably DCH2 acknowledging receipt of the digital cash to DCHI1.
20  Preferably DCHI displays the receipt.

According to a sixth aspect of the present invention there is provided a method of controlling
a first digital token holder (DTHT1) to transfer a digital token to a second digital token holder
(DTH2), said DTH1 having a communication means for communicating with DTH2, a store
for holding digital tokens and a first identification (ID1), said DTH2 having a second
25 identification (ID2);
receiving a private decryption key capable of decrypting a message encrypted with a
public key derived from ID1;

sending ID1 to DTH2 using the communication means;



According to a sixth aspect of the present invention there is provided a
nmet hod of controlling a first digital token holder (DTHL) to transfer a
digital token to a second digital token holder (DTH2), said DIH 1 having a
comruni cati on means$ for comunicating-@&th DITH2, a store for hol ding
digital tokens and a first identification (ID), said DIH2 having a second
25 identification (I1D2); receiving a private decryption key capabl e of
decrypting a nessage encrypted with a public key derived fromID 1;

sending ID 1 _to DIH2.using the communic means: -9- receiving a first
encrypted metByirid B Rt meS R B R T TR B, commubREE et ng' the
first encryptesyphpsdgdirsSémngype needagatiingaie pivhenddeaytibs kebttaidbtdn a
symmetri cal key capabl e of encrypting a nessage that can be decrypted using
the syfemeirical kesycapable QEcengpintios Refpesrasedhain cemebs yespypradc abingetheand
ID2; 5 LV j r*g%ﬁi [ W to be transferred
to DTHzgﬁH@r%]%frc ;Q/lg‘%‘%y ané%t e ﬁg?? %Fgf%glgﬁ%vat %ﬁ"ﬂ%}tgbz@?ﬁ?’r&%ﬁgél key to produce
a sexond encregpivatg infresatge coreamiiygthie Migitah okse cobdtramsfenydite D TREXRsage with a

public key derived froml. 0 royide a third encrypted nessage; 10
sendi ng the EPATYR '@P?&lgﬁt%ggﬁaﬁf&w%%ﬁw RS ASFROBA LR PHfdans :
and renpyidget he digital token fromthe store of digital tokens.
Accordinglyto a seventh aspect of the present invention there is provided
a net hod of emwyptmgl thensgcand engypted ghesabget vitbna ipoblie key MEHVEd tiom dD&i twe a
digital token frogma second digital 15 token holder (DTH2), said DTHI

havi ng B lrgzgf'?refﬂte {18%For communicating with DTH2, a store for

hol ¢ ng di gi ketldidgakeiirdedidryptdd medsagHIOMTHD sl @t ddnkhinic&findnédls having a
second identification (1D2); receiving a private decryption key capabl e of
decrypt iy a message encrypted with a

removing the digital token from the store of digital tokens.

Accordingly to a seventh aspect of the present invention there is provided a method of
controlling a first digital token holder (DTH1) to receive a digital token from a second digital
15  token holder (DTH2), said DTH1 having a communication means for communicating with
DTH2, a store for holding digital tokens and a first identification (ID1), said DTH2 having a
second identification (ID2);
receiving a private decryption key capable of decrypting a message encrypted with a
public key derived from ID1;
20 receiving ID2 from DTH?2 using the communication means;
encrypting a symmetrical key capable of encrypting a message that can be decrypted
using the symmetrical key or a decryption key based on the symmetrical key and ID1 using a
public key derived from ID2 to provide a first encrypted message;
sending the first encrypted message to DTH2 using the communication means
25  receiving a second encrypted message from DTH2 using the communication means;
using the private decryption key to decrypt the second encrypted message to obtain a
third encrypted message; _
using the symmetrical key or decryption key to decrypt the third encrypted message to
obtain a digital token transferred from DTH2; and
30 adding the digital token to the store of digital tokens.



pupblic key derived fromIDI; 20 receiving ID2 from DTH2 using the

communi cati on neans; encrypting a symretrical key capable of encrypting a
nessage that can be decrypted wusing the symmetrical key or a decryption
key based on the symetrical key and t+19-1 using a public key derived from
ID2 to provide a first encrypted nessage; sending the first encrypted
nmessage to DTH2 using the comruni cation neans 25 receiving a second
encrypted nessage from DTH2 using the comuni cati on neans; using the

private decr o_decrypt, t he second encr ted nes e to tain a
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from DTH2; and 30 addi ng.the dlg@@ token to the store of digital tokens
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of decr ymiiEyaleRBSSRERM IPICrypted with a public key derived fromlID 1;
sending I D I go DTH2 using the comuni cation neans; receiving a first

encrypted nesgnkngHDkﬂhHﬂHH@U&QgﬁgHKNHHQGQﬁumunqnmon means; 10 decrypting
the first encr ted etu$ e E{Qi e dedéggtlon ke o obtain 1D2;
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using the cofeanirzan anoynsahdigitakigken to be transterred to D
encrypting the amount of digital token with a public key derived from ID2 to provide

a second encrypted message;
sending the second encrypted message to DTH2 using the communication means; and

15 deducting the amount from the store of digital token.

According to a ninth aspect of the present invention there is provided a method of controlling
a first digital token holder (DTHI) to receive a digital token from a second digital token
holder (DTH2), said DTH1 having a communication means for communicating with DTH2, a
store for holding digital tokens and a first identification (ID1), said DTH2 having a second
20 identification (ID2);
receiving a private decryption key capable of decrypting a message encrypted with a
public key derived from ID1;
receiving ID2 from DTH2 using the communication means;
encrypting ID1 using a public key derived from ID2 to provide a first encrypted
25  message;
sending the first encrypted message to DTH2 using the communication means;
receiving a second encrypted message from DTH2 using the communication means;
using the private decryption key to decrypt the second encrypted message to obtain an
amount of digital token transferred from DTH2; and

30 adding the amount to the store of digital tokens.



15 deducting the amobunt fromthe store of digital token. According to a
ninth aspect of the present invention there is provided a nethod of
controlling a first dirgital token holder (DTH 1) to receive a digital
token froma second digital token hot¥er (DTH2), said DTH 1 having a
conmuni cation nmeans for comunicating wth DIH2, a store for hol ding
digital tokens and a first identification (1Dl1), said DIH2 having a second
20 identification (1D2); receiving a private decryption key capabl e of
decrypting.a.ne vt ed-wi t h. ublic key derived fromID 1;

recei vi ff + D21 LoMt OF P qud *'-‘""' cation neans; encrypting ID I
using a public key derived fromID2 to provide a first encrypted 25
messagein sefedith@ravide § ibetér @nlersypidat ofseggesehoiEmzon) pir¢fgrrédembodiments
comuni cati on neans; . receiving a second encrypted nmessage from DTH2 usi ng
the comyiHinoat berfeserihed: in gisptsy detedl fwi way of Faemppt Pol. REY tbeares hihe he
second : : tain an anmount of digital token transferred
from DT g%rnaéﬁh%ér&g%ﬁl?gg 1%%,gwghount to the store of digital tokens. -11-
Det ai |l ed Description of Preferred Enbodinents In order to provide a better
undeg st ' . ' LNy .0, LK S W w be
doscr; balirh? iF a shiindieTaittent EEY ool RrRERER SRROR IR b elen ", e
acconpaslectignid heah$gording whi grieferfed Fogub£thd preseat incdmeions i ¢ representati on
of a systemfor securely transferring digital tokens by electronic neans
according to a preferred formof the present invention; Figure 2 is a
schemat iFggureprie s stlichdtinreprieséntatiopi dfad dighkletokdohsldér shoomrinierdceingatithngthin t h
ot her conponents_ of the systemof Figure 1; Figure 3 is a schematic

di agr am*SREMPAE @%E%%&@‘B?Fgﬁfﬁypt ed messages between tokens 10 hol ders
according to a preferred formof the nethod of the present invention.

Figure 3 is a schematic diagram showing exchange of encrypted messages between tokens

10  holders according to a preferred form of the method of the present invention.

Referring to Figure 1, there is shown a system 10 for securely transferring digital tokens by
electronic means. The system 10 includes a secure token handling domain 12, one or more
trusted authorities 16 and one or more trusted third parties 20. Trusted authorities 16 are also
trusted third parties. The token handling domain 12 includes a plurality of secure tamper
15  resistant electronic token holders 14. In Figure 1 there are a plurality of trusted authorities 18.

The trusted third parties 20 include at least one token source 22 and at least one token sink 24.

The token handling domain 12 is configured to enable digital tokens to be passed only
between token holders 14 within the token handling domain 12. Thus, subject to the
exception described below, the number or value of each type of digital token remains

20 constant. Where the digital token represents a currency, the amount of tokens within the
token handling domain 12 remains constant. The only manner in which a token is added to or
removed from the token handling domain 12 is by one of the trusted third parties 20. If a

person wishes to add money to the pool of funds in their token holder 14, it is taken from a
conventional money source and added to their token holder 14 within the token handling

25  domain 12 through one of the token sources 22, such as a machine similar to an Automatic
Teller Machine. Likewise cash is removed from the token handling domain 12 by removing it

from one of the token holders 14, it is provided to a token sink 24 where it is converted to a



Referring to Figure 1, there is shown a system 10 for securely transferring
digital tokens by electronic neans. The system 10 includes a secure token
handl i ng donmain 12, one or nore trusted authorities 16 and one or nore
trusted third parties 20. Trusted authbdities 16 are also trusted third
parties. The token handling domain 12 includes a plurality of secure tanper
15 resistant electronic token holders 14. In Figure 1 there are a plurality
of trusted authorities 18 The trusted third parties 20 include at | east
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such as a machine simJar_ to an Automatic Teller Machi ne. . Li kewi se cash is
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cond? anteHE FEROL & Pﬁra hdling domain 12 until a new ticket is

pur chased and transferred to one of the token holders 14. 5 F@ferrlng to
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parties 2 a trusted authority 1 The token holder 14 also includes a
t oken shwtrop®ckssor. H&iednwg)pmc@ssoalencrakémd deereptsshe pommonicgionsenf the digitahol d

one or nore r tlon/ ecrypt natively the ke may.
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15  according to a pre-programmed method involving encrypted communication with other token
holders 14 within the digital token domain 12 and pre-determined trusted third parties 16 or
20 to ensure secure exchange of digital tokens. The digital token holder 14 is made physically

tamper resistant so as to reduce the possibility of interference and fraud occurring.

The token holder 14 may be in the form of a mobile/cellular telephone SIM card with the
20 telephone that the SIM card is within acting as an interface between thé user and the token
holder 14. The telephone may also provide the communication means between the digital
cashier 26 and other the token holders 14. Alternatively the telephone could function as the
cashier 26. The digital token holder 14 may take some other suitable form, such as for

example key ring.

25 The transfer of information between the token holders 14 will preferably use a wireless
communication such as the infra-red communication or radio frequency communication such
as using the Bluetooth standard. Alternatively it may be modulated communication over a

telephone network, including a mobile/cellular network.



10. secure nmenory of the token holder. The token slot 30 may be, for
exanpl e, non volatile nenory with error correction. The digital cashier 26
and token slot 30 are controlled by a control nmeans 28 in the formof a

m croprocessor. The m croprocessor enc¥ypts and decrypts the communi cati ons
of the digital cashier 26. The control neans 28 controls the .digital
tokens stored in the token slot 30 15 according to a pre-programred nethod
i nvol ving encrypted conmmuni cation with other token holders 14 within the
di gital .t oken domain,12 a Rre def,ermined.trusted t ties 16 or
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respective trusted hority TAI and TA2, respectively. Each cash hol der
has a rpepecel tmeicdamtil fingat pryvate Key iRt (o2 thenessprclivetrastké yagthoripy. Ktheand
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communication is established with its respective trusted authority, whereupon it downloads
15  and stores the private key. It is preferred that the communication for the downloading of the
private key is encrypted. This may be for example by the trusted authority using a public key
to encrypt the private key PrK1 or PrK2, the encrypted private key then being sent to the
respective cash holder, whereupon it is decrypted using a fixed private key held within the

respective token holder.

20  When the respective owners of the cash handlers DCH1 and DCH2 agree upon a transaction
involving the transfer of an amount of digital token from the cash holder DCH 1 to the cash
holder DCH2 the process of Figure 3 continues from step 46. At step 46 DCHI1 sends its
identification ID1 to DCH2. At step 48 DCH2 receives ID1. It is not essential that ID1 be
encrypted, although it is preferred that at least a basic level of encryption be used. This may

25  be for example to use a public key and private key set common to all digital cash handlers
within the cash handling domain 12. In addition to the cash holder’s identification, the name

of the respective trusted authority may be provided.

Each cash holder can generate or has stored a symmetrical encryption key and symmetrical

decryption key. The symmetrical decryption key is the same as or is derived from the



hol ders DCH | and DCH2 and a tenporal value such as the current date. Steps
42 and 44 show the respective cash hol der DCHL and DCH2 receiving today's
private key PrKI and 10 PrK2, respectively, fromthe respective trusted
authority TAl and TA2. Each of the cas®- hol ders store the respective
private key PrKI and PrK2 for the duration of the day or other period of
time or until a new private key is sent fromthe respective trusted
authority. The nethod of providing the private key may be for exanple; on
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t he pr ogesse of Figure 3 continues fromstep 46. At step 46 DCH sends its
identification IDI to DCH2. At step 48 DCH2 receives ID 1. It is not
essential that ID1 be encrypted, although it is preferred that at |east a
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br o et misEILEeh SHAt R S ihichEh tegon Pt REE S8l ea s symmet 11 val
encryption key and symretrical decryption key. The symretrical decryption
key is the sane as or .is derived fromthe -14- symetrica encrﬁétion key.

The sym£icpOfIthguses of - Ihbentpsidhe flapurteta%hﬁ%i@ﬂa tgoe fepsisered ipthersat@d each
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15 simply be in the form of pressing an OK button or may involve the entry of a personal
identification number. Once a confirmation of the transfer is received the first token holder,

DCHI1 encrypts the amount using the symmetrical key Sym.Key2 obtained from the second
cash holder, to produce a second encrypted message (MS(G2) at step 64.

The second encrypted message MSG2 is then encrypted using a public key derived from ID2
20 and the current state (PuK (ID2), date)), at step 66, to produce a third encrypted message
MSG3.

At step 68 the third encrypted message MSG3 is sent to a second cash holder DCH2. At step

70, the amount is deducted from the store of digital token within the d-cash slot 30.

Second cash holder DCH2 receives the third encrypted message MSG3 at step 72. The
25 second cash handler decrypts the message MSG3 using second cash holder’s private key
PrK2 to produce the second encrypted message MSG2 at step 74. The private key may be

deleted if the system is configured to download a new private key every time it is used (or as



5 nmessage (MSG 1). At step 52 the first encrypted nessage, MSG | is sent to
the first cash holder DCH 1. The public key derived fromID | and today's
date is witten as PuK-(ID 1, date). At step 54, the first cash hol der
DCH1 receives the first encrypted nessi¥ge MSGL. At step 56 DCHL decrypts
the first encrypted nessage using private key PrKI to obtain, at step 58,
the 10 symmetrical key, Sym Key2 and the identification of DCH2, |ID2. At
step 60 the user of DCH 1 enters the anmount of digital cash to be

transferred .to..the. second cash hol der 2. such as by keying the.amunt
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Variations on this procedure may occur. A first variation may be where the user of DCH2

15  enters the amount in a “please pay me this amount request”. The procedure is substantially

the same with the differences being listed as follows. DCH2 may initiate the process by

asking for the ID of DCHI1. The process then proceeds with step 46. At step 50 the amount

may be encrypted within the first encrypted message along with Sym.Key?2 and ID2. Step 60

is therefore not required as the amount has been sent by DCH2, although the confirmation of

20  the transfer of the amount is still required at step 62. The process then continues as described

above.

Another variation may be where it is desired to asynchronously send token from DCHI to
DCH2. This procedure occurs as follows. The identification of DCH2 must be known to the
user of DCH1. This may be, for example, in the form of a mobile phone number if the cash
25  handler is in the form of a mobile telephone. Step 46 to 58 are omitted from the process. At
step 60 in addition to the entry of the amount of d-cash to transfer to DCH2 the identification
of DCH2, ID2 will have to either be entered by the user or, for example, recalled from the
telephone or SIM card’s memory. Step 64 is omitted in this process, as is step 76. Step 74 is

varied in that the message sent from DCHI1 is decrypted using PrK2 to produce the amount as



communi cation failures. 5 At step 76, the second encrypted nessage MS& is
decrypted using the second symetrical key or second symetri cal
decryption key to produce the ampbunt. Now that the ampbunt has been
received by DCH2 this anpbunt can be adtled to the store of digital cash kept
in DCH2's d-token slot at step 78. The anount of token received is

di splayed to the user at 80 to confirm that the transfer of d-cash has
occurred. Preferably the second cash handl er DCH2 sends an 10
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Optionally the anount of d-cash transferred may only be deducted fromthe
store of e-cash once the receipt has been revived. Variations on this
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therefore not required as the anmount has been sent hy. DCH2, although the
conf i r mBEQWasdoft 3le (URRL t Wametese 28T ukdirehgnelasy/id-kadt ilinis capiparaRhyamesiody 62
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where it Is desired to asynchronously send to fromDCH 1"t DCH2. This
pr ocedunethodtes andathe fpobliowsy ddrinedi fdemtai daske Abiden idehti @ nrandtthd eukerowiatet o

t he_  _user of 1.. This be, for exanple, int formof a,nobile phone
o By 4 eaoibieb o Rt g bRked olE PR ifthd gl i b ersi oot "6
to 58 apeheURIt B f/EQMd s iBrdadeRBe/. A step 60 in addition to the entry of
t he amount of d-cash’to transfer to DCH2 the identification of DCH2, |D2

wi Il have to either be entered by the user or, for exanple, recalled from
the tehgphaBRaE of MbRAT QkendTBIRF YhanXALR i$4ithFarCly iHeClethBd (U dAr AfRES, as
is step /6. Step 74 is varied in that the nessage sent fromDCH 1 is
decr ypt ddhane thegolmkare nonpeash gumendies sapl ahair aleagegpoints, loyalty or reward points,
redemption points, bonus points, etc. the manner is identical to handling cash except instead
15  of amounts of cash being exchanged amounts of points are being exchanged. Where a digital
token holder is capable of storing more than one type of token, a record of each type of token
is stored against or within the token so that for example, loyalty points are not added to cash.
In addition, where the currencies are different national currencies, such as for example US

dollars and Singapore dollars, these forms of currency are kept separate by using an identifier

20  identifying the type of token, ie. US dollar cash and Singapore dollar cash.

Where the tokens are tickets, gift vouchers etc. that are discrete items that can only be
exchanged intact, again the method is similar to those outlined above, with the exception that
each digital token is kept separate from other digital tokens so that the value of each token is

discrete and intact.

25 It may be desirable for each token to contain a digital signature so that authenticity of the
item represented by the token can be verified when it is exchanged at a token sink for the
item it represents. Furthermore, when a digital token is transferred to a second digital token

holder, it may be desirable to look inside the token so that the user of the second digital token



the symmetrical key is not used in this process. The transfer of
information in this matter may occur by text transfer, such as using short
nessage service (SMS). The nethod of deriving the identity specific private
key (PrKl and PrK2) and public key PuKl- and PuK2 may be, for exanple, are
derived fromthe token holder's identification use 5 the algorithm nethod
described in the identity directory-less public key cryptographic system
described in UK Patent Application GB2370471. A description of this (I DPKC
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digital ot her "'than cashis sim ou ove.
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hol der 1 s capable stori'ng nore than one type of token, a record of each
t ype of holdkeas prosf ef authehtimigni Thet hash redordiwll thes heokmoved whbmthef digitadxakgi e,

| oyal ty.points are not, added to, cash. .Nn_addi tion, where the rrenci es
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identifier 20 identifying the type of token, ie. US dollar cash and

Si ngaposdue oty kash pasbeingiierecanynwre.okens are tickets, gift vouchers etc.
that are discrete itens that can only be exchanged intact, again the
nmethod is simlar to those outlined above, with the exception that each
di gi t al Thelasthenticikepf a elrar cancbd cliarked eing disgdigitdl sigrlatire, wherehHbthe digitelal ue

of each token is iscrete and intact. 25 may .be desit.abl e, for .ea
Coken’ t senntesm e BF Faen 31 el b Gtess e, Lpo R B Rat R o o p i S
repr esepdked, )s ided ke digital hekanedlof. ixadhisheint 4n hcknexddigement mhy detseken
sink for the itemit represents. Furthernore, when a digital token is

t r ahBf ecprigrming shas devdigital tpkemican drapmoved from the first digital token holders token
slot.

Where a receiver initiated transfer of a digital token occurs, the method is similar to that
outlined above. In the place of requesting an amount of digital cash, the second digital token
holder requests a specific digital token. The first digital token holder looks up a list of tokens
20 its possesses and finds the appropriate digital token and requests confirmation of the transfer
of the token. The rest of the procedure is the same with the amount of digital cash being

transferred substituted with the token.

This process can be further enhanced by the sender rendering the token invalid by damaging
data contained within the digital token, such as by modification of the digital signature. If the
25 damage is conducted in a known manner, the validity of the token can still be assessed but it
can also be determined that it has been handed over/used. If, for example, the token is used as
entrance to an event, the damaged digital token can be used to allow re-entry into the event
without having to pass a new entry token to the person leaving. Once the event is over the

entire digital token can be deleted.



hol der, it may be desirable to | ook inside the token so that the user of
the second digital token -17- holder can confirmwhat the token represents.
It may al so be desirable to protect the digital token from
damage/interference, in which case a fl&ed symetrical key may be stored
within each digital token holder in a tanper resistant manner so that the
contents of each token can be encrypted. A hash can be taken of the
encrypted token and kept in the hardware. The 5 encrypted version of the
token C%/r'here oke% 3\%8{(? ?%%Xlwﬁrr%gélﬁﬁtﬁo S an %@?rbr@s%ltg ras %r L{n%eg' sf;n le &
service prov e ent ypte enirsre rleve ranst erfed out
of the hgkﬁgnmha&ﬂennumecbﬁshea&khﬁﬁoepﬁkyﬁhedkhn&ﬂm)&anobegngkaﬂem.aga|nst
the record stored in the token holder as proof of authenticity. The hash
record will then be renoved when the digital token is transferred out.
Shoul d Chadigiohsakbiated pitHC ek itekenQfante@eprasanydalt dinfbr@btion it scomphingd the
replication |s sent to the sane digital cash holder, the repllcatlon\MII
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aut hent h i I

if the h? rb%{ ag(f&gn&d %8 ggﬁﬁ)&atelﬁlﬁgdﬁ?ﬂahﬁ&e nh%l t%gl'#g? abe %@?@%%‘gﬁ’awﬁgon
verifi cabnmnnsférabhea dtglﬂabnkemt}tay rapiesants tsognentiyt for 8 gamlgent peopleher aldigithlal
token slogt. At thIS poi nt. an acknow edgenent my.be sent 15 conflrnlng t hat
the di gtct P Wik eanditigns BB therRITARE SUCBAY B MSTRTSTHR gF $ome POREMMANGCEHNSOk oken
sl ot. VWheIBkéh kfg&ieyer initiated transfer of a digital token occurs, the
nmethod is simlar to that outlined above. In the place of requesting an
anount of digital cash, the second digital token holder requests a

speci fi 2'619'(9 {4l toi(%%th Iﬂga %écﬁ%&d digiok Q‘:lon&ﬁ%ﬁé" ool ASkeskROKR &{Hld?tlcldssﬁs of

t okens possesses an s the appropriate digital token and

r equest sddioofidl daes fooexahplehesing EVEE,RDF of sitipy tavkeand Vidhee past of t he
procedure is the same with the amount of digital cash being transferred
substituted with the token. This process can be further enhanced by the
sender f[eddesimpipst Metwhm theveadditiorbis atemchagl togthe dddnaityc ofithei toleh wivhéx thet he
digital token [

nmodi fi ion of the di |. signature. |f the 25
danmge. 1S R BHae AremrigRMT AL A FeauFmen o et SR e ek AP |
be asseggftral¥itrable condition may be represented by the inclusion of the identity of the digital

token holder. Before token transfer can take place, a check is conducted to ascertain the token
15 transferability. Only the digital token holder with a correct identity or a special redemption

device (such as a specific digital token sink) is allowed to accept the transfer.

When the condition relates to attributes of the owner of the token, then it will be necessary
for the owner to show the redeemer a digitally signed attribute certificate or a physical
equivalent to prove satisfaction of the conditions. For example, a digitally signed age
20 certificate may be provided if the token represents entrance to an event which is restricted by
age. Alternatively the token holder may show their drivers licence or some other form of

physical identification to satisfy this requirement.

This may result in some digital tokens not being able to be transferred within the secure

digital token environment and only from a token source to a token sink.

25  When the condition relates to the time and place of redemption, then additional functionality
can be included for the digital token holder to check the validity of redemption in

collaboration with the redeeming token sink.



can al so be determned that it has been handed over/used. If, for exanple,
the token is used as entrance to an event, the danaged digital token can
be used to allow re-entry into the event wthout having to pass a new
entry token to the person |leaving. One®the event is over the entire
digital token can be deleted. -18- Were a token is valid for nultiple
redenptions, it can be represented as a nunber of single wuse digital
tokens. In this case the redenption process is identical to that of a

singl e token.  Conditions sociated with the token can be represented as

! nf or mat oA S ChRRMRGAG S RES 1ok en fope Bonpiien RPRenone ERBRY PR s
represefi@eh fdifBnikdiRe & i évdint Isgfevideédbelowe! ude an 5 appropriate

acconpanyi ng condition. O her conditions mght include a digital token that

is non-transferable, a digital token that represents single entry for a

group of peopi/y) ggndgaglgq%gt%ragﬁgm Whitdl tQQAdi tions on the entrants such
as age, nenbership or sone other qualification of the token holder etc.

The digitad DIkENrescivhs e mgeastpad ebks ep thé lisooltiokersnis possasses apd émdsnthet he
conditions as_ 10 .ad itiPrgﬁl éiat a, for exanple, using XM., RDF or sinply
nane’ and val ABPTRBIFE A3 OKER St npl est case, where the condition is attached

to the identity u? rti]fh?T LHPKSARANOE5th tB@%keBQﬁ%@,t%kﬂenE@ﬁh&‘% fRcipient of the

representation o e requirenent prior to digital signing. For exanple,
non-t ransf er &lee. condi ti on may be represented by the inclusion of the

identity of e digital. token hol der. Befor e ransfer can tak
pl ace, ; che ‘qgsthgd’h‘gl!%FEHYP%O%E%yeﬁ?ré‘feﬁ_ t{r%%?tﬁéﬁql)é ’i"?iaﬁ%.gfcé’r'rﬁ'bti qiqt? @?e nly
the digital tkgRs &Q:'rﬂﬁéd,%ﬂi&h_@r&?}éieﬁfeﬁ ds PRI at@) (13, SPeci al redenption

device (such as a specific digital token sink) is allowed to accept the
tramgf er. dNhdvhénhBTHGAdedivasthe eharypsd ttokent it mib sesd a aéquebicQdon the wkcedshey

token, then it wll necessar for the owmner to show,the redeener a
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15 e Having received the encrypted message from DTH2, DTH1 sends the requested
information to DTH2. If the symmetric key is included, DTHI can use his key to
encrypt the requested information and send it encrypted back to DTH2. When the

conditions are verified the digital token is redeemed.

If the request needs physical proof to show the attribute of the user of DTHI, then the
20 request and response can take the form of inspection of a document by a person or a
machine scanning a magnetic strip of a card or smart card reader reading the information

within a smart card or so forth.

Modifications and variations may be made to the present invention without departing
from the basic inventive concept. Such modification may include the timing of receiving
25 the private key from the trusted authority. Rather than it being downloaded at the start of
the day or upon power-up of the token holder, it may be downloaded as and when

required and/or at predetermined intervals.



This may result in sone digital tokens not being able to be transferred
within the secure digital token environnment and only froma token source
to a token sink. 25 When the condition relates to the tine and pl ace of
redenption, then additional functionat?@y can be included for the digital

t oken hol der to check the validity of redenption in collaboration with the
redeem ng token sink. -19- An exanple of a sequence of events for a token
to go fromtoken hol der one to token holder two to gain entrance to an

event is ovi ded.bel ow._  DIH2.sends.a r est .far.a specific digital, token
T orhe PRRbiHEEnRRY and AFRIGHE WS e B e PR FRRE bR oM bl oee
and finds gré®nt mvaiu)Bid @itere f GiliieH istto e Meterminkl €rdss ete fedod dese@ption Ns
both the token to be transferred and the recipient of the token. Using

t he publ i Andri@pgisted 6kiMey derived from DTH2's ID2 and the current date the
token is encrypted, which is represented as PB(ID2 date) (T). 10 Wen DTH2
receives the encrypted token it will send a request Q for the necessary
attributes of the digital token owner using public encryption key derived
fromthe identification of DIH, 1D, and the current date. Optionally,
DTH2 could first encrypt the request within symretric key so that the
answer can be encrypted with the symetric key so that it renains
confidential. 15 Having received the encrypted nmessage from DTH2, DTH
sends the requested information to DTH2. If the symmetric key is included,
DTH1 can use his key to encrypt the requested information and send it
encrypted back to DTH2. When the <conditions are verified the digital token
is redeened. If the request needs physical proof to show the attribute of
the user of DTHl, then the 20 request and response can take the form of

i nspection of a docunent by a person or a machine scanning a nagnetic
strip of a card or smart card reader reading the information



within a smart card or so forth. Mdifications and variations may be nade
to the present invention wthout departing fromthe basic inventive
concept. Such nodification nmay include the timng of receiving 25 the
private key fromthe trusted authority2lRather than it being downl oaded at
the start of the day or upon power-up of the token holder, it may be

downl oaded as and when required and/or at predeterm ned intervals. -20-
Such nodifications and variations are intended to be included within the
concept of the present invention, the nature of which is to be determ ned

fromthe,f oing description and appended clains. -21- CLAIMS: 1. A
system &olﬁ'ﬁsl\-gghrel y transferring digital tokens by el ectronic neans, the

system conprising: a secure digital token handling donmain conprising a
plurality of tanper-resistant 5 electronic token holders, each token

hol der havi nd systeralibt is¢qurdly tpmefcesisg digitak takees ibyf decraniomeansg| tht isggtetno t he
transfer of .digital tokens; neans for said token holders to communicate

wi thi n EH8PYFP%t al token handling domain only with other token hol ders,

reans. for saidekgkenghial (RES hAERTIMALRA AR depibfifindbbidiberlrelisint

handling 10 domain only with predeternined tru third parties,
i ncl uidi nigcoemc tokemboblets; sarhgdkenchaldeshiavingshe &shyrisipbdcess and stdre information

adm ni stration of encryption tters; means for encrypting and decrypting
secure &9 tpégﬁﬁr%rﬁgerﬁ’gfi%tghgggwen holders within the digital token

handl i ng doniieans d6d sigt wrem Holleed td Qolinicié witken Rhe dRgieN NoR@ hahdlided
parties; 15 wherein each of said token holders has a unique identification

and is geweindudy withiother teliepligldsrcey correlated to the identification of the
respective t%%ﬁ's %)1] Qa% t@iggl ?18]91@%' fo %mmunicate outside the digital token handling

10 domain only with predetermined trusted third parties, including one or more trusted

authorities responsible for the administration of encryption matters;

means for encrypting and decrypting secure communications between token holders
within the digital token handling domain, and between token holders and the predetermined
third parties;

15 wherein each of said token holders has a unique identification and is provided with a
private key correlated to the identification of the respective token holder and capable of
decrypting a message encrypted with a public key derived from the identification of the
respective token holder and generated by another token holder;

whereby, in use, digital token transfers can be securely performed within the digital

20  token handling domain.

2. A system according to claim 1, wherein the means for said token holders to
communicate within the digital token handling domain is in the form of a digital cashier that

resides in each token holder.

3. A system according to either claim 1 or 2, wherein the means for said token holders to
25 communicate outside the digital token handling domain is in the form of a digital cashier that

resides within the token holder.



decrypting a nessage encrypted with a public key derived fromthe
identification of the respective token hol der and generated by anot her

t oken hol der; whereby, in use, digital token transfers can be securely
performed within the digital 20 tokerZhandling domain. 2. A system
according to claim1l, wherein the neans for said token holders to

communi cate within the digital token handling domain is in the formof a
digital cashier that resides in each token holder. 3. A system according

to either claim1 or %,.mh@rein tgg ﬁgaQ% fpr ;sai.d t oken Qolderstt% 5
comuni ¢at e OUYSFHAEREING 190X 00 OF SRS 3 WK e mEans; Ipr eRCIRUAR ATy 5
di gi t al d&asdtingr sektit confirfGnid@fondiis h thd Rent 6k @rcofitbldieans #didedt whthkiy &dcm
according to any one of claiml to 3, wherein the neans for encrypting and
decr ypt tokgn beldar- e comuni cations is in the formof a control means resident
wi thin each token holder. 5. A systemaccording to claim4, wherein each
control neans operates according to a 5 pre-progranmed nethod of.

encrypt fng afdsydenoy gqsording toahgimide athictam peﬁhamtm?mﬁatmeperaté% pecording teliagi t al
cashier. 6. A tem accor di | ai rei cOn S

con?‘e‘r ol Ereé‘f%%ré‘g%?ﬁdg ' O%t 8E§ ﬁgryggré% I’aglh nrr%e%{ %P@Epgdeﬂ%lbgg?tg%ﬁté% %lrr%g{‘ﬁ% E)haes ed
on i nf ofeRpddtion diumar y43hieel Wi thin  communi cations with other token hol ders
and predetermned trusted parties. 10 7. A system according to any one of
claims | to 6, wherein the amount of digital token wthin the secure

di gi t al 6t okeR dyaeahl dcogrdetpniichimer)aihlteis tesdoattbl R¥aRRbnibIe s@reb digitaltolenken
is added to the secure digital token handling domain by a source L

pr edet eRGFOFERE t FUSE edTTPIOBERMIPeG t neBiodd haseda| of o REArMatione ARGEEPIYdr oYfithiRe
secure digi : ' E@i ' third party. 15 8.
A syst ﬁ@*&‘%@#ﬁ%ﬁ%ﬁé@‘ﬁg’! tlr??%} i er gflé\)}g{eagélgﬁg‘e%%l#%é ggl?'tregt}st ed authorities
provi de each token holder with a decryption key for use in decrypting

encly pt ?.d CO%@&&""&&%M@ {ohany one of claims 1 to 6, wherein the amount of digital token

within the secure digital token handling domain remains constant except where digital token

is added to the secure digital token handling domain by a source predetermined trusted third
party or digital token is removed from the secure digital token handling domain by a sink

trusted third party.

15 8. A system according to claim 7, wherein the one or more trusted authorities provide
each token holder with a decryption key for use in decrypting encrypted communication with

other token holders.

9. A digital token holder comprising at least:
a tamper-resistant store for storing digital tokens;

20 communication means for enabling communication within a digital token handling
domain only with one or more other token holders for the transfer of digital token to one of
said other token holders;

communication means for enabling communication outside the digital token handling
domain only with predetermined trusted third parties including communication for receipt of

25 adecryption key;

means for encrypting and decrypting secure communications with token holders

within the digital token handling domain, and with the predetermined third parties;



ot her token holders. 9. A digital token holder conprising at least: a
tanper-resistant store for storing digital tokens; 20 conmunication neans
for enabling communication within a digital token handling domain only
with one or nore other token holders f&- the transfer of digital token to
one of said other token hol ders; conmunication neans for enabling

communi cation outside the digital token handling domain only with
predeterm ned trusted third parties including communication for receipt of

25 a decryption key. nmeans for .encrypting apd,.decrypting secure

communt cat | oHONel cRerbic i rontPeE WP RS PRGB! RN SeiiSitnt g
domai n, pRRthnihEd mctiRd dRITRACyPId ddatindicdtidn RALH btBSr wk&BholdeRtwitlin IRAAIGitAIOr
controIFing the store of digital tokens according to a pre programed

net hod tsker hendlreedpresinmand peedeiesningd trysisd HBird partien thensyes secife gichangseof

di gi tal . tokep,handling domain and predetermned trusted third parties to
ensure S&cure exthange of digital tokens; 5 wherein the digital token
hol der has awherdettithei digitdli tbkeraholder hayda iusigue Querdifidation Andiis providedewitiew
correlated to the identification and capabl e of decrypting a nessage
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according t 9, wherein the neans sal d t oken hol ders

comuni t&kee hoidehi n t he digital token handling donain is in the formof a
digital cashier that resides in each token holder. 11. A digital token

hol der according to either claim9 or 10, wherein the neans for said token
hol der s10.0 cAndipitil dolten lmldesiadeorting tdichuirhd, whetedmtheanehns igr chadrevken helders t he

formof a digital cashier ,that resides.within the token hal der.., ;15 .12. A
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means f @fat resides in each token holder.

11. A digital token holder according to either claim 9 or 10, wherein the means for said
token holders to communicate outside the digital token handling domain is in the form of a

digital cashier that resides within the token holder.

15 12. A digital token holder according to any one of claims 9 to 11, wherein the means for
encrypting and decrypting secure communications is in the form of a control means resident

within each token holder.

13. A digital token holder according to claim 12, wherein each control means operates
according to a pre-programmed method of encrypting and decrypting communication to and

20 from the respective digital cashier.

14. A digital token holder according to claim 12, wherein the control means controls
stores digital token according to a pre-programmed method based on information encrypted

within communications with other token holders and predetermined trusted parties.

15. A digital token holder according to any one of claims 9 to 14, wherein the amount of
25  digital token within the secure digital token handling domain remains constant except where

digital token is added to the secure digital token handling domain by a source predetermined



encrypting and decrypting secure communications is in the formof a control
nmeans resident wthin each token holder. 13. A digital token hol der
according to claim 12, -wherein each control mnmeans operates according to a
pre-programred met hod of encrypting am#-decrypting conmunication to and 20
fromthe respective digital cashier. 14. A digital token hol der according
to claim 12, wherein the control neans controls stores digital token
according to a pre-progranmed net hod based on infornmation encrypted wthin

[ ' ith , K hol d d .m ned d ties.
15 A e Ee Rota AR B ar R e e gy e SRHer o

t he anopyh sigk trudRddhied paty.t oken within the secure digital token handling
dormai n remai ns constant except where digital token is added to the secure
digital token handling donmain by a source predeterm ned -24- trusted third

party ofe.di git @igithOkskRni fold@NReBFHiAE AHN dldith ISC WiRreih Ghé @net kg rdandiedng
domain by a sink trusted third party. 16. A digital token hol der according

to cl ai snth@itiestnsedile eadhetobere holdenwith a dagansign kgiitfhorse inedecpipbng ¢gecreated

t ok hol der with a. r i for use in decrypting encrypted 5
conﬁﬂni%g?wgﬂwgﬁ?%w3€§efygb gﬁoﬁg%ders. 17. A method of exchange of digita
tokens including the steps of: providing a secure digital token handling

domai n npri, si | ural ity of. er - sistant el ectronic token

hol der's onch araforerhdesclosin) PR Lpe Ry e Metetes and stor e
information peRllingdg steurt iepital ddiehaian@fingdginbidl cdniediig 4 plaaily &f taiper-t oken
hol ders communi cating with a correspondi ng predetermined trusted third

party tssispnarliconiesokepthadderiespch sokenrhpldesthaying the Rbikithén geocess(auHitgre
comuni ﬁl?&&x{b%o}é‘rélﬁt[i@jt%%ﬁé’{}gns%r otf\*lé\ifggaﬂ%?c@?-ho' ders (DTH2) by an exchange of
one or nore encryp nessages, rern the respective decryption key
obt# ned by tdeh dfithiestokamtoldesanehrnkieninpolides cemespbading @eadgpimimedafustede 15

encrypted nessages sent by the other token hol der, wherein one of the
encrypt @gdr@ggé% gbtain a decryption key;

a first of the token holders (DTH1) communicating with a second of the token holders
(DTH2) by an exchange of one or more encrypted messages, wherein the respective
decryption key obtained by the first and second token holder enables decryption of the

15  encrypted messages sent by the other token holder, wherein one of the encrypted messages
includes an amount of digital token to be transferred from the first token holder to the second
token holder;

transferring the amount of digital token according to the encrypted message including
the amount;

20 a first trusted authority providing the DTH1 with a first private key correlated with an
identification ID1 of the DTH1 and capable of decrypting a message encrypted with a public
key derived from the identification ID1 of DTH1 and generated by the DTH2, and providing
the DTH2 with a second private key, correlated to an identification ID2 of the DTH2 capable
of decrypting a message encrypted with a public key derived from the identification ID2 of

25 the DTH2 and generated by the DTHI.

18. A method according to claim 17, wherein the first private key is capable of decrypting a

message encrypted with a public key derived from ID1 and a temporal value.

19. A method according to claim 17, wherein the second private key is capable of decrypting



i ncl udes an amount of digital token to be transferred fromthe first token
hol der to the second token holder; transferring the anount of digital

t oken according to the:encrypted nessage including the amount; 20 a first
trusted authority providing the DTH 1-#th a first private key correl ated
with an identification ID1 of the DITH 1 and capabl e of decrypting a
nmessage encrypted with a public key derived fromthe identification ID

of DTH 1 and generated by the DTH2, and providing the DTH2 with a second

ivate k I t 1 jdentifigati I f t TH2 bl f
Gecr ypt PG ek EaasEl Bl pbluk e fbiPR oy Gond D rom the -
identification ID2 of 25 the DTH2 and generated by the DTH1. 18. A net hod

ding to,claim 17, wherein the.first . priyate key. i bl e, of
decrypt Py aA HEbEL GeoutiRs hord anant HipUBei 18 By i SelPR bt o
t empor abf pajvitiag #2- DAHDBLRPE s%ﬁﬁ_h’{ﬂaﬂﬁez)g BagfabRi &1 ehérypWhe h &héssddeethaesannst

private key is capable of decrypting -25- a nessage encry tedpvm't.h a public
key der id¢asupted aptng the symmatricalnkeyr erl a WaeryptiomRey deriet Hoem dbe ayramaigicelokany
one of ¢l ai. 17 rejin e nmethod includes the step of providing
t he %ﬂTEb%%%%?@ésréﬁﬁég?V%% p'%@kéapable of encrypting a nessage that can be
decrypted using the symmetrical key or a decryption key derived fromthe

symet ri,cal ke 5. (herei naft.er tr.ical decryption.key). 21. A nethod
cocordi A5t o chsRd SgSrRE LI 2 Wb TR oifSebhe stRbmdty SAufBhoa
DTH2. 2pTHR.nmet hod according to claim 20, wherein the symmetrical key is
generated by DTH2. 23. A nethod according to either claim?21 or 22,
wherein the symetrical decryption key is 10 permanently stored in the

t oken hobder A déthodadtBidigortaRrd Weerel thé §yi@hetcibaikey &loeRéraikd by WEHEI N t he
symmetrical decryption key is generated by DTH2. 25. A nethod according to
any one of clains 17 to 24, wherein the nethod includes the

23. A method according to either claim 21 or 22, wherein the symmetrical decryption key is

10  permanently stored in the token holder.

24. A method according to either claim 21 or 22, wherein the symmetrical decryption key is
generated by DTH2.
25. A method according to any one of claims 17 to 24, wherein the method includes the

15  step of DTHI providing DTH2 with ID1.

26. A method according to any one of claims 17 to 25, wherein the method further includes
the step of DTH2 encrypting the symmetrical key and ID2 using a public key derived from ID1
to provide a first encrypted message.

20
27. A method according to claim 26, wherein the public key is also derived from a

temporal value.

28. A method according to either claim 26 or 27, wherein DTH2 provides DTH1 with the
25  first encrypted message.

29. A method according to claim 28, wherein the method further includes the step of DTHI
using the first private key to decrypt the first encrypted message to obtain the symmetrical key
and ID2.



15 step of DIH | providing DTH2 with ID 1. 26. A nethod according to any
one of clains 17 to 25, wherein the nethod further includes the step of
DTH2 encrypting the synmmetrical key and I D2 using a public key derived from
IDI to provide a first encrypted nmess#ge. 20 27. A method according to
claim 26, wherein the public key is also derived froma tenporal val ue.

28. A nmethod according to either claim26 or 27, wherein DTH2 provi des DTH
1 with the 25 first encrypted nessage. 29. A nethod according to claim 28,
wherein the method further includes the step of DTHL wusing the first

private_key to decrypt the first encrypted nessage to obtain the

symmet r p&al kéynetﬁﬂ%aqcezdmg werlaim?’9, Nhﬁﬁ%gaHéé’w?&?{F g2 965 theampuniof takfay i n
DTHL di gpdayshsteRRd anpTifhe anount of token to be transferred to DTH2. 5 31
A et hod accoréing to claim30, wherein DTHL receives confirmation to
proceed wwth the transfer of the anmount of digital token. 32. A nethod

accos di Bg. t o alraetvddccomtingd ®i daiinlB), aereii DO 1 de@iveakorfitation ® procsey pitd
with a public key derived fromlID2. 10 33. A nethod according to claim 32,
wher ei nﬂteH@nﬁbe?ﬁtge paguntof diggal taksn ved froma tenporal value. 34. A method
according to claim 33, wherein the decryption key is used to decrypt the

15 encrypt ed SS sent. from.DTH 1,.to0. DTH2 to .ohtai.n second encrypt ed
mosengeTae. ATERACaERlng BRI L. SnkRirh ampu e By s 3Ry RRE Wi
synnptrb%amkgagkﬁﬂb&mmnkﬂmz to decrypt the second encrypted nmessage to _
obtain the digital token to be transferred. 36. A nethod according to claim

35, 1vherein DTH2 di spl ays the anount of digital token
33. A method according to claim 32, wherein the public key is also derived from a

temporal value.

34. A method according to claim 33, wherein the decryption key is used to decrypt the

15  encrypted message sent from DTH1 to DTH2 to obtain a second encrypted message.

35. A method according to claim 34, wherein DTH2 uses the symmetrical decryption key

to decrypt the second encrypted message to obtain the digital token to be transferred.

36. A method according to claim 35, wherein DTH2 displays the amount of digital token

transferred.

20 37. A method according to either claim 35 or 36, DTH2 acknowledges receipt of the digital
token to DTH1.

38. A method according to claim 37, wherein DTH1 displays the receipt.

39. A method according to any one of claims 17 to 38, wherein the digital token is for the
transfer of a currency, the token including an amount of currency transferred, wherein transfer of
25  the digital token according to the encrypted message includes adding the amount to a store of
currency in the second token holder and deducting the amount from a store of currency in the

first token holder.



transferred. 20 37. A nethod according to either claim35 or 36, DTH2
acknow edges receipt of the digital token to DTHI. 38. A nethod according
to claim37, wherein DIHl displays the receipt. 39. A nethod according to
any one of clains 17 to 38, wherein th& digital token is for the transfer
of a currency, the token including an anmount of currency transferred,
wherein transfer of 25 the digital token according to the encrypted
nmessage i ncludes adding the anbunt to a store of currency in the second

t oken hgl der and deducting,t he unt,.f.rom,a_store of .currency in.the
DRt TR A e RoRE ShSe Nn SORNR aid P WiBnd O Bofoni € HIGST ubslaflidliay
t okens hteidbefotd dRiribedRaMSefRdnst fthé addoyhpasyindlaeinpeef ore described with

reference to the acconpanying drawi ngs. 41. A digital token hol der
substantially as herei nbefore described with reference to the acconpanying

drawi ngg1, 5 42. dipitaTedokad helieremh@n@alyods Birbinbébret @sertsedSWHIBS tréfBiehad by tRS
her ei nbefore described with reference to the acconpanyi ng draw ngs.
accompanying drawings.

5 42 A method of exchange of digital tokens substantially as hereinbefore described with

reference to the accompanying drawings.



