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SYSTEM AND METHOD FOR RUNTIME OPTIMIZATION OF
PRIVATE VARIABLE FUNCTION CALLS IN A SECURE INTERPRETER

The present irivention relates generally to object oriented cdmputer systems

in which an interpreter executes object methods in a secure manner, and

particularly to an improved interpreter for optimizing calls to methods whose

sole purpose is to access the value of private variable, modify the value of a
5 private variable, or return a constant valﬁe.'

' BACKGROUND OF THE INVENTION

10 In object-oriented programming languages, every object belongs to a specific
“class,” sometimes called an object class. The class of an object indicates
what variables the object has and what actions (“methods”) may be
performed on an object.

15  Some variables (i.e., in objects) are marked “private.” This marking indicates
that the variable may only be accessed or modified by methods belongs to
the same class as the object. They may not be modified or accessed from
other classes. It is not uncommon for certain classes of objects to have
methods whose sole purpose is to access the value of a private variable,

20  modify the value of a private variable, or return a constant value. By creating

~such methods, the implementor of the class is better able to hide the details
of the implementation of the class. It also gives the implementor greater
freedom to re-implement the class, without requiring all users of the class to

recompile their code. .
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optimized code is directly using the private variable of an object

of another class. However, a secure runtime system will notice

this and flag a secunty violation. In parhcular, a secure runtime

system must not normally aliow a method to access private

variables inside an object of another class; and

2) the author of the original class loses the ability to modify the |

implementation if there is a possibility than anyone has

compiled optimized code against the “old” definition of the

private variables).

object class (i.e., with old versions of the methods that access

It is an object of the present invention to optimize the run time interpretation

of methods that call upon other methods whose sole purpose is to access a

program.

it is another object of the present invention is to a optimize

private variable or constant value, but without creating a permanently revised

a run time

interpreter for efficient execution of methods whose sole purpose is to access

avoided, without disabling the lnterpreter’s normal sec
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constant value. By creating such nethods, the inplenentor of the class
.s better able to hide the details of the inplenentation of the class. It

al so gives the inplenmentor greater freedomto re-inplenent the class,
wi thout 30 requiring all users of the class to reconpile their code.
-2 - However, nethod calls are of t&T far nore expensive (i.e., take
much nore CPU tinme) than variable accesses, Simlarly, method calls
are nore prexgating adnethed ofanesdlasg fram-aeeassing thel private variables of an
. object of another class.
5 SUMMARY OF THE INVENTION

"In summary, the present invention is a program interpreter for interpreting
object oriented programs in a éomputer system having a memory that stores
a plurality of objects of multiple classes and a plurality of procedures. In a
10 preferred embodiment, a secure program interpreter performs a special check
the first time it executes a method call to determine if the sole purpose of the
called method is to access the value of private variable of an instance of the
called method’é class, modify the value of a private variable of an instance of
~ the called method'’s class, or return a constant value. When this is the case,
15  the interpreter's intemal representation of the method being executed is
modified so as to directly access the private variable of an instance of the
called method's class, or to directly access the stored constant of the called
method.

20 The modified method representation, stored intemally by the program
interpreter, uses special “privileged” load and store instructions, not available
in normal source code programs, that aré allowed to access private variables

in instances of objects of other classes and constants outside the method
being executed. When the modified portion of the method is executed, the

25 private variable or constant is accessed directly by the executed method
using a privileged load or store instruction, the use of which avoids the
flagging of a security violation by the program interpreter.

Furthermore, when execution of the entire program is completed, the

30 modified internal representation of the method is flushed. As a result, the
modification of the executed method is ephemeral. If any of the called
methods are modified between uses of programs that execute the calling
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i mpl ement at i on bé uséd daring sach eubsbglientiexecations)therebyasreserving the author's

5 ability to modify the associated object class.

BRIEF DESCRIPTION OF THE DRAWINGS

10  Additional objects and features of the invention will be more readily apparent
from the following detailed description and appended claims when taken in
-conjunction with the drawings, in which: |

Fig. 1is a block diagram of a computer system incorporating a preferred
15  embodiment of the present invention.

Fig. 2 is a block diagram of the data structure for an object in a preferred
embodiment of the present invention. '

20 Fig. 3 is a block diagram of the data structure for an object class having a
plurality of simple methods.

Fig. 4 is a conceptual representation of the method loading and optimization
process of the present invention.

25 o
Fig. 5 is a flow chart of the program interpreter procedure used in a preferred
embodiment of the present invention.

Thi R —
et THIS SHEET RAS

}m BEEN
//lI/I///III/////I/I/7’[7ceqP o . L REPLAGED
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" multiple client computers 102 and multiple server computers 104. In the
5 preferred embodiment, each client computer 102 is connected to the servers
104 via the Internet 103, although other types of communication connections
could be used. While most client computers are desktop computers, such as
Sun workstations, IBM compatible computers and Macintosh computers,
virtually any type of computer can be a client computer. In the preferred
10 embodiment, each client computer includes a CPU 105, a communications
interface 106, a user interface 107, and memory 108. Memory 108 stores:
° an operating system 109;
] an Internet communications manager program 110;
° a bytecode program verifier 112 for verifying whether or not a specified
15 program satisfies certain predefined integrity criteria;
® a bytecode program interpreter' 1'14 for executing application
programs; '
° a class loader 116, which loads object classes into a user's address
space and utilizes the bytecode program verifier to verify the integrity
20 ~ of the methods associated with each loaded object class;
] at least one class repository 120, for locally storing object classes 122
in use and/or available for use by user’s of the computer 102;
[ at least one object repository 124 for storing objects 126, which are
, instances of objects of the object classes stored in the object
25 - repository 120.

In the preferred embodiment fhe operating system 109 is an object oriented
multitasking operating system that supports multiple threadé of execution
within each defined address space. However, the present invention could be
30  used in other types of computer systems, including computer systems that do
‘not have an operating system.
\
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- 3- preventing a method of one class from accessing the private
vari abl es of an obj ect of another cl ass. 5

SUMVARY OF THE | NVENTI ON : In summary, the present invention is a
secure programinterpreter for interpreting object oriented prograns
I'n a conputer system having a nmenory tBat stores a plurality of

Obj ects of nultiple classes and a plurality of

The class loader 116 is typically invoked when a user first initiates execution
of a procedure that requires that an object of the appropriate object class be
generated. The class loader 116 loads in the appropriate object class and
calls the bytecode prograrri verifier 112 to verify the integrity of all the
| 5 bytecode programs in the loaded object class. If all the methods are

successfully verified, an object instance of the object class is generated, and
the bytecode interpreter 114 is invoked to execute the user requested
procedure, which is typically called a method. If the procedure requested by
the user is not a bytecode program and if execution of the non-bytecode

10  program is allowed (which is outside the scope of the present document), the
program is executed by a compiled program executer (not shown).

The class loader is also invoked whenever an executing bytecode program
encounters a call to an object method for an object class that has not yet

15  been loaded into the user’s address space. Once again the class loader 116
Ioads in the appropriate object class and calls the bytecode program verifier
112 to verify the integrity of all the bytecode programs in the loaded object
class. In many situations the object class will be loaded from a remotely
located computer, such as one of the servers 104 shown in Fig. 1. If all the

20 methods in the loaded object class are successfully verified, an object
instance of the object class is generated, and the bytecode interpreter 114 is
invoked to execute the called obje;:t method.

_ As shown in Fig. 1, the bytecode program interpreter 114 includes a work
25  array 130 in which a working representation of all currently loaded methods
- are temporarily Stored. The working representation is stored intemnally to the
interpreter and may be dynamically modified to optimize execution speed, as
is discussed in more detail below.

30  In the preferred embodiment, the bytecode program interpreter 114 also
includes security procedures 132 or instructions for preventing a number of

program practices that are contrary to secure program execution
M
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rmesim&eﬁssaemkap]d%@ferred enbodi ment, a secure programinterpreter

performs k the first tine it executes a nethod call to
determn

sol e purpose of the called nethod.is to access the
val ue of 'a pr

vari able of an instance of the called nethod's-
class, nodify the val ue of a private vgrd able of an instance of the
caIIed met hod's class, or return a 15 constant value. |If this is the case,

the interpreter’ gg hgbﬁfé?ﬂé lﬁélﬂﬂﬁﬁe&&m@ihs@rfuctlons forl gtevaRtiny Stapiard load and

executed is nodified so as to directly ‘access the private vari abl e of
an instance of tstorebistradtions noohe methed from directly accassing:a private wariable in

f al l,ed hod d
enr caentat on. & ghikgt fifatiS RoistaBe of afiginel MasE WheR@EliSa ot any such

special "privil qgsﬁucﬁaﬁ% ﬁf&n pledr sy tHbS;?rbgfémQHﬁerpMér R‘fﬁdsalhé?nstructlon'éha

normal source code prograns, at dare allOowed to access private variables
in instancess of seEgurity mo&atmtmd abbuds sxecutionh obthetmethoddhat cantains:theet hod
bei ng executed. MWen the nodified portion of the nethod is executed, the 25
private variabl dN8WUEHNt ant is accessed directly by the executed nethod
using a privileged | oad or store instruction, the use of which avoids the

The bytecode program interpreter 114 furthefmore includés a function call
- replacement procedure 134 for replacing procedure calls to certain types of
10  simple methods with special instructions that directly access or modify
associated private variables or that directly load an associated constant
value.

15 - ‘Data Structures for Objects

Fig. 2 shows the data structure 200 for an object in a preferred embodiment

of the present invention. An object of object class A has an object handle 202

that includes a pointer 204 to the methods for the object and a pointer 206 to
20 adata array 208 for the object.

The pointer 204 to the object’s methods is actually an indirect pointer to the
methods of the associated object class. More particularly, the method pointer
204 points to the Virtual Function Table (VFT) 210 for the object’s object

25 class. Each object class has a VFT 210 that includes pointers 212 to each of
the methods 214 of the object class. The VFT 210 also includes a pointer
216 to a data structure called the class descriptor 218 for the object class.
The class descriptor 218 includes, in addition to items not relevant here, data
array offsets 220 for each of the variables used by the methods of the object

30 class (indicating where in the data array 208 the variable’s value is stored).
Furthermore, for each data offset item 220 the class descriptor includes an
identification of the variable (e.g., the variable’s name) plus an indicator of
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Furt her edtion of the entire programis conpleted, the
m)dlfle representatlon of the method is flushed. As a result,
t hé nodi of the executed nmethod is epherreral I f any of the
call ed nmethods are - -8- .
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-4 - the data type of the variable (e.g., integer) and an indicator as to whether or

fl agglngbs),getﬁ'fcurl ty violation by the programinterpreter.

not the variable is a private variable. In some embodiments the structure of
objects is more complex than shown in Fig. 2, but those additional structural
elements are not relevant to the discussion in this document.

Fig. 3 shows the data structure 122-A for storing the methods 230 of an
object class having several “simple methods”. For the purposes of this
' 'document, the term “simple method” shall be defined to mean a method
~ whose sole function is (A) retuming a private Variéble’s value, where the
10  private variable is private to the simple procedure, (B) storing a specified
value into the private variablé. or (C) returning a constant value.

The security procedures 132 of the bytecode program interpreter prevent any
method of one class from directly accessi'ng the private variables of an object
15  of another class.

Referring to Fig. 4, the program code associated with a method in an object
class is initially copied into the work array of the interpreter to form a working
internal representation of the loaded method. That initial working

20  representation of the method may then be modified by the interpreter in
various ways to generaie an optimized form of the working representation of

~ the method. In the case of the present invention, the working representation

of the method is modified so as to make procedure calls to simple methods
more computationally efficient. '

25 '

The Optimized Method lnterpfetation Methodology

| Table 1 contains a pseudocode representation of the portion of the program
30 interpreter procedure relevant to the present invention. The pseudocbde
o used in Table 1 is, essentiélly, a computer language using universal
computer language conventions. While the pseudocode employed here has
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er.difiemlislsBéeV\HwBrBeuﬂ&ﬁla@ﬂ progranms that execute the calling nethod, such as

to revis signed to a private variable or constant, or to have
t he : I§Bnger sinply access a private variable but instead
calculate™a val'ue, the revised version of the called nethods will be
used during such 5 subsequent executionss9thereby preserving the author's
ability - to nodify the associ at ed obj ect cl ass. ' :

BRI EF DESCR! PTlygbinGhvaiiBdidfN ithburposes\atiitié destriptioing ittis desigriecitoless

of the invention will be nore readily apparent fromthe follow ng

det ai | ed descr iegsily undatstangable by any-corapules pregrreimenskilled inthe ambct i on
with the drawi ngs, in which: Fig. 1 is a block diagramof a conputer

systemincorporating a preferred 15 enbodi nent of the present invention..
Referring to Fig. 5 and the pseudocode for the program interpreter procedure

§ shown in Table 1, when execution of a method is requested, a working copy

of the method is loaded into the interpreter’s work array (260). During
execution of the method by the interpreter, the interpreter selects a next
instruction to execute (262). If the selected instruction is a method call that is
being executed for the first time (264-Y) and the called method is a simple

10  method whose sole function is (A) retuming a private vériab[e's value, where
the private variable is private to the simple procedure, (B) storing a specified
value into the private variable, or (C) returing a constant value (266-Y), then
the method call is replaced with a corresponding direct access instruction |

(268).

15
In the preferred embodiment, a method call to a simple method whose sole
function is returning a private variable’s value is replaced with a special -
purpose load instruction that pushes onto the interpreter's operahd stack the
value of the referenced private variable:

20

GetVarSPC PrivateVariable

where “GetVarSPC” is a special form of the Get Variable instruction that is
exempted from the normal security restrictions prohibiting one method from
25  directly accessing another method'’s private variables.

In the preferred embodiment, a method call to a simple method whase sole

function is storing a specified value into a specified private Qariable is

replaced with a special purpose store instruction that stores a value from the
30 interpreter's operand stack into the referenced private variable:

SetVarSPC PrivateVariable
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Fig. | amof the data structure for an object in a

pr ef g’f“f’ etHas,. nt of the present invention. 20 Fig. 3 is a block
di agr lﬂli struct ure for an object class having a plurality
of si Fig. 4 is a conceptual representation of the

met hod | oadi ng a_nd optim zation procesgpaf the present invention. 25
Fig. 5is a flowchart of the programinterpreter procedure used in a
preferred GRBRY*SEVarSPCr ia I%P%éi%l‘forfrﬂ&ﬁhb‘ Stick-to-véAable store instruction
DESCRI PTI ON OF THE PREFERRED EMB

that is exempted from the normal security restrictions prohibiting one method
from directly accessing the private variables of an object of another class.

5  Inthe preferred embodiment, a method call to a simple method whose sole
function is returing a constant value is replaCed with an‘instruction that gets
the constant value:

Get ConstantValue |
10 _ |
where “Get” is the instruction for pushing a specified value onto the
interpreter's operand stack. |

After the working representation of the method being executed has been

156  updated, if at all, by steps 264, 266, 268, the security prdcedures of the
intérpreter determine whether execution of the selected next instruction would
violate any security restrictions (270). If not, the selected instruction is
executed (272). If execution of the selected instruction would violate any

~ security restrictions, such as the restriction on accessing private variables,

20 then a security violation is flagged and execution of the method is aborted

(274).

In 5ummary, the present invention optimizes the execution of certain types of -
- simple method calls by replacing those method calls with equivalent in-line |
25  direct access instructions, but does so in such a way that the in-line
instructions are regenerated each time the calling method is reloaded for
execution, thereby ensuring that any revisions of the called simple methods
made by the owner or publisher of the programs are reflected in subsequent
~executions of the calling method.
30
While the present invention has been described with reference to a few

specific embodiments, the description is illustrative of the invention and is not
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-5 - Referring to Fig. 1, there is shown a distributed conputer
system 100 havi ng multiple client conputers 102 and nultiple server
conputers 104. In the preferred enbodi nent, each client conputer 102
is connected to the servers - 104 via.tffe- I nternet 103, although ot her
types of conmunication connections 5 could be used. Wile nost client
conputers are ¢§pblctnstRel dsdirhiting 4R irlfention. v&wwmah%atmwmaw &ddur to
conpati bl e conputers and Maci ntosh conputers, virtually any type of
conput er can béheseskilled incthepant wthouhdenertlpgetrtumtbeltrue spirit and scope of the -

invention as defined by the appended claims.
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enbodi nent, each client conputer includes a CPU 105, a communi cati ons
interface 106 a user interface 107, and nenory 108. Menory 108 stores: 10

* an operating system 109; [err] an |lnternet conmunications
manager -program 110; [err] a bytecode programverifier 112 for
verifying whether or not a specified -12- program sati sfies certain
predefined integrity criteria; [err] a byt ecode program
interpreter 114 for executing applicati onfABLE 1 prograns; [err]

a class | oader 116, which | oads object classes into a user's address

space and utilizesPSEYDOCOREREPBESENTATION OF PROGRAM INFERPRETER! v

of the nmethods associated with each | oaded object class; ferr] at
.l east one class repository 120, for locally storing object classes 122 20
in use and/or apgidedalrs INTERPREM&tR6dP of the conputer 102; [err]

at | east o(r)\g obj ect repository 124 for storing objects 126, V\:hl ch are
I nst ances b{ects of the object classes stored in the obj ect
reposi tory 120.Load Method into internal Work Array

Do Forever
{
Case (Next Program Statement to be Executed):
10 { |
Case = Anythlng otherthana GetVarSPC SetVarSPC or
Method Call
{

Standard handling, unrelated to present invention
15 } : , '
Case = GetVarSPC or SetVarSPC
| : |
Execute load to stack or store from stack instruction while
suspending normal security prohibition against accessing

20 private variables in methods other than the method bemg

executed.

}

Case = Method Call
{ _
25 If this is the first time the method call is being executed since the
' calling method was loaded

{

If the only function of the called method is to read a private
variable and it would not be a security violation for the
30 | called method to read that private variable

{

Replace method call in intemal representation of the
calling method with a special instruction that directly
accesses the private variable and loads its value

3 onto the operand stack:
GetVarSPC anateVar le

as Been
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25 In the preferred enbodi nent the operating system 109 is an object

oriented mul titaski ng operating systemthat supports multiple threads
of execution wi t hin each defined address space. However, the present

I nvention coul d be used in other types of conputer systens, including
conput er systens ‘that do not have an {gerating system 30

This is the replacenent sheet

-6 - If the only function of the called method is to store a value

into a private variable and it would not be a security
violation for the called method to store a value into that

_ .~ private variable

5 {

Replace method call in internal representation of the
calling method with a special instruction that directly
accesses the private variable and stores a value from
the operand stack into that private variable:

10 SetVarSPC PrivateVariable
) |
If the only function of the called method is to return a constant
value
{ _
15 Replace method call in internal representation of the calling

method with a special instruction that directly loads the
constant value onto the operand stack:
Load ConstantValue ‘
} .
20 Execute resulting instruction, or unchanged instruction, as the
' case may be, applying standard security restrictions.
} I* end of Case=Method Call sectlon *
} /* end of Case Statement */
} /* end of Do Forever loop */
- 25 /" Execution of Method has completed */ -
' Flush working representation of Method from said interpreter
Retumn

}

\
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The cl | oader 116 is typically invoked when a user first initiates
executMedure that requires that an object of the

appropr ss be generated. The class | oader 116 |oads in
t he ap ’gjﬁ | ass and - cal I's the bytecode program verifier
112 to verﬁfy |ty of all the Xtecode progranms in the | oaded
obj ect cl ass. If aII the nmethods are ticcessful ly verified, an object
i nstance of -th ener at ed, and t he bytecode

i nterpreter 113N&@kfﬁ%5ﬁéﬂa@%5§§gcute t he user requested procedur e,
which is typically called a nethod. If the procedure requested by t he

user is not a bytecode programand if execution of the non-bytecode 10
programis all ohed (A/Icion‘lpdtersyﬂtethdeoMpassmpe of the present docunent),

The cl ass |oader 'ssfa%zepcr?fﬁed Siinscnlutaity 2rbhieeten iéepﬁg;@@&@éﬁorepsgvﬁ-?%'
encount er s 1 Caliet iaaHAdH CeinPU in'itato BF HssBLRR bRkt MRS Bl V!

15 been | oad ress space aln t ss oader
116 | oad seach smd propedyrei bulmgxhgdota mbpeetlvmdbjeet blassrsaldplwaﬁtyeof

program verifi eproc:edure_s including simple procedures wherein the entire function
performed by each said simple procedure is selected from the group
consisting of: (A) retuming a private variable’s value, where said private
10  variable is stored in and is private to an object of the object class to which
said simple procedure belongs, (B) storing a specified value into said private
variable, and (C) returning a constant value; and '
 asecure program interpreter for executing selected ones of said
procedures, said interpreter including a load subprocedure for generating a
15  working representation of a first one of said procedures to be executed, and
an optimization subprocedure for optimizing execution of said simple
procedures when called by other ones of said procedures, said optimization
subprocedure determining, when said interpreter is processihg a'procedure
call in said first procedure to a second one of said procedures, whether said
20 second procedure is one of said simple procedures, and when said
determination is positive, replacing said procedure call in said working
representation of said first procedure with a direct access instruction, wherein
said direct access instruction is selected from the group consisting of (A) a
first instruction that directly retums said privaté variable's value, (B) a second
25 instruction that directly stores a specified value into said private variable, and

(C) a third instruction that directly stores said constant value.

2. The computer system of claim 1, wherein
said interpreter including security instructions for preventing standard
30 instructions that load a variable's value into an operand stack and that store a
value on the operand stack into a variable from accessing any private

Tl =
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112 to verify the |ntegr'rry of all the bytecode prograns in the | oaded

obj ect ' '"“' ny situations the object class will be | oaded from

a renDt conputer, such as one of the servers shown in
| '” h f th 104 sh '

1. IF &l ttha 29 *nethods in the | oaded obj.ect class are successfully
verlfled an obj ect i nstance of the o ggct class is generated, and
t he bytecode Interpreter 114 is i nvok to execute the call ed object

met hod. As .sh in Fig 1. the, bytec r [ ter 4
el udes a vior v8iiatio St Robsthrad in B pEIEGHSH R4 oBiet pRiSs, fBE i hfdsayfd th
currently | oadeghiehidiid Standard ingthttioRSResiae) aNdst ored. The working
representation is stored internally to the interpreter and nay be
dynamical |y nodifi edsmd fisgt and second-instructiorpareispegial purposednstructionsdbat n
nore detail bel ow

T or proter 134530 agosss sail grBidUEnalh Fral SRLERE A sCGuNigERRE 1 baD! o

for preventgng fladgyad By sid security instructions even when said first procedure and

second procedure belong to different respective object classes.

3. The computer system of claim 2, wherein
said interpreter includes instructions for flushing said working
10  representation of said first procedure from said procedure interpreter when
| execution of said first procedure terminates, such that when said first
procedure is executed again said interpreter generates a new working
representation of said first procedure.

15 4. A method of operating a computer system, comprising the steps of:
storing a plurality of objects and a plurality of procedures in a

computer memory, each said object comprising an instance of an associated
object class and each said procedure belonging to a respective object class,
said plurality of procedures including simple procedures wherein the entire

20 function performed by each said simple procedure is selected from the group
consisting of: (A) returing a private variable's value, where said private
variable is private to an object of the object class to which said simple
procedure belongs, (B) storing a specified value into said private variable,
and (C) retuming a constant value;

25 under the control of a secure program interpreter, executing selected

| ones of said procedures, including generating a working representation of a

first one of said procedures to be executed, and optimizing execution of any
of said simple procedures when called by said first procedure, said optimizing
step including determining, when said interpreter is processing a procedure

30 call in said first procedure to a second one of said procedures, whether said
second procedure is one of said simple procedures, and when said

- determlnatlon is positive, replacing said procedure call in said worklng
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This i's the replacenent sheet. -

-1 rmn“ ices that are contrary to secure program execution
r equi. relrmmmnﬁm m‘ security instructions for preventing standard | oad
and. * Store Mnstruttions in one nethod fromdirectly accessing a

private variable in . ~an object that igqgn instance of another class.
When execution of any such 5 instruction is attenpted by the program

| nterpreter, 'tre 88ntaliSn'df 3k Brocktiute wi adﬁ@&‘ééééésuhgﬂr tfdﬂ‘vﬂﬂﬂem
ArpSBnialn df Shid s ha

aborts execution he e a ns struc
said direct access mstructlon IS selected from the group consnstmg of (A)a

first instruction that directly returns said private variable's value, (B) a second
instruction that directly stores a specified value into said private variable, and
§ (C) a third instruction that directly stores said constant value.

‘5. The method of claim 4, wherein said first and second instructions are
special purpose instructions, said method including the steps of:
preventing standard instructions for loading a variable’s value into an
10  operand stack and for storing a value on the operand stack into a variable
from accessing any private variable outside the procedure in which said
standard instructions reside, and flagging a security violation when execution
of any standard instruction would require accessing any private variable that
is not stored in an object of the object class for the procedure in which said
15  standard instructions reside; and _
enabling said first and second instructions to access said private
variable without causing a security violation to be flagged even 'w_hen said
first procedure and second procedure belong to different respective object
classes. ' '
20
6. The method of claim 5, including:
flushing said workihg representation of said first procedure from said
inte'rpreter when execution of said first procedure terminates, such that when
said first procedure is executed again said interpreter generates a new
25  working representation of said' first proeedure.

7. A memory for storing data for access by programs being executed on a
data processing system, said memory comprising: |
a plurality of objects and a plurality of procedures stored in said
30  memory, each said object comprising an instance of an associated object
cllass and each said procedure belonging to a respective object class, said

plurality of procedures includin_g simple procedures wherein the entire
Sheet Has Been Re laced THIS SHEET HAS BEEN
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The bytec ter 114 furthernore includes a function call

10 replac 34 for replacing procedure calls to certain
types of mm‘lﬂﬂm n!E s with special instructions that directly
Ul kY 1

access or a0 i at ed private variables or that directly |oad
an associ at ed const ant . value.” 15
Data Structures for (Objects Fig. 2" sZows the data structure 200 for

o ool ect 1 2 Gl ORI B s sl BB 0 S T o
pointer 204 to ddmsmtng\)‘ fetuiriieg alprivate eadablelsovalue; whfe &id privatea dat a
array 208 for the object
variable is stored in and is private to an object of the object class to which
said simple procedure belongs, (B) storing a specified value into said private
§ variable, and (C) retuming a constant value; and
a secure program interpreter, stored in said memory, for executing
selected ones of said procedures, said interpreter including a load
subprocedure for generating a working representation of a first one of said
procedures to be executed, and an optimization subprocedure for optimizing
10 execution of said simple procedures when called by other ones of said
procedures, said optimization subprocedure determining, when said
interpreter is processing a procedure call in said first procedure to a second
one of said procedures, whether said second procedure is one of said simple
| procedures, and when said determination is positive, replacing said
16  procedure call in said working re_preéentation of said first procedure with a
direct access instruction, wherein said direct access instruction is selected
from the group consisting of (A) a first instruction' that directly returns said
. private variable’s value, (B) a second instruction that directly stores a
specified value into said private variable, and (C) a third inst_ruction that
20  directly stores said constant value. |

8. The memory of claim 7,
said interpreter including secu'rity instructions for preventing standard
instructions that load a variable’s value into an operand stack and that store a
25 value on the operand stack into a variable from accessing any private
variable that is not stored in an object of the object class for the procedure in
which said standard instructions reside; and _
wherein said first and second instructions are special purpose
instructions that can access said private variable without causing a security
30 violation to be flagged by said security instructions even when said first
procedure and second procedure belong to different respective object
classes. | |
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e 00 e




The pointer- Lect's nethods is actually an indirect pointer to
t he rr+ Hﬂ# H HEi’om ated object class. Mre particularly, the
r L

nmet hod poi nt'e its to the Virtual Function Table (VFT) 210 for

t he object's object class. Each object class has a VFT 210 that
i ncl udes pointers 212 to each of the .ngghods 214 of the object class.
The VFT 210 al so includes a pointer 216 to a data structure called the

~class descriptgr 21§nkGhe oPLethh & vissrein  ~ The cl ass descriptor 218

includes, in addition to Itehs not relevant here, data 30 array offsets
220 for each of t hesaitintdrpesteninaiudgs instructioms for flushingsajgjwerking ¢l ass

E ! Qd'_ cating m?é&eggntta?i%ndoafts%ig ﬁnr's‘”i%rggesdﬁrgﬁralr%rs'a?ﬂ:?oc%d\’:?é lﬁ‘?ellp?et%tr%ﬁeq) '
execution of said first procedure terminates, such that when said first
5 procedure is executed again said interpreter generates a new working

representation of said first procedure.

THIS SHEET HAS BEEN
“REPLACED _
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Furthernore, for each data offset item 220 the class descriptor includes an
!qde.nt i fication of the variable (e.g., the variable's nane) plus an

i'ndi cator of the dat a'‘tiype of the variable (e.g., integer) and an

i ndi cator as to whet her or not the variable is a private variable. In
some enbodi ments the structure of 5 obj eetl®< s nore conplex than shown in -
Fig. 2, but those additional structural el enents are not relevant to

the discussion in this documenABSTRACT OF-THE BISGL@SURE data structure
122-A for storing the nethods 230 of an obj ect cl ass havi ng several
"sinple nethods". For the purposes of this 10 docunent, the term"sinple

e o g Poefinh B IR BuFBioing o gposirickche fsnpte | ()
ItOL :a vz; iev; ?et Cg ??zggilmss ?;lrneugmuur:al: tq @3tesmnine i theaselecpurposel of the calles methad 0
procedur es 5132 i%t0 %‘F@Whéé)@&@e- fé@‘lfag%\"?aﬁ'%gpe;}&l&&wvtﬁlp&%lﬁ? oéﬁf rivdfe SeCUrt LY
variable, or retum a constant value. When this is the case, the interpreter’s
intemnal representation of the method being executed is modified so as to
diréctly access the private variable of the called method, or to directly access
the stored constant of the called method. The modified method
10  representation uses special “privileged” load and store instructions, not
available in normal source code programs, that access private variables and
constants outside the method being executed without causing a security
violation to be flagged. When the modified portion of the method is executed,
the private variable or constant is accessed directly by the executed method
15 using a privileged load or store instruction, the use of which avoids the
flagging of a security violation by the program interpreter. When execution of
the program is completed, the modified internal representation of the method
is flushed, such that when the program is executed again said interpreter
generates a new working representation of the aforementioned method.
TTHS SHEET HAS BEEN
. REPLACED .
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met hod of one class from di rectly accessing the private variables of an

obj ect of ano

code associated with a nethod in an object 20

t her cl ass.

Referring to Fig. 4,

into the work array of the interpreter to forma working

the program
class is initially copied

i nt er nal

representation of tfiie Toaded net hod.
repr esent aty of tlhe net hod may t hen l@pgréﬂhgaﬁy&jremwe i nterpr e*t‘e.r.109
vari ous wa 0 ger | opt Nt at i on |of
the method. IMwtig c{s@mj t he Jbﬁbm lrnteémret AecesscPieking ™—110
representation 25 Jot 1&4ﬁaﬂu10 S T ke procedqure callls
topsi npl e et hods nor e corrpsl’Jt ati ){1 @éfﬁérrbg(te@ﬂer P 112
The Optim zed Methdqd Inferpretation cont ai a
pseudocode represertati onf of tq87oorlt |Fo§ ( P I’%‘Plnté?ﬂi@té]r U\Jﬁ“
s Interpreter Work Array  ~_130
@f D Security Procedures ~—132
| Function Call Replacer [~_134
A Class Loader ~~116
Client Object Class 1
102 122
108 L -
S Object Repository 124
ommunications -
Interface Object 1 126
| 104
102 | 103 c
Client Network Interconnectivity Server
(Switches, etc)
' /-104
Server
FIGURE 1
SH EETHASEEEN
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i nterpreter procedure relevant to the present invention. The pseudocode
This is the replacenent sheet

- 9 - ' used in Table 1 is, essentiafly, a conputer |anguage using
uni ver sal conputer | anguage conventions. Wile the pseudocode
enpl oyed here has. been I nvented solely for the purposes of this
description, it is designed to be easily underst andabl e by any
conput er programre illed in the art. 5 Referring to Fig. 5 and
t he pseudocode for program i nterpreter procedure
Data
Object A-01 202 Count
Object Handle 208
Pointer to Pointer to ~
Methods Data 206
j 1
204 One Copy for Object Class A
_____________________________ 1
_ Class Descriptor 218,

Count Private Integer | Data Array Offset [, = } 220

210 1 {Virtual Function Table
P L) |
216\:_ Egg\égrp:grmass / / Code for Method A.1 __,/2 14
212 1 - 4!/
Method A.2 |Pointer
~Method A.3 |Pointer | Code for Method A.3 :
: —>
: Method A.4 |Pointer Code for Method A.4 :
b o e e e e o e e e e - o e - - e - o - - - |
FIGURE 2
[THIS SHEET HAS BEEW
~ REPLACED |
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3

shown in Table 1, when execution of a nmethod is requested, a working copy
of the nethod . is |loaded into the interpreter's work array (260). During -
execution of the nethod by the interpreter, the interpreter selects a next
10 instruction to execute (262). If the selected instruction is a nethod
call that is bei ng executed for the first tine (264-Y) and the called
nmethod is a sirrple - met hod whose sole function is (A) returning a
private variable's gﬂ wh@bject Classhd/stovat e variable is private to
the sinple pr oced #B)

W ~—vat uﬁ C‘ﬁ? he private
variable, or (O retw tLIDK ue (266-Y), the e net hod

call is replaced with a corr espEieiUng Ciountt access instfuction
(268) . In the prefer mernod carf t s npl e
met hod whose sol e func mﬁ@)ﬁégﬁ(“@ a private _a_r,%%q? s value is
replaced with a special 20 I nstruction thgt pushes onto the
I nterpreter's operand stack heReturn vaI ue of the refergnced private
vari abl e: 230-3
Method: Const L
Return 231
o & O
FIGURE 3

Run Time Interpreter Data

Object Class: A Structure, Initial Form
Method: A1
Instruction 1 Instruction 1
Instruction 2 ' Instruction 2
X1 <-Vector.Link . P | GetVar Vector.Link
eoe ; Store X1
Return : XX
Return
Method: A2)

{

Run Time lnterpreter Data
Structure, Optimized Form

Instruction 1
Instruction 2

GetVarSPC Vector.Count
Store X1

Return

.\_ . )
 This Sheet.H | FIGURE 4
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¥ .
Get Var SPC PrivateVariable 25 where
Get Variable instruction that is

restrictions prohibiting one nethod f
met hod' s private vari abl es.

"CetVarSPC' is a special f
exenpted fromthe nornal
rom directly accessin

In the preferred enbodi nent,

orm of the
security
g anot her
a met hod

function is storing a specified

call to a sinple nethod mhose sol e 30
value into a specified private variable is
- 10- 114 _
' Y Call for Execution of Method
! - /260
Load working copy of method into interpreter
262 Iy
Select next instruction to execute
264
N Method call,
being executed for first
it time?

266

Is called method
a simple method whose sole
function is (A) to return value of a private
variable, (B) to store a value in a private variable, or
(C) return a constant value?

/7268

Replace method call instruction with a
corresponding direct access instruction.

270

Would
execution of selected instruction violate
security restrictions?

274

Flag security violation.
Abort method execution.

272

Thls Sheet

‘-~\~\‘\~N‘\“‘\‘\‘
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Execute selected instruction

RE

FIGURE 5
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e f s
repl aced Wi th a special purpose store instruction that s res a value from

t he *———F—ﬁ%@“p‘FEt‘E’F“S_‘Operand stack into the ref erenc % I abl e:
Set Var ; PC Pr 5 where "SetVarSPC" is a s f m of
‘the st tlﬁé%e%y Fﬂléstore i nstruction . that is exenpt omthe

nor nal - m&[m n ctions prohibiting one ne{hod from di rect ly
accessi | vari abl es of an-oBj ect of] - In the
preferred enbodi nent, a nmethod call to a sinple S
function is returning a constant value is replaked with ‘an 1 ns] tion that

gets t he constant val ue: ntjval ue

REPLACED

SYSTEM AND METHOD FOR RUNTIME OPTIMIZATION OF |
PRIVATE VARIABLE FUNCTION CALLS IN A SECURE INTERPRETER

The present invention relates generally to object oriented computer systems
W, in which an interpreter executes object methods in a secure manner, and
| particularly to an improved interpreter for optimizing calls to methods whose
sole purpose is to access th'e_ value of private variable, modify the value of a
5  private variable, or return a constant value.

BACKGROUND OF THE INVENTION

10  In object-oriented programming languages, every object belongs to a specific
“class,” sometimes called an object class. The class of an object indicates
what variables the object has and what actions (“methods™) may be
o/ pérformed on an object. '

15  Some variables (i.e., in objects) are marked “private.” This marking indicates
that the variable may only be accessed or modified by methods belongs to
the same class as the object. They may not be modified or accessed from
other classes. It is not uncommon for certain classes of objects to have
methods whose sole purpose is to access the value of a private variable,

20 modify the value of a private variable, or return a constant value. By creating
such methods, the implementor of the class is better able to hide the details

“of the implementation of the class. It also gives the implementor greater
freedom to re-implement the class, without requiring all users of the class to
recompile their code. | |



15 ~ where "Get" is the instruttion for pushing a specified value onto
. the * interpreter's operand stack. After the working
representation of the nethod being executed has been 20 updated, if at
all, by steps 264, 266, 268, the securlty BPocedures of the
interpreter dete ) f the sel e%tzed exto

|nstruct|0n
woul d vi ol A 1d

instruction is : —Yer o - -

i nstruction woul d violate any securlty restrlctlons such as the
restriction on accessing pri Va‘BS‘VHAmbOﬁTHEHDlSMSURECUFi ty violation
Is flagged and execution of the nethod is aborted (274). I n

sumary, the present invention optimnizes the execution of certain types of
SoPrr oot "se AR B PR R 8P BB 8 SRR B RER 1110
' executes a method call to determine if the sole purpose of the called method
5 s to access the value of private variable, modify the value of a private
variable, or return a constant value. When this is the case, the interpreter's
intemal representation of the method being executed is modified so as to
directly access the private variable of the called method, or to directly access
U the stored constant of the called method. The modified method
10  representation uses special “privileged” load and store instructions, not
available in normal source code programs, that access private variables and
constants outside the method being executed without caUsing a security
'violation to be flagged. When the modified portion of the method is executed,
the private variable or constant is accessed directly by the executed method
15  using a privileged load or store instruction, the use of which avoids the
flagging of a security violation by the program interpreter. When execution of
- the program is completed, the modified internal representation of the method -
is flushed, such that when the program is executed again said interpreter
generates a new working representation of the aforementioned method.

b FIG. 1 _ | , |
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j
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instructions are regenerated each tinme the calling nethod is rel oaded for
This is the replacenent sheet ‘i ‘execution, thereby ensuring that any
revisions of the called sinple nethods made by the owner or publisher of
the prograns are reflected in subsequent executions of the calling nethod.
Wil e the present invention has been ddscribed with reference to a few

speci fic enbodi nents, the description is illustrative of the invention and
i s not '
100 | Operating System —~—109
~a || cpu 108 —~—| Internet Access Proc. ~—110
™=105  [Bytecode Pgm Verifier. ~—112
Bytecode Pgm Interpreter ~_114
7~ 107 Interpreter Work Array  [~_130
@/ D Security Procedures ~—132
- | Function Call Replacer [~_134
O G555800008 Class Loader 116
User Interface Class Repository ~—120
Client Object Class 1 -
102 122
108 -
Object Repository 124
Communications -
Interface Object 1 126
- 104
/1 02 | /1 03 -
W, Client Network Interconnectivity Server
(Switches, etc):

Ve 04

Server
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to be construed as |imting the invention. Various nodifications may occur
to those skilled in the art wthout departing fromthe true spirit and
scope of the invention as defined by the appended cl ai ns.:

-2 -

200
A | Data

Object A-01 202 Count
Object Handle 308

Pointerto - | Pointer to ~
Methods Data 206

1
204/

One Copy for Object Class A

~ Class Descriptor 218,
Count Private Integer | Data Array Offset _J'_/zzo

210 1 |Virtual Function Table
\:_ . (VFT) ' .
21 6\:_ pointer to Class / / Code for Method A.1

Descriptor

|~
_|Method A.1 |Pointer / / Code for Method A.2 -*:/
\L Method A.2 |Pointer 1 '

[Method A.3 |Pointer 17| Code for Method A.3 [

‘ . . " - NS
— | Method A.4 |{Pointer Code for Method A.4




-3 -

- Object Class: Vector

122-A 3
' Method: Link 230-1
\-" Return Count —
Method: Reset (In) | 230-2
Count <- in —
Return 230-3
Method: Const | 230
Return 231
FIGURE 3
Run Time Interpreter Data
Object Class: A Structure, Initial Form
Method: A1 -
Instruction 1 Instruction 1
Instruction 2 Instruction 2
X1 <-Vector.Link m)p | GetVar Vector.Lin
XX ' Store X1 :
- Return eos
Return
Method: A2)

Run Time Interpreter Data
Structure, Optimized qum

.| Instruction 1

. Instruction2 |

| GetVarSPC Vector.Couni
Store X1

Return

FIGURE 4
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-12- T TABLE 1
PSEUDOCODE REPRESENTATI ON OF PROGRAM | NTERPRETER

- 4 -

114
Call for Execution of Method

}

ZEPLAGEMENT SHEET
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260

Load working copy of method into interpreter

262 l+

Select next instruction to execute

264

Method call,
being executed for first
time?

266

Is called method
a simple method whose sole

(C) return a constant value?

function is (A) to return value of a private
variable, (B) to store a value in a private variable, or

7268

Replace method call instruction with a

corresponding direct access instruction.

Would

security restrictions?

Flag security violation.

execution of selected instruction violate

272

Abort method execution.

Execute selected instruction

) 4

FIGURE 5




Procedure: | NTERPRET (Met hod) Load Met hod |nto%\t\§r§1§r

Eg Fo:e\é;ar 10 { ' Case (Next ProgranREPBAEBMENT! /3
ecut ed) : { - Case =|AgyDéScrigtion et ntoa aed
Get Var SPC, Set Var SPC or Meth qE@aim(gs) hﬁiﬁm 4. 1o gagealii’
Standard handling, unrelated to present invengi nDnla'i_)vmg(s) paged .. to_paged .7
Case = Get Var SPC or Set Var SPC bstract aged .19 toEy@edt e
Ioadtg stack or store fromstack instruction 'Iq ‘pag
suspendi ng nornal security prohibition agains C '
privat edvari abl es in methods other than the tmﬁﬂg{ﬂmlz/}’/o,
execut ed. :
SYSTEM AND METHOD FOR RUNTIME OPTIMIZATION OF
PRIVATE VARIABLE FUNCTION CALLS IN A SECURE INTERPRETER
5

The present invention relates generally to object oriented computer systems
in which an interpreter executes object methods in a secure manner, and
_ particulariy to an improved interpreter for optimizing calls to methods whose
10 sole purpose is to access the value of private variable, modify the value of a

private variable, or return a constant value.

BACKGROUND OF THE INVENTION

15 |
In object-oriented programr_ning languages, every object belonging to a
specific “class,” sometimes called an object class. The class of an object
indicates what variables the object has and what actions {“methods”) may
be performed on an object.

20 _
Some variables (i.e., in objects) are marked “private.” This marking
indicates that the variable may only be accessed or modified by methods
belongs to the same class as the object. They may not be modified or
accessed from other classes, It is not uncommon for certain classes of

25 objects to have methods whose sole purpose is to access the value of a
private variable, modify the value of a private variable, or return a '
constant value. By creating such methods, the implementor of the class
is better able to hide the details of the implementation of the class. It also
gives the implementor greater freedom to re-implement the class, without

30 requiring all users of the class to recompile their code.

This is the replacement sheet
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Case = Method Cal | { 25 | f
this is the first tinme the nmethod call is being executed since the
cal ling nmethod was | oaded {- | f
the only function of the called nmethod is t,o read a private
variable and it would not be a security vidlation for the 30
called nethod to read that private variable {

Repl ace nmethod,call in_i tatlon of th

cal 1 1ng met hod et TopHidd, fals, b RBRIA MdtE dkpebifieyfic.. take much more
accesses the FEPU%hﬁe)’ﬂférﬁ%ﬁaﬁB%cb@Qé@s ' Sﬁn"ﬁ*l#l%@fﬁda 8alls are more

t he operand stack Var SPC PrivateVari abl e
} expensnve than accessing a constant value.

5 Some optimizing compilers will, when appropriate, automatically convert a
method call into a simple variable access or modification, sometimes
called “in-lining”. However, this scheme is unacceptable within a secure
environment for two reasons:

10 1) within the resulting optimized code, it will appear that the
optimized code is directly using the private variable of an
object of another class. However, a secure runtime system
will notice this and flag a security violation. In particular, a
secure runtime system must not normally allow a method to

15 access private variables inside an object of another class; and

2) the author of the original class loses the ability to modify the
implementation if there is a possibi'lity that anyone has
compiled optimized code against the “old” definition of the

20 object class (i.e., with old versions of the methods that

access private variables).

It is an object of the present invention to optimize the run time interpretation
of methods that call upon other methods whose sole purpose is to access a
25 private variable or constant value, but without creating a permanently revised

program.

It is another object of the present invention is to optimize a run time
interpreter for efficient execution of methods whose sole purpose is to access
30 a private variable or constant value in such a way that a security violation is

avdided, without disabling the interpreter’s normal security provisions for

This is the reblacement sheet
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- 13 - If the only function of the called nethod is

to store a val ue into a private variable and it
‘woul d not be a security violation for the called
met hod to store a value into that -3- private
variable 5 Repl ace

{
met hod call in internal representation of the . . .
Cal I ng" met hBEPVANAG 2 st Gike BisS frofh apfiéssing hapiiypte variables of an
accesses t hegpjelcy 8 Sndhkel fpisg. and stores a value from
t he operand stack 1nto that private variable: 10
Set Var SPC Privat eVari abl e }

5 SUMMARY OF THE INVENTION

In summary, the present invention is a secure program interpreter for
interpreting object oriented programs in a computer system having a memory
that stores a plurality of objects of multiple classes and a pldrality of

10 procedures. In a preferred embodiment, a secure pfogram interpreter
performs a special check the first time it executes a method call to determine
if the sole purpose of the called method is to access the value of a private
variable of an instance of the called method’s class, modify the value of a
private variable of an instance of the called method'’s class, or return a

15 constant vaiue. If this is the case, the interpreter’s internal representation of
the method being executed is modified so as to directly access the private
variable of an instance of the called method’s class, or to directly access the

stored constant of the called method.

20 The modified method representation, stored internally by the program
interpreter, uses special “privileged” load and store instructions, not available
in normal source code brograms, that are allowed to access private variables
in instances of objects of other classes and constants outside the method
being executed. When the modified portion of the method is executed, the

25 private variable or constant is accessed directly by the executed method
using a privileged load or store instruction, the use of which avoids the

flagging of a security violation by the program interpreter.

Furthermore, when execution of the entire program is completed, the modified
30 internal representation of the method is flushed. As a result, the modification
 of the executed method is ephemeral. If any of the called methods are

This is the replacement sheet
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If the only function of the called nmethod is to return a constant

~ val ue { 15 Repl ace nethod call in
“internal representation of the calling met hod
with a special instruction that directly |opads the
constant val ue onto the operand stack: Load

Const ant Val ue._ .. 2 | . Fxecute resulting
"nstr act i on. MOATRSLRSNGRSR Y368 9L RIPREIMS Hhatygoute the caling Tethod, suEh s, o
may be, appl iy fgise MeARHIde 28Sighibl Yo 295rivate VhARle or constant, o * end
of Case=Met hod Cél I sect?%n /ig O ené)no¥a Casretosrt]%‘{eetrrlﬁ\t */
}/* end of Dmeftlvodnerdohgensirmnplyacdesskxprivate variableNbutrinstehd calcutaleca ed */
Fl ush wor ki ng representatjon of t hod from said i'Pt erprgt er, Ret urn
} value, the revised version of the called methods will be used during such

5 subsequent executions, thereby preserving the author’s ability to modify the

associated object class.

BRIEF DESCRIPTION OF THE DRAWINGS
10 |
Additional objects and features of the invention will be more readily apparent
from the following detailed description and appended claims when taken in
conjunction with the drawings, in which:
Fig. 1 is a block diagram of a computer system incorporating a preferred

15 embodiment of the present invention.

Fig. 2 is a block diagram of the data structure for an object in a preferred

embodiment of the present invention.

20 Fig. 3 is a block diagram of the data structure for an object class having a

plurality of simple methods.

Fig. 4 is a conceptual representation of the method loading and optimization
process of the present invention.

25
Fig. 5 is a flow chart of the program interpreter procedure used in a preferred

embodiment of the present invention.

30 DESCRIPTION OF THE PREFERRED EMBODIMENT
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14 - WHAT |'S CLAIMED I S: 1. A conputer syster -

conpri si ng: menory for storing a plurality of objects and a
plurality of procedures, 5 each said object conprising an instance of an
associ at ed object class and each sai o_lao_r ocedure belonging to a

respective object class, said plurality of procedures i ncl udi ng _
SH T o D OCe UL RS Pl 1 e sy B bted compfib ST faita™™ ¢
returning a priuttipié ciéht comhuters’ #02 and HhileSSerdePédniplifers 104. In the
preferred embodiment, each client computer 102 is connected to the servers
104 via the Internet 103, although other types of communication connections
5 could be used. While most client computers are desktop computers, such as
Sun workstations, IBM compatible computers and Macintosh computers,
virtually any type of computer can be a client computer. In the preferred
embodiment, each client computer includes a CPU 105, a communications
interface 106, a user interface 107, and memory 108. Memory 108 stores:
10 e an operating system 109;
® an Internet communications manager program 110;
° a bytecode program verifier 112 for verifying whether or not a specified

program satisfies certain predefined integrity criteria;

® a bytecode program interpreter 114 for executing application
15 programs;
J a class loader 116, which loads object classes into a user's address -

space and utilizes the bytecode program verifier to verify the integrity
of the methods associated with each loaded object class;

° at least one class repository 120, for locally storing object classes 122
20 in use and/or available for use by user's of the computer 102;
' at least one object repository 124 for storing objects 126, which are

instances of objects of the object classes stored in the object

repository 120.

25 In the preferred embodiment the operating system 109 is an object oriented
multitasking operating system that supports muitiple threads of execution
within each defined address space. However, the present invention could be
used in other types of computer systems, including computer systems that do

| not have an operating system.

30
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10 variable is stored in and is private to an object of the object class
- to which sai d sinple procedure belongs, (B) storing a specified val ue
“into said private variable, and (C) returning a constant val ue; and

a secure programinterpreter for executing_églected ones of said
procedures, said interpreter providing private variable security to

restrict 15 access, to said.private .variaple ~said interpreter including a
| oad subpr océrch?r@ass loadqgﬂgdgh@%ﬁlﬁ’ﬂﬂv%%w&ﬂé V%ﬁ@%@ﬂ&@fﬁ%ﬁxﬁﬁ@"ﬂ rst
one of said i il '

subpr ocedur e%%ﬁﬁggtélaﬁéz?‘ﬁg?% uércet?ttpgfr(\&gP b@?ﬁi{ gﬁﬂ'ﬂa %@P%ﬁeégtreggggﬁ? gg when
cal | ed by ot lygenerated. dthesclass [vadee dd6dsadsm the approprigtei objecttclass and
subprocedure determ ni ng, when said jnt e{;oret er rocessing a 20

procedure _calcla“$ H‘%Hmcgdﬁﬂ‘)!ifﬁa?:!@m%’ t t& ‘éQ!th)ImSP iy of gfl dhe, ocedur es,
het her o1 I SRS HoBRSN IR Hle1oBR i cibes! PLA U AERlCge and 1 f sai ¢

determ nalio aclng sa procéedure ca in said working

represent at i guceéssiahyfivérfied, aprobjestlinstantce bf thelobjeet class &S gendraitéd! Giridon
t hat does not violate the %I vate vari abl e security provi ded by the

secur e pr ogr dne bytecodedntereneter, 114hisriavekeshioexticute thesusersequasteduct i on i s

sel ected fromthe, group. , . .cansi sti,ng of ) first jpnstruction,that
directly ret arpestlipoiBion s tpicalcafe Emetndd) (e priadute edlicsiad by
instruction {Rausér isHdt'abytbesds prografand Féxéalitith bftite fén-Bytecode

10 program is allowed (which is outside the scope of the present document), the

program is executed by a compiled program executer (not shown).

The class loader is also invoked whenever an executing bytecode program
encounters a call to an object method for an object class that has not yet

16  been loaded into the user's address space. Once again the class loader 116
loads in the appropriate object class and calls the bytecode program verifier
112 to verify the integrity of all the bytecode programs in the loaded object
class. In many situations the object class will be loaded from a remotely
located computer, such as one of the servers 104 shown in Fig. 1. If all the

20 methods in the loaded object class are successfully verified, an object
instance of the object class is generated, and the bytecode interpreter 114 is
invoked to execute the called object method.

As shown in Fig. 1, the bytecode program interpreter 114 includes a work

25 array 130 in which a working representation of all currently loaded methods.
are temporarily stored. The working representation is stored internally to the
interpreter and may be dynamically modified to optimize execution speed, as

is discussed in more detail below.

30 In the preferred embodiment, the bytecode program interpreter 114 also
includes security procedures 132 or instructions for preventing a number of

g This is the replacement sheet
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private variable, and (C) a third instruction that directly returns said
const ant val ue. 30 2. The conputer systemof claiml, wherein
:15- said interpreter includes security instructions for
preventing standard i nstructions that Joad a variable's value into an
operand stack and that store a val ue "dn” the operand stack into a

vari abl e from accessi ng any private variable that is not stored in an

obj ect of thePOGIAEPE maf%EOWWéﬁlﬁeQUT%PWTQ’H executigni d st andar d
i nstructions (oshdtefncluding security instructions for preventing standard load and

store instructions in one method from directly accessing a private variable in
an object that is an instance of another class. When execution of any such

5 instruction is attempted by the program interpreter, it flags the instruction as a
security violation and aborts execution of the method that contains the

instruction.

The bytecode program interpreter 114 furthermore includes a function call
10 replacement procedure 134 for replacing proced ure calls to certain types of

simple methods with special instructions that directly access or modify

associated private variables or that directly load an associated constant

value.

15
Data Structures for Objects

Fig. 2 shows the data structure 200 for an object in é preferred embodiment
of the present invention. An object of object class A has an object handle 202

20 that includes a pointer 204 to the methods for the object and a pointer 206 to
a data array 208 for the object.

The pointer 204 to the object's methods is actually an indirect pointer to the
methods of the associated object class. More particularly, the method pointer
25 204 poi'nts to the Virtual Function Table (VFT) 210 for the object’s object
class. Each object class has a VFT 210 that includes pointers 212 to each of
the methods 214 of the object class. The VFT 210 also includes a pointér
216 to a data structure called the class descriptor 218 for the object class.
The class descriptor 218 includes, in addition to items not relevant here, data
30 array offsets 220 for each of the variables used by the methods of the object
class (indicating where in the data array 208 the variable’s value is stored).
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said first and second instructions are special purpose instructions that
access said private variable wi thout causing a security violation to be

“fl agged by said security instructions even if said first procedure
and second procedure belong to differgent respective object classes.
10 3. The conputer systemof claim?2, wherein - said

i nterpreter pngludes instructiaons for.fl ' ai d wor ki.ng.

Fepr esent at | BHEETEGre For gt A et tom 220 B GBks oS includes R er when
execution of id%ﬁtiﬁcétidéﬁéf théQi‘a?ﬁBLeeﬁé.@E [ﬁé“@ér%le’%%éhémhs%%dﬁkﬁh dfithgt 15
procedure is executed again sal nterpreter generates a new worKking _

r epr esent at i datadiype af the vadablprieqedntager) and an indicator Asrtetwitethef oppet at i ng
a conputer system .copprising the steps of: . storing a plurality
‘of objectsa \@rtﬂhi%ﬁawva YA uﬁb%‘)mﬁ %“thh&sm‘%\’gﬁ)ﬁ/, each
sai d obj ect GORRK S MGALMARKAAGE sRbwhin 155 % itk Yo hdtional stmfthdst and
each said pro ggurerﬁel onglﬁg to a respecti@'e 'obj ec c?ass, sal

plurality of elenwsittdare hot relevalitng the didicassibnde this @ocuhenei n the entire

Fig. 3 shows tHe data structure 122-A for storing the methods 230 of an
object class having several “simple methods”. For the purposes of this

10  document, the term “simple method” shall be'de'ﬁned to mean a method
whose sole function is (A) returning a private variable’s value, where the
private variable is private to the simple procedure, (B) storing a specified
value into the private variable, or (C) returning a constant value.

16  The security procedures 132 of the bytecode program interpreter prevent any
method of one class from directly accessing the private variables of an object

of another class.

Referring to Fig. 4, the program code associated with a method in an object
20 class is initially copied into the work array of the interpreter to form a working
internal representation of the loaded method. That initial working
representation of the method may then be modified by the interpreter in
various ways to generate an optimized form of the working representation of
the method. In the case of the present invention, the working representation
25 of the method is modified so as to make procedure calls to simple methods

more computationally efficient.
The Optimized Method Interpretation Methodology

30 Table 1 contains a pseudocode representation of the portion of the program

interpreter procedure relevant to the present invention. The pseudocode

\
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function perforned by each said sinple procedure is selected fromthe group
consisting of: (A) returning a private variable's value, where said private
25 wvariable is private to an object of the object class to which said

si npl e procedure bel ongs, (B) storing g specified value into said
private variable, and (O returning a tonstant val ue;

rovi ding pr ipsddn Tatie e SseehiAl, 3 cormadier AN Uecising ynursAlsompiter
Cor et g Y SOReTOES! ARG Aot Bln PRACHETRerd BELULERY ., o,
to be execut duversied solely for the purposes of this description, it is designed to be easily
This is the repl acement sheet o
understandable by any computer programmer skilled in the art.
5
Referring to Fig. 5 and the pseudocode for the program interpreter_ procedure
shown in Table 1, when execution of a method is requested, a working copy
of the method is loaded into the interpreter’s work array (260). During
execution of the method by the interpreter, the interpreter selects a next
10 instruction to execute (262). If the selected instruction is a method call that is
| being executed for the first time (264-Y) and the called method is a simple
method whose sole function is (A) returning a private variable’s value, where
the private variable is private to the simple procedure, (B) storing a specified
value into the private variable, or (C) returning a constant value (266-Y), then
156 the method call is replaced with a corresponding direct access instruction

(268).

"Inthe preferred embodiment, a method call to a simple method whose sole
function is returning a private variable's value is replaced with a special
20 purpose load instruction that pushes onto the interpreter’s operand stack the

value of the referenced private variable:
GetVarSPC PrivateVariable

25 where “GetVarSPC” is a special form of the Get Variable instruction that is
exempted from the normal security restrictions prohibiting one method from

directly accessing another method’s private variables. .

In the preferred embodiment, a method call to a simple method whose sole

30 functionis storihg a specified value into a specified private variable is
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-16- optim zing execution of any of said sinple procedures when
called by said first procedure, said optimzing step including
determ ni ng, when said interpreter is processing a procedure call in
said first procedure to a second one Qg?said procedures, whether said
second procedure is one of said sinple 5 ocedures, and if Said

determ nation is _positjve, | aci n sai d procedur cal sai d
wor ki ng r epr eSERIagedaMitha s@&PE" PHFRY epﬁteteeﬁ\étredm ﬁ'\a& SH?"PﬁélV%{E@ the

| nstruct i on ¢ hforhRisoBhoi b IS ofg Iefeldhoua il yagayei LY Provi ded by

t he secure progra ere sai rect access

I nstruction is sel ected fromthe group consisting of (A) a first
instruction that directly returns said 10 private variable's value, (B) a
second instruction that éei\/@fSPQ BrivateYagable specified value into said
private vagiable, and (C) a third instruction that directly returns
sai d constdnt val ue. 5. The nethod of claim4, wherein said first

and second i n§jkérel iSUITarSPC” is a special form of the stack-to-variable store instruction
that is exempted from the normal security restrictions prohibiting one method
from directly accessing the private variables of an object of another class.

10  Inthe preferred embodiment, a method call to a simple method whose sole
function is returning a constant value is replaced with an instruction that gets

the constant value:

Get ConstantValue
16 _ .
where “Get" is the instruction for pushing a specified value onto the

interpreter’s operand stack.

After the working representation of the method being executed has been

20 updated, if at all, by steps 264, 266, 268, the security procedures of the
interpreter determine whether execution of the selected next instruction would
violate any security restrictions (270). If not, the selected instruction is
executed (272). If execution of the selected instruction would violate any
security restrictions, such as the restriction on accessing private variables,

25 then a security violation is flagged and execution of the method is aborted
(274).

In summary, the present invention optimizes the execution of certain types of

simple method calls by replacing those method calls with equivalent in-line
30 direct access instructions, but does so in such a way that the in-line

instructions are regenerated each time the calling method is reloaded for
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15 speci al purpose instructions, said nethod including the steps of:
preventing standard instructions for |oading a variable's value into an
operand stack and for storing a value on the operand stack into a variable
from accessing any private variable outside Ee procedure in which said
standard instructions reside, and flagging a'Sécurity violation when

execution 20 of any standard instruction would require accessi ng any
private vari af@xequligh, thereby ensiging:that apy |"ﬂV'§\Qn§t§]fé|&Q called ﬁ'@‘mﬁjr@%ﬂm&'ﬁass

enabl i ng”sai o ey e et huploheRriBHBroa/alie Atimefd fyiReanes
vari abl e W t hoaslectiibhs o tie §§|ﬁ.¥ methydol ation to be flagged even if said
first 25 procedure and second procedure belong to different respective

obj ect c\Afhile ghe present uwentlommasrhgemdemnbeldaum referencedoi a@w
flushing said wor [ ese n af .said. fi edure from 30
interprete c@&%ﬂ["f’a @\e gscription, is, WU {ﬁ 4@&&%3\’%@' o, 'st 'Pi%tt
when to be construed as limiting the invention. Various modifications may occur to

those skilled in the art without departing from the true spirit and scope of the

invention as defined by the appended claims.
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This is the replacement sheet said first procedure is
executed again said interpreter generates a new wor ki ng - .
representation of said first procedure. o T. A menory for storing
data for access by programs being executed ‘Pé]-a

10

15

20

25

30.

35

TABLE 1
PSEUDOCODE REPRESENTATION OF PROGRAM INTERPRETER

Procedure: INTERPRET (Method)

{

Load Method into internal Work Array
Do Forever

{

Case (Next Program Statement to be Executed):

{

Case = Anything other than a GetVarSPC, SetVarSPC or
Method Call
{

Standard handling, unrelated to present invention

}
Case = GetVarSPC or SetVarSPC

{

Execute load to stack or store from stack instruction while
suspending normal security prohibition against accessing
private variables in methods other than the method being
executed.

}
Case = Method Call

{
If this is the first time the method call is being executed since the
calling method was loaded
{

If the only function of the called method is to read a private
variable and it would not be a security violation for the
called method to read that private variable
{

Replace method call in internal representation of the
calling method with a special instruction that directly
accesses the private variable and loads its value onto
the operand stack:

GetVarSPC PrivateVariable

Thig Is the repiassmen:
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5 data processing system said nenory conprising: a plurality
of objects and a plurality of procedures stored in said menory, each
sai d object conprising an instance of an associ ated obj ect cl ass and
each said procedure belonging to a respectiig obj ect class, said

plurality of procedures including sinple protédures wherein the entire 10

function perforned by eacf said, sj .e cedyre is,_ selected fromthe group
consi sting of (A) returni Réh%oﬁ_hﬁ {vggﬁor\'/gf ﬁl?oq’%{eg pethod. 'siﬂéggesaayﬂluﬁri vat e
variable is stored in and i sinte avivaté Oaﬂablé@rﬂcitmﬁldh@twafsécpﬁgﬁss to
Mto said private T vari dgeondny frGater el oot ARaRe bt mAt on
15 a secure program i ptieatervariable st ored in said nenory, for
executing sel ected oneg of said procedures, said interpreter
providing private variable security to restrict access to said
private variable, said interBeplase mﬁmoa&ailgnantemal reprgsgntationr ofdbeure for

generating a working represent a&élﬁﬁgﬂietﬁoaivﬁfhta 8peciff instructiorp d_%gﬂydures
to be executed, and an optim zation sugﬁroc_edure T%ERZO optim zin
RBef ster

executi on of said sinple procedBFeESSkRdhe PHVRlEVAIR &8 q)yalueq’romsai d
procedures, said optimzation sthepsperadidrstackeints that prigateeriatied d

interpretﬁ)r IS processing a proggﬂ%r@SP??H'iv.éﬂV%?iiagle irst procedure to a

second

} .

If the only function of the called method is to return a constant
value
{

16 , Replace method call in internal representation of the calling
method with a special instruction that directly loads the
constant value onto the operand stack:

Load ConstantValue
}
20 Execute resulting instruction, or unchanged instruction, as the

case may be, applying standard security restrictions.
} 7* end of Case=Method Call section /*
} /* end of Case Statement */
} * end of Do Forever loop */
25 /* Execution of Method has completed */
Flush working representation of Method from said interpreter
Return

}
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one of said procedures, whether said second procedure is one of said sinple
procedgmm'"ﬂﬂ'""\fw igy determ nation is positive, replacing said procedure
call 2 I 'm b representation of said first procedure with a

direct accésst Sirmstruction that does ng violate the private variable

t
security provided by the secure prograndﬂ nterpreter. wherein said
di rect access, | CL] | el ect ed fromthe group consisting of
(A) a first i ng\ﬁjc'%@w}ﬂﬁf” ‘rectly returns said private variable's
value, (B) a second instruction that directly stores a 30 specified value

into said private variable, and (C) a third instruction that directly
returns said donst @tomputer.system, comprising:

This is the replacenent sheet ,
memory for storing a plurality of objects and a plurality of procedures,
5 each said object comprising an instance of an assbciated object class and
each said procedure belonging to a respective object class, said plurality of
procedures including simple procedures wherein the entire function
performed by each said simple procedure is selected from the group
consisting of: (A) returning a private variable's value, where said private
10 variable is stored in and is private to an object of the object class to which
said simple procedure belongs, (B) storing a specified value into said private
variable, and (C) returning a constant value; and
a secure program interpreter for executing selected ones of said
procedures, said interpreter providing private variable security to restrict
16 access to said private variable, said interpreter including a load subprocedure
for generating a working representation of a first one of said procedures to be

executed, and an optimization subprocedure for optimizing execution of said

simple procedures when called by other ones of said procedures, said

optimization subprocedure determining, when said interpreter is processing a
20 procedure call in said first procedure to a second one of said procedures,

whether said second procedure is one of said simple procedures, and if said

determination is positive, replacing said procedure call in said working

~ representation of said first procedure with a direct access instruction that
does not violate the private variable security provided by the secure program

25 nterpreter, wherein said direct access instruction is selected from the group
consisting of (A) a first instruction that directly returns said private variable’s
" value, (B) a second instruction that directly stores a specified value into said
private variable, and (C) a third instruction that directly returns said constant
value.
30
2. The computer system of claim 1, wherein
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8.  The M\Merei n said interpreter includes

security | reventing standard I nstructions that | oad
a variabl e ﬂ'lmm'”em Mkﬂi’operand stack and that store a 5 value on the
oper and statk ¢ ntwo | e from accessi ngfny private variable t hat
I's not stored in an object of the object class for the procedure in which

said standard instructjons resjid first econd
i nstructions are s&@d el {ﬁtsw@ﬁ!mﬁwﬂ%ﬁ@tmﬁ%&ns %r pre “Qc{lﬁgéa%l d

private var! Al ibhethaiByd RS Yalisintd 8h ShbAthd SaBk b mbd aeed by

said security ins i 'ONs even | re and second
procedure bel qatug on thé bperitid stasipintd amrmbleafrbnpémsmg any privat@ variable

mem)ry of claim38, wherein
that is not stored in an object of the object class for the procedure in which
5 said standard instructions reside; and
said first and second instructions are special purpose instructions that
access said privéte variable without causing a security violation to be flagged
by said security insfructions even if said first procedure and second procedure
belong to different respective object classes.
10
3. The computer system of claim 2, wherein
said interpreter includes instructions for flushing said working
representation of said first procedure from said procedure interpreter when
execution of said first procedure terminates, such that when said first
15 prbcedure is executed again said interpreter generates a new working

representation of said first procedure.

4. A method of operating a computer system, comprising the steps of:
storing a plurality of objects and a plurality of procedures in a computer
20 memory, each said object comprisihg an instance of an associated object
class and eabh said procedure belonging to a respective object class, said
plurality of procedures including simple procedures wherein the entire
function performed by each said simple procedure is selected from the group
consisting of: (A) returning a private variable’s value, where said private
25 variable is private to an object of the object class to which said simple
procedure belongs, (B) storing a specified value into said private variable, and
(C) returning a constant value;
under the control of a secure program interpreter, _s_ajg_mte[p_Le_t_er_

providing private variable security to restrict access to said private variable,
30 executing selected ones of said procedures, including generating a working

representation of a first one of said procedures to be executed, and
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said i nwnsuuct ions for flushing said working-15

representation of said first procedure fromsaid procedure interpreter when

execut i oﬂ"ﬂ"ﬂﬂmnn”m ocedure term nates, such that when said first

procedur &'® ; , HH n said interpreter, _generates a new worKki ng

representati on 'of "aisd #irst procedure. - 16> _
optimizing execution of any of said simple procedures when called by said
first procedure, said optimizing step including determining, when said
interpreter is processing a procedure call in said first procedure to a second
one of said procedures, whether said second procedure is one of said simple

5 procedures, and_if said determination is positive, replacing said procedure call

in said working representation of said first procedure with a direct access

instruction that does not violate the private variable security provided by the
secure program interpreter, wherein said direct access instruction is selected

from the group consisting of (A) a first instruction that directly returns said
10 private variable’s value, (B) a second instruction that directly stores a
specified value into said private variable, and (C) a third instruction that

directly returns said constant value.

5. The method of claim 4, wherein said first and second instructions are
15 spécial purpose instructions, said method including the steps of:
preventing standard instructions for loading a variable’s value into an
operan_d stack and for storing a value on the operand stack into a variable
from accessing any private variable outside the procedure in which said
standard instructions reside, and flagging a security violation when execution
20 of any standard instruction would require accessing any private variable that
is not stored in an object of the object class for the procedure in which said
standard instructions reside; and
enabling said first and second instructions to access said private
variable without causing a security violation to be flagged even if said first
25 procedure and second procedure belong to different respective object

. classes.

6. The method of claim 5, including:
flushing said working representation of said first procedure from said

30 interpreter when execution of said first procedure terminates, such that when:
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said first procedure is executed égain said interpreter generates a new

-17 -

working representation of said first procedure.

7. A memory for storing data for access by programs being executed on a
5 data processing system, said memory comprising:

a plurality of objects and a plurality of procedures stored in said
memory, each said object comprising an instance of an associated object
class and each said procedure belonging to a respective object class, said

. plurality of procedures including simple procedures wherein the enﬁre

10 funcfion performed by each said simple procedure is selected from the group
consisting of: (A) returning a private variable’s value, where said private
variable is stored in and is private to an object of the object class to which
said simple procedure belongs, (B) storing a specified value into said private
variable, and (C) returning a constant value; and

15 a secure program interpreter, stored in said memory, for executing
éelected ones of said procedures, said interpreter providing private variable

security to restrict access to said private variable, said interpreter including a

load subprocedure for generating a working representation of a first one of
said procedures to be executed, and an optimization subprocedure for

20 optimizing execution of said simple procedures when called by other ones of
said procedures, said optimization subprocedure determining, when said
interpreter is processing a procedure call in said first procedure to a second
one of said procedures, whether said second procedure is one of said simple
procedures, and if said determination is positive, replacing said procedure call

25 in said working representation of said first procedure with a direct access
instruction that does not violate the private variable security provided by the
secure program interpreter, wherein said direct access instruction is selected
from the group consisting of (A) a first instruction that directly returns said

private variable’s value, (B) a second instruction that directly stores a
30 specified value into said private variable, and (C) a third instruction that
directly returns said constant value.
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8. The memory of claim 7, wherein _
said interpreter includes security instructions for preventing standard
instructions that load a variable’s value into an operand stack and that store a
5 value on the operand stack into a variable from accessing any private variable
that is not stored in an object of the object class for the procedure in which
said standard instructions reside; and
said first and second instructions are special purpose instructions that
can access said private variable without causing a security violation to be
10 flagged by said security instructions even if said first procedure and second

procedure belong to different respectivé object classes.

9. The memory of claim 8, wherein
said-interpreter includes instructions for flushing said working
15 representation of said first procedure from said procedure interpreter when
execution of said first procedure terminates, such that when said first
procedure is executed again said interpreter generates a new working

representation of said first procedure.
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SYSTEM AND METHOD FOR RUNTIME OPTIMIZATION OF
PRIVATE VARIABLE FUNCTION CALLS IN A SECURE INTERPRETER

ABSTRACT OF THE DISCLOSURE

A secure program interpreter performé a special check the first time it
executes a method call to determine if the sole purpose of the called method
is to access the value of private variable, modify the value of a private
variable, or return a constant value. When this is the case, the interpreter's
internal representation of the method being executed is modified to directly
access the private variable of the called method. When the modified _portion of

the method is executed, the private variable or constant is accessed directly

| by the executed method using a privileged load or store instruction, the use of

which avoids the flagging of a security violation by the program interpreter.
When execution of the program is completed, the modified internal
representation of the method is flushed, such that when the program is
executed again the interpreter generates a new working representation of the

aforementioned method.

Fig. 1

This is the replacement sheet

Date: {2 MAR 2m



