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(57) Abstract: Method(s), system(s), apparatus are provided for quantum safe quantum streaming between a first endpoint device and
second endpoint device via a server of a quantum cloud platform. Splitting, at the first endpoint device, a data item into a plurality
of data shards that allow reconstruction of the data item. Encrypting, at the first endpoint device, each of the data shards separately
using a first cryptographic key shared between the first endpoint device and the second endpoint device. Establishing, between the
first endpoint device and the server, a first plurality of secure channels with the server of the quantum cloud platform using a second
cryptographic key, the second cryptographic key shared between the endpoint and the server. Transmitting, from the first endpoint
device to the server, the plurality of encrypted shards towards the second endpoint device via the server over the plurality of secure
channels. Receiving, at the server, the plurality of encrypted data shards of the data item transmitted from the first endpoint device over
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the first plurality of secure channels, each data shard encrypted using the first cryptographic key known only to the first endpoint device
and the second endpoint device. Securely storing, by the server, the encrypted data shards of the data item in a secure storage of the
quantum cloud platform. In response to the second endpoint logging onto the quantum cloud platform, establishing a second plurality
of secure channels with the second endpoint using a third cryptographic key, the third cryptographic key shared between the second
endpoint device and the server. Retrieving the encrypted data shards of the data item from secure storage. Transmitting the encrypted
data shards over the second plurality of secure channels to the second endpoint device. Receiving, at the second endpoint, a plurality of
encrypted data shards of the encrypted data item from the server over the second plurality. Decrypting the encrypted data shards using
the first cryptographic key to reconstruct the data item transferred from the first endpoint device to the second endpoint device.



