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[0004] A wireless device (e.g., a cellular phone) that supports 1x and/or 1x-EV-DO

typically maintains a preferred roaming list (PRL). This PRL contains information to
assist the wireless device perform system selection and acquisition in 1x and 1x-EV-DO
systems, particularly when the wireless device is roaming. The PRL identifies
“permitted” systems that the wireless device should use and (optionally) “forbidden”
systems that the wireless device should not use.

[0005] The PRL format for 1x is described in a document TIA/EIA/IS-683-A,

entitled “Over-the-Air Service Provisioning of Mobile Stations in Spread Spectrum
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authentication for WLAN systems may be stored in a separate WLAN authentication

profile table. The system record for each WLAN system may indicate an acquisition
record and a profile record applicable for that WLAN system.

[0009] In another aspect, a network identifier table stores system records and profile
records for WLAN systems and possibly other types of systems. The system records
carry information used for system selection and acquisition. The system records in the
network identifier table do not need to be backward compatible with TIA-683-C and

may be defined to carry pertinent information in an efficient manner. The profile
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[0023]  FIG. 1 shows a deployment with a WWAN 100 and a WLAN 102. WWAN
100 provides communieation coverage for a large geographic area, e.g., a city, a state,
and so on. WLAN 102 provides communication coverage for a smaller geographic
area, e.g., a mall, a campus, a store, and so on. The coverage area of WWAN 100 may
or may not overlap the coverage area of WLAN 102.

[0024] WWAN 100 may be a 1x network, a IXEV-DO network, or some other type
of network. WWAN 100 includes one or more systems, and each system includes one

or more smaller networks. Each system within a 1x network is identified by a system
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[0027] For 1x and 1XEV-DO, a wireless device maintains a preferred roaming list
(PRL) for system selection and acquisition. The wireless device may be programmed
with the PRL via a serial or USB interface, e.g., during manufacturing or activation.
The wireless device may also download the PRL over the air and/or may obtain the PRL

from a removable module inserted into the wireless device. The wirelegs device stores
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[0031] FIG. 3 shows a file 300 containing an extended PRL, which is a PRL in the
extended PRL format defined by TIA-683-C. The extended PRL contains a number of
fields, all of which are shown in FIG. 3. Table 1 provides a short description for the
fields in the extended PRL.
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[0032] Conventionally, the extended PRL contains extended system records,
extended acquisition records, and common subnet records for 1x and/or 1XxEV-DO
systems. A wireless device that stores this extended PRL is only able to select and
acquire 1x and 1XxEV-DO systems.
[0033] In an aspect, an enhanced PRL is defined that can carry extended system
records, extended acquisition records, and common subnet records for WLAN and
WWAN systems. In an embodiment, the enhanced PRL has the format shown in Table
1, includes all of the fields of the extended PRL, and is backward compatible with TIA-
683-C. A wireless device that supports TIA-683-C (which is called a legacy wireless
device) is able to extract the records for 1x and 1xEV-DO systems from the enhanced
PRL and ignores or discards the records for WLAN systems. A new wireless device
that supports the enhanced PRL is able to extract the records for WLAN systems and

uses these records for automatic selection and acquisition of the WLAN systems.
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Indicate if operating on the WLAN system is

PREF_NEG 1 | permitted (1°) or forbidden (0”).

GEO 1 Indicate geographical area of the WLAN system.

PRI 1 Indicate the preference for the WLAN system.
Point to an extended acquisition record for the

ACQ_INDEX 9 WLAN system.

Type-specific system ID record:

RESERVED 3 Reserve for future use.

PREFIX 1 Set to ‘1’ if the record is a prefix for an SSID.

Set to ‘0’ if the SSID is included in the
6 extended system record and to ‘1 if the SSID is
stored in the common subnet table.

SUBNET _COMMON _
INCLUDED
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RESERMHDE | D 8 Poi Evmiablearﬂmlhemdmgdllﬁson profile f or

the WLAN system  RESERVED vari abl e Contai n paddi ng

bhits. [0038] The ty ecif m | D, record for
OB Bt AR ’ge}%fsefﬁﬂ} B freerbn WA Rstrete P ecord 410
inclides dricub akldatiat 86 bertinen ol WILAW. ANPRAFBREEXs Edt @ o lifsthe

set to "1' if the record is serV|ng as a prefix for

recgydl iSSteying\ 2\ ANEHe HITAME NP mdy YHaAR %Wne%tyemé REVe Fgay -
sysfERls Ct%@t @%g@ﬁ@%@d SiniigF SSi9sDe g, €ABCI”, “ABEL”; “ABB§2 and so
a

on. If the Pf{EFB( ﬁglg is set to ‘1’ and the SSID field is set to “ABC”, then a wireless
device can acquire any WLAN system with an SSID prefix of “ABC”, e.g., “ABC1”,
“ABC2”, or “ABC3”. A SUBNET COMMON_INCLUDED field indicates whether
the SSID is stored in the WLAN extended system record or the common subnet table.
If SUBNET _COMMON_INCLUDED = ‘0’, then the SSID is stored in the SSID field,
and the SUBNET COMMON_OFFSET is omitted. Conversely, if
SUBNET_COMMON_INCLUDED = ‘1’, then the SSID field is omitted, and the SSID
is stored in the common subnet table at the location indicated by the
SUBNET_COMMON_OFFSET field. Each common subnet record can store 15 bytes
(or octets). Thus, the first 15 bytes of the SSID are stored in the common subnet recofd
indicat.ed by the SUBNET_COMMON_OFFSET field, the next 15 bytes of the SSID (if

any) are stored in the next common subnet record, and the last two bytes of the SSID (if

any) are stored in the following common subnet record. The
SUBNET _COMMON_OFFSET field is zero for the first common subnet record in the
common subnet table. The SSID_LENGTH field indicates the length of the SSID (in

~ octets). The SSID_LENGTH field is set to 0 to indicate a wildcard SSID, which means
that a WLAN system with any SSID may be acquired.
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may be used to acquire a WLAN system using specific channels.

[0043] Table 3 provides a short description for the fields of acquisition record 420,
which may include one or more occurrences of the CHAN field. Each CHAN field
indicates a specific channel for the WLAN system. Each channel corresponds to a
specific frequency within a given frequency band. For example, IEEE 802.11 defines
14 channels at 14 different frequencies for the 2.4 GHz band. The NUM_CHANS and
CHAN fields are 5 bits and 11 bits, respectively, in length, which match the length of
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Table 4 — Generic WLAN System Acquisition Record

Field L(‘;';tgsgh Description
Set to ‘00010000° for generic WLAN system
ACQTYPE 8 acquisition record.
LENGTH 8 Indicate the length of the record in octets.
WLAN BAND CLASS 8 Indicate the band class of the WLAN system.
WLAN_TECHNOLOGY 8 Indicate the technology of the WLAN system.

[0045]  Table 5 lists an exemplary set of frequency band types for the
WLAN_BAND_CLASS field. Each frequency band type is associated with certain
specifications (e.g., for transmit power) defined by a particular regulatory body for a

particular frequency band. A wireless device operates in accordance with the
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[0046]  FIGS. 3 through 4C and Tables 1 through 5 show specific embodiments of a
PRL and system and acquisition records that support system selection and acquisition
for WLAN systems. In general, the PRL and system and acquisition records may
include any number of fields for any type of information that may be used for selection
and acquisition of WLAN systems.

[0047]  FIG. 5 shows a WLAN authentication profile table 500 that stores WLAN
authentication profiles. Table 6 provides a short description for the fields of profile
table 500.

Table 6 — WLAN Authentication Profile Table

Length

Field (bits)

‘Description

LENGTH 16 Indicate the length of the profile table in octets.
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profiles. A MOBILE IP_PROFILE_ID field indicates a mobile IP profile to use with
the WLAN authentication profile. The mobile IP profile stores authentication

information for mobile IP. A hexadecimal value of OxFF for the
MOBILE IP PROFILE_ID field may indicate use of the active mobile IP profile (if
present). The other fields of the WLAN authentication profile are described below.

Table 7 — Fields for WLAN Authentication Profile

Field L(%lilg):h Description
LENGTH 8 ' | Indicate the length of the profile in octets.
PROFILE D 8 Contain a profile ID value for the profile.
PROFILE_TYPE 8 Indicate the profile type. Set to ‘1’ for WLAN.
ENCRYPTION_TYPE 8 Indicate the encryption type.
AUTHENTICATION_TYPE 8 Indicate the authentication type.

Point to a mobile IP profile to use with this

MOBILE_IP_PROFILE_ID 8 WLAN authorization profile.

Authentication type-specific fields:

DEFAULT WEP_KEY_ID 8 Indicate a default key for WEP.
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oviciudss, 2 nppabencpdy diffsaeny Jppigmeatagigny sich %ShEAP -TLS
(TrhRPbsk a Y)épsé%ﬂﬁ{yg Rhd ®APKAYS %V&Qé’afx l% Eofhi 6, CBAB-TLS

the sizé of an"802.1X I D. vari abl e Contain
utﬂme SEOLE LomMEicypR. i pARISWERDAutktigationdiervst-e There \griges

enc rt]it%g afif gﬁﬂ@ﬁég%@\g@ﬁe@xes at%qgmgvh( i (e MO Akt Aok for WLAN
in 3GPP2 is descnbed in a document 3GPP2 X.S0028, entitled “Wireless Local Area
Network (WLAN) Interworking,” which is publicly available.

[0051] Table 8 lists an exemplary set of encryption types and an exemplary set of
authentication types that may be supported for WLAN. A wireless device performs
encryption in accordance with the encryption scheme (if any) indicated in the
ENCRYPTION_TYPE field and further performs authentication in accordance with the
authentication scheme (if any) indicated in the AUTHENTICATION_TYPE field. The
use of WEP authentication implies that WEP encryption is enabled. 802.1X_TLS
denotes IEEE 802.1X/EAP wifh TLS, 802.1X_MDS5 denotes IEEE 802.1X/EAP with
MD5, and WKEY denotes WLAN long term key (which is described in 3GPP2
X.S0028). Authentication “with RADIUS” means that authentication is performed via a
RADIUS server. Authentication “with Certificate ID” means that authentication is

performed with a cryptographic certificate obtained from a secured certificate authority.
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[0053] FIG. 6A shows a WLAN authentication profile 610 for WEP authentication
(AUTHENTICATION_TYPE = 1). For authentication profile 610, the
WEP_KEY ID1 through WEP_KEY_ID4 fields contain four security keys used for
WEP. The DEFAULT WEP_KEY ID field indicates which one of the four WEP
security keys is the default key. The size of each of the four WEP key fields is 5 octets
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[0056] FIGS. 5, 6A and 6B and Tables 7, 8 and 9 show a specific embodiment of a
WLAN authentication profile table and different WLAN authentication profiles. In
general, the profile table and profiles may include any number of fields for any type of
information that may be used for encryption, authentication, and/or other purposes. For
example, other types of encryption and authentication may be supported, and different
fields may be formed in the profile for different parameters used by these other types of
encryption and authentication.

[0057] For the embodiments described above, an extended PRL contains extended
system records and extended acquisition records for WWAN and WLAN systems, and a
WLAN authentication profile table contains WLAN authentication profiles for the
WLAN systems. The extended PRL is typically generated by a network operator to
achieve the desired system usage, €.8., to direct wireless devices to systems operated by
the network operator and/or to systems for which the network operator has a cross
license. The WLAN authentication profile table contains security-related information
used for encryption and authentication and may be stored in a file that is separate from
the file for the extended PRL.

[0058] An extended PRL may be associated with a specific WLAN authentication
profile table. This is because the PROFILE ID field in the extended system records
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NUM SYS RECS 16 1cate the number of system records in the
- = system table.
1 SYSTEM_TABLE variable | Contain the system records.
NUM_PROFILES 16 | Indicate the number of profiles in the profile table.
PROFILE_TABLE variable | Contain the profiles.
RESERVED variable | Reserve for future use.

[0061] The first system record in the system table, system record 0, may be used to

store WLAN system information entered by the user. Whenever the user manually
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PROFILE_ID 8 record and stored in the profile table.
SSID_LENGTH 8 Indicate the length of the SSID.
SSID— variable | Contain the SSID specified by the user.

[0064] The WLAN_ BAND_CLASS field indicates the band class of the WLAN
system and may be encoded as shown in Table 5. The WLAN_ TECHNOLOGY field
indicates the technology of the WLAN system and may also be encoded as shown n
Table 5. Alternatively, 802.11a, 802.11b and 802.11g may be associated with bits 0, 1
and 2, respectively, of the WLAN_TECHNOLOGY field, and each bit may be set to ‘1’
to indicate support for that technology. For example, a hexadecimal value of 0x01

indicates support for 802.11a, a value of 0x02 indicates support for 802.11b, a value of
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associated W th
general, the information may be stored (1) in any number of tables, any number of

records, and any number of fields and (2) using any format for the tables, records, and
fields. The system and acquisition information may be stored in separate system and
acquisition records (as shown in FIG. 3) or in the system record (as shown in FIG. 7).
The information for encryption and authentication may be stored in separate profile
records (as shown in FIG. 7) or may be combined with the system records (not shown in
any of the figures).

[0069] FIG. 8 shows an embodiment of a process 800 performed by a wireless
device for system selection and acquisition. Initially, a PRL containing information for
WWAN and WLAN systems is obtained, e.g., from a non-volatile memory (block 810).
The PRL is used for system selection and acquisition (block 820). For the embodiment
shown in FIG. 8 for block 820, one or more acquisition records are obtained from the
PRL (block 822). WWAN and/or WLAN systems are searched and acquired based on
the acquisition record(s) (block 824). Acquisition may be attempted with one

acquisition record at a time, and the acquisition records in the PRL may be selected in a
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associated information in the profile record.

[0072]  System selection and acquisition for WLAN systems may also be performed
based on the network identifier table shown in FIG. 7 and Table 10. System selection
may be performed in a different manner with the network identifier table than with the
PRL. For example, WLAN systems may be selected based on technology, band class,

channel, WLAN mode, and/or other criteria when using the network identifier table.
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(USIM) (also used for W-CDMA and GSM), and so on.

[0075] A PRL server 150 supports over-the-air programming of PRL using SMS
messages. PRL server 150 may form a PRL with records for WWAN and WLAN
systems, generates a data block for the PRL, and forwards the data block to a Short



accordance with the encryption schenme and further
based on the associated information in the profile
record. Simlarly, authentication may be perfornmed

wi Jols/185sWAN  system in accordance W th thecr/ys2006/023096
aut hentication schene and further based on the

associ ated i nfor mation in the pr ofl I e record. [0072]
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1mblagﬁie§t'g§ Rith{d 1RE Sl%gesgcg'Q)r bftefnhiGo 18 é)r&,%ﬁso? ystem sel ection

ui sition. mermr&; unit 932 stores program
[0&’19(}1 e s dreyaous description of the disclosed embodiments is provided to enable
any person skilled in the art to make or use the present invention. Various
modifications to these embodiments will be readily apparent to those skilled in the art,
and the generic principles defined herein may be applied to other embodiments without

departing from the spirit or scope of the invention. Thus, the present invention is not



used by processor/controller 930 and other units.

Menory unit 932 may store a PRL for WMMN and WLAN
systens, a profile table for WLAN systens, and/or a
weElowRl3k33g1 dentifier (NI) table for WAN systeiR;sang 023096
possi bly other systens. The PRL, profile table,

and/or NI table may be use¥ for system sel ection and

..acguisition as desgribed bove. A.r bl e | e .
i e e 13 ocmstpg e SO Rige Y SHE PR R ol g
scéigé%ons%%nt with ehePrkipled ahdbd ] featuebsdisclobal Wdkeih.abl e.
enovabl e nodul e 934 may be a Renovable User ldentity
Module (R-U M (used for cdma2000), a Subscri ber
[odgd§ Nt iwrA™Mlel ark@Ms:(used for WCDVA and GSM), a
Uni versal Subscriber lIdentity Module (USIM (al so
used for WCDVA and GSM, and so on. [0075] A PRL
server 150 supports over-the-air programm ng of PRL
using SM5 nessages. PRL server 150 may forma PRL
with records for WAMN and WLAN systens, generates a
data block for the PRL, and forwards the data block to
a Short WD 2006/ 138338 PCT[ US2006/:023096 21 Message
Service (SMS) service center 140. Center 140
encapsul ates the data block wthin one or nore SMS
nmessages. MSC 130 receives the SMS nessages and
forwards the nmessages to base station 110x, which
transmits the nmessages over the air to the wreless
devices within its coverage area. An Over-the-Air
Service Provisioning Function (OTAF) (not shown in
FIG 9) also supports over-the-air progranm ng of
PRL. The OTAF may forma PRL with records for WMN and
W.AN systens, generate a data block for the PRL, and
encapsul ate the data block in one or nore nessages.
MSC 130 receives the nessage(s) fromthe OTAF and
forwards the nessage(s) to base station 11 Ox for
transm ssion to the wirel ess devices. [00761 At -
W rel ess device 120x, processor/controller 930 nmay
recei ve a decoded data block with the PRL sent by PRL
center 150 or the OTAF and may store the PRL in
menory unit 932 and/or renovabl e nodul e 934.
Processor/controller 930 may al so receive system
and/or security-related information froma user for
WLAN systens and rmay store the information in nmenory
unit 932 and/or renovabl e nodul e 934 [0077] The
t echni ques descri bed herein may be i npl enented by
vari ous neans. For exanple, these techniques may be
i npl enented in hardware, software, or a conbination
t hereof For a hardware inplenentation, the processing
units used to performsystem selection and
acqui sition may be inplenmented within one or nore
application specific integrated circuits (ASICs),
di gital signal processors (DSPs), digital signa
processi ng



devi ces (DSPDs), progranmable |ogic devices (PLDs),
field programmabl e gate arrays (FPGAs), processors,
controllers, mcro-controllers, mcroprocessors,
Wbl o3 devices, other electronic units gepiaedhzes
to performthe functions d gcribed herein, or a
conbi nation thereof. [0078f°For a software
i mpl enentation, the techniques nay be inplenmented with
nodul es (e.g., procedures, functions, and so on) that
performthe functions diﬁﬁéﬁgﬁg herein. The software
codes may be stored in unit (e.g., nenory
unit 932 in FIG 9) and executed by a processor
(e.g., processor 930). The nmenory unit may be
|nplbnenv%ﬂﬁmmﬂwwﬁ90ﬁmm§np¥ocessor or external to the
pro t
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wpeessowidskirtd adwiork ({WVAN) sysemadod arleass ent heirgiessslecul area
V r|ou nodi fications to these enbodi nents
H&Q%%th’ %bparent to those skilled in the art,
and 4 precegsmn epera:tlvferto 0 the BRLA&f systertl skledtidn andragquidétion.
applied to other enbodi nents wi thout departing from
the spirit or scope of the invention. Thus, the
present iThe@pdardis dfeldi@tl, Wherk6¢ 338:kast is operative to acquire at
PCT/ US2006/ 023096 22 |ntended to be limted to the
legthopeipricm kesehrnacavieitien Fropide i e PBLbe accorded t he
wi dest scope consistent wth the principles and novel
features disclosed herein. 0080 VHAT | S CLAIMED | S:
WO 2906/ 1383 Udaions/ © € prgcaspon|igyeperativeAp select a
r F
GRREETh Aol TR Rl st%{%t s PFIEK S WO Befom
based e sstmuiededsaindlze PRt-wor k (WAMN) system and at | east
one wireless |local area network (W.AN) systenm and a
processor operative to use the PRL for system
sel ett i orfhargpaatys bf clinni, whereilhtbe appessart i9dpefativd @i obtain,

8t PN e BB AN LRN e Ll B ien

dé?Bhun&prefEFt@cé%ﬁ@&hﬁWAN argl Wle\ﬂsyst\tﬂﬁe {rethé gédpeaphic area based
rocessor 1s operative to select a st ' a
of T Sigton aegords g oueie: ¢ Bed ans sternedne hesov AR S ai AN
s Bé%sthe%@% ShHR ar8y/Seds €0 @6 PFdSericds.t he PRL. 4. The

appar at us claim1, wherein the processor is
operative to obtain,
5. The apparatus of claim 1, wherein the processor is operative to acquire a

WW AN system initially and to acquire a WLAN system next, if available, based on the
acquired WWAN system.

6. The apparatus of claim 1, wherein the processor is operative to attempt
acquisition of a WWAN system first and to attempt acquisition of a WLAN system if no
WWAN systems are acquired.

7. The apparatus of claim 1, wherein the memory unit is operative to store a
profile table for the at least one WLAN system, the profile table carrying information

used for authentication and encryption for the at least one WLAN system.



fromthe PRL, systemrecords for WAMN and WLAN syst ens
in a geographic area, to determ ne preferences for

the WMN and WLAN systens in the geographic area based
Ao bddg 1yt em records, and to sel ect at |eastp@PEs006/023096
system anong the WMN and WLAN systens in the

geogr aphi ¢ area based on th&preferences. 5. The
apparatus of claim11, wherein the processor is

operative to acquire a WMN systeminitially and to
acqui8r e aTbMAppmmi efrelaiex ¥, whéreiavhé palabor Rampetion td bistain

red S e appar claiml,
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acqui sition of a WAN systemif no N systens are

acquired. 7. The apparatus of claim1, wherein the
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with the sel ected WLAN system i n accordance with the

aut hentication schene and further based on the
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The apparatus of clarm rein e processor

selraresand erthep basgé pe thmserem&nre@mﬂrlyfyhnatmns chenme to use

for the selected WLAN system based on the profile

record, to obtain security-related information from

t he p2.of i The appacitd,of @l  pwhereinftioy PRE D6thptikes O $yStemt Béord
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13. The apparatus of claim 1, wherein the PRL comprises one acquisition
record for each WLAN system, and wherein each acquisition record indicates a
technology, a band class, a channel, or a combination thereof for an associated WLAN

system.

14. The apparatus of claim 7, wherein the profile table comprises one profile

record for each WLAN system, and wherein each profile record indicates an



identifier (SSID), an acquisition record, a profile
record, a preference, a prefix, or a conbination
thereof for an associated WLAN system 13. The
WP oah453s0f claim 1, wherein the PRL conpri sgsr/08¥806/023096
acquisition record for each WAN system and wherein
each acquisition record i ndftates a technol ogy, a

a chanpel combi atlo t hereof fqr an
SHUBIELEE Soren o CripPt shSENE BRI SRy e
idéreifier, or & benlpnaticnl theré(ﬁlfbleanm@smfatedéBLANGsyﬁtémf ile
record for each WLAN system and wherein each profile
record indicates an WO 2006/ 138338 PCT/ US2006/ 023096

25 aUlBhentl“he appaBilusSaieRing 1, Wher6if dliemtheny \mahesRratide to store a
an, user _identifjer,
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storEQ";ﬁartﬂﬂlh@ ybles! 8F ﬁforﬁlhﬁdd’ﬁetekmn‘é@ 6y & bfbﬁl@@pmerrHﬁ‘l% 1'record
is operative to store a profile table conprised of

-l east one profile record, and wherein each profile

recor S y. f

ot orgi nod pyr e avepf R 152 PREe 9 RATRHE WLAN system is
Fogneineredstramied profile ppavatwe 5, wherein the at |east

one WLAN systemis assigned a predeterm ned profile
type value. 17. The apparatus of claim1l, wherein the
PRL i1§. ba@keapmiraongaidifl 1o wherein thd PRELG8Backwatdasottmatible with
111% 8% thé)d of performng system sel ection and
ach|S|F|on ‘conprising: obtaining a preferred

roamng list (PRL) for at | east one wireless wde area

net k (WA and at | east. one wreless |ocal
o o0 st i RPod ARG CyRRE Ao e liat ) FAUSERE coppaing:
Syst @blagfhe & tpreferrad oaata list (PROY - forl B leﬂl%nw&‘é?éés Qfide area
cl ai 1Mere| n the using the PRL for stem

PR e & leeptone parslses e a%tna VAN gystem;
ddge PRL, at | east one acquisition record, acquiring at
| east one system based on the at |east one acquisition
r ecori§ing t@ﬂ%lpér for Aystenp piepfiemendaRAVisigoRt em records for
the at | east one acquired systemand WMNN and W.AN
systens in same geographic area as the at |east one
acquilPed Thyzethed ofnldim é8,edteraiy the usipg tenPRIn fartsgstem selection

3@|ﬂ| based on the systemrecords. 20. The
gﬁ%ﬁ({) ?i?hesl8 further conpri sing:

obtalmng, from the PRL, at least one acquisition record,

acquiring at least one system based on the at least one acquisition record,

obtaining, from the PRL, system records for the at least one acquired system and
WWAN and WLAN systems in same geographic area as the at least one acquired
system, and

selecting a system in the geographic area based on the system records.

20. The method of claim 18, further comprising:

obtaining a profile record for a selected WLAN system;

determining an authentication scheme to use for the selected WLAN system
based on the profile record;

obtaining security-related information for the selected WLAN system, from the

profile record; and



obtaining a profile record for a selected W.AN system
determ ning an authentication schene to use for the

sel ected WLAN system based on the profile record,
oWbabdiBgssgecurity-related information for thecpus

sel ected WLAN system fromthe profile record; anél’”%%”%
2006/ 138338 PCT/ US2006/ 023096 26 performing

authentjication, with.the, ect ed N.systemin i
accor®fy ’é‘%m%iaflwenqoﬁ'émbﬁ’ﬂtﬁghfif’ eé’feld\é\&ﬁﬁ%ﬁ 0 HgaqeoRdppre, with
e seteitafidiescBeeANd Hirth& baded @n ithtf @Iy -rdited d¥ormbhhien.

met hod of claim 18, further conprising: obtaining a
profile record for a selected WLAN systeny determ ning

an engiry prihe tcHdadTelatt 19SHrthcohPisifg! ected WAN
system based oaon the profile record; obtaining

securehajuipg p aradide fepdrd dora selsated Y LANsystanect ed W.AN
syst e&@te_fr&fniﬁ}gt zﬂieerﬁ%‘ﬁt) lsaleérfgct%%\lfo?'ﬁge RELIAWL A s gte{:nebased

encryption tor the select system’in accordan
o the prafde reeerdy ypt i on scheme and further based on the

secur it y-.rel ' r ot i or
oo AR LS AR 6P PR i o
piosite re¢eRL)anfior at | east one wirel ess wide area

St I A

EiRkyition schymt end Aethechds@torathe sty slatel MifornZdionThe
apparatus of claim 22, wherein the nmeans for using the
PRL for system selection and acquisition conprises

means2Z or Abipphlatil@omprigiAg:t he PRL, at |east one
acqui sitiqgn record, neans for ac_:(%ui ring at |east one
S

syst eRFPALEQOBHPIRERPRR{oricd aeaming st AR foF #tlenst onectiariess wide
ARARSWhR (WMANEREm hddoap 1&&&%5&@1%&&315@5%&%&%%@\/@51‘ AN)

the at | east one acquired system and WMN a
EMBAR i n same geographic area as the at |east one

acqui heghs ?(*%Eiﬁglhe?gﬁbﬁ? g%&c[)ﬁn &{l%ﬁ@ﬁ SfildcRdsifopySt €M i n

t he geographi c ar ase e systemrecords. 24.
The apparatus of claim 22, further conprising: neans

;3; i g%].t' ai r’Iih@ gapﬁargﬁlgfolflc?ahﬁ%? rwqmeIe?I{ {3 rﬁgaln(se%regsir\{\g!' 't%% ‘PRL for
system selection and acquisition comprises

means for obtaining, from the PRL, at least one acquisition record,

means for acquiring at least one system based on the at least one acquisition
record,

means for obtaining, from the PRL, system records for the at least one acquired
system and WWAN and WLAN systems in same geographic area as the at least one
acquired system, and

means for selecting a system in the geographic area based on the system records.

24.  The apparatus of claim 22, further comprising:

means for obtaining a profile record for a selected WLAN system;

means for determining an authentication scheme to use for the selected WLAN
system based on the profile record;

means for obtaining security-related information for the selected WLAN system

from the profile record; and



means for determ ning an authentication schene to use
for the selected W.AN system based on the profile
record; means for obtaining security-rel ated

b Slobdsbgn for the sel ected WLAN system fr opgd006/023096
profile record; and WO 2006/ 138338 PCTI US2006/ 023096

27 means for performng aut Béntication with the

lect ed WAN system i d i th t ,
it TS 401 BB DR PP HEP DS eHeBH EAN system in

BETBArick Wittethat @chentidation Reteneznand2frthdtiseppartad sscutify-related
.claim?22, further conprising: nmeans for obtaining a
GPY9® record for a sel ected WLAN system neans for
determ ning an encryption schene to use for the
sel ected W.AN system based on the profile record,
meang>f or TBpERARFIHGT §BEn A2+ Y hea camBIdsSif or mat i on for
the %@éaﬁﬁo%btﬂaﬁ@_a?féﬁ1e%cofafm &R WL ysREOr d; and
means for performng encryption for the sel’'ected W.AN
syst angans forcdetarminies an \whemiptigrescheae o o forstbh eplectath GVLAN
ecurity-related i nformation. 26.
y &%%I}ggeegg)%ﬁﬁ%gglaeg%rﬁedi a for storing instructions
oper aixtags fon obtaimirgreewyy-releted odommtion fitr dlensekecipd V BANexystem
oam n st (PRL) for at |east one wreless w de area
t{ﬂoe %rﬂ%"élfm ansdz/stem and at | east one wirel ess |ocal
ar ea mehsvior lpeffiihAd) ey gitonfonthed selseed WAL AMREystant irsygbriance

sel ection and acqui Si.ti.on, 27. The pr.ocessor. readabl e
BTG B s g Pl 5 e QB eRie inforaation.

i nstructions operable to: obtain, fromthe PRL, at
| east__one acqui sitian recg_r % di rect acquisitiaogn, of at
| east2%one AsRretesifr Badehle Bisdinder sipringdnsipcting operaRlr & 3 Vagless
deefeksl, obtain, fromthe PRL, systemrecords for the
at | east one acgui red system and WAMAN and W.AN
syst iR pPsired seaypapHi(BR ) fonatdeast pre varelpss ydde yprenetwork
@PWAN)RYsterd ¥Bd 8TrasPE WIRIKS locll B¥S1eBBrk PWiAA) system; and
geogr aphi c _area based on the systemrecords. 58. A
wi r eluss thed®l forsysismmelosiionpandgcausioery unit operative to
store at |l east one file containing system and
security-

27.  The processor readable media of claim 26, and further for storing

instructions operable to:

obtain, from the PRL, at least one acquisition record,

direct acquisition of at least one system based on the at least one acquisition
record,

obtain, from the PRL, system records for the at least one acquired system and
WWAN and WLAN systems in same geographic area as the at least one acquired
system, and

select a system in the geographic area based on the system records.

28. A wireless device comprising:

a memory unit operative to store at least one file containing system and security-
related information for at Jeast one wireless local area network (WLAN) system,
wherein the at least one file is used by the wireless device for system selection and

acquisition for the at least one WLAN system; and
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processor operative to use #Be at |east one file to
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gystemobt ain fromthe at |east one file at | east one
systemrecord for the at | east one WLAN system to
sel ect one of the at | east one WLAN system based on
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aut héft i cdibporirelese deviee of §laian8, desren nhenpocdssor m kbperatlve to

o%‘?zln? (ﬁto?rg tlyéL At I ile %1?rogl%ere%rdeftore %Sse?eg}éd C@IL syﬁ?% to

8, wherein the processor is operatl
detﬁémme arealsthemtlbn |seheanepbastd lom thecprotild esconl, Sab et féform

b
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encryption schenme, if any, determ ned for the
sel ected WLAN system 32. The wirel ess device of claim

28, \Mller eiThe WHRIRE déveaSst Qaim 38, | vehesGHMId V@%&?ssdfi‘tls bﬁ?%ve to
g) %%/? gl}m record for the at |éast one V&%
nitelsets Wfdtle d PrPlisoieerT Har @atelested WLAN system, to
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| east one profile recor r the at | east one WLANT
system and wherein each profile record indicates an
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security key, a asswor an user
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a technology different than the technology for the at

| easB3.0neTHY AdleR¥KSIeRT® of claim 28, wherein the at least one file comprises
at least one profile record for the at least one WLAN system, and wherein each profile
record indicates an authentication scheme, an encryption scheme, a security key, a

password, an user identifier, or a combination thereof for an associated WLAN system.

34.  The wireless device of claim 28, wherein the at least one file comprises
at least one system record for the at least one WLAN system and at least one other
system record for at least one other system utilizing a technology different than the

technology for the at least one WLAN system.
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gg%\uszgoa/ 023096 30 40. An apparatus conpri sing:
system, _
selecting one of the at least one WLAN system based on the at least one system
record, and

acquiring a selected WLAN system based on an associated system record.

39.  The method of claim 37, further comprising:

obtaining from the at least one file a profile record for a selected WLAN system,

determining an authentication scheme based on the profile record;

performing authentication with the selected WLAN system in accordance with
the authentication scheme, if any, determined for the selected WLAN system;

determining an encryption scheme based on the profile record; and

perforrhing encryption for the selected WLAN system in accordance with the

encryption scheme, if any, determined for the selected WLAN system.



means for obtaining at |east one file containing
system and security-related information for at |east
one wireless |ocal area network (W.AN) system wherein
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apparatus of claim40, further conprising: nmeans
obtaining fromthe at |east one file a profile record

for agsel gglg pr L &1 [ ol 0l ng ,an
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WLAN .. an wi th.the authentjcatio
VLA A i85 ARl F B for o
least bV Ladasystefipor  det er mi ni ng an encrypti on schene

based_on the profile record; and s for performn
encryp aflsoirhlorfs%l Ctpﬁé’ngé’lfgfbetaégé%%ﬁ HSteR %?é%‘L?‘Bgﬁéé%aSt
otetshistétheecericindt i on schene, if any, determined for the

sel ected W.AN system
means tor acqu1Xng a selected WLAN system based on an associated system

record.

42.  The apparatus of claim 40, further comprising:

means for obtaining from the at least one file a profile record for a selected
WLAN system,;

means for determining an authentication scheme based on the profile record;

means for performing authentication with the selected WLAN system in
accordance with the authentication scheme, if any, determined for the selected WLAN
system;

means for determining an encryption scheme based on the profile record; and

means for performing encryption for the selected WLAN system in accordance

with the encryption scheme, if any, determined for the selected WLAN system.



