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4102 On the basis of determination on a target user, detect network transmission
of user data of the target user from a client application to a server
4104 On the basis of the type of network traffic corresponding to the network
transmission, analyze network traffic at different layers of the network transmission
4106 On the basis that the analysis indicates that the network traffic satisfies a data
exchange constraint corresponding to the target user, send the network traffic
to a server defined by the data exchange constraint

(57) Abstract: Provided are a method and apparatus for managing network traffic of a client application, a device, and a storage medium.
The described method comprises: on the basis of determination on a target user, detecting network transmission of user data of the
target user from a client application to a server; on the basis of the type of network traffic corresponding to the network transmission,
analyzing network traffic at different layers of the network transmission; and, on the basis that the analysis indicates that the network
traffic satisfies a data exchange constraint corresponding to the target user, sending the network traffic to a server defined by the data
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exchange constraint. By using said means, by means of, on the basis of the type of network traffic, analyzing and defining network
traffic that does not satisfy a data exchange constraint among network traffic at different layers of network transmission, user data can
be effectively prevented from being transmitted to an unallowed server by means of various types of network traffic.

(G7) HE: Rt 7 —FE B R P N R M AR R TR RE. RN . REERR
JrikEAE: BT XA T B E, R B s TR R R s 7 v I B AR 45 00 Y 4% AR,
T 2% A B XS I F) R 2% 0 AR A SR T, A I S A B B AN R JR 0T SRR DL IR T T HR R R 4% i B
Wi 25 E AR P R RO AT R A AR, K R 2% i B A 3K B by B AT 0 4 R PR GE 9 A 55 AR . BB K,
T R T W 2% U R I SR TR A 4% A i 11 AN () = 20 A R BR A I 4% 9 B A A A A 4 240 BRI Y 4 O
B, AT ROhET R P BE 4 i & R R A W 4 R AL B B R VR RIIR S



