29 Septiember 2004 1° DESCRI PTI ON | nfornmati on Recording/ Pl ﬁack gtus
and 'Met hod Technical Field The present invention rel ates g% €§E® an
i nformati on recorder, information player, information recording nethod,

i nformati on playback nmethod, information recording medium and a program
serving nmedium and nore particularly to an information recorder

i nformati on player, information recordi dg nethod, information playback
nmet hod, information recording medium and a program-servi ng medi um
capabl e of preventing data from behESCRIPIUANY copied in data wite to,
and data read from a recording nediumto and from which data can be

recor ded ecent advancenent and
devel op@ﬁ?%?it%eﬂaggﬁﬁﬁmgﬁli%@ésgﬁg dnol ogy, digital recorders

and recordi ng nedia have been prevailing. Wth such a digital recorder and
recordi ng nmedium an inmage or sound, for exanple, can be repeatedly
recorded and pl ayed back w thout any degradation thereof. Since digital
dat a can Perchnegeddtiedl y copied nany tinmes with no degradation of the inmage
and sound qualities, so recording nmedia having digital data illegally

recorded ther efp prefetihvétitidl R1atBRE&firalltd An ﬁﬁ@ﬁﬁa&&h@rd&?&’dﬂ mifbahstien
various contents 'such as nusic, novie, ettc. or |egal distributors of the
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recording medium, and a program seﬁring medium, and more particularly to an
information recorder, information player, information recording method, information
playback method, information recording medium, and a program serving medium,
capable of preventing data from being illegally copied in data write to, and data read

from, a recording medium to and from which data can be recorded and played back.

Background Art

With the recent advancement and development of the digital signal processing
technology, digital recorders and recording media have been prevailing. With such a
digital recorder and recording medium, an image or sound, for example, can be
repeatedly recorded and played back without any degradation thereof. Since digital
data can be repeatedly copied many times with no degradation of the image and sound
qualities, so recording media having digital data illegally recorded therein, if put onthe
market, will cause the copyrighters of vaﬂous contents such as music, movie, etc. or

legal distributors of the contents to be deprived of profits which would come to the



latter if such illegal copying is not possible. To prevenéggg@gntg%ﬁﬂgl
copying of digital data, various illegal-copy preventing systens have
recently been introduced in digital recorders and recording nmedia. As an
exanpl e of the above illegal-copy preventing systens, SCVMS (Serial Copy
Managenment System) is adopted in the MD (mni disc) drive (MDis a
trademark). The SCMs is such that at a @ata player side, audio data is
outputted along with SCM5 signal froma digital interface (DIF) while at a

data recdagerf ifsuekillegadcopyinnds abt pdmsitdedTo pdevent Suokmilldgal dapywinglodykgitali de
I's controll ed based on the S signal fromthe data player side, thereby
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which is allowed tg freely be . copied many tines, a "copy-once- allowed"
dat a whi GIFCPEICAS AR ‘“ocqrglréemégﬁi'ed only once or a "copy-prohibited" data
which is prohibited frombeing copied. At the data recorder side, when
receiving an Asdinocxianplefofothet shovel itleg@onepys praventing systanas, SCMS f3erialk h
the audio data is detected. If the SCM5 signal indicates that the audio

data i s aCoppViahigémeneSystenileis adopteddial athes MIR @it dlisdyodgved (VIDL e aSCVE
signal to tﬁfe) m nigﬁ?sc.sﬁ’f the S signal i ndi g(at es tha)'? t he %di o0 data
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the mni I(tjaiczcs)fding ?)? ?];e gudzitg) dgl:Gapi?rcemn}bﬂelz‘, d%a?aolffla)?;er side is controlled based on the SCMS
signal from the data player side, thereby preventing the audio data from being illegally
copied.
More particularly, the above SCMS signal indicates that an audio data is a
“copy-free” data which is allowed to freely be copied many times, a “copy-once-
allowed” data which is allowed to be copied only once or a “copy-prohibited” data
which is prohibited from being copied. At the data recorder side, when receiving an
audio data from the DIF, SCMS signal transmitted along with the audio data is
detected. If the SCMS signal indicates that the audio data is a “copy-free” data, the
audio data is recorded along with the SCMS signal to the mini disc. If the SCMS
signal indicates that the audio data is a “copy-once-allowed” data, the audio data is
converted to a “copy-prohibited” data and the SCMS signal is recorded along with the

audio data to the mini disc. Further, if the SCMS signal indicates that the audio data

is a copy-prohibited data, the audio data is not recorded to the mini disc. Under a



control. with the SCV5 signal, a copyrighted audio data is frrom
being illegally copied in the mini disc drive unit. Fbme%éé)rg?ﬁ&?%ég%&% S
valid only when the data recorder itself is constructed to control
recording of audio data fromthe data player side based on the SCM5 signal.
Therefore, it is difficult for the SCVM5 to support a mni disc drive not
constructed to performthe SCMS control3. To apply the SCM5, a DVD pl ayer
for exanple adopts a content scranbling systemto prevent a copyrighted

dat a frong@arslowith! BeadCMS eiirall. a TopyHSRteaniudior®blis pocvfterom beiah
that encrypted video data, audio data and the like are recorded in a

DVD- ROM ql%%ﬁg?{&@iﬂier&%mh{!hﬁ?ﬂﬁs%&%PJNIB‘Ei on key for use to decrypt the

encrypt ed given to each 11 censed DVD player. The license is
granted to a DVD pl ayey igned j.n conformty wth a predeterm ned
operation rul eHoEgXFhdhe %‘Eﬁ\a%dﬁ veiaayqrﬁb el th¥aketesd ,erugﬁeifésmastgwsﬂ
decryption key, a licensed DVD player can decrypt encrypted data recorded

in a DVD R@dntw] révandimg qflaadiddatk fitdme thesdade played sise diasedian thef SGMS $ignal.
DVD-ROM On the other hand, an unlicensed DVD pl ayer cannot decrypt

encr ypt edrRglefore! RGO Ut Eoﬁtlﬁ\%m@ﬁiﬁi&ﬂa hiinhaisc @eiveafot kphbtancté@Yo f or

the encrypted data. In short, the conte scranbl i ng system prevents a DVD

PLaYer hoReEh PSEARSIDREAR, 18 TP SERASSa PP 9 ol B
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1o as 29 Sept e’i‘rltl)ee (r:onztgr(l)ticﬁambling system is such that encrypted video data, audio data and
the like are recorded ina DVD-ROM (read—only memory) and a decryption key foruse
to decrypt the encrypted data is given to each licensed DVD player. The license is
granted to a DVD player designed in conformity with a predetermined operation rule
against illegal copying etc. Therefore, using the given decryption key, a licensed DVD
player can decrypt encrypted data recorded in a DVD-ROM to thereby play back the
video and audio data from the DVD-ROM.

On the other hand, an unlicensed DVD player cannot decrypt encrypted data
recorded in a DVD-ROM because it has no decryption key for the encrypted data. In
short, the content scrambling system prevents a DVD player not meeting the licensing
requirements from playing a DVD-ROM having digital data recorded therein in order
to prevent illegal copying.

However, the content scrambling system adopted in the DVD-ROM is directed

to a recording medium to which the user cannot write data (will be referred to as



" ROM rrédi um' hereunder wherever appropriate), but not to '
medium to which the user can wite data (wll be referregﬁgg‘;tg@%%g

medi um' hereunder wherever appropriate). That is to say, copying al
encrypted data recorded in a ROM nedium as they are to a RAM mediumw | |
produce a so-called pirated edition of the data which can be played back
by a Iicensed DVD player. To solve the above problem the Applicant of the
present invention proposed, as disclosed in the Japanese Publi shed

Unexam nedR&ml iheafun?nhdRundedddrebr &ﬁ&%p;i@l@éj BRes&t tB%h?%cc?ﬂﬁh% aRddi@m No.
25310 of 1998), a nethod in which information“to identify each Tecording
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medium I D information iin the recordi ng medium only when a player going to
pl ay the VHCESfCiapgromidtam has been |icensed for the medium I D information.
The above nethod encrypts data in the recording nediumw th a private key
(master key) athatisdd saky comling atemsiygeddatawecorttiduimd ROMmediain anthey
that any unlicensed player cannot acquire any neani ngful data even if it

can read hhe e RAMREdIER A fiBlfcd b?&-oﬁll@h ggﬁfed ¢SABARY the Uatah@hitadaym | D

I nformati on has the operation” thereof |imt agal nst illegal copying. No

unl i cense r. C t ' IDinformati on. The nmedium | D
I nf or mat i g%Bk"@%@n‘%a&@f@?@’i%iﬁé’ﬁﬁh&g‘mi um Even if an unlicensed

| ayer coul d 0 all encrypted data recorded in such a . recordi ng medi um
»P 0 é new recor%p%l@gthgébpgéﬁgpbl@g@4ﬁgApp?icant of the present invention pr%poscd,

as disclosed in the Japanese Published Unexamined Application No. 224461 of 1999
(Japanese Patent Application No. 25310 of 1998), a method in which information to
identify each recording medium (will be referred to as “medium ID information”
hereunder) is recorded with other data in a recording medium to allow access to the
medium ID information in the recording medium only when a player going to play the
recording medium has been licensed for the medium ID information.

The above method encrypts data in the recording medium with a private key
(master key) acquired through licensing of the medium ID information so that any
unlicensed player cannot acquire any meaningful data even if it can read the encrypted
data. Note that a player licensed for the medium ID information has the operation
thereof limited against illegal copying.

No unlicensed player can access the medium ID information. The medium ID
information is unique to each recording medium. Even if an unlicensed player could

copy all encrypted data recorded in such a recording medium to a new recording



medi um the data thus recorded in the new recordi ng nmediu ectly
be decrypted by the unlicensed player as well as by a llg%ﬁ%ﬂ%ﬂ ?Q§@?'
Thus, it is substantially possible to prevent data frombeing illegally
copied. Now it should be rem nded that the nethod disclosed in the above
Japanese Published Unexam ned Application No. 224461 of 1999 (Japanese

Pat ent Application No. 25310 of 1998) @¥ses a sector key unique to each
sector of a disc to encrypt content data such as imge, sound, program

etc. edi%ﬁ?rtg@%attﬁ’ thirddosded ﬁhﬂ]@ﬁ@%erc%hhﬁg 1"n§d1@‘ﬁ§ ‘i:hﬂl%’t é&r&@fyvﬁea

pr obl emt | | arge anount of data 1s encrypt a single

encrypti ncryption I unc

a1 1 of endlestygiedaty B nRenrls, ke us WiLYe blof NG RSRY SISy, ol it ds
text stored in the record| ng medi um and pl ain or unencrypted data acquired
by an at tsubrientiplly possibleepreventdatp dromibsing illegal] @Wﬂ% Japanese

Publ i shed Unexam ned Application of the Applicant of the present

i nvention, a dUéWwet ehduldriss ahindledkayi itk meticghdidcloseddn the abosedipmssef a
predeterm ned size so that only a limted amount of data can be processed
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however, an encryptlon key ésector key) for each sector . used for
encryptlcﬂﬁltfbﬁu%h aohmags, sonnd fRrogran, eiscto be seroreditaithe diser - or der key and
stored in a sector header of a recording medium Thus, the recording
medi um has t o Thecabode methdd iSdpstarddeto soddta froblem that ifalarge amount of data

is encrypted with a single encryption key, the encryption key 1s likely to be uncovered
by a differential attack or linear attack with a combination of an encrypted text stored
in the record‘ing medium and plain or unencrypted data acquired by an attacker by
some means. Inthe method in the above Japanese Published Unexamined Application
ofthe Applicant of the present invention, a different encryption key is assigned to each
of sectors of a predetermined size so that only a limited amount of data can be
processed with one encryption key, thereby making it difficult to disclose the
encryption key. Further, the method can minimize the amount of data that can be
decrypted if the encryption key is uncovered.

In the example described in the above Japanese Published Unexamined
Application, however, an encryption key (sector key) for each sector, used for
encryption of a content, is further encrypted with a higher-order key and stored in a

sector header of a recording medium. Thus, the recording medium has to provide an



area w de enough to store the sector key in the sector hegger...apd fopk
recordi ng or playing back the content, access has to be madepto the sector
header for witing (for recording) or reading (for playback) of the
encrypted sector key. Disclosure of the Invention Accordingly, the present
I nvention has an object to overcone the above- nentioned drawbacks of the
prior art by providing an information recorder, information player,

i nformati on recordi ng nethod, information playback nethod, information

recor di Ngar@R i ide) dich 1or Q8fAiReSRICII ey RO ctd) Mbideh, Mdfds I@Qbﬁiin%@i be
encrypted with different encryption keys, respectively, to enhance the

protectio | ry. | ysi | ' “@ﬁlﬁlﬁ kepal |y
provi de $9ﬂglga?%(g@ea@élgé}ﬁb%r{&%egseﬂésnt$§%g?%d%t edﬁgg?éntogﬂ%é@%rfg?ng ma%mﬁ] or
a disc, nanely, wthouf narrowing an_.available data area in the recording
medi um MS’P@TCI\;BS) %maéimg/(f%r P&Yﬁ’iﬂg]é)aﬂf&ermp@ﬁ Sﬁﬁ‘sori(ﬁYobj ect to provide
an information recorder, information player, information recordi ng nethod,
i nformati on playback nethod, information recording nmediumand a program
serving nedium in which an arrival tinme stanp (ATS) formed as random dat a

cor r espondigMhdufe Bt Idveatiohl e of  each packet included in a transport
streamof a data is used to generate a block key intended to encrypt a

ol ock data, kel SAVRIRLTNRLUR AVERTEH R BT oLVOkaRR e Sos (e
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enabling an effective use of a
information player, information recording method, information playback method,
information recording medium and a program serving medium, in which block data
can be encrypted with different encryption keys, respectively, to enhance the
© protection against cryptanalysis of the data without Iil_aving to additionally provide any
storage area fof the encryption keys in a recordin;g incdium or a disc, namely, vﬁthout
narrowing an available data area in the recording medium.

More particulaily, the present invention has an object to provide an information
recorder, information player, information recording method, information playback
method, information recording medium and a program serving medium, in which an

~ arrival time stamp (ATS) formed as random data corresponding to an arrival time of
each packet included in a transport stream of a data is used to generate a block key
intended to encrypt a block data, thereby enhancing the protection against

cryptanalysis of the data, and in which the ATS is used to generate a block key for

each block without having to provide, in a recording medium, an additional area for



main data area in the recording nmedium According to the ﬁéﬁéﬁteﬁﬁé} 40f
the present invention, there can be provided an information tecorder for
recording information to a recording nedium the apparatus including: a
transport stream processing neans for appending an arrival tine stanp
(ATS).to each of discrete transport packets included. in a transport,
stream and. a cryptography neans for g7enerati ng a bl ock key for
encrypting a block data including nore than one transport packet each

havi ng t hstomgeeoiianl eacryipiizn kéynforstanhpblopl Iherahyoenablingoark effeelivewse bf ias
additional information unique to the block data -and including the arrival

tinme stanpaif\isth ard® e GacrecBiding reédiink! ock data with-the block key thus
generated; the data encrypted by the cryptography, neans being recorded to

he prosent | rBrRicEs q the 3y EsTRENR ot iAo, RGE PR LBRERYHEAGn; O

encrypting the hlock data froma bl oc seed whi ch ids addi t.ional infornmation
uni que t oEeEN IR kecosder Ton secordIngdnfymationto3 Kpeerding mae P%&Q@P@yatus
appended to a |l eading one of the plurality of transport packets included
in the blimckidiagaa tFanspbr rsticant pecaksing medns foaappending andarivakimeditampt o
the present invention, the cryptography neans generates a title-unique key

froma nmegA'es) k&¥ath Uredsttd Hanspott PabRéts Acludearifde! tradspod Stiekn&inddaa
recording mediumidentifier unique t0O a recording nediumand a title key
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more than one transport packet each having the appended arrival time stamp (ATS)
from a block seed which is additional information unique to the block data and
.including the arrival time stamp (ATS), and encryéting each bl(_)ck data with-the block
key thué generafed; the data encrypted by the cryptograpliyjmcans being recorded to
the recording medium. |

In the above information recorder according to the present invention, the
cryptography means generates the block key for encrypting the block data from a block
seed which is additional information unique to the block data and including the arrival
time stamp (ATS) appénded to a leading one of the plurality of transport packets
included in the block data. |

Further in the above information recorder according to the present invention,
the cryptography means generates a title-unique key from a master key stored in the
information recorder, a disc ID being a recording medium identifier unique to a

recording medium and a title key unique to data to be recorded to the recording



Also in the above information recorder according to the pg@g LonbQVRak1 on,
the cryptography neans generates a disc ID being a recor gﬂmedl um
identifier unique to a recording nediumand a title key unique to data to
be recorded to the recording nedium and stores theminto the recording
medi um Further in- the.above informatig) recorder according to the present

i nventi on, t he bl ock seed includes co control information, in addition
to -the arrlval time stanp Al so in the above |nfornat|on recorder
accor di ngirte mmh@nq)g@a@ﬁtesﬂhwmqkdfﬁy frpm th@rta;tﬂwfuqaw ksty anskblocksredat a, t he
cryptography neans encrypts, with the block key,:--, :only data included
in the bl ock dAlsv arttle abol ¢idhifogndbidarécorder ﬁmbimhiggatoehe prasehtidiviegtion, theock
seed of the block data. .. . Further in the above information recorder

accordin r a
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disc ID being a recordi,n [ entifier gque,to a n di um
fhia t co Redrifecheaieh BRT R £E boidueod i e fe St GIOHR fitadine
takes the thus-generated tit|e-unique key as a key for an encryption
functi on, medhumeand slores bem gwe the racording meditybt i on function,” and outputs

a result of the placenent as a block key. Also in the above mformation

.recorder accorEuamber ian theabpve$eformativantcader hbeordifgy ot hgrmapiont imeastion,
generates a title-unique key froma naster key stored in the 29 Septerrber

2004.9  Iibyyaat éé%!a ﬁl%ﬁﬂfcg 8bpy RofirSLinfbim AR MdiG6R ISR RA] Hifle stamp
I dentifier unique t
(ATS).
Also in the above information recorder according to the present invention, in
* encryption of the block data, the cryptography means encrypts, with the block key,:: |
-+only data included in the block data and excluding.data in a leading area including.a -
block seed of the block data.
Further in the above information recorder according to the present invention, -

- the cryptography.means generates a title-unique key from a master key stored in the
information recorder, a disc ID being a recording medium identifier unique to a
recording medium ‘and a title key unique to data to be recorded to the recording -
medium, takes the thus-generated title-unique key as a key for an encryption function,

‘places the block seed into the encryption function, and outputs a result of the
placement as a block key.

Also in the above information recorder according to the present invention, the

cryptography means generates a title-unique key from a master key stored in the



recording nmediumand a title key unique to data to be rec ‘
recording mnedium places the title-unique key thus generg%ggﬂgngmlb%@ék

seed into a one-way function, and outputs a result of the placenent as a
bl ock key. Further in the above information recorder according to the
present invention, the.. cryptography neans generates a device-uni que key
from. any of an LSI key stored in anEL.S | included in the cryptography
nmeans, a  device, key stored-in the information recorder, a nedi um key

st ored i ninformatéeoretordensddinn Ha deangrai tesokdingsmedauni identifidr iméquenta af or
the recording medium or a conbi nation of these keys, and generates a.

bl ock keyrelafdififGhy¥@ium hridn® thlcokrky dﬁﬁ(?lff f®Waid o B6\eESrdedniodtR feR¥rdings
generated and --block seed. Also 1n the above information recorder

accordin . 1 he_qr -] ' he~ Cry-
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above information recorder includes an interface ns for receiving

i nf or mat i BRCHENHANG gRPIEEY f%%‘(ftaof@édﬁﬂ‘i’%emr?écﬁ Wﬁ’gﬁ%ﬂ i denti fying copy
control information appended to each of packets included in tthe transport

streamto | udgethdraindtic abovbénfoopationntcalder abcordintg tonthevgresdnd inventivat,
recording to the recording nmediumi's allowed. Furthernore, the above
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to be recorde tgg@mrylecordigg1 medi um and iggnti¥yi ng 2-bit Ehg?29

thpjt 5gggfin§aglse f‘glncllétﬁ%ﬂéyl\}ﬁ&ic?fbtggija‘i)hiyr}%gﬁé,-Qrc.‘?ev?&fé%péiofe%ﬁlrtﬂle ihfrafRh on
recorder, a medium key stored in the recording medium and a drive key stored in a
drive unit for the recording medium or a combination of these keys, and generates a .
. block key for encrypting the block data from the device-unique key thus generated and .
+ -~ -block seed.
Also in the above information recorder according to the present invention, the
.. cryptography means encrypts block data with the block key according to.a DES
. algorithm.

Further the above information recorder includes an interface means for
receiving information to be recorded to a recording medium, and identifying copy
control information appended to each of packets included in the transport stream to
judge, based on the copy control information, whether or not recording to the
recording medium is allowed.

Furthermore, the above information recorder includes an interface means for

receiving information to be recorded to a recording medium, and identifying 2-bit EMI



whet her or not recording to the recording nediumis allo ' to
the second aspect of the present invention, there can be"‘%?gsﬁglggérdiggﬂ

i nformati on player for playing back information froma recordi ng nmedi um
the apparatus including: a cryptography neans for decrypting encrypted
data recorded in the recording nedium. by generating a bl ock key for
decrypting encrypted data in a.. data hadling an arrival time- stanp (ATS)
appended to each of a plurality of - transport packets froma bl ock seed
whi ch is @udiyptiorainodefindicatorpas copyjcentral infermdiiacto jddge, asddioncha @My, t he
arrival tinme stanp (ATS), and decrypting each block data wth. the bl ock
key thus afiafiehof ot #kbrdinke! BNALRELordid ARMIRAGE AABKHAG, I, eans . fof

controlling data output onthe .basis the arrival time stanp, (A TS
appended to eagh . the,plurality o ansport .packets jncluded in t

bl ok data’ baotrepien ek ditulashsdl of BRTHESY SPAGHR RetRARFR ifleidEove
i nformation player according to the present invention, the_ _cryptography
means gendt dtfesmatengplaya fasyplapingdeack pfpryatiee Trm ok rerording: Bediimn)

seed which is additional information unique to the block data and including
t he arri vaparatusenduding: @kf?}tegmﬂmﬂems foralecegdimpoemmrepteti daberaebdel int y

of transport. packets included in the block data. Further in the above

i nformat i @@ BLEx8hg HFCROM B obRerafifo R GRRRUcdy bR Helcibtid EnciGp¥dRt 8853RMY
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nmeans generates a title-uniqg key Troma naster _ ( rn _
229" Sopt ORsRrb0vihe o7 duiril Ty b EARS ABoPRied oS bk ol o
e re:Cor dt?gngp?)l'tt Baeckre%sc %‘ro?ril rzllgblock seed which is additional information unique to the
- block data and including the arrival time stamp (ATS), and decrypting each block data
. with .the block key thus generated; and a transport stream processing. means. for
controlling data output on the basis of the arrival time stamp (ATS) appended to each - -
of the plurality of transport packets included fn the block data having been decrypted
by the cryptography means.

In the above information player according to the present invention, the -
cryptography means generates the block key for decrypting the block data from a block
seed which is additional information unique to the block data and including the arrival

. time stamp (ATS) appended t.o a leading one of the plurality of transport packets
included in the block data. |

Further in the above information player according to the present invention, the

cryptography means generates a title-unique key from a master key stored in the

information player, a disc ID being a recording medium identifier unique to a



medi um and generates the bl ock key fromthe titIe-uniquezggéggggmphﬁﬁk
seed. Further in the above information player according to t present

i nvention, the block seed includes copy control information in addition to
the arrival time stanp (ATS). Also in the above.information player
according to the present. invention, in decryption of the block data, the
crypt ography means decrypts, with the blldck key, only data included in the
bl ock data and excluding data in a |l eading area including a block seed of
t he bl ockredatdingFuediven and a heleakey emniqfeotordaiaoto bplm@yerdeaktotlt rgrotrdinghe.
present invention, the cryptography neans-generates a title-uni que key.
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being a recording . lumidentifier unique to a. um and a
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pl aces the bl ock seed into the encryption functjon, and outputs a result of
the placdpsktsead iaclydes koRE wontro] ijogmatigniinaddiidor tprihe astvalbims demp
according to the present invention, the cryptography neans generates a
title-uni@ESkey froma nmaster key stored in the information player, a
disc ID being a recording nediumidentifier unique to a recording nedium

cand a title Kexidaiflue aso@éqﬁomaﬁsngﬁgﬂrd&%mng% ﬂh%g@@?érﬁgnvﬁﬁl%fﬂ%- ,

places the title-unique key thus generated and bl 6ck seed into a one-way 29
: gfgzﬁngg;q‘azc%ﬁti%% offtHfr:] %ﬁéc?(ndat%,n %eogr&?)%gsfaﬁh{f %%e%lnts d%fcrj}pqg, \gitﬁctﬁg%%ckaﬁeﬁ :
only data included in the block data and excluding data in a leading area including a
block seed of the block data.

Further in the above information player according to the present invention, the
cryptography means-generates a title-unique key from a -master.key-stored in the . .
information player, a disc ID being a recording medium identifier unique to a.
recording medium and a title key unique to data to be recorded to the recording .
medium, takes the thus-generated title-unique key as a key for an encryption function,
'places the block seed into the encryption function, and outputs a result of the
placement as a block key.

Also in the above information player according to the present invention, the
cryptography means generates a title-unique key from a master key stored in the
information player, a disc ID being a recording medium identifier unique to a

recording medium and a title key unique to data to be recorded to the recording

medium, places the title-unique key thus generated and block seed into a one-way



Further in the above information player according to the p§gsgolLéMBRtI on,
the cryptography neans generates a devi ce-uni que key fron1aﬁ§ o? an LSl
key stored in an LSI included in the cryptography neans, a device key
stored in the information player, a nmediumkey stored in the recording
medi um and a drive key stored in a driv& unit for .the recording nmedi um or
a conbi nati on of these keys, and genera #s a bl ock key for decrypting the
bl ock data fromthe device-unique key thus generated and bl ock seed. Also
in the ab@wetions andrauipits piresdt obtbegtacementas mblogkdednt i nvention, the.
crypt ography neans decrypts. bl ock data with the bl ock-key according to.a

PES al gori t hnFufthértinahe hb@v@hﬂﬁﬁn&tﬁé@g@bt acartdaeto the presdas irmentiongilieace
means for receiving . information to be'recorded to a recording nmedi um

and ide”tér&iétcga?fr?g%%%igreg{amtéﬂ Héﬁk%ﬁggﬁ‘@ggﬂ@ﬂ%tgﬁy%@% 1281 RAFKBE in

I ncl uded 1| nspor reamto ju he Ccopy contro

i nformation et her .qr pot playback fromthe recqrdin medium s al | owed.
O Et 1 hSLanchideddhbe cri PRI WRAR dy drvics KR ed it e aPFTERioBans
for receiving information to be played back froma recording nedium and

i dent i fyiplgyer, abiediEm k¢ estorgdin tha reatdinigutiedto apd asirivekeyosboreddn a drive

I nformation to judge, based on the EM, whether or not playback the

recor di Noyxife €biei receddi Ryt diMiBice dea@bimationeof theselkeymahégeasnesd a blockhe

present invention, there can be 29 Septenber 2004 13 provided a nethod for

recor di ng d QIR ol fle BISGCRI At RN Be-hilituBREY his generated and block
seed.

Also in the above information player according to the present invention, the. .
cryptography means decrypts block data with the block-key according to a DES -
algorithm.

Further the above information player includes an interface means for receiving .

. information to be recorded to a recording medium, and identifying copy control
information appended to each of packets included in the transport stream to judge,
based on the copy control information, whether or not playback from the recording
medium is allowed.

Furthermore, the above. information player includes an interface means for
receiving information to be played back from a recording medium, and identifying 2-
bit EMI (encryption mode indicator) as copy control information to judge, based on
the EMI, whether or not playback the recording medium is allowed.

According to the third another aspect of the present invention, there can be



i ncludi ng the steps of: appending an arrival tinme stanp (2 SenibAb&2504 OF
discrete transport packets included in a transport stream and generating

a block key for encrypting a block data including nore than one transport
packet each having the appended arrival time stanp (ATS) froma bl ock seed
which is additional information unique, to the block data and including the
arrival time stanmp (ATS), and encryptir&ﬁ .each block data with the bl ock
-key thus generated; the data encrypted in- the cryptographic step being
recor ded provided a eeethail fgr weenrdimg informatiandoe 1 ingt Mediunectiedmedhiodt hod
according to the present invention, in the cryptographic step, .the bl ock

key for dneludixg dge tfeps Wfoappeating ian geival ainedstanp(ATSYltodach asfddisbietd i s
addi tional information unique to the block data .and including the arrival

time sta ) l.ead; fz al i [ port
=packet s%r%ﬁéﬁe%ﬁa@ ﬁg]?rﬁégu%?do?& adgtg féé.}%.rt Igt{}iréta éraﬂcﬂgg?ﬁéﬁg oaf/}eﬂ?% lc%{r:lf‘rg??on
recordi ng nmet hod aggording to. the present . invention, int .

Cry ot ogr SHRTPEE B DIck Kbl rsedjig REtF (Tnqonee hAVSIPT PatkeY csbriaving fhe
stored in the information recorder, a disc ID being a recording nmedi um

i dent i f.i eppendédjarrivadtime sewpdiAd ricdinurblack seed which igedditinnglimfoomation to
be recorded to the recording nmedium and the block key is generated from

the titl emigiditietiesdloaRdabl askindgeditg the apivdleimbevenp (ATSYRdidendrppangi ng
met hod according to the present invention includes the step of generating
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record n%ryptographic step being recorded to the recording medium. -

In the above information recording method according to the present invention, -

. . inthe cryptographic step, the block key for encrypting-the block data is generated from
ablock seed which is additional information unique to the block data'and including the : .
arrival time stamp (ATS) appended to a leading. one of the plurality of transport
:packets included in the block data.

Further in the above information recording method according to.the present.
invention, in the cryptographic step, a title-unique key is generated from a master key
stored in the information recorder, a disc ID being a recording medium identifier
unique to a recording medium and a title key unique to data fo be recorded to the
recording medium, and the block key is generated from the title-unique key and block
seed.

Also the above information recording method according to the present invention

includes the step of generating a disc ID being a recording medium identifier unique



medi um and storing theminto the recording nedium Al so h@s&ﬁ%nbéQRMQ
I nformati on recordi ng nmethod according to the present invention, in the
cryptographic step, only data included in the block data and excl udi ng
data in a leading area including a block seed of the block data is
encrypted with- the block key. Further in the above information recording
nmet hod -according to the present i nvent4 on, in the cryptographic step, a
title-unique key is generated froma -nmaster key stored in the

i nf or mat itors recerdingen¢diamiand a titledkd yngnigue ¢e dath togbereationded thetite reicerding
unique to a recording nedium and a title key unique to- data to be

recor ded megiviicand R6AnGithemTRE e rcbbrlifd hektivmi que key Ahus generated is
taken as . a key for an. encryption function, the block. seed is placed

L i s T L i OV

as a bl ock key. ron cor hod

according to the present invention, jn the crypt.o i tep,, a )
title- uniGHENKRR, I EiegayBICARRNIE Sty Ani¥eiiein 4158 Bpck dalabid Sretndingi on
recorder, a disc ID being a recording nediumidentifier wunique to a

r ecor di nglatedh adeadidgared idobudiny aublioghesee¢d ofiaha biackbdata iecnerypted withiHbe
recording medium the title-unique key thus generated and bl ock seed are
.placed i r818ck &epne- way function, and a result of the placenent is outputted
as a block key.” Further in the above information recordi ng nethod according

£ e P eoentnu ek A ARLRRHE ush Bachofly S5 )
et uded i dention, ih e S piSgriphic step, a ifeinfaue K&y 1S gehérated from a master key
stored in the information recorder,.a disc ID being a recording mediuxﬂ -idcntifier :
unique to a recording medium.and a title key uhiqﬂ.e to-data to be recorded to the
- recording medium, the title-unique key .thus generated is taken as.a key for an.: -
encryption function, the block seed is placed into the encryption function, and a resulit .
of the placement is outputted as a block key.

Also in the above information recording method according to the present
invention, in the cryptographic step, a title-unique key is generated from a master key
stored in the information recorder, a disc ID being a recording medium identifier
uniciue to a recording medium and a title key unique to data to be recorded to the
recording medium, the title-unique key thus generated and block seed are placed into
a one-way function, and a result of the placement is outputted as a block key.

Further in the above information recording method according to the present

invention, in the cryptographic step, a device-unique key is generated from any of an



an information recorder, a nediumkey stored in the recor nd a
drive key stored in a drive unit for the recording nediu%?ggmgﬁg%ﬁ%pﬁation
of any of these keys, and a block key for encrypting the block data is
generated fromthe device-unique key thus generated and block seed. Also
in -the above information recordi ng nethod according to the present

I nvention, in the cryptographic step, t b2 bl ock key- based bl ock data
encryption is nmade according to a DES algorithm- Further the above

i nf or mat i b8I key stated dgn apdifddnchicded de ¢he beypiogmapby merns; afdgving keyosipredbm r ol
i nformati on appended to each of packets included in the transport stream

to judge, aPRF6HNaen iddoederOPIncdithkel stditd iiicireSordingpidd@imandaalrive key
.recording to the recording mediumis aIIovve .. urt hernore, the above

i nf or mat | ﬂﬁrerdegloar 9flggggﬁt£$§&e rQ&!)Mﬂ?énfelaﬁJ ?B cfo%bm?ﬁgﬁ '8% hfl}V_ ?ﬂlc%el?ée&%a sed

(encrypti'o as copy Tontrol -

on the EM et her or not recor o, the recordl S aI | owed.
Accor di ngancbamgmlqliﬁyr ﬁeagrapélpgag Bﬁ)@k&a&@rﬁemﬂﬁ%ﬁ%?ﬁg%ﬁq lee-eamwey
provided a nethod for playing back information froma recordi ng nmedi um

t he net hotus peheditedyand béockt sged. of © generating a block key for decrypting
encrypted data in a block data having an arrival tinme stanp (ATS) appended

to each of a pAWrld e AboveamiPmition aédartimg nthed Rlceskdingad thel %ﬂesem .
additional information unique to the block data and 29 Septerrber 2004 16
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the blo
according to a DES algorithm.

Further the above information recording method includes the step.of identifying . -
copy control information appended to each of packets included in the transport stream - =
to judge, based on the copy control information, whether or not recording to the .
recording medium is allowed. .. .

Furthermore, the above information recording method includes the step.of
.identifying 2-bit EMI (encryption mode indicator).as copy control- information to .
judge, based on the EMI, whether or not recording to the recording medium is
allowed.

According to the fourth aspect of the present invention, there can be provided
amethod for playing back information from a recording medium, the method including
the steps of: generating a block key for .decrypting encrypted data in a block data
having an arrival time stamp (ATS) appended to each of a plurality of transport

packets from a block seed which is additional information unique to the block data and



key thus generated; and processing a transport stream pro ' OBrpg to
control data output on the basis of the arrival tine starﬁrgg?ﬂ&%%? appgnded

to each of the plurality of transport packets included in the block data
havi ng been decrypted in the decrypting step. In the above information
pl ayback net hod according to the prese@% I nvention, in the decrypting
step, the block key for decrypting the block data is generated froma

bl ock seed which is additional information unique to the block data and

i ncl udi nghehiltfing & dryighl ﬁﬂn@%taﬁﬁﬁ"ﬂﬁT@?\,Ta?Dd aRpPaRARdedcs Hodieasth ReaPRR Vbl he

plurality of transport packets included in the block data. Further in the

e, docr 5ot 115 @Pefidd SR brdlEtsIRE adtiBisi S etk obAfeaBE 3 ithos htlBl ¢y '

stored in the informati on player, a disc ID being a recording nedium

i dent i i ewtPulpi ircbasts of the apival hignsritampriidng apperdaddoeagh ghthpupluradityafa to
be recorded to the recording nedium and the block key is generated from
the titl| tansporfupackets inbiuded énehabbstkadata HavimpkbesmedecrAdted in nhé decrapting

i nformati on playback nmethod according to the present invention, in
decryptiggp_of the bl ock data, only data included in the block data and
excluding data in a |l eading area including a block seed of the bl ock data

R G R I AN N A S PR
tithe- un}nthl!l% (i(e?slyygti%ggs?gp? rtt?et ggoc]lcc rk%r; f?)r gggrgfg{ing ?ge %l%cffigtaeirsmg%zlerzage%llﬂg; a
block seed which is additional information unique to the block data and including the
arrival time stamp (ATS) appended to a leading one of the plurality of transport
packets included in the block data.

Further in the above information playback method according to the present
invention, in the decrypting step, a title-unique key is generated from a master key
stored in the information player, a disc ID being a recording medium identifier
unique to a recording medium and a title key unique to data to be recorded to the recording
medium, and the block key is generated from the title-unique key thus generated and
block seed.

Also in the above information playback method according to the present
invention, in decryption of the block data, only data included in the block data and
excluding data in a leading area including a block seed of the block data is decrypted
with the block key.

Further in the above information playback method according to the present

invention, n the decrypting step, a title-unique key is generated from a master key



stored in the information player, a disc ID being a recorgd §g,:0ReiWHos
identifier uniqgue to a recording nediumand a title key unlgﬁe to data to
be recorded to the recording nedium the title-unique key thus. generated
is taken as a key for an encryption function, the block seed is placed
into the encryption function, and a resylt of the placenent is outputted
as a block key. Also in the above information playback nehod according to
the present.. _invention, in the decrypting step, a title-unique key is
gener at edstprashingherinfiosmakien playesy @dlspﬁﬁtmng ategardingonepiuay identifiegugiqueD
being a recording nediumidentifier unique to a recording nmediumand a

title Keytounreneeding siatiunt anlie tige aegdesiqdeoto duta tedberéénded 18 thairacotdiag
title-unique key thus generated and bl ock seed are placed into a one-way

function, ap Iﬁ,a 155 Pife- iqﬁ@q(egflnﬂ'%ll‘igg éﬁé’%(t%doi‘étﬁg%eﬂ 2%e3. RrogK _eBtE%ré)ti'on

Further i'n the ove 1 nformati met ho according to

present jnventiqgn, jn the decrypting step; a. .device-unique key |s

Genor at edWCHANaTF Blockiseedds pees! Hlarth Snerintiansfiricuany dag & rreulteof the
cryptography neans, a device key stored in".the information player, nmedium
key st or eplacemeheisrasdpuidéhgs addockikend a drive key stored in a drive unit

for the recording nmediumor a conbination of any of these keys, and .a
bl ock key .for dewy yptthehtove hifortkatich Plagbakneichioddadsding o dtei prRsemd. que .

key thus generated and the bl ock seed. ." Also in the above infornation

pl ayback. | r.di p Winid {0 ISk o ' y
P} oy DAtk R BRI SCHc UGy biing Bepba AR niduEY I<OBendeflel oSt hdiarely o
al gorithm

sto:'rze% 1%%% fntorma 188 %laly%r, adiscID being a recording medium identifier unique
to a recording medium and a title key unique to data to be recorded to the recording
medium, the title-unique key thus generated and block seed are placed into a ope-way ::.
. function, and a result of the placement is outputted as a block key.
Further in the above information playback method according to-the present .
- invention, in the decrypting step,.a device-unique key is generated from any of an L.SI
- key stored in an I.S] included in the cryptography means, a device key stored in the
information player, medium key stored in the recording medium and a drive key stored
in a drive unit for the recording medium or a combination of any of these keys, and.a
. block key for decrypting the block data is generated from the device-unique key thus
generated and the block seed.
Also in the above information playback metnod according to ihe present
invention, in the decrypting step, the biock key-based block data decryption is made

according to a DES algorithm.



Further the above information playback nethod includes thggsgten 8L 2004

I dentifying copy control information appended to each of packets I ncluded
in the transport stream to judge, based on the copy control infornmation,
whet her or not playback fromthe recording nediumis allowed. Furthernore,
t he above information playback nethod includes the step of identifying
2-bit EM (encryption node indicator) copy control information to

j udge, based on the EM, whether or not playback.fromthe recordi ng medi um
“is allowed. . Fucihertherpove infeantationipladmekmetbpdindugesibestep ofridentifydmg
there can be provided a. recording nmedium having recorded therein a bl ock

data i ncl gdppeonmoEinfoanatisieappdIriet s eadicofiysirttetsificladed adeRAFdnspbitSr@nANd
having 'an arrival .tine stanp (ATS) .appended to each of the packets, the

ol udi ng % R Heo o taEpYT ke PR, whotl O0p® BLPERLER e,

bl ock key for _encryptin tﬂe bl.ock data; and an encrypted data part having
been encr JRROSEINGFE “{Iﬂgsﬁ eWedkey. According to the sixth aspect of the
present invention, there can be provided a program serving nmedi um which
serves a conpuFerthgnogrenthenadmveninformateon pdaylpokf metndd imduden theos@p of
recording nediumis done in a conputer system the conputer program

i ncl udi ngiddiﬁif?il@%&ﬁf-EMDQ_@Iﬁ&Ppﬂoﬁﬁn@dé li¥diafdr}rRs s:b?gr_mcﬁﬁﬁs)inf@nmm 12

di screte transport packets included in a transport streant and generating a

D i, YRGS R g b b A 0k oA SRR
allowed.

According to the fifth aspect of the present invention, there can be provided a.
recording medium - having recorded therein a block data: including more than one: .-
packet included. in a transport stream and having ‘an arrival time stamp (ATS)
appended to each of the packets, the block data including: an unencrypted data part .

- having a block .seed including the arrival time stamp: (ATS) from- which. there is
generated a block key for encrypting the block data; and an encrypted data part having
been encrypted with the block key.

According to the sixth aspect of the present invention, there can be provided a
program serving medium which serves a computer program under which recording of
information to a recording medium is done in a computer system, the computer
program including the steps of: appending an arrival time stamp (ATS) to each of

discrete transport packets included in a transport stream; and generating a block key

for encrypting a block data including more than one transport packet each having the



appended arrival tinme stanp (ATS) froma bl ock seed whi ch,g {1 I
i nformation unique to the block data and incl uding the a%??%@gﬂ?%ﬂn@agt anp

(ATS), and encrypting each block data with the bl ock key thus generat ed.
According to the seventh aspect of the present invention, there can be
provi ded a program serving nmedi um whi ch serves a conputer program under
whi ch playback of information froma r &% or di ng. mediumis done in a
conputer. system. the conputer . programincluding the steps of:.

gener at i nappenided ekrikalytirostadgr(ApS) fryneabloghtsedd vdtich is addititnal dafodatadion
having an arrival tine stanp (ATS) appended to each of a plurality of

transpor Furﬁ’iq%_% $hd PRIFkaIPA 86K iR@edinetthe Arfialltine ‘Stﬁﬁp %Aqfﬂggﬂﬁd @ﬂ_éiiyfpitiﬂgal
information” :including the arrival tinme stanp (ATS), and decrypting each.

ot roam tcacliiPek SRy M ibe SRR OSBRSS, 0 DITTVE (he stamp

(ATS) appended to each of the plurality. of transpor{ packets_ included in
the bl ock dat aARERAIIRE IddE Sa%@}tbaﬁwtpithme&‘a&m‘ﬁmw,élaeés.can bapeeridedg t o
the. present invention, a content to be recorded to a recording mediumis
forned fropragraifSeqraiigemsditef widdh serviehe ¢diyS:t2r pragreacingmaokkichipdayback

recorded to the. recording nediumalong with an ATS being information on a

time at  yinGSmhdiforPAokEel ré@rdfRaRe dRBEIv/@shdin aacdrﬁg@tre@lgysteﬁﬂ.@hé pufdrands

for ‘arrival time stanp, and is a data of 24 to 32 bits.” ATS i s sonewhat .

andom Aiinding Bees e PR BT SRR G B s
o he blibablosk by beripantabgme stamp (ATS) appended to éach of & pLaly of - °
transport packets from a block seed which is block data unique additional information -
- +including the arrival time stamp (ATS), and decrypting each block data with the block
" key thus generated; and processing a transport stream to control data output on the .
. basis of the arrival time stamp (ATS) appended to each of the plurality of transport
packets included in the block data having been decrypted in the decrypting step. . -

- According to the present invention, a content to be recorded to a recording
mediu-m is formed from of TS packets defined in the MPEG-2 and each packet is
recorded to the recording medium along with an ATS being information on a time at
which the packet has been received by a recorder. The “ATS” stands for arrival time
stamp, and is a data of 24 to 32 bits. ATS is somewhat random.

A number X of TS packets each having ATS appended thereto will be recorded
in one block (sector) of the reéording medium, and ATS appended to the first TS

packet is used to generate a block key for encrypting data in the block.



Thus, data in each block can be encrypted with a unique bﬁ@g%})tg%ervgobl@out
havi ng to provide any special area for storage of the key and access any
data other than main data during recording or playback. Further, in
addition to ATS, copy control information (CCl) may be appended to a TS
packet to be recorded and. both the ATS and CCl be used to generate a bl ock
key. . . Note that the program serving #&dia according to the sixth and
seventh aspects of the present invention are for exanple a nedi um which
serves a conpuFlers, ghatgimeach block conpeeecrypded abitle afurique dleck key without
general - purpose conputer. system capable. of executing various program

codes. -. | | iall hFfat hid ab@sEniiHata ofl y be
havT%tn%‘yg(i!Ead@uﬁgféhaﬂ hf@éé@fjslzt%?a%gf thSREFhAd aé¥sEhRYHata othér thaR

any of recor h as. ) etc.” and transni ssion nedia

such as a netwark. . . The,.above, pr am serving nedi a define a structural
or functi'GAH a\ﬁg&u,r%ﬁgﬂddﬂg 0531%&%%{(3 conput er program and. mediumto

perform functions of a predeterm ned conputer program.ijn a conputer
system These IBbthan in addition e ATbjwwpycontiwbinfosmating (6GJamayfesapgendgd
present invention will becone nore apparent fromthe foll ow ng detail ed

descri pt itora D pabket torief recoriddeniidsbthehe A8 ahth € esesed forgeneratera bibek
taken in conjunction with the acconpanying drawi ngs. Brief Description of
the Drawippgs 29 Septenmber 2004 21 FIG 1 is a block diagramshow ng a
construction (1) of the information '

Note that the program serving media according to the sixth and seventh aspects
of the present invention are for example a medium which serves a computer program
in a computer-readable form to.a general-purpose computer. system capable. of

: executing various program codes. : The medium is not limited to any special form but
i :it may be any of recording media such as.CD, FD, MO, etc. and transmission media = -
such as a network.

The above program serving media define a structural or functional.collaboration
‘between a computer program and medium to perform functions of a predetermined
computer program in a computer system.

These objects and other objects, features and advantages of the present
invention will become more apparent from the following detailed description of the
preferred embodiments of the present invention when taken in conjunction with the

accompanying drawings.

Brief Description of the Drawings



recorder/player according to the present invention. FIG 25kg8 Q\L'_r%)l@‘1
di agram showi ng a construction (2) of the information recorder player
according to the present invention. FIGS. 3A and 3B show fl ows of
operations effected in a data recording process in the information
recorder/player according to the present invention. FIGS. 4A and 4B show
flows of operations effected in a data -l ayback process in the information
recorder/player according to the present invention. FIG 5 explains a data

format proces in.the. .nfof: i C e r Mplel

present i nven?ﬁ%ﬂ.l I]_.ﬁt&aolgcf(SJI%(;}?EE&%@%%%@%@%%% ta(ﬁiocngg{r]\]s%t 1rntltj‘§1in|5%t§o%f
transport stream (TS) processing neans in the information recorder/player
accor di ngee@rderplayer aeeardingipthepspsent iR¥ENtPR. t 0 7C expl ain a transport
stream processed in the information recorder/player according to the
present inventiIGn.2 B & bldck sliaghahoshowimgmacormshweting (B of dhetinfmmaiiomf a
transport stream (TS) processing neans in the information recorder/player

accordi nQeé&dEQﬁla%F§§£6rdiﬂg‘fbeﬂ%gi§1@%enﬂﬁelﬁidn$ a bl ock di agram showing the

construction of*a“transport” stre TS) processing neans in the

oo | o0 ¢ SABSTS B AR OO FEHEn RSP Bt
the bloc En (tji?é ie}lfglr‘fggteigli ?gcorder/player according to the present invention.

FIGS.4A and 4B éhow flows of operations effected in a data playback process
in the information recorder/player according to the present invention.

FIG. 5 explains a data format processed in the information recorder/player
according to the present invention.

FIG. 6 is a block diagram showing the construction of a transport stream (TS)
processing means in the information recorder/player according to the present
invention.

FIGS. 7A to 7C explain a transport stream processed in the information
recorder/player according to the present invention.

FIG. 8 is a block diagram showing the construction of a transport stream (TS)
processing n;eans in the information recorder/player according to the present
invention.

FIG. 9 is a block diagram showing the construction of a transport stream (TS)

processing means in the information recorder/player according to the present

invention.



in the information recorder/player according to the prese | [ FI G
11 is a block diagram (1) explaining the encryption effec?%%ﬁ#%ﬁgﬁggg4
recording in the information recorder/player according to the present
invention in a systemwth which the data has to be conpatible. FIG 12 is
a bl ock diagram (2) explaining the encryption effected for data recording
in the information recorder/player acc@2ding to the present invention in a
systemw th which the data has to be conpatible. FIG 13 shows a' fl ow of

operati ons nMaggGi I‘OEﬁ'@_\r@ﬁ‘ﬁéi{ﬁhg%ffaqﬂitﬂﬁta@ir{f@ﬁ%ﬁbﬂﬂ)thbfbléé]@ddtﬂbmcmtécbn
recorder/player according to the present invention in a systemw th which

he d .h b ' ' k i
gener at odf TIF ReifaT Ra Birfb bt Choro B0 B8 Rt Pngh BB, 12 o1 Ssent
invention. FIG 15 is a block, diagram explaining the decry Tffi on etffe ed
for data pl aybdek 11iis 2 plocksdmeramy &5 er’@@%‘ﬂ’él% g SQEFYP&’(%‘O‘{B petgddgr

present invention in a systemw th which the data has to be conpatible.
FIG 16 stwowding il the inforapeicat iewosderduleyémaddoedingdoythe ipoesend invatiwnpinagy back
in the information recorder/player according to the present invention in a

SYSC e kg 6 WBRLIRE (SROBFBIIL Dl e FIG 17 15 3 bl ock

di agram e aining the encryption for data recording in the information
500 et b &Y S o0R) oo S PA°Dlp MR ki SHES P il
| recording in the inforrhation recorder/player according to the present invention in a

system with which the data has to be compatible.

FIG. 13 shows a flow of operations made in the encryption for data recording
in the information recorder/player according to the present invention in a system with
which the data has to be compatible.

FIG. 14 explains how a block key is generated in the information
recorder/player according to the present invention.

FIG. 15 is a block diagram explaining the decryption effected for data playback
in the information recorder/player according fo the present invention in a system with
which the data has to be compatible.

FIG. 16 shows a flow of operations made in the decryption for data playback
in the information recorder/player according to the present invention in a system with
which the data has to be compatible.

FIG. 17 is a block diagram explaining the encryption for data recording in the

information recorder/player according to the present invention in a system with which



FIG 18 shows a flow of operations effected in the encrypbd QB ikQheIod
recording in the information recorder/player according to the present
invention in a systemwith which the data has not to be conpatible. FIG
19 is a block diagram explaining an exanple (1) of device-uni que key
generation in the information recorder/player according to the present
invention in a systemw th which the data has not to be conpatible. FIG
20 is a bl ock diagram expl ai ni ng an exanple (2) of device-unique key

gener ati gReidatd hss h@ﬁ‘wm@mpaﬁmpr der/ player according to the present
invention in a systemwth which the data has not to be conmpatible. FIG

21 is a bl ock hi-agr | 0l : ' Lok he
i nformation relfzygff gegfgln Bﬁeé@e@é‘ggggp%ﬁlggﬁ %@E@Hgﬁéﬁsﬁ%&fﬁ@%ﬁ‘%ﬁ&ﬁﬁﬁﬂéfgt em
with which . the data has nqt to be conpatible. FIG 22 shows a flow of

oper at | orid the erEatioR TesIGEEIAYSE ReRPTRIE (84RS PESEYLRTRRISH M hEY Y H i on
recorder/ player according to the present invention in a systemwth which
t he dat a whichrtht data has notiochd tompatihle. 23 is a bl ock diagram (1)

expl aining the encryption for data recording in the information

recorder/ pl ayepIGepPiislh Hoéle didpgamr Rnind A Exagiple T1Rof Vet RRUIMIqHE kely a
pl ayer restriction can be set .%I Gég?l S g]a bl ocgfpdi gg}raam (2) explqai ni gg

aceor o nors i i SRR RRRI Aol by er R AR I PSRV AN g

accordin
an_ be se

24 the player restrictiqn : .
P S)%tem with which the dath has nof %o be compatible. :

FIG. 20 is a block diagram explaining an example (2) of device-unique key
generation in the information recorder/player according to the present invention in a
system with which the data has not to be compatible.

FIG. 21 is a block diagram explaining the decryption for data playback in the
information recorder/player according to the present invention in a system with which
the data has not to be compatible. |

FIG. 22 shows a flow of operations effected in the decryption for data playback
in the information recorder/player according to the présent invention in a system with
which the data has not to be compatible.

FIG. 23 is a block diagram (1) explaining the encryption for data recording in
the information recorder/player according to the present invention ina system in which
a player restriction can bé set.

FIG. 24 is a block diagram (2) explaining the encryption for data recording in

the information recorder/player according to the present invention in a system in which



FIG 25 shows a flow of operations effected in the data regqrdingeishokhe
I nformati on recorder/player according to the present invention in a system
in which the player restriction can be set. FIG 26 explains an exanpl e of
di sc-uni que key generation in the information recorder/player according to
the present invention. FIG 27 shows a flow of operations effected in
generation of title-unique key in the Baformation recorder/player
according to the present invention in a systemin which the player

restrictigg Iggybmsﬁﬁtﬁonlﬂa@b@&t;shom an exanple of title-unique key
generation for” data recording in the information recorder/player according

to the presentjfveatj i y = ' I . Ct.d can
be set. Fi G 200G 528 Bond dfady ShoBert il Hited e th S BRihg h e
pl ayback jn the,  inforpation recorder/player according to the present,

i nvent i oninformation; rmdc?r/mﬁy%acw&nﬂ wgp Presenf iRvendionciaf Hesteadn vehigh 30
shows a flow of operations effected in the data playback in the

i nf or mat i the pleyparrdstriotioaymn esedr di ng to the present invention in a system
in which the player restriction can be set. FIG 31 is a flow chart

showi ng i n detgjd B bxsia{RMNn edain et@&é@uﬂﬁﬁg,ykee?fgen\%wdﬁn 18 iffknffoa can

be pl ayed back 1 n the i nformation recorder/ according to the present
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generation of ﬁ‘llél 37 gl?é\gg a fi(gv%lr of operations effected in generation of title-unique key
in the information recorder/player according to the present invention in a system in
which the player restriction can be set.

FIG. 28 shows an example of title-unique key generation for data recording in
the information recorder/player according to the present invention in a system in which
the player restriction can be set.

FIG. 29 s é block diagram explaining the decryption for data playback in the
information recorder/player according to the present invention in a system in which
the player restriction can be set.

FIG. 30 shows a flow of operations effected in the data playback in the
information recorder/player according to the present invention in a system in which
the player restriction can be set.

FIG. 31 is a flow chart showing in detail a judgment, in data playback, of

whether or not data can be played back in the information recorder/player according

to the present invention in a system in which the player restriction can be set. -



for data playback in the information recorder/player accopélisfdet,Beld B4
present invention in a systemin which the player restriction can be set.
FI GS. 33A and 33B show fl ows of operations effected for copy control in the
data recording in the informati on recorder/player according to the present

I nvention. FIGS. 34A and 34B show fl ows of operations effected for copy
control in the data playback in the inf2rmation recorder/player according
to the present invention. FIG 35 is a block diagramof a data processing

system to procEls. 3nsiRowya ik blaperations kefectddoinngdricoatiore ob titlerunijay &ey
Best Mode for Carrying Qut the Invention [System configuration] Referring

now to FlI Is : | | | : et ¢
i agr am AT SR PRRI R pREAERER fefolder Ty Byl Ik DLl ind 0K
present . jinvention. The recorder/player is generally indicated with a

r ef er encdNFORYStoE 18 yaRsh tﬁ? HLEYFEE%H‘&F?%F%EP 56190 i ncl udes an i nput/ out put
interface (I/F) 120, MPEG (Mwving Picture Experts G oup) codec 130, .

i nput / out put IFIGS.38A and 338 shyvaflowspiceprrations effestad fpmcepicentrelin the
conbi nati on 141, cryptography unit 150, ROM (read-only nenory) 160, CPU

(central @itpe€sTfiE Mthe infoffhatioBTBENdeHPlaydr hveord Yy fothepresuninvdigion.
medi um 195, and a transport stream processing neans (TS processor) 300. The

Commonent s HESTIASh gl SR ot s oreobp it

The i n/ out put _ receives digital siignals inc _ vari ous
;ggt gzt ;ﬁzgug %}%ﬁ;a’cﬂﬁﬂ the fn%gprgétigﬂ ?gcro?gér%lagrgre a(l,cloléginsgtig%é %gesfe;l? faven f%)lnqe’
FIG. 35 is a block diagram of a data processing system to process data by .

software in the information recorder/player.

Best Mode for Carrying Out the Invention

[System configuration]

-Referring now to FIG, 1, there is schematically illustrated in the form of a block
diagram an embodiment of the information recorder/player according to the present
invention. The recorder/player is generally indicated with a reference 100. As shown,
the recorder/player 100 includes an input/output interface (I/F) 120, MPEG (Moving

- Picture Experts Group) codec 130, input/output I/F 140 including an A/D converter
and D/A converter cémbination 141, cryptography unit 150, ROM (read-only memory)
160, CPU (central processing unit) 170, memory 180, drive 190 for a recording
medium 195, and a transport stream processing means (TS processor) 300. The

components are connected to each other by a bus 110.



themto the bus 110 and al so to outside. The MPEG codec 1

decodi ng of MPEG encoded data supplied via the bus 110, a%%)s%tégﬁ%%%e
MPEG- decoded data to the input/output 1/F 140 whil e naki ng MPEG encodi ng
of digital signals supplied fromthe. input/output I/F 140 and outputs the
data to the bus 110. The input/output |I/F 140 incorporates the AID
converter and D/ A converter conbinatid6 141. The input/output |I/F 140
receivers anal og signals as a content from outside, nakes AID

(anal og-t o- di @‘H@iﬂ/oﬁ%&’@fsﬂm fAceivey ditial sichadstindudediigi dah ofvarialis
thus obtained to the EG coder 130, while nmaking D/ A (digital-to-anal og)

CTonal o RGeS furRed b BORAREoARE E SRS Y BRI b oBIREY, |
i gi Lol JheRstherbus d8Maa alsaipl owaldes o The TBLEC sed<t Tl ToakpuMPERL °

data to the bus 110. Note that the cryptography unit 150 is not limted to
t he one- adecpding ofMPEfsenceded detatsupplicdviathe bus d18, arybestputs thef MR- or
har dware. A software-type cryptography unit will further be described

later. Thr-Bedd 8k ﬂﬁﬂlesﬁlgﬁﬁﬂu E 140 wigié ﬁﬁaldigg MPE@Uenéciihgrofediainal e

each recorder/player or group of a plurality recorders/players. The

CPU 170 : ' EG
codec 130 2% Rmebg {HF BBl Bt P AR Syl 4 ERFLS the BATIIOZ
nonvol ati] e menory to stor or 29 Septepber, 2004 27 exa e.a programto
be executklf APPYY tEP’USIi Oﬁhédnﬁ%ﬁ@é%%?ﬁ y&’ga &P“Bﬁ'é?ratai"gﬁ b/ 6¥ Cl%ﬂ¥ e
170. The drive 190 drives the recordi ng medi um 195 capabl e of recording
combination 141. The input/output I/F 140 receivers analog signals as a content from

outside, makes A/D (analog-to-digital) conversion of the data and outputs digital
signals thus obtained to the MPEG coder 130, while making D/A (digital-to-analog)

- conversion of digital signals from the MPEG codec 130 and outputs analog signals
thus obtained to outside.

The cryptography unit 150 is a one-chip LSI (large scale integrated circuit) for
example. It encrypts or decrypts digital signals in a content supplied via the bus 110,
and outputs the data to the bus 110. Note that the cryptography unit 150-is not limited
to the one-chip LSI but may be a combination of various types of software or
hardware. A software-type cryptography unit will further be described later.

The ROM 160 has stored therein a device key unique to for example each
recorder/player or a group of a plurality of recorders/players. The CPU 170 executes
a program stored in the memory 180 to control the MPEG codec 130, cryptography

unit 150, etc. The memory 180 is for example a nonvolatile memory to store for



digital data to read digital data fromthe recordi ng nedi t puts
the data to the bus 110 while supplying digital data supkp%égégigéalc%oﬁg bus
110 to the recording nedium 195 for recording to the latter. Note that the
recorder/player 100 nmay be constructed so that the ROM 160 stores the
program while the nenory 180 stores the device keys. The recordi ng nmedi um
195 is a medi um capabl e of storing digid7al .data, such as one of optical
discs including a DvD, CD and the |ike, a magneto-optical disc, a nagnetic

disc, a mRapglé & propanvto beexotuise biythe G d70madaracessary datadforgperdivy  and
the like. In"this enbodiment, the recording nmedium 195 is renovably

ing;t all ?%IgglF% EPU D04/ fridd 290 Weies ;}%}'ﬁxﬁdiq@ Hediii 193ApdbROATE el 95

e recor ayer The transport stream

processi ng neaps (TS pyocessor 00 .extracts transpor ket s

COrrespo rﬁ&l@ 4186&1 b?aé];‘gigﬁf‘ﬁ&ﬁé ﬁ (BFJEP b eI ’é‘ﬁﬁ)‘Pf? r]%) m AD"%;‘?‘EB s e data,
transport stream having a plurality of TV programs (contents) nultip|exed

t her ei n, toshobes liGvohifmsupplying digitthdatasuppbedviaide s THbtathergeewking
transport stream appears along with each packet into the recordi ng nedi um

195, and ;g&diaP 95 tfoe réédi‘ﬂir%f to dieplageandvtoftha theawseriet/pidyer 00 mayrisadi ng
fromthe recording neans 195. The TS processor 300 wll further be

descri be i I | I
ctrean - RESEHb it ROPOECUBRRIHE Blodth B W RAZ i enibr UB0SMHER he

2004 28 d;gye rance of each of transport packets in the transport stream
The tinme Ceglfﬁiféar ance is determ ned during encoding not to cause a

failure of a T-STD (transport . . i ..
The recording medium 195 is a medium capable of storing digital data, such as

one of optical discs including a DVD, CD and the like, a magneto-optical disc, a
magnetic disc, a magnetic tape or one of semiconductor memories including a RAM

- and the like. In this embodiment, the recording medium 195 is removably installable
in the drive 190. Note however that the fecording medium 195 may be incorporated
in the recorder/player 100.

The transport stream processing means (TS processor) 300 extracts transport
packets corresponding to a predetermined program (content) from, for example, a
transport stream having a plurality of TV programs (contents) multiplexed therein,
stores information on a time of appearance of the extracted transport stream appears
along with each packet into the recording medium 195, and controls the time of
appearance of a transport stream for reading from the recording means 195. The TS
processor 300 will further be déscribed later with FIG. 6 and subsequent drawings.

For a transport stream, there is set an ATS (arrival time stamp) as a time of



'stream system target decoder) being a virtual decoder def'ﬁ%?glpui3 n%ér%gh/PE_GZ

Systens, and during read of a transport stream the tinge apnﬁ arance is

controlled with an ATS appended to each of transport packets. The TS
processor 300 perforns the above Kkinds of control. For exanple, in
recording of transport packets to the recording nedium the transport
packets are recorded as source packets %ﬁrranged with no space between
successi ve packets and the time of appearance of each packet kept
unchangedppehiaice eobibhes afotransparblpacketsaint the ttanspory ssfeasmcHThe dirgpoot
packet during read fromthe recording nmedium The TS processor 300 appends

ATS (arr ia??%aiahﬁ? is ddtafRinedrilirint drcediig fotltb BRuf a filiuedoLATLS DD (iraAgsaer t
packets h been received, when data is recorded to the recording nmedi um

mvent 1 oteannrn ek {ocsBER RS PURKRTAPANFEERRAA Bk AP B SGRERL,

appended to each of transport packets _is, encrypted by the cryptography
uni t 150 angrdiingreadhelon transpert sHeayh the time of appgarance is comirplied rathnn
medi um 195. Further, the cryptography unit 150 decrypts an encrypted

cont ent sATSegpemdddte eaeh of ttansporepacketsl 9Fhe TH psacessar3(if pesforarsdheleboyept i on
wll further be described later. Note that in FIG 1, the cryptography

uni t 150 138k B cBHASES T é&%oﬁlé,eilﬁ hewsidinSob BaspEee pakRetsStol e rebérding
conveni ence of the illustration and expl anati on but these functions nay be

Lo P05 8 el BB AL MR AR Pl 8 e
constr UCtbie(t)V[s]reesl? Osmc‘iasnsixlr:é %ac étst ggd "the Ei(xjneer /0 ! A Séargl(izgeo ro(%i each packet kept
unchanged, which enables to control the output timing of each transport packet during
read from the recording medium. The TS processor 300 appends ATS (arrival time
stamp) indicative of a time at which each of transport packets has been received, when

data is recorded to the recording medium 195 such as a DVD.

In the recorder/player 100 according to the present invention, a content
including a transport stream in which the ATS is appended to each of transport packets
is encrypted by the cryptography unit 150, and the content thus enérypted is stéred into
the recording medium 195. Further, the cryptography unit 150 decrypts an encrypted
content stored in the recording medium 195. These encryption and decryption will
further be described later. |

Note that in FIG. 1, the cryptography unit 150 and TS processor 130 are shown

as separate blocks for the convenience of the illustration and explanation but these

functions may be incorporated in a one-chip LSI or performed by a combination of



to the present invention may be constructed as in FIG 2.2%[?3

recorder/player shown in FIG 2 is generally indicated w patenrﬂ()a?rézrogﬁce

200. In the recorder/player 200, a recording nmedium 195 is renovably
installable in a recording nediuminterface (I/F) 210 as a drive unit.
Wite and read of data to and fromthe recordi ng nedium 195. are also
possi ble when it is used in another reczrder/player. In the recorder/player
as shown in FIG 2, in which the recording medi um 195 conpatible with nore

t han one soF@@ﬁEQﬁ'Ha@ﬂ@)iﬁr jeags. be used, a device key unique to each
recorder/player 1s not usped but a common key to all such recorder/pl ayers,

that is, a co ke 0,.t he ent it S 1SkEQr ' . 180.
[Dat a + ecor di g g ke rSRbblich pREPRITIRGS 1 RholfRalrly FREPbiE
shown fl ows of operations effected in data wite to the recordi ng nmedium
in the rdedheprossnhinviensppwmay be porstructest apin Bl 2. Fh%ﬁc&rs%réﬁay%wq%
recordi ng medium For recording digital signals as a content from outside
to the rdadi@. Hisngeharaily $ndicadnaith anefarcace206ctladhasesdrdern/playet 260, &1 ow
chart in FIG 3A. Nanely, when digital signals as a content (digital

cont ent) regordigddheint 103 R3chRRNLIALRNLIY i 21200 Mife MbdiffFFin{ iR e of

El ectri cal ectronics Engineéers) 1394 seri al or the Iike,
ot he TN A ad8s uilio WHE Bt e % 3 rpAdbE Rt g s BE 193 S
processor 300 generates block data in which_an ATS is 29 Septenber 2004 30
appended alsp passibler when ik onsedoicanathes FPCé’f@fPTQBQHGH f% ﬁh%a%ora%@%u@ba% s
the data to the cryptography unit 150 via the bus 110. .
shown in FIG. 2, in which the recording medium 195 compatible with more than one
recorder/piayer can be used, a device key unique to each recorder/player is not used
but a common key to all such recorder/players, that is,- a common key to the entire
system, is stored in the memory 180.
[Data recording and playback]
Referring now to FIGS. 3 and 4, there are shown flows of operations effected
in data write to the recording medium in the recorder/player shown in FIG. 1 or 2, and
in data read from the recording medium. For recording digital signals as a content
from outside to the recording medium 195, operations are effected as shown in the
flow chart in FIG. 3A. Namely, when digital signals as a content (digital content) is
supplied to the input/output I/F 120 via an IEEE (Institute of Electrical and Electronics
Engineers) 1394 serial bus or the like, the input/output I/F 120 will receive the digital
content and outputs the data to the TS processor 300 via the bus 110 in step S301.

In step S302, the TS processor 300 generates block data in which an ATS is



In step S303, the cryptography unit 150 encrypts the rece%%g ghg t b4
content, and outputs the encrypted content to the drive recordlng
medium | /F 210 via the bus 110. In step S304, the encrypted dlgltal
content is recorded to the recording nedium 195 via the drive 190 or
recording mediumlI/F 210. Here the recorder/player exits the recording

procedure. The encryption by the crypto®faphy unit 150 will further be
described later. It should be rem nded that as a standard to protect the
di gi tal ﬁﬂ&d 16 AN ARPoRAPIRAR it  BrafigPure Siseath farduthisEhd a9 to ehid al
bus, "5 CP (Five Conpany Digital Transnission Cont ent ' Prot ect i on)"

(w II be ref rreqntu{iﬁgsg ﬁglﬁa%bﬂéaif nder) was established by the five

conpani esC[VR rpora ion being the Appl | cant of t he
present i nvent i on. grescrr bes that in ggse a d| i tal grfg not, bei ng
any "copy-fre nssm 5pQ3: therHploEEP EvRLA goeTEs the Koo ied Gimitet eAnteRy
recei ver sides should nutually authenticate, before the transm ssion, that
copy contand outpafsottisdncoypted woatemt éc theydrive 188w Irechrditgmedivendily i Givia
content be encrypted at the transnmitting side for transm ssion thereof and

the encrygg ;%g.sct' BB@@tth@%WEGglglpﬁ Roffint iPReeséd 1Y 88 retoidifg

receiving s transm ssion and Teception under this DTCP

st andard, t/ o) | t he
encrypt ed’lE@ 2?5' Waaﬁteﬁiej W%Edéfﬁ%g()%%é Hﬁ‘]d‘i{gﬁ-@/ﬁ gg@r% % cﬁgcé@%r@yﬁ%é
content in conformty with the DL st andard, ang 29 Sep te 20
t hen out pRxits tﬁlﬁefeﬁatcéﬂﬁﬁi’fac‘iﬂ‘gpn e GRERAAN by t 6r?tr)éﬂtt°gf Ythér Wé;.[rlaphy
unit 150 (in step S301).

further be described later.

It should be reminded that as a standard to protect the digital content
transmitted between the devices via the IEEE 1394 serial bus, “SCDTCP (Five
Company Digital Transmission Content Protection)” (wiil be referred to as “DTCP”
hereunder) was established by the five companies including the Sony Corporation
being the Applicant of the present invention. It prescribes that in case a digital content
not being any “copy-free” one is transmitted between devices, the transmitter and
receiver sides should mutually authenticate, before the transmission, that copy control
information can correctly-be handled, then the digital content be encrypted at the
transmitting side for transmission thereof and the encrypted digital contact (encrypted
content) be decrypted at the receiving side.

In data transmission and reception under this DTCP standard, the input/output
I/F 210 at the data receiver side receives the encrypted content via the IEEE 1394

serial bus, decrypts the encrypted content in conformity with the DTCP standard, and



For the DTCP-based encryption of a digital content, a ti ' S
to be generated. The encrypted digital content including§?§§&é%§§§%@¥on
key having been wused for the encryption is transmtted over the | EEE 1493
serial bus to the receiver side, and the receiver side decrypts the
encrypted digital content wwth the key included in the content. Mre
precisely, the DTCP standard prescribessgthat an initial value of the key
and a flag indicative of a time of changing the key for encryption of

9.2 A s St RS GREL  ofod nf ap

side, the rni alue o I nc t content 1s
changed %éth t Llmng indicated by the flag, included in the encrypted
content, (BSIGR e a key having been used for the encryption, and the

encrypted content is decrypted with the key thus generated. Namely, it may
be consi der ed Rdrdhe DRECRbosshermaryption ofia digital cantens, adémeapingdkeayds tg/be

it, and so this consideration shall also be true in the follow ng

descri pt igaperAAed.0Mhienéhcristet Bt GRnié@ndalding thd Bﬁﬁggﬁbh% |havéiis been i s
avai | abl egb?r'om for exarrp*lg a V%b page identi fglaed by L (un?f or m%esour ce
| ocat or) _qQf : t | | ' as
2 cont enited TohEi¢ GREFRALER: BaRmMEfovetih} TEEE EIOPIGRY ARAAcARE T2
the flow chart .in FIG 3B, en the input/oytpu |/ 40,.recei ves .anal og
signal s B 20 the FroctueR sids ioCHmts g e %Y%‘Paﬂ?%gﬁiff’n{:@%&’d@s‘ﬁ? ey yﬂfébd%‘%zz
where the A/D converter and DA converter conbination 141 wll make Al D 29
Sept-enberin2bh@goB@nt.conver si on of the anal og content to provide digital
signals as a content (digital content).

More precisely, the DTCP standard prescribes that an initial value of the key

and a flag indicative of a time of changing the key for encryption of digital content are
included in the encrypted content. At the receiving side, the initial value of the key
included in the encrypted content is changed with the timing indicated by the flag,
included in the encrypted content, to generate a key having been used for the
encryption, and the encrypted content is decrypted with the key thus generated.
Namely, it may be considered that the encrypted content includes a key used to decrypt
it, and so this consideration shall aiso be true in the following description. According
to the DT'CP standard, an informational version is available from for example a Web
page identified by URL (uniform resource locator) of http://www.dtcp.com.

Next, write of external analog signals as a content to the recording medium 195
will be described with reference to the flow chart in FIG. 3B. When the input/output
I/F 140 receives analog signals as a content (analog content) in step S321, it goes to

step $322 where the A/D converter and D/A converter combination 141 will make A/D



The .digital content is supplied to the MPEG codec 130 whj Q%+$mngg MPEG
encodi ng of the digital content, nanely, encoding of the content by
MPEG conpression, in step S323 and supply the encoded content to the
cryptography unit 150 via the bus 110. In subsequent steps S324, S3Z5 and
S326, simlar operations to those in S302 and S303 in FIG 3A are
effected. That is, the TS processor 303Zappends ATS to each -of transport
packets, the cryptography unit 150 encrypts the content, and the encrypted
cont ent tbmeemimifidte i maler codtedt tto pipvideatigilahgigmels awnaleattenb(élgtﬂab
recorder/player exists the recording procedure. Next,, a flow of operations
ef f ect ed chffenp), @ayi Nng back the content fromthe recording medium 195 and
outputting it ‘as a dlgltal or analog content to outside will be described

chart n Fi G bk B fconfiieds Aot O W MERG Uhiet TG ARG ﬂllﬂ‘léggg\,lhomthe

recording nedium 195 by the dr|ve 190 or r cordln (gedl um |/ F Zﬁ
out put t e@needingeof ﬂtey@tgéi@} gpaipnlmamalyp epsedipgothe dighal eontenichy MBE! the
cryptography unit 150 decrypts the encrypted content supplied fromthe

drive 19Gompression,dnrstepr8828mnkd supply the emcbdedtquuatentithdhelecyptpgraghygtatrt t o
the TS processor 300 via the bus 110. In step S403, the TS processor 300
determ nqgot‘)ﬁﬂ?]égﬁgtglg‘f out put based on the 29 Septenber 2004 33 ATS
appended to each of the transport packets included in the transport stream

to ke 2 CORfLobsciRbhPABRPSsAY, $824 ifa S35, A SRk DMmER i $503 e
and S303 in FIG. 3A are effected. That is, the TS processor 300 appends ATS to each
.of transport packets, the cryptography unit 150 encrypts the content, and the encrypted
content thus obtained is recorded to the recording medium 195. Here the
recorder/player exists the recording procedure.

Next, a flow of operations effected for playing back the content from the
recording medium 195 and outputting it as a digital or analog content to outside will
be described with reference to the flow chart in FIG. 4. This is done as in the fiow
chart in FIG. 4A. First in step S401, an encrypted content is read from the recording
medium 195 by the drive 190 or recording medium I/F 210, and outputted to the
cryptography unit 150 via the bus 110.

In step S402, the cryptography unit 150 decrypts the encrypted content supplied

from the drive 190 or recording medium I/F 210, and outputs the decrypted data to the

TS processor 300 via the bus 110.

In step S403, the TS processor 300 determines the timing of output based on the



120 via the bus 110. Note that the processing operations ggsﬁﬁgn&§2004
processor 300 and decryption of the digital content in the cryptography
unit 150 will further be described l|ater. Note that when the digital
content is outputted via the, |EEE 1394 serial bus, the input/output I/F
120 makes a nutual authentication wth a counterpart device as previously
mentioned in conformity with the DTCP s¥andard in step S404, and then
encrypts the digital content for transm ssion. For reading a content from

the recorgiT8appediednd Sacland tesitmttpom packersingludednal the teaiperitsticam to
out si de, pl ayback operations are done as in the flow chart shown in FIG

4B. Nanel | ' ' : i

Fa an Hpstafud GRRAbNIRS (e RIS ahd bR i Bhie IO
decrypted digital., c e rovi.ded fromthe cryptogra unit 150 is

supp + ed 120 Hadh e Mo Nord labbicgmact ns geraighs PRITES B peesdssor Ha0 Rk
codec 130 nmakes MPEG decoding of the digital content, nanely, expands the
di gi tal dEcayptiomofthpdigited contentiiat thetooy pliograpiputniv 1 Gwill furtherbrodescrnibedep
S425, thée input/output I/F 140 makes D/ A conversion of the digital

content hgpspkng been subjected to the MPEG decoding in the MPEG codec 130
in step S424 by the A/D converter and D) A converter conbination 141. Then

e, oot SRRSO ATDIBAOBERREBL PSRN Ge! |
the play ?3551/8&%5? ?H;l’ 920 makes a mutual authentication with a counterpart device as
previously mentioned in conformity with the DTCP standard in step S404, and then
encrypts the digital content for transmission.
For reading a content from the recording medium 195 and outputting it as an
analog content to outside, playback operations are done as in the flow chart shown in
FIG. 4B.
Namely, similar operations to those in steps S401, S402 and S403 in FIG. 4A
are effected in subsequent steps 5421, S422 and S423. Thereby, the decrypted digital
content provided from the cryptography unit 150 is s-upp]i;ad to the MPEG codec 130
via the bus 110.
In étep S424, the MPEG codec 130 makes MPEG decoding of thé digital
content, namely, expands the digital data, and supplies the data to the input/output I/F
140. In step S425, the input/output I/F 140 makes D/A conversion of the digital
content having been subjected to the MPEG decoding in the MPEG codec 130 in step

S424 by the A/D converter and D/A converter combination 141. Then the input/output



[Data format] Next, the format of data witten to or readzggag}ﬁlg& 004
recordi ng medium according to the present invention wll be escrizbed wth
reference to FIG S. The mnimumunit in which data is read from or
witten to the recording nmedium according to the present invention is

call ed "bl ock”. One block has a size of 192*X bytes (e.g., X = 32).
According to the present invention, an S is appended to each MPER2-
defined TS (transport strean) packet (of 188 bytes) to provide a data of

192 byt e/ 340 gods fo!sleprS260ihetedhwildivatart ehé akelogasntenetdbmiside. THereARS i s
a data of 24 to 32 bits indicating an arrival tine. ATS stands for

"arrival fli y ' ' been described. The ATS is a
random daliegg}(:dg?@ﬁ%%ﬁ [ ﬁgﬁggi%r?gggﬁr@%{ﬁu ?'ma of each packet. One bl ock
(sector) of th@re%ord%@g medi um records a nunber X of TS (transport
strean) packet ! I ng an ATS appended thereto. According to the
present invention, an ATS appended to the first one of TS packets in each
of bl ocks i ndNexiigdhe nfoamat aofs detat waittemaie iar taaddfnom dheaicgording bnedkinkey
which 'is used to encrypt the data in the block (sector). A unique key for

each of tdigobdmgks the peisde afreshtion @Ok alcsodbed wittcrefoienog to IGCIS. KEHe
based on the. random ATS. The bl ock-uni que key thus generated is used to

made’ 2o by EyHich BaIERAUHAA O uRIGR6 (HOYONTRE bR EERIK g

~medium for storage, of the encr lan . key for each bl ock kLt becones
bosst bl ¢ tpdhepretnt uepiges crlt oty tna tladFfitk pe br 102+ X v ¢S

X =32).

According to the present invention, an ATS is appended to each MPEG2-
defined TS (transport stream) packet (of 188 bytes) to provide a data of 192 bytes, and
a number X of such data are taken as one block. The ATS is a data of 24 to 32 bits

Iindicating an arrival time. ATS stands for “arrival time stamp” as having previously
been described. The ATS is a random data corresponding to an arrival time of each
packet. One block (sector) of the recording medium records a number X of TS
(transport stream) packets each having an ATS appended thereto. According to the
present invention, an ATS appended to the first one of TS packets in each of blocks
included in a transport stream is used to generate a block key which is used to encrypt
the data in the block (sector).

A unique key for each of the blocks is generated by generating an encrypting
block key based on the random ATS. The block-unique key thus generated is used to

encrypt each block. Also, by generating a block key based on the ATS, it is made



recording medium Further, during data playback, it is nojg8&aER6&00E0
access data other than in the main data area, which will assure a nore
efficient data recording or playback. Note that a bl ock seed shown in FIG
5 is additional information including ATS. The block seed may al so

i ncl ude copy control information (CCl) in addition to ATS. |In this case,
ATS and C | are used to generate a bl ok key. Note that according to the
present invention, the majority of data in a content stored into the

r ecor di nqumRdesiarg ue praddd@an B2 inshe reoy dingdnedians forwiorape ofi¢he dratryptioof
FIG 5 mbytes (m= 8 or 16 bytes for exanple) in the | eading portion of a

bl ock ar g 4560 %Qagbﬁw%&@nﬁ'lplz@éoill%ﬁ%g E(gﬁfefﬁa%\?clg ﬂ@é‘ﬁie)’maﬁf)& th 'ﬁi;éaylﬁttﬁﬁ

while the -“renmal nin at a: encry ted ecause t

encrypted data |en m ted si h tloni einu s of
" byt b iespitinn Hctivm, pBuhd Pfing 2 alsBath {latdnq%saarﬂ?@ca?ﬁstiﬂ%or
exanple, not in 8-byte units, all the data except for the block seed may
be encr y pather thantinfthe maiy deta atee, whichhwill assuire g meveraffinicst detagrepomsting ofm =
4). [Operations by the TS processor] The function of ATS w | be described
i n detailplafledgkhel ow. As having previously been described, the ATS is an
arrival tine stanp appended to each of transport packets included in an

DU L oA OLBSER S B I8 AR FORATEATS,
pluralit yl’l?éc bl-{)\cl:k%%gg may Y also include copy control information (CCI}) in addition fo ATS.
In this case, ATS and CCI are used to generate a block key.
Note that according to the present invention, the majority of data in a content
stored into the recording medium such as a DVD i;; encrypted. As shown in the
bottom of FIG. 5, m bytes (m = 8 or 16 bytes for example) in the leading portion of a
block are recorded as plain or unencrypted data, namely, not encrypted, while the
remaining data (m+1 and subsequent) is encrypted because the encrypted data length
is limited since the encryption is made in units of 8 bytes. Note that if the encryption
may be effected in 1-byte units for example, not in 8-byte units, all the data except for
the block seed may be encrypted with four bytes set in the leading portion of the block
(m =4).
[Operations by the TS processor]
The function of ATS will be described in detail herebelow. As having

previously been described, the ATS is an arrival time stamp appended to each of

transport packets included in an input transport stream to preserve a timing of



(contents) nultiplexed in a transport stream for exanpl €39 §LA0FHG004

packets included in the extracted transport stream appear at 1rregular

intervals (see FIG 7A). Atimng in which each of the transport packets
in a transport stream appears is inportant for the transport stream and
the timng of appearance is determ ned during encoding not to cause any
failure of T-STD (transport stream syst¥®m target decoder) being a virtual
decoder defined in the MPEG -2 Systens (I1SQO | EC 13818-1). During pl ayback
of the trappepranice oftkaS pavket.i m ng of appearance is controlled based on
t he ATS appended to each transport packet. Therefore, when recording the

transport packefs kOwHed b&E O Nonge ﬁ%@kﬂﬂbteﬁhﬁ'ohﬁg!lﬁldrhmgngf 9V thiBgrams

transport packet has to be preserved. Wen recordinhg transport "packets to

a recordi hum such a,.DVD an ATSJndicatjve of the in i m ng of
cach ¢ r arCHBEREy SEREP Tk R or AR o ShERble St Basfihlnch D
recorded to the recording nedium FIG 6 is a block diagram explaining the
oper at i oriB th¢ exisaciad fransprst sttegin oppeaicit irrggdanidarviadcGeaFlg. 250+ Addpang
stream supplied via a digital interface to a recording nmediumsuch as a

DVD.  As iahohich bk of tha spnsgors pacians isa stapspor dtreamdapipeiasd isdaiportant dor as
digital broadcast signals froma termnal 600 to the TS processor 300. As

shown in : h S ' hARAl
000" vi 1 B Banipdll seaty nd (IRBRNSE of4RAMRACE 18 dRRntted dAE BcIANF0DR

wni on w P Attty BB o TS FERratdit S r e el Siaa R bR ER BLRE uila)
packet in the input transport stream The PCRCDacket is a packet in which
PCR def i iégodler definagdhndthe MPEGRsSystean (bYSMAECThS I5cR).

During playback of the transport stream, the timing of appearance is controlled
based on the ATS appended to each transport packet. Therefore, when recording the
transport packets to the recording medium, the input timing of the transport packet has
to be preserved. When recording transport packets to a recording medium such as a
DVD, an ATS indicative of the input timing of each transport packet is appended to
the transport packet which is to be recorded to the recording medium.

FIG. 6is a block diagram explaining the operations effected in the TS processor
300 when recording a transport stream supplied via a digital interface to a recording
medium such as a DVD. As shown, the transport stream is supplied as digital data
such as digital broadcast signals from a terminal 600 to the TS processor 300. As
shown in FIG. 1 or 2, the transport stream is supplied from the terminal 600 via the
input/output I/F 120 or the input/output I/F 140 and MPEG codec 130.

The transport stream is supplied to a bit stream parser 602 which will detect a



packets have been encoded at tinme intervals of |ess than 19Q.4BRper 2602 PCR
represents a tine when a transport packet arrives at the receiving side
wi th an accuracy of 27 MHz. Then, a 27-MHz PLL 603 | ocks a 27-VMHz cl ock of
the recorder/player to the PCR of the transport stream A tine stanp
generation circuit 604 generates a tine stanp based on a count of 27-Mi
cl ocks. A bl ock seed appending circuit 305 appends a tinme stanp,
indicative of a tinme when the first byte of the transport packet is
i nput t ed ROR{p=opramiclock taféfence ppdcketim hESnput tramsportatepor. (TR R packbe
transport packet having ATS appended thereto is outputted froma term nal
607 throygh Cﬁd’&é@)%}ﬁbﬁ@@ﬂfc{&{]ne%@ fhe MPEGLYBYa8HRPRYenttded ! SPhevpeTre it
will be encrypted as wll further be described, and then recorded to the
recordin di 195 via the.drive 19 in F 1 n ecor di m
I/ F 210 %aﬁﬁﬁséﬁg% Bei‘i‘i é“c‘?‘tf%‘h&?\/st,‘mﬁy"&%‘&agsf Otf‘%\%?h@% g%@r’é?%n?q’eefn?gg ed
for recording an input transport streamto the recording nmedium FIG 7A
shows i ngapresents adiispwien parmspert paeketagdres af the reeiving S%@d@ﬂam peayeent ) .
The horizontal axis in the FIG 7Ais a tinme base indicative of a tine of
the trangg@zMHz.eam In this enbodi nent, transport packets in the input
transport stream appear at irregular tinmes as showmn in FIG 7A FIG 7B

shows an out pytyeef 4t NHIIQPS‘LS@@?]&%%W-MH%U&H bf ﬁﬁﬁecgfﬂc‘f/#%y%lio tReed

appending circuit 605 appends a bl ock seed including an ATS indi‘cating an

29, Pt eTck G0, DhenBH s ATl 5 b St TR GO GRRL P

e e Ss?z?n\/\]g bsa%g(ri Coen gac%iﬁ%% Sof r2e7c~§/iﬁg dclci)gkst. h?& E)focc rgt&i,erc]igappfmding circuit 605
appends a time stamp, indicative of a time when the first byte of the transport packet
is inputted to a smoothing buffer 606, as ATS to the transport packet.

The transport packet having ATS appended thereto is outputted from a terminal
607 through the smoothing buffer 606 to the cryptography unit 150 where it wili be
encrypted as will further be described, and then recorded to the recording medium 195
via the drive 190 (in FIG. 1) and recording medium I/F 210 (in FIG. 2).

FIG. 7 shows, by way of example, operations effected for recording an input
transport stream to the recording medium. FIG. 7A shows input of transport packets
included in a certain program (content). The horizontal axis in the FIG. 7A is a time
base indicative of a time of the transport stream. In this embodiment, transport
packets in the input transport stream appear at irregular times as shown in FIG. 7A.

FIG. 7B shows an output of the block seed appending circuit 605. This block

seed appending circuit 605 appends a block seed including an ATS indicating an



medium The source packets are recorded to the recording pediligmyd-popo
space between successive packets as shown in FIG 7C. Omng to this
arrangenent of the source packets with no space between them the
recording area in the recording mediumcan be used effectively. FIG 8 is
a bl ock diagramof the TS processor 300, show ng a data processing
procedure to read a transport stream fr¥mthe recording medi um 195. A
transport packet having been decrypted in a cryptography unit which wll

further hgridebafichdtachaferanapdrtipavkery ian thSpanpasgdecdotthe tanepors padlpgt! i ed
froma termnal 800 to a bl oc seed separation circuit 801 where the ATS

and t ransﬁ%éntgﬁlﬁi%%ﬁéé fﬂ?@{% SERGIAE §Hows e&rc%%kgggggpmgg% fae I%cﬁfdgfé%ﬁfd

a timng gener on circ 04 to conpute a ti a cloc

of a 27-MHz .cl ock 805 of th | ayer. te that the first ATS i, et as an
Ui i ol VRPN Thecsaurts RaCn SHOTSCoROed LU recagins TRed s ilh 6 SAge! ded

a conparator 803 to conpare the ATS with a current tinme supplied fromthe
tim ng gdredwaen sncaissivgi packow. ashowvmin BIG pl. Ehwinglo this auranganent of the
provi ded to output the transport packet to the MPEG codec 130 or digital

i nput / outRmce phbket2Crithaid SpddeNbéttveganies, alie gcotting iatbdn ghe qedbiding
circuit 804 becones equal to the ATS. FIG 9 shows EG encodi ng of i nput

AV signal.g_.j ; of the recorder/player 100 and encodi ng
of the tr@ﬁgfggi ?%yggg%&?g@teﬂéégs processor 300. 29 Septenber 2004 39

SUTRALIC R L R A T R N R o
SUpPI T €d ;rggg]iuiettg rrchrI] il transport stream from the recording medium 195. A transport
pa.cket having been decrypted in a cryptography unit which will further be described
later and having an ATS appended thereto is supplied from a terminal 800 to a block
seed-separation circuit 801 where the ATS and transport packet will be separated from
each other. There is provided a timing generation circuit 804 to compute a time based
on a clock count of 2 27-MHz clock 805 of the player.
Note that the first AT'S is set as an initial value in the timing generation circuit
804. There is also provided a comparator 803 to compare the ATS with a current time
supplied from the timing generation circuit 804. Also an output control circuit 802 is
provided to output the transport packet to the MPEG codec 130 or digital input/output
I/F 120 when a timing generated by the timing generation circunit 804 becomes equal
to the ATS.
FIG. 9 shows MPEG encoding of input AV signals in the MPEG codec 130 of

the recorder/player 100 and encoding of the transport stream in the TS processor 300.



901 to an MPEG vi deo encoder 902. The MPEG vi deo encoder he
i nput video signals to an MPEG video stream and out putsgg)ﬁeﬁ%g‘tg%?gha

vi deo stream buffer 903. Al so, the MPEG video encoder 902 outputs access
unit information on the MPEG video streamto a multiplexing schedul er 908.
The "access unit" of video streamincludes a type, encoded bit anount and
decode tinme stanp of each picture. The 3picture type" is information on an
| /P/B picture, and the "decode tine stanp” is information defined in the

MPEG- 2 Syg4:88K;, FIGe9 ¢s abRckditrafifoRifibrtiornd cfedied fl 8th e MIEGRBE9PI0t O
an MPEG audi o™ encoder 905. The MPEG audi o encoder 905 encodes t he i nput

audi o si

306, The TWBLE: 40810 kcaiurS PeGebir A VSRR ol GistlR fp RePbleRL

t he I\/PEG 0 S t he | tipl exing schedul er 908 The ‘access unit”
of the a Osatf’r&gﬁé&é”a ‘gufgroarre and the access unit information

I ncl udes an encoded bit anmobunt and decode tine stanp of each audio frane.

The mul ti pl exiThy MiEQutideo @ABoder $iihphemttsvihe linfratt ideb signaleto anMBEG o
access information, and controls encoding of the video and audi o streans

based on yjf&, ﬁ?@ﬁﬁs anal Rutpit it RE WRtal ®Na vid&s Eﬁéémmlﬁfér%§ cheehiltge MPEG
I ncor por ates a cl OC g%ner ate a reference tine with an accurac 27

e, e i 19@#%5@022 o PRI R
,V'n¥ oot i tpleting schedtler 908, The hectss wmit” Jf“\%d‘égcs‘%?éan? TReaed ac%%ter °
encoded bit amount and decode time stamp of each picture. The “picture type” is
information on an I/P/B picture, and the “decode time stamp™ is information defined
in the MPEG-2 Systems.
There are supplied audio.signals from an terminal 904 to an MPEG audio
encoder 905. The MPEG audio encoder 905 encodes the input audio signals to an
MPEG audio stream and outputs the data to a buffer 906. The MPEG audio encoder
905 outputs also access unit information on the MPEG audio stream to the
multiplexing scheduler 908. The “access unit” of the audio stream is an audio frame,
and the access unit information includes an encoded bit amount and decode time stamp
of each audio frame.
The multiplexing scheduler 908 is supplied with both the video and audio access
information, and controls encoding of the video and audio streams based on the access

unit information. The multiplexing scheduler 908 incorporates a clock to generate a

reference time with an accuracy of 27 MHz, and thus determines packet encoding



includes the type and length of a streamto be packetizedy
packet encoding control information is video packets, a SV\% g%ﬁ%@%i{):@g

pl aced at a side a thereof to read, fromthe video stream buffer 903, video
data of a payload data |length desi gnhated by the packet encoding control
i nformati on and supply the data to a transport packet encoder 909. In case
t he packet encoding control informati ol s audi o packets, the switch 976
is placed at a side b thereof to read, fromthe audi o stream buffer 906,

audi o dat@n@fol infod@ationdbetheRaspad ptd@k@t dcebfiing tad BEID whitieisdadiatuap t he

transport packet encoder 909. In case the packet encod| ng control

cupp | o0 AR ﬁ“%ﬁﬁﬁéﬁ%Féleﬁggé“fREE’fj?°r'%@g PR ko A o

out si de. To indicate that th cket enc |ng cqont y ol |nformat|on wi |l not
encode pdBRUICSS g bRepd lgngﬁb%ﬁa glgearg t? ACkpdERsk ¢ packet encoder 909.
For an indication that the packet encodi ng control i nformation wll not

encode packetls,castthe pankepentoding kentrehindoimnat8@pisoud prupackets, pasokittis976 n
ot her case, transport packets are generated based on the packet encodi ng

control ijhpideatitnsided tRefeRd eshd, fioiBHERS Qfd%o s&ﬁﬁni bﬂﬁéPQOB Vides FatLHE oder
909 out put transport packets |ntermttent Also there is provi ded an

arrival O@%@?%t& %1\%1 aﬁ@{l%l?a]tgd tbgrt éﬂk%} %nA%_(ﬁngs 61&?(}1 ﬁﬁﬁf(l%?atfct‘ﬁroﬁr?

2004 41 arrrves at

the receiving gide,  based on the PCRs dfromthe rrult | exin
schedul eIrS\IIJIQB 1 Ie cfata to a transport packet enco'E:'lplp bbg ' plexing

In case the packet encoding control information is audio packets, the switch 976
is placed at a side b thereof to read, from the audio stream buffer 906, audio data of
a designated payload data length, and supply the data to the transport packet encoder
9009.

In case the packet encoding control information is PCR packets, the transport
packet encoder 909 acquires PCR supplied from the multiplexing scheduler 908 and
outputs PCR packets to outside. To indicate that the packet encoding control
information will not encode packets, nothing is supplied to the transport packet
encoder 909.

For an indication that the packet encoding control information will not encode
packets, the transport packet encoder 909 outputs no packets. In other case, transport
packets are generated based on the packet encoding control information and outputted.
Therefore, the transport packet encoder 909 outputs transport packets intermittently.

Also there is provided an arrival time stamp calculator 910 to calculate ATS indicative



Since PCR supplied fromthe nultiplexing schedul er 908 i ngl ' at
which the tenth byte of a transport packet defined in theﬁbl\fg@(t}agb%rjropﬁs at

the receiving side, so the value of an ATSis a tinme at which a byte 10
bytes before the tinme indicated by PCR. A block seed appending circuit 911
appends an ATS to each of packets outputted fromthe transport packet
encoder 909. An ATS-appended transport dacket outputted fromthe bl ock
seed appending circuit 911 is supplied to the cryptography wunit 150

t hrough af smdwiehitnghivhf therfi1 Bywhef & tianspoit|pabketemciveptae dhascosiVingf sideher

be described |ater and then stored into the recording medi um 195. For

storage 3t a bfs PESt s aAbHIML IRl 1EATSARRRBHOS  Tansport _packet s

are arrange no sp ween em'as shown In FIG 7C and then stored
into the recording i um.195.befgre subj.ected to.encryption iin the

crypt ogr aphy RS Pﬁzg.s‘l@é‘iﬁis freny Wﬁ‘ﬁé‘ﬁﬁﬂg %@893{% emgF(Faé?Fg%HW &h no
space between them reference to the ATS appended to each of the packets
makes it wliekithe denih byt pbla trapsporhpacket dafpsdyimthe MPEGahopdyes platheet s
to the receiving side. Note that the size of ATSis not fixed to 32 bits

but it mpycdieing ditiéscatheandee of an 4TS ds 32ithe bswhidiea byege0 yhes befort eingt h
of ATS, the longer the operating cycle of the ATS tine counter is. For

inﬁancetirﬁé‘hﬁﬁaﬂeagﬁ}?&mi me counter is a binary counter whose ATS

counting accuracy | 7 NHz, an ATS of 24 bits in length will appear 29
Sopt eTber 2004 oo 388 el Qe athbas HIAIS. RSk, baReys
transpor E)u?};[urttee%rrf]nin% tggftriagggortt i))ag?et%h%ogeerc%%t. An ATS-appended transport packet
outputted from the block seed appending circuit 911 is supplied to the cryptography
unit 150 through a smoothing buffer 912 where it will be encrypted as will further be
described later and then stored into the recording medium 195.
For storage into the recording medium 195, the ATS-appended transport
" packets are arranged with no space between them as shown in FIG. 7C and then stored
into the recording medium 195 before subjected to encryption in the cryptography unit
150. Even if the transport packets are arranged with no space between them, reference
to the ATS appended to each of the packets makes it possible to control the time of
supplying the transport packets to the receiving side.
Note that the size of ATS is not fixed to 32 bits but it may be within a range of
24 to 32 bits. The longer the bit length of ATS, the longer the operating cycle of the

ATS time counter is. For instance, in case the ATS time counter is a binary counter

whose ATS counting accuracy is 27 MHz, an ATS of 24 bits in length will appear



maxi mum by the MPEG 2. However, the bit [ength of ATS may t 24
bits for a sufficient allowance. By varying the bit Ieng%dﬁggﬁaﬁ%éz?gmi n

t he above, the bl ock seed being an additional data to a bl ock data can be
configured in some types. Exanple configurations of the block seed are
shown in FIG 10. Exanple 1 shown in FIG 10 is a block seed using an ATS
of 32 bits in length. Exanple 2 in FIG4210 is a bl ock seed using an ATS of
30 bits and copy control information (CCl) of 2 bits. The copy control

i nf or mat ix@aid hflkbaked.caseeoThigltime istetdal i9fonppudngh §br saoadinavy nanspert CCl
appended thereto; SCMS (serial copy managenent systen) and (copy

generati : =

ot or et s GRGHEE EALEM iR Farood POt MANER MG ATPE YL seoat e
copy control, i nfornati pepded thereta is,.al dto limtless be
copy ea( cnsvimindy e NPRCE 2" Fovirves e DillsnRu ot R Sme by e BRE 24 biS
generation (one-generation-copy-allowed) or that the data is prohibited

f rom bei for espffacieticalbywamashi bi t ed). An exanple 3 shown in FIG 10 is a
bl ock seed using ATS of 24 bits, CCl of 2 bits and other information of 6

bits. The ot hq;% vahAaeahe Git EHstROISRTECAeH {Heoabows the Wokk BEed dking an
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is ablock seed using an ATS of 32 bits in length. Example 2 in FIG. 10is a block seed

using an ATS of 30 bits and copy control information (CCI) of 2 bits. The copy

control information indicates a controlled state of copying of data having the CCI

appended thereto. SCMS (serial copy management system) and CGMS (copy

generation management system) are most well-known as copy control information.

These copy control information indicate that data having the copy control inférmation

appended thereto is allowed to limitlessly be copied (copy-free), the data is allowed

to be copied only for one generation (one-generation-copy-allowed) or that the data

is prohibited from being copied (copy-prohibited).

An example 3 shown in FIG. 10 is a block seed using ATS of 24 bits, CCl of 2

~ bits and other information of 6 bits. .Thc other infonnat};);l may be selected from

various kinds of information such as information indicating on/off operation of a

Macrovision which is a copy control mechanism for analog video data when the block

seed data is outputted in an analog form.



Next, there will be described an encryption to be effectesgyi
recording in a systemwth which recorded data has to beg?:g%gl??)%lzg94
nanely, in a systemin which a recording nedium having data recorded
therein in a recorder/player has to be playable in another :
recorder/player. The systemw th which recorded data has to be conpatible
I's the recorder/player 200 for exanple 4% shown in FIG 2. That is, the
recordi ng medi um 195 havi ng data recorded therein by the recorder/player

200 has to begﬂ}iéyg{%ﬁiﬂ ﬂaﬁﬁ@&@ﬂing 8¢ Qs Ptk hichn@ cerieidydith ds € bect ed
in data recording i'h such a systemWw || be described wth reference to the

bl ock di agrans_in._EL 11 and 12 and flow chart in FIG 13. An optical
disc will be t%%ﬁgtﬁ@lebel ow as an exanple of the recording nedium This

enbodi ment is a systemw th which recorded data has_to be conpati bl e, .that
is, a system Nex GRS veilk b fescaibat a Gcey pUsibiaias eHfeelpdnn ata resopding in

pl ayabl e back in another recorder/player, as in the Japanese Published
Unexam neslsysdgriveish iwdriciNee co2detididta hbs {dBOCo1hpatiblecsamPht, émb s¥gtpii inavhizh No.
25310 of 1998). In order to prevent data in the recording nmediumfrom

being bit | | hSiG ol ' ; [ | ' I §4 gati on
g bity lfé’c&ﬂ%%cﬁgm Hivitig &?htﬁ%ewﬂéﬁdﬂh@ﬂeiﬂeﬁ M%%k%k‘g&g@%a;e’i’elﬁs {d 68

i nformation Is e to act on"a data encryption Kkey. : encryption by
bl ock -4 adrunaein doluet Hosolickiph P The ATRaBF Sy Bitn tb R B fa b8, '
G 1%? ¥ %ﬁﬁfﬁ&ﬂ%gs 'ﬂfkégﬁoc\g;@@ Player é&? it @%%gggﬁ&@é’oﬂoﬁl KIG; 2675 5, the”
recorder/player, and also a ' common key to a plurality of recorder/players,
nanel y, tmcording medium 195 having data recorded therein by the recorder/player 200 has to
be playable in another recorder/player.
The encryption éffected in data recording in such a system will be described
with reference to the block diagrams in FIGS. 11 and 12 and flow chart in FIG.13. An
optical disc will be taken herebelow as an example of the recording medium. This
embodiment is a system with which recorded data has to be compatible, that is, a
system in which data recorded in a recorder/player has to be playable back in another
recorder/player, as in the Japanese Published Unexamined Application No. 224461 of
1999 (Japanese Patent Application No. 25310 of 1998). In order to prevent data in the
recording medium from being bit-by-bit copied, disc ID as recording medium-unique
identification information is made to act on a data encryption key.
The data encryption by the cryptography unit 150 will be outlined herebelow
with reference to the block diagrams in FIGS. 11 and 12.

A recorder/player 1100 reads a master key 1101 stored in its own memory 180



an entire system The recorder/player 1100 checks if a di
identification information is already recorded in a reco?%lsﬁge&r% i l9§1§1120

which is an optical disc for exanple. If the disc ID 1103 is found
recorded in the recording medium 1120, the recorder/player 1100 reads the
disc ID 1103 (as in FIG 11). If not, the cryptography wunit 150 in the
recorder/player 1100 generates a disc 143 1201 at randomor by generating a
pr edet er mi ned random nunber, and records the disc ID 1201 to the disc (as

in FIG ag@ﬁ sh6®n ﬁﬁFTGF’F%C 1Tﬂehﬁig‘§tse?gr&g P10E iﬁ‘éaﬂngg@!e?ké%ﬂ&%réﬁ‘ﬁl 2Usendegc | D

t
1103, so the disc can dint in“area or the I1ke of
the disc. Next,,the recorder/player 1100 nerates a diSG-.uni que k 102
£ om t he TeRBLeHPIAE SIS 8coPBHoRLey o dlr AT ot sfotISTunde Runily. 1 o
particularly, the disc- unique key is generated for exanple by placing data
gener at ecinsntisesysignhi The eenvisderaplaper bFOG eheoks if disedl) i identificatipm
hash function SHA-1 defined in FIPS 180-1 to provide an output of 160 bits

and t aki rgferatiohaisalebdp roegdss i ¥ récuiding mediom t112036Richiit anwppidal disc use
as a disc-uni que key, by placing the master key and disc ID in a hash

functi on BASEEmBIL, ar ARHEC ANA10B'HS RLIHRELIRA iR e 120Rding dhefthd 1000, the
pl acenment’,” or Ot herw se. en, a title key unique to each record 1s
generated (as, indica at ef er 04, r.and ar ,.by a

pr edet er ff %WCF@%Y%Hﬁﬂ%E‘?&g%‘ﬁéﬁ%ﬁ%ﬁlp% j(*ﬁﬂ%' @h{ﬂtﬁg?@bﬂyme{/ﬂwmﬁ@hyand
recorded to the disc 1120. The disc 1120 has a data _nmnanagenent file 29
Sept enberumdnd404ip thehresorderpleyer dd00rgansiates @ diseall) d20dnatwiradom o by s
formed fromdata and where the data is from and can store the title key
in the fidederating a predetermined random number, and records the disc ID 1201 to the disc

(as in FIG. 12). For each disc, there has to be available only one such disc ID 1103,
and so the disc ID can be stored in the lead-in area or the like of the disc.

Next, the recorder/player 1100 generates a disc-unique key 1102 from the
master key and disc ID (as indicated at a reference 1102). More particularly, the disc-
unique key is generated for example by placing data generated by bit-by-bit
combination of the master key and disc ID in a hash function SHA-1 defined in FIPS
180-1 to provide an output of 160 bits and taking only data of a necessary length from
the 160-bit output for use as a disc-unique key, by placing the master key and disc ID
in a hash function based on a block encryption function and using a result of the
placement, or otherwise.

Then, a title key unique to each record is generated (as indicated at a reference
1104)at random or by a predetermined random-number generation in the cryptography

unit 150, and recorded to the disc 1120. The disc 1120 has a data management file



Next, a title-unique key is generated fromthe disc-uniqu Inlal e
key. It can be generated in some ways, for exanple, by ug?ﬁgﬁﬁﬁggﬁggﬁ
function SHA-1 or the hash function based on a bl ock encryption function.
In the above, the disk-unique key is generated fromthe nmaster key and disc
ID and the title-unique key is generated fromthe disc-unique key and
title key. However, the title-unique key may be generated directly from
the master key and disc ID without having to generate the disc-unique key

s tor Ky HihdRn Lol bief bitbrfaltRh BHRAE R falfed FOB) SRk s o

that in case.opne of the transm ssjon forpats defined in the above DTCP

st andar d lsegaﬁbla@di‘@ntﬁé‘éf&thﬁéﬁ key Jtnr%iﬁgﬁﬁted as WEG 2 TS packets in
sone cases. 'For exanple, when a set top box (STB) having received a

satel lite broddextsa titleamsique ey hegtmarattddsomtthe discenmiqde kewianddiite kegi.nld t he
DTCP transm ssion format, the STB should preferably transmt, also on the
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may be conposed of an ATS, copy control 29 Septenber 2004 46 information
and ot herandrthetittetumiqué key inganeaited frondthraudiveuniquyeckay. andtitle B®). Howesger,
packets each having an ATS appended thereto
the title-unique key may be generated directly from the master key and disc ID without
having to generate the disc-unique key or a key equivalent to the title-unique key may
be generated from the master key and disc ID without using the title key.
It should be reminded that in case one of the transmission formats defined in
the above DTCP standard for examplé is used, data is transmitted as MPEG-2 TS
- packets in some cases. For example, when a set top box (STB) having received a
satellite broadcast transmits the broadcast to a recorder without using the DTCP
transmission format, the STB should preferably transmit, also on the IEEE 1394 serial
data bus, the MPEG-2 TS packets transmitted on the satellite broadcasting
transmission path since data conversion is not required.
The recorder/player 1100 receives to-be-recorded content data in the form of
TS packets, and the aforementioned T'S processor 300 appends, to each TS packet, an
ATS being a time at which the T'S packet has been received. Note that as in the above,

a block seed appended to block data may be composed of an ATS, copy control



are arranged side by side to formone block of block dat aﬁg@lg}%bg&(joge
upper portion of FIG 5). As shown in the |ower portions of FIGS. 11 and
12, the first to fourth bytes in the |eading portion of the block data
supplied for encryption are separated (in a selector 1108) to output a

bl ock seed including an ATS of 32 bits. A block key being an encryption
key for data in the block is generated 4@s indicated at a reference 1107)
fromthe bl ock seed and the previously generated title-unique key. FIG 14

shows an iﬁmgﬁ’@%&_ e?k’gﬁgméﬁéngﬁ%hﬂﬁﬁgbﬂﬂ G 14 shows two exanpl es

of generation 4- Dbi C ey froma bit bl ock seed and 64-bit

title- unique |ey. ,ln anp h i n the er. hal f Fl G t here
s used an endh JHmtsh X (ke s oi2iAbLs redse B eviogan A TS aphriddibeeSng
output are of 64 bits, respectively. A title-unique key is taken as a key
to this aneaygngehsilgigsidato forovens hiocked bbeckadatp|(shawn de thearppes popiien
constant is placed in the encryption function, and a result of the

pl acementofiRIG. §keAs showntih diedd ok poEieidfFIG S ddand TR she fitsn b fainhiAed
defined in FIPS 150-1. A conbination of a title-unique key and bl ock seed

(o B By R EREEA AP Rl o SR O A A8 Sy g
o | . '

of tho. biRGE ey 03 teaBti oSt Bed e GURBARA S of I PHEIFSIOTRE que

key, title-unique key and bl ock key are generated. However, the bl ock key

may be ganemsrytian ey fordetk i thedslockiisgenemited (a3 mdieajedaica reference 1107)

from the block seed and the previously generated title-unique key.

FIG. 14 shows an example of the block key generation. FIG. 14 shows two
examples of generation of a 64-bit block key from a 32-bit block seed and 64-bit title-
unique ley.
| In Example 1 shown in the upper half of FIG. 14, there is used an encryption
function whose key length is 64 bits and input and output are of 64 bits, respectively.
A title-unique key is taken as a key to this encryption function, a combination of a
block seed and 32-bit constant is placed in the encryption function, and a result of the
placement is taken as a block key.

Example 2 uses a hash function SHA-1 defined in FIPS 180-1. A combination
of a title-unique key and block seed is placed in the hash function SHA-1, and an
output of 160 bits is reduced to 64 bits by using for example only low-order 64 bits.
The 64 bits are used as a block key.

In the above, there have been described the examples of the block key



bl ock seed for each block w thout generating the disc-uni gogckeybanbhos
title-unique key. The bl ock key, thus generated, is used to encrypt the

bl ock data. As shown in the |ower portions of FIGS. 11 and 12, the first
to mth bytes (m= 8 for exanple) in the |leading portion of the block data
I ncluding a block seed are separated (in the selector 1108) not to be
encrypted, and the (mtl)th to the |ast4bytes are encrypted (as indicated
at a reference 1109). Note that the m bytes not to be encrypted include the

first to fensrhfio®iti Rhickths d¥loGkigaeedy, tTtmeuﬁ 1& and oSk REF AteETinePUERS OF
the bl ock” data, selected in the selettor 110 e encrypted (as 1 ndicated

at a ref | t Int
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Encrypti andar d) def %d in FIPS 46-2 for exanple. Wen the block

| ength ( .al&&ic teaalablap %ljlowtrgeﬂlﬁ@t%dhyéiﬁ%mlauglsﬁy endiifearniqpekey.
bytes as in DES, the entire block data including the (mtl) th and
subsequent bytEhe bluakikeyo thiusagenicoated ais used émengnytpe thebylockidaty Xsaho®a iand m
as a multiple of 8 for exanple. Nanely, in case a nunber X of TS packets

are stor egheilBwePpoRticisof Fmtipa&icwz th@%’ix@tﬁiﬁeﬂpﬁ ttaﬁgmensrﬁsp&mﬂ le) in

algorithmis L bytes and n is an arbitrary natural eter nrng X
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of the blo re copbined with the unencrypted first to mth bytes of
the bl ockS gri)ﬁo rQt(te be spcrypies] a&p}@hetJ +1)th>t/g ihe last bytes are encryptehl (as

indicated at a reference 1109). Note that the m bytes not to be encrypted include the

first to fourth bytes as a block seed. The (m+1)th and subsequent bytes of the block

data, selected in the selector 1108, are encrypted (as indicated at a reference 1109)

according to an encryption algorithm preset in the cryptography unit 150. The
encryption algorithm may be DES (Data Encryption Standard) defined in FIPS 46-2
for example.

When the block Iength (input/output data size) in the encryption algorithm used
is 8 bytes as in DES, the entire block data including the (n+1)th and subsequent bytes
with no fraction can be encrypted by taking X as 32 and m as a multiple of 8 for
exampie.

Namely, in case a number X of TS packets are stored in one block, input/output
data size of the encryption algorithm is L bytes and n is an arbitrary natural number,
determining X, m and L so that 192*X = m+n*L makes it unnecessary to process any

fraction.



stored as an encrypted content 1112 into the recording nmesh gepidddQooddth

t he above operations, the content wll be encrypted bl ock by block with a
bl ock key generated from a bl ock seed including ATS, and stored into the
recording medium As having previously been described, since ATSis a
random data unique to a block, so the block key generated based on ATS set
for each block is different from one a#dther. That is, the encryption key
is varied fromone block to another and thus can provide an enhanced data

protection agalhetneryppicaiakythanddudsequdnt dybdsosikthedddck dataeare roppitiinad key
generating data nmakes it unnecessary to store the encryption key for each

bl ock t L ThUS. i ' '
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e recor um can
effectively be saved. Since . the hl.ock seed is..data e n be witten
and read S&g’éﬁﬁjga%]i F\“"créfﬂfeéln‘f"”&%‘;}auq@dnt‘? ?hq @ngggggmfgﬂ/{}gl M‘? t he operation
of witing or reading the encryption key generating data duri ng data wite

or read, whi chWith thefgbmvernpetatoons; Hee corterhwild balencytednbiock bjhbloack wigh
encryption key has to be stored in an area. other than the data area.

Narmely, 4 de@kfl@a?ri gHhef26@Fnn g bivk skedihdalingaATScands@ryd iro thétidoeding
efficiency. The flow of operations effected in ATS appending by the TS

pr Ocessormggﬁlﬁ.n%sllﬂ%g@ FRYIR 'ege%t)g%stc?g)egrgﬁﬂ&@%@mﬁ]@ﬁppnﬂ@ﬁ%quueto

recordi ng SCr eference to t ow chart®in FI G
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recorder/player checks if a disc ID as identification information is
al ready resornidhen. nThaids,the endiyphionddiylifvarigd fram engibleck o anotherang thus
can provide an enhanced data protection against cryptanalysis. Use of the block seed
as encryption key generating data makes it unnecessary to store the encryption key for
each block separately from data. Thus, no special storage area is required for the
encryption key, and the storage area of the recording medium can effectively be saved.
Since the block seed is data which can be written and read along with content data, so
it is possible to omit the operation of writing or reading the encryption key generating
data during data write or read, which is different from the conventional system in
which the encryption key has to be stored in an area other than the data area. Namely,
information recording and playback can be done with a higher efficiency.
The flow of operations effected in ATS appending by the TS processor 300 and
data encryption by the cryptography unit 150 for recording data, will be described with

reference to the flow chart in FIG. 13. Instep S1301 in FIG. 13, the recorder/player

reads a master key stored in its own memory 180.



recorded there, the recorder/player reads the disc IDin 5§ 8g,ehBf3ookf the
disc IDis not found recorded there, the recorder/player generates a disc
I D at randomor by a predeterm ned nmethod, and records it to the disc
(recording nmediun) in step S1304. Next in step S1305, the recorder/player
generates a disc-unique key froma master key and disc ID. As having

previ ously been described, the disc- unig%e key is generated by the use of
the hash function SHA-1 defined in FIPS 180-1 or the hash function based
on a bl ock enchy stapoR180Rc thormecowler/phayep| eheckneilr @olisddD) pisaidentificetiono

step S1306 where it will generate a title key as a key unique to each

record anigfolgatich istalteadyrecstided in tie reestdiaf eedumiz OWhenthe deRATYR foRhay er
generates a title-unique key fromthe disc-unique key and title key by the

ft
nor ypt i agpRRgnEH)eh %?&OS‘;%”P&FQ& {eads MRS 1PGh oh SPS0S, BB el is
t It d d t ent t f f TS
backet o 19 {2na] 16acrded thATE, B WooREaIR ScrRpenasioc 3 A swors osdoice:
ATS which is |nformat|on on atime at which the TS packet has been
r ecei ved.prafetermingd/micthod, ned Teconds detosihie Go0(rappreimis mediurad émsfEp $Ek8det , a

conbi nati on of copy control information CCl, ATS and other information.

Next in NeerinStplo1309)ehe reordie/pldjayenciaasi ige-uhfynaedetronfrgishakend
ATS appended ther eto one after gl]iét h)eg? and Judgeeﬂﬁgf a ‘nunmber X = 3 fo

(oo B TERIEEES ERHURIRY bR Aot o e
been rec% Y % usvéh f'th ]tlas?xrfunctlones'i-?Acf%g 1}1{3 }:'Iﬁsffﬂé ilor t]qe hash function
based on a block encryption function, for example.

The recorder/player goes to step S1306 where it will generate a title key as a key
unique to each record and record it to the disc. In next step S1307, the recorder/player
generates a tiﬁe-unique key from the disc-unique key and title key by the use of the
hash function SHA-1 or the hash function based on a block encryption function, for
example.

In step S1308, the recorder/player receives data resulted from to-be-recorded
content data in the form of TS packets. In step S1309, the TS processor 300 appends,
to each TS packet, ATS which is information on a time at which the TS packet has
been received. Alternatively, the TS processor 300 appends, to each TS packet, a
combination of copy contro! information CCI, ATS and other information. Next in
step S1310, the recorder/player receives TS packets each having ATS appended

thereto one after another, and judges if a number X = 32, for example, of TS packets



recorder/player goes to step S1311 where it will arrange 3ig.Jihgrotsof TS
packets or TS packets down to the |ast one side by side to formone bl ock
of data. Next in step S1312, the cryptography unit 150 generates a bl ock
key for use to encrypt data in the block from32 bits (bl ock seed
including ATS) in the leading portion of the block data and the
title-unique key having been generated PGy step 51307. In step 51313, the
cryptography unit 150 encrypts the block data forned in step S1311 with

t he bl ocKokmyng pue Shaakl biavsebeamiecdbvedragran identifieatitradatagindicative udithe bastn
described, the cryptography unit 150 encrypts the (mtl)th to | ast bytes of

the bl ockrs dricket TR WA Yleivid. alWaEH tdifRcy SSRItHRGE conditiéts %Mﬁil]%dt hge DSE
(Data Encryption Standard) defined in FIPS 46-2. In step S1314, th e

recorder/ t I t Lum
in step & é@%ﬁf@ e géagéé%eﬁm@ @Qﬁfg PRl BeRen e Gubht LS HalFel

the result ment is at al | e. dat have been re orded t he
recorder/%ﬁ%/ea ﬁfie“m@t éafrtdm@gﬂ BE siflsr 1 Torm ong blockofdatdsr der / pl ayer
goes back to step S1308 where it will process the remaining data.

[ Crypt ogr aphy Next idatep $13}db& cryptagmphy amiviliSthgaderaths r ddocklecy ftatmeas to
be conpati bl e] Next, decryption, for playback, of the encrypted content

recor ded eln@ry;ﬁtedatﬁngmelmacmmmmawbqgw& SRANndRRIAE KETS) fn ttl'i@léaQﬁﬁQOI ng
wi |l be descTibed bel ow 29 Septenber 2004 51 with reférence to the block
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In step S1313, the cryptography unit 150 encrypts the block data formed in step
S1311 with the block key. It should be reminded here that as having previously been
described, the cryptography unit 150 encrypts the (m+1)th to last bytes of the block
data. The encryption algorithm used here is for example the DSE (Data Encryption
Standard) defined in FIPS 46-2.
In step S1314, the recorder/player records the encrypted block data to the
recording medium. In step S1315, it is judged whether all the data have been
- recorded. If the result of judgment is that all the data have been recorded, the
recorder/player exits the recording procedure. If not, the recorder/player goes back
to step S1308 where it will process the remaining data.
[Cryptography for data playback in a system with which recorded data has to
be compatible]

Next, decryption, for playback, of the encrypted content recorded in the

recording medium as having been described in the foregoing will be described below



15. A recorder/player 1500 reads a disc 1D 1502 from a di 56 siaQbeaitf4a
master key 1501 fromits own nenory. As apparent fromthe foregoing
description of the data recording procedure, the disc IDis a disc-unique
identifier recorded in a disc. Alternatively, when no disc IDis recorded,
the recorder/player 1500 generates a disc ID and records it to a disc. The
master key 1501 is a private key store ¥n alicensed recorder/ pl ayer.

Next, the recorder/pl ager 1500, generates a disc-unique key fromthe disc ID
and mastwithgelgrenes torthe bledadiagram ie fde Aé anddday cherifipl Flgnsl6. Dat a

generated by a bit-by- bit conmbination of the master key and disc IDis

placed in a hdsfstf thealesoriptibifwill bdahadediihnrefdiebed BOtht Ylock dinimmen FIG
only a necessary data length of an output of 160 bits resulted from

cal cul atijan gfreflige ek 480D refls SdiE TP PRORHBRDSE dit PR K6 -2 master key .
IFeL St 7% P s maer by s

Alternatively, are e placenment of the nmaster I'SC

t he hash nction based on a bl ock encryption function is,ysed a, disc
ant que. ke OiRERin T fEHBeRtaE, A Snaf b B dorekding es@inticaof Befdats o
key 1504 recorded correspondingly to data to be read, and generates a
title-unirgeerding precsiureothe Wésa I is a kdigc-uniqueaiderdifiar- 1ecories] feyn diee
title-unique key 1505 may al so be generated by the use of the hash

function ﬁlt&n&tioelgg haehashdikulDtis pevodded; dhe recoritplayents QP ke meratdsiandibe on.
I n above, the disk-unique key is generated fromthe naster key and disc ID
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Next, the recorder/player 1500 generates a disc-unique key from the disc ID and

master key (as indicated at a reference 1503) as follows. Data generated by a bit-by-

- bit combination of the master key and disc ID is placed in a hash function SHA-1
defined in FIPS 180-1 for example, and only a necessary data length of an output of
160 bits resulted from calculation of the hash function is used as a disc-unique key.
Alternatively, a result of the placement of the master key and disc ID in the hash
function based on a block encryption function is used as a disc-unique key.

Next, the recordet/player 1500 reads, from the disc, a title key 1504 recorded
correspondingly to data to be read, and generates a title-unique key 1505 from the title
key 1504 and disc-unique key. The title-unique key 1505 may also be generated by
the use of the hash function SHA-1 or the hash function based on a block encryption
function.

In above, the disk-unique key is generated from the master key and disc ID and



having to generate any disc-unique key or a key equival enbg&@,@nper 2004
title-unique key nmay be generated fromthe naster key and di'sc I D w thout
using any title key. Next, the recorder/player 1500 reads bl ock data one
after another froman encrypted content 1507 stored in the disc, separates
a block seed formng four bytes in the éeading portion of the block data
by a sel ector 1508, and generates a bloé key by the processing operation
havi ng al so been pade fqr generation of the title-unique _key. The bl ock
key may bdedilferniqug key mgwﬁgw@efé%mdg@ éiﬁcuauquﬁi@hénd tifle ksyndlawever, the
reference to FIG 14. That is, a block key of 64 bits can be generated from
a 32-bit tifit-onkysckey any Bigtmdratedtdiesatlyi from theymadter kée aalalisc 1D veitleodtave
been descri bed exanpl es of the block key generation in which the

di sk-uni ifigYo §E' Edafe BN Efé%-ﬁ‘rﬁguéﬁgy iRk Q%I}riﬁﬁ%li@ﬂ@nﬂ%rheﬁﬁé%icﬂdfﬁgvy ﬁglar 4 A

t he bl ock key"may be generat ed om a’ maske disc 1D, tit

bl ock se for ch bl ock w.thout eraty ng,t he di sc-unique key and

i the- uni greRpEd gl BE tmih e oB7 9RCIH RamuRusinBany ik Rey ov "dat a
encrypted with a block key is decrypted (as indicated at a reference 1509)
and out put t ed Mexiddbe ypeerdetplayeyi1208 reads ddeds daty one piiee anpther tiiem an
decrypted data includes ATS appended to each of transport packets included

in the transppetd contaahSdTdtond intthedind, separaies adddclb sssiiforaning fieurfdedy
the aforenentioned TS processor 300. Thereafter, the data can be used 29
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by the processing operation having also been made for generation of the titie-unique
key.

The block key may be generated as having been described in the foregoing with
reference to FIG. 14. That is, a block key of 64 bits can be generated from a 32-bit
block seed and 64-bit title-unique key.

In the above, there have been described examples of the block key generation
in which the disk-unique key, title-unique key and block key are generated. However,
the block key may be generated from a masker key, disc ID, title key and a block seed
for each block without generating the disc-unique key and title-unique key.

When the block key is thus generated, the block data encrypted with a block key
is decrypted (as indicated at a reference 1509) and outputted as decrypted data via a
selector 1510, Note that the decrypted data includes ATS appended to each of

transport packets included in the transport stream and the stream is processed based

on the ATS by the aforementioned TS processor 300. Thereafter, the data can be used



recordi ng nedi um can be decrypted in units of a bl ock forg@l‘g@%gﬁg&-wohh a
bl ock key generated froma block seed including ATS. Next, the flow of
operations effected in data decryption and playback will be described with
reference to the flow chart showmn in FIG 16. In step S1601 in FIG 16,
the recorder/player reads a disc ID frogythe disc and a nmaster key fromits
own nenory. In step S1602, the disc IDand master key are used to generate

a disc-unjque ,key..Next in step S16Q3, the recorder/player reads a title
key of da{QaH{Squye"ng%gq %Hlaytﬁwgwalcs T §%304plen 51604, the recorder/ pl ayer

generates a title-unique key fromthe title key and disc-unique key. Next
in step S1605, Asha the@bouer # pbalgat eneryptcdincuyits off a tlook lkendateaofdednmtthe
disc. In step S1606, the recorder/player generates a block key froma

4-byte bl pisrdiagdnédivihead BadbargphA ini hitsf 4 Blocklfee lagﬁéék%’i'ﬂhéﬁﬁ)ck ke
title-unique key generated in Step S1604. Next in step S1607, encrypt gd

data is d@%ﬁ#g@gﬁ%t*bmﬁ Sgggﬁﬁlgﬁ%gdg?g:step S1608, it is judged whet her

the recor has reda If it has read all the data,

the recorder/pl,ayer. exits the decrypting procedure. If not, the .
recor der/ pl aye&exbé]% ﬁlﬁ’ﬂ%ﬂ% pBeIa{Igps Sﬁ@@f@dvlﬁéjfaéa Aecryptien pagplapkackeyill heng

data. [Data encryption for recording in a systemw th which recorded data

have not daseribedvattprafetsnet totheShpr eharesh@004n BIG. MNexin stepn81601hin FIGe 6,

described with reference to the block diagramin FIG 17 and flow chart in

FIG 18 tihe recerdepipligerireadsduditc T o dhé Ee Bhd@ mAsRr Re§t BOMMtE bwn
memory. In step S1602, the disc ID and master key are used to generate a disc-unique
key.

Next in step S1603, the recorder/player reads a title key of data to be read from
the disc. In step S1604, the recorder/player generates a title-unique key from the title
key and disc-unique key. Next in step S1605, the recorder/player reads encrypted
block data from the disc. In step S1606, the recorder/player generates a block key
from a 4-byte block seed in the leading portion of the block data and the title-unique
key generated in step S1604.

Next in step S1607, encrypted data is decrypted with the block key. In step
51608, it is judged whether the recorder/player has read all the data, If it has read all
the data, the recorder/player exits the decrypting procedure. If not, the recorder/player
goes back to step S1605 where it will read the remaining data.

[Data encryption for recording in a system with which recorded data have not

to be compatible]



whi ch recorded data has not to be conpatible, nanely, %9; §MhBerbeh a
recordi ng medium having data recorded therein by a recor er/player has not
to be playable in another recorder/player, nanely, a systemin which
recorded data can be read only by a recorder/player having recorded the
data to the recording nmedium The description will be nade with reference
to the block diagramin FIG 17 and fof4owi ng the sequence of operations
in the flowchart in FIG 18. In step 51801 in FIG 18, a recorder/player
1700 (in FI G Negxt, teerevallds descriesd wéthuafawmcddeyhmhlo«:hdiizgrmﬂdeIqulqlaadto
the recorder/player itself. As shown in FIG 17, the device-unique key is

gener at edfwodRaath PIGLEE th€¥ncr ﬁﬁ‘ﬁggﬂoﬁé‘dbm TBA b ﬂsearcﬁﬁ ift djéj[rjéfé‘m‘ﬁ%}’thor a

conbi nati on of any of these key LSI key is a key having been stored
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to a device, nanely, a recorder/ Iayer and stored in a nmenory eI errent
such as ameflagm haumng Jatagerorded dherehe by jascanderplays dmsciatda h@fplﬂmble in
recorder/player. The madl umkey is a key set for a recording nedi um which
stores a amdh¢rrtontet/pdawrenamaly, Asystenopindivhighmrecordsi dataecatioseal enly bya
key appended to the drive unit for the recording nmediumsuch as a DVD or

the |ike., jdbokddsip 1@51&051;1«16”%&“&%(1ﬂwaﬁﬁwanhak&df@m 'ﬁe@ﬁ%ﬁrat ed from any
of LSI key, device key, di um key and drive key o a conbi nati on of any
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refer encefoil%wﬁzllg thf::L geqsuhe%vc\:nen% operatlons 111 the ow chart in FIG. 18,
In step S1801 in FIG. 18, a recorder/player 1700 (in FIG. 17) generates a
device-unique key which is a key unique to the recorder/player itself.
As shown in FIG. 17, the device-unique key is generated from any of LSI key,
device key,rmedium key and a drive key or a combination of any of these keys. The
LSI key is a key having been stored in the LSI during production of the LSI included
in the cryptography unit 150 (in FIG. 1). The device key is a key having been set
correspondingly to a device, namely, a recorder/player, and stored in a memory
element such as a flash memory, EEPROM or the like during production of the
recorder/player. The medium key is a key set for a recording medium which stores a
céntent and stored in the recording medium. The drive key is a key appended to the
drive unit for the recording medium such as a DVD or the like.

In this embodiment, the device-unique key is generated from any of LSI key,

device key, medium key and drive key or a combination of ariy of these keys.



operations effected in a cryptography LSI 1900 being the,ggyptaesapey unit
150, in FIG 1 fornmed in the formof an LSI for exanple. The cryptography
LSI 1900 includes an LSI key nenory 1901 which stores an LSI key conmon
to a plurality of cryptography LSIs (therefore, conmon to a plurality of
recorder/players). Mre particularly, L§§ sane key is stored in the LSIs in
one production lot. A common LSI key be stored in all the cryptography
LSIs, or a conmon LSI ke

key may be stored jn each gr of saq ¢rypt ogr aphy
ISI's. To how hemgenssption pé thedeniseugiqueckeys Hem &%ﬁggkmﬁd%lwey for
determ ned based on the manufacturing cost of the cryptography LSI for
exanpl e. éizenpleypllbbe aleisyrib&d witlDeformca thdi (eeskmwingnbiycliay edesainpdt, key
fromthe key nmenory 1901 while readi ng a-device key 1910 froma ROMin the

o g AR Sy g TR N S 5

crypt ogr aphy via a gener at es nirque key by

appl yi ng eneration functi the LSl key and device key. Note
that as B%H@ﬂ%ﬁr}f’ﬂﬂ i ?’?S]{ﬁ)ére afﬂi@c'be used a one-way function
with which the device-uni que key can easily_be calculated fromthe LSl and
device  keys BDtc ciyplaggaphndiSidbndandlages suhabkepmemaonil Atlohighsieres an
specifically, with a conbination of the LSI and devi ce keys being pl aced
in the oneSikey édingionto agletaliag of er aphp&Sls(th&idberte, defminnastd aplat iy
180-1 for exanple, a device-unique key 29 Septenber 2004 56 generator 1902

cal cul at ti t t [ | i
devi ce- uﬁ‘?qufleasf(dggﬁﬂ%i&g% 32‘51}3 rlc%trggun%;/@f ﬁé@ﬁ%gg(ﬁﬂgg rﬁglté\%aigle?huenlgtg ;Fso%]n Sls]?ng

DES production lot. A common LSI key may be stored in all the cryptography LSIs, or a

common LSI key may be stored in each group of some cryptography LSIs. To how
many LSIs the common LSI key should be common may be determined based on the
manufacturing cost of the cryptography LSI for example.

The cryptography LSI 1900 has a key generator which reads LSI key from the
key memory 1901 while reading a-device key 1910 from a ROM in the recorder/player
for example as an external memory element of the cryptegraphy LSI 1900 via a bus,
and generates a device-unique key by applying a key generation function to the LSI
key and device Kkey.

Note that as a key generation function, there may be used a one-way function
with which the device-unique key can easily be calculated from the LSI and device
keys but the LSI and device keys cannot be calculated. More specifically, with a
combination of the LSI and device keys b.eing placed in th.e one-way function such as

a hash function SHA-1 defined in FIPS 180-1 for example, a device-unique key



defined in FIPS 46-2 or Triple-DES defined in FIPS 46-3 af@'s@;ﬁ&hb{&tdoﬂg t he
device key with the LSI key. A block key is generated from t'he

devi ce-uni que key thus generated and a block seed set as additional data
to the content data, encryption or decryption is effected with the bl ock
key thus generated to wite or read an iqr:crypt ed content 1906 to or froma
recordi ng medi um 1920. For the content cryption and decryption, there may
be used the DES éData Encryption Standard) defined in FIPS 46-2 or the

li ke. FI @enemighdd82 salestatabithe hash funciian tegemstateea Weyicesunjgne kgyedlhe om
an LSl key and device key. However, in case a nediumkey is assigned as a
fixed valdewi¢euniquedony tiagcbargeheratenl by the ase of adons-avdsefuricsionssdiggDESs a
fixed value to a drive for the recording nmedium the nedium key and drive

| ey may g%f{fﬁacinfmpsgm.qr&ttﬁgleggﬁsh&fn%vm@g;&Q%A&e%ch@ﬁgg 0. gbows an

exanpl e e generation o VI ce- uni que roma kKeys

I ncl udi na@&%ﬁ% é@l%y and drive key in addition to the LSI key and

devi ce there is illustrated an exanpl e of the generation
of the device unique key by the DIM (data integrity nechanis defined in
| SO% EC 9797. Ahlaskdeys gencratedifranthe derdee-pniquerentbus generatedrandracblaeki ce
key, and outputs the encrypted LSI key to .an arithnetic unit 2004. The

ar i t het iseed settas 2d0#iomkdstadothizToventt date en@Pfioh 6r de ivhviecffEttegeritdi i on

of the output fromthe encryption unit 2001 and nedi um key, and supplies a
result oftht Bfogied it G aREIAN 8 of Real iy PledUbntEtt 198648 or 16m a
recording medium 1920,

For the content encryption and decryption, there may be used the DES (Data
Encryption Standard) defined in FIPS 46-2 or the like.

FIG. 19 shows an example that a device-unique key is generated from an LSI
key and device key. However, in case a medium key is assignéd as a fixed value to a

. recording medium or in case a drive key is assigned as a fixed value to a drive for the
recording medium, the medium key and drive ley may be used for generation of the
device-unique key.

FIG. 20 shows an example of the generation of a device-unique key from aill
the keys including the medium key and drive key in addition to the LSI key and device
key. In FIG. 20, there is illustrated an example of the generation of the device-unique
key by the DIM (data integrity mechanism) defined in ISO/IEC 9797.

An encryption unit 2001 encrypts the LSI key with the device key, and outputs

the encrypted LSI key to an arithmetic unit 2004. The arithmetic unit 2004 makes an



encryption unit 2002 encrypts the output of the arithneti@ggjtémgé}%owth
the LSI key, and outputs the data to an arithnmetic unit 200

arithnmetic unit 2005 nmakes an excl usive-OR operation of the output of the
encryption unit 2002 and drive key, and outputs the data to an encryption
unit 2003. The encryption unit 2003 encr%pts the output of the arithnetic
unit 2005 with the LSI key, and out puts result of the encryption as a
devi ce-uni que key. The data recording procedure will be continuously

descri bedxdlusive-EIR operation®f the Qutpls fmgathe enonypiiepusit 2001 and aesdiew-keyi, que
key is generated fromany of the LSI key, device key, nmediumkey and drive

key or a gmandippfies Qte@ilt 8Phedéxdhgs6-ORYD é)ehﬂtdﬂ RPaPdBEYptibAemit 2002. The
recor der/ pl ay receives a to-be-recorded encoded content data in the form

f TS kets

packet - arernuiorat EPaZRE s B obaft R ALl ARRRO0E wiliPuERRI kel o
Al t t I the TS 300 TS

Combi nat {45 SHPEBPE e BR AAHEBEHERIGROR , Tiers 1 Opieetist el JONP oheas B
Next in step S1804, the TS packets each haV| ng ATS appended thereto are

recei ved exchusiéd-OR apetatien, ofcthe outpiitsof thedgery piioaturat 280handdrivi key, gnd X =
32) of TS packets form ng one bl ock have been received or an

i denti fi Qﬁitg@t@ tHadatd RoAE Bhéryptioh ddie 2003t TB% eﬁ@@ forhanit PoeD cnepgityess | f

any of the above conditions s found fulfil e recorder/player goes to

e SO0 b RS R 100 TR el
g:t ﬁg gexéncr)lzpﬂloslf z?spa %:égl%gﬁm;tlgge i:{r ypt ogr aphy unit 150 gener at es a bl ock key
The data recording procedure will be continuously described with reference to
FIG. 18 again. In step S1801, a device-unique key is generated from any of the LSI
key, device key, medium key and drive key or a combination of any of these key. -
In step S1802, the recorder/player receives a to-be-recorded encoded content
data in the form of TS packets. In step $S1803, the TS processor 300 appends, to each
TS packet, ATS being a time at which each of the TS packets has been received.
Alternatively, the TS processor 300 appends, to each TS packet, a combination of copy
control information CCI, ATS and other information. Next in step S1804, the TS
packets each having ATS appended thereto are received one after another, anti it is
judged whether a number X (e.g., X =32) of TS packets forming one block have been
received or an identification data indicative of the last TS packet has been received.

If any of the above conditions is found fulfilled, the recorder/player goes to step S1805

where it will arrange the number X of TS packets or TS packets down to the last one



key to encrypt the block data from 32 bits (block seed i ngd 4eitBgnéhBbai N
the leading portion of the block data and .the device-uni que key having
been generated in step S1801. In step S1807, the block data forned using
the bl ock key in step S1805 is encrypted. Note that as having previously
been described, it is the (mtl)th byte to the |ast byte of the bl ock data
that are encrypted. The encryption al gof8thmused for this purpose is DES
(Data Encryption Standard) defined in FIPS 46-2 for exanple. In step S1808,
t he recorside bylsideto farovoens bldok efidatypt ed bl ock data to the recording
medium In step 51809, it is judged whether or not all the data have been

recorded. If aNbxt h@ﬁhﬁ@]ﬁ(ﬁ%ﬁh@@@)ﬁb@%@hﬁ%ﬁ Iﬂgéx%%@fe@%%l@b@k%& ﬁﬂég a the

recordi ng procedure. t he data have not yeT been recorded,

" amat i ndeaaeen B el beohGR 72 BREQAIEK Sodd inly i BAEST it Teaine

recorded data has nqt to L be conpati bl e] Next, playback or reading of the
data t huPEeBrddhehlork @@tad@s@.theo@wﬁwwq%k@f baviagt keenrgensrated 1w dgpam
in FIG 21 and flow chart in FIG 22. The description will be nade with
ref erencéS180kthe bl ock diagramin FIG 21 and follow ng the sequence of
operations in the flowchart in FIG 22. First in step S2201 in FIG 22, a

e T2 25, S4B L S cong ok g8 ROPIOSt SR 05
gener at edexfci%ﬁ.n KA thatas hg%’ng previously been described, it is the (m+1)th byte to the
last byte of the block data that are encrypted. The encryption algorithm used for this
purpose is DES (Data Encryption Standard) defined in FIPS 46-2 for example.

In step S1808, the recorder/player records the encrypted block data to the
recording medium. In step S1809, it is judged whether or not all the data have been
recorded. If all the data have been recorded, the recorder/player exits the recording
procedure. If all the data have not yet been Iecordéd, the recorder/player goes back
to step S1802 where it will process the remaining data.

[Data encryption for playback in a system with which recorded data has not to

be compatible}

Next, playback or reading of the data thus recorded will be described with
reference to the block diagram in FIG. 21 and flow chart in FIG. 22.

The description will be made with reference to the block diagram in FIG. 21 and

following the sequence of operations in the flow chart in FIG. 22.

First in step S2201 in FIG. 22, a recorder/player 2100 (see FIG. 21) generates



devi ce key, nediumkey and drive key or a conbination of hespakeys
(as indicated at a reference 2101). As nentioned in the o?g%%P%g, tﬁe LS
key is a key having been stored in the LSI during production of the LS
included in the cryptography unit 150 (in FIGS. 1 and 2), the device key.
I's a key having been set correspondingly to a device, nanely, a
recorder/player, and stored in a nmenory59el enent such as a flash nenory,
EEPROM or the like during production of the recorder/player, the nedium
key is a kdgvivetkeyamique aciagelt.ng nedi um which stores a content and stored
in the recording nmedium and the drive key is a key appended to the drive

unit for ther | ] . | '

52202, the rec%?ggg‘?vglqg;%?' lrzg]ég‘}séc%rﬁgenglr]%g e]%&g%ggﬂéfggd afrbﬁg%l* ﬁfeﬁsgl&s:%’. I n
S2203, the r.ecorder/player generateg a bl ock key from.a blo seed of 4
bytes i nIRHES REYamiog N avoR Ay el Gk COmMNatif Bhandeot tese ketme(abey
havi ng been generated in step S2201 (as indicated at a reference 2102 in
FI G 21).indseted at s refsrared 0)hAs meatidoed b thefordgeingpthe LAEkbY ixk kewt a
havi ng been encrypted with the block key (as indicated at a reference 2105
in FIG ZHgving Uskges sioted Slhemesm5dmﬁﬁg?ﬁfodihuiﬁﬁt oftlthe t hST didtchudeaY ¢ 3BEN

read. If all the data have been read, e recorder/player exits the

whore Tt Pa ey Bl (h A ERHE RO Blvif Ry 18 kol BathETbaTRA
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The T 1 stelement sncings s Nash memory, BEPROM or the like during production of the
recorder/player, the medium key is a key set for a recording medium which stores a
content and stored in the recording medium, and the drive key is a key appended to the
drive unit for the recording medium such as a DVD or the like.

Next in step'SZZOZ, the recorder/player reads an encrypted block data from the
disc. In S2203, the recorder/player generates a block key from a block seed of 4 bytes
in the Ieading portion of the block data and the device-unique key having been
generated in step S2201 (as indicated at a reference 2102 in FIG. 21).

Next in step S2204, the recorder/player decrypts the block data having been
encrypted with the block key (as indicated at a reference 2105 in FIG. 21), judges in
step S2205 whether or not all the data have been read. If all the data have been read,
the recorder/player exits the reading procedurg. If not, the recorder/player goes back

to step 52202 where it will read the remaining data.

Note that also in this playback procedure, the first to fourth bytes of a block



yet to be. encrypted are not decrypted, but the bytes are ¢@RBLBSHLR@GL her
in a selector 2106 and outputted fromthe latter. The decrypted data
i ncl udes ATS appended to each of packets and indicating a tinme at when it.
has been inputted, and thus can normally be played back owing to the
processing by the aforenentioned TS processor. As in the above, according
to the present invention, a content is €hcrypted with a block key varying
dependi ng upon an ATS which also varies with a reception tinme of the
| eadi ng TsBegddn ket ldadingpottioncdf tHablockSiata én en entrygredoontept 2003 bloved itkay
for a certain content has | eaked to any unlicensed user, other contents
can be priebBetifg meMikAruacat Repirafdisng aclebtor A104 WRHAGR: fitsh ¢ AR ByRkno! ©
ey o of all t he

encryption s used for encrypti contents as in

conventi onal stem ,the encrypti | | xed data ke i Il possible
esut aoredy YRSy SOr oGy bl Pty ldriEs comBis Bletier SR8k oy
the contents has acquired a conbi nati on of an unencrypted or plain_ content
and a comndift and putparted Gamcthierlpiien. ohhe feerpied datadiaclugdes A RS appgnded to t
is likely that the data. key can be analyzed by a so-called |inear or

di f f er entdagh oft packets tnd ihdicatipgn tile sionthent #)hasvieeneinputted, andtthuod san
havi ng been encrypted with the data key can be decrypted for illegal

copyi ng. i 'tlﬂ?glgg?& Bﬁ‘c]ﬁ\glz'%l? éﬁ@%ﬁi&kﬁ?g gg?ﬂ@ﬁfﬁfrmplegfgigﬁ@d TQ?).IS&?SME" ion

key is differe one anot her, “stch an | ( copying IS
amount eneryptouitERoLE S5okdnk B30l R, ATpriesR el FetBifin one
bl ock which includes an extrenely small amount of data, so it is_very
di fficul t2 blockdeyrvasying depending vprman T wirich also; variesivisk k reegption time
aequistt Ioofqhg flezalding TS packet in the block data. So, even if an encrypting block key for a
certain content has leaked to any unlicensed user, other contents can be protected
without being influenced by the leakage. In case a single encryption key is used for
encryption of all contents as in the conventional system, the encryption with a fixed
data key will possible result as follows. Namely, if an unlicensed user frying to
illegally éopy the contents has acquired a combination of an unencrypted or plain
content and a content derived from encryption of that content with a data key, it is
likely that the data key can be analyzed by a so-called linear or differential atfack (to
lay open the contents), whereby all contents having been encrypted with the data key
can be decrypted for illegal copying. According to the present invention, however,
since the encryption key is different from one block to another, such an illegal copying

is almost impossible.

According to the present invention, since the data amount encrypted with one



the key wi-th which the data has been encrypted. Further, g§gg§g&ggﬂh@ t he
present invention, since an encryptionkey is generated as é on an ATS
appended as additional information to the main data, so it has not to

newy be recorded in a sector header etc. of a data sector of a recording
mediumeven in case it is varied fromane block to another. Thus, no extra
recording area is required and it is n&td necessary to read and wite an
encryption key for each block for wite and read of data. é;gta encryption
for recor dneryptiankeyyis vaky pne Wckhwhich ipchides anestrenealy smatbamobnt efddtaThe
af orenenti oned construction of the recorder/player according to the present

i nvent i onse & isvety diffituldtdhscihelseycaARa [hragondifféredtihy Amck ORaEQIisition cnd
recorded data can be read by recorder/players having a common Tnaster key.

However, {He@wﬁﬁ%ﬁﬁ:ﬂltﬁe Eﬁ@fs @%?)lﬁ?%@ﬂ that only a recorder/player

havi ng recorded a specific able to read or playback the
data. Such a pé\aéﬁé restrlctiog wi || he described below.,B There will be
described a sySthes ACGAmE tokhe preseRtdnyeptiRtlSIiee sasneyptioghsy dngsnesaied n
t he recorder/player having been described in the foregoing with reference
to FIGS. bassddmamAd Sappesnided abeddiioaal infarmatien to theanaiardapd, spdt hasTinstttoi s,
when data is recorded to the recording nedium 195, it is settable whether

e ch ! TP ORI st 8 o e et e
in case it is varied from one block to another. Thus, no extra recording area is required
and it is not necessary to read and write an encryption key for each block for write and
read of data.

[Data encryption for recording in a system in which the player restriction can
be set]
The aforementioned construction of the recorder/player according to the present
invention is such that a block key can be generated from a master key and recorded
- data can be read by recorder/players having a common master key. However, it is
desirable as the case may be that only a recorder/player having recorded a specific data
should be able to read or play back the data. Such a player restriction will be described
‘below.
There will be described a system in which the recording medium 195 is
removably set in the recorder/player having been described in the foregoing with

reference to FIGS. 1 and 2 and can also be used in another recorder/player. That is,

when data is recorded to the recording medium 195, it is settable whether or not the



The data encryption for recording in such a systemw || bgydgsghbledow th
reference to the bl ock diagrans shown in FIGS. 23 and 24 and fl ow chart
shown in FIG 25. The recording nmedi umused here is an optical disc. In
this enbodiment, a disc ID as information unique to a recording mediumis
caused to act on a data encryption key in order to prevent bit-by-bit
copying of data in the recording nedi unf2 Dat a encryption by the
cryptography unit 150 will be outlined belowwith reference to the block
di agr ans reeordigs. madiuamchavdng Aheedatadesgopied dhezdo Gcane hd splayad sine anéddgr
2301, device 1D 2331 for identification of the recorder/player, and a
devi ce-ur}igmek@ya}%gsz fromits owmm nenory 180 (see FIGS. 1 and 2). The
master key 2301°iS a private key stored in a |icensed recorder/player and

whichiscommﬂt Y / e , 1t Lre
system The dewecga@DQﬁlésﬂyg{r%bl}l ggﬁgrﬁoﬁgﬁ{f g{r S?ﬁ@r%@%ﬁ%@? Qg#’éydeel’sengg%g‘?shiuch
as a serial nunber or, the )i ke haying be restor in, the .
recor der /rs%e&%?@ to mbl@égﬁe%gramsqih@%w ﬁ:Gg- ﬁ aoé&g qaéiyﬁam chast shpwmdn
-recorder/ player 2300 and preset to be different fromone recorder/pl ayer

t o anot hdilG. MesEh&kmcordinganbdiom pseabhenredd ani optidak disec dndbis/ gahbydim23,00.
The recorder/player 2300 checks that the disc I D 2303 as identification

i nf or mat it PSapinfeadiutibr amiqes e detedordmg fedinthng AREEdTd 232QnWhidaka | S
an optical disc for exanple. 'If the disc 2303 has been so recorded, the
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at random or By 2 Bictyption By e cryptography unit 150 WAl be oulined below with
reference to the block diagrams in FIGS. 23 and 24.
A recorder/player 2300 reads a master key 2301, device ID 2331 for
identification of the recorder/player, and a device-unique key 2332 from its own
memory 180 (see FIGS. 1 and 2). The master key 2301 is a private key stored in a
licensed recorder/player and which is common to a plurality of recorder/players,
namely, to an entire system. The device ID is an identifier for the recorder/player
2300, such as a serial number or the like having been prestored in the recorder/player.
The device-unique key is a private key unique to the recorder/player 2300 and preset
to be different from one recorder/player to another. These keys have been prestored
in the recorder/player 2300.
The recorder/player 2300 checks that the disc ID 2303 as identification

information has already been recorded in a recording medium 2320 which is an optical

disc for example. If the disc ID 2303 has been so recorded, the recorder/player 2300



and record it to the optical disc (as in FIG 24). Only opegditsfindD0d303
has to be available to each disc, and so the disc ID nay be stored in a

| ead-in area or the like of the optical disc. Next, the recorder/player
2300 generates a disc-unique key fromthe nmaster key and disc ID (as

i ndicated at a reference 2302). Mirre particularly, the disc-unique key is
generated as will be described bel ow. Nabely, as shown in FIG 26, a result
from placenment of the nmaster key and disc IDin a hash function based on a

bl ock  eneayptlicdisé A0S at $n FERRRAS [an6e Yheeryphogaphi ayit (50w ehkrat
Alternatively, a necessa:(y dat a Ie3r?3th of an@ggt p%t?po 160 bi tqu]chrestEIi ?ed

from pl ac try 4 ' - 1. daf | i -] f..dat a
gener at edae%%tgpt- yfgl §l?:8 %?gﬁe(ﬁ?@hﬁﬁ%ﬂ%@@er en@%%f}%%ﬁdql%qhsoﬁased
as a disc-uni que ke met hod ,2).. Next, ti.tl e _key being uni gue key for
each recdt F%%@HEY%&%OB@C@I o ke Fﬁ;’ %br@d&&nﬁidi%l #utfbbe
generation nethod for exanple by the cryptography unit 150 (as indicated
at a ref eavanlable®oetch dise) andsorthe discdDx inay diesstored3R Q. leadwint heera, ordhé likg of
indicating which the title (data) is a data that can be played back only

by the rqg@r@@f(oépag;t_er havi ng recorded the data (when the player
restriction is set) or a data that can be played back al so in another

oayer 1ot 1 avin egoreR R 200 RLh Aot R eAEY Krorh Wrialir Bry o
2335) . MSUIEe 1425 FElFaied nb sefafprie 3H00) ok G BAHIGUIAI, b ssrons e |
taken OUtis (g%rslelia?edc; ;:Sa ;[Nelﬁl b%tdeascribed below. Namely, as shown in FIG. 26, a result from
placement of the master key and disc ID in a hash function based on a block
encryption function is used as a device-unique key (method 1). Altematively, a
necessary data length of an output of 160 bits resulted from placement, in a hash
function SHA-1 defined in FIPS 180-1, of data generated by bit-by-bit combination of
the master key and disc ID is used as a disc-unique key (method 2).

Next, a title key being a unique key for each record is generated at random or
by a predetermined random number generation method for example by the
cryptography unit 150 (as indicated at a reference 2304), and recorded to the disc
2320.

Further, a flag indicating which the title (data) is a data that can be played back
only by the recorder/player having recorded the data (when the player restriction is set)

or a data that can be played back also in another recorder/player (when the player

restriction is not set), that is, a player restriction flag, is set (as indicated at a reference



reference 2331) and recorded to the disc 2320 (as |nd|cat9@Sahmﬁb&Qﬁ@aence
2334). The disc has provided therein a data managenent file having stored
therein information on what title is formed fromdata and where the data
is from and which can store a title key 2305, player restriction flag
2335 and device I D 2334. Next, a titl.e-unique key is generated fromeither
a conbination of the disc- unique key, 6t#tle key and device ID or a :
conbi nati on of the disc-unique key, title key and device-unique key.

Narrel y, i2333%nd feeorleitorthe @40 2320 @B ihdicamid At refélRfcs QBBJ $). URdTb6veeey 1S
generated fromthe disc-unique key, title key and device On the ot her

, k
hand, 38 TE238) B P ESHEMRNL AR fSBhagbRTs SabhEQUT AL Rle! B o
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di sc-unique key and a device ID (when the player restriction is not set)

or a devi ce- unlbeieiscehay proanded Heerpinay datar esnageanenifils hseny dordpthecsdd | n
a hash function based on a block encryption function, and a result of the

pl acementinfomyigesh 88 vwhdtititleSs YpiHNE fﬂb?;\{ daiarhrﬂ(@'ﬁ’éieethg datflat ﬁoﬂﬁ aﬁa %ﬁehby

bit-by-bit conbination of a naster disc I D and a device

eatri ot o 18t R Ryteke s plasht 1 ﬂ‘éﬁbﬁ ﬁ?ﬁﬁi“%@fﬁéﬁ ﬁ' ."’:‘Yﬁé

180-1, and only 29 Septenber 2004 65 a ne essar data | ength of an out put
of 160 bits re‘ﬁmé’dl PHHqUsKSY Bcasraratgdiy egé&ﬂﬁa%aawmhm@ugw%abe@aﬁ

unique key, title key and device ID or a combination of the disc-unique key, title key
and device-unique key.

Namely, in case the player restriction is not set, the title-unique key is generated
from the disc-unique key, title key and device ID. On the other hand, in case the
player restriction is set, the title-unique key is generated from the disc-unique key, title
key an device-unique key.

More particularly, the title-unique key is generated is generated as in either
Example 1 or Example 2 shown in FIG. 28. In Example 1, a title key, disc-unique key
and a device ID (when the player restriction is not set) or a device-unique key (when
the player restriction is set) are placed in a hash function based on a biock encryption
function, and a result of the placement is used as a title-unique key. In Example 2,
data generated by bit-by-bit combination of a master key, disc ID and a device ID
(when the player restriction is not set) or a device-unique key (when the player

restriction is set) is placed in a hash function SHA-1 defined in FIPS 180-1, and only



I'n the above, a disc-unique key is generated from a nastegg kgueRps Mosc | D,
and then a title-unique key is generated fromthe disc-unique key, title
key and device ID or fromthe title key and devi ce-uni que key. Note
however that the title-unique key nay be generated directly fromthe
master key, disc ID, title key and device ID or device-unique key w thout
usi ng the disc-unique key or a key equi®alent to the title- unique key may
be generated fromthe nmaster key, disc ID and a device ID (when the player
restrictionedessarytdadelongth of ademitpet ofhl Gubitk essulteidromithe placemient éstisedt i on
Is set) wthout using the title key. For exanple, in case one of the
“transm ssdsqpﬁ{]@.ﬁjmq];;e}a@j_i ned in the aforementioned DICP standard is used,
data is transmtted inthe formof MPEG 2 TS packets in sone cases. \Wen a

STB (set top ving.recejv tel]lite broadcast
transmts t heqﬁﬁ%eaaég‘é ’%;%@gga)'hﬁi&lg?%Hgﬁﬁﬁeégiefiﬁgor%@g‘??ﬁ%@’a?%& dliSF?ﬁ'r gnd
desirabl e becayse there is no necessity_ of data conversion that the STB
shoul d  tthaRatitle-upiqugkey prgenesale dsdapiibe glisc-urique key, titedey and dsyiceckia
having been transnitted over a satellite broadcasting conmmuni cation path.
The recoratdiréml thy ditle2l80and deviceaimquaokee- Nedohdedveotiat the titleamiqué key f orm
of the TS packets, and the TS processor 300 appends, to each of the TS

packets, idwbeWnefatbd difety TedhQhe irskiteakéy edigt I, Bkt add idebick D &
packet has been recei ved. te that a conbination of ATS, copy control
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having pru%\{(ill(l)eu cl.)}/ m%?r%% gdeense(r:a{tieg %r%m the master key, disc ID and a device ID (when the
player restriction is not set) or a device-unique key (when the player restriction is set)
without using the title key.
For example, in case one of the transmission formats defined in the
aforementioned DTCP standard is used, data is transmitted in the form of MPEG-2 TS
packets in some cases. When a STB (set top box), for example, having received a .
satellite broadcast transmits the broadcast to a recorder under the DTCP standard, it
is desirable because there is no necessity of data conversion that the STB should
transmit, on an IEEE 1394 serial bus as well, MPEG-2 TS packets having been
transmitted over a satellite broadcasting communication path.
The recorder/player 2300 receives a to-be-recorded content data in the form of
the TS packets, and the TS processor 300 appends, to each of the TS packets, ATS

which is information indicative of a time at which the TS packet has been received.

Note that a combination of ATS, copy control information and other information may



A nunber X (e.g., X = 32) of TS packets each having ATS gpgaﬂgggm@mggeto
are arranged S|de by side to forma block of data (block data) as shown in
the upper portion of FIG 5, and a block key intended for encryption of
data in the block is generated froma block seed including a 32-bit ATS
derived fromseparation of the first tgo fourth bytes in the |eading
portion of the block data supplied as eﬁérypted data (in the selector
2308) and the title-unique key previously generated (as indicated at a

r ef er enceb@apFyndesl astrobinck seedheeingwdditjpmal infasmafiomrnojueis thablok dathas

bl ock key may be generated by the method having previously been descri bed

wth ref eh@ﬂﬁgﬁr@moﬁbﬁbe&ﬁ ddsBribBg. above, exanpl es of the generation of
di sc- uni que ey, title-unique key and block key have been descri bed.
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bl ock key, thus generated, is used to encrypt the block data. As shown in
t he | ower pgubioni ochFIGE SFaeS.a Bta)ckricbyzmtemd&gi farresteryption off dabey irethe blagk, ism =
8) in the |leading portion of the block data including a block seed are

separ at ed% netatebicfr@ £8ldvk seddQfdludaig & B2bit ATLS vietiedd feowl deparativhl ot the t o
the | ast bytes are encrypted (as indi cat ed at a reference 2309). Note that

he I oY BBt s seeea%%gwﬁﬁtzﬂﬁﬁl L

gl (r)g]ic( e?g;@g tlzég@;&%g 3§0§Yam§] ﬁlest?t e—%&lﬁ{ue 3e%8pre%{0eus )P gé rate(cji élS 1ncfhcz?t (Clatt gd at
reference 2307) as shown in the lower portions of FIGS. 23 and 24. The block key
may be generated by the method having previously been described with reference to
FIG. 14.

In the above, examples of the generation of disc-unique key, title-unique key
and block key have been described. However, it should be noted that the block key
may be generated from a master key, disc ID, title key, block seed and a device ID |
(when the player restriction is not set) or a device-unique key (when player ion is set)
without generating any disc-unique key and title-unique key.

The block key, thus generated, is used to encrypt the block data. Asshownin
the lower portions of FIGS. 23 and 24, the first to m-th bytes (e.g., m = 8) in the
leading portion of the block data including a block seed are separated (in the selector

2308) not to be encrypted, and the (m+1)th to the last bytes are encrypted (as indicated

at a reference 2309). Note that the m bytes not to be encrypted include the first to



according to an encryption algorithmpreset in the cryptogy 8gymb&izoodS0.
The encryption algorithmnay be DES (Data Encryption Standard) defined in
FIPS 46-2 for exanple. Wen the block length (input/output data size) in
the encryption algorithmused is 8 bytes as in DES, the entire bl ock data
including the (mrl)t and subsequent bytes wth no fraction can be
encrypted by taking X as 32 and mas a flltiple of 8 for exanple. Nanely,
in case a nunber X of TS packets is stored in one block, input/output data
si ze of tfoarénytgpns arblabhseed hlies(ni+ byh end snbisequent hyteardd the dlgckndatay, al
nunber, any fraction has not to be processed by determning X, mand L so

that 192*Xn5rate"Bythe SERCRIICZINB, Offe (dRtlyHtBd d(agqnéiéﬁﬁﬁqweatrepafbﬁ@ oBoohe
bl ock data“are corfbined w th the unencrypted first to mth bytes of the

bl ock data a selector 2310 nd....St or n en el 2
"o the Reokilend RISy M B35 408 EPELEASY WM B3, oRbeui 1)
be encrypted bl ock by, block wth a block key, geperated froma bl ock seed

i ncl udi neensTyptiealgorshedmagths IPRS (Date Fachptionedandardykiefimed dr HBy 4652
generated froma device I D when the player restriction is not set, or from
a devi ce-foniegampkey when the player restriction is set. In case the player
restriction is set, these encrypted data can be read or played back only by
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is 8 bytes as in DES, the entire block data including the (m-+1)th and subsequent bytes
with no fraction can be encrypted by taking X as 32 and m as a multiple of 8 for
example.

Namely, in case a number X of TS packets is stored in one block, input/output
data size of the encryption algorithm is L bytes and 1 is an arbitrary natural number,
any fraction has not to be processed by determining X, m and L so that 192*X =
m+n*L.

The encrypted (m+1)th and subsequent bytes of the block data are combined
with the unencrypted first to m-th bytes of the block data by a selector 2310, and
stored as an encrypted content 2312 into the recording medium 1120.

With the above operations, the content will be encrypted block by block with
a block key generated from a block seed including ATS, and stored into the recording
medium. The block key is generated from a device ID when the player restriction is

not set, or from a device-unique key when the player restriction is set. In case the

player restriction is set, these encrypted data can be read or played back only by a



for use to encrypt block data is generated from data i ncl selkagedbderoge | D
and the device IDis stored into the recording nmedium Therefore, a player
going to play the recording nmediumcan acquire the device ID fromthe
recordi ng medium set therein and thus generate a simlar block key. Thus
the bl ock data can be decrypted. However, in case the player restriction
is set, a block key being a key for useb8 o0 encrypt block data is generated
fromdata including a device-unique key. Since this device- unique key is a
private klkeyisthhahingaecesded tlodatae device to another, so it cannot be
acquired by the other device. In case block data is encrypted for storage

into a reCOf%Bﬂeﬁﬁﬁbu%lﬂ%}f&n%éggxyifﬁré&@}ictﬁ@;#ﬁﬂo‘?rsé’t Q%M%@g%

havi ng the devi ce-" uni que “key stor erein erefofe, sinc

devi ce-uni gue_ key cannqt cquired e Wi a_r.egordi nmedi um havi ng
encr yot eqPbPge A5 dnFRHpeh defiCRubditaBe o defa TnciRaRiecs auie 1y ad e
decryption key for decryption of the block data cannot be generated and
t hus t he dsviseld Dy ig storathinge threregerdipgmeediuar. Phexeborsk a phejtes going ta pley the
pl ayback operations will further be described later. Next, there will be

descri bedevording afedliemaant aeqhire the Peqide Wvioin tierabiding meditacsadhémein
appending ATS in the TS processor 300 and a flow of operations effected in

i ' , i data el S2501
encryptl%dbam%hgerferrxﬂ%t%;pmfay BIBEE 1SS Mﬂ%”tHeeERfdid Sraledif ol doctypfed:

in FIG 25, the recorder ayer reads a naster key, device

I dentifi the recorder/player. and a devige-uni que .key.stared in its own
merory. 188Vl cfifls PByBLTeTclian s el « lactkel heing A By Sarussitd saeTeR ecks
whet her the disc ID as identification jnformation has already been recorded
in the r depkadalg imgenerated from dpta ipglysing @ device-unique key. Since this device-

unique key is a private key which varies from one device to another, so it cannot be
acquired by the other device. In case block data is encrypted for storage into a
recording medium, data write is not made to a recording medium having the device-
unique key stored therein. Therefore, since the same device-unique key cannot be
acquired even with a recording medium having encrypted block data stored therein,
set in the other player, so any decryption key for decryption of the block data cannot
be generated and thus the block data cannot be decrypted for playback. Note that the
playback operations will further be described later.

Next, there will be described with reference to FIG. 25 a flow of operations
effected in appending ATS in the TS processor 300 and a flow of operations effected
in encryption by the cryptography unit 150, when recording data. In step 52501 in
FIG. 25, the recorder/player reads a master key, device ID which identifies the

recorder/player and a device-unique key stored in its own memory 180.



recorded,. the recorder/player reads the disc IDin step SZpQgtethber?@b4 the
recorder/ player generates a disc ID at randomor by a predeterm ned nethod,
and records it in the disc in step S2504. Next in step S2505, the
recorder/player generates a disc-unique key fromthe master key and disc

I D. A disc-unique key is generated by he use of the function SHA-1
defined in FIPS 180-1 or the hash funct®n based on a bl ock encryption
function, for exanple, as in the above. The recorder/player goes to step
S2506 wher e i tinwtdp S2X02,4be recorder/mayencheakswhethes thadiscd Boasridenfpfieation
restriction flag and a device ID being identification information for the

devi ce, dfformeafndhiNeleddy béen ed@ededVaxthd recdidingIA8@im.t IRt is found so
recorder/player generates a title-unique key fromthe disc-uni que key,

title ke%ﬁé&%eaégﬁ}({;ﬁ%ﬁ}ﬁwf& b %QY(ﬁ%c gt %Esééf&isi)ﬁgot If? ﬁégm%e ?he

devi ce- uni que ayer restrictron is

fl ow of operations effected in gepgration of title-unique ke ip degail.
In step 3999F ?r/?ﬂﬂ’éfeergﬁm@%ar@zgﬁiﬁtatfaeg?@d@@@yiarplieﬁétegﬂlawf n*é%@cﬂiaeﬁ on
shoul d be"set, based on instructive data entered by the user of the

r ecor der /iptayisit iarthe dise-ihistapt$ 204, M extrinsteprb2i§15e thitext condes/playartgentfateshe
judgnent nmade in step S2701 is "NO', nanely, if the player restriction 1is

not set, adiScipffuedasy RbABE ndRes Key aidalisORY0A dibefudidile My is geabRtal By a
title-unique key froma disc-uniqué key, title key and device ID. 29
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the player restriction s set, e recor ayer goes wher e

it will nerate a.title-unique ke .
: Piock encryption function, for exan\;ple, as in the above,

The recorder/player goes to step S2506 where it will extract a title key unique
to each record, player restriction flag and a device ID being identification information
for the device, and record them to the disc. Next in step S2507, the recorder/player
éenerates a title-unique key from the disc-unique key, title key and a device ID (when
the player restriction is not set) or a device-unique key (when the player restriction is
set).

FIG. 27 shows the flow of operations effected in generation of a title-unique key
in detail. In step S2701, the cryptography unit 150 judges if the player restriction
should be set, based on instructive data entered by the user of the recorder/player or
use-limiting information appended to content.

If the judgmént made in step S2701 is “NO”, namely, if the player restriction
is not set, the recorder/player goes to step S2702 where it will generate a title-unique

key from a disc-unique key, title key and device ID.



froma disc-unique key, title key and device-uni que key, bysthemdge el the
hash function SHA-1 or the hash function based on a bl ock encryption
function. In step S2508, the recorder/pl ayer receives to-be-encrypted data
of a to- be- recorded content data in the formof TS packets. In step
S2509, the TS processor 300 wll appeng to each of the TS packets, ATS
being information indicative of a tine (’l] whi ch the packet has been
append, to each TS

received. Alternatively, the TS pro 300 wll : ) T
packet, a conﬁfﬁg?i@%?mé@%‘}e HoHEP gﬁ%ﬁﬁ%? i oharegly, ifAhe plawer sesteietion
information. Next in step 52510, the recorder/player receives TS packets
each havinget, Aiicrenopderidady ¢ hgmrestto stepeS 2F(3ewhereait hell genarht adiglesunijat key a
nunber X (e.g., X = 32) of the TS packets form ng one bl ock have been

recei ved ®pm dedibéinsqld Rey dalla kegnﬂicpa&vbf&a-ddi@ué qﬁi P?fﬁ% ugbtaﬁygtiﬁé"hash

recei ved. When either of the abové conditions rs

recorder/ st€n 511 ere it wll arrange the nunber X of
TS packet@hgﬁgﬁéq‘g‘gaéf@eﬁ#ﬁ%gc?% P%e& O%H\glg?lﬁglwp&)ﬁimfglqrbrm one

bl ock of data._  Next jn step S2512, the cryptography unit 150 generates a
bl ock key bei g HeRSZS08pthe Ecorderdplaygpieceresdarbe-encryptedadasacofin tckes r om
32 bits (block seed including ATS) in the |eading portion of the block

dat a -and reberdeidtdomtenidgteankhy foray ofifShmekege dr spalR500ntist BP pH2&sdor 300 st ep
S2513, the block data forned in step S2511 is encrypted with the bl ock

key. As hafll fsheideYd L4 of thears PRaGE, e beff i i | ¥t s in
t he bl ock 29£lgzaptenber 2004 71 ﬁdata’are sug)j%gégﬁg?%t%nt%gl%ﬁfy%ﬁ%ﬁ?gta he
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to each TS packet, a combination of copy control information CCI, ATS and other
information. Next in step S2510, the recorder/player receives TS packets each having
ATS appended thereto one after another, and judges whether a number X (e.g., X =
32) of the TS packets forming one block have been received or identification data
indicating the last packet has been received. When either of the above conditions is
fulfilled, the recorder/player goes to step S2511 where it will arrange the number X of
TS packets or TS packets down to the last one side by side to form one block of data.

Next in step S2512, the cryptography unit 150 generates a block key being a key
for use to encrypt the data in the above block from 32 bits (block seed including ATS)
in the leading portion of the block data and the title-unique key having been generated
in step S2507.

In step S2513, the block data formed in step S2511 is encrypted with the block

key. As having previously been described, the (n+1)th to the last bytes in the block



In step S2514, the encrypted block data is recorded to a $@§QtchpG Jpagi um
In step S2515, it is judged whether or not all the data have been recorded
to the recording nedium Wen all the data have been recorded, the
recorder/player exits the recording procedure. If not, the recorder/player
goes back to step S2508 where it wll prpcess the remaining data.

[ Decryption are playback of recorded da In a systemin which the player
restriction can be set] Next, there will be described with reference to the
bl ock di a@atananensmimeptedgtcaﬁl@le eperypliciharkhe gneayglion algogishapes ED(Data
effected for decryption, for playback, of encrypted content recorded in a

r ecor di ngEnexyiptiontahdardhdefined i BERS UbeZiforrextaheplé.or egoi ng. First,
description w I | be made with reference to the bl ock diagramin FIG 29. A

recor der/ pl ayeg, s@@;?%Z,ES%Qﬁ Hg@/ed P2 ad fs%?:@rd@ggé? ]gz%gg&dng‘ﬂleﬁnﬁﬁ.s Yh"

key 2901, devi | ce-uni que key 29 romits own nmenory.

As appar re descr l,on f th ecordl n ocedur t he
iso D Q2P it FanBedinmehet of oL Re% hvirred TrroHAE aTHECor g

recorded in the disc, it is nerated by the recorder/pl ayer and recorded
in the dimed lmlhe“ﬁmaékthﬂégtagwgbﬁsn reoordadathe ieegrder/plaxer ekits thegeroriing ed

recorder/ player 2900, the device IDis an identifier -unique to the

recor der /grbayéure2 30 dogntle td@rdeyplag engm&l@dﬁ&yy step 82H08 wettege itewillipronesst o
the record er/player. 29 Septenber 2004 72 Next, the recorder/player

2900 gengga aifdb$&igni que key fromthe disc ID and master key (as
I ndi cat edhairglz1 Iﬂgrence 2903). The disc-unique key is generated by

[Decryption are playback of recorded data in a system in which the player

restriction can be set]

Next, there will be described with reference to the block diagram in FIG. 29 and
flow chart in FIG. 30the operations effected for decryption, for playback, of encrypted -
content recorded in a recording medium as having been described in the foregoing.

First, description will be made with reference to the block diagram in FIG. 29.
A recorder/player 2900 reads a disc ID 2902 from a disc 2920, and a master key 2901,
device ID 2931 and device-unique key 2932 from its own memory. As apparent from
the previous description of the recording procedure, the disc ID is an identifier unique
to a disc, recordéd in the disc. If not recorded in the disc, it is generated by the
recorder/player and recorded in the disc. The master key 2901 is a private key stored
in the licensed recorder/player 2900, the device ID is an identifier unique to the
recorder/player 2900 and the device-unique key is a private key unique to the

recorder/pléyer.



pl aci ng data generated by bit-by- b|t combi nati on of the nggg%teﬂﬁg&mql di sc
IDin a hash function SHA-1 defined in FIPS 180-1 for exanple and using
only necessary data |ength of a 160-bit output resulted fromthe

pl acenent, or the disc unique key is generated using. a result from

pl acement of the master key and disc | n a hash function based on a

bl ock encryption function. Next, the rez%rder/pl ayer reads a title key 2905

recorded correspondingly to dat be read fromithe disc, and_fu ther a
dovi ce 1D 2035NFg th rﬁ@@@ﬂ&’@lami?éﬁgeawt%@ c{lé«%nmh@wé@aﬁ digalD and
pl ayer restriction flag 2933 having been set correspondingly to t he data.

| f pl ayermnstst kbgzt(amindicefted mhbireferemot 2203d T)lye dim—umhizapaerkeyriesgembmtd:cbbyf | ag
2933 thus read is "Player restriction is set" and "Device ID 2934 read

fromthe Oﬁ]ﬁéﬁfﬁd&ﬂﬁ gL 4E & 'B]ﬁb?ﬁlﬁt %ﬁl'ﬂuﬁ’atﬂﬁlvbfﬁlel @aﬁ@?ﬁeﬁgng RBsPIPYE

Itsel f' ayer restrlc lon Is not set”, the data can | ayed back.

If the pla str inf.or I.cated restri,ction
L e PR b AT SFA e PP 080 RSO N PO ESHY i o1
recordi ngl medi um does not coincide with a device 1D 2931 of the player

i tsel f', lengihdat a8 ehhstowpupresdicdotion theplacsaa, ohihe ﬁ@cmm%&wdﬁ be
pl ayed back is that a block key for decryption of the data cannot be

gener at eqgesienated tusénglat seshltsfromeplacemenpoédheimdsier kéy anll disy IDeirea dtash
froma device-uni que key for a recorder/player having recorded the data

and the rﬁﬁ@flgﬁ‘Ha@é@%ﬁ%%l@&l?%ﬁc@?ﬂ@ntfﬁﬁcﬁéﬁOrder/D' ayer having recorded the
29 Septenber 2004 data have t the sane device-uni que key. In case the

data can be plyed RafkeorBedplaber HAGEUIE%eY 208 RBIAH LdrPrBndingly to

data to be read from the disc, and further a device ID 2935 for a recorder/player
having recorded the data, and a player restriction flag 2933 having been set
correspondingly to the data. If player restriction information indicated by the player
restriction flag 2933 thus read is “Player restriction is set” and “Device ID 2934 read
from the recording medium coincides with a device ID 29310of the player itself” or
“Player restriction is not set”, the data can be played back. If the player restriction
information indicated by the player restriction flag 2933 is “Player restriction is set”
and “Device ID 2934 read from the recording medium does not coincide with a device
ID 2931 of the player itself”, the data cannot be played back.

The reason why the data cannot be played back is that a block key for
decryption of the data cannot be generated since the data has been encrypted with a
block key generated from a device-unique key for a recorder/player having recorded

the data and the recorder/players other than the recorder/player having recorded the



conmbi nation of the disc-unique key, title key and device b&sOftedber 2004
conbi nation of the disc-unique key, title key and devi ce-uni'que key. That
i's, when the player restriction is not set, the title-unique key is
generated fromthe disc-unique key, title key, device ID and title-unique
key. Wen the player restriction is set, the title-unique key is generated
fromthe disc-unique key, title key ant¥ a device-unique key of the player
itself. For generation of the title-unique key, the hash function SHA-1 or
hash funcdﬂtﬁgabéﬁéﬂtmaﬂl%d@ﬁke@mvpk%bn function can be used. In the
above, the disc-unique key is generated fromthe master key and disc ID

and the titl e-lnn¢zgeehkeiatd sagdeeslayed bhchn aitleowbignatkieynisoferidiated femuai que
key, title key and device ID or a conbination of the title key and

devi ce- uni i ; I,t LAz wnl KN igectly
fromt herurrast glréﬁégydfqgﬁ\sﬂg{crwﬁp igt]ﬁteg’ ng;e/%gﬂﬁl% evi %@g}g‘lr %@f@gﬁgn&c}ég key
wi t hout ugi ng any disc, uni que .or a.ke equivalent to the title-unique

key may S%‘BHE}‘%W’gﬁt@ﬂfe&h@ﬁ%‘flﬁ?'"wg@?ysc ID and device I D (when the

player restriction is not set) or device-unique key (the player

restriction islhats, whemthetplagermgstaiogion;is net kefytheNatle-uniqie keycisrgimeratedyer

w Il read block data one after another fromencrypted data 2912 stored in

the di sc fromhe disc-aniuekeysttld kﬁagr devige fIDwrndomtl@sm'ﬁcBJet key.| Bdtbn e pboydri on
of the block data in a selector 2910 and generate a bl ock key fromthe
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and a device-unique key of the player itself. For generation of the title-unique key, the
hash function SHA-1 or hash function based on a block encryption function can be
used.

In the above, the disc-unique key is generated from the master key and disc ID
and the title-unique key is generated from a combination of the disc-unique key, title
key and device ID or a combination of the title key and device-unique key. However,
the title-unique key may be generated directly from the master key, disc ID, title key
and device ID or device-unique key without using any disc-unique key or a key
equivalent to the title-unique key may be generated from the master key, disc ID and
device ID (when the player restriction is not set) or device-unique key (the player
restriction is set} without using any title key.

Next, the recorder/player will read block data one after another from encrypted

data 2912 stored in the disc, separate a block seed forming four bytes in the leading

portion of the block data in a selector 2910 and generate a block key from the title-



foregoing-with reference to FIG 14. That is, a 64-bit b'@gﬁﬁ&&&b&%mohe
generated from a 32-bit block seed and 64-bit title-unique Key. In the
above, exanples of generation of the disc-unique key, title-unique key and
bl ock key have been described. Note however that a bl ock key may be
generated, for each block, froma nastsr key, disc ID, title key, block
seed and a device ID (when the player %striction is not set) or a

devi ce-uni que key (when the player restrictionis set) without having to
gener at e WHIUBIKeY anditjaek Resd.and title-uni que key. The encrypted block data
I's decrypted with the bl ock key thus generated, (as indicated at a

reference 2909Fhablbckikpyiniadbegedentsdhetadipgtpréy buglysbear HegcrifaBin thot e
that the decrypted data i ncludes ATS appended to each of transport packets

i ncl uded ¢ . t | d he
ATS it Hoea R SRTRASICE %%F?b?;“*e‘-ss%%‘qavéb@ﬁﬁ‘éﬂé%%f‘?ﬂftﬁ%%%ﬁ%@éEﬂor%e
d to dispka n, i mage r. pl a nusic, for exanple. Thus, the content
gﬁgryp?eog‘ ?ﬂb&tﬁlpl?)gképe aﬁﬂgékl?%%eﬂlﬂﬂgﬁf(ﬂﬂ' the recording mediumcan be
decrypted, for_playback, with the block key generated fromthe bl ock seed
i ncl udi ng ATS Inifhgraboyepexampies of genesationsoft thowlisd-unjgme dteiyotiticafifiqus keyi n

data decryption and playback will be described with reference to the flow

chart shamd blockkey hae béen d¢sepibd30Wote RotreGer Bt a bIdtk Ke§GRATBE bBhEARI,
reads a disc ID fromthe disc and a master key, device ID and 29 Sept enber
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recorder/player ‘generates a di SC-uni que rom

key. the player restriction is not set) or a device-unique key (when the player restriction is

set) without having to generate any disc-unique key and title-unique key.

The encrypted block data is decrypted with the block key thus generated, (as
indicated at a reference 2909) and outputted as decrypted data via a selector 2908.
Note that the decrypted data includes ATS appended to each of transport packets
included in the transport stream and the stream is processed based on the ATS in the
aforementioned TS processor 300. Thereafter, the data can be used to display an image
or play a music, for example.

Thus, the content encrypted in units of a block and stored in the recording
medium can be decrypted, for playback, with the block key generated from the block
seed including ATS in units of a block.

‘Next, a flow of operations effected in data decryption and playback will be
described with reference to the flow chart shown in FIG. 30. In step S3001 in FIG. 30,

the recorder/player reads a disc ID from the disc and a master key, device ID and



Next -in step S3003, the recorder/player reads a title key be
read from the disc, a device ID for the recorder/pl ayer ﬁigéﬁgﬁﬁﬂgﬁgéed
the data, and a player restriction flag set correspondingly to the data.
Next in step S3004, the recorder/player judges whether the data to be read
can be played back. The judging procedy e is as shomm in FIG 31. In step
S3101 in FIG 31, it is judged whether %Iayer restriction information

i ndi cated by the read player restriction flag is "Player restriction is
set". |f devicewaiqueckstisemplicarn memows Inﬁtegt%@Omegcwder/pbyerggnara‘@m D
read fromthe recordi ng nmedi um coincides wth a device- 'unique |ID of the

pl ayer i tasdidc-uniflic key frdig thedcd® apd aysterikegyi des a judgnent that the
data can be played back. Also, when the result of judgnent in step S3101 is

that "Player N@ﬁf il std( 9%%(?3% .tﬂﬁectaﬁieé}ﬁlghegrrégtg% 6L {(le f’é&?fa}é"@olﬂe Y4 B hat

the data can be playe rictron i ntornmation

I ndi cat ed,by,.t he read ayer. restriction flag, is "Player restriction is
set* Cand EsGa f671e20F he FReon g bitien b ing Browsdubh et and piew « 1
a device ID of the player itself", the recorder/player will judge that the

dat a cannisstrbdion By dethemrkespmadinglytasthepdat8005, the recorder/ pl ayer wil |
generate a title-unique key. The flow of operations effected in generation

of the title- uNesuia stqy S804, the r@t&ﬂdeﬂ/pﬁsle?mdgdﬁmﬂekhaﬂth@dﬁﬁfts Heiesd tsn Fl G
32. In step S3201, the cryptography unit 150 judges whether the player

ot o YRS ity loseBiReR apbe By AR g 2
step .832%,i fis .li\lucu:)i'gedt \Qﬁ%thie% piailyfertrgsetrircﬁgﬂliflfoor];nation indicated by the read player
restriction flag 1s “Player restriction is set”. If so, the recorder/player judges in step
53102 whether “Device ID read from the recording medium coincides with a device-
‘unique ID of the player itself”. If so, the recorder/player provides a judgment that the
data can be played back. Also, when the result of judgment in step S3101 is that
“Player restriction is not set”, the recorder/player will judge that the data can be played
back. If the player restriction information indicated by the read player restriction flag
is “Player restriction is set” and “Device ID read from the recording medium does not
coincide with a device ID of the player itself”, the recorder/player will judge that the
data cannot be played back.
Next in step S3005, the recorder/player will generate a title-unique key. The
flow of operations effected in generation of the title-unique key will be described in
detail with reference to FIG. 32. In step S3201, the cryptography unit 150 judges

whether the player restriction should be set or not, based on the player restriction flag



judgnment is that the player restriction should not be setyq&B8cmber 2004
recorder/ player goes to step S3202 where it wll generate atitle-unique
key froma disc-unique key, title key and device ID. If the judgnment nade
in step S3201 is "YES", that is, if is judged that the player restriction
shoul d be set, the recorder/player goes_to step S3203 where it wll
generate a title-unique key froma dis%ﬁunique key, title key and a

devi ce-uni que key of the player itself. The title-unique key is generated
by the usigadfiratndherdise. function SHA-1 or the hash function based on a

bl ock encryption function. Next in step S3006, the recorder/player reads a

bl ock seed endfypd eskuitnsk jatigeent made he sipSS3201Nis SN~ FRAPHK, ifft(ﬁji,@ rem%lt of

recorder/ pl ayer generates a bl ock key froma bl ock seed including four

bytes in; ' ' 2 | le-uni K

genr at ed REmeREE: @B bleger MR RGA R Be3Rh b e Bilfult Batfth <

t he bl ock da crypted with a blagck key, and _ judges in step S30Q9

whet her &it¢P 53%85& I, 3h w1 %rhera@afatlﬁﬁun&we ﬁﬁéffoﬂb@éhﬂffav@%ééﬁ(ﬂrﬁﬂkeyhe
recorder/player exits the procedure. If not, the recorder/player goes back
to step Se@odEvibelR. it will read the remaining data. As in the above, when
the player restriction is not set, the recorder/player can generate a

bl ock key fror¥thed@dbfint Padein SRPSIN0 P YRS, 1hAs1s! ifed judBel $ha The player
recorder/player can generate a block key froma devi ce-unique key. In any

o e 28y SIDEIa PR, e RS S S e B G
medi um ';O{itlg-lu%){t?l?ecﬁe}? ffrtgjn(’?‘ltzi’j1 dESrC(—)IETI]liE]II}S krég,c ‘8trlgikrt]:% and a device-unique key of the
player itself. The title-unique key is generated by the use of the hash function SHA-1
or the hash function based on a block encryption function.

Next in step S3006, the recorder/player reads a block seed encrypted and stored
in the disc. Instep S3007, the recordér/player generates a block key from a block seed
including four bytes in the leading portion of the block data and the tile-unique key
generated in step S3005.

Next in step S3008, the recorder/player decrypts the block data encrypted with
a block key, and judges in step S3009 whether all the data have been read. If all the
data have been read, the recorder/player exits the procedure. If not, the
recorder/player goes back to step S3006 where it will read the remaining data,

As in the above, when the player restriction is not set, the recorder/player can

generate a block key from a device ID. In case the player restriction is set, the

recorder/player can generate a block key from a device-unique key. In any of these



medi um data having been encrypted with the device-uniqu | ayed
back only by a device having recorded the data. In casee%%gaﬁéggg?%og
restriction is not set, any recorder/player other than the device having
recorded the data can generate a block key froma device ID recorded in
the disc, and thus decrypt and play back the data. [Copy control in data
recordi ng] Now, to protect the profit of 7t he copyrighter of a content, a

| i censed device has to control copying of the content. That is to say, for
r ecor di ngcasesofieaircorderplayaraead encrypide wontent in sinifs cafsa hlack and ednecd the

whet her the content may be copied or not and record only a data which may

be copi eghcripteal datartophayeosrdige nedieant Ryt playbaelaof dafy Hongiedcurdiagd
outputting the data, the content has to be prevented fromillegally bé€ing

Con <, SURBSIA T SO el B AU SO SHRA T I

copying of the contenf will be described. with reference tqQ the flow charts
shown i n PHESY Véﬁ?jh%%ﬂg#??%ffl?g i dgtac b aa_%@dh%{aem EShEFtiQR I pelopiry
digital signals to a recording nmedium recording operations are effected
as in therecbrder(player athenvdhanrihédevice havimheecooped thtei dats can geh&@at83block| be
descri bed herebel ow concerning the recorder/player 100 shown in FIG 1 as

an exanpljesy frBfh 4 devick T ftbrdddinkBe digs any eﬁuﬁd@é}pgﬁﬁ!ﬁd fay B thaldasd. gnal s
(digital content) via the | EEE 1394 serial bus or e like’in step S3301 29

SeRLeToe 2004 by i ApERLARIAH “Yer goes {0 Sep 302 In sier

Now, to protect the profit of the copyrighter of a content, a licensed device has
to control copying of the content.

That is to say, for recording a content to a recording medium, it is necessary to
check whether the content may be copied or not and record only 5 data which may be
copied. Also, for playing back a content from a recording medium and outputting the
data, the content has to be prevented from illegally being copied subsequently.

The operations of the recorder/player shown in FIGS. 1 and 2 for recording or
playing back such a content while controlling copying of the content will be described
with reference to the flow charts shown in FIGS. 33 and 34.

First, for recording an external content of digital signals to a recording medium,
recording operations are effected as in the flow chart shown in FIG. 33A. The

- operations in FIG. 33A will be described herebelow concerning the recorder/player
100 shown in FIG. 1 as an example. The input/output I/F 120 receives a content of

digital signals (digital conteht) via the IEEE 1394 serial bus or the like in step S3301



content can be copied. That is, in case the content receiyede¥mb&de004

I nput/output I/F 120 has not been encrypted (for exanple, plain or
unencrypted content is supplied to the input/output I/F 120 w t hout

appl ying the aforenmenti oned DTCP standard), there will be made a judgnent
that the content can be copied. Assune here that the recorder/player 100 is
a device conformng to the DICP st andar’d and records data accor di ng to the
DTCP standard. The DTCP standard defines 2-bit EM (encryption node

" i ndi cat or pndshe mwprdovplaper gogsdorséep 8A30Mhen EM is "OOB" (B indicates
that a preceding value is a binary nunber), it nmeans that the content can

be freely copi ﬁds(ﬂfﬂ@?3®2,&ﬁbﬁhguﬂ/ﬁ@t@ugw 120 j0d&s whl tH_E?‘%l(:l;e; su !ieanﬁ%ital

content cannot be copied nore than a predetermhed [imt 0- MOr e- copl es) .

Furt her, [ S That ik f { gnt b | £4.

(copy- one S TERL N b Sopib{ Thatiy, MERSE bl FeckRPR A b o RELEE 120
hi bi t f bei I ed - . Si I lied to th

put / out Bt M00 B SRA ey e AT IR B MRy P RSB SUpplied onheEM

means "copy-free" or "copy-one-generation”, it will be judged that the
‘content cpubeutppildl]120withoat epplyingtreciformeentfivie dRROP stantard), ehaepiids "
or "copy-never", it will be judged that the content cannot be copied. If

t he resul be afadeudpripitertihatthp cORRME chi be@bhiddie content cannot be copi ed,
the recorder/player 100 skips over steps S3303 to S3305 and exits the
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standard and records data according to the DTCP standard. The DTCP standard
defines 2-bit EMI (encryption mode indicator) as copy control information. When
EMI is “00B” (B indicates that a preceding value is a binary number), it means that the
content can be freely copied (copy-freely). When EMI is “01B”, it means that the
content cannot be copied more than a predetermined limit (no-more-copies). Further,
when EMI is “10B”, it means that the content can be copied. once (copy-one-
generation). When EMI is “11B”, it means that the content is prohibited from being
copied (copy-never).

Signals supplied to the input/output I/F 120 of the recorder/player 100 include
EMI. When the EMI means “cdpy-free” or “copy-one-generation”, it will be judged
that the content can be copied. On the other hand, when EMI means “no-more-copies”
or “copy-never”, it will be judged that the content cannot be copied.

If the result of judgment in step S3302 is that the content cannot be copied, the

recorder/player 100 skips over steps S3303 to S3305 and exits the recording



If the result of judgnent in step S3302 is that the cont eQ@Sﬁ;ﬁ&n@@rﬁBQi ed,
the recorder/player 100 goes to step S3303. Subsequently, iIn steps S3303
to S3305, the recorder/player 100 will make simlar operations to those in
steps S302, S303 and S304 in FIG 3A. That is, the TS processor 300 w ||
append ATS to each TS packet included i7B a transport stream the
cryptography unit 150 will encrypt data,””and the encrypted data fromthe

crypt ograph nit O is recorded to the recording medium 195. Here, the
recor der/ BF%‘SF@PI%X iﬁ?r?%éesr BABITFag, Proocerfenewilligog berepigho tle recordidgd i n

the digital signals supplied to the input/output I/F 120. In case a
digital cowdémm §95.recorded to the recordi ng nmedi um 195, EM or
i nformation indicative of a copy control status simlar to EM (enbedded

CO defined i It #@9cHICRE Qiddriénd inkfef) 83383 A0RlDhni Eoﬁ@%ﬁ%&'ﬁ%eaéo%ié’d,%éh

the digital content. Generally roation i ndicatl

"copy- one: Lon'1dAsS _converte “\npo- nor e-copi es” and recorded to
pr ohi bi t ﬁ%?’g&%@%%g% ][qg%g%qﬁrsé%fégé#ﬁ?'n§HB§‘PCH%BPFI% epredrdete pbalarthe
accordi ng toaéeg&]lgr esent invention records copy control information such as

EM, enbetf§@ vt 100 y4llappke genilenorgapiank o $hosthint steps S3682, $30Fxeadpl es
2 and 3 in FIG 10, 32 bits including 24 to 30 bits of ATS and copy

control i»34 mFIGn3Ar ellmp s iHe TS proeassor BBOpRiIkgipari ATS\® éd&h'zﬂ'ﬁf)aé(et':or
recording an external content of analog signals to a recording nmedium a

d
recor di ndinpliaRadur sl setad, &k dfptdiabhOtinkiR0will cibSps 3R, 110%he

recording 29 Septenber 2004 80 " proc . .
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195. Here, the recorder/player exits the recording procedure.
Note that EMI is included in the digital signals supplied to the input/output I/F
120. In case a digital content is recorded fo the recording medium 195, EMI or
information indicative of a copy control status similar to EMI (embedded CCI defined
in the DTCP or the like for example) is recorded along with the digital content.
Generally, the information indicating “copy-one-generation” is converted to
“no-more-copies” and recorded to prohibit more copies than a predetermined limit.
The recorder/player according to the present invention records copy control
information such as EMI, embedded CCI, etc. as appended to TS packets. That is, as
in Examples 2 and 3 in FIG. 10, 32 bits including 24 to 30 bits of ATS and copy
control information are appended to each TS packet as shown in FIG. 5.
For recording an external content of analog signals to a recording medium, a

recording procedure is effected as in the flow chart in FIG. 33B. The recording



the recorder/player goes to step S3312 where it wll judggy whathes: Jobe
recei ved anal og content can be copied. In step S3312, the judgnent is done
based on whether or not the signals received by the input/output I/F 140

i nclude a Macrovision signal and CGVs-A (copy generation nmanagenent
system anal og) signal. \Wen recorded in a VHS video cassette tape, the
Macrovi sion signal will be a noise. Whefl0t hi s Macrovi sion si gnal is
included in signals received by the input/output I/F 140, the judgment wl|
be such PIpgedureshoindg H&ﬁté%ﬂ widhhotddseribepihertbelive. CE\MBMest ghahalog a
CGWS signal used in copy control of digital signals and applied to copy

control ofignalal(agalepgroatent) Id suppliedabakic ikjalt/cut SRR M 0GA Rt S§gﬂ E¥hen

freely or once or cannot be copied (copy-freely, copy-one-gener on ofr

by Lo paer Ao RRP T £ et O R Tl FuddR e 1 rSeigd analog

"copy-one-generation”,. it wll be judged that the anal og content can be
copi ed. ngﬁefth@n&g@me ans "copy- never", the judgnent will be such that

the anal og content cannot be copied. Further, in case neither the
Macrovi si on silgnatepn®33thehegnBgment dnalonesbasedcondeitbther st goelthe rspagilyed
by the input/output IT 140, it wll be judged that the analog content

cannot baeceipeéty thé iﬂﬁiﬁ/olngﬁgﬂlF D40 ineteEN M acRovs R sy%g‘ﬁnamm.& %nger

anal og content cannot be 2 ept ember 2004 81 copi ed; e recorder
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cassette tape, the Macrovision signal will be a noise. When this Macrovision signal
is included in signals received by the input/output I/F 140, the judgment will be such
that the analog content cannot be copied.

The CGMS-A signal is a CGMS signal used in copy control of digital signals
and applied to copy control of analog signals. It indicates that a content can be copied
freely or once or cannot be copied (copy-freely, copy-one-generation or copy-never).

Therefore, if the CGMS-A signal is included in signal received by the
input/output I/F 140 and means “copy-freely” or “copy-one-generation”, it will be
judged that the analog content can be copied. When the CGMS-A means “copy-
never”, the judgment will be such that the analog content cannot be copied.

Further, in case neither the Macrovision signal nor the CGMS-A. signal is
included in signals received by the input/oﬁtput /P 140, it will be judged that the

analog content cannot be copied.

If the result of judgment in step $3312 is that the analog content cannot be



recording medium 195. Al'so, if the result of judgnment in 5¢8p,e3Bd20ps t hat
the anal og content can be copied, the recorder/player goes to step S3313.
Subsequently, in steps S3313 to S3317, simlar operations to those in
steps S322 to S326 in FIG 3B are effected, whereby the content is
converted to a digital content, and then subjected to MPEG encoding, TS
processi ng and encryption for recording8to the recording nedium Here, the
recorder/player exits the recording procedure. Note that when the anal og

si gnal s regdedethesecotder/plpysr/ 100 patl skif o4 steps 838353 16 B3 AN Pesitanal |
the CGVs-A signal will also be recorded to the recording medi um when

r ecor di ncrebbRIiAAMOGRAB! TherdfBrd, e (KB CAL 1O cOR@hHMiN MBTBE Yeodidgd 1 OHE- A

signal is recorded in the place o e CA’ or rmation s

FIG 10. : Ini . ni mat i on neani ng "copy-one-generation” is converted
to "no- rmrfee-ﬂ@%gi %d;{u% é)gr‘ecordi ng to prohibit nore copies than a
predetermned |jmt, However such information conversion wll not be

effected provi ; thithe rendt of fudgmpsd An stept Sh i Lisehat the anadogs gentent carree e

that the copy control information "copy-one- generation” shall not be

conver t eccopied, rihenecerdeofplaet dovs toestep B3R HuSubb@dently, i ks $3313 1o
"no- nore-copi es”". [Copy control in data playback] xt, "the content is read

7o, ST TR MO S5 m22 © S PR SRR
Shown | 1 widiGoy 6 Bhlent 48 BFFEGH PR dibalconfert! SRE w3 Sbjedtedo MPRE0%
encoding, TS processing and encryption for recording to the recording medium. Here,
the recorder/player exits the recording procedure.
Note that when the analog signals received by the input/output I/F 140 includes
the CGMS-A signal, the CGMS-A signal will also be recorded to the recording
medium when recording the analog content to the recording medium. Namely, the
CGMS-A signalis recorded in the place of the CCI or other information shown in FIG.
10. Generally, information meaning “copy-one-generation” is converted to “no-more-
copies” for recording to prohibit more copies than a predetermined limit. However,
such information conversion will not be effected provided that there has been
established for the system a rule that the copy control information “copy-one-
generation™ shall not be converted to “no-more-copies” for recording but shall be
taken as “no-more-copies”.

[Copy control in data playback]

Next, the content is read from the recording medium, and outputted as a digital



effected simlar operations to those in steps S401, S402 pndeppdfferi2ok! G
4A, whereby the encrypted content read fromthe recording nediumis
decrypted by the cryptography unit 150 and subjected to TS processing.
After subjected to these processes, the digital content is supplied to the
I nput/output I/F 120 via the bus 110. In step S3404, the input/output I/F
120 judges whether the digital content 8upplied thereto can be copied

| ater. Nanely, in case the digital content supplied to the input/output
|/ F 120 i nehtgdbto oviskM asoshawad ar thetflow dhadi indfiG 834, The ep¥ratuiis'hlowsiat us
(copy.-control information) |like the EM, it will be judged that the content

can be cPppiedq4 . iHel@ C L G4 i .
i nput/out put 1/ !éatﬁg ti‘eral\gléfjbéleﬂséa' Eﬁﬁgtf %rf@tggg%ﬁé@!l, %gggf{ﬂd ?g@%s@g%%éf\lﬂrﬁ%as

been reco 140 formi. he . DJCP a d ri a, recording,
and i 1t netEReUalEt Ghalite) Rbafinals st SaBpgnd SoB T Th s rhetmn
that the digital content can be copied |later. Also, when the ENI neans
" no- nore-&t?pieégl‘YRte(ﬂtC%tFlﬂt pegdidgomt tee reperdingt mediun inntschptedpbedhe
later. It should be rem nded that generally, the recorded EM does not

means " copyptegrephp -t 450anid swidctedopy TBeyRicesdIBE AUsfieARBuB¥CieERN RS e
"copy-one-generation"” is converted to "no-nore-copies” during data

recor di ngpgyedssesdit@ digitaP%ﬁtgﬂFisQﬁnég?gd &@%&%@Lﬂ%@ﬁ Yid B Yus i#dw! y

not be recorded to the recording conversio

not be effect 7 that. there h define Sept ehber 2004 83
for the syst e‘ra#lagi;eg)l %glf(ﬁﬂhtttﬁpﬁgpgﬁwtp&lgﬁﬁ ﬁ?BiJHﬁSPW %&cr i glglta{ content
"copy-one-generation” shall not be converted to "no-nore-copies” for
recor di ngsugqgﬁ]legﬁ eretg can hr <opind lagy. Namely, in case the digital content supplied to

the input/output I/F 120 includes no EMI or information indicative of a copy control
status (copy control information) like the EMI, it will be judged that the content can
be copied later.

Aléo, in case the digital content supplied to the input/output I/F 120 includes
EMI for example, namely, in case an EMI has been recorded in conformity to the
DTCP standard during data recording, and if the EMI (recorded EMI) means “copy-
freely”, it will be judged that the digital content can be copied later. Also, when the
EMI means “no-more-copies”, it will be judged that the content cannot be copied Jater.

It should be reminded that generally, the recorded EMI does not means “copy-
one-generation” and “copy-never” because an EMI meaning “cdpy-onc—generation”
is converted to “no-more-copies” during data récording and a digital content having
an EMI meaning “copy-never” will not be recorded to the recording medium.

However, the EMI conversion will not be effected provided that there has been defined



copies”. If the result of judgnent in step S3404 is that 3hg.qanbgrpogan be
copied later, the input/output I/F 120 goes to step S3405 where 1t wll
output the digital content to outside and exit the playback procedure.
Also, if the result of judgnent in step S3404 is that the content cannot be
copied later, the input/output I/F 120@%oes to step S3406 where it wll
out put, according to the DICP or the |i®Re, the digital content in such a
formthat cannot be copied and exit the playback procedure. That is to
say, in céeihesgsteacondethabie copgeentrobinfonmatiepi @ty -ese-gonéfatonaboaEn 60"

I f there has been defined for the systema rule that copy control

i nformati be convepd doe“n@anReaidmes” far re%éﬁde‘iﬂgel&lﬁhﬁialll, BO4aR&) GO n‘\ﬁ%r_lrngg%{lg

"no-nore-copies" for recording but shall aken as" no- nore-copi es

the EM rg{_ﬁ?{rc d under this condition neans "copy-one-generation"), the
content w € prohibited frombeing further copied. Thus, the

I nput / out put li}‘gt 120 r]ak S tual, authentication with a counterpart device
according to tHdhprepiltp ntjip stapeS3Hithisdhphthe eomt¢iacansdeacdpiedlatene (a
device conformng to the DICP standard herein), the input/output I/F 120
encrypt s theenput/gitpait [Fb12@goesiodtepEpI0S wihee ftavil detpatihei (ﬁgitall\@iiﬁentftgr

pl ayi ng back the content fromthe recordi ng nmedi um and out pufting 29

Septenberoﬁt@ﬂj@ﬁfaeijhma@hgbgé(%fbcgaﬁ@g content, the playback is effected
as in the flow chart in Fl 34B. 'The operations for the playback wll be

described w t hai&f &fiRb ?gsutltooflj:ﬁ(%méﬁ1 in sl[er]];) S340%5%s that the content cannot be copied

later, the input/output I/F 120 goes to step S3406 where it will output, according to the
DTCP or the like, the digital content in such a form that cannot be copied and exit the
playback procedure.

That is to say, in case the recorded EMI means “no-more-copies” as in the
above (or if there has been defined for the system a rule that copy contro] information
“cdpy-onc-generation” for example shall not be converted to “no-more-copies” for
recording but shall be taken as”no-more-copies” and the EMI recorded under this
condition means “copy-one-generation™), the content will be prohibited from being
further copied.

Thus, the input/output I/F 120 makes mutual authentication with a counterpart
device according to the DTCP standard. If the counterpart device is a legal one (a
device conforming to the DTCP standard heréin), the input/output I/F 120 encrypts the

digital content and outputs the data to outside.

Next, for playing back the content from the recording medium and outputting



S3411 to S3415, sinmilar operations to those in steps S4213§ QeppédBerld0k! G
4B are effected. That is, an encrypted content is read, and subjected to
decryption, TS processing, MPEG decoding and D/ A conversion. An anal og
content thus provided is received by the input/output I/F 140. In step
S3416, the input/output I/F 140 judges vgget her a content supplied thereto
can be copied later. Nanely, in case no“opy control information is found

recor ded 21#0@% with the recorded content, it will be judged that the
content ¢ a ag gppaalogoatent) the playbackis effectopgs totherfliw chin imBIG M Bas
been recorded during content recording in conformty to the DTCP standard

for exanpllde operatidnstibethiellayvackopil beduscribbd Wiflorer@rehedt RSB, In steps
"copy-freely", it will be judged that the content can be copied late

Al'so, in s33¢14h&Ts, Q{mﬂ%?@ﬁggﬁgko R HPEt’[e@ At S‘F%%?IP pic ?ﬁ)

or in case t here has been de or the sys
contr ol e shall_ not be

ti yone ner ati,on" r exanpl
converted ﬁgd{éﬁ ?t IS y?%ﬁ Y 1§ W@gbﬁ’@é nngCt%tQ siesrypiion, TS
"no- nor e- copi es" and |f the EM or copy control information recorded under

this condPiasssiRBaNPEG dlspoding agshblAtdoomersion. winl dnabeg cpuidge thushabvidee _
content cannot be copied later. Further, in case an anal og content supplied

to the i npueteivedbty theAnjuifoutpel YBesi29 Sept enber 2004 85 a CGAVB-A
signal,.nanely, in case the -A signal has been recorded al ong the

ngtpsn} rgglr ;/nglrﬂ?feﬁ Slﬁfﬁ, 4R Yinp@ftutput 1 196MRdRes SUIRL:r F2d0Fent supplied

thereto can be copied later. Namely, in case no copy control information is found
recorded along with the recorded content, it will be judged that the content can be
copied Iater.

In case EMI or copy control information has been recorded during content
recording in conformity to the DTCP standard for example, and if the EMI or copy
control information means “copy-freely”, it will be judged that the content can be
copied later.

Also, in case the EMI or copy control information means “no-more-copies”, or
in case there has been defined for the system a rule that the copy control information
“copy-one-generation” for example shall not be converted to “no-more-copies” for
recording but shall be taken as “no-more-copies” and if the EMI or copy control
information recorded under this condition means “copy-one-generation”, it will be
judged that the content cannot be copied later.

Further, in case an analog content supplied to the input/output I/F 140 includes



bej udged that the anal og content can be copied later. Al 50g.Ma80eA3004
CGvs- A signal neans "copy-never", it will be judged that the anal og
content cannot be copied later. If the result of judgnment in step S3416 is
that the anal og content can be copied |l|ater, the input/output I/F 140
goes to step S3417 where it will output the analog signals supplied
thereto as they are and exit the pIayba@ﬁ procedure. Also, if the result of
judgment in step S3416_ is that the anal og content cannot be copied |ater,
t he inputﬁ&@Mf-Amgnah,mr@@gsm cassttbp CERMRAnsignal fids el recotdedtalohe the
anal og content in such a formthat the content cannot be copied, and exit

the pl aybesitenpiodsgdae redenthy, andf GRSCGHEIA SRRI ﬁi(egb?f‘ewfﬂeg{}r”§ L

recorded EM neans "no- nore-copies as in the a ter I'vel'y] in case
t here has ' 1 th co con | nfarmati on
0y one TS S A S Ao B LG X S5

e taken as - -

"no-nore-copies" for recordi pbut shal |
and if cowgﬁﬁn?‘mﬂ'npﬁ?%r Wilﬂtgﬂqdlgédé tethe apalograpadenivasnot by eopioddater.on

means "copy-orje-generation”) , the content will be prohibited from be
copi ed any rnoHdhe rerudt oftjndgmeptiin siep S34 18 isthat 4 aapbendntant drchOrésEAN
signal and a CGV5-A neaning "copy-never" to the anal og content, and

outputs theeratied dgpjanpht /8 DO gbé@to sRIpS 93417 GAfGe ri?%ﬂﬂd&ﬂﬁiggr\fﬁ_ %qlﬁéggal

nmeans "copy-never™ for ‘exanple, 29 Septertber 2004 86 the co _
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anal og Also, if the result of judgment in step S3416 is that the analog content cannot
be copied later, the input/output I/F 140 goes to step S3418 where it will output the
analog content in such a form that the content cannot be copied, and exit the playback
procedure.

Namely, in case copy control information such as recorded EMI means “no-
more-copies as in the above (alternatively, in case there has been defined for the
system a rule that copy control information “copy-one-generation” for example shall
not be converted to “no-more-copies” for recording but shall be taken as “no-more-
copies” and if copy control information like an EMI recorded under this condition
means “copy-one-generation™), the content will be prohibited from be copied any
more. |

Thus, the input/output I/F 140 éppends a Macrovision signal and a CGMS-A

meaning “copy-never” to the analog content, and outputs the analog signal to outside.

Also in case recorded CGMS-A signal means “copy-never” for example,



content to outside. As in the above, by controlling copyi sgs@itefb&Pahent
whil e recording or playing back the content, it is possible to prevent the
content from being copied beyond a permtted range for the content

(illegal copy). [Construction of the data processor] Note that the

af orenenti oned series of operations can be done by a hardware or by a
software. Nanely, the cryptography 'uni 86150 can be fornmed from an
encryption/decryption LSI and al so the cryptography, nanely, the

encrypt i dhedestepywitibe prphitite dfrypttednapdpicdany ni&e. Gduspicdapet/dtphelyFng a
general - purpose conputer or a one-chip m croconputer execute a

cor r esporth (vodifdey tAeCG BISTAl difshal totB8p PRBY AL SRR utts?{eal&? QiffBEaRklo 00
can be done by a software. For~ effecting the series o ope‘cP’atlons or =TS
pr ocessi rl%rf?é’ntaloso‘?ftéi\‘i@r e, a programincluding the software is installed in
a general - pur pose conputer, one-chip mcroconputer or the like. FIG 35
shows an exarrpr{%éa. c&gz@ruction of gine embodi ment of a conputer in which the
program for tHeS ¥k o¥¢, ypegnirelling copyingsef cadentiwhilp reeprdingeanplbging
prerecorded in a hard disc 3505 and ROM 3503 as recording nedia

i ncor por diael tha cdndentpitpist ferssibhe tepnewdnt ghy contemt Frqa e gy phel bé&fdices
(recorded) provisionally or permanently in a renovabl e recordi ng rfedi um

3510 sugiermstied fdr%%%r@lﬁ@@ont@ﬁ}gﬂ%@él%ﬂgﬁ.ﬁ di sc read-only nenory), MO
(magnet oq?Q Sept enber 2004 87 optical) disc, DVD (digital versatile

di sc), magnet i[g%ﬂgtg%ﬁ&?g%g%n%#%ﬁé%%gggry or the like. Such a renovable

recordi ng nedi can a so-called

Note that the aforementioned series of operations can be done by a hardware
or by a software. Namely, the cryptography unit 150 can be formed from an
encryption/decryption LSI and also the cryptography, mnamely, the
encryption/decryption, by the cryptography unit 150 can be done by having a general-
purpose computer or a one-chip microcomputer execute a corresponding program.
Similarly, the operations of the TS processor 300 can be done by a software. For
effecting the series of operations for TS processing by a software, a program including
the software is installed in a general-purpose computer, one-chip microcomputer or the
like. FIG, 35 shows an example construction of one embodiment of a computer in
which the program for the series of operations is installed.

The program can be prerecorded in a hard disc 3505 and ROM 3503 as
recording media incorporated in the computer. Alternatively, the program may be
stored (recorded) provisionally or permanently in a removable recording medium 3510

such as a floppy disc, CD-ROM (compact disc read-only memory), MO (magneto-



package software. It should be rem nded That the program spgehgnbdrobak! ed
fromthe aforenentioned renovable recording nmedium 3510 to a conputer,
otherwi se, transferred froma download site to the conputer by a radio
comuni cation network over a digital broadcasting satellite or transferred
to the conputer over a cable via a netwrk such as LAN (local area
network), Internet or the like, the comBdter receives the programthus
transferred by a communication unit 3508 thereof and install it into the
bui I t-i n opfichl}iisc, BSMD (digit! versatil edischanapestiat disc se@Htbhd@nbr Memory or
processing unit) 3502 as shown. The CPU 3502 is connected to an

| nput/ outgiét]ike) SLAGEreARREDY focrBite ABGHm 4830 éaﬂgaebé?%ﬁ@épgs hSoS4anRly ed

with an instruction froman input unrt 3 operate user, such as
a keyboar r..fhe like via the input/output interface 3511, it
execut es &%@%%8?@ ‘stored in a ROM (read-only nenory) 35083.
Alternatively, the CPU 3502 | oads, into a RAM (random access nenory) 3504
for execution,tasheddr b gemirded rthahetheamuogiase eH05be ainstailpdarfrom the
transferred froma satellite or network, received by the communi cation

uni t 350&fancnemssrdd edmiovhblet hecordarg medianB ¥ (0to aa RécApREY," Sakriiq t he
renovabl e recording nmedium 3.510 set 1n a drive 3509 and installed into

the hard tghfer?&@Pront A\ Rwi1B&d Q‘?é’t@ﬁﬁ%d@lﬁ%gg%grgai'oo&ﬁnfgxﬁmii&tfolﬁ%etwopﬁ .

aforenentioned flow charts or 29 Septenb operations as in
af or enment | . L. adlans, CPU 3502 tputs results of these
g ? ?gd&\ggﬁ{ﬂgsg%h "'ﬁa@gg“e% 6HS§E333035£>C?WP<$3¢I00W¢S? le H1asp| ay)

oper ati ons
network such as LAN (local area network), Internet or the like, the computer receives

L)

the program thus transferred by a communication unit 3508 thereof and install it into
the built-in hard disc 3505.

The computer incorporates a CPU (central processing unit) 3502 as shown. The
CPU 3502 is connected to an input/output interface 3511 via a bus 3501. When the
CPU 3502 is supplied with an instruction from an input unit 3507 operated by the user,
such as a keyboard, mouse or the like via the input/output interface 3511, it executes
the program stored in a ROM (read-only memory) 3503.

Alternatively, the CPU 3502 1oads, into a RAM (random-access memory) 3504
for execution, a program stored in the hard disc 3505, a program transferred from a
satellite or network, received by the communication unit 3508 and installed into the
hard disc 3505 or a program read from the removable recording medium 3510 set in
a drive 3509 and installed into the hard disc 3505.

Thus, the CPU 3502 makes operations as in the aforementioned flow charts or



or speaker, or transmits themfromthe conmunication unit2§§%§mng&iﬂﬁﬁords
themto the hard disc 3505, via the input/output interface 11, as
necessary. Note that the operations or processes to describe a program
which allows the conputer to do a variety of operations nmay not always be
done in the time sequence as in the flow charts but may include ones which
are executed in parallel or individualﬁ? (parallel processes or processes
by objects, for exanple). The program may be a one which can be executed by
a singl e EBAIAGOBS agin the afgreraentioned bloell diagranrs. heaCBUBZ0D dwipafs results
conputers. Further, the programmy be a one which can be transferred to a

renot e conptliese operatimdrbien. output it 3508 Suck B€ aRTEIS Efigié@"?’g%"ﬁggisﬁf%’%bee n

descri bed concerning the exanple that a cryptography

one-chi p gp§Haket Q¥ | C . and _decr a _content. Note
however - t ha%ﬁt he ’con?dgﬂrx?ltiﬁli pbleﬂrlllgir]]yjf'ort§ %“oﬁ%‘fe‘%ﬁ%%f‘f%ﬂofi|‘B’d'kgﬁf‘éf%?%dﬁﬁleané@ ngl e
sof tware ul i Ls .to be executed by the CPU 170 shown in FIGS. 1
and 2, foﬁ‘%g‘%a[m% g%?%"ﬂ%{%i‘%@w@“%’ér‘&ﬁer@%3§ﬁ11¢ﬁenq®s$ﬁrrﬁcessor 300 may
be done by a single software nodule which is to be executed by the CPU 170.

In the foregoilNgie that the epemations ee processdsds deseribe eggbihed whickallaws the
concerning the specific enbodi nents thereof. However, it wll be apparent

that the emhpuferentle a vaiethofwpeidticnd iy A6ANYREsHL &dgfeésigl thE itfﬁn{lee?erd/déﬁlk:?gn

art without departing fromthe scope and spirit of t rese

N 3. TS (BTG CBR MIF 8Pt BRRS eRoBLTREL RS SRl
present T uRAkhARY h?arg gleﬂ]rtoicgslsleg of %];:ci)c%%ggsi by 5 jeectcsl, %ci)rngxa%i]f)/lg)n. ater.

The program may be a one which can be executed by a single computer or in
a decentralized manner by a plurality of computers. Further, the program may be a
one which can be transferred to a remote computer for execution.

In the above, the present invention has been described concerning the example
that a cryptography block formed from one-chip encryption/decryption LSI encrypts
and decrypts a content. Note however that the content encryption/decryption block
may also be a single software module which is to be executed by the CPU 170 shown
in FIGS. 1 and 2, for example. Similarly, the operations of the TS processor 300 may
be done by a single software module which is to be executed by the CPU 170.

In the foregoing, the present invention has been described in detail concerning
the specific embodiments thereof, However, it will be apparent that the embodiments
can be modified or changed by those skilled in the art without departing from the

scope and spirit of the present invention. Namely, since the present has been disclosed



I ndustrial Applicability The information recording/pl ayba%séﬂg%é}tmmand
nmet hod according to the present invention generate a block Key for

encrypting bl ock data based on an ATS which. is random data correspondi ng
to a time when each packet arrives. So it is possible to -generate a

uni que key which varies fromone bl ock go another, use a different
encryption. key -for each block and thus enhance t he protection against
data cry L Ste A ] i . ; he
ATS. o’ Y SE BEbYEhBlc, <3 U} SRboRin ORE ShELIAL A RNRE oIS Ye HREER 8T TR .
encryption.keé for ..each:blo kfagd. t&us thﬁ mai n, data area can be used
mor e ef f ePIGSGRY AVERtiPR A paspdally detingd i the ¢lamns given Ialetn data has not

t o- be accessed during data recording or playback and-thus the data
recordi ng or playback can be done with a higher efficiency. 29 Septenber
2004 90 CLAIM5S 1. An information recorder for recording information to a

recordi ngmm@'tr@unApp]rﬂ@bm@ar atus conprising: a transport stream processing
means for appending an arrival tine stanp (ATS) to each: of discrete

T PO A b IR b SR T
. t t
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and including the arrival time stanp (ATS), and encrypting each bl ock data
wi t'h the whigdkis teagonhdstagesreespoading to a time when each packet arrives. So it is

possible to-generate a unique key which varies from one block to another, use a -
different encryption key for each block and thus enhance the protection against data
cryptanalysis: Also, by generating a block key based on the ATS, no area has to be
secured in the recording medium for storage of an encryption key. for each-block and
thus the ma:iﬁ data area can be used more effectively. Furthermore, data other than the
main data has not to be accessed during data recording or playback, and thus the data

recording or playback can be done with a higher efficiency.



the data. encrypted by the cryptography nmeans being recorededt8nbd®004
recording nedium 2. The apparatus according to claiml1, wherelin the

cryptography neans generates the block key for encrypting the bl ock data
froma block seed which is additional information unique to the block data
and including the arrival time stanp (4JS) appended to a |eading one of
the plurality of transport packets included in the block data. 3. The
apparatus according to claim1, mher%ggéhQ% cryptography means generates a
title-unique key froma master key st n the information recorder, disc
| D being a recording nediumidentifier unique to a recording nedium and a
title key 29 Septenber 2004 91 unique to data to be recorded to the
recordi ng medi um and generates the block key fromthe title-unique key

and bl ockl.seedAn 4ufofhrtiapnacaides faiceeneling ihforalagiomtd,a eerding mi&dum,
cryptography nmeans generates a disc ID being a recording mediumidentifier

uni que t | ium and a title key unique to data to be recorded
~to the rgggragﬁﬁlgiﬁée |ugﬁgfg#(rﬂn stores them into the recording nedium 5. The

apparatus according to.claim1, wherein the bl ock seed jngl.udes co
control - nfor AHIASHORStEaR) PIogksSIBE means ot apReniganarsival imefamp (AT

apparatus according to claiml, wherein the cryptography neans encrypts,
wi t h t he tbleach:of déscreterdransposmacketsiinaludedting tiansperigdream;omdy data - . .
included in the block data and excluding data in a | eading area. including
a block seed of crybtodihplik means for generating a block key for encrypting a block data :
including more than one transport packet each having the appended arrival time stamp
(ATS) froma bloék seed which is additional information unique to the block data and
- including the arrival time stamp (ATS), and encrypting each block data with the block
key.thus generated;, .
the data encrypted by the cryptography means being recorded fo the recording
. medium.
2.~ The apparatus according to claim 1, wherein the cryptography means
generates the block key for encrypting the block data from a block seed which is
additional information unique to the block data and including the arrival time stamp
(ATS) appended to a Ieading one of the plurality of transport packets included in the
block data.
3. The apparatus according to claim 1, wherein the cryptography means

generates a title-unique key from a master key stored in the information recorder, disc

ID being a recording medium identifier unique to a recording medium and a title key



data. . 7. The apparatus according to claim1, wherein thgygLyple8 Ry
nmeans generates a title-unique.key froma nmaster key stored-in the

i nformation recorder, disc |1D being a recording nmediumidentifier unique
to a recording nediumand a title key unique to data to be recorded to the
recordi ng nmedium takes the thus-gener dtitle- unique key as a key for
an encryption function, places the block seed into the encryption

f tion, d t t. of .the pl t bl ock, key. 8. T
e e PABBH' D ScieEoHlc s OB E TR o Bt danlifres
title-unique key froma master key stored in the information recorder, disc

| D bei ng fromdbetidlengnigeeikemandenock segd. uni que to a recordi ng medi um and a
title key 29 Septenber 2004 92 unique to data to be recorded to the

recor di ng{, mediTHa apares atberding teclaimoyevkayin Mry?ﬁjgeﬁﬁi)eﬁ}e%ﬂﬁ bl ock
seed into a one-way function, and outputs a result of the placenent as a

bl ock kg{ggn%ra}tgés‘fgﬁgﬁﬁ%%%% ?%é&g&%ig;lﬂ?éﬁrﬂ&h%%r giﬁfq‘f{gﬁb Bi{%%/tﬁg?ﬂog’ fé’lgﬁﬂﬁﬂp hy

nmeans era evi ce- romany o In an

o or et 508 HGBdHedb A B et to A SRk it ahll i - o

drive key stored in a drive unit- -for the- recording nediumor a

conbi nat iintp thefrecomskieg megdumand: generates a bl ock key for encrypting the

bl ock data fromthe device-unique. key thus generated and bl ock seed. 10.
The apparsat us Hecafhirags aecoidingtolclaimel, evirertietherblptlo seapimcludansopgncr ypt s

‘bl ock data with the bl ock key according to a DES -,algorithm,
control information in addition to the arrival time stamp (ATS).
6. The apparatus according to claim 1, wherein the cryptography means . . -

. . encrypts, with the block key in the encryption of the block data, only data included in
the bleck data and excluding data in a leading area including a block seed of the block: .
data.

7. The apparatus according to claim 1, wherein the cryptography means
generates a title-unique key from a master key stored'in the information recorder, disc
ID being a recording medium identifier unique to a recording medium and a title key
unique to data to be recorded to the recording medium, takes the thus-generated title-
unique key as a key for an encryption function, places the block seed into the
encryption function, and outputs a result of the placement as a block key.

8. The apparatus according to claim 1, wherein the cryptography means

generates a title-unique key from a master key stored in the information recorder, disc

ID being a recording medium identifier unique to a recording medium and a title key



11. - The apparatus according to claim1l, further conpris)qgeaBnhaiRphace
nmeans for receiving information to be recorded to a recording nedium and
i dentifying copy control information appended to each of packets included
in the. transport streamto judge, based on the copy control information,
whet her or not recording to the recordbgg mediumis allowed. 12. The

apparatus according to claim1, further”™Conprising an interface neans for

recelvin i.nfo n to be r ded t a recording nediu and |dent|fy|ng
brt " BRIt e Fohe fesdads i ba fesoy g TR GMGeB I HAbTRMIGHS S
j udge, based on the ENH, whether or not recording to the recordlng medi um

i s al | owegenetded Aand Mmkmmcbnnml ayeuc-fary filmagtiong dvak butmitoamegsudinof rthen a
recording 29 Septenber 2004 93 nedium the apparatus conprising: a

cryptogr e}ﬂgyelﬂ@ﬁn@;fgrodiqggyptl ng .encrypted data recorded in the recording
medi um by generating a bl ock key for decrypting encrypt ed data of a bl ock

(ranspor t-packal oA a BPahE TR ol ABRERLEE, TBREp otk on uni que

to the block data and includjng the arrival time stanp (ATS),. and
decrypt i EFDEERIFS BABKIcC-WHAUe keY fromhanypben Liad ey tpged geml&ﬂ aarludediingthe
transport stream processing neans for controlling data output on the basis
of the awyptographymeansdpvict AEBsiorepingthd énformatien reairdehmedivmilel stored
.transport packets included in the block data havi ng been decrypted by

an(raer ] ;ii;]%mtg ?sg?ﬂg;?’ A Sﬂ?ﬂgg]a ﬁgd HdrivB ke3P W8 0850 UnfOfdrthe edbflidg:
medium or a combination of these keys, and generates a block key for encrypting the
block data from the device-unique key thus generated and block seed.
10. .: The apparatus according to claim 1, wherein the cryptography means encrypts .
block data with the block key according to a DES algorithm.. -
11. . The apparatus according to claim 1, further comprising an interface means
for receiving information to be recorded to a recording medium, and identifying copy
control information appended to each of packets included in the transport stream to
judge, based on the copy control information, whether or not recording to the
recording medium is allowed.
12.  The apparatus according to claim 1, further comprising an interface means
for receiving information to be recorded to a recording medium, and identifying 2-bit
EMI (encryption mode indicator) as copy contro! information to judge, based on the

EMI, whether or not recording to the recording medium is allowed.

13. An information player for playing back information from a recording



generates the bl ock key for decrypting the .block data fr@s“'s%;terﬁb clypgeed.
which is additional information unique to the bl ock data and I nc I ng the
arrival tinme stanp (ATS) appended to a | eadi ng one of the pl urallty of
transport packets included in the block data. 15. The apparatus according
to claim 13, wherein the cryptography nss generates a title-unique key
froma master key stored in the informatton player, disc 1D being a
recordi ng dium.identifier unique to a recording nediumand a title key
uni que t oM$SIUM; theAPRaEYS GeMPIBMEe recordi ng medi um and generates the
bl ock key fromthe title-unique key and bl ock seed. 16. The apparatus
accordi ng to charyptégraphyeneins fohdebiyptingsaerd/ftad Haidascoried iﬁ@h&mmﬂng

- 2004 94 control information in addition to the arrival tine stanp (ATS)

17. The apRahihby RaeeH] Hig{}ﬁ;lb@kkbﬁfé?d%%ryﬂ‘m@ &Id ﬁt@&dﬁfaycg{a @i@ﬁa(ta'ﬂ%@

decrypts, with the bl ock only data i'nclfuded in t data an

excl udi ng ar ea | udi,ng, a Ck ed of the b

Gat e 1o Rl Ea ARG s 5o B el ol o TFineD ergpmsats

nmeans, generates a title-unique key froma, mast er key store in the

i nf or mat | ®A! 0;5’%&9@‘[1 wtudu,sadtdmwl ﬁyoamaa@a uaiqis taden bi@ckdét&ami inclugdingiihe t o
a recording nediumand a title key wunique to data to be recorded to the
recor di nganrigil dime tstdaep (AS )t hnd -dgengrtitgeeadh bloek: data auith Key bhsskakdsethisor
an encryption function, places the block seed into the encryption
function, g@pgatel Bhds a result of the placenent as a block key. 19. The
apparatus according to claim 13, wherein the cryptography neans

a transport stream processing means for controlling data output on the basis of

the arrival time stamp (ATS) appended to each of the plurality of transport packets -
. .. included in the block data having been decrypted by the: cryptography means. .. .
14, The apparatus according to.claim 13, wherein the cryptography means -
generates the block key for decrypting the block data from a block seed. which is
- additional information unique to the block data and including thearrtval time stamp
(ATS) appended to a leading one of the plurality of transport packets included in the
block data.
15.  The apparatus according to claim 13, wherein the cryptography means
generates a title-unique key from a master key stored in the information player, disc
ID being a recording medium identifier unique to a recording medium and a title key
unique to data to be recorded to the recording medium, and generates the block key
from the title-unique key and block seed.

16.  The apparatus according to claim 13, wherein the block seed includes copy



generates a title-unique key .froma master key stored img&dR5Q0EB41 ON
pl ayer, disc |D being a recording nmediumidentifier unique to .a recording
mediumand a title key unique to data to be recorded to the recording

medi um places the title-unique key thus generated and bl ock seed into a
one-way function, and outputs a result 94 the placenent as a .bl ock- key.
.20. The apparatus according to claim 13, wherein the cryptography neans

gener at escéhtfif (hfdniifiotis diitiod (M ivAl Ak dahpkoyrsfored in an LS

included rn the cryptography neans, device key s n the information

pl ayer, u ey stored in.the recorgding, nediym and a drive key stored
P i vErunt TG SpPArRBS asehitado Cll finthm iR RIGESPIN MEABY e koo,
and generates a block key for decrypting the 29 Se{)tenber 2004 95 bl ock
data f rordachgpidewilbeha mileclekks yondy detagisabidgddn thabldskolata spédxcladingrdata

apparatus according to claim 13, wherein the cryptography neans decrypts

bl ock datia aNichlirghareblindliditgys Brofrdedoithe BlddkSlab gori thm 22, The
apparatus according to claim13, further conprising an interface neans for

ot fy s cony oRenacPRrdifE Rt i £, SAGER fleGy Dy fldns
|t or et 1SRG £ b Kb Rt ol ey SLTeR GB SF NG R PR DS e SEed.
.23, The. apparatus.according to. claim 13, further conprising, an
interfac eID£©mg a yegprdiag sneding identibenunique to @ neeorsiing e dieinlanidrotitle key
recordi ng medium and identifying .2-bit EMI (encryption node indicator)
as copy amiguetd ditatoberttarded o jhedgeording attddim, takes the thus-generated title-

| -unique key as a key for an encryption function, places the block seed into the . = -

encryption function, and outputs a result of the placement as a block key.

- 19, The apparatus according to claim 13, wherein the cryptography means -

. generates a title-unique key from a master key stored in the information player, disc
ID being a recording medjum identifier unique to.a recording medium and a title key -

- unique to data to be recorded to the recording medium, places the title-unique key thus
generated and block seed into a one-way function, and outputs a result of the
placement as a block key.

. 20.  The apparatus according to claim 13, wherein the cryptography means
generates a device-unique key from any of an LSI key stored in an LSI included in the
cryptography means, device Key stored in the information player, medium key stored

in the recording medium and a drive key stored in a drive unit for the recording

medium or a combination of these keys, and generates a block key for decrypting the



.the. EMI, whether or not playback the recording mediumisg gblionsd-2084. A
nmet hod for recording. information to a recordi ng nmedium the.” nethod.
conprising the steps of: . appending an arrival time stanp (ATS) to each of
di screte transport packets included in a transport stream and generating
a block key for encrypting a bl ock datag4 ncluding nore than one transport
packet each having the appended arrival tinme stanp (ATS) from a bl ock seed

which is it WelKo) I on: uni e bl oc t ngd including the
arri val - eges cdephRe e AR TphS et S ARR AR 1 " e bl ok
key thus generated; the data encrypted in the cryptographic step being
recor ded t hEhe appaTatusgcsordiag i@ plsdn bipouherein i Giptographyrmeanst hod
according to claim24, wherein in the cryptographic step, the block key
for encr ygddryptsttheclbtatakyidiatie blochdrgracorihp donadD BEatgoshen. which i s
additional information unique to the block data and including the arrival

time stanp (A a ea‘écéﬂiﬁ%E@@f&ﬁzﬂ%ﬁ{fﬁ}ﬂgéﬁﬁggkgﬁoﬂr g?feﬁﬁcé {n%gﬁé)?”

packets included I tﬁe bl'ock dat a. ! _ Ing to. aim
From o et SObRIEEHRITR B e 5o GiPAT s s doralig iy i iR ARORR OB
recordi ng nmediumidentifier uynique to a recording nediumand a .title key
uni que t Kol inforpationappenderd theadeot packels Higludad ithedrnspret Bregakto key
is, generated fromthe title-unique key and bl ock seed.
. judge, based on the copy control information, whether or not playback from the
recording medium is allowed.
.23, The apparatus-according to.claim 13, further comprising an interface means .
forreceiving information to be played back from arecording medium,; and identifying
2-bit EMI (encryption mode indicator) as copy control'information to judge, based on
the EMI, whether or not playback the recording medium is allowed.
- 24. A method for recording information to a recording medium, the method.
. comprising the steps of:
appending an arrival time stamp (ATS) to each of discrete transport packets
included in a transport stream; and
generating a block key for encrypting a block data including more than one
transport packet each having the appended arrival time stamp (ATS) from a block seed
which is additional information unique to the block data and including the arrival time

stamp (ATS), and encrypting each block data with the block key thus generated;

the data encrypted in the cryptographic step being recorded to the recording



27. The nethod according to claim24, further conprising $§8e8L8Re:A004
generating. a disc ID being.a recording nediumidentifier unique to a
recording nmediumand a title key unique to data to be recorded to the
recordi ng nmedium and storing theminto the recording nmedium 28. The

met hod according to claim24, wherein imgthe cryptographic step, only data
included in the block data and excluding data in a | eading area including a
bl ock segthdpfimt he bl ock data is encrypted with the block key in the
encryption of the block data. 29. The nethod according to claim 24,

wherein iQ.the.cryptographic,.step,. a jtle-unigque key is generated froma
mast er keg‘sstoﬁa IE‘?‘&BH@WW%&?P@W%‘L&Y%P%H j lE opptag &ep? 97

| D being a recording nmediumidentifier unique to a recording nediumand a
title keyblaghi kgje fonedenyating the hleckrdatal ix gendratede frmmli an bl ovkdsaed whieh is
title-unique key thus generated is taken as a key for an encryption

functi on, addigiohhbiforRgEon ankjurraedht Meck Bﬁa-andeiﬁéru\d@ﬂs%ﬂ{b dreRal Heb stafh @
result of the placenent is outputted as a bl ock key. . The net hod

oy 15 okersy aibidh o RaBink At MBI ERBISe ) Bllok G b RIMPIRGT

| D bei ng g]c{?ﬁc rding nediumidentifier unique to a recordi ng nmedium and a
title key i 'to data to be recorded to the recordi ng nedium the
title-unigue key thus generated and bl ock seed are placed into a one-way
“function; 2énd The method aetording toptlaim Pdnwherein iodhp etyedgephic Mepck key. - .
31 The method according to claim?24, wherein in the cryptographic step, a
title-unique key is generated from a master key stored in the information recorder, disc
- ID being a recording medium identifier unique to a recording medium and a title key
unique to data to be recorded to the recording medium, and the block key is generated
from the title-unique key and block seed.
27.  The method according to claim 24, further comprising the step of generating .
a disc ID being.a recording medium identifier unique to a recording medium and a
title key unique to data to be recorded to the recording medium, and storing them into
the recording medium.
28.  The method according to claim 24, wherein in the cryptographic step, only
data included in the block data and excluding dataina leading area including a block
seed of the block data is encrypted with the block key in the encryption of the block
data.

29.  The method according to claim 24, wherein in the cryptographic step, a

title-unique key is generated from a master key stored in the information recorder, disc



devi ce-uni que key is generated fromany of an LSI key stope@cpamds: 1obh

I ncluded in the cryptography neans, device key-stored in an information
recorder, mediumkey stored in the recording nediumand a drive key stored
in a. drive unit for the recording nediumor a conbination of these keys,
and a bl ock key for encrypting the blocb7data I's generated fromthe

devi ce-uni que key thus generated and thé bl ock seed. 32. The net hod

accordin claim?24,. wherein i he cryptographic..step,.the ncryption
o bl ock WhBalet FheraimbiiBe B Ry fenkites Galdisdtraregring ahostmeanb PERHY 3.
The nmethod according to claim 24, further conprising the step of

i dent i fyiHyquedy ddatedle rasbsdethio die spgnadingimedivme thotitlpavkque keycthuded
in the transport streamto judge, based on the copy control infornmation,

whet her - oferiepted s fakph ash ey 200 Sfcrypae fehditbn, the B18ck S& i iphsbeNBHic Ak S
al l owed. 34. The nethod according to claim 24, further conprising the step

of identifi : 2= i ' I.ndi trol

't or mat | Geraion Rifictioh, a8 3TENAY e PComE 5EpaudF af RBOGRY 1o ¢ ne
recordin dipgmis allowed.,, 35. A nethod faqr playing.back |nformation
froma rett rdi’Jr-::IbE W@&ﬁ‘lﬁﬁ“f%@mgﬁ@tﬂ%‘@ BnPieisiA dn e CEMPLOETapBIC step.gener at i ng
a bl ock keifm'f or decrypting encrypted data in a block data having an

arrival thitheeustgiekeyAy synerpisdften amastackeyostoreddh theinfosmation rexnsgeey disc

packets froma block seed which is additional information unique.to
t he. bl oc Id])ihéiaganﬂ:cbnﬁhgdmcftﬂuﬁ'hi@entifieﬁﬂﬁic{?@'tofal reBorfi A thddid®and@d fitle key

decrypting each block data with. the bl ock key thus .

unique to data to be recorded to the recording medijum, the title-unique key thus -
generated and block seed are placed into a one-way function, and a result of the -
placement.is outputted as a block key.
31.  The method according to claim 24, wherein in the cryptographic step, a

. device-unique key is generated from any of an LSE key stored in an LSI included in the
cryptography means, device key stored in an information recorder, medium key stored

- in the recording medium and a drive key stored in a. drive unit for the recording
medium or a combination of these keys, and a block key for encrypting the block data
is generated from the device-unique key thus generated and the block seed.

.32, The method according to claim 24, wherein in the cryptographic step, the
encryption of block data with the block key is made according to a DES algorithm.

'33. The method according to claim 24, further comprising the step of

identifying copy control information appended to each of packets included in the

transport stream to judge, based on the copy control information, whether or not



generated;.and processing a transport stream processing peg&sethBera@0lr ol
data output on the basis of the arrival time stanp (ATS) appended to each
of the- plurality of transport packets included in the block data having
been decrypted in the decrypting step. 36. The nethod according to claim
35, wherein in the decrypting step, thedgl ock key for decrypting the block
data is generated froma block seed which is additional information unique

to the bl %rgﬂlzgﬂgatggaégﬁbﬁ@ @‘%dﬁlﬁﬁ igﬁgw,% time stanp (ATS) appended to a

| eadi ng one 0 ransp ackets included in the block
data. 37._,The thod_ accordipng to ¢l aim 35, wherein in the decrypting step,
a title- dfi quéhrdyethedgererdingio Fﬁ’é%ﬂnfﬁ%thé? cqaprisingthg stap ehe

i nformation player, disc ID 29 Septenber 2004 99 being a recording nmedi um
i denti fi erdemtifypng 2-bia EME (emtirypfior diede anticator) té eopeycontil duforhmtidate t o
be recorded to the recording nedium and the block key is generated from

the titl epidpedbmsed@n tﬁ@@Mi,%tﬁ&Qﬁ-mo@?ﬁm}_@iﬁﬁgl@B i3 cléﬁcﬁj[?%giégﬁ%l%ﬁs glg@igéfa?f” |

wherein i'n the decrypting step, only data and

excl udi ngadat a,i I i ar Lnckudin bl ock seed of ,the plock data
s docrypred whRomes AR ReJAck T alBe i nt s e egital . so.
The net hod ﬁg‘? rding to t&nlpai m 35, wherein in the decrypting step, a title-
‘uni que” kelet ‘g%‘?i‘@?&‘tsﬁ’cg AR Glast er key stored in the informati on player,
disc ID being a recording. 'medium identifier unique to a recording
medi um and a tgeregating a blockkeypfortdectppting endrgptedatata ites biarkt duta heciapdimg
medium the. title-unique key thus
: arrival time stamp (ATS) appended to each of a plurality of transport packets from a
block seed which is additional information unique-to the block data and including the ..
arrival time stamp (ATS), and decrypting each block data with  the block key thus.
generated; and - ©
processing a transport stream processing means to control data output on the .
- - basis of the arrival time stamp (ATS) appended to each of the plurality of transport
- packets included in the block data having been decrypted in the decrypting step.
36.  The method according to claim 35, wherein in the decrypting step, the
block key for decrypting the block data is generated from a block seed which is
additional information unique to the block data and including the arrival time stamp
(ATS) appended to a leading one of the plurality of transport packets included in the
block data.
37.  The method according to claim 35, wherein in the decrypting step, a title-

unique key is generated from a master key stored in the information player, disc ID



generated is taken as a key for an encryption function; theshligakerseed is
pl aced into the encryption function, and a result of the pl acenment. is
outputted as a bl ock key. 40. The nethod according to claim 35, wherein in
the decrypting step, a title- unique key is generated froma master key
stored in the information player, disc L being a recording nedi um

i dentifier unique to a recording nediumand a title key unique to data to.

and bl ocicotopeytARiORERBLR Ty SRyt i o B Bt e, P PE ™

pl acenent is out utted as a bl ock ke 41. The nethod according to claim
35, wher elRiquA t@ ﬁétadeéwswrﬁl@dé@ the reaoahvg seediym, gue theehlorck kgynegenasatety om
any of an LSI key stored in an LSI included in the cryptography neans,

devi ce kefroat tireditl¢-nnidie keyf advblockiseptiayer, nedi um key stored 29 Septerrber
2004 100 in the recording nediumand a drive key stored in a drive unit

for the rsgor dvAg mdlReN UGy (LARINYS, Whcrlintifas g%g@ﬁng@?ﬁng} Pasey

for decrypti ng the ock data~1Is generéte romt key thus

gener at ed. a t hod accordi to cl a rei

Phe tecr vt Bk 4itf and SGel B et G iR RFa e e thitiie andoS Seihae
according to a DES algorithm 43. The nethod according to. claim 35,

further cohiheitdpek ﬂWelséieéﬁ’Riﬁd wuib?h@.blyclﬁgcﬁmthmrvptmn of dherhlackrdata.
appended to each of packets included in the, transport streamto judge,
based on 3%he cBhy nwihod atcordiny toatlaim 35wdichein iarthedecrypltiagaagk o titden-t he

recording nmediumis allowed. 44. - The nethod according to cl ai m 35,
further cofigné Ke§ds bBReMt&Pfront amaster key stored in the information player, disc ID

being a recording medium. identifier unique to a recording medium and a title key .
unique to data to be recorded to the recording medium, the. title-unique key thus
generated is taken as a key for an encryption function, the block seed is placedintothe:.. .

- encryption function, and a result of the placement is outputted as a block key.
40. The method a'ccording to claim 35, wherein in the decrypting step, a title-
unique Key is generated from a master key stored in the information player, disc ID
being a recording medium identifier unique to a recording medium and a title key
unique to data to be recorded to the recording medium, the title-unique key thus
generated and block seed are placed into a one-way function, and a result of the

- placement is outputted as a block key.
41.  The method according to claim 35, wherein in the decrypting step, a device-

unique key is generated from any of an LSI key stored in an LS included in the

cryptography means, device key stored in the information player, medium key stored



identifying 2-bit EM (encryption node indicator) :as 'cop¥es@abirao04

i nformation to judge, based on the EM, whether or not playback fromthe
recording -nediumis allowed. . .45. A recording nmedi um having recorded
therein a bl ock data including nore than one packet included in a
transport stream and having an arrivaghgti me stanp (ATS) appended to each
of -the packets, the block data including: an unencrypted data part having

a bl oc ' WpTe'R [ ' ] ‘ fr ' there is
gener ahgﬁi‘i‘ﬁd&f@lﬁgﬂg&;&; %I?G%Iﬁj; ? y%ﬂengbﬁéé%ﬁg@ K2 8’3‘@ uglitﬁg} ﬁﬂé i?%‘}fgﬂlged dat a
art having been encrypted . wth the bl ock key. 46. A praogram serving nedi um
i on Bin S e imdon o hesh Kenuem dinblonk ke do deorpanz i bloskikEn o
recording mediumis done in a conputer system the 29 Septenber 2004 101

conput Brgghesyed dronribe devieg-uniqus kepshs gapeatdid mgdabioek séacal tine st anp
(ATS) to each of discrete transport packets included in a transport

st r eami2andThenestabi ageerdim® ek clsdm IR wikREHYRthEded tﬂlgkst e di ng
nore than one transport paggket each "havi ng the aSp@ﬁJde agl?’i ?glbmﬁlﬁe st anp

bl ook G e RALPEEe e ke is ARG el ing ) RIS BB, 01 ng ecn
i ot £ voLhe T i Aeorbing oAl aS, Naher B ngihe SRPGH or matf on 1 rom &
recording mediumis done in a conputer system the conputer program
conpr i Klehtfying eapypeonitol information appended to each of packets included in the.
tfransport stream to judge, bésed on the copy control information, whether or not
playback from the recording medium is allowed.
- 44. . The method according to claim 35, further comprising the step. of-
identifying 2-bit EMI (encryption mode indicator) as copy control information .to .
judge, based on the EMI, whether or not playback from the recording medium is
_allowed.
45. A recording.medium having recorded therein a block data including more .
than one packet included in a transport stream and having an arrival time stamp (ATS)
appended to each of the packets, the block data including:
an unencrypted data part having a block seed including the arrival time stamp
(ATS) from which there is generated a block key for encrypting the block data; and
an encrypted data part having been encrypted with the block key.

46. A program serving medium which serves a computer program under which

recording of information to a recording medium is done in a computer system, the



generating a block key for decrypting encrypted data in aybkgakmpatmohavi ng
an arrival tinme stanp (ATS) appended to each of a plurality of transport
packets froma block seed which is additional information unique to the

bl ock data and including the arrival tinme stanmp (ATS), and decrypting each
bl ock data with the bl ock key thus geg@rat ed; and processing a transport
streamto control data output on the éis of the arrival tinme stanp (ATS)
appended to each of the plurality of transport packets included in the

bl ock dasmapitavprograbeaiinsisiight edps of t he crypt ogr aphi c step.

appending an arrival time stamp (ATS) to each of discrete transport packets included
in a transport stream; and

generating a block key for encrypting a block data including more than one transport
packet each having the appended arrival time stamp (ATS) from a block seed which is
additional information unique to the block data and including the arrival time stamp (ATS),
and encrypting each block data with the block key thus generated.
47. A program serving medium which serves a computer program under which playback
of information from a recording medium is done in a computer system, the computer
program comprising the steps of:

generating a block key for decrypting encrypted data in a block data having an
arrival time stamp (ATS) appended to each of a plurality of transport packets from a block
seed which is additional information unique to the block data and including the arrival time
stamp (ATS), and decrypting each block data with the block key thus generated; and

processing a transport stream to control data output on the basis of the arrival time
stamp (ATS) appended to each of the plurality of transport packets included in the block

data having been decrypted in the cryptographic step.



