PROVI DI NG CERTI FI CATE MATCHI NG I N A SYSTEM AND METHOD FOR SEARCHI NG AND
RETRI EVI NG CERTI FI CATES [0001] The invention relates generally to the
processi ng of nessages, such as e- mail messages, and nore specifically to
a system and nethod for searching and retrieving certificates used in the
processi ng of encoded nmessages. Background of the Invention [0002]

El ectronic mail ("e-mail") nessages may bd-encoded using one of a nunber
of known protocols. Sonme of these protocols, such as Secure Miltiple
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typically comprise the public key of the individual, as well as other idemtification-related

information, Similatly, if a user of a computing device wishes to authenticate the sender

of a signed message, the user will require a certificate for that sendet.,

[0003] I the requisite certificate is not already stored on the user’s computing
device, the certificate must first be retrieved, Searching for and retrieving a specific
certificate is a process that generally involves querying a certificate server by having the
user manually eater the name and/or e-mail address of the individual for which a
cenificate is requested in a search form displayed on the computing device. Generally,
certificates located in the search are then temporarily downloaded to the computing device
for consideration, and a list of located certificates may then be displayed to the user.
Selected certificates in the list may then be manually identified by a user for storage in a

non-volatile store of the computing device, for potential future use.

[0004] Consider an implementation where the user’s computing device is a mobile

device. When a message is received at a méssage server and is made available for
downloading o the mobile device, the message is typically only transmitted to the mobile




downl oading to the nobile device, the nessage is typically only transmtted
to the nobile -2 device in successive data bl ocks of a pre-defined size, in
order to conserve bandwi dth. Mre specifically, a first block of the
nessage (e.g. 2 KB of data) is downl oaded to the nobile device, and if the
user wishes to receive nore of the nmessage, the user can request that
further bl ocks be downl oaded to the nobil-@.device, until the entire nessage
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downl oaded in its entirety to the user's conputing device (e.g. a nobile
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downloading entire messages simply fo retrieve the certificate information can be a time-

consuming and expensive task (e.g. with respect to bandwidth). On the other hand, if only
a small part of the message has been downloaded to the mobile device, or if the message is
too long and cannot be downloaded to the mobile device due to an imposed limit, it may.
not be possible 10 identify the certificate that is required to verify the integrity of the

received message and to authenticate the identity of the sender with any certainty.

Summary of the Invention
[0007] Embodiments of the invention are generally directed to a system and

method for more efficiently searching and retrieving certificates, in which the requisite
certificate can be identified without requiring the sender’s message 1o be downloaded in
its entirety to the user’s computing device (e.g. a mobile device). In particular, the system
and method facilitates a determination of thc requisite cemficate from certlﬁcates located

in a search of one or more certificate scrvers




in a search of one or nore certificate servers. -3 [0008] In one broad
aspect of the invention, there is provided a nethod of searching and
retrieving certificates relating to a nessage received by a user froma
sender, the nessage conprising data identifying a sender certificate

associ ated therewith, wherein certificate identification data that
uniquely identifies the sender certificatg.can be generated fromthe
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[0011] I n anot feémbicdatithad@eniiniog siepe i nvention, there is provided a system

for searching and retrieving certificates relating to a nessage received
by a user fronj@o08kendeln ahtibenbsadgspannthei ginagedateatifickenidentilicgion datnder
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identifies the sender certificate; a_nobile device adggt ed to receive, at
| east a part ofnd jpauer data, and comparing the respective serial number and issuer data to the

certificate identification data.

[0010] In another broad aspect, the generated certificate identification data
includes a hash of at least a part of the sender certificate; and the processing step
comprises applying a hash algorithm to each located certificate retrieved to obtain the

respective hash, and comparing the respective hash to the certificate identification data.

[0011] In another broad aspect of the invention, there is provided a system for
searching and retrieving certificates relating to a message received by a user from a
sender, the message comprising data identifying a sender certificate associated therewith,
the system comprising: a message management server adapted to generate certificate
identification data from the message, wherein the certificate identification data uniquely
identifies the sender cenificate; a mobile device adapted to receive at least a part of the

message, and the certificate identification data, from the message management server; and

a mobile data server adapted to Teceive § $earch Tequest for oéitificaies assoviated with the



nmessage, and the certificate identification data, fromthe nessage
managenent server, and a nobile data server adapted to receive a search
requesf for certifcates associated with the -4 sender fromthe nobile
device, performa search on one or nore certificate servers by querying
the one or nore certificate servers for located certificates satisfying the
search request, and retrieve located certjficates fromthe one or nore
certificate servers; wherein at |east one'of the nobile device and the
mobi |l e data server is further adapted to process each |ocated certificate
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conputing devi ¢e012)y genarambihegbwed taspect ahere iisl privided catmiethod dditsearelisp @hdit ed
wi th each of a plurali té%fof c?rlificat es stor.eg on th:\1f cong%ti ng _devi cFei,
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more clearly how |t ngiy be carried intg effect, reference will now be nmade,
by way of exarepmificate ifentificatercdstpsumiapelygdentifion thesender optifiente; reqetying cepticate
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bl ock di agram of a communi cation subsystem conponent of the nobile device
of FIG |; FIGsteged an thelsionphtingi dayicantibeengraiipg sesficae ifeptifieation data gesogiated

with each of a plurality of certificates stored on the computing device, and compating

generated certificate identification data for each of the plurality of stored certificates to the
certificate identification data penerated for the sender certificate to identify a stored

certificate matching the sender certificate.

Brief Description of the Drawings
[0013] For a better understanding of embodiments of the invention, and to show

more clearly how it may be carried into effect, reference will now be made, by way of

example, to the accompanying drawings in which;
FIG. 1 is a block diagram of a mobile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the mobile device
of FIG, 1;

FIG. 3 is a block diagram of a node of a wireless network;




-5 FIG 4 is a block diagramillustrating conmponents of a host systemin
one exanple configuration; FIG 5 is a block diagram show ng an exanpl e of
a certificate chain; FIG 6 is a block diagramillustrating conponents of
an exanpl e of an encoded nessage; FIG 7A is a flowhart illustrating
steps in a nmethod of searching and retrieving certificates in an

enbodi rent of the invention; and FIG 7B igs a flowhart illustrating steps
in a nethod of searching and retrieving <certificates in another enbodi ment
of the inventign. Detajled Pescription of Enbodi rTFnﬁqs of-ft-. inventian
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appl i ance, or a data ,comuni catiop device (With or w thout telephony
capabi | i ti es) . cemtifiggts imanrahodimentof e MyemieBandi t h ot her devices through a
network of transceiver stations, [0015] To aid the reader {n understandi ng
the structure B¥G-a7Brdbid) LowdpricRluaFRngoiiFrs o & MEHdi ‘éfgieé?hwgt pdopetriving
devi ces, refer gighioates iR RdMel OnbddieRent bf h@hkgian3. [0016] Referring first to
FIG 1, a block diagramof a nobile device in one exanple inplenmentation
is shown generally as 100. Mbbile device 100 conprises a nunber of
conponents, the controlling conponent being m croprocessor 102.

‘ ¢ L Bof mobil e device 100.

M Croprocessor Jetppied _ StiEsit F yhb, BRSNS 0 HRE INNE -;L-' | :
Communi cat i on l[)ﬁﬂ‘l'i!ft | ONSyordNGhitdirhehtdl 8 theARvbnrOh GRKE ASTHNh GRIHIL BEatioR! A
gh “communi cation subsystem 104. Conmuni cation subsystem 104

perforned through | ste }.
recei ves nessaiwbilé plgtien Eridwoemyscomnitetion devies with advaneed fiata gymamumtion n

104" 5 cont | gurakioes Al cofhle S paRiEd Ry oBRF THRbGE) yBinS HiaiE o
Communi cat i on @IsSkfersaddo Biris gaeriyois e mdRilel deyi®e Avinchils e GRRBYyY alse includathie .
The GSM GPRS W[ e 855 sllel Y Korh ol SR Dl G he ond Sn S SEIERAPL - -
: mobile device, it may be referred to 2s a data messaging device, a two-way. pager; a
cellular telephone with data messaging capabilities, a wireless Internet appliance, or a data
communication device (with or without telephony capabilities), A mobile device

communijcates with other devices through a network of ransceiver stations.

[0015] To aid the reader in understanding the structure of a mobile device and how

it communicates with other devices, reference is made to FIGS, 1 through 3.

[0015] Referting first to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises a
number of components, the controlling component being microprocessor 102.
Microprocessor 102 controls the overall operation of mobile device 100. Communication
functions, including data and voice communications, are performed through
communication subsystem 104. Communication subsystem 104 receives messages from
and sends messages to a wireless network 200. In this example implementation of mobile
device 100, communication subsystem 104 is configured in accordance with the Global

System for Mobile Communication (GSM) and General Packet Radio Services (GPRS)
standards. The GSM/GPRS wireless network is used worldwide and it is expected that




t hese standards wi Il be superseded eventual l.y by Enhanced Data GSM

Envi ronnment (EDGE) and Universal Mbile Tel ecommuni cations Service (UMYS).
New standards are still being defined, but it is believed that they wll
have simlarities to the network behaviour described herein, and it wll
al so be understood by persons skilled in the art that the invention is

I ntended to use any other suitable standq&9§ that are devel oped in the
future. The wireless |ink connecting commini cati on subsystem 104 with

network 200 represents, ong or nore, different di o Fyeque RF
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data-centric nESYBPREUORLFYFACKehMINHE] PR commumIEationse  \wor k and t he Dat aTACT
Radi o Net wor k. | es pof, older voj,ce-centii n i.n .
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communi cations 122 and ot her deyices 124, [0019]1 So of the su te of
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mentioned above), and future third-generation (3G) networks like EDGE and UMTS.
Some older examples of data-centric networks include the Mobitex™ Radio Network and
the DaiaTAC™ Radio Network. Examples of older voice-centric data networks include
Personal Communication Systems (PCS) networks like GSM and Time Division Multiple

Access (TDMA) systems.

[0018] Microprocessor 102 also interacts with additional subsystems such as a
Random Access Memory (RAM) 106, flash memory 108, display 110, auxiliary
input/output (L/O) subsystem 112, serial port 114, keyboard 116, speaker 118, microphone

120, short-range communications 122 and other devices 124,

[0019) Some of the subsystems of mobile device 100 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
fimctions. By way of example, display 110 and keyboard 116 may be used for both

communication-related functions, such as entering a text message for transmission over
network 200, and device-resigent TUncions Suck a$'d calvulawor or wesk list. Operating




-7 system software used by m croprocessor 102 is typically stored in a
persistent store such as flash nenory 108, which may alternatively be a
read-only nmenory (ROM) or simlar storage elenent (not shown). Those
skilled in the art will appreciate that the operating system specific
device applications, or parts thereof, may be tenporarily | oaded into, a
volatile store such as RAM 106. [00201 Mpbi_le device 100 may send and
recei ve communi cation signals over network 200 after required network

registration or actiyation procedures h .been .. c et ed. .Networ k cess
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personal i ze the nobile device 100, anong ot her things. t hout SIM 126,
nobi | e devi ce vobrols storptchpeRAM Hber at i onal for communication with network
200. By inserting SIM126 into SIMinterface 128, a subscriber can access
all subscri bdﬂog@r vi ceMobie deview 00 may end and, greeivespmBpaisatignsigials over
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Mul ti medi a Messagl ng Service . More advanced services may include:
poi nt of sal e,cofripiited. Nerwork accsseds aapeized witee subsmibshastisenef a mokila gice169.udes

a processor a Y, I ri [ Welal 3 Mddagesd ed
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nobi | e devi ce wel Locl udi.ng _dat ok ., cal ra..inf ' .and
recent call inﬁq‘f’f&t#l%ﬁ}{c’&fg’ﬁ%ﬂﬂﬁ? ?Q&&el%?ft?%llylwif%@g% %5?{}%‘%%%&\/?%3@

devi ce and i nchasderk 2000yt iageyting SINEE I6ine SIBL ivtarface A28 iavsubgriberacan acowes
rechar geabl e b%i)te ies 130. Batter '.nterf.acg 132. is.coupl.ed to a 1
regul ator ( not SRR SerliFesc Senises e Beide X6E badvsing B9 BURAERG SRR o ¢ o
nmobi | e devi ce &6 méil,IShoH Messape ISeAicel (SMS).0dnd Gofultimisdia Meseagify Serbieds (RIMS).
future technol ogies such as, mcro fuel cells p I de .t he power .to
mobi | 6 devi ce V9Bt ados] sicFBieg caslies: eint of sAlsfirld; 15Fvies snd SHIEh R i ng

system functi opgemBRAP!I AH 1888HEdsA proessR fahiVAetnomP RirisfoRing PEFSmetiofiD Oinke
device 100. A set of applications That . )
STM 126 is inserted in SIM interface 128, it is coupled 10 microprocessor 102. In order to

identify the subscriber, SIM 126 comains some user parameters stch as an International
Mobile Subscriber Identity (IMSI). An advantage of using SIM 126 is that a subscriber is
not necessarily bound by any single physical mobile device. SIM 126 may store
additional subscriber information for a mobile device as well, including datebook (or

calendar) information and recent call information.

[o021] Mobile device 100 is a baftery-powered device and includes a battery
interface 132 for receiving one or more rechargeable batteries 130. Battery interface 132
is coupled to a regulator (not shown), which assists battery 130 in providing power V+ to
mobile device 100. Although current technology' makes use of a battery, future

technologies such as micro fuel cells may provide the power to mobile device 100,

[6022] Microprocessor 102, in addition to its operating system functions, enables

execution of sofiware applications on mobile device 100. A set of applications that
control basic device operations, including dala and voice communication applications, will




control basic device operations, including data and voi ce conmuni cati on
applications, will -8 nornmally be installed on nobile device 100 during its
manuf act ure. Another application that may be | oaded onto nobil e device 100 -
woul d be a personal information manager (PIM. A PIMhas functionality to
organi ze and nmanage data itens of interest to a subscriber, such as, but
not limted to, e-nmail, calendar events, Mpice mails, appointnments, and
task itens. A PIM application has the ability to send and receive data
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[ 0024] Serial port 11 enab s a su scriber to set preferences t hrough an
external devi e@smbesépﬁwapgnmpglwmu on and extends the capabilities of

nobi | e device 100 by providin i nformation or software downl oads to
nobi | e devi ce IR}t her Mshtwn@l?apah‘gﬂﬁonsanw glse e dapdedhomteimobile dewice HQlt trmugh  The
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[0024] Serial port 114 enables a subscriber to set preferences through an external

device or software application and extends the capabilities of mobile device 100 by
providing for information or software downloads to mobile device 100 other than through
a wireless communication network. The alternate download path may, for example, be
used to load an encryption key onto mobile device 100 through a direct and thus reliable

and trusted connection to provide secure device communication.

[0025) Shori-range communications subsystem 122 provides for ¢ommunication
between mobile device 100 and different systems or devices, without the use of network
200. For example, subsystem 122 may include an infrared device and associated cireuits
and components for short-range communication. Examples of short range communication
would include standatds developed by the Infrared Data Association (IrDA), Bluetooth,
and the 802.11 family of standards developed by IEEE.

[0026] In use, a received signal such as a text message, an e-mail message, or web
page download will be proéessed by communication subsystem 104 and input to




[0026] In use, a received signal such as a text nessage, an e-mail nessage,
or web page download will be processed by comruni cati on subsystem 104 and
i nput to -9 mcroprocessor 102. M croprocessor 102 will then process the
received signal for output to display 110 or alternatively to auxiliary
|/ O subsystem 112. A subscriber may al so conpose data itens, such as
e-mai | nessages, for exanple, using keyboaggd 116 in conjunction with

di splay 110 and possibly auxiliary 1/0O subsystem 112. Auxiliary subsystem

112 may i ncl ude.devi ces S: .atou sereen. nouse.  track
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party, duration voi ce call, other voice call” related information.

[0028] Referr imr!}mmw t 0 #drGoice cotmbhiesitond 1RO bAMIPhpediRn GO HBBIN 8&4de0IDO is
subsystem conponent 104 of FIG | is shown. Conmunication subSéstem 104

conpri ses a regébsiantiallyisipilaraexcers fgihereneived signdlywodd beypyputd d1%and

internal anten | R
processi ng md&ﬁg%&ﬁ‘%ﬁ@ﬁmﬁ{s@i@nﬁg b | g%%tedP océg%ggﬁél(%ié%ﬂewo. e[vgioaé'jéj]%l The
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- sel ection, and ottitaléige éati-relogd ifdrnfpfiér)) conversion. A/D conversion of a

‘received signal allows nore conpl ex conmunication functions such as

denodul ati on arjgozBjcodi nRefeninp@owes FI. 2pdiblock HfiRarh@P thelcomaupicaddnanbsystemer ,
signals to component 104 of F1G. I is shown. Communication subsystem 104 comprises a receiver
150, a transmitter 152, one or more embedded or internal antenna elements 154, 156,
Local Oscillators (1.0s) 158, and a processing module such as a Digital Signal Processor

(DSP) 160.

[00289] The particolar design of communication subsystem 104 is dependent upon
the network 200 in which mobile device 100 is intended to operate, thus it should be
undersiood that the design illustrated in FIG. 2 serves only as one example. Signals
received by antenna 154 through network 200 are input to receiver 150, which may
perform such common receiver functions as signal amplification, frequency down
conversion, filtering, channel selection, and analog-to-digital (A/D) conversion. A/D
conversion of a received signal allows more complex communication functions such as
demodulation and decoding to be performed in DSP 160. In a similar manner, signals 1o
be transmitted are processed, including modulation and encoding, by DSP 160. These
DSP-processed signals are input to transmitter 152 for digital-to-analog (D/A) conversion,

frequency up conversion, filtering, amplification anid trun>mission over network 200 via



be transmtted are processed, including nodul ati on and encodi ng, by DSP
160. These DSP-processed signals are input to transmtter 152 for

digital -to-analog (D/A) conversion, frequency up conversion, altering,
anplification grid transm ssion over network 200 via -10 antenna 156. DSP
160 not only processes comuni cation signals, but also provides for
receiver and transmtter control. For examgl.e, the gains applied to
comuni cation signals in receiver 150 and transmtter 152 may be

adaptively controll aut ormati c gain_ control g
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di agram of a ntxseuses that wpFdr eanserved. ipitellyidye inlbuis apverll bm@wﬁha&ll@éﬁ

net wor k 200 co REmBbild MR fefles 202. Mbile device 100
conmuni cates w a nocge 510216& ﬁl n wreless network 200. In the exanple

i npl ement at i on FI G, szhsmmmevic% 1@9@‘ fully E}Ed-aﬁ&aﬁ%&m&élcﬁz% hpicggper al
Packet Radio erv ce (GPRS) and  obal Systens for bi (GSM
technol ogi es. kextd p@med mxx!ndwberaﬂ médxsz tetnetwork 360 msllls eﬂlcms@}mz@mffm h

an associ at ed gggﬁ 539 for
GPRS support E%e?éﬁk%%@l &gﬁ]frﬁ‘%?gép&ol &%\3&% ef(() a 0% Locati on
Regi st er (HLR) ugdRit is nksded toreceyeignals cRegfosmat}on(Ma)all)Mng alesenaﬁdn@mGDRS
Support Node éﬁ% 216, a Gateway CGPRS Support Node (GGSN) 218, and a
Dynam c -Host I'uration Protocol (DHCP) 220. This list of conponents is
not neant to b exha tyh =

W thin s cov GG oy Rétte b Blo. 37 SEBRERORA & sHodk KF i dREhetlne

commonl y used iinshoo@manBilc dh ipomdcd, hemghzmomiseﬂﬁﬁ or[meapddsrzoa GRitile

net work, MSC 2 (é)vilcesl&o | ed.to BS

COmmmicates Wi a no e%f' watﬁm wmﬁless nétwork 200. In the example
implementation of FIG, 3, node 202 is configured in accordance with General Packet
Radio Service (GPRS) and Global Systems for Mobile (GSM) technologies. Node 202
includes a base station controlier (BSC) 204 with an associated tower station 206, a Packet
Control Unit (PCU) 208 added for GPRS support in GSM, a Mobile Switching Center
(MSC) 210, 2 Home Location Register (HLR) 212, a Visitor Location Registry (VLR)
214, a Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node
(GGSN) 218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant to be an exhaustive list of the components of every node 202
within a GSM/GPRS network, but rather a list of components that are commonly used in

communications through network 200.

[0033] In a GSM network, MSC 210 is coupled to BSC 204 and to a landline
network, such as a Public Switched Telephone Network (PSTN) 222 to satisfy circuit
switched requirements. The connection through PCU 208, SGSN 216 and GGSN 218 to

the public or private network (Intemet) 224 (also referred 1o herein generally as a sk shared
network infrastructure) represents the data path for GPRS capable ‘mobile devices. Ina



“network, such as a Public Switched Tel ephone Network (PSTN) 222 to satisfy
circuit switched requirenents. The connection through PCU 208, SGSN 216
and GGSN 218 to the public or private network (Internet) 224 (al so
referred to herein generally as a shared network infrastructure)
represents the data path for GARS capable nobile devices. In a -11 GSM
networ k extended wth GPRS capabilities,_ BpC 204 al so contai ns a Packet
Control Unit (PCU) 208 that connects to N 216 to control segnent ation

radi o channel _all ocat t, ac e
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determ ne the cuy t locat, e device. bI e
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currently in igbaE devied 100eahEingiskelli Cymimbniéaiforfrtocolund paameleRR @dydvazy so
contains inforpation _on nobile vices that are visitin ther networks.
The i nf ormat i oRetwgen/Aifesens npdgsy &'cei’ésexﬁﬁ?‘f’ e n9ge "ﬁ?@rm@g?%ﬁ%‘ﬂtéﬂ‘%&%@é
dat a tfansmt?ﬂﬂmﬁm Jedte 285Rérent YlelicRdids the oth@Sibéds, access. By noving
addi ti onal mation froma renote HLR 212 node to VLR 214, the anount

of traffic bet ysyaE) For all mobile devices 100 registered with a specific network, permanent
configuration data such as a user profile is stored in HLR 212. HLR 212 also contains

location information for each registered mobile device and can be queried to determine the

current location of a mobile device, MSC 210 is zesponsible for a group of location areas
and stores the data of the mobile devices currently in its area of responsibility in VLR 214.
Further VLR 214 also contains information on mobile devices that are visiting other
networks. The information in VLR 214 includes part of the permanent mobile device data
* transmitied from HLR 212 to VLR 214 for faster access. By moving additional
information from a remote HLR 212 node to VLR 214, the amount of traffic between
these nodes can be reduced so that voice and data services can be provided with faster

response times and at the same time requiring less use of computing resources,

[0036] SGSN 216 and GGSN 218 are elements added for GPRS support; namely

packet switched data support, within GSM. SGSN 216 and MSC 210 have similar
responsibilities within wircless nelwwk 200Dy ”}zccpmg Faek ol the Tosation of cich



t hese nodes can be reduced so that voice and data services can be provided
with faster response tines and at the sane tinme requiring | ess use of
conmputing resources. [0036] SGSN 216 and GGSN 218 are el enments added for
GPRS support; nanely packet switched data support, within GSM SGSN 216
and MSC 210 have simlar responsibilities within wireless network 200 by
keeping fuels of the location of each -12¢4pbile device 100. SGSN 216 al so
performs security functions and access control for data traffic on network
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APN may be considered to be similar to an Internet domain name such as

“myconnection wireless.com”.

[0037] Once the GPRS Attach is complete, a tmnel is created and all traffic is
exchanged within standard IP packets using any protocol that can be supported in IP
packets. This includes tunneling methods such as IP over IP as in the case with some
IPSecurity (IPsec) connections used with Virtual Privare Networks (VPN). These tunnels
are also referred to as Packet Data Protoco] (PDP) Contexts and there are a limited
number of these available in the network 200, To maximize use of the FDP Contexts,
network 200 will run an idle timer for each PDP Context to determine if there is a lack of
activity. When a mobile device 100 is not using its PDP Context, the PDP Context can be
deallocated and the 1P address returned 1o the IP address pool managed by DHCP server
220.

[0038] Referring now to FIG. 4, a block diagram illustrating components of a host

_ system in one example configuration is shown. Host system 250 will typically be a




network 200 will run an idle tiner for each PDP Context to determne if
there is a lack of activity. Wien a nobile device 100 is riot using its
POP Context, the. PDP Context can be deallocated and the |IP address
returned to the I P address pool managed by DHCP server 220. [0038]
Referring nowto FIG 4, a block diagramillustrating conponents of a host
systemin one exanple configuration is shqegn. Host system 250 wi ||
typically be a -13 corporate office or other |ocal area network (LAN), but

may instead be, J}ﬁ{%fﬁ{f&c{ﬁherqgggp%g Ewoﬁég Ohi G:F gp{nht\éééﬁeﬂéﬁl@ﬁmcfeor

exanple, in vari enment at1 ons exa own in FIG 4, host
system 250 is cbanmtﬂredsrase athtrAivet spmenrfguenample) mrvanmt implermpntations.cln this

Comonent & confRmPRAERRIa FIC 5 et S AR IEHASER ALY h BRI

user's deskt opwhiohpusesiof R6BR: devich 1 hbelags.onpanyi ng cradl e 264 for the
user's nobile device 100 is situated on LAN 250. Cradle 264 for nobile
devi ce 100 nay[0889Foupl AN B5& ompurises a ﬁﬁﬁbt:rbf/mawsﬂtrdONpomnmconmsﬁeu sadh

Serial Bus (USB 0 ion, for x her [ e

al so situated® ﬁrclf_ 5°(?nné°ﬁ'8 %ﬁ%a}%“% alm?fﬁyu %kr%ng %§£2€2h9%ﬁmgir’?
acconpanyi ng caadirpanydeed cfadle I64nﬂobnﬂeeusdéymm$xlc @mcﬁ 0@ Bsifuaed lant AN 250 he

| oadi ng of i nfgrnatj e.g., PIMd r|vate nmet ri rypt| nkeys
o facl itate CoETR 4oL B SePend0D mand FoRbiEt o SRl st B E Al S50,
from user conpunRersgfiaial Bos(USBY @rﬂ@ﬂioﬁ&'oﬂﬁﬁmr&ﬂ@ﬂﬁﬁ)ﬁsd%omﬁ&érﬁ 2620 avg dixo
useful for bul k inforne ggﬁwgates of ten g{ag orned.in initializing b|Ie
ovi Ce 100 T or SHEE OmEGYY AR, AhE S e R IRICh SHUPHS B bRt TRe gy
include certibisfk @mdbaedevide. tdi8dIe 264 ARG the TBMANROE Snfohhatioh (d,g. PEM data
understood by persons skilled in the art, that user cogguteri 262a, 2

wi || typical | yPBEAteFEBme caEVBEPT Y s ihEpilifnig seppre cqmm efjsen mobi s°
explicitly showayiddd &d PAN b@@ﬂﬁd,m BehQdhipaRs §szafto btk awa&t 160) aﬁ@hﬁg‘ Be

generally to the processing messages, such as e-mail nessa and sone

enbodi ment s relpmu]g%héﬁf{ivll @r bblktln@mwmmatewﬁwr@%w it agw%e and
from mobi | e de\% ge 169 for/iﬁeorm N¥o¥marfRl ae“e.loaawﬂ&eﬁmme @aﬁe@rds zﬁmgrgaat s

of LAN 250 are s own 1 n for ease of exposition,
under st ood by pentificates uskd in thejexchangaef messaprst 1 vl bgfswodcmwd bbmonséulled in

cont i gur at i on. ey g8 soblel deap s T WM bRl S alis cobfre h SnRBRY

| ar ger net wor k deviods nehexpli¢itlp Shown in FIG. 4.
[0040] Embodimens of the invention relate generally to the processing of
messages, such as e-mail messages, and some embodiments relate generally to the
communication of such messages to and from mobile device 100. Accordingly, only a
subset of network components of LAN 250 are shown in FIG. 4 for ease of exposition,
and it will be understood by persons skilled in the art that LAN 250 will comprise
addifional components not explicitly shown in FIG. 4, for this example configuration.
More: generally, LAN 250 may represent a smaller pzirt of a larger network [not shown] of
the organization, and may comptise different coxﬁponents and/or be arranged in different

topologlcs than that shown in the example of FIG. 4,

[0041] In this example, mobile device 100 communicates with LAN 250 through a
node 202 of wireless network 200 and a shared network infrastructure 224 such as a
service provider network or the public Internet. Access to LAN 250 may be provided
through one or more routers [tiot shown], and computing devices of LAN 250 may operate

from behind a fircwull or proxy server 266.°



t he organi zation, and may conprise different conponents and/or be arranged
in different topologies than that shown in the exanple of FIG 4. [0041]
In this exanple, nobile device 100 conmuni cates with LAN 250 through a
node 202 of wireless network 200 and a shared network infrastructure 224
such as a service provider network or the public Internet. Access to LAN
250 may be provided through one or nore f4auters [not shown], and conputi ng
devices of LAN 250 may operate frombehind a firewall or proxy server

266." -14 [001&%423“ a Vﬁ.u am;ﬁ&{late haﬁ'l%w zﬁd*l}lgﬁﬁgewmxeiﬁpﬁ el ess

VPN rout er hown] at’a” exc etween the LAN 250 and
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w reless industr VPN iﬁ’?ﬁd
directly thr omf eﬁgékgae‘gngfsé% Ie”s“ﬁgt %&?&E iuglﬂ?é 8 %t‘%h e
possi bility ofconsdction danbe edtﬁﬂrshédmalmcﬂymhougham speoifie wwciaﬂtﬂepw&iﬂeemmobile

avai | abl e and coul e n e.new._l.n Pr col (] I

(1PV6) arri veéie"‘i"ﬁﬁtg8 Ifﬂ'ﬁa&"éﬂ yrg ddng Fié't"fﬁg %Tqugetrﬁxg%%{y fo%noﬁ b%li?

gr ovi de enﬁugfhvml‘ab&dﬁaegxi‘aese iged wies tealkew I8@mErPraKc] ¢ \ngx_slimﬁe(ﬂwﬁmmee
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tine. An advamtade s Sedipiiay ol Perbruiot il FoviER Bhougo B HieS

of f -t he- shel f d!&%t@@ﬁnomﬂmss 10 R bry nRshile Bevige, aaﬁﬁpaq:aismwwpakmﬁmgmwy and
separate wireless infrastructure to, be us?,d A VPN co cti,on,

preferably be raobilpdswissrpicany Simecy it pdypntage Rt yeing B (witelssy dP“tFJs‘é\fﬁfﬁtcg‘ﬂf‘am
Protocol (UDPyal & BHﬂH&QEélPVPNtébn%héﬁteﬁottﬂa@mHﬁ@%% ﬂhﬂi@ﬁéds)gate@va?‘@tﬂ e
device 100 in this variant inplenentation. [\(}943 age @e&?eg for a
user of nobi | eSCPRIGIEBIEITY IfFASITPGIVRE|ta be Psgde cl é‘hcwect&nd%@i% Y &f 8268
of LAN 250. S%gﬂﬁmmm%:qwm detam I@Eﬂé/grﬂﬁ PRGNSTIPIAP cor@tiones
For instance, a nessage may have been sent by a sender froma conputer 262b

Wi thin LAN 250p dekivenihe nefissages diseethimmiabie deviqed 80 jnibis varieshimpleasiitieted t o
wireless network 200 or to a different wirel ess network, or from.a

di fferent conpldPABl devMsssages m@nciﬁérforcpeusprc@’ mabije Hevaceol00 ke faitialy Wéfé%@éd&
via the shared r Hﬂ}%
application Ser@?% psjr"%(-)‘)\{;‘nﬁ ?ﬁ%%% %u ?mg%?@?%% g?%\%%e I SP
exanpl e. [0044§ouMessqunsmtv,armmemqylhaa¢ bqpnamtéayassendtreﬁpm mmuteni_’@br ace

for the exchan a Y
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t he organi zat i fdwbidke200aso bdﬁ'ﬁr@emhsﬁnmmrh,cbrafmjn a different computing device or
other device capable of sending messages, via the shared network infrastructure 224, and
possibly lhrough an application service provider (ASP) or Internet service provider (ISP),

for example,

[0044] Message server 268 typically acts as the primary interface for the exchange
of messages, particularly e-mail messages, within the organization and over the shared
network infrastructure 224. Each user in the organization that has been set up to send and
receive messages is typically associated with a user account managed by message server
268. One example of a message server 268 is a Microsoft Exchange™ Server. In some
implementations, LAN 250 may comprise multiple message servers 268. Message server
268 may also be adapted to provide additional functions beyond message management,

including the management of data associated with calendars and task lists, for example.

[0045] When messages ate received by message servet 268, they are typically

stored in a message store {not explicitly shown], from which messages can be

subsequently retisved-and deliveied (0 Rsers. Tor 1A8tands; wn e-mdil olient application




recei ve nmessages is typically associated wth a user account managed by
nmessage server 268. One exanple of a nessage server 268 is a Mcrosoft
ExchangeTm Server. I n sone inplenentations, LAN 250 nmay conprise nultiple
nmessage servers 268. Message server 268 may al so be adapted to provide
addi tional functions beyond nessage managenent, including the managenent
of data associated with calendars and taskglists, for exanple. [0045] Wen
nmessages are received by nessage server 268, they are typically stored in

a nessage store ot expli.citly. s fr Lch:
subsequent | y rDé’F‘{aP‘%@Ha Eﬁaga%m%{}eé?g%ﬂ%y {Jeg‘ger@st‘.ﬂ@ %Ir&l?ﬁraleg% nﬁf&gﬁdﬁhﬁgﬁt
client appli calsk@nacctimapecdon mgssage serves 268.s Thaeputeges26add thay typimgllede t he

e-mai | nessages associated with that .user,.s account st d on nessage
server 268. %H@E@V?geé@%%?a%w&r ?@eaﬂdls'yﬁdé%’laﬁ’ﬂ/o%ceomp?%f% ved from mgssage
server 268 an ed locally on.co er, 262 0046]._\When rating.
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organi zation's information technology (1T) policy), to nmake this re st at
the direction efmipiseatoss gpssibly inggerdanee Wik AR AN EHR Si‘ﬁfPEPWP,te“j’%‘fl"&x t he
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device 100 is Its own e-mail address, and nessages addressed
speci fically tor upgnishe ecapseneecofispme re-datined paentc dn some duplemepiatensompbili | e

device 100 as bk Rio%s u&iétol 6 onhe HRA 588D Bid BsshE adbided Ipetlically to

facilitate the wreless co nication of nesSages and nessage-related  data
bet ween nobi | emabild dayice100 arechutosaiieslyredirested iomebikalevige A0 patheroare fcpisgdes s
comuni cat i Onsb?x‘ﬁ@&? dscRQPRgnent s 270 nmay be provided. In this exanple

i npl ementation,” WTrefess comuni cati ons support conponents 270 conprises a

nessage  MANAORGREH Ser el nafd hohirea i ERHAS BRI s Bk REd 272

Is.used to sp cally provide support for the managenent of nEssages,
such as e-nai | datedstapen mobilnalevige 400 end compangnts wf B9, aomaler @f gvireless
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specifically provide support for the management of messages, such as e-mail messages,
that are to be handled by mobile devices. Generally, while messages are still stored on
message server 268, message management server 272 can be used to conftrol when, if, and
how messages should be sent to mobile device 100. Message management server 272 also
facilitates the handling of messages composed on mobile device 100, which are sent to

message server 268 for subsequent delivery.

[0048]} For example, message management server 272 may: monitor the user’s
“mailbox” (e.g. the message store associated with the user’s account on message server
268) for new e-mail messages; apply user-definable filters to new messages to determine
if and how the messages will be relayed to the user’s mobile device 100; compress and
encrypt new messages (g.g. using an encryption technique such as Data Encryption
Standard {DES) or Triple DES) and push them to mobile device 100 via the shared

network infrastructure 224 and wireless network 200; and receive messages composed on
mobile device 100 (e.g. encrypied using Triple DES), déerypt and decompress the



message server 268 for subsequent delivery. 10048] For exanple, nessage
managenent server 272 may:. nonitor the user's "nmail box" (e.g. the nessage
store associated with the user's account on nessage server 268) for new
e-mai | messages-, apply user-definable filters to new nessages to determ ne
I f and how the nessages will be relayed to the user's nobile device 100;
conpress and encrypt new nessages (e.g.-4ging an encryption techni que such
as Data Encryption Standard (DES) or Triple DES) and push themto nobile
device 100 via _the gshar I wor k
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nmessage server 268 to nobile device 100. F exa S
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resour ces. user can then request more of the message to be delivered in similar-sized blocks by

message management server 272 to mobile device 100, possibly up to a maximum pre-

defined message size.

[0051] Accordingly, message management server 272 facilitates better control
over the type of data and the amount of data that is communicated to mobile device 100,

and can help to minimize potential waste of bandwidth or other resources.

[0052] It will be understood by persons skilled in the art that message management
server 272 need not be implemented on a separate physical server in LAN 250 or other
network. For example, some or all of the funciions associated with message management
server 272 may be integrated with message server 268, or some other server in LAN 250.
Furthermore, LAN 250 may comprise multiple message management servers 272,

particularly in variant implementations where a large number of mobile devices need to be

supported.

[0053] Embodiments of the invention relate generally to the processing of encoded

messages, such as e-inail messages that are encrypted and/or signed. While Simple Mail




100621 It wll be understood by persons skilled in the art that nessage
managenent server 272 need not be inplenented on a separate physical

server in LAN 250 or other network, For exanple, sone or all of the
functions associated with nessage nmanagenent server 272 ny be integrated

W th nessage server 268, or sone other server in LAN 250. Furthernore, LAN
250 may conprise multiple nmessage nanage t servers 272, particularly in
vari ant inplenentati ons where a | arge nuhber of nobile devices need to be

supported. 10053] Enbodi nents of the invention relate enerilgl, to fhe
processi ng of Emstadtotosnd (TGRS RFE§Zhheaders, apd Multipuepose Beerpl MalLEHERSIONs v vt ed
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protocol s such(@),%m,r@aﬁﬁmmmmm private encryption keys to
provide confidentiality and integrity, and on a Public Key Infrastructure

(PKI) to comupigsaj e i Nisesdia irea¥aging Protbecdy sudh as SIMIMB rilg ahipuhliaasl private
‘aut hori zation. Data_encrypted us|n ri.vate key of,a prjvate [ Rublic
key pair can eMryptine Ketr iy g?@‘f@@“%r?ﬁ;&é‘?ﬁﬁ”ﬁg%ﬁf’i% }}é@jc géf%yt he
pair, and Vi Ceruphiaetnl (P¥aY S0 ckR¥nunRthRY HdrrRfion Shdl evidema@haitiohionh and
whereas public key information is shared. |ogm For exa a sender

le, if
Wi Shes to sendauheriastioncDels eacypied BpiBaa BV KRE of pPEUAF BEVPUIG Y BBF fifhnt * s
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using the reciprént's private key. Alternatively, in sone encoding

t echni ques, a eeinfirmationdsévenmadepublic, yhemasnublic keydnfogeatiopds Sy pt t he
body of -a message, typically with a symmetric encryption technique (€.g.
Triple DES). THRO&R}ssi orForlexgmple, ithe sersdse Widesdo tﬁ@ﬂ&“{ug TRE§EASE dQ SpFestpiens m
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decrypted only using the recipient’s private key. Ahematively, in some encoding
techniqués, a one-time session key is generated and used to encrypt-the body of a
message, typically with a symmetric encryption technique (e.g. Triple DES). The session
key is then encrypted using the recipient’s public key (c.g. with a public key encryption
algorithm such as RSA), which can then be decrypted only using the recipient’s private
key. The decrypted session key can then be used to decrypt the message body. The
message header may be used to specify the particular encryption scheme that must be used
to decrypt the message. Other encryption techniques based on public key cryptography
may be used in variant implementations. However, in each of these cases, only the
recipient’s private key may be used to facilitate decryption of the message, and in this

way, the confidenmiality of messages can be maintained.

[0056] As a further example, a sender may sign a message using a digital
signature. A digital signature is a digest of the message (e.g. 2 hash of the message)

encrypted using the sender’s private key, which can then be appended 1o the outgoing
message. To verify the signature of the messdge when received, the recipient uses the




key. The decrypted session key can then be used to decrypt the nessage
body. The nessage header may be used to specify the particular encryption
schenme that nust be used to decrypt the nessage. Ot her encryption

t echni ques based on public key cryptography may be used in variant

I npl ement ati ons. However, in each of these cases, only the recipient's
private key may be used to facilitate decygyption of the nessage, and in
this way, the confidentiality of nmessages can be nuaintained, (00561 As a
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certificate co ormatted in accordance with an accepted
standard (e. g. tyficaBAlormd @0 &8icc@dmee akith am pepd standavd{pehXafexanpl e
certificate chain 300 is shown. Certificate 310 issued to "John Smth" is
an exanpl e of [DOSE}tifi CansidersElged, i which dmeNampleueertificors elindg0 BeshpWher red
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identify the cegidrfof €iat Crifidacie14( and)incirdena Hightddsigmsyre of the issuer 316 and the
certificate holder’s public key 318. Certificate 310 will also typically include other

information and atiributes that identify the certificate holder (e.g. e-mail address,

organization name, organizational unit name, location, etc.). When the individual
composes 2 message 10 be sent 10 a recipient, it is customary to include that individual’s

certificate 300 with the message.

[0059] For a public key to be trusted, its issuing organization must be trusted. The
relationship between a trusted CA and a usex’s public key can be represented by a series of
related centificates, also referred 1o as a certificate chain. The certificate chain can be

followed to determine the validity of a certificate.

[0060] For instance, in the example certificate chain 300 shown in FIG, 35, the
recipient of a message purported to be sent by John Smith may wish to verify the {rust

status of certificate 310 attached to the received message. To verify the trust status of
certificate 310 on a recipient’s computing device {e.g. computer 262a of FIG. 4) Tor




or gani zati on nanme, organizational unit nane, |ocation, etc.). Wen the

I ndi vidual conposes a nessage to be sent to a recipient, it is customary
to include that individual's certificate 300 with the nessage, 100691 For
a public key to be trusted, its issuing organization nmust be trusted. The
rel ati onship between a trusted CA and a user's public key can be
represented by a series of related certifgcates, also referred to as a
certificate chain. The certificate chain can be followed to determ ne the

validity of a certifjcate. 100601, For .pstiance, .in,th I &1 k1 cate
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shown in FIG cate 330 Is also required to verify the trust of
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such as Verisjgn.or trust, for | e t certifi cad
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certificate sery@a can deiRarasses stok Mihiation about certificates and lists identifying
certificates that have been revoked. These certificate servers can be accessed to obtain
certificates and to verify certificate aunthenticity and revocation status, For example, a
Lightweight Directory Access Protocol (LDAP) server may be used to obtain certificates,
and an Online Certificate Status Protocal (OCSP) server may be used to verify certificate

revocation status.

[0063] Standard e-mail security protocols typically facilitate secure message
transmission between non-mobile computing devices (e.g. computers 262a, 262b of FIG.
4; remote desktop devices). Referring again to FIG. 4, in order that signed messages
received from senders may be read from mobile device 100 and encrypted messages be
sent to those senders, mabile device 100 is adapted 1o store certificates and associated
public keys of other individuals. Certificates stored on a user’s computer 262a will
typically be downloaded from computer 262a to mobile device 100 through cradle 264,

for example,




certificates and to verify certificate authenticity and revocati on status.
For exanple, a Lightweight Directory Access Protocol (LDAP) server may be
used to obtain certificates, and an Online Certificate Status Protocol
(OCSP) server may be used to verify certificate revocation status. [00633
Standard e-mai|l security protocols typically facilitate secure nessage
transm ssion between non-nobile conputinggevices (e.g. conputers 262a,
262b of FIG 4; renpte desktop devices), Referring agai ntoFIG 4, in
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262b-can obtain certificates froma nunber of sources, for storage on

conputers 262ajpos6Rb and/ser compittre Abew,i 2% dae. (@pmmbmlﬁeatdeﬂogea gyt offhese
o ant ot on) B gsae Boraieh pudidt 2o b Bt BREIChIS Gh! i vice
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nternet, for imu%n) clyrqau{al?f m%§ ?esxcle?ocally or remotely, and may be accessible from within

an organization’s private network or through the Internet, for example. In the example

shown in FIG. 4, multiple PXI servers 280 associated with the organization reside on LAN

250, PKI servers 280 include a CA server 282 for issuing certificates, an LDAP server

284 used to search for and download certificates (e.g. for individuals within the

organization), and an OCSP server 286 used to verify the revocation status of certificates.

[0067] Certificates may be tetrieved from LDAP server 284 by a user computer
262a, for exarnple, to be downloaded to mobile device 100 via cradle 264, However, in a
variant implementation, LDAP server 284 may be accessed directly (i.e. “over the air™ m
this context) by mobile device 100, and mobile device 100 may search for and retrieve
individual certificates through a mobile data server 288, Similarly, mobile data server 288
may be adapted 10 allow mobile device 100 to direcily query OCSP server 286 to verify

the revocation status of cenificates.

[cO&8}] Tt will be understood by persons skilled in the art that mobile data server
288 need not physically reside on a separale computing device from the other componems




shown in FIG 4, nmultiple PKI servers 280 associated with the organization
reside on LAN 250. PKI servers 280 include a CA server 282 for issuing
certificates, an LDAP server 284 used to search for and downl oad
certificates (e.g. for individuals within the organization), and an OCSP
server 286 used to verify the revocation status of certificates. [0067]
Certificates may be retrieved from LDAP rver 284 by a user conputer

262a, for exanple, to be downl oaded to nhile device 100 via cradle 264.
However, in a variant inplenmentation, LDAP server v%’?gg rrgg be accessed
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diagramillustrating conponents of an exanple of an encoded nessage, as
may be recei vefrisyamapleressage server (e.g. nessage server 268 of FIG 4),

' shown gener gy, a5 950 Bhg 995 % FE 6 4B kR ko Bl of a

" example of an encoded message, as may be received by a message server (e.g. message
server 268 of FIG. 4), is shown generally as 350, Encoded message 350 typically includes
one or more of the following: a header portion 352, an encoded body portion 354,
optionally one or more encoded attachments 356, one or more encrypted session keys 358,
and signature and signamre-related information 360. For example, header portign 352
typically includes addressing information such as “To”, “From”, and “CC” addresses, and
may also include message length indicators, and sender encryption and signature scheme
identifiers, for example. Actual message content normally includes a message body or
data portion 354 and possibly one or more attachments 336, which may be encrypted by
the sender using a éessiun key. If a session key was used, it is typically encrypted for each
intended recipient using the respective public key for each recipient, and included in the
message at 358, If the message was signed, a signature and signamre-related information

360 are also included. This may include the sender’s certificate, for example.

[0073] The format for an encoded message as shown in FIG. 6 is provided by way

. of example only, and persons skilled in the art will understand that embodiments. of the



one or nore of the follow ng- a header portion 357, an encoded body portion
354, optionally one or nore encoded attachnments 356, one or nore encrypted
session keys 358, and signature and signaturc-related information 360. For
exanpl e, header portion 352 typically includes addressing information such
as "To", "Fronm, and "CC addresses, and may al so include nessage | ength

i ndi cators, and sender encryption and sigpature scheme identifiers, for
exanpl e. Actual nessage content normally 1 ncludes a nessage body or data
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100 of FIG 4) Initiate certificate searches on one or
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queries where inputting only a few letters of a name will return all certificates issued with
a name containing those letters as a prefix, or by otherwise using wild cards or blank
entries in input fields to expand a search, for example. The search request is then
communicated from mobile device 100 to mobile data server 288, which. then queries .
LDAP server 284 for the requested certificate(s). In this example implementation, located
certificates are retrieved by the mobile data server 288, and specific search result data
relating to each retrieved certificate, such as the common name and e-mai} address of the
individual (or entity) to which the respective certificate is issued, is communicated to the
mobile device 10¢ so that a list can be generated from the search result data for display to
the ‘user. The user can then select specific certificates for downloading to and storage on
mobile device 100 from the list. The selections are then communicated to mobile data

server 288, from which 1he selected centificates are downloaded to mobile device 100,

[0076) When a user of mobile device 100 recejves a signed message from a

sender, the cenificatc of the sender is required in cider to varify the intsprity of the




gueries where inputting only a few letters of a nane will return all
certificates issued with a nanme containing those letters as a prefix, or
by otherwi se using wild cards or blank entries in input fields to expand a
search, for exanple. The search request is then comunicated from nobile.
device 100 to nobile data server 288, which. then queries. LDAP server 284
for the requested certificate(s). In thisygexanple inplenmentation, |ocated
certificates are retrieved by the nobile data server 288, and specific
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[0078] However, multiple certificates matching the specified e-mail address may

be located by the search. In prior art systems, if the part of the message containing the
necessary information 1o correctly identify the requisite certificate associated with that
message was not downloaded 1o mobile device 100, the user may not be able to select the
correct certificate from a list identifying the multiple certificates located in the search with
certainty. The user would then have to guess at the cotrect certificate, or download all the
located cerificates for storage on the mobile device, which consumes time and bandwidth.
Similar problems may arise where data other than an e-mail address is retrieved from a

message and used 1o perform a certificate search.

[0079] Accordingly, embodiments of the invention relate generally to methods that

can facilitate a determination of the certificate associated with 2 message, {rom a plurality




data server 288. In particular, where the nessage i s not acconpani ed by the
sender's certificate, the certificate may need to be retrieved froma
certificate server by the certificate search application. [00781 However
multiple certificates matching the specified e-mail address may be | ocated
- by the search. In prior art systens, if the part of the nessage containing
the necessary information to correctly i?entify the requisite certificate
associated wit that nessage was not doﬁﬁ oaded to nobile device 100, the
user may not be able to select the correct ce&lificate fro %%I&a%ae
i denti fying t hicemificates lasatedin g Sermeh plene|op MOTeEGTHIAE FRIVE S SO T H -8

certainty. Th %S%O?Feew{vg]og&g% e BrdyPoRURES Binplnh dedits @@ mokiletdevicgat e, or
e locate

downl oad al | certificates for storage on the nobil e device,

whi ch consumesqdg a”%&@ﬁﬂw dthg. 798, N hewcprolieraingesterar inse nwhtedeofiat a
other than an*e-nuil address”is retrieved froma messaﬁe .anlglD used £o
perform a cer tsedréhing endgemeving condfrre} mmacabadingpief M Bsaion e Wi eperally
i nvention rel at enerally to nethods that can facilitate a determ nation
of the certifiaﬁg?‘g associated with a nessage, froma plurality -24 of

certificates |igegned | nyp. SeREY o AbuRRGaREssdPOWME R b 4 Saiing vitestegeven

where a nessa as no en downl oaded Inits entlretytoauser'§
conputi ng devimebike@evice bithifl BG s weyived a@UBRTBEReITEAT (7 BgnEssRep pREVEIARE of
flowchart ill rafi steps 4.n f AnGhl ReheAtdrveld d, Q¥siige
certificates iulﬁba 'e#’g i%ﬁ?‘eﬁﬁeﬁgﬁtﬁ%é%ﬁ%n%i S shdc%v\n‘?v genergléfy s 400.
[00811 At st epmdbkement sRsarljé oAEHI.c8 pushes o firit @at 9B the secciyed BIRPHRS HOFH8Yi ce
(e.g. nobile device 100 of FIG | S..f [ t S 98 v Sl Felite®- J.
nessage ser ver‘gﬁé‘f?s%)aﬁe SEVES o mo?ﬁg%ér@wé%’?‘%g?%ﬁ%#gﬁ?ation, a nessage
managenent  ser fy@herfangof hesedgel messaga gete rquet ofbe vser, Posblr prie affgiiiRes a
first part of the received nessgge stored . 11 phridra

nobi | e devi ce.PWEﬁ’FFélé’%"éﬁf’@eﬁ'ﬁ?la r%eﬁ?agggwceh?h%%%qggﬁﬁ%?g.d u‘ﬁﬁﬁe_rg parfs of
the recei ved npsfagReaabr afdamitRgyegtheader S5RoIEESK 6), phisbiiptypically nrovidedshsienum
pre-defined nessage size. The nessage parts delivered to the nobile device
wi |1 general | ybeginmna i@ mes388&r i nfornation (e.g. header 352 of FIG 6),

which is typically provided at, the egi nni.n f I
embodi nents of [Q‘Wéli nver® i“H‘IL?P‘S‘Fﬁ%‘SI‘?é a‘é%""}’r‘&ﬁa‘g‘sr‘?geﬁ%g z'?a\gggﬂdaegg%%*r allds
certificate I d@&%ihédt&?&eh@ﬁaﬁaﬁ Qath Qo tiedciobioll aieeshgemasa (e, patiteshepdergf e t he

header of the nessage). a_certificatge acconpani.es the receive ssage,
t hen the rressag:rgtssage)g.J )If a certificate accompames ihe rerg%wed message, therC the ﬂcﬁﬁéé g

management server can process the certificate 10 generate the certificate identification
data. In one embodiment, the message management server applies a hash algorithm to
ﬁash at least & part of the certificate. The hash is then used as the certificate identification
data to be added to the message parts (e.g. header) being delivered to the mobile device.
In one implementation, the entire certificate is hashed to generate the hash. However in
variant implementations, one or more specific parts or fields of a certificate may be
hashed to generate the hash, although the likelihood that the hash will uniguely and
correctly identify an idemical certificate may be decreased depending on the parts or fields
hashed, o |

[0083]} In another embodiment, the message management server processes the
certificate accompanying the received message, by parsing the certificate to identify the
serial number and issuer of the cenificate. This serial number and issver data is then used
as the certificate identification data 1o be added to the message parts (e.g. header) being

delivered to the mobile device.



managenent server can process the certificate to generate the certificate
Identification data. In one enbodi nent, the nessage managenent server

applies a hash algorithmto hash at |least a part of the certificate. The
hash is then used as the certificate identification data to be added to
the nessage parts (e.g. header) being delivered to the nobile device. in
one inplenentation, the entire certificatgis hashed to generate the hash
However in variant inplenmentations, one or nore specific parts or fields

of a certificate may be_. hashed to . generate the hash :

i kel i hood ThdP0#dle hasﬁ"&!ﬁ'ﬁ% .ﬁwreq‘é}gﬁv%m““&%%’r"e@?ﬁ ‘§/°‘?‘L e"%ﬁ’u ﬂ‘%ﬁgﬁe%%t i cal
certificate ngyedpedne ﬁﬁ@a@dmﬁkaﬁerﬂeﬂt Rgva miyharealid sgraturd-reldtefsinfommativadn
100833 I n anot her "'enbodi nent, the, nessage nagenent .s.eryver es .t he
certificate adh®msasigs HyreHye rdé@éhﬁ}e‘ae’ﬁ%@%%&?g%Sﬁﬂ@?ﬁﬁ%‘%@“@éﬁﬁ?’f t?'(e:at e
to identify the . 3Rriah 2eR&al AHbdr 984 REuep bf hb Ccrtifitatd dsed af dgn Hhinwswgs,i al

nunber and issuer data is then used as the, cer%i'éfl ate 'denltbifitg tiﬂ,n dat a
to be added t ofor ersnpiss SBhipcdaicip then peedgs theegpibicate P'Hffa“?}b a13,19,b8 gddeg 10 fhs

mobi | e devi ce. E%%e‘[fgg?éédﬁaﬂlrbﬁéiﬁé’delm%tﬁ@ﬁoﬁﬂméﬂéé.s certificate does

not accompany T message, the nessage nmanagenent server may pane

the signature- [o%hé%ed |} 9&&@?4’;&1&3&;&3, hiteofBe SaEA nufibbicind Ryer datadfrdrhat
identifies the sender's certi '

1cate associated with th ssage, such as
the serial numxetificuedas ewyifisateddentifieationrdatar might ke m‘ééﬂ?‘g t%gfgl?s% %&‘“ﬁe‘&ﬁé’ge,
for exanple. This OataSid HElhads sthndRmbliBndREE (fligRichificdribn b eailenasiat a
to be added to°tHe message parts (e.g. header) being delivered to the
mobi | e devi ce. désofigg]withrefermee wiGi Dasineshe sarigbuugrber d 1aupn data ME PRSI g
| ssuer data fr a Ml L & Is Lddon daiaQfia aefdl ght be
considered to gogbf%zsgﬁé‘%%%ﬂrg%t\%hegﬁc%érr%%ee (tﬁtg 1?%@%5%66 of a r?ggéh of an
actual certifi eadant imvlincintatens ddpendingporcthe level of sachdfiidesreds described with
reference to FIG 5), since the serial nunber and issuer data may he easier
to forge. Howey#n88]we ofTheigememtedyqrstifidate ideniification dlatadesm: be pessh fcoprignaly may

be useful in vari.ant i enen i ' | . 3 h t
desi r ed. [0086]'&?7’[@ %‘Eﬁgﬁ'ﬂefécf e%’éﬁr‘ t%['a ;%?:Oac?ag&lle eiﬁﬁ% féggﬁr%#egs‘g% g%]ssﬁguﬁéseé
to uniquely i genicilhly tbsulsebeethe scme sipdangated aigsuicaektedvinfometion ofdbei ved

nmessage. This may. b articul.arly usef.ul —whi gk PYY ATyl

si gnat ur e-r el af' “’Fﬁf“&?sﬁ%etde&ns%‘fﬂn}r‘ﬁg”&?‘ & %gegatérf{]e@age@e%%.ogg?%;gt ure and
si gnat ur e- r el atyesh detit@edditheooBR@eate.Fl G 6) has not been delivered to the-
nobi | e devi ce.

[0087] At step 420, a messaging application residing and executing on the mobile

device receives one or more panis of the received message, which includes the certificate
identification data, from the message management server. Additional parts of the received
message may be retrieved from the message management server in response 0 & user

Tequest.

[0088] Optionally, at step 430, the messaging application can use the certificate
identification data received from the message management server to determine whether
the certificate associated with the received message is already stored on the mobile device
'in one or more designated certificate stores‘ thereof. A corresponding indication of
whether or not the certificate is already stored may be provided with the message pari(s)
being displayed, or alongside an entry where the incssage is identified in a list of messages

received by the user, for example.

[0089] For example, in an embodiment where the certificate ideniification data

comprises a hash, at step 430, the messagiog application generates 3 hash for each




100871 At step 420, a nessaging application residing and executing on the
nobi |l e device receives one or nore parts of the received nessage, which

i ncludes the certificate identification data, fromthe nmessage nanagenent
server. Additional parts of the received nessage may be retrieved fromthe
nmessage nmanagenment server in response to a user request. [00881
Optionally, at step 430, the nessagi ng apgl.i cation can use the certificate
identification data received fromthe nessage nanagenent server to

det er m ne whet t he PRl Rrksmesdge | S
al ready storeﬂereﬁ"at%%"ﬁ% tth e@%g%mﬁﬁg%ﬁ&é?%FNé@n&&ggl gnat ed certlf’?cate
stores thereofnd &,@ﬁfé’sem@anhmgi hashitocthe hmhpmpxdEWﬂ@ﬂteidﬂﬁ@ﬁcaFW‘a in
certificate is alre st or Vi HIBSGA t

bei ng di spl ay&efler & d<b %/ E%hegﬁlyeﬁetr?ﬁca%anggﬂtd Sio?r%cfs%gtge IS ?ggﬂt?{f ied in a
list of nessaggse hasgca@gdﬂﬂdn lepnplolged alsmp,4tf0cm applizdat ﬁtls §tao89]thwmeemw e, in

an enbodi nent where the cer | cat. i dentifi LoD, bhash.
it step 430, diskisweatpredc %éqatcé Bﬁmﬁgﬁﬁﬁlgf% Pﬂp%g%ﬁ&ggh
certificate sygnfd ophnd Et@:emlehtf&adewmoudmgmef argelmated dhes;h gfhatgedn store
certificate stores thereof and co res, eac enera hash ash
provi ded as c@Fmﬁr-tl"eatﬂ@hP%j@ﬁt‘?shlrE"étng?W@aﬁl%tme ?&tﬂt S%ietr’eé’% EIn'tlia} V\Eet her
the certifi Cat1§dé ?eﬁle?@Q}See%tdeeﬁﬂnﬂﬂ the nobil e deV| ce. The sane hash

al gorithm enployed at step 410 is applied at this step (to the same parts

or fields of n[hago 15t O ednebtvely, GRbe embédib wiitid the cemifivat ideatifimtion dataot
hashed) in generating The hashes of the storsé:-d certificate caupi? %t gly,
i f a gener at ectompsibessrrial ngmberend 1ssPeE datacrt step 30 {h8 e IBPEPPHE F'r ecei ved

fromthe message AR a8t Clate et S Gheh demifilermated on Henumotieen
10

det er m ned ternatively, in an enbodi nent ere the ertlflcate
i dentificati ondeds;pém ommqr% é@‘@éﬁeﬁ strtifiemBeresharepkio fik segial aym grtanglt TP 430,
the nessagi n_g ??}5 é?ﬂﬁéat:@%denhh@atﬁﬁraﬁé RUFRET 1028¢eternsite OVhethad he
associ at ed Wlt cer |cate stored on the nobile device in one or

more desi gnat ecbnt&xatm:ﬁﬂmd)eﬂsmépleﬁmmvé’ﬂéé?wﬂtﬂo the serial nunber and issuer
data provided as certificate identification data, in ordergw det rm ne

whet her the coon]i cat dn varizal inplementations atep 3¢ FaY b eI &g app WB’S‘H‘l I'n
variant i npl erren.t ati o ﬁggmﬁﬁ%mlgm &%cg%fhfeno%g@@le%sﬁ in@RPplicaddn (88. by

residing and eX& H’tglaﬁ device ot her than the rressagl ng
appl i cation (eag@ertifiyate mambapplthatma) e search application).

[0092] At step 440, a search request for the certificate is made by a certificate
search application residing and executing on the mobile device. For example, the search
" request may be initiated by a user, who selects a menu option provided by the messaging
application that activates the certificate search application, Alternatively, the messaging
application or some other application on the mobile device may automatically activate the
certificate search application, upon receiving a message for example, and possibly after
determining that the cerificate is not already stored on the mobile device at step 430.

[0093] In requesting a certificate search at step 440, the certificate search
application transmits the search request to at least one certificate server (e.g. LDAP server
284 of FIG. 4) through a mobile data server (e.g. mobile data server 288 of FIG. 4) in one
example implementation, The search request comprises data that typically includes an e-
mail address, and possibly at least one name associated with the sender of the received
message. However, it will be understood by persons skilled in the art that a variety of

search queries may be constructed without depamng from the scope of the lnventmn




[ 00921 At step 440, a search request for the certificate is made by a
certificate search application residing and executing on the nobile

devi ce. For exanple, the search request may be initiated by a user, who
sel ects a nenu option provided by the nessaging application that activates
the certificate search application. Alternatively, the nmessaging
application or sone other application on4he nobile- device nay
automatically activate the certificate search application, upon receivVing
a nessage for ex l e, and pqssibl v..afier s [0 U driGeateiivied | Cat e
I's not al readﬁ%?aﬂlr)ed 0&‘ S(“Wé’gﬁm‘hﬂn bl%e&\?ﬁcsgwg]te&ug{]%pﬁﬁu 4§%a£t%%8931 aI n
requesting a Ggrddrificaas eatibBaigciic atarci reguedviibiat wasenade it $e1 ¢4k Be serificate

application transmts the arch, request, t.o at .l e | £ erver
(75, “CDAP scisateh sppBestign ophemone FiEe, ey Rl s FRALER e sefhlers B 13
data server 288 QfricbbdIréhh et RAR oncochifiebee strviibgnienhetile dma s&be. sear ch

request conprises data that typically includes an e- nmail address, and

possi bly at laaaés]one NAReRA60 Shebated/dettficates aaiodeloaddd tb e mollsi dewige
nessage. Howeve [

r, it will be understood b er.sons skil.l ed |n .| t hat
a variety of &@aﬂw@@ﬂéﬂﬂﬁcrﬁﬁym%d%‘ﬂﬂgﬁéﬁgﬂﬁc%ﬁsﬁﬁ ‘cagl‘e'ﬁg’ﬁdlt%p(%%% t he
scope of the ithaﬁé'}nio&'ibdw%@zﬁﬁﬁ%&ﬁﬁ&eﬁﬁre&sﬁ@, the nobile data server
gqueries the at least one certificate server for certificates satisfying
the search recpsky t hat Avaspa0ah@locstesRerifitatyddvintoadat to the cabie deder Bh
application of the nobile device. Certificates .o%at ed a%ggi E%tlo& gt he
search query ser46are pevesed by tercrifigate seareh anpligation, pdFiemiing WEkP Sy he

mobi | e dat a se§ VEficatd, AP 2Ry, MbichdsaRe £6ifichd asiRibddedith alid rdckived amssge, as
downl oaded to Ehe nobi |l e device from.the nobile dat ﬁwser.\/gﬁi| The

downl oaded cer ideftifisd b sheaertificgip ideatificption dataascerapasning e sreivad MEREES o i | o
device to undergo further processing. [0096] AL step 470.. the | ocat.
certificates dif97baded In @nehbodimsnt whers\the getl ’°at"sf‘gﬁufi‘@ﬁo’é%wpﬁpg@égege% by

the certificatg, ge : ' | PBricatiOn deleditd Maskidract Reatdekrtificate, and
certificate, | as%h@?%%g?gﬁéegﬂ?ﬁe@ggﬁa{uig? gcaté _assgci art, ed with the received
message, as | dempdrés eadh generdied bush to theduslepronided p sertficatsd LGt dhyi ng
the recei ved nessage,., tﬁ[mﬁgg @it @ bd bl Repl A0 §
i dentificati onoffg g’ conp %;%%ésptjggaﬁﬁa%s D R e

Ij , the certificate search ag‘plicalion_
generates a hasfipifedrat efsis step drathe dame paits pr felds ofite steredpatifertess i theyeMief at ed

hash to the hash ovi ded tah f:] C ks I, | SN datidred Certifiédey, to
determ ne the (F% ’éﬁteﬁﬁf%ﬁi%?'}:h%gﬂeggﬁ% %ggﬁhgggi&%il{aﬁ%enpl oyed at s',rtiep_ 410 is
appl i ed at thi pceb@ingly! if atdeersndrbashaf & given ldcatetl denifi¢ate metchesdhelpsh provided
certificates if the entire . certificates are not | ating the
hashes of the &feFafcalsifentificghiondata, (58} £Fini2h § dbhed 1B RN Heed Budififieant |

[0098] Alernatively, in an embodiment where the cenificate identification data

=g

comprises serial number and issuer data, the certificate search application compares the
cerial number and issuer data associated with each located certificate to the serial number

and issuer data provided as certificate identification data, in order to determine the proper
maich,

[0099] Optionally, at step 480, a list idemifying the located certificates
downloaded at step 460 may be displayed to a user, with an indicator or other highlighting

technique used to identify the matching certificate in the list. The user may then be

prompted o select the matching certificate (and possibly other located centificates) to be

stored in a certificate store on the mobile device for foture use.




Accordingly, if a generated bash of a given located certificate matches the
hash provided as certificate identification data, then a match is deened
to have been determ ned. [0098] Alternatively, in an enbodi mrent where the
certificate identification data conprises serial nunber and issuer data,
the certificate search application conpares the serial nunber and issuer
data associated with each |located certifigpte to the serial nunber and

i ssuer data provided as certificate identification data, in order to

determ ne the r tch. . d-0 ' ;g ; té stotedn th
identifying t r{g&f@iat egthé?ﬂ ?40? g’%%%éﬂ?%%égﬁéﬁﬁg{eagfgE):é@g'(%a r_rg%dbe ©

di spl ayed t o0 andtslerdeviek.t il ame embidimeny thix stext ey bé peforingt eiregatieally thyi thee
used to identify the matching.certificate in t | LS N r y then be
pronpted to secBificaty ﬁ@x%@fﬁgﬂﬂ” (‘E"é‘b?‘itﬂ’foé%ngg?g% foﬁétgéﬁkfoclagﬁ ?# ﬁe@rﬁg‘;cat ed

certificates) stored in a centifigate stor i i.ge for
future use. - 2@8?@8100] g V@Ta@be’ﬁg@mf'ﬁet aé‘fi‘fn%gc%gg{ra ¢ {e]t}:ﬁ %32?86 ng%%ire gd in
a certificate gephft sREwi]® veriBlitshestdemisder exhmpletefoeedrafiensorege.- t hi s step may
be perforned automatically by the certificate search application, wthout

pronpting a us@o1ézyr it Re@kingubenoe FIGSTEm AdGhart (GG sepsan wanstlodtof
-enbodi nent, the natching cgertificate nmay also he wvalid :

shown], to verjcpsphingand gﬁ&‘?""%ﬁ E\ads caf“f?rmé’i‘ﬁﬁlﬁ’fﬂ (an’bbngg?%? é:f‘Il)hfedig %@JPEE% gfrag"ble.
[00102] Ref err jdagrallp\ts 400W;| MethbB, 408k fid siwsilantol methbdi400, akcapy tlst epscertificate

met hod of searching and retrievi certifj.cates.in,another i of
the invention §e8rcBRBRFAUGRAEY £F§5}Q%§Brﬂéﬁ‘b‘? iRt ﬁ&%"nﬂ?g%ml eﬁoﬁﬂ?g?%{;%o #Et hod
400, except thats LR 1xEdchich rdyaés®), se@artEhnRpiN detbdehencabytpmsnly theenatching
certificate ideng[.ification data .to, the nohil dat.g ser%/ﬁe#ﬁi%ﬁ‘.e 'af‘\ﬁlieth t he
search request yenificgtetn the mabile deyice insigad of all of the certifigpiysd g""

matching certificate tqQ the bile device, instead,of .all of.the .
certificates | 4081 i nSperafice¥at plep 41%6?0"@5"%&@?&‘@‘&P?‘§/€1a‘%¥“‘?ﬁ%B"‘-i‘ﬁ%ﬁ t he
certificate i dgnpd fibGetdeoide Hatahd Mbdshpd! tharapeat o isdbrwaRhizd toihi ndbileddte e
fromthe nessage nanagenent, server is forwarded to the nobile data server

with the sear chervesquddhe seargh raqrest, dnthispmhodimegtofthednysni®ht i on. [00104] At

step 460b, the nobile data server processes the |ocate cert%Li ca]'gles to
det er ni ne whi ciP0188ht ed Ateiapi 460bathe mekile Hala serner RIeeptep (lOBAEL CTHCHEE O wi t h

the received JESHALE whdh 1 ARA iR RYardHRS e Slehifich@ Ak @ciatl@niv ihe aédeived dat a
e nobil e data

received at th server fromthe nobile device at step._440.

Only the mat chimegsaggrasiidangfedby thet desificattodentificetion date reneiverbi the HEPBW gada ot

this st _ep, for SeSIl‘J]QrSE%etI% ﬁ&bcﬁea&%iéenatast&e El&df i(ﬁﬁ’ﬁ ?heshﬁ{cﬁing certificate is then
downloaded to the mobile device at this step, for subsequent storage in a certificate store
on the mobile device at step 490. The user may be prompted for permission to save the

matching certificate before storage [step not shown].
[00105]) Details pertaining 1o the temaining steps shown in FIG. 7B are provided
with reference to FIG. 7A. |

[00106] In variant embodiments of the invention, other data that can be used to

" uniquely identify a certificate can be employed as certificate identification data.

[00107] In a variant embodiment of the invention, located certificates may be
retvieved from one or more certificate servers and downloaded to a mobile device without

being transmitted via a mobile data server or other intermediate computing device.



on the nobile device at step 490. The user may be pronpted for perm ssion
to save the matching certificate before storage [step not shown]. [00105]
Details pertaining to the remai ning steps shown in FIG 7B are provided
with reference to FIG 7A. [00106] In variant enbodi ments of the invention,
other data that can be used to wuniquely identify a certificate can be
enpl oyed as certificate identification dage. [00107] In a variant

enbodi ment of the invention, |ocated certificates may be retrieved from
one or rmore Ciﬁb%ﬂd\;wt eEEiG Elﬁs ahle ﬁQXﬂ?ﬂoﬁﬁQ@%éﬁde@cr@@hﬁ&c % r&erendetiiout
being transm t ia a rm e data server or other internediate conputing
devi ce. -29 1CGDmok]e ﬁrvbadﬂmrwe;, sfme ¢rabddinpents nanalpmbeanpbied tie deviceBe 1above
W th reference tﬁs%%rrﬁ?% eeﬁcogga/hgﬁa%fmﬂ@’lﬁénaﬁgﬁiEd diments may al so be

applied to a oaélﬂ ada to recelve encoded messages other than
a nobi |l e devi 01093, T t t RodhQ Afethié e 0Hific8les 118V N
certificates Fﬁmd&rjbodl ?f\hen{lgepgf&{)ﬁeﬁéﬂr%@deﬁl %%qn%a?/ %@ {)r ovi %e als cexecut abl e
software inst r&m!iadhmtssd:fch!nsedvennnn mwpmpmw:dctbmmu@blmﬁwﬂemwmﬁﬂﬁﬁcI ude

egard Lo a nuEPRETE a%%b R oty @%{r‘&‘)ﬂf@?ﬁ@eﬁﬁeﬂﬁﬂﬁﬁi'sf’ﬁgd““bty“

persons skille t hat.. I kb
made wi t hout d@;‘}g?? &S‘i)}ﬂ"f'ﬁé’“scg‘%gxg s rLted%Y]ﬁ‘\r}ggﬂ%% as gltc*l ned I'n the
cl ai ns appendeHohevee,t m will 32 Wdeistwd bylpersensskilied! ito fhesronthah mﬂlgr agrehnts and

Cender. the. moedsEatennmey of Ryt fof dBneionh B8 SR AL (repltal flR 2

associ at ed thﬁtﬁwxamapﬁmﬂmmmme met hod conprises the steps of: at a
conputing device receiving certificate identification data for the sender
certificate generated fromthe data in the received nessage identifying the
sender certificate, wherein the certificate identification data uniquely
identifies the sender certificate; performng a search to | ocate
certificates stored on the conputing device or a server; and processing
each located certificate using the certificate identification damto




determine if the certificate being processed is the sender certificate
associated wit the received nessage. 2. The nethod of claiml| wherein it
conprises the steps of: a) receiving at |l east a part of the nessage and
certificate identification data at the conputing device; b) providing a
certificate search request for certificates associated with the sender; c)
performng a search on one or nore certiBlOeate servers, wherein at |east
one query is submitted to the one or nore certificate servers to request
retrieval of bﬁgghed certificates satisfying the certificate search
request; d) r ing at | east one located certificate fromthe one or

nore certificate servers; c) processing ea | ocated, certific ri eved
at step A usi hg A methedpt $ﬂﬁ°z}’§(§é’_14 Ffé‘l‘ﬂvf”%icf TRRE e Pfﬁ}oﬂgeﬁ%cerr%rﬁfvﬁg%&fa t he

respective |ogal ﬁﬁ.}ﬁ%ﬁdeﬁ'ﬁ%@mdg@ chitfrishffueridanniing 4 enle catficnd steisted t h

t he nessage; and storing a located certificate on the conmputing device,
i f the | ocat etheravithj Whazein theimethodsowprnwe e stegs ¢fi f i cate associated with the

nessage as determned at step e). -31- 3. The nethod of claim2, wherein
the conputing devi g tempniievRe detivity cdrifithe itemtificdionfdaed &irnh@sendeer ei n

steps c) and d) are perforned at a second conmputin devi ce t he
mobi | e devi ce semificats geptrard o the it ‘H,‘gﬁwﬁ%ﬁgg‘ieh T%éagge%% y%gﬁg%tg %IF%P

U

device is a mpiadalfeRfl 8/ cortficalt MeiEida6h @htaCiniqualytidentifics thisemion st ep
(0]

e) is also performed at the second conputing device, and wherein the
met hod f urt hercettifieglesi ses the step of downl oading the located certificate
of step f) to the nobile device fromthe second conputing device. 7. The

met hod of claim4 R S8 580k B! 1BBuE kertificiey §ioredo the cormninp licvice devei ce,
and wherein the trﬁog‘further conprises the step of downl oading the

| ocated certifsexrvet,emd retrieved at step d) to the nobile device fromthe
second conputing device. 8. The nethod of any of clains 2 to 7, further

conpri sing di spl ayispgedink | Sith QbcateACadbibateC iy fliec adrifcatee ideinificadbradatattep d)
to a user on the conputing device, wherein the |ist indicates. '
certificate, idetesmipe if @et%@ﬁ:?@ﬁd’élngd’é?cﬁsﬁ?ésa‘thﬁ 95‘%‘%557’3&@% W?chatﬁ%wneﬂ?s age
as determ neq-cé’etiveﬁﬁx%& . 9. The nethod of claim@8, further conprising

recei ving one or nore user selections of certificates fromthe list, and

storing selected certificates in a certificate store on the
: 2. The method of claim 1 wherein it comprises the steps o1

a) receiving at least a part of the message and certificate identification data at the computing
device;
b) providing a certificate scarch request for certificates associated with the sender;

¢) performing a search on one or more certificate servers, wherein at least one query is
submitied 1o the one or mote certificate servers to request retrieval of located certificates

satisfying the certificate search request;
d) retrieving at least one located cettificate from the one or more cernficate servers;

¢) processing each located cenificate retrieved at siep d), using the cevtificate identification
data, to determine if the respective located certificate is the sender certificate associated with

the message; and

f) storing a located certificate on the computing device, if the located certificate is the sender

certificate associated with the message as determined at step ¢).




conputing device. 10. The nethod of any of clains 2 to 9, further
conprising the step of determning whether the sender certificate is
stored on the conputing device prior to step b). Il. The nmethod of claim1,
wherein it conprises the steps of; receiving the certificate
identification data at the conputing device; and determ ning whether the
sender certificate is stored on the conugyng device, by generating
certificate identification data associated with each of a plurality of

certificates st LR ener at ed
certificate iden fme (i onm%'mrg@%ggg bﬁ?’g %ﬁ]& ur al i 'td?g“c?? stored
certificates to the certificate identification data generated for the
sender certifidcafte mcthwdjﬁmlamﬁ avhereinrstegs cloendtd) farecparfommggtat RisprRg™d FRIISERE e
certificate. -32 12 le‘{]g %g ceany of claims 2 to 11, wherein the
certificate |&8ﬁfﬂ E I"on ta or a certificate incl udes a serial nunmber
and issuer data for the sender certificate; wherein each _|ocated
certificate i . pHrsaehadef elsingd, whengia W%‘Eﬁ’ééﬁ"%@“ﬁ%ﬁiﬁ"m IS RAbET Fssuer
data for the certificate, and wherein the obtained serial nunber and

I ssuer data i g COIMALREY ématuta@. &srméréxﬁ @thfe) ik de&f:drfmﬁéﬁ atm sd&hdtemﬂ;ﬁnmé' he

met hod of any of clalns erein

he certifi c at|
data for a celevict, @dt‘«éhqr?l@ F—hfdé%‘h%fl fetber eompgises 1Bg S1EP 3 %1 IF?E ger :
certificate; wi rfﬁ%nﬁ O?thbia homBhiebile fvick Holié fchifcom bﬁfgmeﬁzbgor' thm appl i ed

thereto to obt? ective bash for the certlflcate and wherein the

respective hashls conpared to the certlflcééeld nt i t|o %ga 14.. A
system for sedhcRhngetid of elim &wF AgWBRIFID;Siop Bp ?t o898

recei ved by a \b}ﬁe%m $d gigﬂﬁdﬁ'ﬁﬁ]{é%umﬁﬁh%s RRSSHEHOES doviildatiini Be Eﬁited bﬂﬁﬁ&ate‘syl ng
a sender certificate associated therewith, the system cgr’q])rlm ng: g) a

nessage managemtrieveddstepd) @dbmm@ale@ewg@ﬁwa@wﬁww&% entification
data fromthe nmessage, wherein the certificate identification data

uni quel y identgfirgs ,ﬁehﬁ,mrmﬁn}f 618k 4 1oCAREthed deompriEg Hﬁpldﬁng adisaefdptasd t 0
receive at |east a part of e nessage, and the CertIfICE ntlflcatlon

e
data, from't hecmwmgéemég'eﬂ?@ﬁ‘ﬂ tosiosgRgn the pRMpUFing dewits, Vher lﬂ}quQF‘@ fes
adapted to recgjve {éfg&'ie,p hﬁ ?ﬂ,uﬁsﬂw BBy tRAIERR ARodRWd GAth fHermessage as

certificates associ a e sender, performa search on one or nore
certificate sedstemdinddyatsteueryi ng the one or nore certificate servers for
| ocated certificates satisfying the search request, and retrieve | ocated

certificates fpomytRe Qe fUaitdd, Surfief LddiirfsfaeSBViNEbRE or more user selections of

certificates from the list, and storing selected certificates in a certificate store on the

computing device,

10. The method of any of claims 2 to 9, further comprising the step of determining
whether the sender certificate is stored on the computing device ptiot to step b).

11. The method of claim 1, wherein it comprises the steps of:
receiving the certificate identification data at the computing device;
and determining whether the sender certificate is stored on the computing device,
by generating certificate identification data associated with each of a plurality
of certificates stored on the computing device, and comparing generated

certificate identification data for each of the plurality of stored certificates 1o the certificate

identification data generated for the sender certificate to identify a gtored

certificate matching the sender certificate.




‘wherein at | east one of the nobile device and the nobile data server is
further adapted to process each located certificate retrieved at the
nobil e data server to determne, using the certification identification
data, if the respective located certificate is the sender certificate
associated wth the nmessage; and wherein the nobile device provides one or
nore certificate stores to store a locatgs certificate determned to be
the sender certificate associated with th& message. 15. A software

application for executjon on a_.conputing device, the.application

conprising a pllurBe W@f@%&"f&@@oﬁm? g’bd’ﬁ’@ﬁ‘”o‘h" ﬁet@fﬁgd‘%e@?ﬁ%%% fora

medi um ]E hel !&ﬁffilz&tfﬁﬂd%g& { SiaPQmibeF MdBb@SieRR safded betifftRkhehkds exhai med

ATy T Al ted carbifieats is parsed to obtain the respective serial number and issuer data for the
certificate, and wherein the obtained serial mmmber and issver data is compared to the ceriificate

identification data.

13. The method of any of claims 2 to 11, whercin the certificate identification data fot a
certificate includes a hash of at least a part of the sender certificate; wherein each located
certificate has a hash algorithm applied thereto to obtain the respective hash for the certificate;
and wherein the respective hash is compared to the cenificate idemtification data.

14. A gystem for searching and retrieving certificates relaring to a message received by a user
from a sender, the message comprising data identifying a sender certificate associated
therewith, the system comprising:

g) a message management server adapted to generate certificate identification data from the
message, wherein the centificate identification data uniquely identifies the sender certificate;

h) a mobile device adapted to zeceive at least a part of the message, and the certificate
identification data, from the message management server; and

i) a mobile data server adapted 10 receive a search request from the mobile device for
certificates associated with the sender, perform a search on one or more certificate servers by
querying the one or more cerificate servers for located certificates satisfying the search
request, and retrieve located certificates from the one or mote certificate servers;

wherein at least one of the mobile device and the mobile data server is further adapted to
process each located certificate retrieved at the mobile data server to determine, using the
certification identification data, if the respective located certificate is the sender cenificate
associaled with the message; and wherein the mobile device provides one or more certificate
stores to store a located centificate determined to be the sender certificate associated with the

message.

15, A software application for execution on a computing device, the application

comprising 2 plurality of instructions stored on a computer-readable medium, the

instructions for performing the steps of the method as claimed in any of claims 1 10 13.




