1 SECURI TY MODULE COVPONENT Background of the

I nvention The present invention relates to the domain
of security nodul es containing at | east one processor
and nmenories generally in the formof smart cards.
These are available with or 5 without contacts and
are used in different applications requiring security
transactions such as, for exanple, paynent,
exchangi ng of confidential data or access control.
Prior Art As is well known to those skilled in the
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20  More particularly, in the field of digital pay television these security modules take the form
of cards. They serve as means for the personalization and protection of access to

encrypted programs received by decoders installed at the location of the subscriber.

In order to improve the security of access to conditional access data and to prevent
different attempts at fraud, several solutions have been adopted such as: a material

25 encapsulation of the security module, sophisticated encrypted algorithms, encryption /
decryption keys with a high binary size, a multiplicity of cards or processors as described in
the documents US5666412 or US5774546.



2 In these |ast two exanples a Pay-TV decoder is

equi pped with a card reader with two openings into
each of which a smart card is inserted. The first card
conprises an identification elenent including the
partially encrypted personal and official data. The
second smart card conprises an application el enent
contai ning the access keys and 5 algorithnms that allow
access to data contained in the identification el enment
of the first card. This type of configuration is
presented in particular in a parental control device
that requires a second access control |evel by using
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Aim of the Invention

The aim of this invention is to improve in an optimal way the security of the smart cards to
25 prevent the fraudulent control of a cryptographic processor(s) by means of external signals
that interfere with the normal development of the tasks of the processor(s).



Summary of the Invention The aimof the invention is
achi eved by a security nodul e conponent conprising at
| east two processors each connected to program
menories, to non-volatile erasable progranmble
menori es (EEPROM containing the data and to random
access nenories 5 (RAM that serve as tenporary data
storage during processing, the first processor having
an interface bus with the exterior of the conponent
characterized in that the second processor is
connected to the first processdr by neans of an
exchange nenory (DPR), the non-volatile programrmabl e

and, fhasaPle ieRrY of the first processor having

read-onl'y —access through said first processor, the

second processa havi ad and. wr
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One part of this module processes for example the encrypted DBV data and the
cemponent is only a piece of silicon in charge of the security aspect of this decryption. It is



to be noted that the electronic nodule can be either

mounted within the reception unit or be connected is

a renovabl e manner in said reception unit. The

configuration of the conponent according to this

invention allows the conplete isolation of the second

processor in reference to external accesses. In fact,

there is no 5 direct connection between the two

processors that would all ow access to the second

processor with the aid of adequate instructions

transmtted to the first processor via the externa

access The nenories that connect the two processors
t?esmk:l%rtﬁét ®e éie!g%wuprno&\’éecan Iﬂégﬁjne? frbYfed \L ﬁlrhkf’ﬁeléeptlon unit or be

un esira or | |nat|n? rom ext erna

acEyweged 'éﬁderﬁ‘?\"at"ﬁ@‘a”mrﬁb‘ia'qﬁ?ﬂﬂ’ ‘deiffes to prevent

anal ysis, via the sanme accesses, of the signals that

novee cagdighetione eh theheontpaoend racedism e thig liventiopsallows the complete

pr %6'@@0%0(?’ tﬁ@@éb@ﬁd tﬂi%gésfsb{r 1htr§ferléﬁ&?ﬁ)3éﬂérr¢a$ ﬁ&cfessegaﬁhact there is no
nn cation its ram nus

g dopreetull B BtresS sl Sl Frorh t&“ﬁ&imd
c apnoyesecutwmhee eidygi tadegquafehiystoptina tracsmsttadrid eipee firdleprodepsor via the
Of o ltk}Ral APELA TG RenNECHEEC DN D Bvd procissd?é 94 @S BRier that on one

Furthernore, the latter cannot carry out 15 certain
cr Pandsgves *Qé’!@k HRdesifable EMeRds or igt”’y‘t'%fioﬁtﬁﬁe"t% gecesses and on the
aubtherHanadiseroes 0f préveet saeisdvip hecaseiccessEe of theesighblonhat move

Wi rstood thanks to the foll ow ng
TOde%%w$£é des ﬁF%%ﬁ%n that refers to the S|ngle
ure ven as.a non ativ
o P et E st aroh P SR GBI B prgap must
s clhrevesfiqgifbydhessecond drgcesmdul e conponent conpri sing two
20 processors each connected to a nenory set and
coThHeaet®d prazeSHdEcanN0 thisalayladrmabut teXayplsy@hirepastions independently

Dle ‘?ﬂel oj:»%ra?ﬁr?sc&ea}técp kg\/ t?é ;ép ﬁro&eggg'n“r%%m%pg tI%JIgﬁgth%t carry out

15 pr‘@d@l@ eificalfasiks gqlqigq te seqvrity witheitt thesauthgmﬂl@dofélw sgcond processor.
portabl e support constituted, according to a preferred
e nithe dinvestin, wib foe dbetierr whdergiobg ;ttmdkswtot the f@llbwiag cletgedMBScription that

t h’@fenfs% Hﬁle%fngl%%ﬂﬁ&‘é& figtd gi %9&?1 £%tr%ﬂ NrhitatRe eld¥ipiEOMPONENt

i ncl udes™two process A, CPU B linked by
nge randon1access menory DPR and by

of
g%ﬁﬁﬂ;égﬂgﬁrﬁﬁééﬁggr nmrabl e and erasabl e

Figure 1 shows a block scheme of a security module component comprising ftwo
20 processors each connected to a memory set and connected to one another by an

exchange memory.

Detailed Description of the [nvention and Operation Examples

The component IC in Figure 1 is generally produced on a single chip that is mounted on a
portable support constituted, according to a preferred embodiment, of a card equipped with

25 access ACC in the form of contacts or an antenna.



menory EEPROM A. The first processor CPU A is
connected on one hand to access ACC and on the other
hand to a random access nenory RAM A and to a read
only menory 5 ROM A. The second processor CPUB is

al so connected to a random access nenory RAM B and to
a read only nenory ROM B as well as a non-volatile
programmabl e and erasable nenory EEPROM B. Accordi ng
to one alternative, a supplenentary non-vol atile
progranmmabl e and erasable nenory STAT can be
connected in a read / wite RAVway to the first
processor CPU A. 10 This serves for storing, for
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decryption of management message EMM or the management of keys and of decryption
algorithms are intended for the second processor CPU B.

25 The second processor CPU B manages and executes all the security operations that
require encryption / decryption keys stored, for example, in the read only memory ROM B.
The non-volatile programmable and erasable memory EEPROM B contains the programs
as well as the algorithms necessary for decryption accerding to instructions communicated
by the first processor CPU A via the exchange random access memory DPR.



Thanks to the configuration in read only way of the
first processor CPU A the contents of the

non-vol atil e programuabl e and erasabl e nmenory EEPROM A
cannot be nodified from the exterior. Each
instruction of the processor issued through commands
received via the access ACCis tenporarily stored in
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The memory that will contain this right is the memory EEPROM A in our example. Since
this memory is accessible in write only through the processor CPU B, the processor CPU
will transmit the management message EMM fo the processor CPU B via the exchange
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operations to be executed The block scheme of this type of configuration would be an
extension of that in Figure 1 wherein each supplementary processor would be connected fo
an exchange random access memory DPR with two ports, one of which would be linked to

the first processor that has the accesses towards the exterior.

According to one alternative, the exchange random access memory DPR of separation can
have as many supplementary ports as necessary for the connection of additional

processors.



CLAIMS 1. Conponent (1C of a security nodul e

conprising at |east two processors (CPU A, CPU B)

each connected to program nenories (ROM A, ROMB), to
non-vol atil e programuabl e and erasabl e ( EEPROV)

menori es (EEPROM A, EEPROM B) containing the data and

t he random access nenories (RAM RAM A, RAM B serving

as tenporary data storage during processing, the

first processor (CPU A) having an interface bus with

the exterior of the conponent (1C), characterized in

that the second processor (CPWBB) is connected to the
first processor (CPU A) by nmeans of an exchange nenory
(DPR), the non-volatile prograggebl e and erasable

menory (EEPR(]\/I A) of the first processor (CPU A

havi ng I (R _for said first processor
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unit, said accesses (ACC) being connected to the first
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ernal processing unit, said accesses (ACC) being connected to the first processor (CPU

A) via the interface bus.

4. Component according to claims 1 to 3, characterized in that the first processor (CPU
A) includes execution means for known tasks of the security modules and that the second
processor (CPU B) includes management and execution means of security operations
such as authentication, the decryption or the management of keys and decryption

algorithms.

5. Component according to claims 1 to 4, characterized in that the program memory
(ROM B) and the non-volatite programmable and erasable memory (EEPROM B} contain



10 the prograns as well as the algorithns necessary

for decryption according to instructions conmunicated

by the first processor (CPU A) via the exchange random
access nenory (DPR). 6. Conponent according to claim

4, characterized in that the second processor (CPU B)

i ncludes verification neans for data received via the
accesses (ACC) and the exchange random access nenory
(DPR), said data being tenporarily stored in the

non-vol atile nenory (EEPROM B) at the tinme of
verification. 7. Conponent accwording to clains 1 and

6, characterized in that the second processor (CPU B)
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P provided with galvanic contacts, of 1ISO 7816 format, forming the accesses (ACC), said

card functioning as a removable security module in a Pay-TV decoder.

9. Component according to claim 1, characterized in that it includes at least one
supplementary processor connected in read / write to a first port of a non-volatile
programmable erasable supplementary memory, the second port of said memory being

connected in read only to the first processor.

10. Component according to claim 1, characterized in that it includes at least one
supplementary processor connected in read / write to a supplementary port of the non-
volatile programmable and erasable memory, said memory being connected in read only to

the first processor.



