10

15

20

25

30

WD 2004/ 074957 PCT/ CA2004/ 000250 SYSTEM AND METHOD OF
MULTI PLE- LEVEL CONTROL OF ELECTRONI C DEVI CES
WOEROSS7AFFERENCE TO RELATED APPLI CATI ON Thi s  PCT/CA2004/000250
application clains the benefit, pursuant to 35 U.S. C
119(e), of provisional U S. patent application no.

 STEMioh BB e RO G Hevies

DEVI CES", which application is, by this reference,

RS pur poses.
CRﬁgg;“EFEEE& iy |||| a appri g;‘mb‘bﬂ ates gener aI ly to
eI eThis applicati@vilsias, thabehdfiy ppa;utant(w BaILS.Ce M), bf pﬂ@vnsnonal u.s.

era ns of b le entities
patBRFoRlcaipr nar iAo o4 Feoiva 212003, SifodRehi AWS METHOD
OF/N'?ULTIPLE—LEMEQQI@NFR@DVJFEUE@TRONI@EE\%EE%S viHi® blic@ion is, by this
provi ded with access to office supplies and equi pnent

refergnqee h@%?@&i InGorpRERte8 ATy fgr 8l PHPREES-ons. St andar d
equi pnent typically includes at |east a personal

. co&Eut er é PC), and may al so include w rel ess nobile

TE ; ibn devices and other types of electronic
primgém}l@%\ﬁ&?@%ess g@[afﬁ FB@D&E%% vfc%a %&ﬁﬁg@ggglarto controlling

opargiians of endt devicesroykeulide sotities, whis enayfbeafifférest from a device user.
equi pnent. Enployers are usually confortable with sone
degree of personal wuse of such equi pnent, provided

BACKEROUNDXRBONal use does not interfere with nornal
job  functi does. cur additional costs, and

conf'e? ﬁgrﬂﬁ?ﬁqﬁ C pgmp@y%%s aljen0 %g@v[dﬁgé@thoeccess to office

suppliésid siforneht USRS useld n@ﬁerﬁirﬁ\ﬁgr iSHURBRY.| StBndatd @@ﬁlplh@r‘?c typically
owner of the 20 device, and the user and owner

inclygse 24ileastr mersaeet SprPYies 818 a8be phabatsod hgluge wgeess mobile
coﬁﬁﬁﬁ@ét%' o%vlé:é@ aﬁ@ﬁth@ﬁa@@@ 6t élé&%nﬁé‘déﬁﬁé@aﬁgh&%ﬂ s%'cﬁ%alwpment is
for exanple, loyees are expecte
intepded arimarily rdusinges, iof wodwieltedriureaseragsers saretinigs malke personal
I 0 t
oo U OGS LTSI AR B crpesons
useopfeauah |eqn|p0fent:3Ipemld&mhilhet ithe\pecsmal ase dowsenot lidadsreavith normal job

B e R S UG ETAE  epiEapacd
_exelnuhwé fypet besitlevions a Udewer e eldchbsic deyipe iDhotshbemer of the

o TS LT Gl o o o e

Acdeptapleniddmay ue %Eeﬁﬁ’éd BYycompaBy WBlidis, idexafpldl dmidheMBlloyees are

restrictions an the owner policy file. In addition,
expssied; te dpllom: put & qospQsateeyisi %qraﬁten hagriiile; haRy saatrol over how
ele@nid YevidBRYarBaMGmeR9%aR0! A&doRfing E@Bné tkﬁéfwﬁ"'s%ﬁe%@ for controlling
manage and enforce. "Known el ectroni c device
opes@inIad ElestprRiEsViers, ABPWPEIOadEe Paicy filglantgpd de\rl@e/@I restrict the type
r
of c%%}’dtlgﬁns gﬁgéf%@rﬁogalﬁ%ﬁéﬁﬁr @at i Fg \eé( 5[@%%?}/ ?qenc?egfi% ?—Iov@ever this
type of scheme is sometimes cwcumvented by a user by either deleting the owner policy file

or replacing the owner policy file with a user policy file which may include fewer restrictions
than the owner policy file. In addition, particularly in large organizations, more than one entity
may have usage policies that they wish to manage and enforce. Knownelectronic device
control schemes do not provide for multiple-level device control.

Therefore, there remains a need for a system and method of multiple-level control of
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WD 2004/ 074957 PCT/ CA2004/ 000250 el ectroni c devi ces.

DI SCLOSURE OF THE | NVENTI ON A system of mnultiple-Ievel
w@emwood9sof an el ectronic device conprises an PCT/CA2004/000250
aut horization 5 information store configured to store

aut hori zation information conprising data integrity
eb@f&f ?%U&Bntlcatlon informati on for each of a
ity of authorization levels, a controlled
|nfornat|on store configured to store controlled

DI f e l[1ing operation of the
; an insertion nodul e configured
to Aeyaeme:f@:ﬁmtpléalek/@lctohmélmfméleatrbmmm @hﬁﬁhsm &l a@R6rization

of the plurality of authorlzatlonlevelsfro
infay BEF'%SwEeoC%‘ﬂ%l@éd {q@oqe,ﬁtgrgqqz@gprm OHPa‘fCWeCW@I“Qé’&“a integrity and

authemticatibl Gtointdtioh "k 'éé@h agtda gﬁﬁrﬁl‘tm dtealtheriZagon Ud\RIs, a controlled
source Is a party authorized at the one of the

infgsmatien ploge eenfigutelde isiaae icontrolied dnfarmpation doraepninaltingl gparation of the
eIebtchrﬁ‘ﬁHleﬁF ,aé]f& a4 e dnCAbEAE cohﬁé}&%@% 'ré’éénfe%oﬁt*b‘ﬂe&’%ormahon
of the plura 10

of authori zat evels, and to st
asgoiatechwit anecbf thedcrhwrrahiv bé@thmzatlmleveiﬁfrom atShE!rCeotntCh@tkl tbejlntegrlty

of thgf' eo[\T/? gﬂro‘cﬂ%&’ Infor %r?aﬁ@geté @h%ﬁgﬂﬁﬁé&gcé E%Z)ial}‘(gggthorized

con ormation s ver ourc
at thaphg ofetheé hluralmmi aathotiretion rrea/etsfbaséreon the dpiamtagrnty ynabéuthentlcatlon

ori z
el 15 he e B Plardied Pt AReGraPY LbleRy o B e e receives
coritfofled MormaUbM @ the @bhiedliet Mformigioh @tbre ahprd the nge@kay af the received
[ nte%rlt and authentication information for, ea

confi e inipATEOB 1S AERTIRS: FVAINEOTPU G Bl & PBHY AHNiEed Bbificone of the

pluftiy GrewtHoregion @@igontrol led information associ ated
with one of the plurality of authorization |evels at

t heAdnadiaed @ m&lmﬂ%{ﬁV@lecomr@lrﬁf glegtiorje de\dees cORWEReSHGE Siges of storing
autgartlz%%% fnforfat mﬁﬁ‘@ﬂﬁ&%ﬁ# o YRt iRL BRG B R for each of

eterm ni ng e source Is a arty aut hori ze
a pauralith of auiboridatioiéevelseraan electioniadetice,irecaiviog cortualed information

a8£%%or ma{ln BHS f ﬁm%t uﬂapt&eogr ' Hgé}%'nqg\'}%]s? ?{ h%faelléc?%nic device from a

for t ura
sowaod, lvbeckirag the intégrinedidhe rezaited tmtrdhgd Mfwmlmnreandeiétermining whether

trolled,informat,i devi ce where ,
theplrcerh 2 ot B0 RE e 8Bk pliBa BBty T BBl spec on the
dat‘aﬁnté@ﬂy éhcgﬁshtﬁéldlcﬁi’l@ iBfdh&on fer 1?@ op@ﬁttye plutdﬁtyrdf aetdo@zauon levels,

e .on of the ura of authori zation
and B iBe Feped CHBFOIRA I OiStA D Sh HE S s cie VBB e inegrity of
the&@éﬁl\%ﬁédnﬂﬁlléaf infolRRNIS S&TeR 8 QYR i€ abBRY authBifzed at the one
gregation of steps, or portions thereof, into a

Of‘%‘ﬁrﬁ’{ﬂr 'tﬁéPfe%NthkzahQn 'ﬁV?Jﬁe other steps, or the
r eo"rglsrrhéfﬁ?@fs r%fcﬁ ited 't& 'tﬁ@!)rdé?‘ ﬁeﬁ’é oSy h%@%té’b%%escnbed

sSpecitTl Ca cont enp at ed. |t|on one or
abeyfe; tatberdmecaggﬁwtlgn @pstenayort@rmr@rtb@reafs info mpainale s’@@ or multiple

a ) o . . . ! 3
orBESEAREY Tl 1RSI BT ARRRELR Ao UL Sy spesialy
corﬁem'plataiddi additiont ons bomede ofribé dasdribed stepemaayole storesl as computer
o} e SR LRI B S o R B Bppacavie meata
Ins&daees,.or Ewdgi‘t@h téﬁ etgteainﬁﬁmﬁor@d end erﬁdJrg SCEDE] cﬁrqsloftrmgts theleof, may be
ns_and net hods e descr or W econe
xSl Bh PSR A DYEO Sty ISR 5 PTG BB el Ped
desguitidrifédiures of electronic device control systems and methods will be described or

will become apparent in the course of the following detailed description.
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-2 WD 2004/ 074957 PCT/ CA2004/ 000250 BRI EF DESCRI PTI ON

OF THE DRAWNGS Fig. 1 is a block diagramshow ng a
WeowrTIsAat i on system in which el ectronic devPCEEA208/000250

used. 5 Fig. 2 is a block diagramillustrating a

system of inserting authorization information and

controlled informati on onto an el ectronic device. Fig.

3 is a block diagram of an electronic device in which
BREFSDESQRiBiﬁGNﬁFﬁ'ME PBRAWINGS pl e-1 evel control are

flow dia [ a

reCHGa f 2 Hogk Baierh iR er Bt RRkonaVien b ger sigctroni

 deviveseke€asgdini ¢ device. Fig. 5 is a flow diagram

illustrati met ho i nserting controll ed
i nf'gBnats %H%S'ﬁfj@gé?ﬁ” ‘?lgqstgagmg @rﬁygteaggﬁ ipgerting guthgrizadiop information

and éthoHBcﬂﬁf@MbﬁcﬁW&WtB%n%lé&}bﬁﬁ@@le@iﬁe controlling an
el ectroni c devi ce. is a block diagram of a

wi rieged s %ﬁ@pkélag&mﬁa@ glectenieldoyie inawhigh aeyaiep! @dbmethod of
mul%ée%\m@kﬁﬁg %wﬁ%ﬁé,ﬁg‘j BEST MODE FOR CARRYI NG OUT

I's a block diagram show ng a
confiig isatfioprdiagremélivsiratingia ro¢thed efdnsedingautheezatios infermation onto
T ni cati on system 10 includes a Wde Area
an ﬁeﬁ%mﬁgﬁéﬁ\b 20 coupled to a conputer system 14,
a WF lge?p lesasﬂommlagyam ilyatrativgya riéthodofdnseringraootralied lriimmmtlon onto an
| t i\letwork (LAN) 18. The wirel ess network gateway 16
ey Eonéﬁ 0'®onnected to a wireless communication networKk

20 Fig. BVl fbovdiabFaeh SisEwinih inlethatbDeMisntrelatd @rﬁleléewérﬁ@déﬂce
blle |ce%th|s configured to operate.
gt el a&ﬁ%‘i‘ 52 wirglgskingilegony ‘E?ﬁ'o'@@ev'%ﬁscﬂﬁ‘ gxample of
an g@aﬁdr%la@ﬁcet_o 25 comunicate to the WAN 12, the
Internet for exanple. A PC such as the conputer system
14 normally accesses the Internet through an Internet
; O¥IHRYINETUT TRRANVERITIGR  Servi ce Provi der
0 DOT 3 AN 18 i s ah exanpl e
of Rigt 9vps @ablovxb dlagn:gn e;hownng raveammunicatign systemuintwhithe electronic

oo RSB ity SRe R RRIONGS S REES ek by o 12
couledhora ¢dmepuder patemt ¢4 | ANiIrélBss aetd@tlag&ewaﬁﬂ&%‘ad a corporate Local
rref BT IPARRI S FRTBIPER TGP srSGay 1R oo B8 S 2 wireless

conﬂﬁ@nﬁl@dit@ﬁ reblerklot iR wiidhha Wirelebe mobiile ];8mrr&md:am;rt bewtd 22 (“mobile
t er nal ens via the WAN 12. One type of data
deV )v@rcong%%ﬁﬁm OP&iad in corporate networks |ike the

|—ANI'H'e<3 chinpBiteMBBRAE 139V e deskidPWOr ERISATE, BIREY 88 Tonfigured to
i ncl ude, for exanple, M crosoftTM Exchange Server an

conm‘aprmgat@@%h@dNANWQeH'@ Iplgenet for example. A PC such as the computer system
14 normally accesses the Internet through an Internet Service Provider (ISP), Application

Service Provider (ASP) or the like.

The corporate LAN 18 is an example of a typical working environment, in which

multiple computers 28 are connected in a network. It is normally located behind a security
firewall 24. Within the corporate LAN 18, a data server 26, operating on a computer behind
the firewall 24, acts as the primary interface for the corporation to exchange data both within
the LAN 18, and with other external systems via the WAN 12. One type of data server
commonly used in corporate networks like the LAN 18 is a message server. Known message

servers include, for example, Microsoft™ Exchange Server and Lotus Domino™. Where the
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-3 WD 2004/ 074957 PCT/ CA2004/ 000250 data server 26 is
a nessage server, each of the conputer systens 28 in
w0 b@4OANS18 | npl enents a nmessagi ng client, surtT/@s2004/000250
M crosoft Qutlool P, Lotus NotesTM etc. In this case,
nmessages received by the nessage server are
[ t, S
datgI s [’\{?('5%% elg% Fn% ésg@‘g@ eagﬁ 8\‘"5&% c@ﬁg&gpggstg@ggifﬁﬁ tﬁg LAN 18
lmptlementd; a nmsgaglraag ctiest agcmagﬁ MErasbft GntloafyeLatus NgtestY, etc In thns case,

me sr?g%tre%ﬂ? i Vlséﬁz) %Eﬁnfgs%qt%%gg&{g{é#%H’Ut?@ﬁE%E)Pg%M Iuser Saccounts

addR@s¥ed ¢ 1Ak fedeli@t nfessAdég)aNd hfkahertigccetfrrbyia/es thedugh a messaging
servers supporting resources that are shared between
cheph@oqq@tpm@go@aﬁ%my@ﬁerg Stenms 28. Sinilarly, a single
dat thrﬁﬁPN BhlyZPdarBYservet 08 iislsnd hithe EANUIRS thdRBSKillEY §the art will
as el ectronic nessagi ng, dynam c dat abase st orage for
appiggiate toat 3 kANJARR ,otheyctypes oft servera SKPPOrRg reseurags|that are
sha?&!jbémg @tn%{v!/d?ﬁed Qrgp’ijéé&géféng%\é'. %ﬁnﬁé?l?té Qb leUEF LMRer 26 may
as descr rern are applica Peto A
prowdel mmtmiajen@tfonel stich me electronle riessagingn dyiamic tatahase sivrge for data
2 WLE el t MO n r
ey feioBEE it U f it ¥l ot e oidlor R BTE 95868 contro
sys‘mde ahdhenatiodals| &5 desdribed 2i2reilbach applicabledos aile range of electronic

addr 15 the nobil e devi.ce 22, encoding or
devé‘ieﬁ@”aﬁ%@%??sansform ng messages for wirel ess
tr anm&élegsﬁ netddek gasway herpro\nd@r arapeerfddBad i laqmﬁelésrsenetwork 20,
perforned by the wrel ess network ate

thrwgh&f&@%@%m@ﬂgsé B Shergobigrenice 8@@@8@% as addressing of

theORRHMA EdeMdeh ZQDreﬁCé(ﬂﬁ%ﬂ orOBfheWiitEe ! RABIMEP fesdBged rfor wireless
whi ch case it also determ nes a nost |ike énetvvor
14

traffsghissigs andngy ether indeface fyadtions aro peRaMRA SV Bhe witeleer f1etwork

oo SBBL A7 HREES IR RSB BB G518 i e v
onecwingless o 20d mwiviieh casevibdleedeiemninesd owist hj@l)dmtwgré( fordocating
theﬁicr%l‘g% H%ﬂge Q%%@E:J%&gs%@ (}{lﬁ&égﬁwa'bgeﬁd Vc%'% g%%g%‘%%# Igg feen ¢ countries or
netvorkst i onal ity, a nul tipl e-node devi ce capabl e of

VOI

perg%@c’%&? etQ/g:]eo ﬁ St{ogpesr(ng(sA g%‘%g?cgﬁ%fjglgg% device, a voice

coriinlBib&ifh G0 aI @al-hRIAs, cofimEhiddtibe ldesise rsadie sV rbile telephone
operates in conjunction wth a |laptop or  deskt

eragwe datagpd vaie csamgﬁuet9ﬁiwévn<§*9§$®me«m'wm®§§%me capable of
vouEJ‘ %afé%Nd%é?@be@6?&@?%%@&%@,9?6&%%%@&%3@@% il%A ) enabled for

device 22 through the wrel ess network gateway

wirglpsserammunietions A pvdieesamogPaEydichRpelmesdn garménﬁlyg wifya lpptop or
al Private Network (VPN) routers
deskibop Vﬂéfnﬁjﬁé'o%y%ﬁﬁgf u i v (VPN) rou

coul emented to provide a private interface
to Aanmtés@yawwkacoeswtqtbe AN YPRay sucleange messages with the

moip e m {ﬁ@@gttﬁg \A}'rréigs& ﬁeﬁfoﬂybé{%@@? 18" 'A}féllhgtw E)Ei&gtgglvireless

0 One or nore I'e devi
net@2rid gatewg;ns tsueh vasr glireless Néituad r Rrivate Nfét\ponkvatFEN) routers could be

|mpllennt1éer§tge<§l ?oep}oc\)/ldtehaeprrlr\})

k?e interface to a wireless network. A wireless VPN router
implemented in the LAN 18 provides a private interface from the LAN 18 to one or more
mobile devices such as 22 through the wireless network 20. A private interface to the mobile
device 22 may also effectively be extended to entities outside the LAN 18 by providing a

forwarding or redirection system that operates with the data server 26. Such a redirection
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device 22 may also effectively be extended to entities
outside the LAN 18 by providing a forwardi ng or

WO e@is0eesT on system that operates with the datBCHEA§®H/000250
26. ‘Such a redirection -4 W 2004/074957
PCT/ CA2004/ 000250 systemis disclosed in United

sys%rﬁ?se(ﬁséﬂ?éeam Untted sﬁ?ﬁé%{%% NoZ a?ﬁ%ééﬁ \Am%h??%reb)émc?rﬁorated into

I ncorporate I'S app o]y refeerenc

~ thigt appﬂ;catyopé)yméfeﬂapse eimthis fyperof sgtefa,nmamnegmata ieras reedivey by the data

erve 26 and addressed to user a .
sergbrd BhflepPEseoh 7 4B8ERTE RIS SR 22,5 eaClordhon the wireless
netwetKl\Méffacét eitfencewiraiédshePN aowter, ehe wreldBbl gatemiagr16, oh€ome other

, at ewa , or othe,r 5 interface, to the -
intaffepe 3o ARPIEES KewgrcAlenbiong Upa s meblRgii o8 2de Areter aitemate
intetface AD e @4ta BehRF PBiCa WiRdIgdsf R&;ﬂlcéﬁbnt Ihr%tdiét ?NAP)” Mﬁéw3§5 In the

is a Wrel ess Application Protocol
abqveexappinf thadatp perver 26 wgﬁmseaﬁeﬁ@fvew |I!‘ﬁé pﬁ@eesages ina users

mallBBSaHP& n?&%éf&é serder, bﬁ& g@ésﬁf?%&gﬁléséééeﬁrlé%m@ of each message

mai | box nmessage server, and each nessa
may rbeaepbhotthe mobﬂe éeme xthseugh, a V\Mﬁ/gaje/ve)e nt to the

nobj | { .
ARSI B AR gl M e coves
22 tnbeRl-‘rmdmslrmsmkmw tredweéﬂoaseatdﬂﬁns aaﬂdmnmt dihs wiretese @atwork 20 may

ase st Wi r.el net wor k
vo S B, £ S S it VP i e 2
Moue|i Ketwo K tiifidt Csigpofth el Netiokd rand @étaacdiﬂmbnlcm over the same
network that sup orts ot h vo ce and

INfrESIFRNTE C AR LY ourIopeh dualiaods H?tWQQ‘tsr'UEWFr SodrddidisionyMultiple

AcétR¥ eCDRRY nethtrk I RREG BRirifP deked REdid denfed epﬁsvhétvwaks So-called
Mul tiple 15 Access §CDI\/A net wor ks and neral Pac

1hw@mpgraggrﬁ WRenghepks)ikgER d Datsprageq foe global Evolution (EtDGE) and
UnNBn‘s"aFjW‘lg ge%&ﬁhﬂéﬁgtﬁﬁgtgﬁ@%ﬁ% DéEM‘I%%E%‘ n| Ve}/%ﬁ@l‘ development.

rat es
Oldeb ldeteecenémtee@wnmsu ledlud!eo rbyt %n@mltedwswedvleolmm BadipyNetwork

MBB ") %ﬁ&% BaBFhcm™ eﬂ% FAGH NGEMRI Ktric data networks
ude are not ed r?é’:[?a[ﬂ c?/?)bl Eaéj

sudheawv@eteonél wbnmencét)qn Sysjemt'(@(]mtrwmeﬂ |ﬁddd|ng m‘blmbrSysiem for

TR o S L G TR s, e

beerrm}auamlegn Fbib AmeBys bedrwbad-widdiar bevefnyanmni cat i ons

and T| D| Vi Si on I e Access (T ,
sys e, systam b%é’ﬁ”ﬁ’@ﬁY R@‘tﬂﬁ‘e B NSy ‘Eclﬂp?(%’@r%% Bhay provide a
corlitbitsyatefhe 28 BRd & MoBllaleW@AFSto dnrenﬁd'! e‘éy sViedie 3@onMuter system 28
co whi ch owns the corporate LA provide a
'SS%Q%LQ%W“@'%%%\‘?@Z'SP*@H&OE‘P 11’10@%?@%'@@’( 2@'3’@ gged either within or
outSIBHRY&RpordRari . wvﬂ@rwhercoﬁasﬁfews%én 28% dép%%fma whBindfle LAN 18,
enpl oyee 1s a | aptop conpute or exanpl cou
norplecalsamgrations may\netrﬁﬁstﬁciecl by gosficieing hetwork pMEgsionisANdgstrictions
{
for %&b{@ﬁerﬁgﬁ{e%ﬁ%laﬂj@%&@g}aﬁ%‘dﬁ Prgﬁee g@érf i o\m ‘i elgzh may that they
cartwohbé gariged bydhevager. ploewrversif enserdn dsmgetqomputemsssterﬁmutsnde the

Ll BB N3 G oo, OGBS B0 S gt
netivbek-bessen .cohlvaie replace &t the USRI 8 &nlmmn@sgb@r‘ﬂypbﬁed
syn%em outside th

fPuReu el Brfepd of AulslasatsotosfiBaR cnanbiectpg device suchas
a conmiTreystem or a mobile device to maintain control over the device. Such local

settings control device operations, but only as long as the settings remain intact on the
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net wor k- based controls in place at the LAN 18 can
soneti mes be bypassed. An owner nay instead establish

WO owal7496t t i ngs directly on an el ectroni ¢ devi PET/€Azi04/000250
as a conputer systemor a nobile device to maintain
control over the device. Such local settings control

de\ﬁl@ev' ?ﬁs 8t LS H@Hﬁarﬁ% grg)g%qg%?%&&%nﬁ@%edntglsreplacmg or

remal n act on

delé’k[ﬁ@’l()?ﬁl@éﬂlh@@d@ﬂ'@de}melce Thi s type of control

eS0T i AL OB Gl Lk Bt
or @mewmfdrmatucohs tat fafféd&ts dpbetionof anettictriphisdleviee, fe%ﬂ@{l’doﬁﬂaremafter
or other information

con tin
p”rﬁ?rf é@?sc%ifeﬁ%ﬁ I g'&n"‘@lr%tl?(‘? dRyQving: gprigolled é'F‘f@F’P%tH’“t gpuld be

restRfeRl fRBA GfuthcrizBE | JERy! | Yh @Scdretate0 Bh@fbNIEner & bPMore network
operations involving controlled information could be

adm'éﬁfﬁﬁoﬁ O aCEOWHYs WeUkbpermady Mr aythonjzedatocmppageacerporate control
polRRYI dnoA @ﬁ% le]1Dasis. "F‘Rf VBE MR e ngd(?v'&eséoh%lorﬁﬁnéﬁement is not

accounts I'd normal 'y be aut hori t o nana
feagiblepoeertain types ﬂfcr-brgarpzﬂtlpm Eer examples indgige drmatlbam ‘global” control

pol{é% ¥I§ meg {ohg:eﬁta'ir%/ &?eg %)f Q \fbt? Qnutsgg = o%_%ecggrnéd ifo% Al %ﬁectronib

I'n cer pes o 5of gan
demrqsbcmlatem vwlthltl'giaorgatgmtlona\wherass cUsgl;d;m lsahttol poldiesabr difer types of

opdiRareiidhy et e AReicR < Pl vies? ideresy § ShutHide offoe may

reqanes acdedb @cﬂlfuch éhsttpet E1 gﬁﬂa\kﬁléblé r n?lhﬁfnﬁiﬂﬁnly usédim other corporate
Offlﬁ(g?tni}’l gg}e&%ﬁﬁﬂo : ﬁrlﬁg% ongrrég%b@\ef;%itggtaﬁ%rglpévgEgsrqafgl\/%&@rgrtg abthorized o

estSISRAhatcPaRdd E&RrdNBY inférRtHtbh trLRE BE Ffadevi8 @t bR FudtBato follow
are not avail able or not conmmonly used in other

both glopakaadeusient ¢anirel palicigs { @@F@H’@C"’tﬁi Ghanges o gebal egitphaclicies thus

becpffes AR Thalcbe s GRESY BN Yot éndlirAdit TUC. e
madé rawikple-leyel ayaiem randtreethod of oomthInngbejeﬁrcgilcowlcearreduces the
roi LD GRAL EhoRAld 6% o8 b L0 R £8BAARS dhfranagement

eco
of ellaetrdrmcngewcm c’ohﬁrd t Aqoraifg cﬂcemspa:ts:da!smrddedrfmnagenmmple kvels of

izl ik Sor RYEO A ra BT HEorly o SionSr fygpaof unction
by diffelent dutiestized patiesr INghe Hbov@f e>@h1|fmlé Cffraﬂar‘ga@blfp@ratibﬁdavmg offices in
el ectroni c V.

whBlieRnt AR ee B desyed lrs(RrELsqcDBY ayiiodrafon levels could be

creHléUttcb PhafadeNebs cohtira Bbitids ahaicusmXdrbaslities, réé}!éfcf\@ly Network
articular electronic device functions or ty

adm'ﬂﬁ’ atoghin E@)‘Fh &Pf@éﬁté@ﬁlcﬁﬁﬁwgpﬁz@é@“%@?@ peibe SP?‘PQ(ﬁ@‘/eI and one or ‘
mo\;\?%’%ééﬁor?ﬂﬁmét?at&fs R ik ~§rsC ro%Pdcﬁ‘étb%ag Arides 9rd éx‘éﬁ?)le’, Bould be

. erent contro |C|es ar e |red fir
autherired et thediralueyadr i zat i on I evel s could be created to

I L e
ggrgg&ergblﬂggge\&??&@gl ?/I.QQ kéﬁv{%?jl?ﬁ%% mhﬁ?@?ﬁdﬂ%ﬁgbependent upon
otheachiteciar fhanabreadthf o€ aiseoulFdr kr.e(amptdw omlthbegh adnyt herporate network

TR A T TR TR
passmfcd Ié)@th aut Imeximed passwird &de, Stightev edntrdbusier installed software

app%]ﬁttqng |mafy Cc%sgﬁtg nlta rgg% ﬁ%slgﬁgofﬁ%%%tst%llglo\rq ccsnhtrorf m%fy be entrusted to an

administrator at a first authorization level, while other control functions may be entrusted to

parties authorized at a second authorization level. It should also be apparent that further
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other criteria than breadth of use. For exanple,

al t hough any corporate network 30 adm ni strator nay
wheoosouwsed t o manage el ectroni c devi ce contr oPCT/CA2004/000250

settings such as a m ni num password | ength or maxi num

password age, ti ghter contr ol over install ed software

autﬁﬁ@a’t §r‘?gév%§s mrég Isi;o ee% e{hggh e ot f u&%rﬁ%&tgge’frus%&; &)Y\ﬁ{a?y or master

authokidatiors tevalt atiwhidh aﬁuthﬁorizsd padieb bave pémmfmdns\te lestabiisH @ modify any

ontrol functions be entr
ol TORtAtED ROk RS RSN S50t 9H0s Eonelr 2y fSHeBlidT lpvels, as
des®tib&d RGuraip aeeN belbaHidrarchidarauthpiz¥¥ndeNd, @Zél‘g&.ﬁhonzatlon levels,
PCT/ CA2004/ 000250 aut horization |evels my
or hathaBlg pessible-a e dhp b pxamplgt AR fist r?HF*V”é?“%@V@rfor software
appheh iRy lhééﬂdtlgﬂcé)rﬁ%%n@é sé‘%n@léu |£‘é%|'bh ?'e‘?/gl f%tﬁér%%nl#’@‘(tﬁ\ctlons the

perm SsSi ons to estab or no contr ol
ﬂrst atbserent devels afeup@@sleaelﬁel@ﬁhaﬁ asmctr@awfra ﬂ@%@ih@e of the levels

u t [
o hASLE A Dok Pt g BB LER A EBgn dehner el
Whate dowesteabutboriiatioelesel iSalso phwyided, ahiergidiel birecturtenesuits, with the

. _aboye ex t .aut hori.zation | ey [
rsERY SeeP 8 HBana el AR e fyprization v,
secpigd2 &é btmﬁk aagram |Ilhetvﬁlngfa)$ystﬁriﬂ ef msemng althorization information
unctions, the first and seco ar e .
anq oarUd Faforiion A g IHIDGR s pLe YR E or2 fudes an
elebiedtfid evicko2, BAtaugidbABARN IRRrAalidrYiIndSHiGEpdIN 2RO for an authorlzatlon
operations requiring authorization at the other |evel

levglpsrandg garitalied qiemmstion dnsesien Ra| Zqosfo'ét@c?%fﬂ%\??%ﬂle"%} X. An
authb@Z=Rb& Ninfdhatidd Ustbier ©1besyll tshiroWéd NnfohRatdh kidrst Zﬂi‘dand an

second authori zation levels being subordinate to the
mtqm@e/@pnrmﬁcno?wz arsi pipvidedein, the mlgctropia devicepRd@k Theagpihaiization
[ t [
infrralioh HERHRA Rif Y 20IRIAes 7 BlhbRLuBHNBIARh Birce 224 and an
mtaarfaee:tcomeodx)r(?ém dbe cﬁmteollsyishtfetmaitlnn FisgrtioR pioint R&@ en;nllariy includes a

corieden PO Yo St e En ERBl B A2 cuer " and

a chné aurthbmzétmumfntn*rnﬁtmmﬂoremagmremmtmmaﬁonz&(ibhfasra digrexture public

aut hori zation | evel X _An. 15 authorization inform
oxg P Ahas ot Mg B PR Rt BB E o e Yo Blan quuyfttization
infdrifa86i RGISE SIORITEICLONssdO dafeempe Wt frecBivédertbret inforhstion was
devi ce 210. The authorization information insertion

apRyBY§ft orzept tpfes eleeionicrieyiserd Piby apiagnorias bRy PoHesHipe in further

detdRAelBRA TR cortriled infrRbESNABRE DY st#ds chﬁr%Ilé‘cPinohﬁé’Jl&thlch affects
. Information insertion point 230 simlarly includes

thecpatation obineistecpiig dpyipe 84 the smucesZd4and 234 are, for example local

Hb?ﬁfd‘e%sé CRIPES! Qlécfzég did0 dﬂ)% %\"tlﬂ&rnblﬁ/abéranheaders for reading
ormat | on stor 2 stores informatio SucC

autbpiggadivnr isfopblidnc and egondolied h@‘prmmtoa frame garnavabler storage media,

corﬁrﬁxn? n%cinc gr%od&?!%s t tﬂfo?fgﬂ%hlgg ! S usm e [ e?s&n&llr?tahﬁlanzatlon

inforhnatityve and eoatrolied iofonhatdn aré acdessibiet bonsevainterfapes thweagh which
ctr.o n aut hori zed

nt h
aufffreoh ittSrytatn BREOTEe iRt On B TSR o T

contrrelihtedadardomnesibl @R2 Sit adcnpiliBleSivit ase mﬁeﬁéwlécﬁﬂector 216 to
esti@BIfggr mati on which affects 25 the oPeratl on, of th

EHORIBUNKRANPE Wishaweerh b aytiodzalon omaiop ingeriop point 220 and

thefMcudnRImRlRe 2h @Q@iheréﬂ?@hb%le%’tﬁoﬁ@éﬂon"rﬁ@ﬁﬁét%n%’@é‘tré’f%ferred to the
di sk drives or nmenory card readers for readin
electronic device 210 from the authorization information source 224. The interface/connector
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aut hori zation information and controlled information
fromrenovabl e storage nedia, conmunication nodul es
W kooeagteswhi ch renote nenory devices storing PCT/CA2004/000250
aut hori zation information and controlled infornmation
are accessible, or user interfaces through which 30
232l o BbleR PSR Sle g TG RABh By 5S oo ol Bllriog source
234nonto thheclecttamid devde @nd et arcadiburticatioaslinkbédtatlisbed between the

R34 B 215 YR RS R A  h a7 22 estebin

wiretboororudittiont Iinks, veteed shednta b €e/eatinkelor&kiseRal ports, for example, or
i nformati Onfrr F%transfer ed to the electronic

W"%l%%ﬁ gamBygic SUetdsolP rﬁr&ﬁ'r ks iwhese fha interTassispprectors are
infrgréd- mddifled. NAGIhDALRIOR ATOREAIRH and7co\4@ol?&0ﬂfd?|¥1é9§7 transferred to the
PCT/ CA2004/ 000250 232 simlarly enables transfer of

eleglEaniq dgviced 10 areresaestyaly insered erstered intae awhornizetion infermation store
21580 68 coRPcAMBrridiBnieigni ¢ devi ce 210 via a

conmuni cat1 on est | shed between the

I nt Bird autledrizatiorivfmetiaBinsertion Paid 220 reassociated with a party authorized
at éumoggét?ogrmégﬁeﬁl’ggcgrt Itog{rrgll r?g#@e e% V\ﬁo?igg%jé 331 ds S‘}ilf’i‘grle"rﬁc'ehelec’cronic device
210 ispeavidedéd 8 aserdrytaniesptoyer, mrwarmpteotﬁesa,utrfwmt@narfpﬂnmtron nsertion

i cation links s infrar

ool B0 RRE 7 G EPHE: TR R B oditeled Ry paplatiG aamByRr svstem

adrAidistretor aeltTi débartmfaﬁlf MhkiaQthofAstiod déviel Xilid @gateabe fHEEIeMdnic device
transferred to the electronic device 210 are

210G R pRieblishigya PeraEpicalioly nkikstween theratdhosizetiy infsinatien insertion
poihtH20r Mtthe Bleelr&Hi€ devide?2 RNArd UM 1R MidrRicERENhEH&E P2 AA 216 and
store 214. The authorization information insertion
thep dnsritinep euiherizaion dnterreation fon aviftizetiornirvebii ik theg gutherization
infogrg%ﬁ%‘t étér‘%g’@cﬁg r@égétzrﬁéd iﬂ@?@%ﬁf@l %lé)% oﬁ&%@t&r%ﬁo‘ﬁ%f&rmaﬂon for
Iev@r)é\hagebﬁeublnaerm@é ontey theneleetrsiniyy deyice @&10eralypd @arty resithorized at
autﬁléjr%%ﬁ Ié%l')@ %r%'ﬂ rﬁ%F’ﬁg#a%h éangl?lﬁ{ﬁu i Q/' m ar%;e(‘;( éﬁg ?I% to insert
nputer evi CE con P& 8 a corpora
or Qhangeraemosyatoanmfoadatram fot aahanization Ieﬂedxmrcbnwtdev”ﬁé deafures or

thori. eated on the electronic
usagg\;rrer%%cra %‘iﬁﬂﬁfuﬁ@f%ﬂoﬂ%"eﬁ% a conmmuni cation |ink
bet @@rolled thfewinion) gsa@es@nbémém\@amagmdurtfeecrdnrr@nselrﬁrgs software
oint 220 and the el ectronic device 210 throug

PSP 0 R R on 1 SUels SPEEFIGR o thﬁﬁ@ﬁtr?m%@wqe@do Control

t btifAI/E droRfigRbiMe dcbrd ttBQ{sg bliREs! t8'velentbreed at th
selﬁ?t%g%t hléﬁzlut horrl zatléljugnI |nCorrrraﬁ1]t%| on s%egb 2132. Asen roed atthe

elegiesis deyice 210-1 bet @M e@Nirolsetitgs raiabesregiharmipigiunp Rassword
Ienétﬂfé?{d”@tn‘\ iR pask YR a %% hag hse aés%?d Eﬁﬁeaﬂh%ﬁﬁ%e enabled.
eectronlc evice 210, nyapaty aut hori zed at
Whetgt fhasez faloes | @ieepssaciatad avithi ghe&artlhwlerr autfiorization level X, then
autﬁéﬂz@ﬁéﬁ I‘é%l')@ &)\ﬁﬁjo éefttrr%QWh%ﬁ'aér ’mse 38;11% tb%el’e&?&{ié dg\ﬁce 210.
aneaut |za|on or ma Por GUthor I 2atT on
Onltbaeﬂamé electrormc rdelvrcdeZﬂrOcesoﬂwarteuamsrca’non instedjetion control might be

oo B A URSHTAER o5 Bk OB e i

srgrsaemrertmgsd ssmﬁ/ar‘eed@hcaaipp|rmsmta'ti0rm30nt&ﬂde(§ll‘ fieefonly a signature key for

v ek e RS ol 5 ESh it o

autiEsHbliehIe@éli Yo sl RSP ESHhNDsigMatuiea@9, Baderle8 DntdthB@lectronic device

enforced at the
210, but no control settings are required for authorization level Y. In this case, the
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25 el ectronic device 210. For exanple, control
settings mght specify a m ni num password |ength and

W@ 200a07495m password age, and that password pr oOPEDCAN04/000250
nmust be enabl ed. Where these features are associ ated
with a particular authorization level X then

w3 Bk Bllon Fi3 12 B ARGl PRSP el Blfon tevers x

ance Ve otepeas théemomaallfédqnfo@méﬂomsmr@mmi stateisocontrol settings only for

aulpelor fveCR: Y o erEHiR o Y 2Rl rediieg gl signed

sofﬁw@@ adpplicSion Dohpisél gbitediled Sh@ﬂﬁéudfnemaﬁ q¢l sEREd WaItRe controlled
plication installation control requires only

a
'”f‘%‘i“ﬁ?ﬁ% sipee, R@%Y'qeé fts digital $IgNH ip \tﬁr@?‘{’  {d ngs@rr'\%ﬁduf‘ é‘é‘ﬂlﬂﬁ detail below.
I eCRis¥@en D chMidIRd aRBIh & é&%%ma%'dt\ﬁlﬂ{ bA &utRization level onto an
information for authorization level Y, including such
elegirafiigiruiaprie raséicted enderpéarizatiomintormationdpelibat @rherization level has
beéjﬁ%{%egfeld Zoggolocg% Q"é{ctr&‘ﬁc gﬁ\ﬂﬁ] Gltrw§ eth% gé‘lgcﬁalléﬁ ﬁf&rﬁ%ﬂ%ﬁgerﬂ‘iow point 230
nec2it /NeZekBBiily PETOORARE4YCD b autibartzhd ai aathormation level X. Where a

corP%rIa? (?@he& gf t?g teﬁagﬁomgég? éeoéft)s rg% utta c&ﬁtgqj 8\Zesr tl?%cgo%lirgﬁetdi ir?fgrmation

insertion 1poink @40, the dngertiord poisitsO2Z0 261!1230 onegsbe implemkented in the same
setti n on| ﬁ for ut horj zati on [?vel

corgQHtﬁ bHeyies an §hargt %B@f@ﬁu’gﬁ qa%?/qogeg?tg%dHowever separate

ins&Htigh b@hisﬁ%lﬁaﬁéo ag%ﬁbWﬁirﬁFlﬁP@éllcﬁ\ﬁéh éWne“er}fe' &i€tronic device 210
controlled informati on which is stored

or 2Rt Ithrged af the gripgrizaiondevsi & to delagate éﬂ”tf‘{”§d énfgrnadipn insertion
to a‘h'y%ﬂ%r p!algty et élfh'eﬁ‘g auorie@ &t th® 88k JuihBFiidieh 1Rl Rbl has access to

I'nsertion of controlled informati on associ at ed

conxnotlw informatipn Eutherizem by sueh soparty. aff cosfrelied iieromagieniinsertion is
. iy ey H
corgr%ll%o%%fngctlﬁ@%ll e| euﬂ’ﬁé f@:fr'bée%h'lp ésngig dﬂf%&{j 9R f&ﬂﬁell Q&taul below,

rz nser
autborization mfamdten toe theTduikorizetien levalt)X, ildusihg amsignatatd key, is inserted

onbBREELIFRP RN 23 550, A5boBRST2 bl Bty onv el

sighevedntidlledhformationlfor which ardidital sigweturedd véritied ebiagticogig@ature key

ice 21 i trol t h troll

car| P B G O LB seriee 346, IndhiS ofsts BPPEFA lgB infrgation s

ins@d Beh AABbriBY pHey, bobthe aemtRed irﬁrméutmsumloncp@nm@c%ould be the
system or device and share the sa

USErs CRMPYISEFSHTRKER digitdlisiaaed C@@f?ﬁ?‘éﬂ“@rmﬁmﬁ Jubfpprization level X
is ;fP@\h@éastozth 18BIn2 3R aBfhof aHt)n Thduset théd RdeAd tk@"éﬂgﬁally signed

he el ectronic device or a party aut hori ze
corltn@éedaurlfcvfmat@ratont@nthleea}%qtromq dﬁvm 2iPat Eveibiitorgh [teeuser inserts the

dlgféél]l géél d%nfrﬂ%@rﬁﬁ%%aﬁn iR Ry e%lﬂ@E,o RRE tc%n’érgl?eltde information is

I's authori ze {he sans authorization 1evel
estabplished aad sigesd byan eumt)nzﬂd redtyi ndidyriee beet. aut hori zed by

U B3k R0 68 BB A 880 ans e

confrefied infoeation |ﬁsm‘t|d5rep0|dla:ﬁ)l ithcl oot tbwsamalﬂ)tdamf irtefacerconnectors 222

an | ?{fg rg%rrﬁﬁ%t%ge\gjnﬂwr wﬁﬂg W ?cg)hhé ol %’I%tilp] \égleé:)é%ppigﬁc Xllcjza gﬂ? C@owever,
theélébtlbmca;lemaé RYO endylaiterativelRincride hmﬂtipl@wté?fécbﬁ%ﬁhedbrs such that

ﬁ tIaII Osignedc ntrolled informatjon f
diffgvﬁin fype a laiieff fe/eoHs of mavihe ifplenentg :@;sth(ﬁ@uihﬁgzatlon mformatlon

ins&rtieMpaikt Z20kMY th&adhtiolledinkembfisiEint&dorPPdiRt 230€ Although only a single
_electronic device 210. In this case, authorization

autherfzstiominfesmation insadien Petat B3O and eentiolied infarmyationynsertian point 230
the controlled information insertion point 230 coul d
be the -0-
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user's conputer system where digitally signed

controlled information for authorization level X is
w@e@nioTdee7 t o t he user by an authorized party. HECECAS®I/000250

then inserts the digitally signed 25 controll ed

information onto the el ectronic device 210. Even

s AR 2 B3P Yt Bl e PR gy oo

insentibopoiat. iloa large caapatyl fos lamimaie,cﬂwp(gaed:ompuwn system administrators

ma i Rt ok perREh Y nRIaE forAiGT Haserin operations from

adrhinBeaior Conmpotet sy38nsargt fdie ariyoﬁérb@ﬂakeﬁ@ombﬁﬁf ¥BéteN from which
int 230 include the sane ty

i nsertion po
adminisirafive. éw@%'ﬁnwa@r bepgecessef, 5 ifiprebyr Pr@’dﬁ‘r‘ﬂﬂatmlﬂ,‘#'@emﬁ%thorlzatlon

mfdnli*lgtld)mr%éﬁ@ﬁ QIO Re6! Himfarko Wh@zntu@%rﬁn%értt roﬁmbrry digMe & Bontrolled
However, the electronic device 21

Infoamﬁ@mamomcyromcdeu@és rasi desgrieed abavef el erasomputsr system is
Usege%!‘bn%@ﬂhllemnzgrﬁ{aﬁ IngngaS 81‘}1‘( by er face/ connector may

e aut 8P1'zat 1 on i nfor mati on
i nskeigt 8 éha pleick dizpdm ahdn teteetrormmdewbda @dwhioh arsyatemoand method of

mugﬁB%ﬁ%\Hl g.g?tf) ﬁf%t H%?e?'?%'t Iogﬂﬁ’ 5"—L gr e%hecggmﬁ?e\gﬁ%is Mobilé device 30
adaptat iood»ﬂeeate iwithor saredreless hais@rk. i Also Bho\mm ir2iBig. 3 is%anNBsertion tool 64

04/ 0749 004/ 000 ar e 0Wn inFig. 2, a
useégﬂ]msg{teaq 'é%ngp% §ti°§'n9'ﬁ%8" |rﬁﬁlﬂ? VIS6PQ: t han one of
eaClﬂ shmb@épparé\ﬁ% tho&sIRIANA thelaht tAat chlydtRe 6OMPEBALS |f1@c5lved ina
corporate conputer system adm nistrators

devigs amtf%rsv%@@ 81 PeMoinntidudnofi peRieodeviger trpicaly igiuded further

corhfbiRhts iR BIABSH Rlth@RShbivATh Figdsn Rlbéttﬁé‘ﬁﬁbﬂ&&ﬁ%étﬁ is an illustrative
systems, or fromany corporate computer systemfrom
exajile B 8n glheiranis dewes Jar Wiiel s9R $O6 B Usaceporb palicy is desirable.
[ i
Muftlﬁlgelg\ﬁf ggﬁtﬂ}fo Ilsﬂélgcga%lcé%@ ltc??tﬂgf &Bé%@élécg%g}dsd&%éga%dcﬂ "4s mobile
telaﬁ»hgmesaIPID/\Ssalghaerscmahmmbmeds forrw(amnwt ion onto

o B AU oo A TR 2R AR g o s

42,iamsimstition mpadufd 4238 uséi ipterBice YUH 48, eckirdesg tramscefvends, and an

. ectroni c devi i n_ whi a em. a t hod of

intefigEs prAnEetER0. i Paony 22 oot B 4 b e are 34 [t goftware

apHit&Ring Oah auieNItien iifofna1@Riskde BBY b @enBél seafhapisede 138, as well as
erate within a wireless network. Also shown in Fi

pos§|O blyother datasipies dasqeGaipd with ot@g@cg)e\@qg syglegsiin addition to thloge gown in

. Figagit hori zation information onto the nobile device 30.

It shoul d be apparent to those skilled in the art that
onl {he 'ﬁ@m@mﬁ?dﬁ antriseabipaipresdch as a RANRY deshosemesninto which other

dev?’éés{:cﬁ‘ﬁb H%ngﬁt% g'étag HoweGerTRitd 5881 %Yés%ﬁaéo\égé "?@Itﬂey software

I NC corrponenté In a
applipation store l3|4gthe authatizadion irfermedion Istorel 8§,iand tm)corgrobsettmgs store 38

is pgég%%&gg%tiicvétgd e%ma %l’ Pen%f?l% l[nggl'lecd ?c\é' 3%‘?11@% %]é ?o retrieve

sage co
datdirlom fhleestbres 4, 66mmb38 it aslrrk@ aaqb pfaseaﬂie_eatbos ddrithese stores are

of , el i c devices, such as nobile
Corﬁ'éﬁ%%ﬁ&g?g %195/!3?[] “and personal computers, for exanpl e.
TheTrﬁmboﬂtvﬁaréeaerE@tlaﬁ) SERBTB4 ipEladEs BETRTY apBlicaions that have been

insBIGER? PGl AR 20, 309 Mol fLaMelS a8 gieckonic messaging
appht4tRInes petsoARITFBINYARIon #fnag@BfheAN(PIM) application, games, as well as other

applications. The authorization information store 36 stores authorization information which is
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interface or connector 50. The nenory 32 preferably

i ncludes a storage area 34 for software applications,
W@ro0ant49sT i zati on i nformati on store 36, a contPOI/CA2004/000250

settings store 38, as well as possibly other data

stores associated with other device systens in

s B0 Eo e oy i g B LI LA G ebf ovco

a prdpedi aathbrzed pbetyi C&heromfpmmmhslnnlaymgninfbm?lahao identify an owner of

.. Ho er,. w er gse access of t war : _

thel B ey B0 & ABRor e R BuRR 167 Byth Szt el et nfearity check

infé¥in@fien, 36r erdrbplehmagiéd Bk si@bd iim@se. altABEZaIBN |hﬁarmatlon store 36.
referabl y restricted, For exanple, a user of the

Coﬁtﬂﬁ Seilingfe N WaicBUGhAPNisals 46 LEagePar@IsEioes @nd eretrictippwier the mobile

© deVi®e3Gingy 88 s?émfu—?tx(3 ar@§Bredtn tHontbl §e@t|r@§‘¥t@ré%%g

oper at i ons hese stores are 30 control

des Ehe pregesser 4\vis qnaesien todheavisgisisi tﬁ?&'ﬁﬁ@ﬂﬁs‘t&ﬁ"@ tBus enables the

\/
molbii]lﬁgétl%ﬁ%%gsfg?;&%%ﬁm [?J:ngg edvﬂﬁe%gﬁh&g ?hggﬁﬂlcrztl% loader 42 and
thef mseéwanprloduleaM eldestribedi rfmkk@agdeigl mmu et |connec¢ed to the

mte?‘%r 8&?@%0 d?f Sa\l el rﬁ\gﬁ% ||o§v§ m ﬁﬁﬁlretllo ooI084 through the

cocmetdimg irtefacerconnéctonsa. i The adpﬁcailoafﬁoe&iéonzand the insertion module 44
a horl ya i nf or mat i 10 WD 2004/ 074
arerbR CRBFga) B Bisce Al P OuE 2 gL e ECB g ot oF feceiving

autﬁ@n"ztam@rh In@&rﬂaﬂé@éﬁ@b@rﬂmu@@ irgdrARtiedl Wi th or was at | east
approved properly aut horized part O her

i nf st fl%l‘FC“'ldﬁE Op8ioh §19re b FARPPRANTS, SUP B8R keybegyid or keypad, a
dlsﬁlw &fr ofer chR@oREks I\Al?uc%eéecéﬁ @Q}t@froﬁ‘l%rrﬁ%\hé@guiﬁ@fsttb @user of the

for authorization |evels or ta integrity check

mobit eviggt 3 nAlthopeh ehevip pe 2 sm}e idp%mtfeg st d:rs@@ulpl etapgarent that &
moBitd Mdezﬁ)ttyﬁew.%ﬁu rh PO anPtnS s therefore infended fo
i'ch such con ro

sett S as usage perm Ssi
repmntwwnmmremsrmtﬂﬂach@ nobil e device 30 may be

SR R o0 SRs 7 PR Rl RS S0 and on

»mtdriaae/somec&ir M&hmgh ttinich |efnabétam i bgchamgbd éth diesy mobile3device 30,

catl1 o ess networ k

and Bhe FEPRTO Fbaaoript huetfat TRedih Polt aatili 214as described

abdleser bixpdrizafioh ifémetiod @isaitionpelrevuctpaetheamieeidnadolted is normally
the 10 interface/ connector 50 to al | ow communi cati on

confioligr pyan pwaerof AR Fleckeiic gavice. nhhsigfare: Kie Ingsstipseieak G4y preferably
mdlélﬁé’fté@@ﬁlaﬁ %ﬂﬁﬁ%t%‘tor%mp-[}'t@ s9BiRh Gldifar éﬂﬁﬁ’&{zeﬂ%dﬁﬂﬁstrator to

he i nsertion nodul e are"al so connected to
enq%%eé@g@ﬁfow qﬂ@ermsmoa@%e therehile devieafi Siace aﬁm@g}ﬁd computer

systéhs 6&\0@5%&?%? \RE4 B éhyzL‘?{#r Clﬂedng HPJO'I @Ilmég)%stead be acce551ble to

contro or rmt I ncl udes” one or
anmommommm emmoastemelhfwbmmndentmwppatue partlcmEr user that is

curpén‘ﬁg oorn Engo%?é}f% g@te?n 3 % é@{:e:fr(g%% Ilé Ste&rrr%g} be used
to |w¢aﬂmumnzstmwmfcamaaorsfan gicee aaakeiautierigaticd, Ievél Fheualithorization
evi

. be arent th a .nmobile e. typicall :

niofieRitbaEERind WharhufRReich i @is Ten HBpellent upan hppartiuter
authovizzatieieidvéldor wieEH RRIeozaonenformatioh & Berky inddited bh@aBSmobile device
30. Different particular physical authorization information stores could instead be accessed
based on authorization level. Alternatively, a separate insertion tool may be implemented for

each authorized party or authorization level.
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The insertion tool 64 includes an authorization
information store 60 and an 20 interface/connector 52
wao booeogtestwhi ch i nformation is exchanged wi t h tPeT/aniok/e00250
device 30, and thus represents an authorization
| nformatl on insertion point 220 (Fig. 2). As described '
suc eaLﬁh] %géofr%éfﬁo(?{%%@ rl]iﬁ‘éé %@hb(‘%%h ln%}n{éﬂbﬁ]fo bg inserted
ontbyh@mcﬂvweievmé 300 aab enayr baiimplementsel, fdﬂ‘@«aefpdn en ahecal memory

comfhpeh| SEasck RABENR.oF F ey Py caVBY, s Tt AR G When the

insételon dobd4 idirfletentdd ircnadtverkeg earhp@er dystentd obibhedtwbke&onnected
conf i gure t he nobil e device 30. Since networked

devicenthgrasithoriggtiandpigrraationtsigse 68 may bea reaete 'BgMan Py sie@such as afile
serldtethaN e hLdeRBibleOR) thR4intEHioh 163 e iRSudC & afctvBkecdrPection. The

any conputer systenlln a corporate ne mor<, dependent
auth@rmatmm@fqmat@rcﬁor@ﬁolmw ingtrad incarpotaie a 19Moyy repdeyfwigh as a smart

carclfi’ anéag%F| on SFd r@é@ ereéJggé: etﬁggql n@gﬁ%ﬁﬁ eﬁ#}og?? disk: drlve oraCDor

DVDrdriaerfatemnpﬂ@r m)re t han one aut horization | eveI The

ZS:R@HJFZ b@%f@’%@ %d%é%e rﬁgﬁ(é@\? %iﬁef‘lgeefn er{tJ grg ’hoo ?14 and the mobile

devigar 30 \Gah asmmatichtion lmabsmbllérfede)btWeBh thdnintanface/connectors 50 and 52.

a_uEﬁh ri grf}h{cgorlsgéor ion 3 bel{)}gacﬂl %?{ypcﬁg;g?ngéﬁblyagta transfer

con%ﬂdéﬂfsl FRIUIMY, fonfeRamplel @ﬂSl‘lc%\t @ét§$raﬁ§l’éf fhtdrfaebe8gctbss Infrared Data
ssed based on authorization |level. Aternati vely

Ass&c%%.(la% P%p@h%ﬁh%@ngﬁaw%sq %P@H@ﬁ@tmwtﬁrfa%% Qr wired

inteifabBOLIAeR sBakIY Uﬁfvel%HF 6= Bad {KB)IpeME bnd cdnhe¥¥dns. Known short
2004/ 074957 PCT/ CA2004/ 000250 The aut hori zati on

ranp e dretass icomnninedomoiniarieces ingludRofor 2xemple, TEeiPeiat megules and
80391 Pw%dbl%? %ééoerﬁing'&} fhetéﬁ]?etg&h ok So,ﬁ@Y%?&if?c%tior?sE‘ ﬁjeégﬁéfti\}%gl. It will be
I npl enent ed, (0] exanpl e, menor conpon nt

on a loca y
appuertt tathoae RRiNetinithe ad thdt Rletonthranyg 8624 1 denotersets dfspdcifications,

avel(ﬁ‘iﬁglg fr%rglt%m?m% %ft I_I#S%cil%érarl]s ei%lggt??r}l@s%r}g@%&s IE’I’:‘%I %‘5‘?% %q/vlreless

LAN@bMW@@Q@ pecbedl a%edmtwoms, tebpeativélipoMhe@tdrera communication link

informatio o be a, re
betwgem th%mgerp ion {Q @é etrﬂghllei devig, %S’E?%E% a)(wﬂr%eﬁg connection or a
physit@eiiré®Borreeliorf4 through a network connection. The

aut hori zation information store 60 %2/ i nst ea

i ncBingd FamEuaicatignsptweeadae inggrtign fnol 64 angdpe moggﬁ ¢pvice 30 are not
nedcR84ay V|aaa W@iﬁm ShEct/oPa AsErende SRS ebfndetind tannO()I%)HeVIce to an

port, a floppy disk drive, or a CD or DVD drive
mser%amoé inciuges astablishingtqosHnunieasions reng @thﬁf ainstcal ewecllons or

W|r§§§é"ﬁ%fé£%hérﬂé§rfht%nthtecmh @‘he@f&g 3b%%ul§% dofned€y| Loctﬁe insertion

a conmmuni cati on est abl'i shed between
tool A4 dyf @oetctivgrestiglopartsson thedmdRile datiee 30 and the msertlon tool 64, by

pos'ﬂ)?ot rigf fh%j’hrgtﬁlg rr{)g bﬁ%%hgﬁ% i p‘%%gl pgorpﬁe?é&( is lh ataléhe of sight of a

RaneETe cofrponen
similacpartofitbe |rfsertloe>t<a)‘nﬁl450r hypdonaedtind atr arrtangmgsﬂmrmoblle device 30 and

o o NSt 5 B TP gl e partcr

opérafietislt mo6ived Of edtabishirp cbmhmhfoaﬂ@r& Betoleensa $ebilal device and an
Uni versal Serial Bus 'i_IUSB rts and 9nnect| ons.

insRIVBIEPOL AGrAEPeRdERG EP]N efises CLplRraRFL A BRenpeRtep exalable in both
thel MSBilddfRdvice ¥hd eBeen tdd).uet oot h” nmodul es and

Authorization information is preferably either pre-loaded onto the mobile device 30
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802. 11 nodul es according to the Bluetooth or 802.11
specifications, respectively. It will be apparent to

wo b@se7ekI | led in the art that Bl uetooth and 8P@r/€CA2004/000250
denote sets of specifications, available fromthe
Institute of Electrical and El ectronics Engineers

befbleERE) moﬁlfel abligg 35% r&ﬁéeeosﬁa 2 QudeNS; g%ﬁée\rl\dg{egi:ng)?ﬁeadevice 30 is

personal area networ respectlvely
condigwied iercuasi dn the fd{mebeXanmieL thb@semdasstricd have® physichl ecnﬂrol of the

bR 4 AR Hr el boE 285 AR S ok ot ne

authxmzweanlet/éielas beer treatedionthe HdbiRIbvicRBOMRRAErSs HaNe BRedkample,

i PR s B et e e i el ek bt dvics un
it |sld@ﬁﬁgl.tre@6y,tdmlndérﬂﬁé 'égﬁt?Sol %ﬁ%@@ah%%tﬁ&{%rﬂaﬁ tions

rough elth elﬁég VSI cal connections or wrele S
t r afY8ER thedpphilpglevice Bt bas bepn qappested tndbe insedion taslib4 abborization

lnfoﬁﬁﬁﬂ‘tﬁﬁgergtrﬂé(?ed ﬁ’Sm' tﬂé%ﬁ%{oﬁﬁ‘at h Qo %t@lﬁy dl%rkﬁ):gﬁd {?Qn ferred to the

serial ports on devi ce IS8Tt Ton
mobilgolevgs, 3005J7|r0L}§!bsthQ Interface/cohreatarbiSRendeif, ead assadah the insertion

moém@?4?n5lrl1 gf?é 'rﬁ‘tf?)l le Q@(/Eﬁtegbﬂ\@gér §t§ 5 g‘%l rLu'g griz%}ioriii Qrtma?i];n to the
autiwizatiart mfmgmahorastomn@ﬁ inghe hrermmbB:Ee devi ce 30 and 30

the rtion t 64.in sane, ot nner so
aaralHBGF e ek B4 S RPIE N £16- bG8 aacrmected to the
mterfa&tdbamﬂcioh mstmblmcﬁhlenug prefeTabni ﬁﬁﬁlérﬂ@ﬁteb%@@ﬁft@ara module or
H%g %F% evi ce insertion tool are dependent
appfiglian diel it GRS b Hearesessar 4h o puelh SRIEKgIsers to and from the
intefRd€d/baplettor BO Rl BictubMEpdBRbhp g H&ero@{ﬂ'% Ja'?éath‘r&%ﬁrtﬁé Pdcessor

tool . Authorization information is preferably erth
40 g ihe infeaiaee/comnesiarRE. Hobisicaseidie precsesor 4(1@ ingbructed by ihe insertion

tooI%QQé/s%ﬁ“tﬁé YnSQ%\%Q?t%&%Qhe B&heF tl f&?ﬁétlbﬁ is fransferred to

device 30 is O a user, or
the gebiledevie 30 Alf@mwmrtb@pﬁoo%sa@séo mia belwenﬁgmreceuo start the insertion

e TR AT TR o O, S

simitesly beeespiiveael eddulerd applicstiat thbtiasikeaned bad praesg@in §B8omputer

n_.creat ed on the nobi | e devi ce 30,
SYSIR Wﬁ‘e%edaeé/ f%l%n e@d-l' {Qﬁt"%sl“erté%aPr‘ﬁ'lt234 ORErFIRY user has
poSTSeml;lmmz@liont|hhm‘mbjn|ll%t@pfr94®d& datd the ﬁwd&bﬂ@@é\ﬁcé@ preferably

the d V|ce until jt is_configured
inoi s ot et gt gt end oo cesautheniisaan mis Thasepsichy® a diita

~ signéties pubie: K8IDivhieh deivésiRndd td 13 lidRerSigrRiResivatk R&/ 428 by parties

i nsertion tool 64, authorization I nformation

authogzeq %R%QPW?%WH@H@%F@H&V@B@@IQMIY signdnfeemation b@iom ibis gensferred

to tRMHolilk3RSiEeBHE ﬁré-l%a&nﬁg of ngtuﬂ*? Wé)‘?t%as . Oﬂyb%lé eétg\%ecunty of

i nterface/ connectors
devica septrplopperatiansd @b e,de@qntmd mhfe!rth@bddatell delovc i Be, contam tof digital
S,gngwp%ses the authorization information to the

aut hori zation information store 36 in the nmenory 32.

Al tih@udéviceheontrd escherma usindudiigitaldsigrateresvio verifyFtigta iBtegsty and

I t nt erfacel nector 5
e SR 0ol BEHIACSLSCRREES 8 aiBorbal sve s
been 'mseaqsxpinto:lhe laathotizationiifo@etion sittle BY oh ks rAbISIRERSRE 38 Ocontrolled
. o As such dattg t.lhamsfers to.,and fromthe
information ‘associated with that authorization level may then be inserted onto the mobile
device 30. For example, a controlled information insertion tool configured for use with the

mobile device 30 is similar to the insertion tool 64, including a controlled information store and
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15 interface/ connector 50 may actually be acconpli shed
by routing data through the processor 40 to the
WO nioe0f4sE/ connector 50. In this case, the prop€Fear004/000250
is instructed by the insertion tool 64 to start the
i nsertion nodul e 44 before the aut hori zation

I ' .
on ORI R bR ORI A i PG 8 9 480y s
apml’catrdnsttha d ns®rid aoﬂhonm;ﬂtml |ﬁstélﬂromﬁ|ﬁma’mbl1e del\h&gBO,Z@Ilistgjg required
nf or Iloni recepve The insertio 4 ma i )
softytie PERCoidhs Betiiot bt Ftalem o POl Svics 3P o celiat coighguration
setBYRe fraskahipled nidyOlse SpédifiddwRert HEPsEnablled TRt lncludes control
device on which the Iinsertjon tool 64 operates.

setinash 1S deseikss JoRYRRETPISEttinaRferresept 19 RRsgiie HraRS fph@ontrolllng
opdRiin & HedeaRnRNR! SrPRlihoriZafGH léQ@lﬁnQ;F of ﬁ@?'hofjﬁ‘év% gssociated
Integrity and source authentication informt suc
COF&@I setnggi t al  signature public key which corresponds
L kPl AL A kSR B R o
or ahogfier abturye,sqvgnthe mﬁenfam'counedztetfﬁﬁ the W|relessttrmséleasrr46_dor any other
avatil%a%lc ugﬁza &s“?ap gécfcgppcgwgeﬁ %:0{ %@gﬂ;plérjl o Rﬁ? rgclén%r%'i ee?t?ngs might
be heaitadbnto ey mbb:te’&w@&md@sem inbertion toof with &e rntéiﬁtoaldompatlble with
nat ure

bIWlnth t ext of ital
the it CBRESaH S0 tees serileappicelinear Ypiaied eantpbetings may be
rec&ﬁédfgyercgawelégg,@wbm(y and 30 authenticate a source of
data, if a digital gnature public key for an

aut WAeRIo; ﬁV%é\?eWS% Bm feering falee cerfrel selingper other controlled
mfcﬁ‘Mtaf"&’f t’ozﬂ?érelg’gpcn‘cﬁgﬁ[eﬂﬁ)te'vﬁg cSHtRIIE cHRroid ffm I%\II Etielf]erably digitally

devi ce , contr formati on associ at e o
signethesingla Wgital 2ignalgre priviatsl kejraysaciated With thegepropipieattbonization level

befﬁ%%égﬁ%t{%‘féﬁe% tg(Phe E\%Bllee&%ﬁ@o%f ﬁqu%¢l& Ln%gule 44 |%c?|ﬁ|guredto

nsertion to ure or use wt
verifpthieldigitdsigredurg Oefose mermh’amlleﬂmforlmmtlpn $stoned on treohotdlé device 30.

b iR Arob S s URE o BiRadBhet i Fine movie

dewewngmti ble with the interface/connector 50. A list of

software, a ations that, a user is hor.i
> b iR R bl Lot hars Somasou et i Srerg o information
to ;ﬁ@méﬂwr ehédkitd tﬁé‘iﬁt@g}ﬁy bR iffo$iatiBe ahd sbehiehtion of H8ource of the

bil e device 30, or device conflﬁuratlon settings,
S'Q'F%’r '@%&?&P@ WW@Q §9eQﬂef kneyrHighak signatgiea FQﬂhPQHe a digest of

infdrMBREHTRE bO BlgitQIBtI 8 SYthkRitePusiRg bi ﬁ!ﬂﬁrev@r%lbqeeéi@éétbaﬁé’onthm or

above control “se tlngs represent one 0SSi b means
traﬁ%@fﬁt%ﬁm,rwchuasghe Seevrgt ilaahingf Algaritbmet (Flddyite oaéwﬁ Wessagr-Digest

alg@rll‘thll?mcg {i\ﬁ@@t GI'fheI o‘?é{éé%oé"i? ethYraﬁ%f rn%v&lr?qsé ‘a@'ltglts‘? a dJI'e private

contro tings rmati o ecel
keyandt ehgigmadtiel aigcu‘@u‘n @g@@arahe(mdl@teﬂ bignatare. i A digitalisignatuse public key

he. i or f ace/ connect or 50,

corfts BT flind B e lseb A verdy i O REPAGES,

av ainltdotentexd oficomtrobdd inforsatisy Hisertiowof a:digimsigmﬁturelfmblic key for an

xample, initial control ted. .
autiEgoRlesigbld Be aEbTe EStie HAs o B Rnat ety airiion grovides
for dl@ttﬁ rsfgihéﬁl r@—@ﬁib’ﬂteebuvﬁ?/ i doRtroltellénforiizibh. aCEtfonemBdrktids digitally

e software a i cations or updated contr ol

mggeéi(tge 6§raﬁ§f§r§9éhe mo ile device 30, and the insertion module 44 then verifies that
the controlled information was signed using the digital signature private key for the

corresponding authorization level, known only to parties authorized at that authorization level,
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received over a wireless network. In order to prevent

a user frominserting false control settings or other
we@onwtnolobed 15 information to thereby circunvRei/CA2004/000250

device controls, controlled information is preferably

digitally signed using a digital signature private

a3 S0 Ao N AR BRSL RIS Bl soroocn

the 30obilgltevices3®y: t Tiws, oniy lcbletrdllédnm‘onm*tfongbatecﬂtgmateeamitlf,)or is at least

s o o 5 6 4 5 SEBME O e e covio 0.

Proqiegy sighedscqrnialied Rformelidr inalkd fmfotichirol 6BERgS BStored to the control
rollgglnformatlonls not stored on the nobile 20

Set?ﬂﬁ?l dare3gs. pPYler dyresi ghRioRedy stonedeonialing ﬁ‘lfqu‘aF"Pﬁ/ Gre gimilarly
pro8&d¥ed Al stéd Irf ABTHAKITBEIIAGs Sord 83 AhEBEMRe abBlida (JQN 5@fe 34, or

for checking the integrity of the information an
PosglphreiRen Herer oR thg mebidodeviee 3 the signed information.
Ac C@Br‘ﬁhﬂgdﬁ ioff @d@aﬁ%ﬂ%& l?éc?eﬁ!o% é{ro?fJngﬁ’&(]ﬂ! tH&t%n Sithorized
est o ormation to be digitally signedis
partyemeln%ﬁ ’@dDOUB’DIrQJI an eleciranéovdavisebberd thinge 44 cMr@errélatNeI)oinfrequently

onchtafed’s S By RS ToRAnq bR S idkely Pl 1Y g pocycgmevter

sys(emD5|) soffWaee dorgestent ® whicorflyparties atithamssdat mpdrtldzaiaﬂ gutdorization

ol Bt UKL 0B A o L e e

controREihfdi@ativab tHenls@ed S1QF IbEstiDA MHL RO dcBsditE tdYdnYmbRatéiedmputer
the digital signature. In the

used to _verjf
Systﬁ'i’i‘ﬁ%ri&p‘?ﬁs' &yowh?%qqnwt%rﬁvatﬁmét anchretigyed @giresHingd. a

di gA tahtroikd MdriHaBoPinBéHiSn KRYhER Eraﬁﬁers?tﬁ)e ﬁ?‘rﬁébq{ohﬁfafeb@rﬂormatlon
| evel onto the nobile device 30 as part o

to theMmebile 2aYireA0; Me@eh@w gRorphewy ioftes comtmlledurg‘ptrmtlon changes or is
exp%bt%ﬁ% l(':rmgn ? ﬁé&&éﬁt%ll@é Jrﬁ&frﬁtl hlnﬁgl oy dgtrhgp |lsf?ir5uted to each

Contr ol tlonls di
Comnmfsﬂa’temdntméletrrmklle afeeri tDepBﬂ;dealmcalt ag:elsaﬁersngrmd controlled
trol |l.ed .
mfo% gh%sgozft}o&ééogﬁaérﬁ%ho? '#;S%Peg? glang Ségpg{:iu}r}se signed new

conpoilachhbrnhet}orfmefetdw replams%rpemdtm@:o@l@% lobihie zattraliad information, as

desgﬁ!fe# |pf er ﬁtall b%lgyvo V\?gétgfls@%u%bglfcr@bﬁégg mforma%mn provides easier

acceﬁ%w&ﬂﬁoﬂwaﬁzﬂnatmdwﬁér@és $HaeedreRiotedtbrade bidoRfrdRb iirfdrmation
d after being signed, before it is

ot ch
req%'f%réweb&fﬁ?%gw?ﬁﬁbnef%%@(ﬂ” infgymatipnis esiablighedeont r ol | ed

i nfips @%Tol pRBsiblead Slﬂiﬁoﬁ'd@ﬂél%fgnﬂbﬁé‘ger@ratlo‘ﬁ f&coh®@8d information on a

ned , .an aprﬁgblorlately aut hori zed gg\rt is stored
CO”EH@GCU@@HT‘@W& nge b Heweves tBig.requiresfestithe sergraligd information

inserH {oR h&‘sdaédéfsﬁ%‘%' & teil legh Berd Pﬁ\?gté’f(effbmaggasts&# LBSrization

Is stored to the cont ngs store
levqup@gltaifSIleogaeqf|0pn§ol@deujfommatwmloh@dby afithorizad partias ds generally

preﬁ‘éhg%j m"‘{h'a¥|t n‘ﬁ t? gg%ﬁg gch&\B {_%aﬁjge ttg Ee ontrol

nss ron store 34,
or Wpeltssugbda(yccm’rttwed EBIf(IDI\'\GBOfDIS tr(dmefenebltd> thedesaritan @0dule 44, or the

L R R o e
opemnhs ate p:mrfoanedzl Iettbrdﬁtg‘ta[s@%wré% verifigd  ttiegttipe b@t’\tﬁiﬂé‘d‘ﬂﬁ)rmatlon is
storg t%v[ené%l Hfre%g(f hg ]tolonce est abllshed Suc

EQR0 8T MEBYT APYrSaY INdhe Fanter! §ettings §toeg %%’fhwoﬁwg@cﬁw&caﬂons

storeBAP Fbe4 software application, any required installation operations are also preferably

executed when a digital signature is verified. Where digital signature verification fails, the
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system or software conponent to which only parties

aut hori zed at a particular authorization |evel have
W@ewed®3195usi ng the digital signature private kegT/OA200me00250

authorization level. Signed controlled information is

then stored at a location that is accessible to

r. r .

corfgRs bl AL n ¥ BhHEn B, SR Il ol be ouputo
useg ontaridll46esich b tardmﬂa)o and ae error messaye ma)h ba rettumed fiethe source of

the iyl BT, e P Fr o Bfhest o BesPidt may be performed

at th&\ESHuroléd PiforfREOY E6ures, thé mob?@@@ll&d% @r @bﬂmge t he
signed control | ed i nf ormati on. ma

di seivem b dmeeriangenct bgngiaitad rs'gﬁ?ﬁ{’%ﬁﬁeb’n ah I‘??é% Rokirgt ppthorization
lnfo%gﬁ‘dn |ﬁébr@c5rpé(piéﬂ§tldn%laényaéi@rﬁ)?§aﬁdh lé\'/eg ReSHefePiBly Shrfdfhed by a party

i nformati on. When new controlled information i s
autigerized 2t dbptandharizghien leveh dn ordgndel enswezbatemy regthasiged controlled

- [ I H UL SLA i
SRR QBoRiF ) BOVKEHERLACTHo ARKELAL 9 FHEHRIEAE oo
frord etralirhventing devig¥ dentctil Qy insedingadigital signatuse keydother than the digital
. infar | controll ed
siondly SRR I ol At €7 Blp pETERIS biet 3l of

coniviheh centrallaé Oﬁomﬁatlon charegpsi wbsrefamvrmnem pmnessto akygemd or further

ew contr |nfo mation i s establ i.shed. !Lt is.al so . th
resigtiop B Ot StisBIte bt iovEe gt s v g Pl 1 shamele, te
neve 66Ol thfdrifa@6mRtddaad wOrareplaae§@n§trngldoaﬁlouerdfl@fomﬂdhnprowded

insertion tool. However, this reqw res that th

that{5RcPBF9led MTRTHRIRALS BRCTISd RGPPSR DY G P SUicEed ot ige required

auth&albglcl@l Fai &&%dﬂé %n@&!s’dﬁé \%ﬂ’ﬁ&d/ of BhtréllseltifgSis pﬂ-ﬂ&ably replaced
aut horization level. Digital signing of controlled

whemfeyy wttrobwtmworﬁve a@mﬁ@mthczrmu%level@e pefablished anqﬂ ipserted onto

an QIE&fr&‘[lé §idd iy rl}) ta r,e SoR6CESStyidRe g &lctaﬁén preferably replaces
sirgnature priva en signed con roI

an emtm\grvatsucmmf ithee smﬁ@a@wnlloaudmalma@enstam angglestranic device.
or.the f .

Hogv&y?mpgw 38@\55 5 ae{f)ﬁ{l) (ﬁon h%?g% tlﬁgtalkégitob:ég e\‘ie(aec?rlg?lg gg\??eolﬁ preferably

instaper mthcmﬂ&;:&mﬁgmtsﬁm mard épplldfamom ghd (Balscsbegiw)bue,aei/vszontrolled
ver ‘hen the controlled,informati IS t or. o

ol A e g o0y e i o AERen rest poried igPmation is

disi®Butet 16 bAe PP Ia8HR fredlvitiist isSteate®ed4or ifartiéh onto electronic
software application, any required installation

devigssr at i ons are al so preferably executed when a '
di ghh@bf s%v@%%cﬁah@mll%r‘ Jlét@@ljtloHvb?% néld Géwaﬂonﬁbl%aﬁlféfrﬁatlon to
verification fails, the -15 WO 2004/0Q7495

elegionicdeiers @eumseible omheameé/dcqrﬁﬂo&@drﬁlf@raﬁtlpg i gigtributed to each

corﬁrtoﬁ%c?iqforﬁgtlcsﬂﬂ‘i@erﬁ@ﬁfool ?d’re%l’ﬁel% |9§er|tlbrlfﬁ>o|sréﬁié g%tférgﬂl conflgured to

e outpti usér on a such

detactdemt@f new conigiad inforaption anéttmﬁrar@cﬂerttbe In¢ve C@ﬁmﬂe@m&rmatlon to

ot .CO I i iR { r r r

theprﬂgtc):lfé;estgeltvﬁlc% %(g g}eaﬁéﬁ rt]@% hgq‘BolﬁIQdde; g:tre rrééo d% (%Hh?ﬁtrgd% the controlled

infarmatioroinsextion tdobhr matiemmbsd) abmea, atcbatrdmkillmferrdanunanseisﬁnn point 230
.or,. bot ort t.he ital

Fig 2yt Soeptedy £ Bstr &) pRPETIEHR VIS SufH fof electronic devices

arel d@ﬁﬁgm’éd folie dynsierbhizedwidip esraputensybimsa this '@pé bfxrdnzrallechnformatlon

N AT T PME TR TR T

use?B| donfpitdrasys@entl Nt dobrbRsl infoinafidiisi tABn @RRrted onto the electronic
subsequently be inserted onto the nobile device 30

devigq the pexiting theplerropic device is synchronized with the computer system.
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fromcircunmventing device control by inserting a

digital signature key other than the digital 10
wGe@nar49se key for an authorization | evel ontoPCTI€A2004/000250

nobi | e device 30. Wen controlled informati on changes,

where an owner w shes to expand or further restrict

t he ' ' . ide

e eyl S54RI OHSY LS RoP B iy B2 e govice
througher wmlemetwomdﬂemetm\l\bm rtiepWadNe 82, emd #id wigeless network gateway

rrratio vded t ha trol
16, iy e 1 KBy SiRaGReL s taled nparafon Solidbe sent o
moamst teuidenathart dltdo‘,ﬂ'y oetbugR dné or aidrd esntaAbd MorhRNieh insERon tools.
exa exi st n%uversn 0 of control settings is

Althiug fLstﬂ'a%# &ignatiesy Publiceieynion B Rtthizatien !‘%Vﬁb§ pigforap initally

traﬁ‘eﬁléfﬁeoalfcbh@hl értirétic | @fle aleh e8d 3thb' o8k aideN RN t§Bugh the
an el ectronic device. Simlarl Y a new version
In

'nt%ﬁacalcgmq%is 29 PRagthen cpmetuaicativny linkspwaick canaet be physically
sec%l?‘édsé &e&t%ﬁ S%L{E elvirklees sAMmIS eé&%g%aMét&%'nﬂEs mayt be used
already insta on an electroni c device
to swéwcwntlmﬁi@f@qsmned goteied ndermiatiomts ari eletteinicatbvive tizat is enabled
ab 0
for REIAGAS BYoCfich e Tis® Mhef b, FRRES bR i ey for an
auth@ma@cn tww hasrbteemlmeded omé motoﬂmdewicelﬁm theatier iasdriion module 44 or

ool 08 05 5 RS SOE gy ot s

corftrbb@d informiation, wisthieplitris eacelet ofa the seffadcodRééor 50 or the wireless
deV|c of several nechani sns for-

ectr .. An > _ .
R GRISRAIOB Rt PG 3 GNP IRS g HMatign nsertion
tooPPagirRiide ANdifferdfMy & 6f iAtefaBO &5thb Infobil¥BBRc& 8W/than the authorization
controlled information is distributed to each
infogatieninsrgon iobP4rat i on insertion tool, for exanple,
| NSRfia| é%Brab@%\’ éorﬁfoﬁeé’?hﬁf s GRAITGE G4 g{eﬁﬁt md&&s%ﬁé controlled
recel pt of “new contro 'or mat i on,
informations e H’mﬁthoder@ﬁdenﬁL@pnmenmatrpo of Brmgltab Isighetutie by dlee lnsertlon
t I V. i S
ol 5oy RSP e 3 G v
cheghs andybeldo dizoperformedomt mol dlectranitf devied |beimre rtitg diformation is

oY 990 e b R R R e Rresen

an attzekeonid rgcm%ﬂ Byahdeleslydriibd@uids; echivdlibh i@ rRbe breferably includes

e of controlled . infornation
vergbR I PIoEn” FFTEe SUBRB: BPrBR P GRBRtIchgnl where received
con@@ﬂ‘éd Pidredtibm isOieiRl teh the eRistihg Borlt@Méd | irﬁorﬁ]atléﬁeGe‘ﬁerally, newer
nput er system New controlled information is

Contrﬁg@r’f‘@dmé nphasehigh@cerden BUMBRvi ce t he next t| ma the

o T i A

using therinsgrtigreiap) 64andstheg intarfacsieanoeties $heod HRtdsotesedbed above,

on S8Rl 810y FRAN (Y B BpHElar ok T ronte gpyee 0 v

otheresanaminigattopvaghs. mutharéasblmwrﬁonmatlﬁngs uddatéd) rforeevaanies . when the

oo S BLANTF BRIk Pehr BLAL TP B UL 8501 T on. e

insextiort tcm>l b4 dnayninclud@bthen typesejfbbmmuhwahm moddiet hautphast fvireless
ure public_key for an hori zati on

at t
traqsg%}éfl;r i% ng‘foélf afft neFtﬂTt <l |e9<ampteang\|agr§r§d lgss ggeure than the
inteefhesltormaictorsl 60 iap@ 52U cAhyesuchdatiei dre ddp¥hdedt dPor DEMiéation of a

.1 he. , T , s , .
dlg&al signature using a digital signature public key in existing authorization information.
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i nterface/connectors 52 and 50, other conmunication
I i nks which cannot be physically secured or

WQe@ketet; such as wirel ess or public comuni BEL/CARN04/000250
network |inks, may be used to subsequently transfer
signed controlled information to an el ectronic device

t h a h'eﬁ \ﬁﬁ%l? Egtg)n]mfo? 5idr E?W%'u %@ta'sg{]cﬁatgé %Bntch %gttﬂbg ft" any, have

st gnat ure

' beeaumkmadzcmto the rhelvltel ddva:s wemntnohp@rctescbssmated with any authorization

nobi | edevi ¢ce 30 ins ule 44 o
v S1eBat Pl 3Ruls d5ves 36 e &plsede, G Bolfv torosment on the
mobild é&tidet 30 |ar$dp|bclir%d3ﬁme€@phctﬁﬂhIldiadef)ﬁz sth@fdrtion module 44, and an
control ] ed i nfornatijon, it is received via the

PTG V3iod) BATHBE BB SO T eARBLGaop joaleL#d GRairol software
appiatidmindtillatioh YR indkrtibA P RITR A4 @oh®Hls irfs8FtioR ¥PaltloBizatRn information
controlled information insertion 15 tool may I nclude a
angjrertefiedinferpations andhihermenile deyice IvpeTRiNg Isysta@gapgolsmther device
¢ . . '
opr s, PPaREkBR oA s, ff S, Meddtieh il 4RriBfi albomitec.
It lﬁeqchOac@’t@nplata‘d fbm etspﬁ\gar@oamhcﬁtloedar moduwe thet iiteelf enferces control
pol idl §L§ Xépgg@ﬁgﬁi% |E)n Iggé]t ?V,og{l‘df g‘n IFqul néc? e%rh%ecﬁonlc device with
autaprpﬂatlomtnfmrmdtload Wheﬁé’.sofﬂ”v’ﬂwe epplidatibrethstaliatidmecoatrbl isiekiablished by
iat e _t hat other 20

i R LY ot s8I HER SHGOL R TG IaIPBr G EPBRaTe loader

42 ot plcastesl softwaremieiuld thaldpey:aed infcoRjudtiontWith eeSapplicatioh ioabler 42, is
old controlled information is resent by an attacker

insgli Qe ie BRPIBeVve S8 IR BHIRIEa9B T wnatiop Aps atadwith a software

appliesRInNTRéthitioR =8 Rk o (bweg! udes  version information.

Exi sting controlled information is replaced only where

r ec & Efeoithessriplen fefatey AimadK to Wrillgvavtherizaton frgormation and

(]
corfiENE ATRADR TS rink S BEkfhic BEAEE Sty es B ebidevice 20
Howevéroargoweendiartheszédpertymay alse wsh to srasesfubaizatjon information or
gole] NGt , .
cor RIS Fabg i CREche R ES i mtBh e Ry, 1 s
case?siace thésmatitre & rwlbbmeg writier &t raelmarytdamai tedts, oo S|gned authorization
rmatio nat ve %) transs erred t

. i nf
it RO Tole R EOR e ElB0s Il ah &rdse Sommand or

reqbeithosdnt &f the devitd. CEBlire e fustheinfdatiReA. subPdrieMBITRE Bisertion module
when the 30 digital signature private/public key pair

44 fsomeiMpRMHAYRNS on 1 evel is changed. To this end,

t heRefeRAHRY édaﬁﬂo‘l’?) B, |5éutﬁ&)2ah&$1nwﬂﬁa%m@rr coh eIl l%rmatlon is to be
conmuni cat i on ules, such as a wireless transceiver

eraged flamipe @umﬁ@tandnform@wnest@"ﬁpﬂ% thentait ergp@ cpeigynd or request is
diggﬁfg%r eggﬁ@ sérn?ot epen éﬁc‘rﬁé&ﬁlﬂ;@ CA@K/i?nI ey QUQHOI%%‘lIOMYOI‘matlon or

up ates are nt upon ver|l catton o
cordiofied iforgagiora tasignadsiongnanddirgequest eduithbe aerd tpihisl mebilealpvice 30

iy S R Bt bRl B0 oS RS arcd ey G evemle, he

insemibo tavh®4 crmld bes adwglted aeraesxctiag euthonzatlooinfwatatlom@sm ittfe mobile
ave en i nserted ontao the

o R0 B ¥Rk OR88 MRl Seh PRIy siee RBIh IS pRS oupled to the

intdriacelconmctat &d. OnAttdSlﬁaimEW | gutdeniation 3Mf@ratienf eaeed. could be

rol. palic cenent on Ie device 30 is
acai e B 7 RECARET LAt i b deRarParaing. I G dieq, Fommand
gernapalg} 6 stcte aABEN @erface to the mobile device 30. Erasure of controlled information

is preferably controlled in a similar manner.
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5 operating system executed by the processor 40. The
application | oader 42 controls software application
w0 p®iar498t i on, the insertion nodul e 44 cont r ol BCT/CA2004/000250
i nsertion of authorization information .and controlled
infornmation, and the nobile device operating system
con Vi ,CE.; r,at.] tr
st 118l5Ee b Flog B4 Goind B LRl 3LRet R pENERS) T gl forizaion
infcprmahom bethe mbbild devides3p, e&eﬂ%emﬂhatoemmdnﬂtor&omidtmm request if a

di tion r.f.%%d le that itself enforces coan

ofAPyerlreas B i EpiE: NS vierb dPaRuST Alsar geetis prior to

exdvition ancarhRetion0 Dtkerde¢, e dohrinftandasHréqestis refdrably lgnored and an
ion. Where software application installatio

TR, P (T GadPR BRIy o (ke A S UAP & St mpiRudevice 30,
rettﬁfﬂgéﬂ kfa Qérﬂﬂiq sté?n QH&JWe' th & deANthk tbRIMERI P RequeRE or both. Further
| i cation 1oader 2, or a control software nodul e
err@%tfa'tvﬁ%w&p@%slngﬁoumﬁsm thembewerforined a4 sl sepdinp gkstem or device.
it v,
P o8 Gaser Rl Bt b e cre B Bt sported
autherizgtiph i iofetrationi agd aohtiolledninfaumation menagemerty &inctidiise require a

: ' I
sigh S0 BY 2 p SLBliraRel 8 PR Aol Tl abidhag win tre
infdronatiembeing erasathoehendgednorat ddigheeasthordzaéisn lehel whalbe & @ierarchical
evi ce 30.,  However.. an owner or authorized party may
a“"ﬁ?@,@%wiﬁﬁ(el%m&r@%sx%t hori zation information or
conpg ghbed in IHQ I Rithebystdmishei thg’ ABbIRS 18@ce 80 HavBthccess to the
information with new information. In this 20 case,

megIoR: a2 RIPWENRIt Sl qaVicRsy sl;gg]srf*@nw‘)t, Ip§esh ChaNgee ﬁb?‘&?s% Ruiorization
infHGLEE or TANFbIGICHATAMLHRET '\Aﬁtﬁbuto&brﬁlﬂlﬁgrﬂ?@éér@/"‘s@ﬁed information or
controlled information is sent to the device. | nstead,
corgmapds s Ay dttastPres. suchfsethe ww&tappl&atlm stpsg e authorization
ln’fcﬁégﬁ ?cg%e%ﬁlggﬁ?‘@%lﬁgﬁtrél%@gﬁaﬁeé‘tfﬁéﬁ% %&?@{%’%ﬁé&ﬁatlon information or
corfxplled inforatigaane therefirg prederably |enataeonipreie¢tesh memory areas, such as
[ r [ t
outgfSe B bl Uref BIDIST bEed N PRR S ISEBF sdgie 44 and the
aplicetiondoadsr 48 daamminradd eraseequesstio trEse sliorpst suchyhat digiteldignature
and sent .to nserti pdul e 44.. As w th, ne . . .
e taB s bRahO abd B RieSR a PO Hagnt o fiadh it filiphegtnrormation
is neaistaBBe dotraavice Qrstdrﬁ@mtreéwmh l}d?&&s§ ®rduthdrizbhén information and
ei t her

ile.device 30 thro
coqtrﬁ)ﬁ%q NREPHGhNB NG PR g’r‘ertt’r?é’y\lﬁy?@ms% CPMRRRGYS {epughgvhich the
mefiy $XidERt&sibld e cbh’tfgﬁ:rréd 9RIHW Aenfy F‘e‘é@'o‘ée%ﬁoﬁﬁﬁ@&%ﬂy locations
u

to erase eX|st|ng a orization information fromt
in the BTerEORN34 it ENB@NBYVTie GV iSSeeeRaRloNa e ReheREcatons storing

autHSrrb%'h@ﬁ RforRiatish &F c%nwgl'lzém%ﬂoﬁnﬁ‘oﬁ%n%‘%g EH&% F&iohb %rl inate with or are

I nt erface/ connect or . ternative orlza 1 on )
autherizsdnigyt ‘lhmmﬁlélgl]rrmdub@l‘ié Qretheampdm@jlonslha@eru@ ngnan alternative

imp?c%ﬁ%@%{édnzgene hoty Oggro(ltno{gh%an%gﬁ&:/in ?’gce ?a‘ﬁrn‘ff’e%ﬁory access

ore an o the
operelinrise Smmamaerﬁﬁry rarzeer & ahfigwad ltcodilreaxﬂ anynivaten@tarase operations

. 1.8, pr r.ahl ontrolled in,a,simlar nner,, 18 VO

B85 BN OB P RIBh af Gt DS Moo RindPer i laarE module 44

ortﬁéappls:aﬂtgw Ibh\@erdrzgmrtcﬁtjlta(sslmrubﬁeclambbh@atktﬁ&rdaﬂor@%éf&rfeldﬁbmple’ung
aut h r| za

treBPernipas B aimh BRtaAE celRporatiipbetay (oisby be read by

other device systems, but may only be inserted, changed, or erased when a digital signature

is verified.
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digital signature is verified. In sonme instance,

version verification also occurs prior to execution
wW@roogomMIsEti on. Ot herwi se, the command or requBGl/CA004/000250

preferably ignored, and an 5 error or failure

i ndication may be displayed to-.a user on a U 46 on

Lo oo 5 A

an Elactrdmic deviner dhe ometihad ih Fige 4 pegnoea&éteg?? (wrteinrmmdmaa‘tmh@fbrmatlon

be ormed at, .t he ndi,ng., s m or device, Fro
for B Ao BT 1674108 BRreR T e B ud chsiSians (25 geerating or
obtg@ihg W digitsl Bhnatiye ptn@é/f)@ilbll@ ?o@[ﬂ foratHE ROthoARdtioRNevel, for example.
i nformation_and, control |l ed informtion nmanagenment

The guiberzgHen infapgtiersis henligi aﬁylggmcg(lfm,loglaggngytlon information exists)

ancPSEM @S the@bddonR dedick laf Bepf74aut hori zati on | evel
associated with the information being erased or

mandgep 76ra deteanna@wﬁ neAderas toxhathar authpsizatigndpfernation for the

I
sarfy SUAO FH B ovolHHE30 0% bAhe dUEonEHEHER B) B BtSiah aufifizatin
infonzratiora 6toes; sfot @xample m%Mnerwa@ﬁorlm‘mvr@ormamhdmvmateexist on the

ele(‘;'tgo%c @lc%agt:.? as f?rsag{ hl{lalg%%ﬁg)% oﬁ?%hﬁr&%%ﬁrhﬁyotr@%% a?lfhorlzatlon

infosmbtiart Isi ingerferdopre lihe sleginertde dafics ahsiepr8do by Geormgribs authorization
a_stores, ch,as the software appli.cation

GG isia T on s sttronA fierine { aher DBy R nfopgation s

initieMNb&ing insettdd OGS t5 Sle@ropit devival it Aésd Rotebbs¥akiR el dkjitally signed.
information or. controlled information are therefo

As B?%?F'E?%%W‘S’)’eb ipiiat %ﬂh?rﬁaﬁ?rﬁﬂ@épé@)%ﬁﬂ?ﬂ @pl@jgrablg B@FPr%d directly
by Ql“ét%éi# uRdéd the a%)fﬁ)h%ﬂdﬁscﬁ ] féﬁy%tuﬂﬁfnzg@ﬁf HR aEthieaon level being
the insertion nodul e and the 20 application
creat@d@@rtha@leﬁm@c deYicn sHpae paswnaceldBe deice.-hese stores,
S UCR d{&éﬁs@*a%ur%%'ssoﬁ&él@@ HA fhe rQ@e%?ééj &Rﬁgrrzgporplﬁformatlon is 8hecked
i nser asure o authorization In
at siegm 8 otheeel abinbozateniinformationredieat nexeld. onrOhheleafenicatevice. If the

o BT BB O RO Bp it PR AR R ot s
ms@tﬂlbﬂﬂmte,lecmnwcmsibe rwld@rroc prmpesfwrgf is ldvbked@hteﬂ‘ﬂx fAs described
g e conf red to aIIo.Yv
abcﬁ’%n%ﬂf‘if Rr %%S'agwtm e PrP%[ﬁ onsgs4pg g%@gé”@ QT piailure ona Ul
of tl@él@biyorﬁ@de\hbﬁand@%ﬂdmgéﬁ el dréaiRiFe REASRIC AP bLrANStobIr system
nory | ocations storl ngrh aut horization information or

frorg éﬁ‘f‘i‘ﬂqhdh? edinpPrFadiPRINoratatom vas sefth dne geNatizaig inipimgliRg isdnserted

ontlﬂ"tﬁé“el@étr@ﬁcede\il’éét Jt%'f &Z&ﬁwﬁé/rettlﬁ@dlbﬁéﬁ &ignfite MBI VEMieH? AMhough not
he application | In an alternative

exgllﬁlﬁy shawit iatich A, mgerﬁ@m@fra}utﬁmqaawlnf@ﬁn@hm@mglscp ge dependent upon
verBbR b 284udrRe TRBARSIAR! ih tr??gﬂél ga%@ergéelvéhoﬁut%h%én l%tlon to

a nenory manager 1s contigure Irect any wit
prewrdsmeom eftdutdateBouthanasition lr@ormatlho viezataptay attack. The method of

FlgI E e té&’ If‘or ggﬁnoﬁgt%ﬁ Ié\)% f?)r d%koa c&r%nﬁz‘rb%wce

i nSertion nD he app on 1°0ade
di gAit@d au:tlncgrzatlmn mfmrhmukm gy anabtamjaoom el bas bedroineerted on an

ti o ion i.nformatj.on .
clog i S Ho oEon O G el P iare it £y e orguiihiyel € Festicted
as istehizlentleoth e ps V8! E81&ind 180! Aﬁ@)fgam’ﬂa}zioﬁ enpladentirgchn electronic device

r{;’h?.nsged, OL erased when a djgital signature hg ) o
configt iSPherpe theisTarg, Fep ANBIPNGEY MERPYRS 084POKFLE0e confidentiality of

information required to insert authorization information and controlled information onto its

electronic devices, by controlling access to such confidential information, and possibly access
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Fig. 4is aflowdiagramillustrating a nethod of

inserting authorization informati on onto an el ectronic
walewioatosThe nethod in Fig. 4 begins at step 72CT/aA2004/000250

authorization information for an authorization |evel

IS established Thi's involves such operations as

I-Ng, Qr ' L Ce

to GO Iop iR o oA Alhihu6h RidrRiayih ARG sbhopepdygmaton. For
exa’mme eoafigendial IBfolhatiausUthraszadigitad signbinrerptivate keysthahigrused by an

aulfgieb Bt RP8Eh imoindtin Yor B iRl e 5Pty dnown or

accBbsibleeply/to, padticded iidtizeatat Giat aGtheRERioASevVed Whkhgilikely event that
suo%Ut horizatjon information for the sane authorization

prmaionsisgobtainpd iy 8 Unaktherizad: payf er istibyean gythorized party
hov@éwakanr&e@ﬂan@&eb%Icéﬁirbu%ehem@fnpa;y%tdo%rémbe for
exa ere authorization infornation does not
exu\%e@nart Heraythodzet thedlii ebtdiegi a edigital csignpiuieoprivate key for an
S f r t . .
b el Do E B0 LR AR B B gl et 1 own
cor@béex:t informeticle ointoeeledtrontoegeves. By this eituatignt agarty authorized at the

L TR T ——

pam te replacet malekigtlmgekayg)almsﬁablsdeg néww atitherizdtien tinformation including the

eed. nat neq be d itall ned. .
revh Gy ey S BHORE=tRR e e il s 8 st plingsib ormaton
usindngRY &istihg Srivefeekay, ad@id;fn@@fg‘ e Rl dum@ﬁidtwn liffobYiat®in @to each

| east under the authorization of a party authorized at

elegifpnicaR fick PuRROrig that autherzalign Rebahech BipCaMIDNary measure, new

con%ﬂ’éd hﬂfr‘hﬁh&?‘é'tﬁ@n algd phefdb n%@ron‘&; eééhesﬁﬁvél&&ronﬁ device to
gital ﬂnature associ ate th the received

rep@@@ RBY Pczré ehinfaimgtiamthabmighs h@vee@e@mseatedw&ﬁ rEuittnsized party.
aut ' Al r
o bR RLRATDH 00 B R0 Bl A, g oot s oun
autharizafipre foramatioetiediudingd digitaksiemat@e, pubhie keyucdroesipeading to its own

prl\}gﬂaf I n%tr aﬁ gufhﬁp%ﬁlogf&g L gﬁﬁ%@'%g%nqg tﬁ@ Sétggrlzgql psa[r{ggroggi.ns%[gng new

autlutmzatmrbeﬁormdmnas des@ibepranes s singe r’m@' d|g1tal git@atmelon the new

autfiiafen Blibofieonaan Fnantae faibici kispgsd B fe thauthorzec
parfy@id simarBrEsRgarces dReh BERLIICIDARR! o8 a 8igRdISMnafur®Plivate key.
whi ch the authorization informati on was sent. The

In theserrares SBRChisplAUYRArZaleN I8ve! AEegtvreds d%ﬁ‘ﬂaB'et”Pf@at compromise of
a I&h&cbﬁtﬂﬂhfatlgﬁ\’lé@& iglrefifRi %Lﬁ@ﬁeéehl{;ﬁlﬁ SitbliAdtion level. In one
nature was verified. Although xplicitl
em nt @ p:qagter guthonigatian ielois qg@tﬁ@rqnzgyemmlectromc device in an
t
orgé@%ﬁmgﬁ?gykﬁezﬁnhgd f’fﬁp@%% q&gﬁe%g& h:ox'ggfécﬁfrer inserting a
digital sigoaiureapildic Kepifootanan eleatremc dpwee/eﬂihlsukns anigitdre ggnerated by or

pro@#%@%t dje?lﬁce WIS Lérge! «%ﬂlt)}':tm&éo[ﬁ}ﬂgg ?% \@r&er fe%rlr gléygﬁ by the device

maufatiorer Zatallow theveévite nhmufzrc&aereﬂ) aasustnmefee;ot/esrymperatuons after
ut hori zati on .i

ice. Aft
corffeBF insifnein et BB Z8mp R o RERaioh ot &ict™ ey by the devics
mardfacttrep bi & tdetedamtityl Lasité tr@nown‘ere@atnrpah)L efloigahieatiart provides for

elegmn&ecﬂat%}cp?:gwﬁ Ee:ézfzggérly%\r)erlﬂgg nﬁﬁ@tlgﬁgfcs)%étfg% gcgﬁvgra(tqtr@q authorization
leve| BB laf BRITtroAE dBic&lsG6st bPOEINES B 88 un&ARSRH paRf egﬁce confidential
therefore al so-inplements neasures to protect th

infoprpafqndenthe Hlﬁsf%v agthorizafioglewst is Braintaiers s,e@grqt@y,ﬁt]g@manufacturer or
aut horization information and controlled information
onto its electronic devices, oy controlling access to
such confi denti al |nfornat|on and possi bly access
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-20 WD 2004/ 074957 PCT/ CA2004/ 000250 to insertion

tools used to insert authorization informtion and
w@ovoi9sed i nformation. For exanpl e, confi dePtT/ah2004/000250

Informati on such as a digital signature private key

that is used by an authorized party to insert

' : f |
ox AR Ao SRR bR P BT elinorzator
Ievélmahalgstsbmre,zatd «czm theved usédﬁotrb@stﬂbﬂiésh@htyormaeom letvblatan8 device
cort B R BB Aot S BB P Al SRS
el eAédo@dlhg: télevbther epdbdiaiens, qa@mdrmob@w%mmﬁs skl performed.

en an unaut horijzed party obtains a-di nat ur e
WhSP confideniialinfprspation Tor I ZakaTRV éﬁ)ewgowt bas gt gﬁﬁ“ ebtamed by

an hhﬁﬁhbhﬁd BARAHt RRAdeZ8shtBRFdfaiRg ReRRNT HaleVed MR/ buthorization .
ts own controlled information onto el ectronic
lanﬂ'@@'ﬂQ!é@" confrallpd énfeimatign ifemthah agthetizatian dens icaerpt e inprrted onto
z I ai: ;
elogtrtHefieh Sleh ) o125 PSR Aot 8P 2ibish e oBfirmation
for theudivizatien lexél gk bgek lopt, ta existing taathlorizdtion imfeumation for the same

hor i [ i r LQN gl
au il af) FRIPE A58 b Bl Bt iy iRl bgmation and
therelstiagiauthorizagion imformafiorT twet paty autiorined atteehigher atiihogzation level, the
e key i nsert the new au at i on
e 5P HER G o AT casoccn B risies korices Serbp B esargd only onto
thobdaévicas! drowigmnthexistiny 8lithodtion nﬁcﬁrﬁﬁubm %ﬁmrﬁd NeaRKlistance, the
new 15 controlled information is then also prefera

SIOTGEEN BN IEUOB TGO FTbI%A B3 TS e'epgan'ae%vwes but
is IAEBHRIORHH UalcR Gld dbAcBRVicR Moy &t thEeltRtind BufoReADdN is found. This

I nserted by the unauthorized part th the digital
fungliapabilty i enabiady tar exaaple, rFendiRgese tW@@cﬁP@é\@%’iWé’Hﬂ searses for the
ex%{ﬁé%{u&drkéﬂ@‘é@f&f\gém‘{)F@@é wg tt‘éé‘oﬁ;l% ggﬁagﬁibélgh tr}gJJr:r@StlBH # required
under cwizens dieeige céngrol peliciest the spitwereapplicatien mayhlise beisigngat Sargeted
rec&&rﬁﬁ}se@%b%\ﬁ %ut@ng %érflﬁé nﬁ%&lﬂaggﬁ f télsaﬁ %H@%ﬁ%atég\lleé/el only onto devices on
wh‘bheh@iagtl“batat&nge\w was mavidlsdy n@almi.ltﬁlmmremvermmechamsm is also
eﬁqc't,g% (Hi}ld??l [ n&]ol{&eaﬂ%qe ﬁazs&%?%dﬁgﬁr&g% bkgspﬁﬁtﬁgcl?r&eg %grty, provided
autﬁoﬁzeatm@nn@udnm nen st baeh I@ﬁémge@id)yﬁﬁé Uh&sthordsd party

digital signature private ke In these cases,

hi QWaFLAIREGH 10y fich dh i3 BSGAUNE IGSLRAMINAIIPR it (ade; & Step 80 when new
autﬂ@r@a"t@b||rﬁ‘oﬂrﬁbtbha§|%mn%7b?cﬁglféf S|ﬁﬁat|uﬂé/\§rr et ké\PEdrFedpbAding to a

level is rectif throu er authorization

digitad\sdgnatyrg ritpdic Xsy éh@id@ﬁs@ﬁn re@'&?&ét%fr anyPpghezed Rty or a key
asdoBMRId With é’ﬁlﬁﬁé titiz5ix ¥veﬁ’|l§FécER/@g%t ¥bEforliddé¥te. However, if

organi zati o I'S rmy e per or exanple, by a
thederudroerocansinbaatt siere B2 indledesi negeatingastens &8 2ot didawsing authorization

lnfcﬁng l6r¥f olf Sgchgﬂ%ﬁer%[]th% |§é:tfoﬁ gévgf: li%%vdegﬁe CJMOSF |sl§9¥ntﬂé19hécovered by

ener a
msermng hywtautlmheaildnynfbheat@eyslgrmdnmwa pmrate Ie@easseclateyl V\lnhea higher

Llow the d f

aufiitiebGn JE oRE BleEhotd sBhiclt o n A nPslet S BRI P iatel Lor whicn

Coﬂflﬂé@%dmfd)rﬂﬂﬂbl@,%Ub@E@a dgmrs@mm priviagd lditis m(ljrméméwsdbaﬁately fron
e C ctur or a truste e

confbat T matgeE piner BUReAoB EveRyiis BieVRGs A Mpghanism for

deVi&d corloffdchb @t WheR bERitE OMEUtIrizBBSPIEREY afYSBatHed.

confidential 1nformation for every other authorization
Although this recovery mechanism involves intervention by the device manufacturer
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| evel on an electronic device is |ost or obtained by
an unaut hori zed party. Since confidential information

w0 oro4dhesTast er aut hori zation | evel is maintai PEHCA2004/000250
separately, at the manufacturer or -21 WD 2004/074957
PCT/ CA2004/ 000250 external trusted entity pr erri ses,

or SRNVSRRDRIM, ! SRl Bl REBE oMo ol 15 taprageamming or

rebudiditlg tachr eleetsinihddvide, that Brer martdostly hmi/uab@mménd@v b@tﬂ the owner
new thorization i nformati

anf SH¥ RIS e dheth e RERGRGRG of Jreunthe entty need only

dlgﬁaﬂ’:}'@bﬂ’f&aﬁﬁ autheiggibe mférﬁféﬂﬁﬁﬂhét RREbalseRsd Bh® the electronic devices
whg 5 Wien confidential information for an

'[?t%@la?t?é?‘n‘tﬁﬂr izalipp levekissygrorieG: has not been obt ai ned
by Irif iH¥aHIoROST AZRFoBALSY infSf4tieR FOdibs ah éﬁﬁ@'lzgﬁon level on an

effecti ve. However, new authorization- informtion
elegliortic slevisa aner msiriats Ghbsasiuent inserian hefr condtollem nmfe»mnon for that

authBisabn REel d?ﬁ@fhg%%cgehlg defitECRig %%’3 flg\%\qqé‘@ flﬁéﬁ%{r@y Rethod of

party aut orized at t evel hou
InSBI’rﬁlﬁ@pwﬂtqlleﬁ inféromatioh entouarhelectrania dm/ldeevel has been

cantt St SR A B S e R s Tiggevice s

to qucm)ntrdlierdg omtrbuermmfoauaﬂwr bg aédctibed aavemby cmluae donttdI€ettings, a

i Sti ut hor | zat on i nf nto
(2 Bomatr, DG bloB Retid Ao P el IAS sSR! anlpstronig device. The
Corﬂatmlléwihfolmbh@ﬂsltlﬂ&w dTldli 8 sBhIAD & dctidn® duvdBedt step 94. The digital
party is inserted only onto those devices

t hori zed
SRR A an Gl IRMAUAT By 2Rt ShoRkec, b sH Do Alsstop 98, it i

detsindih&fwhéetthé BigtAsi AR Re ishBRfieFhA886n Bﬁfﬂmzatl?n information for the
aut hori zation information could be sent to al

corggRendiag althenzegan (e vele FHreepopERsINgG Whishinmeydnyabe apsrasions similar to
tho@é@%&cﬁb@&éﬁ&fé‘ ift CQ@Mh&fg)n %[Fth%tépf é%é In%l 2% I%tderr]l%rmed at step 100 where

aut horization 1s unct ‘onhal’l
theémilbl sighatfireris egtwepified. puﬁ@nmmg lrﬁosndttonamcéudmg a digital signature

8?%@&33'?%\% a.l?stl @gﬁ{tﬁ%ﬁo thg lebeﬁgowcﬁév@% or ﬂgwontrolled information
waaubhsngnedaﬂslog d digitainsignatire Kely doegepdretihg tmct@rmg:wl rsﬁgﬁature key

g5 F Al 8 RS LR B onrote

infoambi, mrfea\tth@algutalf@gﬁmrewnét%nm Adpss zation | evel
onl\xlaont devi ces on 20 which the authorization |evel

PEa/ING HiY1tR! sipRaltiesd’s veriiad ateden 88yt ivdbemAstsrmingd at step 101
whéth&0the @& deiddl sttraif@NinfRELSIE R dudlent, RLOK ggtbg%té?ﬁlﬁnﬁbe\%ﬂether a

obt ai ned by an unaut hori zed party, provid
vergigh Rubeea thenfeseivad corraliad infsmalien istaseatercthan gedvetssion hember of

eméiﬂ?%%’élle@eqfo?ﬁﬁﬁéfn he r@ée‘?vre%n%g’ntr&ﬁed: ln@orm%tloﬁ" i'R88%4dd Snto the

ermnation is nade at
elegitanifodevice dlostep rf0gr wiaere dhe- d@lfghagnatsrenvyaa verifigd ahd the received

BB s KR SRR S oyl gt o n
appueriate dataz etxbr@m j/neo eleatrkragz m&:ep iaat epbs\Mbllw parflvinghe finstallation

or| n | ev s.receive ectr
proflh P8, W Bl k51 pted], el 55 bealipiRy Sl g examole
Othienvaibejde®r prigessind@ peifepsed & agsl1@) usi ng aut hori zation
[ anr mit?fﬁ Iftfr' e%_ hi 1%her aut hori zation | evel, then
Vi e eYRieY infamation e &l safiwaer goelicatiomyan pyiBeiiagtiag level that
confrely €uffines lab@ﬁda‘ﬂﬁnhﬁ‘sft@![d‘ﬂ'@ﬁ | @Rirol8| &H’é‘%ﬁlo\%sbf"‘gn %I&ﬁr‘oﬁi@t &vice by

associ ated wth a higher 30 authorization |eve

resté'ﬁ%/ the @é?'fﬂeﬂPEC%@I'%C&@]‘OWA%%@@thaathemeﬁpalarmea@e/@nphcatlons
for which
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confidential information, such as a digital signature
private key is naintained separately from

weooviidesti al i nformation for other authori zatP@NCA2004/000250
| evel s, thus provides a further nmechanismfor device
control recovery when security of authorization |evels

that IaIrR/ 5] ?tg? ﬁgnlgg ugh o ﬁsé gﬁ@éﬁ?fo}’ sEBEGRROWer, thfezczontrolled

tTon by vice manuf acturer
mfor\v?@tlaﬂﬂéélﬁﬁﬁ%'ﬁsé?féﬂ’ @ﬂ&ﬂdirﬁmmcmvphe trusted

it avQids alternativ i .
St B R PR P SR H RS B cevie. e
metliRYVinCRig. 6 habn Aletraiveceemmsle wf aredtrornc davies |cemlrolftmsedb@hrnontrol
the owner and the manuf ach1 urer or t ust ed

sett|ngsn uAsdaseried ahove ot eVeY Y ogmqop)}e Ié%s 355 |a{ed ontrgl Settings.

%%@ p V1§'a93>p@?éﬂoﬁ%é@st &akbaied of tﬂé@édt@ﬂlctdb’aﬂcel Operation
e insefted onto the el ectronic devices 5

requmstletzludﬂ;tfcpr(ﬁxqu arfunctipa|call go%wpqaég applmapprépxecu?ng on the
elecg'gﬁ Erdgw&g aﬂfatt@ﬁ\gh&f ) Eé’ér' QQof{ r@LPRickfith, F §§§f§%§mfﬂh the electronic

ori zdation ectronic deVI ce and
device 1o pedosn suhmemjlent amthﬁa hkeonV\tblBretwftwafma@ehcatlon installation is

con{g&[ggturg%tﬂ:cgﬁt&cg%tg ai‘]ﬁgat &%&W& ||§@¥ +pgi\?vod§%\§%hgr8nfétébpﬁlsﬁlons instead
of théllm@rfcﬁi-bmdanﬂand\md afntrol demribedgﬁbwatm ofdnisghction with Fig. 5,

i nformati on ont.o el ec ni c_.devi ce
cvetaDRt BRISLF PRPARHE (RFor Lt Safvelh Elilied oo hSRder, suen
req@sﬁ%rfgﬂfﬁt@wﬁﬁa usér, aSoﬁWérebﬁplmanbm @l dewide siEstam; of pasdibly a remote
I nformati on, as descri bed abo {m i ncl yde cont{oo t
systegtQrideyise. Kautserzaiign i %fﬁ’ﬁ“P'&&%?V@H pe QAR rScidbl dBes notexis

on tggfe?érc%ﬁlb%vﬁéfé%céét@\%ﬁ&fapﬂ@ﬁ 34 GRe® ho abthRliEsonaevet has been
evi ce control led information is then S|gne

estahishecfor thikopsrationr a1 the gesietien istregpEpedyt steprieZy .'f@?*?&%amp'e of

. a re?% g%@gécg{vga[rg gP;gl%ﬁg%‘P @%tp(’l@ﬁﬂ/dyé% Rl of tBe &M8Tare application on

step It 1s 15 determ ned
the eleetrbgic deviee.di g| tal signature is verified based on

aut hori at [
R s
112 i@\/t@lrweroneeabn progessing. | &n electrmmo@@n@es@ﬁlgb@@ labtb@emanner is

oSSR LA SRR Pl ioB AT on v

devicfe &Htsr!%é cﬁ@bhﬁglhrat@ﬁw prafdned viheedandiwrgr prodidgs elektronic devices to
ignature key has not been previ ¢18| y inserted onto

emplayecs t@éQfP@Hﬂ@r'é%t\ﬂ“d@'o”B?“OPH N§BHEY ol i ed i nf or mat i on
20 \Wﬁéréqggth%%i%ﬁ iHfrmgtich @kt al i deteanined éteytep 114 whether
correspon the digital signature ke ¥1
assopiptedtdestrel sedings @ise axisli EEOF BOCEIHNIRRSHIONS of Er?sl pé%%ﬁn“”g an
err%‘?ﬁ&%'a?é gﬁagl}f]ggrr Efr té@ I@Ige%ﬁglﬁlé \E/l%\%llé‘éj?ned r@fg{?ﬁ@?eﬁ @lg%r lh«ﬂi@élldnhﬁ a source
fromivehih i topbratipy neduesiewass regeived. asel patfomaskatglep ‘116 it guthorization

, lnfo({@ﬁ{]?rg?e% sea,rguﬂfoq'ltr% el‘cttii) bt evbre TR it %nro%g&’svi‘éldexample when

is current, suc
auttetiztion rinfogmativet hes heen2Bisentads oote AnNGestrasic Mﬁélce to create an

oG5 ge BBy L PR i B S8y e Rt i yof boen
inséi@se| MelisCeaat | bkl exidtdnat @f mathodration mfnmttoaobm’thtleceledﬁ@mc device
el ectronic diew ce at s

1 where the- djgital
AP TIBLEVELP! U BHGT PRGPRELED Jo oot PaP Kiguch contro
settifd< VB0Vt bSer® MEERSY. - THe GieratidRs endaésniag whethgr tdrerol settings

controlled informatjon to an
exist at step 112 and thenreverting to error processing at step 116 where control settlngs do
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appropriate data store on the el ectronic device, and
possi bly performng installation 30 procedures where
wao b@4porsTol | ed information is a software appl PCEHCAZI04/000250
for exanple. QOherw se, error processing is perforned
at step 100. If the controlled information is a

ot PRVERRRELIRY S SR chRRiRET i Sl erisalio eye! has been
creamdrlaltlbreforefcomoleb’elngs: baveched@Mnseetedy restricting the
oar 7N 66 BHlkpdlonhiesBaitsedhe novaly SRt alstep 114 coud

be fOGE(&H0N00 PO Aere dhalnatcR alithstizdd wty08t itsitis H&IOh Clbes not wish

In the case of control setti ngs hovvever t he
to regfrgtdsiice gperafiprs t?ﬁé?'”le&ﬁ“'i"?@éﬁt'f‘gs %rﬁd'éseirﬁffﬁeﬂ'hlé dpe of default action is

usf@WreAba ahﬁ'%n?ét%tlé\fép*{gs %?ﬂee % SLFp'pSII't flture Softrdl 5@Hhgs that have not

di agram show n controlling an electronic
yetdeen establighed qfrﬁtstﬂhﬂlteidﬂ Fig. 6 is anillustrative
exa [ I
g@ltn es%@&@eg%dcqg@%\ﬁbﬁ% \l;rg&ﬂ'r;]a!)st% beebgffﬁgly%nﬁ?&écf Qé a default
act@ut Awecnemadi smftwlam/ajphba@n a‘ssexanmleatookirhmrsdﬂred; eh am elgstronlc device
est i S receive

n Gloncd Bt Y oB"SlaZiieB, 59 asveT ReiBlial igfeu software

appisatiopl it waeh cogttdl eettings arefsubseduently insarted applthe slet®dnic device.

execut | ng on the electr0|c de atte t b
ARG SOl Rl ong Bla LEH of R el M ambodiment,they
are@io@&édb%hrﬁll cAHR §&tindR APEMESM GHlo HellethbRib de\!?]diléj ah#is confirmed
ke. Were software application. installation is 10

tha&@ﬁtSPﬁwa@oﬁnmﬁﬁ@n% araauorized forinpdaliatian. ShrempyntLf mestory space
ma8t aGRARPRVBAs A donRaR LdtioR st lS d?%% f; lin9feqt %;k?that available
I nsertion-based installation con escri beg above
memenc spgagrie nobAsMpter bivisioring, unc:bp@ﬁedtar@rpqsetwgswtmrig@i software
apﬂh@gliolﬁg] r{ 5‘?0?]’1&9 n?c{gdﬁ'nesn?fr% V&t &%Wa#é?ﬁedn%‘t ng% are mstalled checked
a reque s origina
agasrodt covetrad satppgs when controbsedingsaee mgerttainandthqmemomqnf laot allowed.

suf PBocdine” BB <FRuR selipRomrhisa s b EBSTY AfrropPRecr device

corh;lstmeatsﬁot bomﬂgurai@}m seetlmgas/vm&t edsrmdn%dtuglgs aﬁ@rmsfbﬂiéd i$ B useful
no, orization | evel has been tablished for
fol B8 VR Colli TV Hger b PURCTEcL R Bire odioRlop SFnos, and
softwré %%p@é@ﬁiﬁ% tha®lverd chESI8d Ve thetlibl WaI £h am,lth@razteu Qarty or before
step 122 involves installation of the software
autg@rﬁailglatnp‘qgmegﬂn ok goptralesdpieppationdrsaried by gHchym party was replaced, for
exéi‘ﬁﬁl@réiétthéfﬁdlgm&ﬂj'rgﬁﬁ or r%ﬁ'n%vgc?tlﬁl%é tr@gtdo%IWﬁpné\N authorization
negative detffm nation at step Is to revert to
infasmation pbeetlleginfosmationct roni ¢ deV| ce configured in
t hi r t
L SRR oz AR 41 Jo3Bl ol b oceregonto n
eledroridtdeviateil m@terfﬁm@l etty’qee 148 whethler theraperation isspermitted. In the case

of BRRELAE Sl 5T BPaPRTT ABATHRET sFURGR PR Fird 2bii8ed Sottare

appllnst&fnsﬁstep\mhenm/oaﬁes metermaﬂngmhethérommbftware@ppﬁtal,onné one of the
r m ned at,. ste her

oPRE YRV THRGLIOR < S SEUTS IS B R YRl Siep 122 where the

opeRRRInab P@ﬂﬁlttedi UQEhe?ﬁlsﬁf@ﬁﬁfbhbdé@sﬁ@ is FdrfoinedBbst8g420.0 a
user of the electronic device and returnlng an errar

i ndf\s AAgssibad, aQovg, s¥wol settings may include not only permissions and
restrictions for electronic device operations and software applications, but also a list of

required software applications or modules which may be checked from time to time to ensure

-25-



10

15

20

25

30

fromwhich the operation request was received, are

perfornmed at step 116 if authorization infornmation
w@x00803495but control settings do not exist. ThPGI/CA2004/000250

situation occurs, for exanple, when authorization

i nformati on has been inserted onto an el ectronic

thef i sHBR SRt e Ao R S P ie B RRo Py ool an
elebteanic deviremayeble configuhedstochsek fot fegquiesd ﬁfW@apéhcatlons at step 118

whilh i B85 AEeP Lo oSt o recaived.canddo o e operaton at stop

12D pAly atHednalil @quikdE Befashre &pIcatibed gk ©ARE.T This ﬁxﬁ&ﬁdnﬁ% permits a
have not K(gt been inserted. The operations of

corgeiiaks WMk PRt RASratioRs fupceess €9 ﬁ@@te @RpeAging sesyiegs or data if a
oLt r I
se mecr:cgﬁ@gﬁ??gbn s?gtﬁltbfénég}g)hgégloﬁ_% gﬂl V‘%fsg%gﬁl%faﬁ}%gg an bRRrdi€ device,
for petancA2004/ 000250 not exi st prevents execution of
con 0, t r L apt ' |
ContheNSIE h3, S505 TR AT SR DU v
hawlﬁmspedtedkbnmmattmgel fyor adé‘foazéttonae,\telm\nng rroemmtmmttmgs such

as tcug @g oﬂ,?é}%étlé\?el %%?Ji%@@tgélg%%&%gfbegedl tﬁagrof fgfalvare appllcatlon

lnst]aMttoyl oftratians acb mmtledxubsmeaumtshmws Ih Fi§. 8 ahaEs,topkftions are
settings are

ons before cont
porHE iR esHasol §p ol iorie RN THRR o § S50Gules AuigAdRton level.
Cormaaus brq*eqa@&s Rwrlt€ ¥ ata t4\BSeras LAt HomBnBRAihtidh Wfd#ﬁ‘r%tlon store,
setti nqs t hat have not %hejt been establ i shed

a oGl DRl oo 1q)ice BrPlcalaetereareps efasaal controld i
this'h8fHer 24IHBuE® p@l@ﬁlgéléllé é(n&%'smcﬁ&%dfo%u& é’cﬁﬁrﬂ%&s or reﬁuests could
action. A received software application, for exa
instgad Pl specifigddn eanted] sgiiings.ect roni ¢ device 10 in such a
wa .
it i@ d Rb %cfa atih ?%Hé\?ebéie%cn Ca%llgge% tﬁ? pnge?e?\%%eeﬁnbodlments by

agai nst a tware a
waycefrexaaiplesuiyt. i Mayty \@rletlwhsﬁqmeysttérys amseetheds dasaibbt ebove will be

on BTGP UL R o
of Uhehegpllcallcm amdesuﬂlaéd Whletita br mwr)@ss@@ewm@a I‘%I‘@n

rted ontot tron V|ce it
ol ERamRR Rstrion 6! St Ga e (g el information may be
secatﬁdihyrdtﬁ@dhéropubhﬁfkey|digﬁbl fhatdrl @cRemE) tor B ofRIPid4NSs than digital
de availabl’'e for such software application

sig %%gg St%%quéhe?kam gigjtalfignagires an eHErizAtgN| iafreation, controlled

infoFRARINY ahBaeStribRd"WmASRIsebe bfRkss! Qf'é‘&:tﬂéﬂ&hgé\}f@edn@m issue a
possi bl y unauthorized software applications

CWF&%@H'@P challehee WEiRg @ PrerieLslr inssoed mp@gmlq eyt aasnsiatedevith an

owde?%f Rk le?egtrorﬁgﬁé\}?@éj Tt%gﬁ'y ra@‘ﬁ@k%ouﬁ% mvg%?&fthe aunerora

control settings are |n
seckglt |keWestharedShetveein dlok |0mgleoﬁn@xme;ele¢gomofdewmee Operatlons such as
h lectr.oni c devi
e R A T T
be ;mfarnna@whan @ valig ehaltedlge sesploase Isyefunied. fAd thavk BEIllEEWI the art will

recoyery. Unaut horized f
appfetiid. o1 vaiF SHSletioe SRR il b aSier; vsing 8rorresponding
cryfttgrtiphie key. eDatbligtdgity ahd sbarck adthBiticfiok BAUE h%&ea%ietfé assumed, for
ayt hori zation information

bef
oxafigley WaPleattent creRiTBNa e er PRIHrofgd @tﬂfwaaorp%rﬁtsynMW electronic

devrcé Rhacs decur® bharﬁéﬁ”ﬂﬂhé de'%'l’c% ﬁr&f‘é’r‘ly@e&%tselﬂforﬁsﬁcﬁ{ rec&Ved via the
nﬂved unl ess they nP new aut hori zati on
secure annel, thenitis assumed that the mformatlon is valid and was sent by an authorized
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25 information and controlled informati on. Wen both

aut hori zation information and control settings have
whe®n/0749SErted onto an el ectronic device, it PGI/CA2004/000250

determined at step 118 whether the operation is

permtted. In the case of a received software

. . . _ Cfving, d
parfP i % e SHentey Mg burd bl PGP Rigie A b RP AR e or =
comnmen isgmntelric lesgyf t war e application is one of the 30

[ ' . The
ggg \éﬁ %Rﬁﬁé}e\gfgﬁﬁ%ﬁﬁg I@'s étlgngg%copggl?qg[p@e ﬁlgeel?e#gsdof control sttings that
inclode aatuthorized saftvatd dgpticationhiet, Wr @RamBle! Pk liRiOSRF S dio ldStermine
rforned at step 120. 'As descri bed above, control
whe{Bet 4 frgeVas S0P aRRICARN 15 AN OHBP ALBGTEHEOfre appiications. Such

a sé&8h fd gerfofsd byihe bSiidatidmioad&lei i ?ig?@%ﬁ&‘%h%&ieaﬁpstgp 118 in Fig.
sof tware applications, but also a I'Ist o require
6. $¥r auiberized seftvare arplisation lish arafersbiwindudesdpfotraaticneshicll uniquely

A B T, SO, 2508 G 185 e cpicatn

souspptddeat exessitabiecqsiecoeaxanyie.afinet e software applivaticredevietoper is free

| s e ronj evice may.be configured to .

o S8R0 P Bl hia iR aB Aot o retewi

authwrizatiore chiexkn Howpes, i6h pameawthorided metheesithodisftiohesel abciated with
rati on at st eg? onl

nd to per.formt ope 12 y when
soffiife Bpfieied i Biar BohEy seltione B Posml Seiipgeed software
apdlioativini apidahdlitidesnes RhdHinahcdioPSetiidd IAYEMRE dnfb &Y 84EIRdnic device,
t 0 access corporate nessa jngo services or
f

operati gn
thop Rty PArIGHIaroBEEIPRS SloAMIIFIASE: SOEH 8 AERSP orepis keainsted on the
ele€iforit ddvidey Al Hash 0t aryte Eel d B iRBrAdhpRRioh Lg(égh a%gi\,é% 1he aeceived

for instance, The method shown in Fig.
softyfséy arrlisplioneis ingaliagtandy if 2aa penerated diash medsiesg hash in the control
setiRROM %QQOQB@SJ iffSrEhiHa08Rg al§8ﬁthﬁ1¥éh it 2Rt ohRYEliges, more
havi ng no control settings,~sdch as an
tham gné bashefteacmsdfanass applissiiat may bk ipcluded Bithemednirobsdttisgsd Any of a

t 10l r icatjion installation ,
nurfi droinenhicnlfl SRRl & AT uh o Rrela dash iof 2 received
softE/ia@ gﬁplicﬁﬁm. iGtherapraauat ﬁramﬁom’faé'pnspﬁ’]{ami lidshes @b_uldedlslécede used to

ase n.aut hori zation information for a particular
cend i e g PRLEN el o elshleaiolre wiethes Bepsieel Spibvigeiepplications are
autitizad tier iiggtaletiase data from an aut hori zati mi nformation

store, .a controlled information store, or a software

app(f['?r@g PEHNGY BrRY alsoeParibba Hrltdpaiey ofiwermpprigationsagniquely
idertiVisg maﬁab&éné/ss@hm‘é%alimibﬁé ﬁélt @U§t b%ﬁﬁstél%ﬁtdh'aﬁtél Pfggi'évice. A

such coman or requests cou i nstead be speci

reqyirpdegaiivers arRdicatiandist allows\an authesizag pedy icensdra that evengelectronic
LBt . ' t .

S BROHEG RS A i b S S ALY b

secHiigd camirhoigelienss dei lssamaleov Softivate lapplicakionsoirs & ceduired esoftware

ot R B B 1R B R e
context dieauthdrized applicatioes. lorthe ofobi p?ﬁ'&sF% (Eigs3); tHegstocessor 40, the
n _of_ au

1er.ein.. For anple, inserti rjzation .
appfiliBhiadob 4> 8 TRofiop oRKEAF 14 s Ak Bies Chimpouent gF system s
configured teeeribbigallysheti 1 deeiredhlicash retjuiBdsofiviars 6PSIIEBSon i8 bresent,

bl¥1 {)t er mefans t han di gi t al o . ,
and"that"a hash of each required software application matches a hash in the required
software application list. Where a required software application is not present on the mobile

device 30 or its hash does not match a hash in the required software application list, which
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signatures. Instead of checking digital signatures on

aut hori zation information, controlled information,
wW@nw40ee5T i ct ed commands or requests, an el ectPONCA2004/000250

devi ce m ght issue a 25 cryptographic chall enge using

a preV|oust i nserted cryptographic key associ at ed

ot e SRR e, BAEEPROIE BT g, r oo

som@/of Rs fuRetdr! ISK’@Md@’b@UELﬂthH ween the owner and the
el ectroni c devi ce. ch as at,i

nfAdtangan SR sic Rt O SSF FR i or e kB oed Boove are
mpléﬁﬁ%ﬁ%ﬁ 'n%ﬂ' iRElud R&EF, furiteH|of adidgdhal b@np@ﬂe‘nw tﬁ&rﬁisww}ﬂn Elgs 2 and

val | al | enge response is returned.
3. Fih Ttima bleck dwgmmgbagwﬂ%eeva@eeasg\@mr&e MR gIeCronie device.
resiﬂ?ﬂﬁ)%ll&ﬂ &E lQ%a SISABY 3tRE WS cBEhnRurfcib R 80AGHdVihg at least

cryptograp ta integrity and source
voncamﬁdedahacemmmnnlc@tmrdCan@!"é%l e peefenebly, alperhaselhgngarability to

conﬁ%!)c% 6\%# Sihek E%E&Er % JAteh 4B H%nlnférrnétoﬁéﬁéﬂd#r@don the functlonallty'

1oNn are s 0O an électronic devi c over
pm\mwyethe maoiileldevicé, theenapée dedcemaydel rpferied ity ps ¢ data messagmg

t
ot SRR S e Yo B TS e ORRE opdsd wrolss
Intefét apbliaHéd) @F laZ)\%\da co@ﬁuM&t%%ﬂlﬂé AR o ROTHGAREPHO 0P OZBDIlities).
party. In this tter schene, .th es rce.and Sllevc

As rg@-rgpgecéam §l(l9h viegs aree rrﬁg tq gerﬁa‘ra hereirsimply as hfobile devices.
SY AiFRtrhdisieRYice W08 ol Warsmsedndrisaal 4 ﬁfbrbmb@dsbaﬁ:ﬁam display

is controlled on the basis of control
522 pe)-velatile meoe drdz BRdeniacRRTE RN ﬁ%ﬁ'ﬁb 41%%' lary d'?PUVOU"PUt
(l/ogéé\%és%zat geseklblsﬁori 5303 %q{e%@é?'d 582 08 EdKeP 834, MitedgMehe 536, a

recei ved software app ication is one of the
shogurgiger wirales ssesfmmenieatiopp suteayst@ﬁ§40wtdwotae@@a'@r$up§ystems 542.
The%%[s%o lr%%g ?Ynscidgi%s ﬁg&hf@@ @Be&%éﬁk%ﬁ aut 0558 % recei@9RX) 512, a

rized
trans oiittend’He 5appd>mec<aTmme Imcxbsqﬂlamre(w)yﬂ‘iﬁn@ndj@j digital signal processor

whi ch e t
(Dsgggg%r@ghggbq riw%\{(?l%tﬂ% ewﬁhséazigﬁ%rh S%%ig#n'&? ﬁ@b‘é\%@?%ﬁ?@lurahw of
softvafd :in|§@@|e9 wmsemma—;at odiebe exmmmﬁﬂnleemcmdmmm 538 (and/or the
exanpl, Si nce a software,_ applicat dev [
DS F8), 51eneh SBe AT PSS HANEPIE S0 S PR Tgnunaton moduie
524@9841«5 s aldrlty of dther siBBNEMElePS AN e carrymcia batkd gurality of other
hori zation check. However, if a party authorized at
funfEtI@éSaut hori zation | evel associated with software
ptﬁecr%lhl \ﬁb%t ol léb%e@éTaEW? BtvelwHeRRirAlfsation agiBe Ahving voice
each authorized software application and includes, the
anchdath ¢ammbricationt eaplebiies. | T§ys.i 195 exp@glen it mapile device 500 may

' coniruﬁrﬁ%étg B{/% C{?c%((%ecr'?e"cworlk hﬁ{&h 90 LMy BAhd éﬁél'%g%r dYgﬁ'iélSdeﬁLﬁ@r r%ftworks and

rrze war e ab I catl ons can e i nstal
may hiso tometuidat®ovar aciata oetwork. HEshvaite aydate @@tvwﬁs are depicted in

o VB SRS e SRV APl b sopat

corﬂﬂﬂﬁ_&ﬁtoﬂdnétwsl‘ksrlmi@e@aatlaaaﬂnastmctdne, sm:ht asobase stations, network

settln s. In order t t df
B NG DR T TR S —
net@Bik 318dMmo0ld tR@etbrs Bé intérp Rt dzr(b@tﬂp@l@smgboih@ dimgle umim:iand data

in the control settings. Any of a nunber of different
netWaErANPeRPERS® NEMINEKS s t hen used to generate a hash of

a I eaEbYRfMuRRaBM SR SRRl is abéPd cdrhBficatdi lvﬂmahe network 519.
transformati ons than hashes could al so be use
The DSP 520 is'used to send and receive communication signals to an from the transmitter
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generate controlled informati on and to determ ne

whet her received software applications are authorized
wo ooo4fomsal | ati on. Control settings may al SO SPEDCA008/000250
.list of required software applications, uniquely

i dentifyi ng mandat ory software applications that nust

uire
193] EeReL 6 A LAY ey SR R ity Yicinier 514 anc
recetyeediE rlikthelvaice end rdytae¢oemhumcatmnsl eviwcat & Bnhgre ffehﬁjlehcy, or closely—
ctions,

trol ertain r as
oo B IS, T 8 S0, SRR F o i e
tramesnaittgr 51 4 aBdfrécuirer 5appAiterabiVeNg ifdiffefert GaYiisRibsSRE LMBES for voice

[ication |ist may be uniquely jdentified by one or
corBfnicHIRR ersuse daiR tarTBICaIDES o the rRDIe dvice@00 s enabled for

corﬁrbphtlhleétiohe Snanarbiteat brnSetwbik 51'99th€ﬁ Y dl@raﬂ?\ﬁf Eés 303 gé:ﬁ Be used to

% processor 40, the 30 application’ | oader
genarale; fF%"é‘PF‘P'%?] cRBERRAading, toofhose fuged fire thel aetweek G88poNigough two

ant@ﬁna%)ﬁ%ems &re o%ﬁﬁfé&ﬁﬁagggttggfﬁb'ﬂg gé\ﬁ@é J]S()(O &{lﬁ& Ke Eged with a single

ensure that eac
antﬁm%éﬁvctur%ndnionaatlw hatliph olﬁcllaiﬁshbvthqmlcecbnsloﬂawam&)rmatlon is

t
MOS80y ) G 1 SR e pe o
andaihpInpicrapiosassos 588t present on the nobile device 30 or

it sha not chah h in ther ired
sof TR 08 of TR riuricaibe albssserft s sy tramency band,
comﬁemb@%%mevap@wr & daberfitent @p?j‘ntﬂ%oﬂnﬁtﬁf{?édltl@ﬁhé%rk 519 in
or a east

be g ange t he nobil e device_30
whigh) The” G5 Btk 20 i D1oTe8l 16, ApeTales T fS@BIRS, 8 fobl device 500
inteRded td GFbratdiin Q'hﬁfrﬂ&rﬁén%a‘ﬁ%érﬁ@t thy Waiuel asébﬁ‘ﬁrﬁﬂﬁc?rﬁg subsystem

met hods descri bed above are ['emented may 1 nc
SThqsrigNed fq prapalp Wlfbrth%Meblterata: dpoakile data pRammehisalion metworks

and élﬁdes@;n@@@o operate v vﬂh%nggf % §a|{étl}pé>f(€/8 e%bﬁw%@{ﬁ #bn ﬁetworks such as

devi ce as an ex SucC an el roni
AMB@vT@MA CRAMAGIS, @tcuevherea$@mqbﬂe ged¢eebebintended ‘fmuaa}n Europe

e B oERAe s Y AR S hal S BHGF F Bk 508 e oS
voigehmnyayadstion Mytvtcmk Odiventyyies aff dataizind voich eletvedrR® Wot separate and

. on_the Internet. Dependin t he

mteﬁﬁaﬁ%qe'ﬁiaﬁ/aql?qge Ut'lﬁ?gwqﬁifbe ng%gevl'%bﬁ%e devi ce, the
rmkIDdammdmtzaﬁm mow%dcééﬁquaﬁem@ntéiforﬁth@ McbilEREERE '500 alsovary
10 dewce & % a nobile tel ephone wit

cepgaRias HibEEing e CLastpl K6 For sxqinpll bdbe anta aed DataTAC data

neth@gRs,inadisie deﬂbe@ar@@é@st@@&l'ﬂhﬂh@ﬁétwgﬂ( Li%‘ﬁi@ £EiGIM i ggntgl'éatlon number
Wi t hgut t el ephony capabilities). menti oned above,

assQgiiRd Wil P deyics. s $éatatnstvgélssehgw¢\ger Ineivearts agdepsys gssociated
withg sOBRirib&r Qreﬁ(ée?eo? thér hopiDkklige BYI ée%ﬁlgg dg@&%%gﬁéal@iﬁquwes a

transceil ver 511, m Cr opr ocessor
subgesthey seality I@W$W"§2ﬂ4ﬁlch isrelQuiteddic exter tremx&rgte(tﬁhé\w)oblle device

[ t Vi.C 52
5002%??a porttwgéi) I'%gé]llké(ar oar EW%%fOFnéélﬁcag§@|fU"§2ns ﬁf ) may be
operabts, without¢hes3IB), bat thi mdb%le dedes 500rie Linatse tmﬂmd bulcfalﬁdtlch§|nvoIV|ng
- SV.St e d ot her deyice s ens 542.
con UGS Mt b e Er RS bPE ey ity Ecitee Stgretionaguch as
‘9115 eBerdehBy callimgecei ver (Rx) 512, a transmtter (Tx) :
e or .nore, | ocal bc1?sclllat ors (LGs) 513, and a

514,
di éfFﬁ?ny§98WQd r\gmlé@g ation or activation procédures have been completed,
the mobile device 5OQ is able to send and receive communication signals, preferably

including both voice and data signals, over the network 519. Signals received by the antenna
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(DSP) 520. Wthin the non-volatile nmenory 524, the

nmobi | e device 500 includes a plurality of 20 software
worpadheesb24A- 524N t hat can be executed by thePCT/CA2004/000250

m croprocessor 538 (and/or the DSP 520), including a

voi ce conmuni cati on nodul e 524A, a data communi cati on

I t.h Lonal .

51BN e RS Rricaen AeBott 816 b Bl b Tie P8B! BBAGiricn performs
sudhufurctianss as Tdignahraiongliécation; cfmqﬁélﬂ:yl gdovar ei)evablby diltering, channel

- way, Co ni,cati on device vVoi ce d data
solb L 7 B 6 HORa s dhaioafn SRt G asis pERe ravetvea signal
allowslmdbre cdfﬁple@‘@oﬁﬁ%rf@ﬁon LPRTBHY, S@hsQlidital deri@duldtion and decoding,

of the anal og or digital cellular

h
to qﬁﬁ%@féﬁ@ ﬁgréfﬁ%ﬁ%% I8 GritilAr JBENNeH VRGNS i9heatransmitted to the
netW@FWBl@k&rkl;e plResRbCRciadAy H\%Haanﬁé‘?ﬁfe'ﬁéocﬁ@ %%rﬁ%llgc g)tﬂeDSP 520

t he communi cati on tower ese \Y; and

andﬂ%ﬁeath%t)mmg tortp trRnsEfe 644 dor digitahieranaiag eomversiono frieguency up
coreisih, I?egfgb?érﬁ;t)llﬂe%t oASha HEhthiSsioPteGhe @o?nrp&‘ﬁgatiéh ALhA519 via the
contro ers, etc., or they nmy be

net wor
antemas il 8t &dthdugho aasusglagirmsmewent €44 ineshownk for Retie neiveeand data

corf et 02 ADRHH L SUEH O 8 LR Bl
dlsm'e:pt[araﬂoelvam; vuctkes. a flisttrareewahen foaﬂanmmmuu@swtm\&iblvdufe S|gnals
comuni the network 519 The

and'§ 58840 Gt Gl parstd
§ Sl (SRR B Brtsuling @7 SRhRIT L 4R SlsmelSgibp drst g ansceiver
configdretin@opéraRe Withana fitst freguency Bal¥) 240 QAREAPRZnsceiver configured to

V C{E[/ CA2004/ 000250 514 and recei ver 512, and al so
Oop&sy

HEREER 8o Hleaveny @i on with the transnitter 514

andin do8igh Y&proedsking the Q:Bl%lﬁ(fﬁicﬁﬁo@ﬁgnéi@ttﬁe DSP 520 also provides for
conmuni cati ons occur at a sin uency, or

receivgysand, trargraiiedcasdiol. &Off%éw@wéheegam %@ﬂs ap@bdgbezomumcatlon
sigreis lr{T?rge P%?E’.%Egﬂg?f@o% této?"iéy\"nﬁ)}/ Bg%dgf)tﬁ\%gﬁen@&o%d through

514 an ternativel
autmealiguedic icesiral algotitnins ingteriented i the DBR62Mudtheatrianseivercontrol

el A S 5o B TRIRNE R e U5 S EB ks oS Betinopntcated
conﬁmgofthélhransa;ewleuﬁﬁl ity of LOs 513 can be used to
rate frequen orrespondi n euse in
e D BERS 6o SR POTR Y, TheCandos rPaLOB 1% Bl caption ofthe
molsiReice 00N Maing typés of Mréfrbedseoe) nfiero&dHironerdlcduR®e used here,
or, \ﬁﬁed with a single antenna structure. Information,

PERUYGhe| A RYIH HFP PeP ceoulth@edased [onFammaut die furctipns of the
micFepiboeRberad3Rd Lé\ﬁ-léi[éﬂcérﬁﬁﬂhlbé‘lﬁ)ncfgﬁméﬂé Qﬁélh&ﬁg BPRYLEIard dnd voice

via a |ink between th he m Croprocessor
comymgnicatigas o@ﬁmeﬂ@ﬂn%w@mhoﬁietw é%@nmﬂnectéaﬁsgﬁver 511. High-level

con‘?rH@rﬁ&’aﬁoﬁ'Q Eljréa’tloﬁéj%hﬁfng B YRBbriAHbat or‘?tg %Q%}i B24A, and the

sel ection, power etc., is depen en
data; mmmnm@attdrmwmmtlm pR4Bare staned Wthmmvblatllafmm@'y 824/foc execution

e 0 a .a_nobi |
ARl SR St R BRSPS, 8B P el nefi sp4a mey
provrae kdatghﬂa\}el userlintdgace m:pmmmta:mnsﬁm amalbe@él\tee‘vmcéida'us between the
motggtsdaeglggm%pg%fqﬁ%%ﬁ}ﬁ%%E?E(\émce ewces Vla tfwe ne -lr-ka\%go gljrrllilgrly, the
data communication module 524B may provide a high-level user interface operable for
sending and receiving data, such as e-mail messages, files, organizer information, short text

messages, etc., between the mobile device 500 and a plurality of other data devices via the
network 519.
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and al so designed to operate with any of a variety of

voi ce communi cati on networks, such as AMPS, TDMA,
WODR07PES, etc., whereas a nobil e device 500 PCk/€Azi®d/000250

for use in Europe nmay be configured to operate with

~the GPRS data communi cation network and the GSM 20

voLgce comuni cati t, f a

v oh’ﬁg MPRERCRESOr Q%? ﬁ%? e'éé)\%féa% se\%tlﬁ g{heP }ﬁ?\ﬁée Qlfbsgélreﬁws B&h as the
dispRl 502 [RAMBRE | & iiami IltOTdé\,HnesrmBJ degiabmori 53@ KkdyBoard 532, speaker 534,

Conmuni cat i ogonetvvork acces g%brerrent f or

mic oo d,A SEOBTRE| SEVR)CaBR TP Ty Cith oy sihegydevice

sub{}@fe‘ﬁﬁéﬂan’éﬂﬁly dESHNSEQEPEE2. For éxbmpld) Biet ravdaeslb 2o H’Eﬁé?executed
at net wor ks, nobil e devices are reglstered on

by thee rigsPRIOGRSSAE 538 AT gAY Rravide arligkievelintagR Petygen ke of the
mobﬂé a&ﬁbéaér%dthmﬁdﬁkgéé\fbéj ehOiRterthle fypical gdt?&@e@@b%hi@él ,component

owever, network acckESs I s associ ate
provideidstbraugbrthe dispizyr 522 ant@mipbileutprd\doswoser. pravideskihrough the

oA LGP P A ot O S o

areﬁé@gﬂﬁbéﬂd;@edﬁkylasdJIZ@O@F@% GPRS net wor k. Local or

gpnet(‘éﬁﬁwﬁ%%%% %'gﬁkh F@uﬂg{eﬁ&ﬁq n%(%) m@ﬁégtlo'ﬁa%lag%lofunctlons

wheha‘?asttﬁlal&4 SublsPst6ME myayoprovitiel Mesidents of br-alevica g.lrﬁﬂons Notably, some

conmuni cat i ons ovey_the twork 51 ot he
subgystRANg: y,supréa%}(?)@@am §olay8€%2nm3% be Ugqd, for Eﬁ%‘r égﬁr& pication-
relafe@l firkfondNdRh 88 Yerft@fiig "aeiéxﬂ%éwabefmlﬁéﬂs&mmn @Ver a data
activation procedures have been conpl eted

comimTaston 08 Mask e g eH e TG EOB UG S0 FaISHELT CatesK lst or

othe?'F‘i’ﬁ?i e filcgbgr ably including both voice and data
over the network 519. Signals received b

ant@@ﬁnat’lngrwstemqw OSREaE thPmigraRoerRsP0oRDIS prefer ély stored in a
persrl%j;%rél] s{t/ogg ﬁ(%% %8{;1 '\/8(%1,1 %é’?ﬁ%rg 5948 cﬁtlcfn%' IRbpbrthg §ystem and

orns such tions as sign
confngicftion atddales 524AMN d#myordmlwtlle:mﬁmr)smﬁnnay include p ﬁ@ system for

oS 7oS Boerh B el 32358 4 f b bpEgoaTS) Aorcaton

lnfoghétﬂﬁgain@?gﬁtg%]léﬁmifmamﬁgmm opdrainy éystem speuific cb;me apgications or
ulation an

moc@}g@qﬁ §" P& theyisok sepy Qeﬁe@pgraﬁ&q%qcpeﬁé?m &Vvo lag F’é cgr‘(ess?%c LAM 526

for fars?eﬁ‘%ﬁ'e%t%ﬂ M%réok)@r rék%i\)&rd:bnﬁﬂ\@m@ét@nm’lmmﬁ also be temporanly
I ncl %Qm)du ation and encodi ng, for_exa

storeHdDSA 367 mfareapeémn@wwr&md@amﬂe 4 HE S ERChFAIn the non
volattmbHonf s 2. 'I"ﬂe rof- v%%lquerﬁgtprl Casnhé%fbe ihipRAWRTIEY, fdHexample, with

conversion, tering, tion and transm ssion
Fla$mmeh@m@mhynlab@ﬁw @fé?taﬁ@fykba’&!md'vpﬁ%e ant enna 518.

VOi %’igg‘%ﬁ&g& H tibh FRGR! S2IN l%%flm,'ag b& hﬁ@%d foffo tAethbbile device

conmuni cat i ons ternative
5008ﬁb@divlmppﬁ®ilom previdirgi HA ﬁuevmqreh’@(m:ch@y calﬁ@qlam@ents appointments,

anc{Ttlé lggrg§v'lgﬁl '?%’b ﬁg%ﬁ%@cﬁég 7 e%‘%ct%%@%l@e Ebﬁ'lrchbmcahon module

Ny and receiving vo
524 W&h@nagn@ﬁdh@eseﬂlendom amesls etee rarfdomay rem:smntaracptmglth the data

and receivin nals, .or a first transceiv,
corgBRFg e d10G e B2 5P e S, et (b TEREGE g otmer data
trarittls oS B EhatiValy M OF the furashdligLsfess taice m&h@’ﬂ&tmmdnle 524A
a second frequency band.
and the data communication module 524B may be integrated into the PIM module.
The non-volatile memory 524 preferably provides a file system to facilitate storage of

PIM data items on the device. The PIM application preferably includes the ability to send and
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15 In addition to processing the comuni cation
signals, the DSP 520 al so provides for receiver and
WO e@admost er control. For exanple, the gain | eR€l/€A2004/000250
applied to communication signals in the receiver 512
and transmtter 514 may be adaptively controlled

o e SO S50 PR U B B o

moduissl 524, 524Be vianpb thmfdse cheitwork Hel 9DFRe ?PJM data GﬁedBrarbqareferably

vi de, nore so stl ontr ol
seaflegh dgiegRIS FIRCRUZsH e spitedotn S uTBIest Getysr 519, with a
corrBEIRARY seREf deda fidrRs §tof§d%r@‘$§50?étéd AR bbb dnPutdrizgstem, thereby
nobi | e devi ce 500. Man pes of m croprocessors or

cr eaﬁmg AdBiFRIedbIvStan fos éatad%/eaﬁ Fpsagatedvath a particular user.
al tﬁ%ﬁﬁét%nl\é%&rce %Oﬁ'lg‘&laﬁuam?%yﬁ&%lﬁﬂéﬂ With§ hH§leé§/sfe9n E@pla¥ing the

out the functions of m Croprocessor
mohileweVise SI00dn @minietiaca eadieuwbich®eyples feg a@rﬁhgommpéﬁéhe mobile

corf SBT3 55 P RV 10308080 95 g v

authooipatiomi mﬁirmtlorappd icoatroledsinformatiandomtg theem&ttbleo@VICG 500 and to

oo R B 0555 b g i 0. i

wired@dwhidadtpaltieman forther b dsédto I@acemém@yptlobwey beto the mobile device
he voi ce

roprocessor 538.. For ex
500, JBi SR G CHTATES B ARy 1 R GEoUSHTgHog LA exchanging
enc%ﬁén infdrifalias GaaRehrbbss dewbAca@ t and receive VOI Ce

I1s between the 30 nobile device 500 and a plura

of Asihasizalien isormalan eanilad iFRTRAPHGR aéélgon%?ﬁl?lica?? odules
524h1 %@t |8 SIBMBI tR&ThdMe 'Hédiéb%o’é%ﬁ%u@ﬁ%h@fn@m&ﬁsm through an

eve user interface operable for sending and
auxmewd@ isnbsygtena 528 Ubreugs the ﬁmrl-ranﬁ@s:a@l@wmqaiwr@ssubsystem 540, or

thro@éﬁg V\@e %Lﬁ%%éﬁg&%gﬁéé@[ém S gb% n%fg(ljled H%?ﬁ@&‘?ﬁ‘t‘he ‘ﬁblfcrvolathe memory

evi ce urality o
524ctmtRANM 626 c&mhvflealbﬂltwn applioatiok insteflatiord0cra@s<x0ibd flrligsity of the

PCT/ CA2004 250 . The m cr folole! i ealat
moig e, SOPPR RAPRS® HAUTERS SIRey LE dactilnerofmupigaton-rlated
fundliofi| ay bbih2 FoR/&daﬁlﬂ@ sacmel¢mmum|ééﬂodeafppheatlcﬁ§&nable electronic

serial port 530, k ) peaker 534
comiTR PRGNS O1ae SHaY PSR GRS TRIH .48 POHEI Ay B moble
devi4Goand any ot her deV| ce subsystens generally

desi gnat ed as 542. For exanple, the nodul es 524A-N are

exedy @@ﬁlesnwletdﬁélcﬁﬁee @@pseé@gaﬂa dai8 COMNUMRRTRR BIPPRER goeived
sigri2h, @0t £Y8 cFXlt ﬁ\%@%%co‘? a%b‘b%@@ déwh'l%@zﬁ l@{)rotc@ﬁed 'EE? kel tﬁ%\nscelver 511

evice an devi Ce. T|S|ner ace ylca
andi providetd émthgrnaistopeedesew B8 nehich prferpblidtrtitgirsagdssen e ceived

sofl 90, P ALy TP AT sy 5o oz

Autbmkm ir§8dnation, norgradigd infernigion, Sudt lsommasds ardequesterelated to
autf?ﬁ‘%a cﬂﬁllglgzgpgﬁgger ac'g{,\lﬁol?erq gorrﬁgufn pgffq“'%? rrng’(:elvle(a b?%@ trgﬂscelver 511

are poooEssed as Hesribed abedk. fA nsen afmsobile wlegice &80 adyealso compose data
subsyst ens rovide, Sld nt evi ce

terfiagEe oRemaATeBrges diig e Ediper e TR KL Slecshn g camplete

alpferdnidiid kdisedrayai® 3t imttie TBNVEREY digle, ditholgh other styles of complete
conmuni cati on-

alphanumeric keyboards such as the known DVORAK style may also be used. User input to

the mobile device 500 is further enhanced with the plurality of auxiliary I/O devices 528, which

may include a thumbwheel input device, a touchpad, a variety of switches, a rocker input
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rel ated functions, such as entering a text nessage for
transm ssion over a data communication network, and
walewitoawsesi dent functions such as a cal cul at oPCDCAL@SK00250
listor 15 other PDA type functions. Operating system
software used by the m croprocessor 538 is preferably
.staored e €,
swidh M) 1o omeSEg Bl Bim? bR o7 46 188: A3 B0 Bl Sher e
comaumivatiore adtivork Srteovlh ¢ tEehdbeider §1Me non-vol atil e nenory

o R Feplie ke Sds5s Sibly TR 08 iR Hise RO Eghiadne overal

operia@bn af tHeOMbBIRS H&Nce2800 IRf ubsRtiAy simdarciornthé eltemhode, except that
i nformation. The operati n gifgem specific deV| ce

recejysd| §ignRAls AR odiPut e ggea epd volger signals fRyiransmission are
genér‘éf%%fﬁé Hictoprmdessel M BadtioP il sdcdrs ﬁ'(éé?aglr?guféﬁhrﬂéuwscnbed

f ast er operatlon Nbreover recel ved
aboveomighhnetdecessaslydearplietip Vaice SomEynisaions Ailteiativg vaiegior audio

110 JeanBé"\élﬁ'éﬁ Qs ang 8%%%&%9&%@@8\59&% %Wg%jmﬁl?ﬁ}gh%d on the

teém 1 ocat e” non [ati'l'e e
mohﬂerdevmbaﬁQOI Altheuglr youéeabr Egiobsignatsiuénué s edcomplished through the

5P 334 S b 5 DS LB RS i o

callibg gy, t‘rﬁatduijnhﬂaIVO@d edll, Oﬂd)tbett\hﬂscermiﬂ irélated nforoeatioh.OBoriexsampe,

a.PIMa i cation OVId PDA functionality, ,su S
the Qigrentparoet 7 I CaRglortvalfing volos BBl otk 4R Snd the
opeRAY bstoRANfNRYe, hBOddtedtena ealleniddhtifidifioN difé@nation of an incoming
comuni cati on nodule 524A for managi ng phone cal | s,

voicg salk andrglisp'ay itandhe disR@YS89- al so i nteract with the data
30 AcqRpUBhGeELAMUAREIDR s*'égélﬁtérﬁ E40RAEH ABlu8edithe mobile device

communi cations and other ddta transm ssions.
500 AFereaentpley éheysubayster4 mayfinghusieianririrareq deyicerand agenciaied circuits

and %BWHér‘ég iﬁé%pBlﬁg é hle%rf%)gﬁ g té?l‘@ﬂl {;@e @ﬁél@ﬁpﬁmghﬁgﬁdn odule to

prowdnfovcdramuhlealrmrmﬂ?ﬁnﬁmlymbbd apstemeaodidddses Fhusauthorization

e S P B 5y P40 R e 0By b0

on #@abirhbbile devicedod aladihe- StiaVibr2 38/ D 7etB&7short-range communications
PCT/CA% 04/ 000250 receive data itens, either by
subgys 'or in conjunction with the voice and data

cormpg! i epflsOnts napduiie examdld.of BR 4Rcirvhia dbvies i wisitiegévice control

network 519. The PIMdata itens are prefe
sysig@Eranss {0 tdegFRagiabAp BRY bR iTelemEned; ﬁ?'éaﬂenwan of such

syst%ﬁ'a% Whd GhERSIN G Warkdr S1d&ron¥ Bvides ‘F\@(/lhgsﬂ%ﬁﬂéH eweetorOfifferent
data itens stored or associated with a host conputer

comppeerAthanipenhshove ibrfdat’i wepid baiopyigHet @%ﬁ‘@l@ﬁf%?heo%ﬂ t@ which
this gé@l%tt&éé@r‘f ifd &5h é’u\‘ett o rRPAES AT 1 Ut§ee\ﬁnhh|ﬂ_ h% Rpastels b\ethe present

I's manual Yy Ssync ronlze ost sys em
applinatiph.afiongxarmpgle, altiiouble ad¥ii card H@6 nohbegn exnligitly sltawn in Fig. 7, it

dl I i
sho@g%el %dpr%\@ t%g tﬁ%ﬂ% F}o eéqlfbgl ﬁ?)glcgtta@ t %t{aﬁg n%hmg{ﬁ%ds in electronic
devisys WHMSIN Imardsas icahtepptated fﬁlncm&lh&bsrds lwarrestydntwpemtsea memory
aut hari tlo tiaon | | ed, i.nformt.ion
corpRgh Ha cHzanP b MR RRL SBu T TPg MEgon G B afed onto
SIM&ﬁEd :eﬁﬁ%ﬂ byforemﬁieusm carﬁ 234;Nov‘neéd fonas@in st dlesironit debige. Thereafter,
nobi | e 500.
any electronic d%¥|lcg ?n which the élﬁ/l card is installed is controlled as described above
Also, the systems' and methods' datamay be stored as one or more data structures in

com|5uter memory and/or storage depending upon the situation at hand. The systems and
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wi red downl oad path may further be used to | oad an
encryption key onto the nobile device 500 for use in

W@ e@yo9sonmuni cati ons, which is a nore secur eP@ECAZH4/000250
t han exchangi ng encryption information via the
mﬁreless networ k. 519. Aut hori zation information,

RTINS AAPR - FO RS 805 ko B FEE9, gt

datab8@yntiBy Cmtghat barricetsigpaks &ElQ, radioofrgduemoy camiérl signals) /o@ other
subs ten1 hroygh the short-range comruni cations
comBBIALT LR BHEYS (19 Wk ol BWSTect RN <ui + abl o

subsystem 542, and installed by a user in the

non-vol atil e nenogy 524 or RAM 526. Such flexibility
INDUSTREM APRLIGABILEEY o) | ati on i ncreases the

fu FT‘FJS r‘?\ﬁe@i‘hbﬁ ¥rofdeb Q?parﬁg?érhcﬁﬂg@l\'ﬂdé?i%r esirofing oBé@Ner%?elgctronlc

enhanc on-devi ce functions, conmunication-rel ated
devitesiby moHiple entitisetvho rAay b@d@‘ﬁfﬂnéffo@@@@‘@%léﬁﬂﬁum cation
appl i cations enable electronic comrerce functions and
ot her such financial transactions to be perforned
using the nobile device 500. When the nobile device
500 is operating in a data conmuni cati on node, a
received signal, such as a text nessage or a web page
downl oad, is processed by the transceiver 511 25 and
provi ded to the m croprocessor 538, which preferably
further processes the received signal for output to
the display 522, or, alternatively, to an auxiliary
I/ O device 528. Authorization information, controlled
i nformati on, and comands or requests related to
aut hori zation information or controlled informtion
that are received by the transceiver 511 are
processed as described above. A user of nobile device
500 may al so conpose data 30 itens, such as emi
nmessages, using the keyboard 532, which is preferably
a conplete al phanuneric keyboard laid out in the
QAERTY styl e, although other styles of conplete
al phanuneri c keyboards such as the known DVORAK styl e
may al so be used. User input to the nobile device 500
is further enhanced with the plurality of auxiliary
I/ O devices 528, which nmay include a thunbwheel input
device, a touchpad, a variety of swi tches, a rocker
i nput -32 WD 2004/ 074957 PCT/ CA2004/ 000250 swi tch,
etc. The conposed data itenms input by the user are
then transmtted over the comunication network 519
via the transceiver 511. Wen the nobile device 500 is
operating in a voice comruni cati on node, the overal
operation of the nobile device 500 is substantially
simlar to the data node, except that 5 received
signals are output to the speaker 534 and voice
signals for transm ssion are generated by a m crophone
536. In addition, the secure nessagi ng techni ques
descri bed above m ght not necessarily be applied to
voi ce-conmuni cations. Alternative voice or audio 1/0O
devi ces, such as a voi ce nessage recordi ng subsystem
may al so be inplenented on the
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nobi | e devi ce 500. Although voice or audio signa
output is acconplished through the 10 speaker 534, the
waele@ploaywsb22 may al so be used to provide an i nECTan2@®M000250
of the identity of a calling party, the duration of a
voice call, or other voice call related information
the m croprocessor 538, in conjunction

For exampb,.
Whagi F rrgl i ce communi cati on nodul e 524A and t he

operating systemsoftware,: nay detect the caller

identification inpformation of an incomn .voi ce call
1. and MppH &y TanagHoTIL el LebgerdBbo! eRcltnin devicen i method
comﬁﬁwmefs@éﬁsodf.s subsystem 540 is also included in the

nmobiT e device 500. For exanple, the subsystem 540 may

i néeasingAtthorizatior infareatienfos Agelested auiiasization levglt and

andy iﬂg BB Ived AlthdHiZAlidEhRANEHGH in %9%uﬂ1§ri§%}%tiﬁf5m%n store of

wi rel ess conmuni cation nodule to provide for _ o
an etssironinidevte, ovhergin thesiepgived autherizabivrinfasinatiemis siared in association

. Vi . a { zation information insertion

wﬁhSﬁ%éeg%%%? éﬁ“é'&zaﬁ‘%gesf%ti on insertion as descri bed

above may be enabl ed 20 on the nobile device 500 via

the serial rt. 530 qr. gt her short range -
2. cottamhe Sameh o) dulin SapPrang R of detging the selected
autropesgtiohiiévegxanpl-e of an el ectronic device in which

device control systens and met hods descri bed above

may be inplenmented. Inplenentation of such systens

3. andhEptdiesisofichimth®he@lrffit EQBEEd EMbALRioR MieNg determined based
further, fewer, or different 25 conponents than those

upos fingceived-aythorzafigh irdorpatiobyvi ous to one skilled in the

art to which this application pertains and are

therefore considered to be within the scope of the o
4. pr @hemoethagppl ¢laiat i .cand Pdhercemppising thag siepe ghreieging audhqtization

o P RO 0 DR S5 o bt o v

recgnedentieorizaticl isfotmaiitndasetupadbe mttiéveﬁlimfbmtm, wherein the storing
scr bRt s =t 0T B o bR RLABR e

controlled information,or both, may be inserted onto a
SI M d ith bef he SI M d.is I ded. f ,
o o g g S B o B g S Orormation
confhiSEd FeddvingdBMh&®zatibn WMibedbtibh @sSddétsa fini thie IsBRCRI fahorization
I's control l'ed as descri bed above. Al so, the systens'
levéhnd met hods' datamay be stored as one or nore data
structures in conputer nenory and/or storage
dependi ng upon the situation at hand. The systens and _
8. - 33ha0nelod/ ¥ 78B4 PETEEhesston B2 Seirewag udriaalonainismation
. : . iah
coniPes IR o A DU A LSt ion vl s
tharctherselectesli agitadrizaljen Igvel. radi o frequency carri er
signals) or other conmunication pathways (e.g., fiber
optics, infrared, etc.). 5 I NDUSTRI AL APPLI CABI LI TY
7. ThiThel methatli afrcl@irroy] wasreirpther stepiof astienay Fautiorization information

oot Sl RS AGRS SRR WA Araten vl

assté&igted with authorization information modification operations.

8. The method of claim 4, and further comprising the step of verifying data integrityof the

received authorization information prior to the storing step, wherein the storing step only
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-34 WO 2004/ 074957 PCT/ CA2004/ 000250 What is cl ai ned

is: 1. Anethod for managing nmultiple-1level control of
W@rooghatesT oni ¢ devi ce, the nmethod conprising PEECAL®PSO00250

of : 5 receiving authorization information for a

sel ected authorization level; and storing the received

Yo i i At i i n._an.aut hori zation

ooty d EBEN S RORATBh IRGrotaof S i eriis el uner ei n

the received authorization information is stored in

assogj at 1,0 ith the sel ected authorization |level. 10
. 57 M Meltio of im .y alic e samprising e stepaiehngdate insegity of the
receivep aafhodgatdhnhfermetdmeridiab e §@ri Ofyh &R

3. Eg]%l net hod of cl (I:l_i m@rlz wher S?Hn?ﬁfg?ég’réﬁdegﬂ {6k step only
OCCy} 'SRV haytBgiiAatipr Inflrmatinn's édedsits isaveriiebn t he

recei ved authorization information. 15 4. The net hod

of claim1, and further conprising the steps of
10 ot Theyelwdaiclaini1zand tuther ednopristngi toe sfepsoft he

aut ' iRt ' d_det.erm ni L

ot RebiGicbFlod i Mo s Siciic Ffs PEiElefinhedGuthorization evel,

i nf authenticatindhdbe dreapived t dcomtrokdd iisforationf @aS&S idN authorization

: . ] tori.ng.. step.only occurs if the received
iRl flotedn Heh it icaot Rrofatal S5 Bett « o e
aut stering the 26eibed Tostraied herernedtiodliRiaNedhtroM® irbrhdtiBS store if the
t,rievi nﬁ aut hori zation i nfornmation

i f
reC%'%%%r‘%%efé@%Fveqr BRIy was: Rvhpticetesh Withfreepeati tonthe predetermined

' authaatioraked. Wit h the sel ected authorization |evel. 25

6. The nethod of claim4, wherein the step of
retrieving authorization information conprises

11.7 et THeEMbMBd RUEBRR 18 3 thal i ' ith .
an aut hori zati ofr;:ll_!i Fg’\?ée mﬁ?gﬁe@h@ﬁ?ﬁ qrt]%%tég é:f g%r?giaém'”tteg”ty of the
recgiygchennireliad infiermatips) andwheréia thesreteidedabntrblEdinfdrmatibe fseinly stored

if infddfiny St ¢8Rk, retrieving authorization information 30
con‘gﬁl ses retrieving authorization information

associ ated with an authorization |evel associ at ed

Wi t ' N i nformation .nodj ficatjon
12. o heeigs il Be RS SER ek < Hevames basee upon curency
of detarprosdetectioh@r sbepinafionssthédeyi. ng data integrityof the

recei ved authorization information prior to the

storing step, wherein the storing step only -35 WO

13. 200PeGi4A6d oP&E%@@%r&Q%&e? QF Sihent atiﬁée‘ﬁwer r%E%l/éfcggontrolled
.. authorizatjon information's integrity Is verified. 9.
mfomlo&eiqmls% "erigying Authergatians infsmatigpesasiaied wilh arteepr more
autrrizytRin! IEVEI Ry & 1dvaT 8984 eflialtdfhat of the predetermined authorization

level.

14. The method of claim 13, wherein the step of refrieving authorization information
comprises retrieving authorization information associated with the predetermined

authorization level.’
185. One or more computer-readable media storing instructions hat upon execution by the

electronic device cause the electronic device to manage multiple-level control by performing

the steps of claim 1.
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recei ved authorization information prior to the
storing step, wherein the storing step only 5 occurs

W0 poowlasosecei ved authorization information's i PCBGARG0Y000250
is verified. 10. The method of claim1, and further
conprising the steps of: receiving controlled

f i ned . .
16. L ehBFT A PL e 8988 mutieitelel soBYBf Fof HiscFeus doige: the method
compﬂﬁhgﬂié 6bd off or mat i on based upon aut horization 10
i nformation sto|ﬂg)|nthe ayt hari zation i nformatjon

st sp@VingePiliad IRrAlen RcRFIGEH WIB R Biatenined theitzelion level;

| N AtHeAfédiny| 86 rédeiidaBicbRfolist Oinforinktiém Ebaskl C BpAE huthorization
controlled rnformati on was aut henticated wi th respect

infornation @speciated withithroeredetarmiped auhpizalioa Javel onahigher agieorization
IeveﬁT?tbFé;aqn oh o h%lrlgét}'oq)l mi%Pﬂ idr‘)rgtcli}@rarﬁbonp” sing the step of

verifying integrit recei ved controll ed
i nfstarimgtthe meceived wwloéednmfdtmatl@'cm g egncaliedripformation store if the

i. nf.or [ J r t
recei\%d %Fo}%@%@rrﬁ&k%l Q{argn %her{ V\,ﬁaethg \ﬁl eé/pveé:f It %é gdr&‘gjetermmed
authosizptnfleveled based upon currency 20 of data, error

detection or conbinations thereof. 13. The nethod of

claim 10, wherein the step of authenticating the
17. I eCRle\Bsth6@ 61 d1aihl B8] ant MilirtHer@bmphsitg ther SteE6f Verifyingvitedgty of the

aut hori zati on |nforrrat| on .associ ated with one or. nore
recelyRAROPIroliediiAMPRioR) andiirrei the recaiver Ca?m?"ssg{’]mseagﬁ* isogly stored
‘fmtteﬁﬁity i®¥erlfidg. predeterm ned authorization 25 |level. 14.

e nethod of claim 13, wherein the step of retrieving
aut horization information conprises retrieving

18. aUtC%‘R-:{ dridrk RBmbIiER Lé@%bl@?néglaﬁsﬁ . til%@%lgfi&g AR Gpon execution by the

erm ned aut hort zat i One or nore
eleomonmeenpe causddbd elentraiadsMics it mpnags mulipts-lenel contsel by perorming

the gqégggr%%ﬁ}:pé/ the electronic device cause the

device to manage multiple-level control by
perform ng the steps of claim1l. -36 V\D 2004/ 074957

19. it R PLRITPEaAYS GPey SET Bleke s A Hondur e sgmerising:

mtd%th@ﬁﬁﬂén gifdtenatioe seirepapaie of el@ﬁnglanmoﬂﬁaﬂtohohﬂoeﬂatlon for
i nformatj on associ at ed %)II th a predeterm ned
each of ARl Platthrizalion Iexgithent i cating the received

cory k&hitdRed 'lﬁ&@ﬁéf%h' ﬁBrebéeﬁﬁgleU@loﬁo kevitraliali lifdrmétion affecting
i nformati on associ ated with the predeternined

opetaiion & pr glechianic dwpe,orhesein egefesiotgtdepipliadinigrnatiop e pssociated
wﬂl%r%ﬁﬂor’iz%h&ﬁ‘le%‘lt Qth’l zation information store; and

e recéived controlled information in a ‘
corg prﬂcleaprnnfogmmmqailogtvwﬁwethef autherization information and controlled

information store, wherein the processor comprises one or more processing elements that
are programmed or adapted at least to:
receive an operation request;
determine if authorization information associated with the operation for which
the operation request was received exists;
determine controlled information corresponding to the operation for which the
operation request was received if authorization information was determined to exist,
and

if no authorization information was determined to exist or if the determined
3
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received controlled informati on was authenticated wth

respect to the predeterm ned authorization level. 10
waZ0040me5net hod of claim 16, and further conprPGi/Og200Me00250

step of verifying integrity of the received.

control l ed information, and wherein the received

contr oI nf Qr mat |

OO Pl g MBR APl ey g bBertn
st gequest was trdéameldc perférhathewyperatioxdoutvhion tioey opdﬂetlon request was
el ectroni c device cause the electronic device to

mafeivetul ti pl e-1 evel control by performing the steps

of claim16. 19. A systemof nultiple-I|evel cont roI of

an el ectronic device, the system conprijsing

20. qutThersystem efclaiRt 39.rand HRhet errepriskgaS] @S%?‘O%tf%?q% Wherein the
egﬁlﬁﬂ%tiﬁlétd r|55§ %P%'rﬁ&efr%ces%fﬁgrbl%eﬁs Rhat &kl frdg@immed or

orlzatlo l'evel s; a control i nformation store
adap@pé@lableeﬁ storing controlled information affecting

Op%g lof ougo .&Lﬁﬁét{oﬂ%%oast%mth g*b%rvuﬁ%a 8R8 Rt S LR Mality of

confro roation i S associ at
autrmnitzalmnlemlsﬁxmlaswque and 25 a processor in

co ni catign wt.h i zat| i N [ . ,
comtl Brigae O oPt e Bt el il B R S R prormaton
store@ NP rthés esutiotization mrmambmm@sl agy eecpselbtiedt drat of dree plurality of
r,ogr,arﬁmsoll or ,adapted at |east to: receive an
auttgs RN YFlS Slos: | ine | Czat i

determine if authorization

I Nf@brBBhé PELeREIAINGbRY Wdrhaﬁ&ﬁlrﬁméfcﬁbhtr@llédf mformbtl@hstore if the
30 the oEe eration request was received exjs

receleadefnitiolet fprmationwas puthentgateshwith F?Sé@[éb‘ﬁotf‘ﬁ gelegtedipne of the
plurgﬂghf"éﬁtg&%a%n Whkgh the operation request was
r

etel ve authori zati on informati on was determ ned
to exist; and if no authorization i nformati on was

o SRR B b3 SBA8 PRy oo s
elernentp raire durthee ratilezst programmet eorcqrbspwdl forvefrifyr iniggrith of the received
confBEChRetfE HFebad BB hE Gl cBF L RDER{RREE Fh ored

intedht9 iSyatiiem of claim 19, and further conprising an
I nsertion nodul e, wherein the insertion nodule
conprises one or nore processing elenents that are

22. Pr OtH=2E0¥RGh @F claffl@nt eflefcih Be pregsiiming @R iadapeash b kHeemsertion
i nf ormation associated with a sel ected one of the

mMogleip aNe PRMeE processing elements to verify integrity at least lnclude programming or

adaptation to verify integrity based upon currency of data, error detection or combinations

thereof.

23.  The system of claim 20, and further comprising a controlled information insertion

interface via which the insertion module receives the received controlled information.

24, The system of claim 19, and further comprising an insertion module, wherein the
insertion module comprises one or more processing elements that are programmed or
adapted to at least:

| receive authorization information for a selected authorization level; and

store the received authorization information in the authorization information store
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aut hori zation levels froma source; 10 authenticate

the received controlled informati on based upon
wa@eaoRor49zati on i nformation stored in the aut hBET/£Aa2(08/00250

infornmation store and the sel ected one of the

plurality of authorization |evels; and store the

[re cont ninthe controlled
ass?%?ctg sﬂ?)en g%&%é S&P 6%%%&%& ved controll ed

i nformati on was authenticated with respect to the

25. 7 oV siet crint g2 wies e noas? el 19 Aeimor processing

elerhéi&rdrk OriiBdut gadwt Qi“r@gr@hwnm ©r Mdéﬁféﬂstdl@utr@hﬁéﬁié‘ttﬁe received
are further at | east rogranned or adapted to veri

authorizalinn; infprmationhasedienq hor@amrrlaior'@aﬂqr\ﬁ%iaﬁaf@ri&ﬁfh %%Flected
au’tl’Wi’Eétﬁ:inrka\?r-,l1 Br é ﬁ@ﬁér‘é%%oﬁ%‘ﬁdn%\}e? ﬁjl th@é&h@ﬂ?ﬁdﬁ@ﬂ infStrrafbYstore and to

st ored integrity 1s verif . The system of
storg the rﬁc@v_ed amw@’ahort intorpetier eniif ihlg renelvsd apthaﬂzailﬁn forprigéion was
auﬂkﬂﬁ %éaon nmodul e’ s one or nore processing elenents to

verrty integrity at |east include progranmm ng or

adaptation to verify integrity based upon currency of

dat error d 0 conblnatlon hereof . .23 .
26. Trd ey S0 o Bl a0 et B8RP Ehe B BB bRl Tiserton
integfady viaWhixth théfreemiah intwaluleneesivethe reéddivexdfaatieorizatiorvinfotination.

the insertion nodul e receives the received controlled

i nformati on. 30 24. The system of claim 19, and

further conprising an insertion nodule, wherein the

i nsertion nodul e conprises one or nore processing

el enents that are programmed or adapted to at | east:

recei ve authorization information for a sel ected

aut hori zation | evel; and store the received

aut horization information in the authorization

information store -38 WD 2004/074957

PCT/ CA2004/ 000250 associated with the sel ected

aut hori zation | evel. 25. The system of claim 24,

wherein the insertion nodule's one or nbre processing

el enents are further at |east progranmed or adapted to

aut henticate the received 5 authorization information

based upon authorization informati on associated with

the sel ected authorization |evel or a higher

authorization level in the authorization information

store and to store the received authorization

information only if the received authorization

informati on was authenticated. 10 26. The system of

claim 24, and further conprising an authorization

information insertion interface via which the

insertion nodul e receives the received authorization

i nformation. -39
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