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present invention relates to intrusion protection for a conputer network,
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Commonly, security vulnerabilities proliferating in cyberspace are not new-found.

20  Typically, most worms and viruses exploit vulnerabilities that a software vendor has
already uncovered and has provided users with a patch (although there typically is a lag
between the time the users, such as system administrators, get to learn of a patch and
when the software vendors made the paich available). However, the main challenges
arise when a day-zero attack occurs, that is when a hacker exploits a flaw that even the

25  software vendor does not know about. Without any remedy paich available, such zero-
day attacks are often highly perilous and extremely contagious. As a consequence,
many applications and operating systems running at endpoints in a network are
vulnerable to a continuous avalanche of probable attacks until a relevant software patch
15 properly and successfully installed. Thus zero-day attacks present the greatest

30  concern in today's cyber world, especially for system and security administrators.
Further, increasing numbers and seriousness of day-zero attacks and viral outbreaks
demonstrate a need to secure and monitor critical endpoints in electronic

communications.



firewalls provide only limted protection. A single firewall is typically
pl aced before a server to protect it fromexternal attacks. In the case of
hackers usi ng deceptive packets containing a nalicious application, the
security is broken when the firewall is95 fooled into allow ng the bad
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20  take remedial action, without full knowledge of the security vulnerability that is exploited.
SUMMARY

According to one aspect of the present invention, there is provided an intrusion
25  protection system (IPS) for protecting a computer network having a plurality of host
computers from computer network intrusions. The system comprises: an intrusion
protection system controller; and a plurality of IPS engines, controlled by the intrusion
protection system controller, for monitoring and controlling inbound and outbound
transmissions to the host computers. The IPS engines reside in respective ones of the
30 host computers, and are arranged to isolate the transmissions of their host computers
from the computer network automatically.

According to another aspect of the present invention, there is provided a method

of protecting a computer network having a plurality of host computers from computer



i nbound and out bound transm ssions of the host conputers uses individual
intrusion 5 protection system engi nes residing on individual ones of the
host conputers. Detecting unauthorised events fromsaid transm ssions uses
t he individual engines. Isolating a hosgt conmputer fromthe conputer
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120 or personal conputers 122.
BRIEF DESCRIPTION OF THE DRAWINGS

20 Further features of embodiments of the present invention will be readily
apparent from the following detailed description of a non-limiting example, with

reference to the accompanying drawings, in which:-

Figure 1 is a schematic block diagram of a world-wide network connecting an
25  intrusion protection system (IPS) according to one embodiment;

Figure 2 is a schematic block diagram of a terminal connecting to the IPS within
Figure 1;

30 Figure 3 is a schematic block diagram of the IPS engine within Figure 2; and

Figure 4 exemplifies an operating process of the IPS within Figure 1.



The services provided by the NSSP 150 are subscription based,

round-t he-clock services. The services include: subscribers' endpoint
assessnment and cl eansing, systempolicy consulting, systemtraining,
security surveillance and incident 15 mgnagenent, notification and
count er measures depl oynent, renote viewer for review ng up-to-date
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20
Network intruders 130 within the world-wide computer network 10 attempt
hacking and attacking of the private networks 120 or personal computers 122 via
unauthorised access, sending computer viruses or the like. Many such network
intrusions occur during transaction activities between the private networks 120 and the
25 Internet 110. Such intrusions may also occur within the private networks 120, for
example unauthorised access via wireless facilities.

An intruder protection system (IPS) 180 is installed by the private networks 120,
to control and monitor transactions within the private networks 120 traffic. The IPSs
30 180 are associated with the NSSP 150 via the Internet 120 or a dedicated, for instance
a private communication line 111, to protect the respective private network 120 against
network infruders 130. The NSSP 150 may have a full access and control of the IPS
180 remotely. Services that the NSSP 150 provide, in association with the IPS 180,



count ermeasures and managenent are explained later in details. The IPS 180
may be installed in a centralised termnal of the private network 120,
such as the server 123, or be a standal one device attached to the private
network 120. 15 The IPS 180 provides nulstiple |ayers protection to the
private network, such as the | ow- | evel data packet anal ysi s, driver |evel
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applications, and the like. This creates a multi-layered shield of protection for the
terminals 124 and server(s) 123 of the private network 120.
20
At the data packet level, the IPS 180 monitors incoming traffic and proactively
blocks any unauthorised access to the private network 120. Even any slightest aitempt
or foiling attempt made by a potential intruder to scan or collect information from the
terminals 124 and the server(s) 123 of the private network 120 is detected and
25 reported. All intrusions and attacks targeted at any of the terminals 124 or server(s)
123 of the private network 120 are stopped by the IPS 180 before they have a chance
to cause any damage. The IPS 180 also provides a feature for tracing the network
intruders 130. In addition, the IPS 180 can detect system faulits quickly as it hosts
intrusion detection system (IDS) technology enabling it to operate at near real time.
30
The IPS 180 is designed to protect all the terminals 124 and the server(s) 123 of
the private network 120. The IPS 180 includes an IPS controller and a population of
IPS engines. The individual IPS engines reside on the terminals 124 and the server(s)

123 of a private network 120, to enabling security features in association with the 1IPS



operating system 101, applications 102 and dat abases 103 of the term nal
124. The 10 I PS engine 200 provides security policy enforcenent at
different |ayers of the operating system 101. The function of the IPS
engi ne 200 ranges from packet analysis g the termnal 124 to term nal
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the NSSP 150 updates virus signatures, software patches or the like of the

| SPs 180 for renoving the threat. 7 Figure 3 illustrates a schematic
function bl ock Ourvy egerafonathe IPS angiver 200 serech3 @il intdniuad ang outhoasdmuni cat i on
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20  terminal 124, so as to prevent spreading of an infection or advance of the hacker attack
on the infected terminal 124. Thereby no further spreading occurs within the private
network 120.

The IPS engine 200 may attempt to deal with the threat itself, for instance
25  activating a virus remover programs or the like, installed in the terminal 124. If the
threat is resolved successfully, the isolation is removed, thereby allowing inbound and
outbound transmissions again. However, if the threat cannot be solved by the IPS
engine 200 itself or the virus remover program, the IPS engine 200 reports further to
the IPS controller 190 and the terminal 124 remains isolated from the private networks
30 120.

The ISP 180 may further report to the NSSP 150 for solutions regarding the
threat. After a cure for the threat is produced, the NSSP 150 updates virus signatures,
software patches or the like of the ISPs 180 for removing the threat.



10 The I PS engine 200 has access to the databases 103 of the host for
retrieving information. The databases 103 may include a firewall |ist 201,
a trusted list 202 and a event |ogs and archives 203 for supporting
features that may be provided by the IP$ engine 200. The databases 103 may
be updated automatically or manually by the IPS 15 controller 190. The
features that the I PS engine 200 provides may be classified into two
categories: network nmonitoring 210 and network protection 220. For network
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registry a%%@g%@%r t &'V%!Vﬁ?qpqdecogﬁigt‘%fig%lﬁﬁ g'gq’"%a%joarﬁﬁmg‘?q nat ur e
updat e 229. Each of the network protections 220 may be dedicated to
protect the hosts host uters fro ecif] t f._intrusion, for
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abi ity to*9 “types of intrusions. At the same tine, the intrusions
are reported to the IPS controller 190 directly. Wth the IPS controller

e e b P LS ey ol 80RO iRt T sel
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the monitoring 210, the IPS engine 200 monitors the host terminal events 212 constantly
20 and intercepts any suspicious internal event of the opera;ting system 101. While

monitoring, the IPS engine 200 logs and archives events 212, such as intrusion events,

host events, application access events, data packet transmissions and traffic evidence.

The logs and archives may be used for further analysis by a system administrator of the

IPS 180. The logs and archives may also be sorted according to log type, event type,

25  source, category, user or description for easy retriever.

Once the IPS engine 200 is enabled, the [PS engine 200 provides network
protection 220, such as: network intrusion detection 221, firewall defence 222, collective
defence 223, secure transmission protocol 224, application controf 225, registry access

30  control 226, file access control 228 and signature updates 229. Each of the network
protections 220 may be dedicated to protect the hosts or host computers from a specific
type of intrusion, for instance as described below.



host. The firewall defence 222 works in tandemw th the network node
intrusion 15 detection 221, the built-in firewall defence 222 nechani sm

al l ows automatic or manual bl ocking of intruders. It supports all Kkinds of
transm ssion protocols; such as ICw, TJ|CP and UDP. A schedul ed or

per manent bl ockage may be configured with the IPS engine 200. 20 Wth the
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propagati omstf attacks to the rest of the host of the private netvvork 120.
Thus when the hosts are secured with I PS engi nes 200, any new
vulnerabilities and threats are not exploitable by viruses and hackers even
though these hosd ﬁrewaurdeﬁentemm Wbﬂ(SSmtmdemlwiﬂTtabinlqurk nddd intrasion a

securi re C S adm str ors e relieved of th need
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t he patch engite200.n an orderly manner, as such, avoidi ng unschedul ed and
haphazard server downtine and
20 -With the firewall defences 222, the IPS engine 200 captures every packet that

the host receives. Generally, if the number of packets that match a unique pair of

source target identifiers exceed a predefined threshold value, the engine will block

subsequent packets from passing through to the host. Further, the IPS engine 200 also

detects listening ports and allows the user at the host to block the listening ports

25  manually.

Once a host is secured with the collective defence 223 of the IPS engine 200,
the host in the private network 120 becomes self aware and fully equipped to defend
against incoming attacks through early warning from its peers. When the host is

30  attacked by an infruder, other IPS engines 200 secure their respective hosts from a
similar intrusion. This results in all host computers being immunised against this
intruder.



crashes. 15 The IPS controller 190 nmay al so provide a secure transm ssion
protocol 224 for providing the |IPS engines 200 with a secure and encrypted
channel for conmunicating wth any nodes in the protected private network
120. The secure transm ssion protocol wmmy support different cryptographic
met hods. 20 Application control 225 allows the systemadm nistrator to
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102 agai nstrasims. 10 unaut hori sed read/ wite. Wite-protection nodes such as
read, ite, create, and change attributes or the like-nmay be set to be
actively%er manently or to be active only during a certain period
automati cal | y oTheriR8iadritipller 190 may also provide a secure transmission protocol 224 for

providing the IPS engines 200 with a secure and encrypted channel for communicating
with any nodes in the protected private network 120. The secure transmission protocol
may support different cryptographic methods.

20
Application control 225 allows the system administrator to grant or deny specific
applications network access. Under the application control 225, there are two
protection modes, trusted and unfrusted.
25 In the trusted mode, the host aliows all network access by default and you can

add rules to deny applications from having network access. In the untrusted mode, all
network accesses external to the local area network (LAN) of the host is denied. Rules
can be added to grant specific applications network access or set the IPS controller 190
to insert permission rules automatically when attempts at network access by

30 applications are detected.

All subscriber IPSs 180 may receive regular signature updates 229 from NSSP
150 and keep all the IPS engines 200 updated with the latest known attack schemes.
Updating of the signatures may be scheduled automatically in the IPS 180, or the



The I PS engine 200 defines a plurality of flags, which all ows
admnistrators to 15 customse file protection. Upon selection of a flag,
the action as defined by the flag is executed. Table 1 shows exanpl es of
various flags that may be used. TABLE 14flag AIl Read Direct Read Wite
Direct Wite Hi de Renane Delete Open Create Replace Retrieve

attributes attributes Desc tiQ plies all the Lon flags
fo tho f§ 1 SCEHBATRACh Y di e o PRe 8T Fdsdies 2in BOoRBlne, cag
access of emiiroamenfrith thd r@gtllbeumnieé itieeatFSocontroliér 198sor tifs IHE dndirse 20 di r ect
write access ?f dr] s_Pr.ohi of files
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t he creat i piotezt tHel Hoets Ry Bl Rhdwn htvorlewbmed.ng or renam ng of files
Prohibits the retrieval of the attributes of files Prohibits the
nodi fication of the attributes of files

Many viruses are known to modify and/or destroy system files of the operating
system 101. By modifying system files, viruses hijack control of a terminal 124 and its
network access. The file access control 226 provides file system integrity features such
as write-protecting all or certain system files 101 and applications 102 against any

10  unauthorised read/write. Write-protection modes such as read, write, create, and
change atiributes or the like-may be set to be active permanently or to be active only
during a certain period automatically or manually.

The IPS engine 200 defines a plurality of flags, which allows administrators to
15  customise file protection. Upon selection of a flag, the action as defined by the flag is

executed. Table 1 shows examples of various flags that may be used.

TABLE 1
Flag Description
All Applies all the protection flags to the files
Read Prohibits the reading of files
Direct Read Prohibits the direct read access of drives
Write Prohibits the modification of files
Direct Write Prohibits the direct write access of drives
Hide Hides the files
Rename Prohibits the renaming of files
Delete Prohibits the deletion of files
Open Prohibits the opening of files
Create Prohibits the creation of files
Replace Prohibits the replacing or renaming of files

Retrieve attributes Prohibits the retrieval of the attributes of files

Change attributes Prohibits the modification of the attributes of files



11 The operating system 101 for the termnal 124, for exanple, has registry
keys that store vital information of applications 102 installed. Spy-wares
and Trojans nmanipul ate registry keys without the end user's know edge.
Such stealth behaviour causes informatien | eakage and damage to the host
itself. Using the registry access 5 control 227, these registry keys are
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modlfymg or deleting the start-up keys in the reglstry

10 Similarly to the file access controf 226, the IPS 180 defines a plurality of flags,
which allows administrators to customise registry protection. Upon selection of the
flags, the action as defined by the corresponding flag is executed. TABLE 2 shows
examples of various flags and their description.

15 TABLE 2
Flag Descri'ption
All Applies all the protection flags to the registry
Open Key Prohibits opening of registry key
Create Key Prohibits creation of registry key
Hide Key Prohibits registry key from hiding
Hide Value Prohibits registry value from hiding
Load Key Prohibits loading of registry key
Set Value Prohibits registry from setting value
Set ValueEx Prohibits registry from sefting valueEx
Query Value Prohibits query of registry value
Query ValueEx Prohibits query of valueEx
Unload Key Prohibits registry key from unloading
Query Multiple Value Prohibits registry key from query muitiple value
Enumerate Key Prohibits from reading registry key of a program
Enumerate Value Prohibits from reading registry value of a program
Delete Key Prohibits removing of registry key
Delete Value Prohibits removing of registry value



Applies all the protection flags to the registry Prohibits opening of
registry key Prohibits creation of registry key Prohibits registry key
fromhiding Prohibits registry value fromhiding Prohibits |oading of
registry key Prohibits registry fromsesting value Prohibits registry
fromsetting valueEx Prohibits query of registry value Prohibits query of
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private ne?%'m?\{\'%@ﬁ.to ':Fﬁpgnde(f‘\"é{%l%go '?"sz‘ @f@{r@ﬂ?rsadm nistrator to respond
quickly to block off intruders. The IPS controller 190 has the ability to
nonitor itself (|P el f i tari 1 10 to .en that the | PS 180
itself is functf%%ﬁr%coﬁvgg%ﬁg&ﬂﬁsﬁﬁ? ﬂ@ﬁ%it _onWéﬁ;eﬁkﬁhgssse SpuipdRg { t he
| PS cottt r ofol ensukXBat the teS 180 itselinig furotipring propee alrthai tingg. i W@eﬁﬂd@dﬂb&ﬁd may
self- restart..t | P n | ler 190. As illystrated in Figure 4, t | PS
760 moni ¢ oiet G ES kRN GIRD Lodis Rk T isotraerv: B PANESnG HesheNeR st o
host conputestast the tfe$ cdritfller 780. | PS engi ne 200 are activated to protect the
correspondi ng host or host conmputers. Wen any of the host encounters any
I ntrusi ons or unaut horised events, such intrusions or events are

As illustrated in Figure 4, the [PS 180 monitors all the inbound and outbound

15  transmissions of the host or host computers (step 410). All IPS engine 200 are
activated to protect the corresponding host or host computers. When any of the host
encounters any intrusions or unauthorised events, such intrusions or events are
detected by the IPS engine 200 (step 420} of the relevant host. The relevant host(s) is
isolated from its network 120 (step 430) when any intrusions or unauthorised events is

20 detected. No transmission is permitted between the relevant host(s) with its network
120, to protect the other host being infected by the similar threat.

Depending on specific requirements, each of the hosts/host computers may be
25  configured to allow customised protection.

It will be understood by those skilled in the art that, even though numerous
characteristics and advantages of various preferred aspects of the present invention
have been set forth in the foregoing description, this disclosure is illustrative only. Other

30  maodifications may be made, especially in matters of structure, arrangement of parts
and/or steps within the principles of the invention to the full extent indicated by the
broad general meaning of the appended claims without departing from the scope of the
invention.



detected by the IPS engine 200 (step 420) of the relevant host. The

rel evant host(s) is isolated fromits network 120 (step 430) when any
intrusions or unauthorised events is 20 detected. No transm ssion is
permtted between the relevant host(s) ywgth its network 120, to protect

t he ot her host being infected by the simlar threat. Depending on specific
requi renments, each of the hosts/host Egmgers may be 25 configured to

al l ow custom sed protection. It wll erstood by those skilled in the
art that, even though nunerous characteristics and advantages of various
preferred aspechs: i { A f I e
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wi t hout depart i agluraliyofIRE enginee, aintrotesd by the émttusam. préfeciindyieRnl. An

i ntrusion i . . i ter .net k havi ng
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conpri si nghosh campiiters; wdemin pr ot ecti on systemcontroller; and a plurality of
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conput Hl s; anvregeditn isolade thRSramsgiissams rof theirchashcanemierstiione thermmpttert he host
conput ers, ?&@grﬁtﬁom%’ca rranged to isolate the transm ssions of their host
Fom

conputers e conmput'er network automatically. 2. An intrusion
protection systemaccording to claim1l, wherein the intrusion protection

systemis Ln daja; [ i i.th n rk .securit ravider. 15 3. An
i ntrusion %‘r ot e}élﬁfng@'% t“gtrgﬁt‘tg’g‘c%gyg?“n &[%Oqliq\/\% CE?'%,E\')JOWSF&‘? ﬁ‘%'ﬂi&”ﬁ"m rusi on

pr ot ect i onpretestiemsystemis inaiataucoro@atnioation with 4 hetwoet semukitygecvidert y provi der
via t Internet. 20 4. An intrusion protection systemaccording to claim
2 or 3, wherein the intrusion protection systemis in conmunication with

t he net wor® secéniniysiongvétdetiondyateen according to claim 2, wherein the intrusion
protection system is in communication with the network security provider via the
Internet.

20 4. An intrusion protection system according to claim 2 or 3, wherein the intrusion
protection system is in communication with the network security provider via a

dedicated communication line.

5. An intrusion protection system according to any one of claims 2 to 4, operable to
25  be remotely controlled by the network security provider.

6. An intrusion protection system according to any one of the preceding claims,
wherein the intrusion protection system controller is operable to control the IPS engines
remotely.

30
7. An intrusion protection system according to any one of the preceding claims,
wherein the IPS engines are arranged to detect unauthorised events from the

transmissions.



dedi cated comuni cation line. 5. An intrusion protection system according

to any one of clains 2 to 4, operable to 25 be renptely controlled by the
network security provider. 6. An intrusion protection systemaccording to

any one of the preceding clains, wherehp the intrusion protection system
controller is operable to control the IPS engines renotely. 30 7. An

i ntrusion protegti C i to.. ne of the pre ing clainmns,
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successf ul areldirangad toattersptaipiobdwing trenssiytdreandioremdive golatio bacaths fiar 9,
wherein thﬁn%lgeo%fug controller is arranged to attenpt a fix follow ng the

i sol ation nove isolation once the fix is successful. 11. An
intrusion protection systemaccording to any one of clains 7 to 10,
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| PS engine_resides.in ch host conputer of the conputer network. 20 13. An
i ntrusion ?C&tbgﬁrbsns%ggﬁsz% according to any one of the preceding clains,

wherein the host conputers conprise a plurality of conputer term nals and
one or nor segpvers. . 14 A nethod of protecting a conputer t wor k havi ng
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12.  Anintrusion protection system according to any one of the preceding claims,

wherein an [PS engine resides in each host computer of the computer network.

20 13.  Anintrusion protection system according to any one of the preceding claims,
wherein the host computers comprise a plurality of computer terminals and one or more
servers.

14. A method of protecting a computer network having a plurality of host computers
25  from computer network intrusions comprising:
monitoring inbound and outbound transmissions of the host computers, using
individual intrusion protection system engines residing on individual ones of the host
computers;
detecting unauthorised events from said transmissions, using the individual
30 engines; and
isolating a host computer from the computer network, when an unauthorised
event is detected associated with that host computer.



conputers; detecting unauthorised events fromsaid transm ssions, using the
i ndi vidual 30 engines; and isolating a host conputer fromthe conputer

net wor k, when an unauthorised event is detected associated with that host
conmputer. 15 15. A nethod according to ¢baim214, further conprising
protecting at |east sonme of the systens of the host conputers. 16. A

met hod accog din i 1 eSvad : re 5
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fl ags, whilthe systemsof thaReshadmpdterssyst em protection. 17. A nethod according
to claim15 or 16, wherein the protected systens conprise files. 10 18. A
nmet hod according to claim15, 16 or 17, wherein the protected systens
conpri se r#yi st Aimathod gccopdingtohadaimatis wheraiy systeran pf thedost camhpaiters atel t o 18,
furt hers cogBrIcRlfithsed 3ntRIBBLRR!r 3o W Mbrnl B HuSRG U hids, Rl der at a

renote | ocation. _
allows customised system protection.

17. A method according to claim 15 or 16, wherein the protected systems comprise
files.

10
18. A method according to claim 15, 16 or 17, wherein the protected systems
comprise registries.

19. A method according to any one of claims 14 to 18, further comprising

15 communicating with a network security provider at a remote location.



