WD 2005/ 006215 PCT/ EP2004/ 051382 1 Description DATA
STORAGE ARRAY Technical Field [001] The present

WO pwsobd2eh rel ates to storage systens. | n partPCIER2004/051382
the present invention relates to a nethod for
configuring an array of storage units for increasing
the nunber of storage-unit failures that the array
can tolerate without |oss of data stored on the
array. Background Art [002] The foll ow ng definitions
are used herein and are offered for purposes of
illustration and not |inDes¢Ka tlmi)3] An "el enent”
is a block of data on astorae unlt 004] A "base
array" is a set of DAe'BAnSg' ]&RA array

unit for _an [ 005] An "array" is a set of storage
unitsf‘ﬁ-‘rh Frglcﬁ'@l@ne or nore base arrays. [006] A
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[010] ,d.is the m nimum Hanmi ng di stance of the base
array. ‘011] D is the m ni mum Hanmi ng di stance of the
array.Bg upd Artonventional array, the number of
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an base array (r =n = 1), and the minimum Hamming distance is d = 2.

[013] It is possible to anamorphically encode an array over m storage units, which is
greater than the number of data units n in the array plus the number of redundant units
r in the array, that is, m > n +r. In the literature, when an anamorphical encoding is
used for arranging parity blocks for performance, such an encoding is typically
referred to “de-clustering parity.” As used herein, such an encoding scheme is referred
to as an anamorphic encoding scheme because it more accurately identifies that the
encoding scheme can provide new properties for an array.

[014] Anamorphism is achieved by selectively arranging a set of base arrays within an
array. For example, consider the exemplary array 200 shown in Figure 2 that uses a



array. For exanple, consider the exenplary array 200
shown in Figure 2 that uses a WO 2005/ 006215
wEODsBR2004/ 051382 2 four-el ement code. ArrayPQDBP2004/051382
i ncludes six storage units Dl depicted in a col umar
form For array 200, m= 6. Array 200 al so includes
several base arrays that are each forned fromn data
units plus r redundant units. Bhat is, for each base
array, n +r = 4. The respective base arrays are
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selected when a difference between a minimum distance of a donor stripe and a

minimum distance of a recipient stripe is greater or equal to 2. The selected element is
rebuilt on a storage unit having no elements of the recipient stripe. Before the lost

element is rebuilt, the storage units storing the donor stripe are made aware that the



m ni mum di stance of a recipient stripe is greater or
equal to 2. The selected elenent is rebuilt on a

waet@sagel1unit having no el enents of the reci pi BC/EP2004/051382
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increased following a rebuild operation. A lost element of the recipient stripe is rebuilt
on the selected element of the donor stripe. The minimum Hamming distance of the
recipient stripe is d > 2 before the element is selected in the donor stripe. Moreover,
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stripe is stored on a different storage unit.
wEamseoent to an el enent failure, a recipi entPEI/EP®NL/051382
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donor stripe. A lost elenment of the recipient stripe
is then rebuilt on the selected elenent. According to
w0 b@speesent i nvention, the preferred m ni num PEIRPIG4/051382
di stance of the recipient stripeis d > 2 before the
el ement in the donor stripe is selected. The sel ected
el ement of donor stripe can be further selected based
on a mniml performance inpact on the donor stripe
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stor a%g?esggtq}nge%la&grs [025] Figure 2 depicts an
array having, six storage units;
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after a%%?ﬁfig%&e@%ﬁ lgrgggl ng operation according to an

enbodi e resent i nvention; [030] Figure 7
[@pl ct s Fagurh B depicth theeursay of Higareuhifter peiformies adodgingaperation
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[032] Figure 9 depicts an exemplary array having eight storage units using a (3+3)

symmetric code;

[033] Figure 10 depicts a system having three eight-storage-unit arrays;

[034] Figure 11 depicts the array system of Figure 10 after performing an external
dodging operation according to an embodiment of the present invention; and

[035] Figure 12 depicts a ten storage unit array with three failed storage units following a
set of dodging operations.
Mode for the Invention

[036] The present application is related to US Patent Application Serial No. 10/619,649



[031] Figure 8 depicts the array of Figure 7 after

perform ng a dodgi ng operation according to an
werwodidrent of the present invention; [032] FiBUI/EPS04/051382

depi cts an exenplary array having ei ght storage units

using a (3+3) symetric code; [033] Figure 10 depicts

a system having three eight-storage-unit arrays; [034]

Figure 11 depicts the array system of Figure 10 after

perform ng an external dodgi ng operati on accordi ng to

an enbodi nent_ of the present invention

Fi gur dAtorngg Rogket No. 9§9Q§°&§‘é31)n‘?ftﬁﬂﬁﬁiré?towaflhp%fﬁy &gchange”, US
fai | ePasnpApplecation Sé&ridl dlol MI%% (Asteine Dodld Bion @R CY, entitled

t, I n 036
Dol hc MR a5 Rl FodeR KERINAB AR snl 1 PSR Aicasion Seria
No. 10V¥6 10/662.648\A R0 DaketiNo. F’@I@%PQ@@/W? 3” glhe present ap-
(Atto r;;ﬁ‘i%é[udﬁ% kRS reRed 6%9%%9% Qgiﬂ&lasmgﬁéﬂ U8 IPefdnt Application Serial

UL omRt bR XN AdE NSOl Gl EBRsfcal o

37] t | edhe nifliinium pamberlod fAaluka of hewady thataan Re dikeratat by an Erasure or

Arra t I i i . ' I ) .

Yo7 o) Ered Bt AR ECRR bRl - PhrREaB o Wilberad cppl g symmerric
3". ThedprdreatSolpnongiols an EYENQDRIcede, o0&k derétptiveof an EVEN ODD

co pendidgs ANehscBe afHhMAEHakiRifatifitice AP I @finus one, that is,

Serl alé'o‘o{;b%’ﬁég%ﬁ%;) 551“%%@“0% Docket rﬁgﬁw%fhstanceofanECbe

f ai | urngidiziof anopamtiay rafératd to hﬁeblslstaé"dedgamg cbplesatiam for providing an
Er asureel élve li_lfs'iaQLEe GRidi€ glrehtglgthgi)ﬁil@ Ifaﬁﬁglg d%‘té‘flt:]e ﬁsthéaECC Thus, the

parity co nogra symret r code,
Reed- SUMbEHOf fé’é‘&és atrﬁnmewemo@a% Wft?ﬁheaaé%lur%@.dw:%@lme or a
an EVEHHfaIﬂrorg@ teereasél Wdyohdhs mitifiRnndistanaspréiddsd byghe ECC. As used

di st arht% the %se‘e%1@£s¥% % naeﬁd IeHQéthe ?_Emgxmm &Staﬂ—&e refer to one
presen lﬁve I'On "enhanc
di st arpdes th nzmbEeEtares that panzbmtglemﬁﬁddp'eaﬂma& rdtlhzmg one or more

ref er rRdeihg opShSdm a8rding #PHAbRSnt BRBARI. ON, for
r.ea

ﬁﬁ%l di g(gl %ﬁq}lﬂg{ngf ééfg\ég)gdoé]g}agarggéé@)t hcaeq.snt m‘l 3 Ig?q,]aestnpe within an array
nunberis sflectadl foud@mtibghart elemerd te ayecipaent smparaad egcipdne irffemmation is

a fail 6y BﬁtOQhéj(?o\ﬁhféa efeﬂiehf*' fifer, de%gl 11?creat§§1%?%e\e/1:hgﬁgu%ld§staﬁlce of the

i Nncrease eyon e mnl nim tance

ECC. Asraistdodgiag epemptiontsan peperormed prea ppiy ef s A hen the distance
and "ef f2 au ﬁ’%ftﬂr merﬂmgﬁg shantie, tHecfo@br sh@peowi@l dre MSlistance by 1. In
the nuiber 3{1 T n{%n ﬁfl &30 l1311(:‘\ I‘cC)l eratfq’gh% Addgin eration
array Cptrest ehﬁmgr?e FPHOT ncr&%sg ﬁlé o?J odgtng operatio
accor diambe perfarmed pn el eiipes thotcane atdhe mirG@gin drvay distance, then the overall

fol | ovhiRGnuA aﬁﬁ’ﬁ&bﬂaﬂceoﬁﬂrtﬁtlﬁ&&sécﬁ A2ddUeRESPoralifn Y Jeburdit varying
stripe W|th|n an.array |1s. sel ectgtciv> or donating an

el enerﬂlstfﬂse% spepdipg emthe cppfigyzation of thetiag; ent
[088r natHigure il 5 showshmiekémplatystdrige syoomt ndicaied gemrally as 100,
t her e%rﬂé)ﬂ g%{) E]tgra%n@ grréysql()%ﬁ Pdﬁh%%?@co%&e&&ﬁo afe},fofrﬂdn array

A dod Qg orne
stri peonigel qrﬂOWq?é@ragwaas $@%andel 03 gomprigp nnulzpleAfcme unfg104 and

god ?I r&n@@ﬁi@td With aﬁdya:oﬂeawr 1@1 bVl Entiitack 105. QQ'rdyfbontroller 101 com-
I Stance

t
or odugichesh olthreERBlo B st Ssege g et LB g e con-

figuration allows an array controller to communicate with multlple storage arrays.

[040] Figure 1b shows an exemplary storage system, indicated generally as 150,
comprising two storage arrays 153 and 154, that are respectively connected to different
array controllers 152 and 151. Storage array 153 communicates with array controller
152 over interface 157, and storage array 154 communicates with array controller 151
over interface 156. Array controllers 151 and 152 respectively communicate with other



can be perforned on all stripes that are at the

m ni mum array di stance, then the overall m ni num
wW@emapotist ance wil |l be i ncreased. A dodgi ng OPET/EP10041051382

can occur at varying distances depending on the

configuration of the array. [039] Figure |la shows an

exenpl ary storage system indicated generally as 100,

conprising two storage arrays 102 and 103 that are

connected to a common array controller 101. Storage

arrays 102 and 103 conprise nmultiple_storage units 104

and ~ GEHRGoRtENeEs aRd s19Tage FYS{eTRSAYCE ertqreﬁeSﬂéﬁ agd 499 Also shown in

i nt er fRigfe 10 % a NMnAYhi€0i6Hh E6nk&fon1IGD tis® BHowd kitag &bgolleds 151 and 152

ot her contr o nd h systens over interface 106.

such &°& %NUIC§8P3 "ﬂl%ﬁ ffows an array controller to

©dtdnuni c’léheerw eontrolietsishowen st i3 gerge ] aandapanay] @A} g dpsherdware or

I'b sh %ﬁwaré c%ﬁ@mha THe BhACHRBIRY SAIERR usel HireRi RMerally to refer to any
general |l y as_150 two storage arrays 153

and 154 ‘?ﬁ%ﬁgﬁﬂ€m§@§$@g?f@§W9 connected to different
@AzRY Cvisdyodna@bephicrragn canliehefitSton dgiyiny. Thy abiby of an anamorphic

T 2351%92 eﬁ&ﬂ%E 1&]013 ! rd%ﬂ%ﬁg H}(g:é’l'f% Jnﬁ:ﬁr& ‘g% 5&1 %ﬁr ﬁ@%&[ogl%? $ailure com-

157, ora e arr l1y
contr dlﬂll?élpnsl®1 eqviey. Honpeanple &igse3 smww exemplan m@mrphw array

%g (1) c ;’i(r)ygo %lﬁan 8mB ek g%mssé Doy PER AR bAp1e] atrkhy?bb lQl:ées\éQ?: + 3) symmetric
r rolle

tor agBosat & MOS AR & T 2a 20 Rl b o B e

shown radundﬁntglmemtsbhatsalacm'mnhamlth:ae failed elements fioonthé 6@ elements in

t hat

conmuni ¢ gﬁgqgs Thfeb ﬁﬂ‘gg%ﬁh%& }eglge%r;é% fﬂﬂ«q g@lgrgrl aiyéhd 3, are arranged within

cont r GFREAY0 sﬁara«mrep srorazg i daifugesabll npbaifes)mBEe thaksthisslpments of
as harsiganésteipe. Thof, taway 80CkRtarminlrRis dlsi’éhee De-r4n

@gg]t rol l’lleqnlllusécroak thtur a%gmgg)fag gg%rglcggﬂgﬁlg 1§ the pr jn wgon can be
anano rg@ffp@n%itp a}cseaéeﬂne lsEpesivie mifimsim dll@tdweng“ arrgy 800, there are only three

abi | ta¥raffen®isTAYRS- BB aGe-ufi Falirds Y aaee dohm&érﬁ?tfﬁxﬁThe first three-

Fai ' e FBAREEPGH Rt deore B g itk a block
Fi gur end@catmovsorage-enefafiuar kn this @mmllar fmlumeraaynge’ﬁ&ﬁt two blocks of
havi ng,p &ﬁ?esh&%ggﬁe&f rt':&%@émﬁp E%éh%ﬁ,e%ﬁw%\%mmm’ distance d =2

300 uses a
= 3, rand, thereforey agay-30D haapmiimyye distneg P 5igdgus. &FTREIW. 25 shown in
t hr ee Figind umrﬁleﬁ{eame mﬁralet Et@fagé—@ﬁlt ColufeLithcud gossibleodita loss.

T ed o
ipRike it SRR rrep et b el B Repl B b Byt fifie 3 in which an X
and 3,withiea hlock inglcdtesiatstorage-uaitifailurg 3o theAngon'd ﬁhre@storage-umt—fallure
stor ag\?raﬂéh'rﬁenf Alrdperiess I’Ms{ ﬂlue@%ienﬂefnfseﬁﬁpé@ﬁz?s bfiaRo Eﬁfrﬁﬁts and stripe

el ene f an one Thus arra
o et it ermete. Thus; 5pe 1  miniiipes (isRee4 dia] aad can tolerate no
dodgi rfgnmeroaetgjemmtémmsdmﬂ@ut dutd toes. Stripedtias iminiamnim distance d =2,

b f
i ot angd e DBy FHEREE L LR Bp Ert) Rl ninimm
arrang@ﬁ@W?é)%ﬂ three storage-unit fallures that need

eassi derftbding Jhdfatioh b b ﬁ&eﬁne@foe fiRGEcoA ithred- thfdgé-@mt-faﬂure ar-

arran emsnt IS S

2 bi o dinEesas Bueagine Py patetiicne oRpepE Sefn i itk i o well-
part i dmban rdaanérume arerdd tgpamefiiledalondnksoxflstipef3. Feactb depicts the

St r ip ean!ag ay ?1%1‘1%@ ?@ 8&% 'ﬁ]%ﬂgae&gdg}ﬁg o‘f)@ﬁﬁm’? RebR§ B th h*‘lgure 6is

underlined. Here, the element of stripe 3 on unit D9 has been donated to stripe 1

Following the dodging operation, all stripes have minimum distance d = 2 and,
therefore, array 300 has minimum distance D = 2. The configuration of the array after
the dodging operation can now tolerate one further failure without data being lost.



and, therefore, array 300 has .a mninmmdistance D =
2. Thus, array 300, as shown in Figure 4, can

wa odosne2es one further storage-unit failure w tPOIYEP2004/051382
possi bl e data | oss. [044] A second
t hree-storage-unit-failure arrangenent is shown in
Figure 5 in which an X wthin a block indicates a
storage-unit failure. In the segond
three-storage-unit-failure arrangenent, stripe 1 has
| ost three elenents, stripe 2 has | ost tvvo el epent s
EME] st ri liaéblrd:;hwwqr%ﬂ@tun&rtgl Iyrp aprepgementp showgy ipiFigure 7 fywhich an X in
M Nni MyYBIEESTnAIBSEs aistorage-aﬁﬂfaﬂafe Iothe ttﬁid&mastofragetdnﬂrfaﬂure ar-

stora unit failu i t hout t Stri e2h
o o o eent ifipet] SR bR B et 88en Ry Fm{iifum distance
di st ante ldStnp@?: Imtmseqb@nmt lpst aawre!p]nem}ommnmqmnﬂynhas minimum

di st ange 4D ‘doa%lﬁ dH9p&EbrRRE FR ithehirG ﬁﬂ'e@ ﬁorage-umt—faﬂure ar-
performed for e econc?

ree torage-uni t-f ai
ar - r dABESTRSAE Debilding the F?Rjelttﬁ%fs 1P plemep i %s%@rﬁﬁmes land2
| ost qldenBrh g well-kfibh Pemier dﬂtcﬁdlﬂveiehf eldhaitdofiaripec (dert)oFor
oné Ofext rr‘n“len Q cf I‘%Iktg IS&R r]].t S turxﬁt c§m b@r&)ﬁl? orﬁo element 3 of
Fray a?% per

depi ct’s orm ng
dodogi n@sldé%raaﬂ thorsonfets of Pemeat 2o disiFPy setailboite clement 3 of disk D4,

d rI ' rlﬁ re |8'Ql’e 1ctst MBI HurOf aﬁérrald%ﬁ ia Qﬁerb&[tintls p&-formed.

oper IR w@sﬂmﬁﬁl rﬁmﬂr“*&l a%ae%gﬁgﬂ’[ #Pstripes have

and, ﬁﬂmﬂnerh distancad =yandénkamentyn amyﬂ(m i1 amumufm distance D =2.

The co i
oper ML, BptB 0 ity o B i o e
dat a LR e sgee stripe Babis/ mﬁﬁlemeemi@mpeéfﬁgd orastorage units

[ 046]h IMdr&l Sdlébtédﬁbﬁ@bﬁlcﬁﬂig’lﬁgf-dfmhd loftaldments ofisiiipe J &eeiike each of
is sho

ge um Eead cont: a.nelemen%< srt]r' e lIr(l}l? kIy, none of the elements
48 g Py thve tHIrd

i ndi ca ailure.
t hr ee- @ftstxrpa@é’tmm tm stauag@wetsdﬂam @ﬁﬁg@dém rebigidingpay of the lost
and 2 é]é}ﬁ&lt§@(‘sﬂlﬂe@st three elenments, and have m ni nrum

Ul e S e B o b g oy 30
dodgi ngjgup Sriedn D= tarD b yfeer huoy thet stavagetundt fhihiresd Moreover, the

th - BHigldi

{hr o0 el ARl of Bk’ ol 300 BRORAR Mordiked @1 A = 5, even
1 and thoughghesysien of agraindP) stidhlearribararitgeriomagceipk 4 @déhﬁvmg

el enerulgmgfe dt4ipe 3 (d =4). For exanple, the

t s.of t 1 t it DI o )
LT SO pd Aot Bt G RR Ta™ kodfin BRI efffegve distance is
of el enemased isom adiay lof Die stomage nnhito Aoy eveidre Birgsr thiin ine storage
D4. [ OLﬂ‘)Ztls vfol g6 Bave tﬂ@ﬁ"oﬁ&% she uirréa%é’d éﬁcecli: {feg&iﬁtﬁnc% Vﬂfeh%r(B +3) code

a dodgi n peratio erfornme |

Fi gur €S ds ey Pl oiehd stomes uPJé%gma G bj %&alioas B by fpe property of
al | Stltalvﬁ@&n hmt&sedfeffﬁcfﬁmdldlhﬁdeam(e +a1) zodk wtkded over twelve storage

zfo :;] :req-#ﬁtgtd a}Iogglrg}g &::e e%ﬁéc%klé ﬁ.ﬁ ? Bhd__odéfng operation

st or ag@“{mm sl@@ld QECHIEW andh@nmnmsarray ﬁi@iﬁﬁnﬁm dsnPaConsequently, a

stri pefurtﬁéf%forég%un‘ﬂt‘fﬁhﬁlr@ﬁu &%@ h@dgf (?egiufoﬁt:sﬂ Iﬁlﬁtoﬁlreéced
ecte repul | n

e uni t
BhfT o chesordis Bamambnioneat ol e pnsagodiing @aerop parbe
st or ageerfonnédswildialan eaaly bemt:mserpaatb :&fagsmm betokesiur arppy and a spare

1. Si r th ?El”?ﬂg [

on st ;B JO?éé%rr{? ggr%s se ecte g‘#"%?g $ Eld\%%r:mésa ﬁBﬂufgdop eration

t he | ong&p(btﬁ@mpgre opolss pessiblep usually it is better to perform a complete rebuild
operation onto a spare and to perform a dodging operation only when the spare pool is

exhausted. This is because a dodging operation rebuilds only some elements from a
failed storage unit onto a donated storage unit, while a sparing operation rebuilds all of



[ 048] Dodging thus provides a technique to restore the
m ni mum di stance of array 300 of Figure 3 fromD =1
W 0008066225 af t er any three storage-unit fail ur eBCT/EP2004/051382
Mor eover, the effective mninmmdistance of array 300
has been increased fromd = 4 to d =5, even though
the systemof array 300 still has the wite
performance of a code having dstance d = 4. [04. 9]
The smal | est ananorphic array for a (3 + 3) code in
which the effective distance iis increased is.an array
of ni ke dlementyom, fpiled shorpeeynit RPL0 4 spafe Pase Wilyer ¢ han
loste st %ﬂ@&em&lmoﬂ@ng\bﬂ)érat&inﬁﬁ \;Vldiﬁ&mt fibm apaepesiciamgk operation, such
I ncr eas ctive n
used. 1?‘)!33 Yot TS S ?F 83%8%£t1\é0 {Aﬁgﬁleycgg&egyé
code dOREI-ABH3- 9(331\56U$})eaqdrwipdr xsyn@rpormi/bmfeawce herein. That is, a

incre Qﬁ)ﬁ?ingt) @rﬁﬁdn\’i@ SethRA6R a sthipebasts, While Q‘ﬂ)ﬁn@}’téxbheﬁl@g operation is

over twefve Stora units, al so has the property of an
i ncr e XSHETRIG @A it éged‘ﬂ%tt‘%?ﬁ‘ée A dodgi ng operati on,
[m)sm]ev er , Tcilllsttatt the adkranmges"prbhéed]’m;namnarwl (a‘gayetofanayl)rxk)dging

f a i rogglgtlgﬁ) %6 ﬁ“égnté t%e r@sen{ M(/érﬂlt%lfl &58&&9&@ eﬂ@rh#:la?y arra‘d/ 900 shown

rrng t
[050] in&emues. négray&Oan éaigh’esﬁ@ra&er unitsd liapd uses o g+ 33 symmetric

g odgi NGJdeNatA1900R1s6 MLIRRs fdve Elfr@éﬂ\ﬂdhd&tddeyﬂhélmrﬁHrﬂ&y Each stripe has
et we e n

ar at e arra
spare S %8‘% YaPS ﬁer e P&é’ mélﬁ yénetn(g ?%egr g QstRing qperation that
oper atib mnermWho hlealwyd[fd:ghn sfompe neits that usgser Bod)mede.tsochuas array 900,

S par e d%gé)hot'ﬂcrf)agé ﬁietéh%ctn}ésrhiﬂixﬁlﬁn Hanﬁxﬁn?ﬁtsttaﬁ(fe df@he array because there

performa conpl et e rebuild, operation ontq nd "
to perddioh ey dIpiniag n%@ﬂﬁ@ F%‘He%‘ﬁlwmﬂﬁgﬁte B‘éﬂ“]éer of stripes that
pool e affedtaitstaltipEhns fiilkrdsecause a dodgi ng

ati r eb I I
088] 25 b L, 551001 PR GRIF i (O oy 8 e o,
spar i memppsingthreneightnirngesumi arrays 190 Sryoisicgbys zrray 1001 includes
PtCT/ EF’s?&Qgé B 3)33rra}91Gdﬁnﬁﬁmﬁhfgefuhﬁm%ﬂg%ﬁa?Cﬂ003 includes storage
stora 0 a are s €
ext er ?fﬁﬂl 3’&3&0 thr BEEF@PE‘T it ]]tog 533?? Wgﬁg?ﬁfoh g‘ﬂ#eé atranged within the
pari t yarmycRarganplparayilon] insludes stapesdasay H¥2dndhydes stripes Sand array
co- pe n Serial No. (Attorney Docket No.
ARCFS) 2@8?%@% ﬁ%@ég)@ and which i S(I ncor o%/at ed .
HSfbr encrrResedhat aftytagy thige stgragerypid fAlyres P aAKY- swh?%ge operation, such
per f ord¥Rkkcl¥edbyséd-pdingasipticatithi JedialaN @ @A itbryiep Rotianlye.

oper at j [ d on [

oper U800 Dys BFLLASTER 8018 5t MEGHly P By b3t s
(ar r ayuritoThe reaylys of eghaiityeexClasmee apérafipnzse éfmmtﬁb fqr@xméle by storage
P rh esentyidk ‘iﬁl’:leﬁt) L] Dl? B8Rk gl%gvsggﬁh y Ak RS H]éﬁkts 908e storage unit.
shown _in Figure i ncl ydes ei sto

units @%‘?ﬂs"@g%%e tgat @g\r‘%[aé)‘orgmf LiEre 08858 su )K‘T‘qug’@t%%ﬁéhe parity-
al so ie¢xchamge spération. 3t fourpesorapevdnic fdileck ibyegi¢ted, formample, by storage

1 Eac hmsfttﬁi B]earFZSlOOf't)én%Lh%%q}a in '3& vbﬁﬁﬁn Hle HIRREEE ﬂorage unit D2.

p

grev ous ? erat|on
| s i ntéferdhe faprt ﬁtoaagpalyltéﬂt@@, @ﬁr@YSsltO@ algsﬁ 2 gpd { Q03[rﬁmectlvely have
uses adiftdicady DC=9 23, HUE bhoddd B irdgrsBio that dﬁkﬁﬁer@@iage unit other than

e o 50 5 L R I P e o

st ri pesmilar todepaosdine desuribed below mipaid of pegformgbfor ineseasing the

are af {galif 0y in Y el Gagélykrefndi | ur es.

[055] Stripes 1, 2 and 3 in array 1001 are now only distance d = 2. A dodging operation
that is internal to array 1001 will fail because at least three elements having distance
d = 4 are required for increasing the minimum distance of array 1001 from 2 to 3. Only
stripe 4 in array 1001 has distance d = 4. Nevertheless, an external dodging operation



[053] In contrast, consider an exenplary array system
1000, shown in Figure 10, <conprising three
wer@hveetdr age-unit arrays 1001 Specifically, BCT/EP2004/051382
1001 includes storage units D1 array 1002 incl udes
storage units D9and array 1003 includes storage wunits
D17 Each respective array 100l1lal so i ncludes four
stripes arranged within the arbPay. For exanple, array
1001 includes stripes larray 1002 incl udes stripes
Sand array 1003 _i ncl udes, stripes 9 054% pose
aft er SWefl A a}}pwp g@émgﬁlpqm distapcg rray 001 to be mcrease from 2t0 3
pari t wigtvahehagging femaihinaiin dﬁtaﬁdfés oaslwyssobzo se11008. To achieve this, the
z%cge%glatggtaﬁé)lnbc ﬁhle %@s?neél oents oefneéﬁ% 4 nee% lgrg(%?li])utﬂt in a well-known
1001 haeanperontaelements pbetheretripgs that argisall ﬂtstmcs daf 4. auch as stripe 4 on

par i txénﬁgmb@lngﬁ es%@l%gmo@rﬁd@&@qu%qmﬁ Plomxanpl e,

st or S and own havj n
lﬁ%@ hin t IBEEG%C%PWWS@P&OS af E‘ﬁl“tegw TR Y Etormal
supposiedgihgbpaatdactdrdisi o6 thg @rasettinfeation Rebwitt elulaSn Figure 11 is

subs e%{ﬁ l'lé/d SBBCH 11 aa'ill etléfnen? 6(19 isQBEL: {0% rebAm t onto stripe 4
icte

fourth s

by st dvlﬁ)@ésw@ge tlmD'Q3+ /hn elpmalgﬁ Oi sipe Bé$ mgecsqddwhe Wbmltmyto stripe 8

Xs W td‘ltlﬁh §tbﬁg@ hReR$0.afasthy & deiBend BF Etrl?l is sefet®d td Brebuilt onto step
1001, 1002 and

fourtlil uni t. {?@Iure arrays

1003 &y %‘E?“’h‘é distances D = (2. 3, 3). It

[©hdlul d Bﬁhmrﬂileai@n@mck seleatied anoddner stsip@,rﬂaﬂgﬂomgﬁ unidontaining the
than s@l%&é@gl@mgﬁ‘c' ani a&géﬁh%feﬁiﬂen?@f thdRci {p{%ﬂf dtfipe. For example, an

storage unit fail a proce ure imlar
to t h&lemeatelfiiire Herntinaddp eier siRrage arva Daérﬁf@f%gsﬂlﬁsé@f‘ can be
for i Releedd forgetiuliding @ffhitdtclengendirsinani® 1dfeciuse bsth@toRge units D7 and

S y ste 238 (E o%?a?fl n(%]ellngr?t? 2\11%110}59 fi%ﬂnﬁ’ax éﬁ g?gfe%nt]t}% 9;1’11)@ 4%oRBied in either

| nt er n‘mragedmarl?fa@/r S{eRE lwltIU?6 ﬂﬁ‘alble Sﬂé@&@@é rebuildiag g failed element from

three sﬁlp@%&:ﬁlsg BMﬂl@ﬂar@e%hﬁ@B? afld D8%ofth® Ifo%‘l’dllﬂlefn%%ffsﬁfpe 2. Lastly,
i ncreasi re%lthe tan of ar

a
to 3. B en%?#ﬁtrb%e raf ﬁtffﬁgggn% Pﬁtoéﬁté’@ga umit Jp4 can be
Never tsbletted for retmilding earfmwd ethoakyt frgmopipea heomsy\Bbth storage units D3 and

2005/ sqg%@ﬁ Wﬁ S

al | ovvs(ﬁl{ta(ﬁ)]1 rﬁE ﬁ%ﬁ%&g%{ an %fo ' QQP&%& 001 e?{gﬁlglé’ suppose that an

i ncr e&leapnt ploviine 4 epntpinegiip pgtage apih Rgiihepleckd tarbs 2 Aenpr element for
di st amaﬁﬁldﬁi‘gaare[ememamzpeamd 1003, To achi eve this,

contents fqr f el,e
[&)E Stri ﬁ&e“é’ Oflgrogglr S ern nfs of ﬁp §> &Lﬁ L vvﬁi co&anneeslﬁfegﬁ? &0 rebuilding a
el enedtitedefenganhel ans(tomﬂ pferserrtahmg siripesseach having di=s% ambanyd@ne of the
iy fa %%3@53&23??@ rfehvlg d =24 rcamgmgélec@& for E&uﬁ%ﬁ@ a failed element of
' i gu
11 deal?eclegt rawaylg%‘@eélwﬂwgﬁa?oﬁ? %Plﬁﬁ?sss i{fgﬁf‘ﬂh@m ve example,
per f orsuppoge tiat axdlane bof stelpel§ cogaingkinatdrage wait@orlds sefected to be a

the p dﬁﬁ(ﬁg& rféé}l\{ ?d}#éb%ﬂm gﬁ%ieﬁePP@sﬁ%ﬂe% Eﬁc?ﬁiﬁtean]e%erﬁe%t of stripe 12

underl1n
sel ecteptamgd b}e@tvrégﬁﬂm& DEhis geleated fgdes doppy q#rner% {@pehyélding an

uni t %meﬁﬂoﬂtw Fopéacﬁ bf th@ﬂo@gﬂ@ sehki6hd Tdhik AhBRative example prior
rebuilt .o t D1 |atre%p]1§:16tystnpe .

ol dhiogeing ppetiion; » ool sfiog bed @Gnes

step s&@emﬂhdﬂ&statceda@ unit D17. [057] V\hen an
[@%iﬂt”em Tha nﬁﬁjeﬁﬁtt (ﬁ%é Stéindl ABing berRfom it Gt A'sF9Em 1000 has

conta
minimum dlstance D = 3 after four failures. In contrast, the minimum distance would

have been only 2 using only a parity-exchange operation, such as disclosed by co-
pending patent application Serial No. (Attorney Docket No. ARC9-2003-0015-US1).
Consequently, when an external dodging operation is utilized for array system 1000,



sel ected el enent cannot contain an el enent of the
reci pient stripe. For exanple, an elenent of stripe 4

w@emwsaiazesl i n either storage unit D7 or storageCURP1008651382

can be selected for rebuilding a failed elenment from

stripe 1 because both storage units D7 and D8 contain

no elenents of stripe 1. Simlarly, an el enent of

stripe 4 contained in either dtlorage unit D5 or

storage unit D6 can be selected for rebuilding a

fail ed el ement from stripe 2 becauge bot h st orage

uni t s TyP faikpessse rgntred 19T AwaveyeisBntUeU & haye pjmpjaingum distance of d = 2.
Last | YThis i8Mhetsami@Rerult@br Gitaiiap eyslens of4nniig dhadt Bregirtahigad as four arrays

stora yni.t. D3, or _.stora nit . .

For r aba g inEtRR Rk bs oy AR 3ossB e Bl us diclosed
bot h dtyowosrgeding patsntRpligation Beriad Het GAttprery laockatNe.s of

st ri peARco-LAn3-08isPOS BSTRs, 4 BbdiGERkiBn iS¢HRRRSRioh Wath a parity-

an elenent of st cont ai ned ] stor
i s selSehange PE?fﬁlémaDp%ﬁi"é that SEstemm el 1P é‘%??féf*ﬁg)fgf@? array con-
el enerfiguedtioat ri pe 3. [058] Any one of the el enments of

ﬁ)% |ple q ?%héafbgtydeggof% é%:néifﬂlzceﬁ %%Q& aﬁe%tﬁ)?ltlﬁ g?lh%latlon with %;1 parity-
st ri pe¥chaage ﬁpqii@tmnn:gn gontinge with ga rthy Stosgcerupét fa.llure ailed elements

el enmenksreBhiltdnkd sﬁlﬁvrlﬁg eféﬂiéhfﬂ Guch t‘ﬁat4he ﬁ)ﬁi&lﬂndmhﬁstﬁféb e6ite@éh array is

for rebuildin | ast re
ST 1 i s descBbediihots, T bca@nglats fir ey ST of rgures o
exanplaad 1Ose1gipcwgehmit falurﬁl g ireyf fosa migeugh distance of d = 2 for all

cont ai el defy ?§$}P&1@9fsté1‘ﬁ”dncpﬁfe thifirfith 8686k foP % a?raﬁ isd=2,itisno

donor el enen rebui | ding an el ement of stri

and t HaReeg Rossibiapert BIFHEQT%W'ﬁéCthge %Fﬂnapwcﬂ()ﬂ&mgpa?raws to

uni t DBDi&edss tigaifetaedlistandce ®f thedpnahn. Cdmeqphtly, oo further failures can
rebui lrgé'il% 1:a%sgment of stripe 1. For each of the
dodglngs fPONS of this illustrative exanpl e prior

Eﬂéll he da‘@gmg gperadiredoindgiag gperationstresufién pieipesioslpagee being local to
d =4, V&l dra Zephlﬁ' 188 kel&dtioh BEa QbndR stripe $ilak bR @Salil&Psh selecting a donor
di st an The net result of the external

dodgi rft n?)eﬁ%r ation |s that array system 1000 has

I962] mum @icstazpare ubit be@nas wegilablousuch as thimugh maintenance, it can be
contr aa‘§§1 ndd6r 2{35 %'bﬁhéfaﬁ@&ﬁm‘ﬁpﬂl g%refeﬁ\é& t(px%ﬁlﬁlcpe]erﬁexzs of the

usi ng on y a p r exchange operat | such
di scl cH&Es By re%ﬁﬁ.m@lw an%esmocth% FRSFE eetr (Cansifgs the example
(At torof WguEbDX eirraBHZOG\RﬁHId&O@B st0fhke uhifs1P110 and uses a (3 + 3) symmetric

S?Inls Iegcu Ol rdy 1%@ >;}15 )é(ltﬁ§e 8%%118 Od%%%g? 8}5&15&%1%%%{158 1 Each stripe has
PCT/ ER20€ehe8s @8bhas ﬂetampwé =flaThige storage anitse Qi P@d@nd B are shown as

array fﬁﬂ&it 48 M&n&ﬁ ohﬁﬁ?e ALY RN B BiRpE S d&igz Gpefation onto an
This i $esul t

yst e u%
units ei‘ﬁ%ﬁnt 8? B 7 IhBREEP Y gﬁ? a]rg( é}@ §a§<b%ﬁﬁ'|f?l§lﬂt through a
and i rdodping bperaitin @its ayecusdelemantyf atripa b ioh yme H8h A s point, stripes 1,

gg;{ I""?ﬁ%ﬁ% 'h§& cﬁﬁogﬁce (Pé/% %a@&ﬁ%g@% {i’j@tkﬁ&td 3.If aspareis sub-

ARCO- zsewn@na!@dweia}lablwm@raYalZ%dngﬁgatweffm thestripgs at distance d =2

conbi nabiiaBe Yébullt shtd Bleishite. FheERGE; t6 RHual bAB (e GtedBsuld be
reliabil.i i s i ndependent

con. (RTARTOHe SPsK SlelehE noF e Bert uherupr Jaf example,

dodgi ragsunetha tlemant af stnpﬁﬂianemntm wistribualt patoiunitD10, and the element
excha W%ﬂ@g @,fff&‘ﬂ Fﬂt bt Q\EQ S’{Bﬁagﬂéiﬁo M‘ﬁi{ Bs Sk 6 be rebuilt onto the

st orage
gspare cannot include these rebuilt elements of stnpes 1 and 4. Once the elements to be

rebuilt have been selected, the information is rebuilt onto the spare in a well-known
manner.
[063] The primary criterion for selecting a donor element is based on selecting a donor



are rebuilt onto surviving elenents such that the
m ni mum di stance for each array is naximzed, as
waleasnid2esl above. I n the exenplary 24-unit arreQT/EpED€0I1382
of Figures 9 and 10, eight storage-unit failures are
required for a mninmmdistance of d = 2 for all of
the arrays of the system Once the m ni num di stance
for each array is d = 2, it ist1Ao |onger possible to
perform parity-exchange operations or dodgi ng
operations to increase the effective, distance of t he
syst erdlengsahthatfins e lpast impsct op thp dpnar siripgrelibilign A sesanday criterion

in a dabsmed 6§§elednﬁ§ ftle stot@fe dldnigat hmngemahdamﬂlpmeglpegonnance such

operatigns.res n tripes .no_l.onger I

2P v et T i e i o ER U8 regfrdip, SFtyfiion fithe fompte of
may beFlgm,ra[lR melasewebiee@mya@were @dbosen priglaglydrecausp 6@ S5 had the
Once g; ﬁrcﬁstéiﬁb tanfl %ﬁ&ﬂ@ﬁﬂ?ﬁé’daﬁ%ﬁb@ and N FhRAShd Hﬁ)&%ﬂ?ﬁﬁnswe parity

nalnte can o. [ epl ace any_of

fai | edalsaianan. fJP cpwld gpich &6 Tpirepulipg & clerasm A g 4, because D9

t Ee smead?/e&nmiﬂeh ah Bemehwdflstipe 40TThe prikARistichiterion 6 seletting the in-

t he s I e X '

Ar T ay li)e rgglg tléej’lﬁgsgci Jgr% tgg Xxﬁ’g]%a?mn %%tfgﬂt %i‘gaf?de% %he %eatest

(3 + Si}crwmmmhamht}’oédeconﬂary&ytem@@F talselect |thecmtn§@et1¢u spbthat

stri pggeviddddhSsestrad¥p e?fbﬁndﬂﬂgﬁﬂlﬁbvﬁlflﬂl%ﬁ%ﬁﬂ&bﬂtidr:ilﬁ)nhﬁﬁhe example of
ree.s

?mxt glf‘e e E%ég%%gplgs i gmﬁl égvere %I?qs%to bg ﬁ%)uglﬁ primarily based on
el emeribeinfenmtnin godistindes, sam& eezondagiby béchudehretmilgingahaldwgémgements to

oper a ' unit D10,

and atrglll e errehgrf&?lmslt@ér]?gg‘%l %lges(ﬁ%%in%%lpé%&% t through a

96dlyi ng Biseeriafurthst wnogant eéigeid gerardirgd dodging {1 thg sXamp)p of

unit BBgurdd 9 édd 9, @@éﬂ&ahzsd dodpesy oberat13n wAs pérﬂ)rﬁledlbétween arrays when

h
ave %GS rteglp ent an%e W%sezg uﬁlesnatnf:e d Qel hlrie an anaebr?aa Ia{)(ggné% o%eratlon was

If a spare S su y e av 3]
1200, perfbonedetni tbmnm@mt atiey dligurgsetsangt7) when dhegecipiert szrlpe was at

shoul dfgcE aku, g %G’féﬂhﬁ‘esm(@oe e Rred VRIENNS sﬁﬁbes involved in the

rebuild o he spare sho en fr
of ol st d e Ry Hatededorifi S etebtal vz peation.
©r3pl e Domﬁsg,lameletht élioﬁmadnnooﬁtngt td pecipiennsttipe teqidpts that the

was r %R}{ééeisy%%%%e ldﬂ]'ett ]%tﬂ Rkt for B%%ﬁ@é%tg%é?%%%%n?ge When the

4 fromu was re onto unit
to be doaeyandiecipien Str%pes ar§ﬁam@0@ﬁmmeemmev iRy qomieler 101, as shown

Itr eb UI lif Fﬁguw Eh‘én eéntﬁmet HScah paﬂ&nflﬂnscap@eubﬁ Brtéh&A e WHen the donor
o

f ti
b 1300 B RSP SRR el og SRR A i 15 55 shown i
The prhigme yb,¢hént eoniroliers byl and|168 ekehgnge intommaticl. Emafmamplp, the

based BhysIRkETuld & p %e%@ﬁ&v%a% Qoé%gaﬁlmumcatlon connection 160,
PCT/ EP2004/ 051382 12 e ement LQEPHKF?JB | east

i npac tsUghSt iR BB %ftar e Bae ab) SERY fefigpration. Al-
crit enemativelys teasaollzis crldedchage iifernsition agardidgetie dita to be read

AVt bRk Aok ERRGBaBR AL mBleR 25 the

el enen pensi

086k ul atTherechnique h%d@g@ﬁﬁnaeb@n degriged for mamqrhlec arrays. Dodging can

el em?%%sélfwﬁﬁﬁﬂr Pes\Maiiflg 6 haaRuP fistaREd d ¥ 3108 GRS Generalized
stri p had thl ggest i stance, and secondarily

becaud® @Bg’ath‘al YSOlilf et D SHOMETIEAAES - ve parity

[©aVicul atDwmigig cBRbe osekddeymid sheplg asesing die mabuuhdiseogcaof a storage

el ene régfst%. lﬁtclﬁ}'f &ﬁerdfactgﬁ %%% ill;auded in determining whether to perform

dodging and to choose donors and recipients. For example, the individual failure prob-

abilities of components when they are non-uniform, the combinations of failures that
lead to data loss, and the effects on system performance may all be considered. In such
cases, the minimum distance of the system could remain unchanged following



al ready contained an el enent of stripe 4. The primary
criterion for selecting the in- formation to be
WO ewdiodd215 s based on the information set that PCDEPE$051382

the greatest increase in reliability. A secondary
criterion is to select the information set that

provi des the best array perfornmance foll ow ng the

rebuild operation. In the exanpl3e of Figure 12, the

el enents of stripes 1 and 4 were chosen to be rebuilt
primarily based on their remaining distances, and

second Fﬁ because rebuil ding the chosen elenents to

N@es] M Z ewpde ﬁ@l’pi‘&ﬁﬁtﬁnﬁémhbﬁ) hagt@pei h@cﬂl@edlgn 1@ me P staiapg®arrays formed
e oy BORIHD Rkt LT dhTROlhAferRbh RilonlasiSg StoPleh iems formed

dodgi n ures

gener afrprpedapoef@ithey n@p@nad@vms,wada yeli@d@m@cmery (RAM)

arr ay seheddevidde (H’o%?b&htﬁ@ h@ﬁdﬂ-ﬁﬁaﬁ’l@s opticalitSrh@Ndeids, and tape

2, while an mter{g(f}*1 aﬁgln %% ati o é(ﬁerforma h

on t heStARBRdqYifes- ‘fgg;l P 9y HT“#%B zeghrgrage Rystems, such as
reci pi afdys dhilti que ofveeswark -atetichédostareged Itds furth&happlicdblto any redundant
failur I . [ [

in t he%%te grvﬂlé&)etgérg%gorr&g%a\e%r %?dﬂlaﬁ%thﬁ%& (R:%ﬁes z{]r\é@dn\ﬂ% component

dur i ngtottagticaler syhset] of gempenegisoprthatistie lnfmsqlmwwabq tpsferred using
an el epBétatibh eparaicaonor strlpe to a recipient stripe

res he. stora st em be,.abl.e .t.o assi
R oAl S oS St b et Uiyl for purposes of
donor eladtyrof onqersariding, itivill de apmrand thaecdriath ¢hanges epdimodifications may
array ﬁ)@%ﬁ%h Bat %%ﬂn fhe SEERWOF tHepFéridEd Blaing, Atc&ﬁ&‘ingly, the present

contro can g ormthis operation internal

Wien t EDmes argeibe epnsiderefl @s diusiraiive and go 66%‘??1%’6’%’&“1{‘%" invention
separ ais&mf)ﬁmeﬂ@ﬂntedl’cﬁ thkRiktatls givadRereia Sbis mowprbe inodiffedguitten the scope
| b, then, ¢ exchange i nformation.
For exaﬁ%ﬂew eHSO?ggﬁ%?&1 @?%&%%uld expose the

i ndi vi dual drives over conmmuni cation connection 160,
such as in the manner of a Just a Bunch of Disks
(JBOD) array configuration. Al - ternatively, the
controllers could exchange information regarding the
data to be read and witten fromthe |ocations on the
storage units involved. [066] The techni que of dodgi ng
has been descri bed for ananorphic arrays. Dodging can
be used with array types having a mni num di stance d =
3 or nore. Generalized dodging, though, works best
with symmetric arrays. [067] Dodgi ng can be used
beyond sinply increasing the m ninum di stance of a
storage system Many other factors nmay be included in
determ ning whether to perform dodging and to choose
donors and recipients. For exanple, the individua
failure prob- abilities of conponents when they are
non-uni form the conbinations of failures that |ead
to data | oss, and the effects on system performnce
may all be considered. In such cases, the m ninmm

di stance of the system could renmai n unchanged

foll owi ng WD 2005/ 006215 PCT/ EP2004/ 051382 13

dodgi ng. [068] While the present invention has been
described in terns of storage arrays formed from HDD
storage units, the present invention is applicable to
storage systens forned



fromarrays of other nenory devices, such as Random

Access Menory (RAM storage devices (both volatile
wan@sneizivol atil e), optical storage devices, aPdI/ERNE4/051382

storage devices. Additionallby, it is suitable to

virtual i zed storage systens, such as arrays built out

of network -attached storage. It is further applicable

to any redundant systemin which there is sone state

i nformati on that associates a redundant conponent to

particul ar subset of conponents, and that state

i nformati on nmay be transfer r@(]amlgg a donation

operation. [069] Al though the foregoi i nvention has |

Hgléih des cri pethoddoxsipereasing 2 grrof &lermnepgéégrr@f of 18 pigFgge ymits, the

of under stagdbdemprisindstdps B sRPRAk St ipes AbssERS drlydf m storage units,
changes and nodi f catl ory genﬁn act ced %hat | S o rasure or err
Wi thin t he gL upEe b Loiphinnis h Sixipg Sotjing g prasure or error
t he presentorreetinipasiderbmtisg amaannﬁéarmomgld@@med dzend each respective
illustrati “I&nfh@%f ?gﬁapé ﬁecljtl%étﬁlgﬂ\éﬁ a dﬁ@é}eﬁt @ﬁ)r rgg\ﬁﬁﬁl deféetlng an element

is not to etal gl ven relLn,
may be nodPeidedorgHng whenieliferase b ea*fﬁqné&uwaa% @n@rof the donor

the appendgpedndiatBinisieh AARREOSGAEpRITERAO BrbhRBAARRAI to 2, the

14 Cd ains 0 hod for.in n
t ol er ance %% éh gﬂeg bebl?g sr‘%)rgq 8n§ foi %ﬁ ?ﬁ RAVi ?e]%no élelinﬁnts of the
conpri si ngesipiepstigfe; asd whiitdnga kJStrqlm@t aﬁﬂ)es@mlﬁé stripe on the

array of rgeﬁgc@a@ggwﬁplts each stripe having a

plurality el enents, .each stri form ng.an asure
K02y v or IP%‘E? 3HGOdBHEdC Fla{m ﬁg‘l’% erﬁ‘?‘ﬁli‘erﬁ}%‘ﬂrpﬁrﬁﬁ* ng distance of

di st ance dhe pgipianastipe &sire Cibefoee the |stepeﬁ$el@t1ngthetelelmt in the donor
being storgd on a different storage unit; selecting an
el ement  in & donor stri pe when a di fference bet ween_ a
H903] num di Ereanetbodiceondingde glam 1sfurthereconpEsiag aistp @f) dicating to the

d' stance Osftoragd lﬁﬁﬂs @toﬁﬂk t&tdohﬁestﬂq& tﬁﬁtQﬁé Rlected cRaeat hds®een donated

u’nl : hﬁaw ﬁtbe (ﬁt%g) blgl t&i Fbeng fﬁ%{erc Pbﬂélg etgﬁe on the

rebui | di ngse&ctedstemmnent of the recipient stripe on

t[‘Ftﬁ] sel eofan&h&IRRbrdid r%qg Shaind NewABLRSE ARGUFH ﬁ&a é)umts is an

im1l, wherein .the m stance
reci pi ent %Wliogéuq gray, eic QUIB‘églg\fllég{l%é‘eLq[gB tsdp w?uchms the number

sel ecti ng ddreeleherehtthé bast hﬁa}dmmhe nembérpé rednfidid] eldinents in the base
et o SSCRE BG4 2 rShAL Dle ol MAiORA GRRIESL NG 2S¢ <P

of indicatin g#eum ts st orin he donor
$0051 pe t hathetThethedicserding teclakp At Whersingecdpnabsiepely further selected

before th%aﬁé@&@ﬁnrﬁﬁ@b&i@hﬁﬁnc&hﬁ dco6h thelafipNt of the

000 ac DrrHiet Bebidip Fﬁ*ﬁﬁg@%’%ﬁﬁ%’ﬂ%éﬁ ep o flcting the

st orage unietipiensinfmmatoralrasedin an iapreyed pedioimagca dfghe array.

Emg N e rﬁétﬁgig{igcﬁr t%iaﬁﬂ 1nwh einltfe é}b’éﬁp@ér erfdRE&recting code is

nts int sSe ar % e nunber o
redundant YleeHeRARLYicRde;:iRe Blsg@d caﬁl% ayymmeiicpode; @ ReeghSolomon code;
K(n + r), aEVENODD &ddf & a dtiegblewf an EVENODD code.

[008] The method according to claim 1, wherein when an element in the donor stripe

fails during the step of rebuilding at least a portion of recipient information from
the recipient stripe on the selected element, the method further comprising steps
of: terminating the step of rebuilding at least a portion of recipient information
from the recipient stripe on the selected element; selecting a second donor stripe
from the plurality of stripes when a difference between a minimum distance of
the second donor stripe and a minimum distance of the second recipient stripe is

greater or equal to 2; selecting a donor element in the second donor stripe; and



[005] The nethod according to claim1l1, wherein the

donor stripe is further selected based on a m ninal
w@erkpodrahice i npact on the array. [006] The neP¢DEP2004/051382

according to claim1, furth&r conprising a step of

sel ecting the recipient information based on an

i nproved perfornmance of the array. [007] The net hod

according to claim1, wherein the erasure or error

correcting code is one of a parity code; a VWnograd

code; a symmetric code; a_Reed- Sol onon_code;

EVENCDD ¢ of&ém dipe % Tefeld ATV 1T ToghPienyENOTRStiop deom the recipient stripe

[008] The mmla@aeommfﬁmmglmeséﬂoadﬂmbrsmef ei n when an

nt i kI | ur the s
OB i ngmls i baLRgRbg BRlsih Gy BB sPRp Sleibo lgsomes
from the arve.datm élmmsthpd fvethmommlsme lastepend assiignimgthe spare element to
the met hod, foytei@forsRMAL Si Ng st eps of . termnating

step of rebuilding at |e ortiqn of recipient

&(ﬂﬁ)&)r mat i o‘% eﬂ?og‘rﬂfﬂrf?éeats’é‘gl fgﬁ $ Ogﬁn IRy Jdnsiofagy units that is
el ement ; swalletiblew salested patcbmkxﬁ’cfmlmésc tgaeprisingaseps b€ storing k stripes
plurali ty [

m ni num di %ansr%?:% y r‘ﬁles@or eqf%g‘j%nor g{’ﬁ E@e?gl?}grahty of elements,

m ni mum di eck pleipe Eﬁmmgeané'é@emrw@r gineatingeade paving a minimum
greater orHgfmMalg diflante dS@ldeath e@hﬁ%]@tﬁeﬂi'oﬁ BBfipe being stored on a

t he second onor str

b Erooo eI redd e pie %\% P ele Rt T gelopipe pecipiont

| ost reci p&lenctnt;l sefeotimgpdrn demdnt oma tldm@r BtEiDE pncbrthatstfmltpetolerance of the

on the selgg) @e@ﬂ:ﬁ%ﬂdvﬂn% Q?ebﬁﬁ& %ﬂg %Qﬁd bl Vfﬁﬁgna lost element of
o cl aj

[009] The ne ho accordi ng erein

spare el enBRfechiRn aEige 0B {hgisplaeipd clemgrd ofHhe oRoF PG o r
¢@ITPr i si NgA datatseipagefsyaas) @Riphiging e BRg 0 nedteapNinifsOk stélpes being
sel et o0 o) R85 arrh U H s FLARTL O] ARESEATE Doty of

the failure erance arr
that is \ilémpaysBieh siigpedermpag emer@atr@ er m)r@f)rrﬁcaﬁng gp@sshaving a

conpri si NOmmiBRE Hinmink Alstanbe & 288 AdheSsped@fle@sindnP6f a stripe being
array of m st ri pe havi

each, st
o1 U i £y SreRpEfdireEEm Song i a Mg spelygieging an
or error cdemat in adomwoskeiph swhemng diiferdnoe betweerHamivimgm distance of the

di stance dy, anéiing@&@ a{rﬁﬁnﬂg\% 'd}éﬁm@é 9@1@5 Ipféﬁlt gé fs épe%ter or equal to 2,

bei ng store t.orag

to an el erfBfeelcind ghgraent é@p%étprqd@n& Sit%aemnétﬁiavméme elerents of the
sel ect i ng eéipehesimi; ey e @nay caltiollperebuliing hdbt edement of the
failure torleelrlalqc of nttﬁesel eL?af%[e Is.increased foll ow ng

a rebuild fJgF& and“re dn% a |l ost el enent of

{H&] r eci pi Bretdattstorpge sysfemtpscarding ¢ elamel ervhereinthemipimum Hamming

Sonr 51 1 e 955 S5l SO it e
across thetL%gF‘gﬁntdF%}ﬁ‘gP SHRE-units, each stripe

fGgil ng a plhgrdata stoyraged systemeentiag tedaim 1, miheeeid the 8y 9bgn array

Ia-llgmenr ﬁ; u (rj eco?{roﬂeerr rlrgflca‘fe% &5 Bl hﬂ%g%%ﬂ? gﬁfﬁgé tﬁ]l? danor%gie W he selected
stripe beidheoenshashegn éwa@eddqefqr@ F@H?St slemenige thﬁﬁeplpleahﬁnpe is rebuilt

a system a({,{tgysg;&mdré]&ﬂlégﬁ selecting an elenent in a

r r n fferen
g[ﬁg? anite | et @estorggedslystel% a%co(i' ng % gYe 11a wrﬂeremnll‘.{'lle array of m storage

units is an anamorphic array, each stripe having n + r elements in which n is the
number data elements in the base array, r is the number of redundant elements in
the base array, m > n +r, jm = k(n + r), and j and k are integers.

[015] The data storage system according to claim 11, wherein the system array
controller selects the donor stripe further based on a minimal performance impact
on the array.



donor stripe and a m ni num di stance of a recipient
stripe is greater or equal to 2, the selected el enent
wheisgoeidred on a storage unit having no el eneCit/BPD4/051382
the recipient stripe; thelsystemarray controller
rebuilding a I ost elenent of the recipient stripe on
the selected elenent. [012] The data storage system
according to claim11l, wherein the m ni mum Hamm ng
distance of the recipient stripeis d > 2 before t he
emarr ontroIIer selecéjEl e el in the
rostr .@% afasferpeerysteRACeor sﬁe@e §1§t %@SFW‘H’@ array
to C| ai m Icbntrofaselects theeedpisiténfoandtiy bassdrunranlilnproved performance of
i ndi cates %_?%%; storage units storing the donor
stripe tha sel ected elenent has been donated
B¥f7br e t heTheglpta sioragrystemfacearding ée flpine hl, veherdipwh¢msan element in the

rebuilt  odbnbP@ripetafshile §sRAEALay d&&éﬂetﬁh@bﬁﬂﬁﬁg at least a portion of
storage syst.em accordin wher

to,.cla
oy ot MEUPEPOBAI o Lieg e B ARG (P ol the
stri pe hawysigmrareay comtadleetetsinates whitdding thegedifient inforraion from the
data el emelgf gleh{kuﬁﬁh%rhﬁé Eeléﬁ’&é'daéfemé'nt séle&g% sm ﬂ{mcﬁ trlpe from the

redundant elenents I n
k(n + r), Riwalify ofstiors when 3 ﬁffe@é?%bet\rm mm#ewa disggnce of the sccond
storage s ycﬁﬁlemtap@ﬁfddi irhem diséinbe dflthe meﬁcﬁteﬁlpidhestnpe is greater or

fs ﬁﬂ (ﬁren r ar ?é%l Q4 Sael:'ieﬁ]s o ng?re %:Ctﬁ mnlglﬁ éeconﬁ,g nar sﬁ%ﬁ atnﬁ rebuilds at
array. V‘D 2608 pOTIOR m’sloqutlemoﬂwmmMm e r[%@mel]lt sTifng on the

data stor aeeceu%kﬁféhﬁﬁweb&m&oﬁopé ém 11, wherein the
controll er sel e I ent

em ar r ci
?@ir mat i o %@%"?ﬁ? %(ﬁteinﬁ’ﬁ?% 8 %@ hé‘ﬁ’@%ﬁub?vhe’{ figpare element
array. [ Olbkfonéseavedibde, stieonysigm asipg centradlecasighte tspare element to a
claim 11, \é’fé@{eﬁ :g?elgl an elenment in the donor stripe
fails as the array controller is rebuilding at
(HRst a pﬁﬁﬁ@ﬁtogﬁge SY SN FOBIPASINAT A 3TRY 06 STAgA YIS, k stripes being

reci pi ent sgéred 82oR3Mhd L1y E Inﬁ:f,tblege @h@ &k sm“ps Ba NS4 pmamy of
array contp ol

|
o ool b, b R £ St Blertdt SR E5RR G hayine o
el enent, suingows Hangeisg didtadesdrand eachgespeetmetement of a stripe being
plurali t Y @re@bs b Eﬁﬁréﬂt‘ §Brage gfut faﬁ& ngs@elﬁ’ﬁltr &ﬁu@ller selecting a

m ni mum di st.ance @3 second @nor%ﬁ;{

m ni num di fgflﬁ’ﬁeteelwe”tt FREPSERERHE 2P & u’?taF‘ii ﬁ“ge‘ﬁt@g an element in
great er ordoneggtdpe duoh that Sﬁill&fettsleﬂmd@mﬁhe airane iicrdased folowing a
second do ¢

of lost r Qg?uﬁiﬁle({ e&%ﬁ ﬁeﬁ%@%&%&% cgleeL ?E%ﬁﬁdlﬁ%g ?Js élgrﬂent of the
stri pe on re¢ipienisipecanghe edlestasiplemant phike dery ﬁ@lpdo nor

s6201 pe. [ OfR] daﬁr@orﬁ sYsteinQLAHing YSEIGIM BE Q@l’éﬂﬂuﬂﬁe trffnimum Hamming

avai | abi o, diee o) LY S Ghf p ol ediee SESY RS fpg controle select

spare el erthmtlementantmeioemtsmp%t orage unit. [019] A
fo2 ?SSt Or afife &Va%@ﬁg sgg’c@}ﬁrdc&rﬁhﬂg 1S Baitf {¥Rfeil M8 bR Hamming

k stripes
stane:e of the array is increased upon completion of rebuilding the lost element

of the recipient stripe on the selected element of the donor stripe.

[022] A data storage system, comprising: a plurality of arrays of storage units, each
array having m storage units, k stripes being stored across each respective array
of m storage units, each stripe having a plurality of elements, each stripe forming
an error or erasure correcting code having a minimum Hamming distance
d =n + 1, and each respective element of a stripe being stored on a different
storage unit in the array; and a system array controller selecting an element in a
donor stripe when a difference between a minimum distance of the donor stripe



stored across the array of mstorage units, each
stripe having a plurality of elenents, each stripe
WO e00i0m 18N erasure or error correcting code hB@T/RB2084/051382
m ni mrum Hanmm ng di stance d,17and each respective
el ement of a stripe being stored on a different
storage unit; and a systemarray controller selecting
a recipient el enent subsequent to an elenment failure
and selecting an elenment in a donor stripe such that
a failure tolerance of the array is increased
f ol | owi ng 2ad a pebimumdigigegenf paecipientStrippds geptar erapgual to 2, the selected
control | erlen@tbdifl @6red oh @Sforse @R Rhvif nb Bemehts 6f Mk Sdtipient stripe,
onor

stripe on the sel ected el enent. of tgf ripe.. A
F020] *The tEiae s gen Gy BT e [{REH of esfezent sipe on the
wher ei n t BelectedielsmemtHamri ng  di st ance of the recipient
stripe is d > 2 before the systemarray controller
selects the elenment in the donor stripe. [021] The
data storage system according to claim19, wherein the
m ni mum Hamm ng di stance of the array is increased
upon conpl etion of rebuilding the |ost elenent of the
reci pient stripe on the selected el enment of the donor
stripe. [022] A data storage system conprising: a
plurality of arrays of storage units, each array
having m storage units, k stripes being stored across
each respective array of mstorage units, each stripe
having a plurality of elenents, each stripe formng

an error or erasure correcting code having a m ni num
Hanm ng distance d = n + 1, and each respective

el ement of a stripe being stored on a different
storage unit in the array; and a system array
controller selecting an elenent in a donor stripe
when a difference between a m ni nrum di stance of the
donor stripe WO 2005/ 006215 PCT/ EP2004/ 051382 17 and
a mninmum di stance of a recipient stripe is greater or
equal to 2, the selected elenent being stored on a
storage unit having no elenents of the recipient
stripe, the systemarray controller rebuilding a |ost
el enent of the recipient stripe on the selected

el ement .



