WO 2011/ 106286PCT/ US2011/ 025610 1 CONTENT SERVI CE BUS FRAMEWORK FI ELD [ 1]
Aspects of the enbodi nents generally relate to a conputer system seani essly
routi ng awo 20110106528 el ectroni ¢ content on a plurality ofPChatSeriogesse@us
content repositories. In particular, dynamc, on-line content may be
stored, retrieved, and queried in realdtine through a content service bus
wi t hout havi ng poi nt-to-point connectivity between client applications and

destination content repooNIFNESEBACERBYNERAAMEWORKaSt decade

(2000- 2009) has seen many nergers and acqui sitions (MAS) in numerous

busi ness sectors. For exanple, the largest M&As in the 2000s were: Anmerica
Oline, | ncaP(IE'E@e Warner ($165B), G axo Wellconme / SmthKline Beecham Pl c.
($76B), Royal ch Petrol eum Co./ Shell Transport & Trading Co. ($75B),
AT&T Inc.! Bell South Corporation ($73B), Contast Corporation /AT&T

Broadbgpg) & Adpeets %@tthesyﬁﬁo&lﬁl%gﬁ) enafag %laﬂentﬁ a/ Wﬁﬂlﬂet( HRRB) scamlésBryooliing

Nor t el Netvvorks Cor poration i zer /" Pharmaci a Corporation
($60B), JP lmdgﬁ&nn@h@ls@mmwme@ma @hafalcarqf he(@mpousamtdnm yepositories. In

S monet any T avE! e TREE B PACNEAS o1 PSR SUTC “b1 CGARY dRdrdy

noney are nel@ugheles@ntlervicd kus MRSt @88ink @ofiAYe-psREBokicclivigy Béticén aa:ylt be
consi dered as unqualified successes while sonme have been disnal failures.

[3] The busiapebgtionsand éestinatindragaicnbicPaBicsi tion i s typical ly predicated
on cost savings based on the belief that the whole is greater than the sum

of its parts%%ggI operations of nerged conpanies are often
conbined to Qﬁgﬁg@ter efficiencies in overall operations. However, the
operations of conponent conpani es before a nerger or acquisition are

di spar g9g| sorfehpilt 'd@éa%gr(ébé)@QO@)eﬁe%t éé%ﬁsmtn%y %é‘rﬁérQ Wl adﬁﬁfsnfo?ﬁé'“@l&As)’Wﬁ h
mul tiple acquisitions made by a bank, the content (electronic docunents)

may reside immmnousi kpllsme$mo®r5t boi @slrﬁnlorth@blvmsaM&fémdnmg 200Gt wereedimeoche
m grated or tegrat gt 'tht‘gﬁG gui.rin n ent
aai 11 tati nd DG IR cais 1 Hey (BeRS Cuhs oY IRBr e A B s BoBlSani es
I s i nportant$yeB), ReVAIEDEtBiRPcBol M oy SEUETRMSHIH & TriEng Co. ($75B) AT&T Inc./
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BellSouth Corporation ($73B), Comcast Corporation /AT&T Broadband & Internet
Sves ($72B), Pfizer Inc./Wyeth ($68B), Spin-off: Nortel Networks Corporation ($60B),
Pfizer Inc. / Pharmacia Corporation ($60B), JP Morgan Chase & Co / Bank One Corp.
($59B), and Inbev Inc./Anheuser-Busch Companies, Inc. ($52B). While many M&As
are not at the same monetary level as the top ten M&As, large amounts of sharcholder’s

money are nevertheless at risk. Needless to say, some of the M&A’s may be considered

as unqualified successes while some have been dismal failures.

[03] The business case for a merger or acquisition is typically predicated on cost savings
based on the belief that the whole is greater than the sum of its parts. For example,
operations of merged companies are often combined to obtain greater efficiencies in
overall operations. However, the operations of component companies before a merger
or acquisition are disparate so that integrating operations is difficult. For example, with
multiple acquisitions made by a bank, the content (electronic documents) may reside in
multiple repositories from several vendors that need to be migrated or integrated to/with
the acquiring bank. Consequently, facilitating the integration of operations of merged

and acquired companies is important to insure that a M&A is successful.



BRI EF SUMVARY [4] Aspects of the enbodi nents address one or nore of the

i ssues nentioned above by discl osi ng nethods, conputer readable nedia, and
appar at usw® 20n/mbiseh el ectronic content is routed and stPoTA$26v1ORIomo an
enterprise. Wth an aspect of the enbodinments, a highly distributed
service-oriented architecture (SOA) platformis provided to seam essly
route and store content to heterogeneous enterprise content managenent
(ECM reposigpEEeSUMNARY €, on-line content may be stored, retrieved, and
queried in real-tinme through a content service bus (CSB). This approach may
elimnate the need to have point-to-point connectivity between ECM cli ent
appl i cdfitbnsAspeds ddsthé matbodmantm bdhitssr@posi mord ef thewlssues msenpivoed iabgyet bye

flexibility fo,consolidate multiple | at f or with mninml i cts to
cl i onts.  ThalCuBiE T YR EGHFIF APET el FOTHE ESc RO i Secronie
includi ng VWebn&ar 4ire@sd ahdblddiaeh ah QHlclfie DaBiRa Bspeyramd embPEEERHR, a
transformati on, and federation of content. [5] Wth another aspect of the

embodi ment s,highly edisgrgtutids scades-orentdsy ar¢lateging e(BOsemlitéembus progided to
requestor o aceess SLeciionhe Content MhLBoULoANEXRILCIh PR Y,
i dentificati’Ghin {HS Feques?, PHEFE P HEEPETER S PUCPERT SRECTs TRALSE 4 ed
with one of @Opuebditoyic@f DgRThRNbN1I@P 0SHIERI heSbandrodh fitigevall, iRiB@leribiin
content repositories have different types of data interfaces. The request

i s then routed-thye thieughoheant sevire oS BBt d hsappeqssh opwi cdinunate thegiped to
repository hase o‘?&-tég}og&h?ﬁn‘é&%@%?weeﬂﬁé@%afcﬂedt”%Jp*ﬁ%?tﬁo%g UGRE -desﬂh‘?iﬁ%n
y a by

request is transtorne e content 'service bus t ormat require

t he det er m nedteaont@sitoriaposhitcosyppotiie iteqtlesibdityit® sansskdute mblyipler BCMled a
response frgg%%he con ent.refository in ac nsiéggné manner for. all of the
content repdSHfPrPe¥ith Bniviel fmpsdt it relistie dic ot SPhEYBRHEH Mt BRI i s

moni tored f q{nd@rlﬁﬁ%lﬂ@&ﬁﬁl’b%{e@, i'h@l%hin? Wb Q¥ Ot e G Calltf ot @oﬁ%ﬁ?r to

| nP 8
enforce the usage based on a servicCe |level agreenent. fﬁe usage may be
proj ect ed f onessagtgsinsfdmbiiors apeé fadeditiolbéporttérd. pr oj ect ed usage exceeds a
limt specified by the service | evel agreenent, the content service bus may

rej ect t tle . the requ t'é%7 .Wth anot her. aspect .of ,the enbodi.nents,
cont entl0h oV ahieafity St eh i eandbinoly FASET 5T SREEL 4 5t AopERpaTitt
content repasist @6, aCreguestd GLNALER) | d@roaRNtement’ 8RMSIE @h Yexplick ORpHory
service bus provides a consistent interface to the requestor after the

m gration asdeerisagonr Hethe igavast.owhere W olgatign o 6oWeMas/ assEitad 926 & 4 8]
Aspects of t i . p i i u -re | um
navi ng. compUl P TEe a5 SRR RS el o oL 1P 3B e HRpARIGReRAL
process st epkiffeesiciypbedf dea aiterfackd] ThEhegesaindhat heitedalsypehetcdntzht sdreice bus
enbodi nent s a&g di scussed inlgreater detai |l throughout this disclosure,

€

i ncl udi ng t He e GORIPREFICNEPTIFRVIERRRAIONBRAIEE PIEREIINOT) CORteRt: of HipctprakiinRe

request. The request is transformed by the content service bus to a format required by
the determined content repository. The requestor is subsequently provided a response

from the content repository in a consistent manner for all of the content repositories.

[06] With another aspect of the embodiments, usage is monitored for a requestor in real-time
by a content service bus in order to enforce the usage based on a service level
agreement. The usage may be projected for a desired time period. When the projected
usage exceeds a limit specified by the service level agreement, the content service bus

may reject or throttle the request.

[07] With another aspect of the embodiments, content from a legacy content repository may
be migrated to a target content repository, e.g., a centralized content repository. A
content service bus provides a consistent interface to the requestor after the migration as

before the migration.



[ 10] The present invention is illustrated by way of exanple and not limted
in the acconpanying figures in which |ike reference nuneral s indicate
simlar evorment®emad in which: [11l] Figure 1 shows an emRCe&mseéig@2zsonput i ng
systemin accordance with various aspects of the enbodinents. [12] Figure 2
shows an integrated mai nfrane conputin@ configuration in accordance with
various aspects of the enbodinents. [13] Figure 3 shows an illustrative

oper at i[08] enyipeOREMhe bRb¥Ihehts\Aky BEPrAsRACHS: mplie-RaROH AR H?«Mréé)e
i mpl enented. [14] Figure 4 shows a content nmanagenent systemin accordance
with prior aompuferSkeitahle msgueivanto perforn erst eranerigefthapreness ktaps desceibed ent

service buslln-accordance with various aspects of the enbodi nents. [16]
. CICIn. . . .
Figure 6 shows a process diagramfor a content service bus in accordance

wi th various aspects of the enbodinents. [17] Figure 7 shows a continuation
of the [p9pcelrsehmbother sdpeve of nhd-ergbddments riradsousdahimegrsatehdstail tlousgtaspect s
of the enbodEnenE@j [18] Figure 8 shows a fl ow diagram for content-based
routing requBSidsclgsyr, Hickudiigdhe 2eOmpapEng J&YiRgaccor dance with vari ous
aspects of the enbodinents. [19] Figure 9 shows a flow diagramfor

content-basqﬁiﬁgﬂbkgggpgﬁﬁgpgﬁzgﬁﬁ%gg?gigagent service bus in accordance

W th various aspec

[10] The present invention is illustrated by way of example and not limited in the
accompanying figures in which like reference numerals indicate similar elements and in

which:

[11] Figure 1 shows an enterprise computing system in accordance with various aspects of

the embodiments.

[12] Figure 2 shows an integrated mainframe computing configuration in accordance with

various aspects of the embodiments.

[13] Figure 3 shows an illustrative operating environment in which various aspects of the

embodiments may be implemented.
[14] Figure 4 shows a content management system in accordance with prior art.

[15] Figure 5 shows an illustrative framework of a content service bus in accordance with

various aspects of the embodiments.

[16] Figure 6 shows a process diagram for a content service bus in accordance with various

aspects of the embodiments.

[17] Figure 7 shows a continuation of the process diagram shown in Figure 6 in accordance

with various aspects of the embodiments.

[18] Figure 8 shows a flow diagram for content-based routing requests with a content service

bus in accordance with various aspects of the embodiments.

[19] Figure 9 shows a flow diagram for content-based routing responses with a content

service bus in accordance with various aspects of the embodiments.



WO 2011/ 106286PCT/ US2011/ 025610 4 [20] Figure 10 shows a flow diagram for
service | evel managenent with a content service bus in accordance with

vari ous aspeotisoefset he enbodi ments. [21] Figure 11 showeCa/uskawoeicaqgr am f or
projecting usage relating to service |l evel managenent in accordance with
vari ous aspects of the enbodi nents. DEZAI LED DESCRI PTION [22] In the
follow ng description of the various enbodi nents, reference is made to the
acconpanyj Norigi@WoNGSwsWileR disrihaoPa¢rticBaERPmandPinddd WitH & Roh@nSHeVIBe by
way of illustration various enbodinments in which the invention nmay be
practiced. [lhusiisagegrdsacanwdthveriowasperat olghpembedibsdisnent s may be utilized
and structural and functional nodifications nmay be nmade w t hout departing
fromt C ng, spi rjt_ o h S i i [ .l n SGrj ption
ner ol n 2t he et o ngobr et ofe B 3. ah¥illy Ml Al Rt SHP
data" of anyma&gtmet iaaycondmicawithnvaribedaspectsref thd atrbodimyentkescr i be an

i ndi vidual datum content item or a collection of data including nmultiple
content itens and hierarchical levels, e.g., a database schena. Wth data

processi ng, MeTAHA DESGRIBITEAN| y definitional data that provides

i nformati on about or docunentation of other data nanaged within an

appl i cation or , environnent. .[ 25 er (requestor): An entity.that interacts
Bl T TR O Y e RS R AR AT
with the CSBctohpagiheadidS@igsf daidAdoaR R paahéRsr, laaY 8f whichaisSBbhwasyeway of
application may 1 nteract with the CSB through a m ddl eware |ayer. In the

above exanpliistragion ygepus gnbedimertydesthieh theayvansion rawf bovarestiegdpl It datd b
| ayer or m qgl'd@%’s\ﬁoro? {h%‘%’ Slther %xﬂﬁo%%éﬁ@%& %%eﬁtﬁi%ﬁya&f B 0&hral %ﬁrfu%&?on th
a e end e onmands to |

an end-user SO nd-user can enter c nitiate requests

t hrough t he magdificatRing oyl By@adowitibaiddepuaing fltay elic §opeand spikit LE pfrSHreaht es.

[26] I n accaordance with various aspects of the enbodi nents, nethods,

conput er - r edB¥P8nedi a, and apparatuses are disclosed to route and store

el ectronic content within an enterprise. Wth an aspect of the enbodi nents,

a hi ghlysdi Slhrtﬁé)&’ésgrg‘ﬁ;tﬁﬁ{ﬁ@r&ﬁ;tﬁé FAWaR REAOLIGEfRWRA SON platformis

provided to seanle y route and store content to heterogeneous enterprise

content managenent (ECM repositories. Dynamc, on-line
[24] Metadata: “Data about data” of any sort in any media. An item of metadata may

describe an individual datum, content item, or a collection of data including multiple
content items and hierarchical levels, e.g., a database schema. With data processing,
metadata is typically definitional data that provides information about or documentation

of other data managed within an application or environment.

[25] User (requestor): An entity that interacts with the content service bus (CSB). For
example, an end-user may interact with the CSB through a user-facing application layer
or a software application may interact with the CSB through a middleware layer. In the
above examples, a “user” or a “requestor” may be a software application layer or
middleware layer. A front-end process may further interface with an end-user so that the
end-user can enter commands to initiate requests through the application layer or

middleware layer to content repositories.

[26] In accordance with various aspects of the embodiments, methods, computer-readable
media, and apparatuses are disclosed to route and store electronic content within an
enterprise. With an aspect of the embodiments, a highly distributed service-oriented
architecture (SOA) platform is provided to scamlessly route and store content to

heterogencous enterprise content management (ECM) repositories. Dynamic, on-line



WO 2011/ 106286PCT/ US2011/ 025610 5 content nmay be stored, retrieved, and
queried in real-tinme through the content service bus (CSB). This approach
may el i mwetelytoe2sneed t o have poi nt-to-point connecti viPCy/usetsess1&ECV
client applications and destination repositories, while supporting the
flexibility to consolidate nultiple ECM platforns with mnimal inpacts to
clients. The CSB framework nay incorporate underlying technol ogies,

i ncl udi ng VWeln&af Hiagas stbrdll Sletri 8@t addofickiRd iR RSLYnRNHEQAPhERE coNBRSRPEce
transformati on, and federation of content. [27] In an illustrative scenario
for some of tukdCeRbobhisanproactnmagcdimingtadghd herdnioi ave ipesttite-pring worragtivites
anot her finangial i i t.ution.holding a rtfolio of honme rtaoa | oans.
ol ectron o ageRasEER il BRI GheeaRBaHLSM, koo ahPaY ot TAE

nmor t gage | oaflexitilityedtcongipidsictrailyiplceEQM, platfslaisabials einindl ifpddietoadigbissThé on,
the acquiring financial institution integrates the nortgage |oan repository
into its enterBrirageveykimay ipgapRarate, undedYigr teghplogisntisfiuding pWsbt FYicopay be
based on a v - TN RN o e i i . r . by
the.ent or pr i SanRati8eihg bitch BhepA@RCmolidbE Rah oMo T TR HIGHARRRAEE, Y
to the enterprise systemto interface with the hone nortgage | oan

reposi t[@7ly tlo an uBestraivt hwabarichdomuseme haiv itheg canbdidmemits, connegiiriog fiimnthé
content repasitory. As.will be further discussed, if a_.user.sends a request
o access CamLHicr it e aaER, gafhlon o fornl5eopBRDs ihs ne
content servbsR. Pretr&Al rd8tRITRENSOMoFRER 108hsthre stBRUMANEXASRL P8l W t h
the content) contained in the request that the request should be routed to
t he nort gagdodmeentedntrasitorye(@asi ¢ datybasal Wish thoassuisitine throanqeivingr fposiat or y .
Content on t.he. hone. | oan rgpasitory may be.subsequent magrated, to a

cont ral i sed EnORTT Pl PR PR g g R E bt B SRR o efer,
transparent th® nloR@astsednterlt 28Jositoguingy be agedsorad vefopspedi B intafaeyl Whghsy st em
100 in accordance wth various aspects of the enbodi nents. Conputing .

devi ces 101-MPOguIRRHYAEPRAECIYHBE FRISTIEISE SYiH&AL A MilhDe distussed, asoBent wryies

105, 106, or 10 rou n I C f el i

coni ent 1y TRCH A B At orBTiFenr a8 Runhle RFSRF Rind o140 Bun
reposi tory, mspaitong teleakeroniithosoriiee nkerahaviige ac dirtt&ntonmepi t@rtile @htent

guerying the content repository agbout electronic,content. As illustrated in
Figure 1, tHEPRYADeAY ‘Bﬁ]sbﬁrétvthiehglls%ﬁée‘gﬁ 2 YPerGRes rEUaYithgosrst GRMRY fIPFa. 9.,
nmessagi ng a ' esMan kR 3 Jio 2R O, | Bl iR

pl at f or ns (e@ﬁ%ﬁ?@é@a@%n p? %%f §?%§p%%§,w’llgcggﬁg %eﬁi)?é gl,&és%vm ?%télrtr)ﬁe1 d
further di sdusseldia (@ gcaonttedrta sssoviated voitls ther amtedscoatarmminmo rthd usjuas gkat the
interface to a user n t hough content repositories may utilize different
oropr i ot ary Teatest piguBt B e By Soor s o ey Sz GHar Ghs b el Sk BIE! o
bank nmay accidhic8t fipbfifirentordtémamchehoinB bdnt 1ehd oSy m\afga%%us&qﬁ&ﬂﬁy migrated

(el ectronic docunents) reside in nultiple content” repositories from several
vendor s t hatto dessaitralezed eentrrpisst eoditant rdpesiéayy a0 deptithy wilgmtiohs tangparentrig thank' s
conputing SysLens. In accordance with traditional systens, enterprise

cont ent manauﬁgnent (ECM) systens may be nmonolithic in nature and support a
singl e back end repository (e.g., IBMs FileNet, EMC s Docunentum
OpenTeX28p LHiy@kilnhowand cMeeprissbinpbling eRednnt 00 in §2BdaMéd With @@Hous aspects
enbodi nent s, messa%i ng networks 108 and 109 conprise of various nessagi ng
networks. | ifeBs SEPBRATIME: LorAuting deyiess 18194 maxeapcess ddectigpisutontens yorem
spect Ti cal 1 yeodeal 9ORMihges F4L! 10d1%,° 987, BlolA! PALAIhNILAPHIEL! RYRLLEP.
Integration platfornms 110, 171, 112 nay send or receive electroni c nessages
from ot her acdeppoher@ntdnaimagrieclede hangiing cketeatic eontentdvommrecingent lrépository,

i ntegration ;t)l atfqrms 110, 111, 1<131nd 112 support eXtensi ble Markup Language
(XML) messagify'est it asont@nt gt s gpiensge PYaRtl RS 9i08%t§1_}t Restto
platforms argofit aeusmid é/on"tél%lft.elﬁ AfhstrPed$n K r@P,lé’chb BEES: buls My WEfube 288Br

enbodi nents, integration platforns 110, 111 and 112 nay provide a hardware

pl at f or m f ormefelmassagingnetmndgdalyl enessaging and quedingmaivedrke 19hamshy Q) jand one

| i o i .pl 110, 11 112 i f ..and
FoLULons. LSS LL5NBL LIRS A0, b 0 bA2 T B G ) R8T

t r ansf or mat i faABerlBicNERE, §isRadtatsitEREGE6vVIle MBEEmaN busByssRRELE& to a user
reliability by securing services at the network | ayer with advanced

XML/ SOAP/ WB-Mgh thevgl cestept senosseniny gwd pélidce difkanerdr popeptary interfaces. For



[31] Integration platforns 110, 111, and 112 nmay incorporate enterprise
service bus (ESB) technology to deliver common nessage transformtion,

i nt egr at iw0,20aM@6286ut i Nng functions for conputing devi ceCTAB2M0423mel
content repositories 105, 106, and 107. Integration platfornms 110, 111, and
112 may provide transport-independent, 6transformati ons between binary, flat
text files, and XM. nessage formats. Visual tools nay be used to describe
data format sexaﬁlbféafa%aﬁg@ﬂuyrmui@@uwe‘&éhtcﬁﬂah@iapﬂlgntflﬁm@%er@stqlt&ﬁf(bl@@trdfﬁ@sage
choreography. Integration platforns 110, 111, and 12 may al so transform

bi nary, fl atdopem@ntS)arm:@lldgtlmémltmiﬁcmntrremsag@@s fr@rnrsemialo‘fernéprsah@mead twobe f or
security- rlch X 1 8ha | e and maj nfame connect Vit

ot egr a1 on TR ERETE oy TR RS ARLLGE EEpFARERhIM Yo gécglance
transport prwitloaelditicnad spgymbe catafpaist eco@fenbrmﬁgugagemtecﬁ@m ARetnise 5RAYNBEE
flows to and fron1protoco|s such as HITP, HTTPS | M5 Connect, and
FTP. | nt egr A0@iplibhigtin diafee pod supnort a sgslo bagk fe@zmmtfs@ﬂwz%gww and
112 may al s b helplng to
provi de nnrgaggéigémén %gﬁ%ﬁ?ﬂbgpﬁpéﬁil %gig%%Plca$¢%%§ﬁn 33] Figure 2
shows an integrated mai nfranme conputing configuration 200 in accordance

wi t h vdR2PousWib psoies enfbotlhmndﬂmndsisagng snet‘lvmtkegt()ﬁ a0 [{%témprs208 vaapube

used to offload XSLT oce P conversi o and
other resourBeSHIBAE! tit A 1Bl gpiT T2 SRy aies SORPGG e

mai nf r ame ZQ%eélﬁcéll%UHé‘s?gﬂeatt%”l‘éWer 'tﬁ@&@%%ﬁlﬁf@%ﬁ?%ﬂl}ﬁl@& $ysRensUPntc QAR €
resources. Integration platform 203 nay al so protect and XM.-enabl é

mai nf r ane sy}é@téqrms 148, 1 Hatl 1 2miayfserdrer Ro2ivenalectienic ormsages tromhytbergiemputers
enterprise 19 3.iltlu Stirates

corputt ng. pitraF s aoeRe iR detpeh I Pustoiton MUERGRELAD TR Thly e
used accor digifpdrocRit@siBlc MafkepillangsddeaXive) @Bdaglin B RAh8ardS;oN@UsuchGis SICK I or m
301 is only one exanple of a suitable conFutln envi ronnent and i s not

i ntended t o addYelsseraiss. themlatiarms prafequentlnecfeeehie asfXNMEappliancghct i onal ity
of the enbodlnents Computing platform 301 should not be interpreted as
having n c ir . a r i .on of
Compondale haan . HrBbdatt HERERtoR Juama & 2THARE 02 FRToORker
enbodi nent s lardwap ptatforrodad dahvbﬂn@mmg@ablepstehme geima]ablepmnegmaﬁen sslus@eci al

pur pose co ut| sy m eny] r confi urat ons | es .of .well
o compuriiigrdipe: Breomsntl G oRertd. i Goe PEGHE: i aid TR Sor g obe
suitable f ormﬂégleau%t\kmﬁ hecrReRRd éfsmosaﬂyn%ﬁmmalﬁ%s Byt dispdFhicefhelRee
personal conputers, server conputérs, hand-held or | aptop devices,

mul t i pr ocesdormay sindmeay reneblo mebdah‘s'oby basEthes mlees at dlet nttw@rlbdao@g with
programmabl e cons net wor k PCs 1 ters, minfrane
Pomputors. . deSERearal S O b Srseane P RSTRIEROr the: above

systens or devices, and the like. [36] Conputing platform 301 nay have a

proces9al] 3Qatefgfuhoﬁq;[atf@inhimg oVigraal |1 10pedyaincoposite tmerpeiepeticddul(BSBPr m
301 and its associ ated conponents, including RAM 305, ROM 307,
conmuni cat i GARANABEYI & 313G Vera SAMHOND ESSRES tr@a)%tm%ﬂﬁg gntseREP 304 topHngal |y

| ncl udes a V Eﬁl},’ dIf H&re%evﬁ 2dghli94 g(%ntegﬁ)g%)ld L'?Jn %@a? dfd’}' ey

be any ava|I e accesse I ng p 01 and
i ncl ude bothn&ghmmnl@kam@nmomwmldﬂﬂlemnbdﬂd mayop@bide, ummmdnnmk@mmwmmle
media. By Wa%/ansgorrnatlons between binary, flat text files, and XML message formats. Visual tools
may be used to describe data formats, create mappings between different formats, and
define message choreography. Integration platforms 110, 111, and 112 may also
transform binary, flat text, and other non-XML messages to help offer a solution for

security-rich XML enablement, ESBs, and mainframe connectivity.

[32] Integration platforms 110, 111, and 112 may support a wide array of transport protocols
and may be capable of bridging request and response flows to and from protocols such

as HTTP, HTTPS, MQ, SSL, IMS Connect, and FTP. Integrated platforms 110, 111,



WO 2011/ 106286PCT/ US2011/ 025610 8 exanple, and not limtation, conputer
readabl e nedia nay conprise a conbinati on of conputer storage nedia and
conmuni cawpaenwvmaisa. [ 37] Conputer storage nedi a i ncl udecralsatitioeséand
nonvol atil e, renovabl e and non-renovabl e nmedia i npl emented in any nethod or
technol ogy for storage of information Such as conputer readable
instructions, data structures, program nodul es or other data. Conputer
storage medigdinel IsdHlter SaltRted, bRdryRdadPsigh ARIQIEAGERHT: FHFBVIe (iAM |
read only nmenory ( , electronically erasable programmable read only
menory ( EEPREMre chatdgrhentefrbigh-wlucopipbeatispor y t echnol ogy, CD-ROM di gi t al
versatile disks (DVD) or other optical disk storage, nagnetic cassettes,

oot HEA adeud RN ah it A ARR e AR BB G R LIROR, GRS DY
can be accessigdviryousaepadtd sfrhdemibodindds. IftS@htidzopiatfoint 203 amyrtedisad ty pifeal |y

enbodi es conl“pu({ er _readabl e instructions, data structures, pc{lvgglrgam nodul es
or other dat!8aqd KSETrBEASPSSINg Ehth reytpsalcsany KMk conyersiopepn T 8¢SOt Rer

transport nmEEAANLS MR PetndEh %ﬂ@rﬁ a%ﬁ)iceitf&‘hg’ rz(’ﬂPtainQ ri'negﬁ'ﬂ"rérﬁg b2 1B difice MVadithat ed
I that has

data signal 1s a signa e or nore of its characteristics set or
changed i n soplova themgkputasdt foccene oateputafeonmts. dntegratibh @latfognal03 myy alsy of

exanple, and not lintatio comuni cati on nedi a i.n¢cl ud wi red nedi uch
S BB b R Rt e Rt ottt R T e

acousti c, Rﬁhroiuf@ﬁéﬁt%ﬁﬁisélscbppﬁrt&ﬁwewsé&iﬁs medi a. [39] Al though not shown,

RAM 305 may i nclude one or nore are applications representing the

application data stored in RAM nenory 305 while the conputing device is on
and corl3é¢kpdigitag3 sidfistigdese apppample ioons coapyting spitferar S04 afk syupparti@gr éhni ng

on the compyt gl alierm 30t [ 401 FRMA LabIA0S (oG &30 dagLede
an interface torcomiuni cate with & nessage bus, eg.g., nmessage bus or
message bus ehiiddasters$oWanipatifn @lat@rh. 30EMD eaiyrend sxdimple D AROIthbIERSHPYLING
networ ks 107 and 108. [41] Software may be stored within nenory 315 and/ or

storage to pﬁnéSVP%F@eIitr?éll[drlﬁ]cﬁoit dnisnded tor Bieasy gy 3gaitatim aniepthengoroRpULS AY

| at f orm 30 : g vahi O net. ) =
Phown i 1 Fi qurGighgliy Mo Ghs Mifels €ojrlfing fratlorm BO CHERAERyd lnet e S
sof twar e usdavimg eoyrpddpendpnpy a¢rf eequiBdibnt selkehingstoanany percabr ngnaysdtom 817,
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components shown in the illustrative computing platform 301.

[35] The embodiments are operational with numerous other general purpose or special
purpose computing system environments or configurations. Examples of well known
computing systems, environments, and/or configurations that may be suitable for use
with the embodiments include, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor systems, microprocessor-based
systems, set top boxes, programmable consumer electronics, network PCs,
minicomputers, mainframe computers, distributed computing environments that include

any of the above systems or devices, and the like.

[36] Computing platform 301 may have a processor 303 for controlling overall operation of
the computing platform 301 and its associated components, including RAM 305, ROM
307, communications module 309, and memory 315. Computing platform 301 typically
includes a variety of computer readable media. Computer readable media may be any
available media that may be accessed by computing platform 301 and include both

volatile and nonvolatile media, removable, and non-removable media. By way of



application progranms 319, and an associ ated database 321. Alternatively,
sone or all of the conputer executable instructions for conputing platform
301 may bwOentiowszsd i n hardware or firmavare (not expli ciPCITUSst1omed610 [ 42]
Dat abase 321 nmay provi de storage of electronic content for a business
enterprise. Wile database 321 is show8 to be internal to conputing

pl at f orm 301, database 321 may be external to conputing platform 301 with
sone enbodi n&a ?m hﬂ@hotﬁfmﬁéihd}ﬁ‘ RbSpRier tdaab18vWRIld SRy FBMpHEEh YERLINALSE of
conput er - r eadabl e nedi a. Cbnputer-readable nmedi a i ncl ude any avail abl e
medi a that camper apcegsgedlibyndeapempuiciting pedief or m 301. Conput er - r eadabl e
nmedi a nay conpri se storage nedla and connunlcatlon nmedi a. Storage nedi a

i nclud I Vol -

| mpl oAt b G Ene PR ki (e BF O AR oOBGETRARL BT ot o
conput er - r eadmbl gblé n&tirwmplmtecbm &gt mehde or eahmolsgy ﬂﬂtstﬁre@ ofpihfigmation
nodul es, or other data. &ﬁynlcatlon dla i ncl ude any rmation

del i very medUsh AhePPRHFRAIaP G IBEHRH RSt dta Hrustyip Brogran ST b dafich as
a carrier | 1o d,

one of ordrﬁ%§§&hﬁq%P%% hﬁ e g@PH%F%Pngggﬁg%Fgﬁé E d%ﬁgggg%ggkéggQQAmﬁ
descri bed heral nn]ryamememe(r&@M)edleasoraca’rm heshbla pdaranmableessad nglysysteny or

as a conpute dlun1stor|n uter e ecu b i nstructions. For
oxampi o s AGEBREAY  GubarEoeti BECrbrTgy Forpioge: ConkOp i asitic
processor t cmﬂ@,r(mm SLARS Hhical ABL hiokh ﬁb MmaGRat danefesiaBn@rPBps, mfhetibie
enbodi ments is contenpl ated. For exanple, aspects of the nethod steps

di scl osed healigk s’iomwb@thelxmgne@d stonage @W@em@ny otheamedivputhahepnpbeaastd ton
301. Such a es cute ut.er - execu abl e |nst ucti,Qns stored
on a comput 107 Bdred Mot i B R R B bRt PEG Tnthe
art, the steps that follomlln the Figures may be inplenented by one or nore
of the [88PAl@hingnicitidn gHERS ﬂyplcalls’zinémBodiBﬁ/Gilfmpiitéieﬁread@lilréon@ﬂﬁﬁmoﬂsndlaﬂdi ng

ot her conputing devices. [46 gure 4 shows a content nanagenment systemin
accor dance WURIUERS; BFOgEER M kq% Oag)él%er daRniac @O%Ia%rd@@n%lgwéﬁw o1 cagier

t hrough diff n t i e t ent
401 may be ag%gséggﬁkﬁﬁgﬁg(ﬂﬁgg%hgagﬁn%&%%ﬂﬁfca%Pgn %ggﬁoﬁd%ﬂ?hsbﬁgﬁﬁ'
separate poﬂMbdemﬁahntmgnﬂnecasqmsl4ﬁﬂhwndndiﬁlam@ ofnite chaeasrigitd sahdr 411
to WO 2011/%06286PCT/U82011/025610(%g nt ent E@SltOf;ﬁS 413 and 414,
respect | vel yhNeddn SEehi SHITOS RAPods BITBALRRIT B SUGH! nbua RIS mAer
408 through RQINGE HilPaREd, RbmERARGEL %ﬁlaﬁﬁaud&ere@ﬁ@dlﬂ%gc@M Wit&hiRess
410, 411, and 412 to content repositories 413, 414, d 415, respectively.
However, each dositawirtd cqicptions end eaiclassh b8 ib- shigh asra«;ousec s aefracédndvothier a
dlfferent prot col ssage format conbi nation so that each user-facing
appllcatlon‘Vé & %ﬁ?and server/ m ddl eware | ayer 408-409 interacts with
repositories 413-415 based on the associ ated point-to-point connection.
Consequsor | yAlthvdughewekshoavid inAMrmtm@;oﬁicﬁmb oh€ 00 $idre be d@haﬁdﬁa@ réeRnting
traditional enterprlse syste pllcatlon or. m ddl ewar e deS|gnated as
a "request orth§ applicafiipdatp ét%erjqp n@m%%whﬁfs Shorrnnuiwg sigyisc fippirand
combi nati on u t ent
service buscpﬁéé%?g% §%§gé§rﬁﬁﬂ§g?@gﬁééa%%é@%§%§¥5t ﬁ%§%399w9£n$uﬁ&£
[Ilustrati velitfame¥r k 500 may support a business that manages

het er ogeneous cont ent nanagenent systens and that desires to have a single

interf to.the different nt nan enen ns. El.ectronic content

501 andil} o oBRPECRE AN S ey AT oKL I C LB IESE PR SEETPESt i on

llayer 503 angsng 8dh@UALE bh@NEr oraidsadc8RRAOR Y Shdtvn in Figure 1. Embodiments may
support messaging networks 107 and 108.

[41] Software may be stored within memory 315 and/or storage to provide instructions to
processor 303 for enabling computing platform 301 to perform various functions, e.g.,
processes 600-1100 as shown in Figured 6-11, respectively. For example, memory 315

may store software used by computing platform 301, such as an operating system 317,



[48] Wth an aspect of the enbodi nents, el ectronic content nmay be routed
and stored within an enterprise via content service bus 505. Content
service bwe 28050nm¢ of fer a distributed service-ori ent egCarushétioeions e ( SOA)
platformto seam essly route and store content to heterogeneous enterprise
content managenment (ECM repositories. 9Dynam c, on-line content may be
stored, retrieved, and queried in real-tinme through content service bus

505, el i m nafpbRhtioAPragads 8 09, haV anRYRatddotRMabd 30 NARGhhtWicly, sHk WE eI oECM
client applications and the destination repositories and thus providing

fl exibility thocewnsier pxisr@bleunstrystienEv qompufing rtiarm B Odimiynde cinbpdied $n t o

clients. [4 | lustrative frane k 500 jmay utilize underlying
techno|ogieghﬁﬁﬁrﬁ&¥ﬁ8“%@%(E%VVPﬁ§h¥Sﬁ%?%ﬁ|igent routi ng based on content,
message transformation, and federation support. [50] According to an aspect
of the [@Rpoddatetiiss 32 hnmag pi®riddsistane 86 cletti@iié a@eeritSosapyidse antapiios.SWailld
repositories, including repositaories 506, 507, 508,

i ent
appl i cat i on<atabgsne’ leiRphewy te Sean%@&h@neom%@giﬁ?%g%ma @5%%%;@&3@%}6@6 and

abstracted f RSkl h e Hit | Hh&dikERRsSI tory-agnostic
interface né%ﬂﬁéﬁé%g&g H%@ﬁzdgll%%gg86%%#?iB%%%l%g§5610 11 i nportant gap,

since a vendor often provides a proprietary interface to the vendor's
cont ent[43kepdshbatimentynéd e ewemyion nmeyr aicludn  formgs v reomppieenendablei orwdfa51]

Accordi ng to.another ect 0of .t he, enbodi s, federation,of content is
or ovi ded acroumP e osadl Hadt sReisn 90 ay B as med i oy Bim ARGy @
reposi t or i esohfpuiif \Pedfodd 301. ToePisdrStaablmefiarmay \dehpaat stoRgefmdat and

across repositories becones seanless to clients, |leading to transparency
and | oose cowpimyEcqtiop|mqdia. yStoragei medip inphedgovdtatdo endragnwilade. gemoyede and
ntel |1gent [outhn0.HasedsoniiOReNty BALATHGAS Wt ALMALEHY S fAUGR! S
are exanmined at run-tinme, to routé to correspondi ng target=’syst ens.
Simlarly, rigfpessas suclonst as@gpiltcSywatiehts iasteuctivasi ogdctd 06dcs odvte ndtruatuges,
transforned to the conmon business interface, based. on request paraneters
as wel | as thieemay gradulesg of yerBerpdaigo frapmnunieaigns medigginglydey gpy Hpfoymation

framework 5 gg@r%;, AURPAhd }ﬁ)\é%‘ﬂpge\%l%‘d gd%%bﬂin%%ﬁ%ﬁﬁ'%f%ﬁ%ﬁa QP& %E&f@ssa offrief Nt S

may be provi he opti o e same business~interface In a
synchr onous vend casytree hnosportsnevhamem, | eading to additional flexibility.
[54] Wth anot her aspect of the enbodinments, illustrative framework 500 may

provid nsjstent applicatjon of. security. Authentication and .

Buthor 119981 ahotskeh RRHea 6, e SRR oot Bt "t AnRes TG g various

el i m nating dsptNERerihQrhdi®h M 1 debdiidd 4spl Rethb@Ndl@dta PRRES|NLsySREN ok by

i mpl enentations. This na¥ also'significantly reduce the risk exposure by

appl yi ng corfs¢ospmer-rsedabrd modipo steriirsscampuiereexconiabld erstiugtiongattpr cxample, a
computer-readable medium storing instructions to cause a processor to perform steps of
a method in accordance with aspects of the embodiments is contemplated. For
example, aspects of the method steps disclosed herein may be executed on a processor

on a computing platform 301. Such a processor may execute computer-executable

instructions stored on a computer-readable medium.

[45]  As understood by those skilled in the art, the steps that follow in the Figures may be
implemented by one or more of the components in Figures 1, 2 and 3 and/or other

components, including other computing devices.

[46] Figure 4 shows a content management system in accordance with prior art. Each user
connects to content repositories through different point-to-point connections 451-460.
For example, content 401 may be accessed through user-facing application layer 406

through separate point-to-point connections 451 and 452 and interfaces 410 and 411 to



[55] Illustrative framework 500 may al so provi de granul ar service-| evel
managenent enforcenent as will be further discussed with Figures 10 and 11.
A client'wonrenuesiss may be nonitored in real-tinme, and femuiseelozised
agreenents policies may be enforced in accordance with a service |evel
agreenent. [56] Referring to Figure 1,10M th anot her aspect of the

enbodi nents, electronic content fromone or nore content repositories may
be m grated doften eéd8HorsAN BNhind @RAS tdsPEXive§:. Nlso, ! @neenf 0B IRhy 2ehceaRtent
repository. For exanple, electronic content fromcontent repository 105 may
be ni grat ed thwugbmiddlcweeplssit 608 throgehs oomhm-p@l@ht:@tmectrl@po‘é%a& dby, avb4%&n be
removed from an{efLl 980 S4S! £ 400 dOHEY bl THOrALT O S HgDSRAREN!
to the requestor ‘since dont eftd et 0 CEBLEPEY provi’des’ a same t spongé to
t he request alowdMer,26tA/pbd28HBET /cbisZRlidn 25880 nd begaodlaesiswithet figfkrent
content repository 105 or content repository 107 is responding to a

request. [57rotopelgaessagy K@@ﬂﬁ&%ﬁ&%l@nge@%ﬁ@chau%f@uw@p{w%t@@gwr APaerdr m

i ntegration in.Fi ., i t - Pl at-f or up
the aapabi | 1T B RFiier b SpSanb SKEERR Nin! RRokidRcl ALV GRS,

t echnol ogi esssswiama |poinfho-pomapadninkétion. NEynsbgueatlg) grtichewans difddeadt vainteat f r om
a client's standpoint, jn cases where content needs to be aggregated from
both tradi t i"SPRHOBCK Mdgafter%éraggww FRIGERTISN SY Sy §7 GRPICALY r%égﬁidf ©

| 1T ustrativeylsameuiska SRQuTRF PheY he& foXupfort aaiABlR proRRERMY s O Rirfflt
dynam c and mai ntai nabl e neans to propagate el ectronic content across the
enterpri se tdoatbinatiadi ti onal systens may not support. [59] Figure 6 shows
process diagram 600 for content service bus 505 in accordance with various

f di fl i i1l h
o Pent 42 EHE"S SBEH PR R b a it SHoRoh f Tom: SapFEROSLE Fesptin S

aut henti cat iwifh vatiéRoddpgat ioBrhe \éalbbdiatdnen Ilidhacaé fiRhRHSEE 500, m@aUdigport a
content based decision to route, transformation, and forwards transforned
request to dPUBEEReHA! BERILSHNCICEIESBFAUS SpntepbpRnagenng systaes angd tiat depircs & g. |

appl i cati on 1}5¢9§ a%{ngggnﬁ%rﬁ‘é@E&th%%ﬁ?fer%ﬁt}?%o&ﬁezﬁt gléi%?%éﬂ?e%tt s§ls'?eingsnIE?&‘fﬁ§hic%§%n@n

end-user initiates access request nic con e request is
t hen subm t t3d dnd gtettoaitt comeny iSO abusccb&bd tiwblugh upefhangrapseation layer 503
functi ons, incluaing aut henti cation, authorization, and validation and
threat prot S&gigAdCRprypRI0d4615506b5lY Aut hent i cati on and aut hori zation of a
client's request may be perforned at this layer, thus elimnating the need
for mai@gpi g afakpdcPbeihe CRIMIRIMERE Clckirbni® @6Mcht May BRFENENARL d16Ha8 withi S
approach may significantly reduce the risk exposure by applying consistent
security polancesferpriseinde contehdestvical bupad@d. [GajterCoserdnt buerdiScmap udfE05

aposttory WRBUES soear o Raganicanye ant pLERRDBI-AhEE dnd stos

bl ock 606. (QAteant toSeeldr6genRbSs SherfBye Usdnkdnz € nidn8gcthdn@C EAVG ORERRIto(&. J.
a data file) as well as netadata that is about the content. For exanple,
content ser \PWBNBEsOGHEC atcRft Ry b8 sored.t fefnieved.agidhapcricdr ingielofpme fthropgh

attached docyppt .s&%'c‘%e}ohs %6;} Qﬁmﬁ%ﬂﬁ Ohe \Clé)e%h%t haye E%iht-goaﬁéﬁ f %m?ecﬁ%’t ear
nortgage or an adjusfab e rat’e nortgage. t'h some ‘efibodi nPs, conte
servi ce bus teObcommPSMatlidrt ippBstiohanad tiey dsdtinatson edpatiedick antd Buaptoaddieg

cont ent
flexibility to consolidate multiple ECM platforms with minimal impacts to clients.
[49] Illustrative framework 500 may utilize underlying technologies including Web services,

intelligent routing based on content, message transformation, and federation support.

[S0] According to an aspect of the embodiments, a common business interface is supported
across all repositories, including repositories 506, 507, and 508. ECM client
applications may be exposed to a common, repository-agnostic interface and abstracted

from a vendor-specific solution. The repository-agnostic interface may bridge an



WD 2011/ 106286PCT/ US2011/ 025610 13 and associ ated netadata in the access
request to identify the appropriate content repository. [62] At bl ock 607,
content swowooelobass 505 transforns the request to a formrat/useguiogssdo by t he
target content repository so that a common appearance is provided to an
application | ayer of m ddleware | ayer.11n addition content service bus 505
may convert the protocol supported by the target content repository to a

common pr ot qﬁ%bnﬁﬁe@ppxmw% Y§Rbr oftbe 5@@@5f9ﬁ>ffgﬂiefa@ﬁql@téﬁfaéestot envdnased to
the determ ned content repository. [63] Figure shows process 700, which

i s a conti nuanicohreppsifprpaeadnBGOCTS ndegiation Fugtoneingplemeriet@t dance with
various aspects of the enbodi nents. Process flow diagram 700 il lustrates

rout ea 15eek 2sorht &F BRRSFAREORE A ohERARIEhR, MERxl Bo. SRR B heBHed

t ransf or med agruds Fepobiastids 306 30 7d e 08. tdteno fib@Nhultip RaspdsitoyiccRsE®sPapdi ng
to bl ocks 607 and 608 in Fig;re 6. At EEQCK 702, the determ ned content
reposi tory deR@sati@yd anngsy greepiine af dlaty ﬁ‘éfofse&fiPéélﬁ‘glfsalchP@ﬁ? sgargless to
retrieving cg : I :Qﬂﬁ’ cyj ng content, which may include
a status in iggﬁy%ﬁh?%gﬁ%%gg&gggfalHﬁ@%fgg@hﬁ%e request ed operation and
request ed content when content is being retrieved fromthe content

reposi tI62ly. I0ositagint fsanewvak Hs nBYSalkse gnevide nptetlfgent espmgsbasad bl ookteMO3

and perfor security functions at, K block 704, The response is then ..

del i ver ed t & AHEEEUIMIE o RaToS oS FEmpIThAL NFEHT D Goe (B CURORENS | ow
di agram f or (606t §Rtenta SadilirBl trédpInsc8 THPS koW dybtemhs GO ELIMinSE FoH doRtdAtiGnd N
accordance with various aspects of the enbodi nents. At block 801, a

request or sdrasfosmed iy st compneibheseimss dueficcebingd 0BOBAUraEPHADALCE EoNRibAS

busi ness i nt tra I to a standard agreed upon tenpl ate.
Cont ent serJﬁ%éﬁﬁﬁsa%gggﬁenﬁcoggg&t%gga transparency of the mgration to the

requestor by providing a repository-agnostic interface. For exanple, the
r equest[68] mdiusteciet viearhdreork af® nespaipperttsynehrorgusesid wheichenotihepaatibrent i s

| ocated on the original content repositaqr. r on the targeted. content
repository. {68 ARYHPOPKY! I@OQI?“%H? é%‘fo ecéafﬁing’“g@?sssvﬁlltqrgﬂ&? g8 the

client and r i i-ni.er f ace contract.
If the r equeS ?Mgﬁ%o%%ihgﬁ%yngrﬁ%%ggﬁ%%ﬁ’dﬁ co%z{beﬁdﬁ!sdgl?s?ecﬂéﬁg s 505 exami nes

the request to determ ne the content class at bl ocks WO
2011/ 1d64B6PETh Uspdkt /Bp&e 1@ the¢ embodiments, illustrative framework 500 may provide

consistent application of security. Authentication and authorization of client’s requests
may be performed at this layer, eliminating the need for maintaining multiple, vendor-
specific security implementations. This may also significantly reduce the risk exposure

by applying consistent security policies around confidential data.

[S5] Ilustrative framework 500 may also provide granular service-level management
enforcement as will be further discussed with Figures 10 and 11. A client’s requests
may be monitored in real-time, and service-level agreements policies may be enforced

in accordance with a service level agreement.

[S6] Referring to Figure 1, with another aspect of the embodiments, electronic content from
one or more content repositories may be migrated to another content repository, e.g., to
a centralized content repository. For example, electronic content from content
repository 105 may be migrated to content repository 107 so that content repository 105
can be removed from enterprise system 100. However, the migration is transparent to

the requestor since content service bus 505 provides a same response to the requestor



805 and 806. For exanple, the netadata included in the request may indicate
that the content pertains to traditional residential nortgages. The request
may be fuwoheri/membyzed at bl ock 807 to determ ne the operaiSzan/obwsing
requested in the request. Exanples of sone operations including storing
content, retrieving content, updating Ieta-data and querying on content.
Content service bus then determnes the target content repository where the
request shouybghrBRsy RHEBE @ntddt @@ﬁssﬁ&? 10B%Z]coﬁtenbte%tﬁﬁ)rﬁqa7 8 Rsp S ERYE a
service bus 505 sets any additional farget-specific paraneters (e.g.,

prot ocol hedadauesh in the request and transforns the request in a format
required by the target content repository at block 811. [68] At bl ocks

812-81 '
rout os TG TUETEFE AR 300 3l 255 SN AR RRTOHA Rl Mol
requestor's Higeotd. tl;evamglxgntﬂlet(osﬁqﬂlatfceﬁ]pmese)pbnm thk Gapatitligutoeinferadiomsh f | ow

di agram 900 for content b sed routlng responses with content service bus
505 i n accorysfre Pty péais tgeh nph@lerﬁéo\ﬁgheﬂtlecana Rilfespaiee? t o

f orwar di ng 651 LAUGS hLddd {47 ﬁaﬁlg‘%h s‘%‘g[éth&ﬁ&ﬂﬁ'c%%s%wh&é cQﬁt@r¥t' r?@éﬁi o, be

di scussed, tent service bus 505 eceive a response fromt
target cont ag’gre:geqad giohobgth artadbiona:ll@(QM:lplatfo?rﬁt]s abtwelll ae @kci8 @, dacosouerss. s e rvice
bus 505 determ nes whether the response is a failure or success and creates

o DP8BY ! s GRR e SRS fror R Ao abRf |oBS AT g oledrhafiie B5de

repository, hsiftatiablctdsan8@® ptopdifabREtrétlatohtb® RRRE Ald GerpAse HUCERHSIHAl -
Content service bus 505 then logs audit data about the response at bl ock
905 and f or wabtg®s ey nogsyPagEe to t he requestor at block 906. [71] Figure 10
shows fl ow di agram 1000 for service | evel managenent with a content service

bus 1 n ag Ogﬂ%%fbs‘éﬁo% Pidee s@%ﬁa@?@g&)@sfo? 8{31}%& SHDRAIIERHS -in WL A AFRECL

of the ‘e con ser nmoni tor current usage for a
request or atvabboc kgetQif-the @GhboRatidney. Rrb&Rss \ﬁmvt duagratmtSO(b iflseraen doof ECiMre

peri od as desjgnated jn service | evel | ree ntent service bus 505
may monitor Ci@g e tféf‘séf‘éiﬁlﬁtt%tlt? VAR LY Stfi"ﬁg ént"’hé:‘i BErEo i et tiedfion,

requestor ”%tlﬁ%ﬁ@% C\anlfdbl%’l{ et‘ﬁréé? g[ggte@tioﬁ[ hﬁdﬁ”@o%ntt REschi 5@01&9@1{ 't9dro'ufé

accordance with the Service level reenent at bl ocks 1003-1012. For WO
2011/ 106286 ra@nsfdsaaddn, 0246 &t@aikh texsiophe] requese tpuebicendenntéravepostoryi at ed 50%
of the allotted nunber of requests for the nonth within the first meek of

e rorBT oS BRRAT oS Pty g SO O R T D7 L EARE R Tkt &
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[72] |If content service bus 505 determnes to forward the request to the

target cont dnttherepbbmitiseytoaromFricieraiog Dusce evihich epayfoss bigsuBysgRbSd
receive a C(ﬂé:%lﬁ@ﬂﬂg %ﬂtﬂ%ﬂtléa%%ﬁogtﬁﬁgrszjg?%tﬂ% T A8986n ﬁxftghﬁé‘ét éir&lt%&?dn gt YioRks

bl ock 1014 Service bus 'en neasures e operatron’duration at
bl ock 1015 a0d-abst enmeﬁe&tmhehdhemthbhmuopefatchan sdtdqwdst oay be pgrforrﬂddelt thigre
duration for the target. reposjtory to respond after the request

forwar ded t d2¥%e thusy %@f{lmﬁ%%éhﬁt &rS9 T spapfaingnee tilréar éﬁldpﬁﬁlé@#éq de%tltsm ock
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than it can ﬁ@%@.a}foﬁ nlcﬁ;% Qﬁ%(o)ncf[ﬁenﬁ gslgrlvllcce b%gucrf%g?grv&%g emﬁjﬁby nse
directly to dhastergeesitgpohteshirank coOfident@t thdawi se, content service bIock
505 |l ogs the request, notifies the requestor rejects service for the

mosaagdbih BTl T01e gl ofe ParalethgotRe oapuneedi B teohtetrdie a

bl ock 1018. content repository without explicit repository identification in the request at block 606.
Content service bus 505 may utilize the attached content (e.g., a data file) as well as
metadata that is about the content. For example, content service bus 505 may utilize the
title, author, or group of the attached document as well as the type of content, e.g., data
for a 30-year mortgage or an adjustable rate mortgage. With some embodiments,

content service bus 505 maps attributes/characteristics related to the attached content



[ 73] Figure 11 shows flow diagram 1100 for projecting usage relating to
service | evel managenent in accordance wth various aspects of the
enbodi mrerwe.20t10bd86ck 1101, content service bus 505 ext pPapalsaties2iche
current usage until the end of the usage period as per the service |evel
agreenent. If the extrapol ated usage ekteeds a predeterm ned threshold
(e.g., a percentage of the service limt), content service bus 505 may

throttle or 48] 88bcihid8 HEOEYRStinathe PAREKS rekhiSsf RNHHcARRO thagsstopiatt N®ntent
determ nation at bl ock 1105, which determ nes whet her the current usage

exceeds the rspesitpe limit. Otherw se content service bus 505 forwards the
request to the target content repository at block 1111. [74] Aspects of the

enbodi S ri ' r i i ' ' t
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scope and sphaiget cafterithepaipanse that laacoidmuh lapp@eaice it prepedsionsa bpgicdiinar y
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ordinary skilfyeriof tipdlewgpre lgyary Inpadditionjcqntent seayice Rus Woepay FovsEtthapwiroh t he
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t hat one or il Fustrated e optional in accordance t 16
aspects of ttleastoninodlioeedt $s thdiheyptathty thiedeemmingd ¢dmétnt tdpesitegyui rement s shoul d
be applied to third party service providers (e.g., those that nmaintain
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content without an explicit repository identification in the first request,

t he el ect r orillesteadnst bow raspooss drosel thi tackend esmtent gepgsabriesy iptrapyptmegsk and

repositori es, t‘é’g%ﬁcqit%tﬁ‘e Eliiern?t content repository has a first type of data
i nterface, and wierein a second cont ent repository has a second type of

data interface different fromthe first type of data interface;
[64] At block 701, an access request is transformed and routed to the determined content

repository corresponding to blocks 607 and 608 in Figure 6. At block 702, the
determined content repository generates a response based on the requested action, e.g.,
retrieving content, storing content, or querying content, which may include a status
indication (success or failure) of the requested operation and requested content when
content is being retrieved from the content repository. Content service bus 505
transforms the response at block 703 and performs security functions at block 704. The

response is then delivered to the service consumer at block 705.

[65] Figure 8 shows a flow diagram for content-based routing requests with a content service
bus in accordance with various aspects of the embodiments. At block 801, a requestor
sends a request to content service bus 505 based on a common business interface
contract adhering to a standard agreed upon template. Content service bus 505 may
provide a transparency of the migration to the requestor by providing a repository-
agnostic interface. For example, the requestor may receive the same response to a
request whether the content is located on the original content repository or on the

targeted content repository.

[66] At blocks 802-804, content service bus 505 validates the client and request format
based on the common business interface contract. If the request and client are validated,

content service bus 505 examines the request to determine the content class at blocks



routing, by the conputer system the first

plurality of content repositories based on data in the first request

wi t hout fwot2herio6286eracti on with the requestor; and PCTIUSa®3 foegend ng,
the conputer system the first request to a first format required by said
one of the plurality of content repositfories. 2. The method of claiml,
further conprising: providing an interface to the requestor that
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conpri si ng:

[67]

[68]

[69]

[70]

[71]

RIS RLBLRGy AnPISheRL AL IRAGE b FRM N IGH0gNt usage;

At Dblocks 809-810, content service bus 505 sets any additional target-specific
parameters (e.g., protocol headers) in the request and transforms the request in a format

required by the target content repository at block 811.

At blocks 812-813, content service bus 505 logs audit data about the request and routes
the request to the target content repository. Audit data includes requestor’s identity and

end-to-end response time.

Figure 9 shows flow diagram 900 for content-based routing responses with content
service bus 505 in accordance with various aspects of the embodiments. In response to
forwarding a request to the target content repository, as previously discussed, content
service bus 505 should receive a response from the target content repository at block

901.

At block 902, content service bus 505 determines whether the response is a failure or
success and creates an appropriate response at blocks 903 and 904. For example, when
attached content in the request is successfully stored at the target content repository,
content bus 505 indicates that the operation was successful. Content service bus 505
then logs audit data about the response at block 905 and forwards the response to the

requestor at block 906.

Figure 10 shows flow diagram 1000 for service level management with a content
service bus in accordance with various aspects of the embodiments. With an aspect of
the embodiments, content service bus 505 may monitor current usage for a requestor at
blocks 1001-1002. Rather than waiting until the end of time period as designated in a
service level agreement, content service bus 505 may monitor usage at essentially real
time and anticipate whether the requestor may exceed configured usage at the end of the

time period in accordance with the service level agreement at blocks 1003-1012. For

request to only said one of the

by

'S
hod
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conpri si ng: when the current usage exceeds a service limt based on

t he serviwe 20aveb28agr eenent, rejecting the request. 7. TPhe/usetihoeséad cl ai m
1, further conprising: mgrating the el ectronic content from said one
content repository to a different content repository; and provi ding a
response for a subsequent request fromthe requestor that is consistent

with the firshmbRA¥SSGucsBr mhPRalBiNQslc®B50%! &t the dilotfddrduieer 6O PRIubSS R the
transform ng a response fromsaid one of the plurality of content
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[72] If content service bus 505 determines to forward the request to the target content
repository at block 1013, content service bus 505 should receive a corresponding
response from the target content repository at block 1014. Content service bus 505 then
measures the operation duration at block 1015 and determines whether the operation
duration (e.g., the time duration for the target repository to respond after the request is
forwarded to the target repository) exceeds a configured threshold at block 1016. (For
example, the target repository may be receiving more requests than it can handle.) If
not, content service bus 505 forwards the response directly to the requestor at block
1018. Otherwise, content service block 505 logs the request, notifies the requestor,
rejects service for the target content repository for a configured time duration, or
throttles messages at block 1017 before forwarding the response to the requestor at

block 1018.

[73] Figure 11 shows flow diagram 1100 for projecting usage relating to service level
management in accordance with various aspects of the embodiments. At block 1101,
content service bus 505 extrapolates the current usage until the end of the usage period
as per the service level agreement. If the extrapolated usage exceeds a predetermined
threshold (e.g., a percentage of the service limit), content service bus 505 may throttle
or reject the request at blocks 1107 and 1109 based on the determination at block 1105,
which determines whether the current usage exceeds the service limit. Otherwise
content service bus 505 forwards the request to the target content repository at block

1111.

[74] Aspects of the embodiments have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications and variations within the scope
and spirit of the appended claims will occur to persons of ordinary skill in the art from a
review of this disclosure. For example, one of ordinary skill in the art will appreciate
that the steps illustrated in the illustrative figures may be performed in other than the

recited order, and that one or more steps illustrated may be optional in accordance with



11. A conputer-readabl e storage nmedi um stori ng conputer-execut abl e
instructions that, when executed, cause a processor to performa nethod
conpri si YO 2011/106286ecei ving a first request from a requesTars2410/023¢€Sss

el ectronic content, the electronic content associated with one of a
plurality of content repositories, whereein a first content repository has a
first type of data interface, and wherein a second content repository has a
second type Rpehabf thrlepibbameend. FRy emby fdeRMntdeethhi st réq‘xﬁﬁ@m@flts dabald be
interface; nonitoring usage of the requestor in real tine; and

processing tadpeli¢d tosthiideppuersicriies pepvetery Gad. - those thas ayéntain repasdy egbebalopf i n
accordance Wﬁ%@oa'ﬁf vice | evel agreenent. 12. The conputer-readabl e
medi um of clar M1, Ydai d method further conprising: WO

2011/ 106286PCT/ US2011/ 025610 19 13. The conputer-readabl e nedi um of cl aim
12, said nethod further conprising: accessing said one of the plurality of
content repositories for the electronic content; providing, to the
requestor, a response in a consistent manner for all of plurality of

content repositories. 14. The conputer-readabl e nmediumof claim1ll, said
met hod further conprising:



when a nessage count associated with the requestor exceeds a predeterm ned
threshol d, determ ning whether to throttle the first request; and

when t he wossHg®ersount exceeds the predetermnm ned threshelCausdatoessiini ng
whether to reject the first request. 15. The conputer-readabl e medi um of
claim1l, said nethod further conprisiig: determining a projected usage
fromthe real-tinme usage; and when the projected usage exceeds a
predet eygicngd: t hreshol d, determ ning whether to throttle the first request.
16. The conputer-readabl e nedi um of claim 11, said nmethod further

conprising: phtai l%ﬁgssﬁtéﬁﬁmﬁg?ﬁgo %I?]ﬁ%%ai d one of the plurality of content

repositories; determning r eration duration exceeds a

configured t | d; h e i u i .
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one content ‘repository to a different content ository;

pr ovi diingrface disforns Gofmche ars tlyseddetatinteefgesest from t he requestor that is
consistent with the first request. 18. The conputer-readabl e nmedi um of
claim 11, sabatingtodle fcumpber sgaemy ihei gt request to ohBNsfidone Y thidglufality bf

request to a first format required by said one of the plurality of_ content
regosi t$9Pfeak repositories based on c(i]ata in the yﬁrst request without further interacti%n with the

requestor; and

transforming, by the computer system, the first request to a first format required by said

one of the plurality of content repositories.
2. The method of claim 1, further comprising:

providing an interface to the requestor that is independent of any of the plurality of

content repositories.
3. The method of claim 1, further comprising:
monitoring current usage of the requestor in real time; and
enforcing the current usage based on a service level agreement.
4. The method of claim 3, further comprising:

when a message count associated with the requestor exceeds a predetermined threshold,

determining whether to throttle the first request; and

when the message count exceeds the predetermined threshold, determining whether to

reject the first request.
5. The method of claim 3, further comprising:
determining a projected usage from the current usage;

when the projected usage exceeds a predetermined threshold, determine whether to

throttle the first request.



WD 2011/ 106286PCT/ US2011/ 025610 20 19. The conputer-readabl e nedi um of
claim 13, said nethod further conprising: transform ng the response to a
second fowoaebiveessred by the requestor. 20. An appar at RETAS2@N0SIong: at

| east one nenory; and at | east one processor coupled to the at | east
one nenory and configured to perform Itased on instructions stored in the
at | east one nenory: receiving a first request froma requestor to

access @l ectTiRh&h&PBE @im W thRRMcotpriBiR! i Cit repository identification in
the first request, the electronic content associated with one of a

plurality of\?,lgéﬁnﬂl@r&hrr%ﬁtp%%gé QU REs a WBRAE fimft HakbéBbn GRNLERNe rl@d%‘?%%ﬁe%kénthas a
erface,

first type of data int angS \a}merel n a second content reposftory has a
second repengthe dexfuasti nt er face different fromthe first type of data

i nterface; routing the first request to only said one of the

plural ity ofThzanétaod of @piasi tforthe@scobpsethgon data in the first request

w thout further interaction with the requestor; accessing said one of the

plurality ofmgeningnihe ERPOSIE @bhtest fidth shideorR RatdndRipesicRP @ ldiff@sst content
providing, to the requestor, a response in a consistent manner for all of

pl ur al ireposgprycepd ent repositories.

providing a response for a subsequent request from the requestor that is consistent with

the first request.
8. The method of claim 1, further comprising:

transforming a response from said one of the plurality of content repositories to a

second format required by the requestor.

9. The method of claim 1, wherein the data comprises metadata about the electronic
content.
10.  The method of claim 1, wherein the data comprises the electronic content that is

attached with the first request.

11. A computer-readable storage medium storing computer-executable instructions that,

when executed, cause a processor to perform a method comprising;:

receiving a first request from a requestor to access electronic content, the electronic
content associated with one of a plurality of content repositories, wherein a first content
repository has a first type of data interface, and wherein a second content repository has a

second type of data interface different from the first type of data interface;
monitoring usage of the requestor in real time; and

processing the first request based on real-time usage of the requestor in accordance with

a service level agreement.
12. The computer-readable medium of claim 11, said method further comprising:

routing the first request to only said one of the plurality of content repositories based on

data in the first request without an explicit repository identification in the first request.



21. The apparatus of claim 20, wherein the at | east one processor is
further configured to perform transformng the first request to a
first forwetorigguissed by said one of the plurality of cenrarstomepssétories.
22. The apparatus of claim 20, wherein the at | east one processor is
further configured to perform transfordm ng the response to a second fornmat
required by the requestor. 23. The apparatus of claim 20, wherein the at

| east ope prm%%%tdr&eédaﬁkhﬁédlﬁr%ffbgﬁﬁqd dafd ReibaTiRthd¥eBmbASihRY current
usage of the requestor in real tinme; and enforcing the current usage based

on a servi Ceacl:f‘s V&b s3A'SRE B8 He: plur ﬁ%%ﬁtjegﬁ%ﬁgf tg‘;%w(?ﬂelélgc%%@koco%gent 24. The

apparatus of c 23, wherein th | east one processor |s furt

conf i gured t9, BAHL Ot b GLMN EsnlE 8l GRS sMRARRNAL Y b ofclkiufa%@ of

usage; and
content repositories.

14. The computer-readable medium of claim 11, said method further comprising:

when a message count associated with the requestor exceeds a predetermined threshold,

determining whether to throttle the first request; and

when the message count exceeds the predetermined threshold, determining whether to

reject the first request.
15. The computer-readable medium of claim 11, said method further comprising:
determining a projected usage from the real-time usage; and

when the projected usage exceeds a predetermined threshold, determining whether to

throttle the first request.

16. The computer-readable medium of claim 11, said method further comprising:
obtaining a response from said one of the plurality of content repositories;
determining whether an operation duration exceeds a configured threshold;

when the operation duration exceeds the configured threshold, perform at least one
action from a set of actions, the set of actions including logging the response, notifying the
requestor, throttling messages, and rejecting service for said one of the plurality of content

repositories.
17. The computer-readable medium of claim 11, said method further comprising:

migrating the electronic content from said one content repository to a different content

repository; and

providing a response for a subsequent request from the requestor that is consistent with

the first request.
18. The computer-readable medium of claim 11, said method further comprising:

transforming the first request to a first format required by said one of the plurality of

content repositories.



determ ni ng whet her the projected usage for the requestor is in accordance
with the service | evel agreenent. 25. The apparatus of claim 20, wherein
the at | eset20nwessocessor i s further configured to perPOTMS2011/025610
mgrating the electronic content fromsaid one content repository to a
different content repository; and 20 provi di ng a subsequent response for
a subsequent request fromthe requestor that is consistent with the first

requestyy,  26fhcAosiRYIr8ItaBRSh&di @ ofelahfd 3 COIP R tol Farther 9 Fﬁﬁﬁ giving, by a
conputer systen1 a request froma requestor to access el ectronic content

wi t hout an eci‘éﬂkfo%hlgtﬁggbﬁg&%lfo hd hhfférﬁ?aft i‘&lgll‘s&pg# Iﬁt{% ;E@%Hé&‘)%t , the
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dat a |nterfac$ di fferent fngp1the first type of data interface; nonitoring
usage of t he %ﬁﬂg§€%?n9ﬁ’? tinme; and processi ng, by the conputer

system the request based on r i me usage of the est r in accordance
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count a&%&%rﬁﬁﬁ%dﬂohbstb% 15%%391&9{01@%%9@ a predeterm ned threshold,

determ ning whether to throttle the request,; when the nessage count
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request; ro e request 'to on sald one o ura
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|nteracH %h t he requestor; and
urality of content rcp051t0rlcs wherein a first content repository has a first type of data

interface, and wherein a second content repository has a second type of data interface different

from the first type of data interface;

routing the first request to only said one of the plurality of content repositories based on

data in the first request without further interaction with the requestor;
accessing said one of the plurality of content repositories for the electronic content; and

providing, to the requestor, a response in a consistent manner for all of plurality of

content repositories.

21.  The apparatus of claim 20, wherein the at least one processor is further configured to

perform:

transforming the first request to a first format required by said one of the plurality of

content repositories.

22.  The apparatus of claim 20, wherein the at least one processor is further configured to

perform:
transforming the response to a second format required by the requestor.

23.  The apparatus of claim 20, wherein the at least one processor is further configured to

perform:
monitoring current usage of the requestor in real time; and

enforcing the current usage based on a service level agreement.



WO 2011/106286 PCT/US2011/025610

21

24.  The apparatus of claim 23, wherein the at least one processor is further configured to

perform:
determining a projected usage from the current usage; and

determining whether the projected usage for the requestor is in accordance with the

service level agreement.

25.  The apparatus of claim 20, wherein the at least one processor is further configured to

perform:

migrating the electronic content from said one content repository to a different content

repository; and

providing a subsequent response for a subsequent request from the requestor that is

consistent with the first request.
26. A computer-assisted method comprising:

receiving, by a computer system, a request from a requestor to access electronic content
without an explicit repository identification in the request, the electronic content associated
with one of a plurality of content repositories, wherein a first content repository has a first type
of data interface, and wherein a second content repository has a second type of data interface

different from the first type of data interface;
monitoring usage of the requestor in real time; and

processing, by the computer system, the request based on real-time usage of the

requestor in accordance with a service level agreement, further comprising:

when a message count associated with the requestor exceeds a predetermined

threshold, determining whether to throttle the request;

when the message count exceeds the predetermined threshold, determining

whether to reject the request;

routing the request to only said one of the plurality of content repositories based

on data in the request without further interaction with the requestor; and

transforming the request to a format required by said one of the plurality of

content repositories.



