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DESCRIPTION
CRYPTOGRAPHIC
PROCESSING APPARA7US,
CRYPTOG2APHICPR0CESSI
NG-ALG0RITHM
CONSTRUCTING YETHeri,
AND CRYPTOGRAPHIC
PROCESSING METHOD,
AND COMPUTER PROGRAM
Tconnica: Field EGOK:
The present invention
relates to a
cryptographic
processing apparatus,
a
cryptographic-process
ing-olgoratiarn
constructing method,
and a cryptogranhis
processing method,
and a computer
program. More
specifically, the
ptesent invention
relates to a
cryptographic
processing apparatus,
a
cryptographic-process
ing-algorithm
constructing method,
and a cryptographic
processing method
which perform
Feistel-type
common-key
block-cinher
processes, and a
computer nrogram.
Background hri (0002?
Nowadays, with -he
development of
netwark communication
and electronic
commerce, security
ensuring in
communication has
become or iMpOrtDrnt.
'sour. 07C mathod for
ensuring security is
cryptographic
technology, ana
rommunicaaion using
various encryption
techniques is
currently done in
actuality. [0021
For example, a sysIen
has been put into
practica: usa, ir
winirh a
cryptographic
processing module is
embedded in a  - 2 - 



507P1090 compact
device such as an :0
cab, and in which
da:a transmissor, end
receptthn is
performed between the
IC card and a
reader/an-car serving
as a data reading and
writing apparatus,
thereby performing an
authentication
process cr encryption
and decryption of
transmitted and
received data.
[000.4]      There
are various
cryptographic
processing
algorithms, which are
broadly cLassitied
into a public-key
cryptographic scheme
dm which an
encryption key and a
decryption key are
set as different
keys, for example, a
public key and a
scores key, and a
common-key
cryptographic scheme
in wnich an
encryp_ion key and a
decrypolon key are
set as a common Pty.
[00051      The
common key
cryptographic scheme
has various
algorithms. One of
them is a schemp in
which a plurality of
keys are generated on
the basis of a common
key, and in which a
data transformation
process in units of
blocks (such as
64-bit or 12.9.-bit7
is repeatedly
perforned using tic
pluralitT of
generated keys. A
typical algorithm to
which such a key
generation scheme and
a data
to-ansformacion
process are applied
is a common-key
block-cipher scheme.
[00061 As a t ical
common-key
000ck-cipher
algorithm, for
example, a OFS (Data
Fccryntion Standard)
algorithm, which  _ 3
_ SC7P1090 is a U.S
standard
cryptogrnphy, is
broadly used in
various felds. [0017]
The cormon-key
block-cipher
algorithm, Typified
by the DES, can be
mainly divided into
round-function
sections that Perform
transformation of
input dare, and a key
scheduling section
that generates round
keys applied in
respective rounds of
the round-function
(F-function)
sections. Round keys
(sub-keys) that are
to be applied in the
rzspectve rounds of
the round-function
sections are
generated on the
InnnIE of one meaner
key (a main key) that
is input to the key
scheduling section,
and are appiied in
the respective
round-function
sep-..ions 



[Done]
Feistel structure has
been known as a
specific structure
for executing an
algorithm to which
such round functions
are applcd. The
keyistel structure
has a structure that
transforms plainceet
into cipher:ex: by
simply repeating
teansforeation
functions which are
called round
functions. Examples
of documents
describing
crypfogranhis
processes to which
Feistel structures
art applied include
Non-Patent Document 1
and Non-Datent
DOCU7C7t 2. L30091
However, for example,
a common-key
cryptog-aphic
5:051090 Process to
which a Felsiel
strucuure is applied
has a problem of
leakage of keys due
to cryptanalysis.
DifferenLial analysis
also called
cbtfcrential
cryptanalysis or
differential attack;,
in which keys applied
in respective rourd
futetiors arc
analyzed by analyzing
multiple pieces of
input data
(plaintex..) having a
certain difference
cci riecen of output
data ;ciphertext) for
the input data, and
linear analysis (also
called linear
cryptonalysis or
linear attack), in
which analysis cased
on plain text and
corresponding
ciphertebt is
performed, have been
known as typica_
techniques of
crypiana1L,kis at
attack techniques.
10010]       Easy
anaTysis of keys due
to cryptanalEsis
implies low security
of a cryptographic
process using the
cryptographic
oThorithns of the
prior art, because
processes
(transformation
maLruees) _hat are
anplied in linear
transformation
sections of
round-inaction
(F-functionl sections
are equal to one
another in rounds of
respective stages,
analysis i3 feasible,
resulting in easy
analysis of keyk.
[C11] 



As a configurotio-
Ea- dealirg with such
a problem, a
configuration has
been proposed, In
Which two or more
different matrices
are arranged in
linear transtortation
53721090 sections of
round-function
(F-function) sections
in a Feiste_
structure, This
technique is called a
diffusion-matrix
switching mechanism
(D3M: Diffusion
Switching Mechanism,
hereinafter, referred
to as "DOM").
Resistance to
differential attacks
or linear attacks can
be enhanced using
This DON. (00121
The diffusion-matrix
switching mechanism
(DSM) is provided as
a configuration that
can be applied
Totypical Feints
ss-ucsure having two
data lines. In
contrast, there is an
extended-type neistel
structure having
three or mcro data
linos, which is
different fron the
typical Feissel
structure having two
(Sara lines.
sincerer, no
configuration has
been disclosed, in
which the
above-mentioned
diffusion-matrix
swiTching mechanism
(D.SM) is applied in
such an extended-type
Feistel structure
having three or more
data lines so Lhat
resistance to
differential attacks
or linear attacks is
enhanced. Non-Recent
Docuwwnt 1: K.
Nyberg, "Extended
Feistel structures",
ASTACRYPT196,
SpringerVenlag, 1996,
pp.91--104.
Non-Pasent Document
2: Yuliang Lheng,
Tshtomu Matsumoto,
Hiceki imai: On the
Construction of Block
fishers Provably
Secure and Not
Relying on zany
Unproved Hypotheses.
CRYPT 1989: 661-680
Disclosure of
Invention  Technical
Problem [0013]
The exampl c
crtrc<Jrmenta have
Teen made in vice of
the forego; ng
prwhlems, and aims to
provide a cryp
rocrah:lc process1m;
apparatus, a
cryptogrw phic-pr oce
s sing. algorithm
constructing rathod,
and a cryprhgrapnic
processing method
which realize common
-lcny block cipher
algorithms wieh a
high res i stance Lo
linear analysis and
di ffrenLial 0001 ys
s , and a computer
program. 



[20141       More
specifically, round-
f unc Lion sections
to which a plurality
of dif f cron t
linear transformation
matrices a re applied
a 7c net in a Feistel
structure ohtoi ncd
by expand; ng a Feis
Lel structure having
two data I rites, e ,
In an extended-type
Feiste 1 st ructurw
having any number of
data lines chat is
equal to or more than
two, such as three or
four, thareby aiming
to provide a
cryptographic
process; ng tppara
Lis a
cryptographic-process
ng-a 1 guri
constructing metncd,
and a cryptogrtpli
processing method
whirr. realize
common-key
blwr.k-cipher
algorithms with a
high resistance to h
near analysis and di
f f er enti a 1
analysts, and a
computer program.
Technical solution
[00151 A first aspect
of the present
invention resides in:
a cryptographi
processing apparatus
characterised by
comprisibg
,t cryptographic
process'ng secon that
performs a
Feistelttype
cohmon-key
block-cipher process
of rephatThg an
P-type e,-function in
a plurality of
rounds, the PP-type
F-function performing
a data
transforsiaLicn
process including a
son-linear
transformstion
process and a linear
transformation
process, wherein the
cryptographic
processing section
is configured to
perform a
cryptogtaphic process
to which an extended
Feistel structure
having a nuhber of
data          d that
is sec to an integer
satisfying 6. 2 is
applied, is
configured 70
selectively apply a
plurality of at least
two or more different
matrices no linear
transformation
proce.sse - that are
performed a
F-functions in
respective       the
plurality of two or
more different
matrices being a
plurality of
differen7 matrices
satisfying a
conditton which a
minim= :lumber cf
branches for all o=
the daka lines is
egua' to or lucre
than a proortermined
value, the minishm
numbh2 of branches
for all of the data
lines being seleced
from among MifliMUM
nurbers ef branches
corresponding to the
data lines, each of
the mnihmr numbers of
branches
corresponding to the
data lines being
based on linear
transformation
matrices included in
Ffuncticns that are  



B incur to a
corresponding data
line in the extended
rfeistel strupt-re,
and is configured so
that the plurality if
different . matrices
are fepeated_y
arranced in the
F-func:Iions that are
input to the
respective data linos
in the extended
sLftcture. [00161
Furthermore, in an
embodiment of the
cryptographic
processing epparatus,
it is characterized
in that the plurality
of different
matrices, which arc
utilized in the
cryptographic
processing section,
are a plurality of
different Matrices
satisfying a
condition in which a
mininum nuMoer of
branches )f).),f] for
all of the data lines
is equal to on more
than three, the
minimum nuacer of
bronchus [Bkfl for
all of Lhe data lines
being selected from
among minimum numbers
of branches
P),,,)15111t)1
corresponding La the
data linos, each of
the minimum nuMoers
of branches
1B5(S(i)))
corresponding to thee
data lines being
calculated on the
basis of linear
transformation
mntrices included in
Is ;where k is an
integer equal to or
more than two)
conLinuous
F-functions that are
1-pat to a
corresponding data
line sli) in the
extended Feistel
structure. )03-17]
ermore, in an
embodiment of the
e:rypLograohic  9
processing appartus,
it is characterized
in chat the
6ifferenl matrices,
which are cilized in
the cryptographic
processing section,
aro plura of
different matrices
setisfvinc a
condition in which a
minimum number of
branches [B501 for
all of The data lines
is equal to or core
than three, the
minimum number of
branches fe.21 for
all of the data lines
being- selcctch from
among minimum numbers
of branches
p20H,(1)11
corresponding to the
data lines, each of
tho HIJAIiRMILL
flUMberS of branches
[B2D;s(i))]
corresponding to Lhe
data lines being
calculated on thc
basis of linear
transformation
matrices included in
Lao continuous
F--functions tnat are
inpit to -
corresponding aata
line s(if in the
;:xtended Feistel
structure. [0018] 



Fimnaurneore, in an
embodiment of the
cryptographic
processing apparatus,
it is
chat-acts:T-17.nd in
that Lhe plurality of
different matrices,
which are utilized in
the cryptographic
processing section,
are a plurality of
diffcrent salisfying
a condition in which
a minimum number of
branches [B2] for all
of the data linos is
equal to dr more than
throe, the minimum
number of branches
IS2k] for all of the
data lines being
selected fromamong
minim= numbe= of
brancnes [B2*(S(i);]
corresponding to .11e
daa lines, each of
the minim= rushers
being calculated on
Lhe basis of linear
Lranstormation
matrices included in
two conttnuoas
Y-finctions that aro
input to a
corresponding data
line s;i1 in the
extended FeisLel
structure. [00191
Furthermore, in an
embodimentLhe
cryptographic
processing apparatus:
it is cha-acterized
in that, when the
plurality of
different matrices
are denoted by n
(whern a ix an
integer equal gs or
more than two)
different matrices,
i.e., Mc, MI, ...Mt,
the crypt.ograpH]is
processing section is
configured so that
the difforehL
matrices M" Si,
are repeatedly
arranged in en order
in the F-functions
that are inpaL to the
respecti:ve data
lines in the extended
FeisLel structure
10020] Furthermore,
in an embedof the
cryptographic
processing apparatus,
it is characterized
in that mire
crypLographic
processing sesLion is
configured to perform
a cryptographic
process to which an
exhilded Feistel
structure that
performs only one
=et-unction in one
round is applied.
[00'21]
Furthermore, in an
eadoodiment of the
crypograghic
processing aoparatus,
it is  



11 characterized In
that the
cryptographic
processing section is
configoted to perform
a cryptographic
process to which an
extended Feistel
structnre that
performs a plurality
of F-functions in
parallel in one round
is applied. :00221
,usthermore, in at
embodiment of the
cryptographic
processing apparatus,
it is cnaracfgries in
that the
cryptographic
processing section is
configared to perform
when s le any integer
satisfying a2 and x
Is any integer
satisfying x1, a
cryptographic process
to which an exte-dod
reistel structure
that utilizes a types
of F-functions and
that has the number
of lines: d which is
set as d = lax is
applied, the a types
of F-functions
perfordnc different
linsar transformaton
processes usimg the
plurality of
different matrices,
and configured to
perform equally x
pieces of each of the
types (the a types)
of 7-functions in ono
round. [Cf323]
Furthermore, in an
embodiment of the
cryptographic
processing apparatus,
it is characLerized
in thft the
cryptographic
processing section is
. configused by
including: an
F-function performing
unit that performs ax
F-functions which are
performed in parallel
in one sound; and a
control unit tnat
performs data.
input/output contro_
for the Fsfunction
performing dni...  12
[0024] FOrtheLlin an
emodirent 01 Lhe
cryptographic 



processing apparatus,
it. is characrerized
in that the
cryptographic
processing section
includes: a plurality
of F-function
performLng units that
perfo-m different
linear transformation
processes using the
plurality of
different matrices;
and a control unit
Lila', changes a
sequence of utilizing
the plurality of
F-function performing
units in accordance
with a sorting,
wherein the control
unit is conf,gured to
selecuiyely perforr
any of cryptographic
processcs (a), [dl),
and ;b2), i.e.,
(a; a cryptographe
process using a
Feistel orructure
having the number of
data lines d that is
set as d - 2,
(hi) a aayptographic
process which uses an
extended Feistel
structure having the
number of data lines
d that As set to any
number satisfying d 1
2, and in which only
onc F-function is
allowed to be
performed in each
rcrird, or (b2) a
crypLographic process
wh,ch uses an
extended
structure having the
number of data lines
d that is set to any
number satisfying d
:a 2, and in which a
plurEdiry of
F-functions are
arowed Lc be
performed in parallel
each round. ICO251
Furrhermcin an
embodiment of the
crAip_ographic  13-
processing apparatus,
it is cbarec:uerized
in that the control
unit a configured to
sclecL a processing
mode to be performed
in accordance wiLh a
bit length of data
that is to be
subjected no an
encryption or
decrypLion process.
[00241 A second
aspect. of the
presonL invention
resides in: 



a cryptographic
processing method for
perforiiing a
cryptcgraphic process
in a. crypfograph'c
processing apparLis,
the method
chc.raciierized by
comprising     a
crypiograPhic
crocessing step at
performing
block-cipher process
of repeat cc in a
plurality of rounds
in processing
secLion, the SP-type
F-tunction perfomdata
transformation
process ing
aincluding a non-
linear transformation
process and a linear
transformstion
process, wherein the
cryptographic
processing strp is a
s_ep of performing a
cryptograph;process
to wnich an extended
Feistel structure
having a number- of
data lines: d that is
set 70 an integer
satisfying d 2 2 is
applied, and includes
an operation step of
performing operations
in whir= a pluraIlLy
of at least. 7.iio or
more different
matrices arc
selectively app-ixed
Lo linear
:ransfoi,miLion
processes thaL are
Performed 1n
F-functions  14 in
respective rounds,
wherein the plurality
of different
matrices, whist: are
app ,106 ifl the
operation step, arc a
plurality of
different matrices
satistying a
condition in which a
minimum number of
branches for all of
the data lines is
ecual to or more than
a predetermined
value, the minimum
num:cer of branches
for all of the data
lines being selected
from ;-,mong minirum
nuflThers cf branches
corresponding to the
data lines, each of
the minimum numbers
of branches
corresponding to the
data tines being
based ps linear
transformation
maoricss included in
F-functions that are
input co a
corresponding data
line in the extended.
Feistel structce, and
wherein the operation
step       is a step
of performThg linear
transformation
operations based on
the plurality of
different sstrices in
the f-fur.ctions that
are input to the
respective data lines
in the sxtended
Feistel structure.
100271 



Furthermore, in an
embodimenthe
cryptographit
nethod,it is
chars-s.terized in
that the plurality of
ditferent matrices
are a plurality of
different matrices
satisfyi-g a
condition in which a
minimum nurber of
branches [AkEl for
all of the data lines
is equal to or more
than Three, the
minimum number of
branches 13-,Ej too
all of the data lines
being  .
corresponding to tbo
data sines, 00 Hr of
the minimum numbers
of brooches
[B1,0(sri))1
corresponding to the
data lines bo[-g
calcuLated or the
basis of. linear
transiformgrion
matrices included in
k ;shore k is an
integer egual to cr
more Than two)
continuous
1r-functions that are
input 00 a
corresponding dsLa
line s(i) in rho
:extended Peistol
structure. [0028]
FurLhermore, in rgr
embodiment of rho
cryptographic
processing met-nod,
Sr is characterized
in that the plurality
of differenr matrices
egre a plurality of
different mot.rgoes
satisfying a
condition in wlYch a
minimum number of
branches [P,20] for
all of the dote lines
[s equal to or more
than three, rho
minir.rm nutaer of
branchesIB-.2,] for
all of the Sato linas
being selected frog
among minimum numbers
of branchcs
-Dr(sli))]
corresponding to the
data lines, each of
the minimum numbers
of branches [B25(s;
i)(1 corresponding to
the data lines being
calculate* on the
basis of lincsr
LransSormation
matrices included in
Lao continuous
7-functions that are
input to a
corresponding daLa
line s(i) In Lhe
extended Fe)stcl
sorucnr-c. [0029]
Fulihermore in n
neebodiment of the
cryptographic.  16
processing me0hod,L
is characterized in
that Lhe 



plurality of
different maurices
are a plurality of dI
fferent matrices
satisfying a condiIon
in which minimum
number of branches
[52.1 for all of the
data lines is equal
to or more than
three, the minimum
numbcr of branches
[32L: for all of the
data lines bciu
selected fron. among
minimum ncLers of
branghes [52-(s(1;)1
corresponding to the
data lines, each of
the Pliflifillia
numbers of branches
1m5t(5;i))1
corresponding to the
daL'a lines being
calculated on the
basis of linear
transformation
matrices included in
two continuous
FufuncLions that arc
input Lo a
crreasoflding data
line s(i) in the
extended Feistel
suructurt. 100301
Furthermore, In an
embodiment of the
cryptographic
processing m(d.hod,
it Ls charactoH soil
in that, when the
plurality of
different matrices
are denoted by n
(where n Is an
integer equal tour
more than two)
different matrices,
i.e., Mo, Y1, .-Mn_i,
the operation step is
a- stepof repeatedly
performing the
different matrices
Mo, M" 1 in an -order
in the F-functions
That are input to the
respective data lines
in the exteuded
Feistel structure.
00311 Turthermx_e, in
an enhncliaeent of
the orypuographic
processing uhhod,it
is chara1Lhau the
cryptographic
processing step is a
step of performing a
cryptographic process
to which an extended
keistel structure
that performs only ne
F-function in one
round is applied.
[0032]      Farhhe
more, in an
embodimend of the
cryptographic
processing method, it
is characterized in
that the ,
cryptographic
processing sLep is a
step of performing a
crypoographic process
to which an extended
Feistel structuro
thai. performs a
plursTrty of
F-funcrions in
parallel in one round
is applied, 00331
Furthermore, in an
emboaiment of the
cryptographic
proenssing meLhod, it
is characterized in
that the
cryp_ographic
processing step is a
step of performing,
when a is any integer
satisfying a 2 anc. R
is any integer
satisfying x 2 1, a
cryptographic process
to which an extended
Feistel structure
that utilizes a typos
of Ffurictions and
that has the number
of data lines: d
which is sot as d =
2ax is applied, the a
types of 7-functions
performing different
linear transformation
processes using the
plurality of
different matrices,
and a rhhep of
performing equally x
pieces of each of the
typos (Line a types)
of F-tURCCiCRS in one
roqnd.  



18 10034]
Furthermore, in an
embodiment of Lhe
crypt6graphic
processing mottled,
is characterized in
that Lhe
cryptographic
processing stop is a
Step of performing a
crypLographic
process, in which an
F-function performing
uniL that performs ax
7-functions perfc-med
in parallel in one
round is applied, in
accordonco with
control performicA by
a control unit, that
performs data
input/o=put control.
for The F-function
performing unit.
D-K)351
Furthermore, in err
embodiment of Lice
cryptographic
processing mstHod, it
is charai:Lerized in
that the
cryptographic
urocessing stcp is a
step of performing a
cryptographic process
by using a p_urality
cf F-function
perorr.ing units tha_
perform different
linear transformation
processes using the
pjirality of
different matrices,
(7.7d by using a
conLrol unit that
changes a seguenoc of
utilizing the
piuraLity of
7-function pm-forming
units in accordance
with a sett,ng,
wherein the
cryptographic
procossi.ng step is a
step of, in
accordance with
control performed by
the control unit,
selectively
performing any of
crypr.ographic
processes (a;, (hi),
and ;1)2), i.e.,
(a) a cryptographic:
process using a
FeisLel structure
having the number of
data lines d 7.--at
is set as d2,  19
;b1) a cryptographic
'process whirTh usrir
Sri axLendet Teistel
structure having the
PUrter of data lines
d that is set to any
number sarisfying d 2
2, and in which only
one F-function is
allowed to be
oerformed in each
round, or
(1>2) Je.
cm."Lographic orocess
which uses sn
extended Feistel
structure having the
number of data "-nes
d ...hat is set to
any number satisfying
d 2 2, and in which a
plurality of
F-functions are
allow(ed to be
performed in parallel
in each round. Nornj
Furthermore, in an
embodiment of thu
cryf*ographic
processing method, it
is c,,aracterized in
that the control unit
selects a proccssing
mode to be performed
in accordance with a
biL length of data
that is to be
subjecLed Lc an
encryption Or
decryption process. 



LOCLM A third aspen:
of thn presenL
invention resides in:
acryptograpTii.c
procing
argorithmconstructing
metlindconstructingac
ryptographicprocess,n
g algorithm in an
inforration700essing
apparatus, Lhe method
characterized by
comprisThg:
amatrix-determiningst
epinchina,ina
cryptographic-process
ing-algorithm
configuration to
which at. ,,xtended
Feiste.. structure
having a number of
data lines: a tnat is
- 20 - SO7PLO9C set
to an integer
satisfying d X 2 is
applled, a control
unit provided in the
information
Processing apparatus
deterrrdnes a
plurality of at least
two or mono different
matrices that are to
be applied to linear
transformation
prodessos performed
in F-functions in
respective rounds;
arid        a
matrix-setting step
in which the control
unit repeatedly
arrfngfs the
plurality of
different ratrices,
which are determined
in the
matrix-deter:icing
step, in the
F-funotions that are
input so the
respective data lines
in the extended
Feistel structure, 



wherein the
matrix-determining
step is a step of
performing e. process
of detoneining, as
the plurality of two
or more different
matrices, as matrices
to be applied, a
plurality oi
different ratrides
satisfying - a
condition in which a
minimum number of
branches for all of
rho data lines is
equal to or more than
a predetermined
value, the minimum
number of branches
for all of the data
lines being selected
fro:: among minim=
numbers of branches
corresponding to tne
data lines, each of
the minimpd numbers
of branches
correstording to the
data lines being
based en linear
dransformadfon
matrices included in
F-functions that are
input to a
corresponding data
line in toe extended
Feistel sammcdure.
[one] A C, rth aspect
of the present
invention -c:Mdes in:
21        a computer
onogrdm that causes a
cryptographic
processing apparatus
Lo perform a
cryptographic
process, the prograc
cha-acLerized by
comprbsing
acryptographic
processing step
ofcaUsing a
cryptographic
processing section to
pernlorn a
Felstel-fl.nse
coamon-hey
block-cioner process
of repeating an
SP-type Fa-function
in a plarblity of
rounds, -he SP-type
F-function performing
a dasa transformation
process including a
nonlinear
transformation
process and a linear
arbnsformation
prbcess, wherein the
cryptographic
processing step 



is a step of causing
rho cryptographic
processing section to
perform a
cryptographic process
to which an extended
Feistel structure
having a number of
data lines: d tbat is
set to an integer-
satisfying d 2 2 is
applied, and Includes
an operstion step of
performing operations
in which a plbraliLy
at at 'cast two or
more different
matrices are
selectively applied
to linear
transformation
processes that are
performed in
F-functnons in
respective rbumds,
wherein the plurality
of diffelbnL
matrices, which are
applied in the
operation step, are a
plurality of
different matrices
satisfying a
condition in which s
mininbm number
of:branches for all &
the data lines ,s
sysal to or more than
a predetermined
value, the
M'rilllilffl number
of branches tor all
of the data lines
being selected from
among minimhm  22
nu:eiders of branches
correspond; ng to the
data 1 i::es, each of
the mini mur nufrers
of bra:ncees
corresponding to the
data 1M Tics being
based on linear
rransfrrrrrLation
matrices incl uded in
F-functions that are
input _c a correspond
i rig data line in
the extended Fei ste
1 structure, and
wherein the operation
step isosLepof
perforfainglinear
e-ns tormat ion opera
ti on:3 based on the
plurality of di
fferent matrices ire
telle F-f unctions
that are input to th
respective data 1 i
nes , n the extended
Xe 1 steel structure
100391  A f i.fth
aspect of the present
invention resides in:
computer program that
causes an information
procoesingapparatusto
.
constructacryptograph
ic processingalgoni
this,theFe:Ger:aftcha
racteri xedby
comprising ama
Lilx-determini
rigstepofcausing,ina 



cryptog raphl copr
Coes sing-elgorithm
cox fl ge,ration to
wh extended ffeistC
structure having a
number of data
d that is set to an i
n 1.eger satisfying d
P 2 is applied, o
CC.TILIODi unit
provided in tt
information
processing apparatus
to de Leff.ine a
pleon 1 i Ly of at
lease two of more di
f feren7 matrices
that a re to be
applied to 1 inear
trans f ormat i on
processes per f
brazed in F-functi
ons in respective
rounds; and a no 1
x-s Lting step of
causing the control
_nit to  23
repeatedly arrangc
the plurality of
different rutr which
are determined in the
matrix-determining
step, ir LIne
F-functions that are
input to the
resPective data lines
in the extended
Feistel structure,
wherein the
matrix-deter:lining
step        is a step
of performing a
process of
determining, Z:S the
Plurallty of Lwo or
more different
matrices, as
Vo be applied, a
plurality of
different matrices '
satisfying a
condition in which a
minimum number of
branches for all of
the data lines is
equal to or more than
a predetermined
value, the minimum
number of branches
foall of the d:et.,i
lines being selected
from aMong inimum
nuaLers of branches
corresponding tn the
data lines, each of
the minimum numbers
of branches
corresponding to the
data lines being
based on linear
transformation
may:rice; included in
F-functions that are
input to a
corresponding data
line in tire extended
Feistel structure
100401        Note
that in example
embodiments the
computer program is a
computer program that
can be provided using
a storage medium or a
co7minicaLion medium,
for example, a
recording medium such
' as a CD, a FD, or
an MO, Or a
communicaLion medium
such as a network,
frar provides a
program in a
computer-readable
forma.-_ for a
compucer system
capable of executing
various program
codes. such a progrEm
is provided  



24 in a
computer-readab-e
format, whoa process
according to the
program is realised
in theer system.
[0041]       Further
other advantmges of
the example
embodiments will
become apparent from
more detailed
descriptions based on
embodiments of the
present i-V2I1L1011,
which will be
described below, or
[he attached
drawings. Note that a
"system" mentioned in
the specification is
configured as a
logical set of a
pluralicy of
apparatuses, and is
not limited to a
system in which the
apparatuses having
respective
configurations are
contained in the same
easing. Advantageous
Effects [05421
According to a
configuration in an
embodiment of rho
present inyention, ir
a Feistel-type
concron-key
block-cipher process
in which SON-type
F-funcrions including
nonlinear
transformation
sections and linear
tnansIornation
secbions are
repeatedly performed
in a pluraliLy of
rounds,
round-functiov
sections to which a
pluralliy of
different linear
transformation
marrices are applied
are set in a Feistei
structure obtained by
expanding a Feistel
structure having two
data lines, i.e., in
a Feistel structcre
haying any number of
data lines that is
equal to OT more than
two, such as three or
four, thereby
realizing the
diffusion-matrix
007P1ODO switching
mechanism (rsm;, se
that a common-key
block-cipher
algorithm can be
consaiucted and a
cryptographic process
can be Performed with
a high resistance to
linear analysis and
differential
analysis. [0043_
According to a
configuration in an
embodiment of the
present invention, a
configuration is
orovided, in whicH a
cryptographic process
rn which an extended
Feistel structure
having a number of
data lines: d that is
set to an integer
satisfying d I.' 2 is
applied is performed,
and the configuration
is provided as a
configuration in
which a p_urality of
at least two or more
differamt matrices
are scloctivdly
applied or linear
transformation
processes performed
in F-functions in
respective rounds. A
plurality of
different matrices
satisfying a
condition in which a
minimum number of
oranches for all of
the data lines is
canal to or more than
a =reetermined value
are set as the
plurality of two or
more different
matrices, the minimum
number of branches
for all of the data
lines being selected
Tro7 a7dng minim=
numbers of branches
corresponding to the
data lines, each of
the minimum numbers
pf branches
corresponding to the
data lines zeing
based on linear
transformation
matrices include: in
P-finctions that are
input to t
corresponding data
line in the extended
Feistel structure,
thereby realizing the
diffusion-matrix
switching  
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mechanics. WPM), su
that a common-key
blocic-cipher
algorithm can be
constructed and a
cryptograph:c process
can he perfo-med with
a high resistance to
flnear analysis end
differential
analysis. [0044]
Furthermore,
according to a
configuration in an
embodiment of the
present invention, a
ccnfiguration is
orovided, in which a
(a2) types of
F-functions perform
different linear
transformation
ISTOCSSSCE using a
plurality of
different ratrices,
in which an extended
Feistel structure:2
1) that utilizes the
[-functions and that
has the number of
dstad that is set as
d = 2ax, and in which
a cryptographic
process to which the
extended Ftistel
structure is applicd
is performed. The
configuraffon is
provided a
configuration in
which equally x
pieces of each of the
types (the a typos)
of F-functicns are
performed in one
runt, whereby a
compact cryptographic
processing apparatus
in which or useless
circui7 is providnd
is [5045:
Furthermore,
according to a
configurauion in an
eLsodiment of one
present invention, a
plurality sf
F-function performing
units are configured
bo perforn different
linear transformation
Processes using a
plurality of
different matrices,
and a configuraujon
is. provided, in  -
27 - 



50701090 which a
sedpence of utilizing
the plurality of
F-function performing
nits is changed in
accordance with a
setting,
whereby a
cryptographic
Processing apparatus
is realized, which
pan selectively,
perform any of
cryptographic
processes ;a), (bi),
and (b2), i.e.,
;a) a cryptographic
ppocoss gping r
FoPstel sprgcture
haying the number of
data lines b. that is
set as d - 2,
(b1) a cryptographic
process which uses an
extended Feistel
structure having the
number of data lines
d thaa is set to any
number satisfying d 2
2, and in which only
one F-function is
allowpd 70 be
performed in cad-
round, or        (P2)
a cryptographic
process Which uses an
extended Feistel
structure having rho
number of data )nos 6
that is set to any
number satisfying d 2
2, and in which a
plurality of
F-functions are
allowed to be
Performed in parallel
in each round. Brief
Description of
Drawings )0046)
[Fig. 1) Fig. 1 is a
diagram showing a
typical common-key
block-cipher
configuration having
a Fpstel structure.
[Fig. 2] Fig. 2 is a
diagram descrtping a
confLauration of an
F-functipn that is
set as a
round-funption
section.       :Fig.
31 Fig. 2 is a
diagram describing a
FeIstel-type
cryptographic
algorithm in which
two different liner
transformation
matrices are
utilized.  - 2e - 



SO7P1090        [Fig.
4] Fig. 4 is a
diagram describing a
Feisfel-type
cryptographic
algorithm in which
three difgerenf liner
transformation
matrices are tifized.
[Fig. 5] 7.9g. 5 in a
diagram describing
denitinns of an
extended Feistel
structure.
[etc,. GI Fig. 6 is a
diagram showing an
example of an
extended Feisfel
structure having
seven data lines (d -
7).        [Fig. 7]
Fig. 7 is a diagram
describing
definitions of
respective
constituent sections
and input/output data
of the respective
constituent sections
of an extended
Feiste: structure.
[Fig. 8] Fig. 8 Ps a
diagram describing
application of DIM to
an extended Faistel
structure or a type
1. [Fig. 9 Fig. 9 is
a diagram describing
application of the
DSM to an extended
Feistel structure or
a type 2. [Fig. 10-
Fig. IC is a diagram
describing
application of che
f73M to the extended
Feiscel structure or
the type 1. r Fig.
11] fig. 1] is a
diagram doss:fit:17g
application of the
DIM to the extended
FeisteL structure or
the fspe 2. :Fig. 12]
Fig. 12 as a diagram
describing a
configuralicn in
which implemenLatIon
efficiency is
improved in an
extended Feistel
structure. 



[Pic. 131 Fig. 13 is
a diagram describing
an example of a
hardware
configuration in
which implementation
efficiency is
improved in an
extended Fe:stel
stpucf8re.  507P1090
[Fig. lel Fla. 2.4 is
a diagram describing
an example San
arrangement for
efficiently
implementing three
types of P-functions.
[Fir. 152 Ft . 15 is
a diagram showing a
2mn-ben block-cipher
configuration which
is provided as a
Feestel structure
Paving the 'applies
ol data lines that is
set as d =
[Sip. 16] fig. 16 ls
a diagram showing an
extended Feistel
strsclere which
satisfies the
diffusion-matrix
switching Pechanism
(DSM), and wheel- has
the number of data
lines that is set as
d - 4.        [Fig.
17] Fig. 17 is a
diagram describing a
circW sharing
configuration in
which block cipher
using different
numbers of bits can
be performed.
[fig. 18- rig. 18 is
a diagran descrld[dpy
a relabel structure
to which Fefunctions,
i.e., three types of
functions Fl, F2, and
13, arc applied, and
which has the number
of dam lines thab is
set as d = 2.
[Fig. 19] Fig. 19 is
a diagram doscrlbinP
an example of a
son=igerstIon of a
cryptogflphic
processing apparatus
that performs the
tnree types of
F-Pancnions Fl, F2,
and        [I-eg. 20]
Fig. 23 is a diagram
snowing an example cl
a configuration of an
IC module serving as
a cryptographic
processing apparatus,
which performs a
zrepptographic
process, according to
the present
invention.  - 30 -
SCCIP1090, 



Best Modes for
Carrying 0117 the
Invention [0047]
A cryptographic
processing apparatus
and z cryptographic
processing mechod,
and a computer
orogram will be
described below in
details. The
description is made
in the order ot
section headings es
follows: f. Foist&
Structure having
SP-Type E-Funotions
2. Operation Function
of Number of Branches
and Evaluation
hunction of
Resistance 2-1.
Operation Function of
Number of Branches:
Branch2-2. Evaluation
Index of Resiscance
to Differential
Attacks 2-3.
Evaluation Index of
Bosistance to Linear
Attacks        3.
Method for Setting
DEN tor Feistel
Structure Having Two
Dace Lines  4.
Setting of OEM in
Estendea Feiste2
Structure 4-1.
Regarding Extended
Feistol Structure
4-2. Configuration
for Enhancing
Resistance to
Differential Attacks
in Extended Feistel
Structure
Configuration for
Solecting Matrices,
Which :s to Sc BOB in
F-Functions, That
Make Value of Minimum
Number of Branches Bt
Equal To or More Than
Three        4-2-2.
Configuration for
Selectino Matrices,
Which Is to Be Set in
F-Functions, That
M.gf<0. \igloo of
Minim= NuMber of
Branches B50 Equal To
or More Than Three  



4-3. Configuration
for En, Resistance to
Linear Attacks iii
Extended Feistel
Structure
4-3-1. Configuration
for Seleccing
Matrices, Which Is on
Be Set in
F-Functions, That
Make Value of Minimum
Number B,'' 0
Branches Equal To or
More Than Three
5. Configuration in
Which DSM Is Utilized
aor Extended Feistel
Structure Having
Specific Form
5-1. Application of
ASM to Extended
TeisLel Structure of
Type 1       5-2.
Application of DEM to
Extended Feistel
Structure of Type, 2
6. Proof of
Relationships hetwcon
NUTIth:D7S of Active
5-Boxes in Extended
Feistel Structure of
Each Type and Minimum
Numbers of Branches
Based on Linear
Transformation
Matrices in
F-Functions
6-1. Proof of
Relationships between
Numbers of Active
5-Boxes in Extended
Estate' Structure of
Type I and Minimum
Numbers of Rrohches
Based on Linear
Transformation
Matrices in
F-Functions
6-2. Proof of
Relationships between
Suckers of c S-Boxes
In Exaended Feistel
Structure of Type 2
and Minimum Numbers
of Branches Based on
Linear Transformation
Matrices in
2-FuncLions        7.
Improved
Monfiguravion [cc
'Implementation Based
on Contr:vanoe of
Setting of
F-Functions and
Process of  - 32 -
50701090 



Utilizing F-FuncLions
7-1. Method for
Efficiently Arranging
F.-On:lc:Lions in
Pica:aided Feist&
Structure of Type 2
Commonality of
Componento in Feistel
Structure and
Ss-fended FeCste"
Structure       B.
Sufmary of
Cryptographic.
Processes and
Cryptographic
Algcritha.
Constructing
Processes of Present
Invention       9.
example of
Configuration of
Cryptographic
Processing-Apparatus
[9946] [l. Feistel
Structure Having
So-Type Y-Func .]
First, a iistel
structure ciavinc
SP-type F-functions
will he described. A
Feistel structure is
knor.m a5 a
common-key
block-cipher degijn
The FeipLei structure
nas a structure which
transforms p_aintext
into cipnerteut by
repeating a basic
unit of processing
that is referred to
as a round function.
0019i       A basic
configuration of the
Tefstel structure
will be described
v.hfon reference to
Fig. 1. Fig. I shows
an example of a
Feistel structure
having two data lines
having a number of
faunas = r that
fridicates r rounds.
Note that the numbor
of rounds r is a
parameter that is
determined aL a
design stage, and
that it is a value
which can be changed
in accordance with,
for example, the
laingtf of an input
key.  - 33 - 507P1090



[0053]       In the
Feistel structure
shown in Fig. 1, it
is supposed that the
length of plaintext
which is input as a
tercet to he
encrypted is 2.1mn
hits, where m and n
are both integers.
First, the 2=n-tit
piaintemt is divided
into two pieces of
mn-bit, Input data
IF, (FlairmLeft; Ica
and PE (Plain-Rignt)
102, and the inmut
data Pr (Plain-Left)
101 and PR
(Plain-(hght: 102 are
provided as input
values. (0051j
The Feiste1 structure
is renreaented using
repetition of the
basit unit ct
processing, which is
referred to as a
round function, and s
datatranstormation
function included in
eact rnsnd is
referred to as an
F-function 120. In
the configuration
shown in Fig. 1, an
example of a
con=igsration in
which the F-function
(round function) 120
is repeated in stages
is shown. 00.2.2]
For example, in the
first round, hm-bit
input data and an
min-bit round 'Fey K,
103, which is input
=rot a key generatMrg
section (not
i_lustmstcd), are
input to the
Ffund...Ion 120d and,
after a data
transformation
process is nerfored
in the T-function
120, mn-hit data 2'
is output. An
exclusive OR
operation is
performed in an
exclusion-OR section
134 usinc the output
data I and uhe other
input data that is
inpu2 from the
previous stage ;in a
case of the  - 34 -
SC721090 first stage,
input. data FL:, and
an un-bit operation
rosult    cutpun to
the next round
function. This
process, i.e., an
encryption process in
which the F-function
is applied so as SO
he repeated only
times corresponding
to a deuerminea
number of rounds (r:,
is completed, and
pieces of divided
data C.,
(Cipher-Loft) and C,
(Cipher-Right), which
are ciohertex.., are
output. With the
shove-described
configuration, as a
decryption process in
the Feistel
structure, it is only
necessary to reverse
the cruel- of
inserting round keys,
and it-is conuluded
that it is not
necessary to
con=igure inverse
functions. F0053.1 



A sonfignno=ion of
the F-function 120
that is Set as a
function in each
round is described
with reference to
Fig. 2. Part (a) of
Fig. 2 is a diagram
showing inputs and an
output of the
F-function 120 in one
round, and part (IM
of Fig. 2 is a
dlagram showing the
detailed
configuration of the
F-function 120. As
shown in part (b) of
Fig. 2, the
F-function 120 has a
s-called SP-type
configuration in
whioh a non-linear
tronsforcation layer
(an S layer) and a
(inear transformation
layer pa P layer) are
connecued to each
other. [0054:
The F-function 120
shown in Fig 2 is a
function having a
setting in which the
length of
input/output bits is
m x n bits i's, n:
inteaers). In the
SO-type F-function,
first,  5071,1090
exclusive OR is
performed using key
data Ki and data Xi.
Nest, the non-Linear
transformer! on layer
(the S layer) is
applied, and then
T..he linear
transformation layer
(the P layer; :LS
applied. 10050]
Specifically, the
non-iinear
transformation layer
(tha S layer; is a
layer in which
moon-linear
transformation tables
With n-bit inputs and
n-nit ousauns, which
are referred to as
S.-coxes 121, are
arranged, and rut-bit
data is divided into
n-bit pieces. The
n-bit pieces are
input to the
co-responding S-boxes
121, and data is
transformed. In each
of the S-boxes 121, a
non-linear
transformation
process, for example,
in which a
transformation table
e applied is
perfdr=ed. :0056]
The linear
transformation laver
]the 3 layer) is
configured using a
linear transformation
section 122. The
linear tome formation
section 122 tnkcs an
mn-bit output value
Z, which is data
outant Iron. the
S-boxes 121, as an
input, and performs
linear transformation
for 'roc input us
output an mn-bit
result- The linear
transformation
section 122 no-forms
a linear
transformation
process such as a
process of
permutatanc positions
of input, pits, and
outauts an mn-hit
output value Y.
Exclusive OR is
performed using this
oucaut value Y and
input daua that ia
provided from toe  
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previous stage, and
the resole of
exclusive OR is
provided as an incut
value for an
F-function of the
next round. [0057]
Mute Lha.., Iris
configuration of an
embodiment described
below, linear
transformation
performed in the
linear transformation
section 122 serving
as the linear
transformation layer
(the P layer) is
defined as linear
transformation which
is serformad so that
an ma xoaanatrix
Efined over GE(2) is
applied, and that, in
addition, a ( matrix
included in the i-th
round is referred to
as M.. Note that if
is supposed that both
the 5-boxes, which
serve as non-linear
transformation
sections, and linear
transformation 'n the
configuration
cascrineo In the
present invention are
bijectfve. [0058]
(2. Operation
Function of Nnrber of
Branches and
Evaluation Function
of Resisuance]
Next, an =elation
function of the
number of branches
and an evaluation
function of
resistance, which are
necessary no
understand the
present invention,
will be described.
ion uion of NumUoer
of Branches:
Branch()) An
operation function of
lhe number of
branches: Branch()
for opuimai diffusion
transfer= (Optimal.
Diffusion  
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Mappings), which is
provided as an
example of linear
transformation that
is performed in the
linear transformation
section 122 serving
as the linear
transformation layer
(the P layer)
included in ane
abovedes:or/bed
Fr/unction, is
definec as follows.
[0059]        A
rapping describing
lineal transformation
from nfa-bit data to
nxf-hi. data is
represented as
follows: 0: (0, 1)"-
(0, 10'        The
number of branches:
Branch-]8] is
-defined for the
mapping as follows:
hrancht )0) =
mimic{loE, (a) + nw.
(e (a) Note that
minusDIX.) represents
the minall all lc
satisfying a # C, and
uhaL he- ]Y]
represents a /unction
of returning the
number of (non-zero)
elements in which all
of n bit pi tees of
data are not zero
when a bit column Y
is delimited and
represented in units
of n bits.
Note that, an this
case, a mapping 0
that. is provided so
that franchn(0) is b-
I is defined as an
optimal diffusion
"transform. 



)0060) (2-2.
Evaluation Index of
Res' Attacks) A
common-key
cryptographic process
in which a FeistAl
structure is applied
has a problem of
leakage of keys due
to  - 38 - 30 111390
ccyptanalysis.
Differential analysis
also called
differential
oryptanalysis or
differcntial attack),
in which keys applied
in respective round
functions are
analyzed by analyzing
nyaltiple Pieces of
incur data
(plaintext) having a
certain differorco
)AX) and pieces of
output daha
;ciphertecu) for the
input data, and
linear analysis (also
called linear
cryptanalysis or
linear attack), in
which analysis based
on plainuexh and
corresponding
cichertext is
performed, have been
known as typical
techniques of
crypchanalysis o-
attack techniques.
[0981]        flie
c.inimum number of
differential active
S-hoxes included in a
differential path
that represents
connection
relationships of
differences can he
applied as an index
for evalcaning
resistance to
differential attacks.
A differential path
is a path in which
specific differentia]
values are designated
for all pieces of
data excluaing pieces
of key data in
encryption functions.
The difforcnhfhal
valncs are 1107
arbitrarily
determined, and the
differencial values
obtained before/after
transformation
processes are related
tn ore another.
Before/after linear
transiormhahicn
processes, the
relationships between
input differences and
output differences
arc dctorcired as
one-to-one
relationships.
Although,
before/after
non-linear
transformation, the
relationships between
input differences  
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output differences
are not determined as
one-to-one
reLationships, a
concept of
probabilities is
introduced. It is
supposed that
probabilities for an
input difference and
output differences
can be calculated in
advance. The sum of
all probabilities for
all outputs is one.
[0062]       to a
Feistel structure
having 79-type
7-functions,
nonlinear
trarbformatian is
performed only in a
portion of processes
using 5-boxes.
Accordingly, in this
case, a differential
tath baying a
probability other
than zero represents
a set of pieces of
differential data
that are provided as
differential values
start:bag with a
differential valwe
for plaintexu (Input)
and ending with a
dbfferenuial value
for cithertext
(output), and
differential values
that arc provided
before/after all
5-boxes are
differentia] varies
having probabilities
other than zerk. An
brook which is
included in a
differential path
keying a Probability
other than zero, and
to which a
differential value
that LE not zero is
input is -referred to
as a "differential
active 8-box". The
ninimum number among
the numbers of
DSSiyesboxes in all
differential Paths
having probabilities
other than 7=0 is
referred to as a
"minimum number of
differential active
S-boxks", and the
value of this number
is known as a safety
index for
differential attacks.
Note that there is no
point in attacking a
differartial aath in
S3701090 which all
differential values
are zero because the
probability of the
oath becomes one.
Thus, the path wil7
not be considered
below. [00631
In an embodiment of
the prpsent
invention, a
configuration is
provided, in which
the minimum number of
differential active
S-boxes is ensured 70
be :arse, thereby
enhancing see-Y for
d'fferantial attacks.
10064 12-3.
Evaluation Index of
Res[stance to Linear
Attacks)
:Urthermove, the
minimum number of
linear active 3-boxes
included in a linear
path that rodrosents
connection
relationships od
linear masks
(although it is
referred to as a
"linear
approximation" in
most cases, herein, a
word "path" is used
in orddr to
corresdovd to
difference) can be
applied as an index
for evaluating
resistance to linear
attacks. 



[0065]       A linear
path is a path in
which specific linear
mask values are
desipraved for all
pieces of data
excluding pieces of
key data in
encryption functions.
The linear mask
values are not
arbivravily
deLermined, ant the
linear values
obtained before/after
transformation
processes are related
to one another.
Beforoiadtor linear-
lransicvmation
-processes, the
-relationships
between input linear
rask  - 41 - 507F1090
values and output
linear mask values
are determined as
onetc-one
roiationships.
Til.thonah,
before/after
non-linear
transformation, the
relationships between
input linear mask vs
loss and output
linaar o- oak values
are not determined as
one-to-one
relationships, a
concept of
probabilities is
introduced. A set o=
one r- -ore linear
mask values that can
be output exists for
all input linear mask
value, and
probabilities that
toe respective linear
mask values are
output CS7 be
calculatiod in
advanse. The sum of
all probabilities for
all outputs is one.
[0066]       Iris
Feistel structure
Laving SF-type
F-functions,
nonlinear
transformation is
performed only in a
portion of processes
using .5-boxes.
Accordingly, in this
case, a linear path
having a probability
otter than zero
represenre a set of
pieces of
linear-mask-value
data that are
provided as linear
values starting with
a linear value for
plaintext (input) and
ending with a lanoar
value for ciphertext
(output), and linear
values that are
provided before/after
all S-boxes are
linear values having
probabilities othca
than zero. an 0-box
which is included in
a linear path having
a probability other
than zero, and ts
which a lincaa value
that is not zero is
input is referred to
as a "linear active
S-box". The minimum
number aniong the
numbers of active
S-boxss in all Tinear
paths having
probabilities  - 92 -
80721090 other than
zero is referred to
as a "7-nPirllM
number of linear
active S-boxes", and
he value of this
number is Known as a
safety index for
linear attacks. Note
that ghere is no
rai.nt in attacking a
linear pa_h in which
all Linear mask
values are zero
because the
probability of the
path becomes one-
Thus, the path will
not be considered
below. [0067]
In an embodiment of
the Present
invention, a
configuration is
provided, in which
the minimum number of
linear ace:five
S-boxes is ensuted to
be large, thereby
enhancing safety for
linear attacks. 



100681 .3. Method for
setting OSM for
Feintel Structur-g
Two Data Lines
As described
previously, a
corfigueatier in
which the
diffusion-matrix
switching mechanism
(DSM: Diffusion
Switching Mechanism,
hereinafter, referred
to as "[1SM") is
applied has been
proposed as a
configuration for
enhancing resisLance
to the
above-aescribed
differential attacks
or linear attacks in
a cryptographi.c
process in which a
Fels Lel strucrura is
applied. The DSM has
a configuration in
which 7140 or more
different retrices
are arranged in
linear transformation
sections of
round-function
IT-function] sections
in a FeiStel
structure. With the
53M, the minimum
number of linear
active S-boxes can be
ensured to be large,
SM7P1090 whereby
resistance to the
differentiai attacks
or Linear attacks can
be enhanced. L00691
An outline of the DSM
will be described.
When the
tflusion-mmitrix
switching mechanism
(uGM) is applied in a
Feistel structure, a
plurality of
different matrices
are provided as ma
tri Can that arc appi
ad in 1 near
transformation
sections (P layers;
of round-function
(V-function) sections
constituting the
feistel structure.
For example, all of
the matrices applied
in the respective
rounds in the Feistel
structure having r
rounds as shown in
Pig. "a are not set
as the same linear
transportation
matrices, and at
least two or more
types oa matrices are
arranged in
accordance with a
crane) fir ruin.
[0010)       For
exartmle, tig. 3
shows an example of a
Feistel structure in
wlaizh
Lhediffusion-matrax
swiL.shinc mechanism
(DSM) is realized
using two linear
transformation
matrices Mo and Cr,
and Fig. 4 shows an
example of a Fe)stel
structure in which
the diflusion ma_aix
switching mechanism
(GSM) Is realized u s
1 or throe 1.1 near t
ransf orma ti or
matrices Ho, Mu 



and M2 . (CM71)
:n the example of the
Teistel strucLure
shown in Fic. 3, the
two linear
transformation
matrices Mc, and Mi
are  307P1090
configured as
different matrices
Additionally, in the
example of the
FeisLel structure
shown in Fig. 1, the
three Linear
transformation
matrices Me, Ml, and
M2 are configured as
diferaat matrices.
Lea.)721      In
order to ,realise the
iffusion-sthix
switching mechanism
LOOM: , it is
necessary that
appiiea matrices
satisfy predetermined
conditions. One of
the conditions is a
constaait concerning
the above-described
number of branches
(Branch). This
constraint will be
described below.
[00-,a2]
Regarding -the nurmer
of branches in each
of a plurality of
different matrices Mo
to Mn applied to
linear uransformaLlon
oerformmd in
round-function
sections of a Feistel
structure, thy minim=
number cf branches in
an applied matrix:
Bic, and    the
minimum numbers of
branches corrsponaing
Lo incidence matrices
of a plurality of
applied matrices :
52a, and 32- are
defined as follows: 



rEauatfon lj
=m,in(Branch,G10) Of
=
min(Branch,01,1M,,D)
80701090
g=n4n(Branch,WAC2141,
4D) B>,
=rn?n(Branck(rACT441)
) NOV& in the
equations,       Ni
denotes a linear
transformation matrix
applied to a linear
transformation
process in the i-th
round in the FeL9tcl
structure,
[4ilMi421-] denotes
an incidence matrix
obtained by
concatenating
respecfive matrices
MilMr+21-,       trg
denotes a transposea
mat/ix of a matrix M,
and M-1 denotes an
inverse matrix of the
matrix M. 100751
In the
above-described
equations,
specifically,: 3,
e,0, and B2L denotc
the mnimum values of
the rumbers of
branches in matrices
obtained by
connecting matrices
includ0d in
F-functions in two c-
thrso rounds that are
consecutively
provided every other
round in the Pals cal
structure to one
another. 



[00761 For exampie,
itown that the
respective matrices
era sec en rhat the
above-described
respeccive numbers of
branches satisfy the
following conditions,
B2D3, B4O >. 3, and
B.,0 > 3, whereby Lhe
>esistanoe co
differenca1 attacks
or  80721090 linear
attacks can be
enhanced in the
Teisfel structure.
Note that the
respective subscripts
end superscripus of
BID, Bri, B:?, and
B2L have clue
following meanings.
That is, n of 35D
denotes the comber of
ratrices that are
=nested us one
another, D of Bflp
denotes a condicion
for having resistance
to differential
attacks, and L of
Sflt denotes a
C076j7j071 for having
resistance to linear
attacks. [0077] [4.
Setting of DSM ir
FAtcnded Fcipte]
Structure]       in
the present
invention, a
configuration is
proposed, in which
the diffusion-matrix
switching mechanism
(DSFC is realized in
a Feistel structure
haying any number of
data tines taaa are
awo or more data
lines, for example,
three lines cy- four
lines, instead of in
the Yeistel structure
having two data
Lines. The
configuration will be
described beSow
detsil. [007.8] 



A Felstel structure
to be described in
the present invention
is an extended
Feisuei structure in
which the number of
divisions that is the
number of dots lines
is denoted by d far
generalization
aluhough if is the
same as the
above-described
Fefstel structure
hating two data lines
in that SP-type
F-functions are used,
where d Is an Integer
chat is ecual to or
more than two. [0079]
SCVP1090
Although the
configuration in
which the
diffusion-matrix
switching mechanism,
;CliNi) is applied to
tho Fgastel structure
in the limited case
in which the numoer
of data lines = 2
holds has been
prgposed as described
above, a method has
not been known, in
which resistance is
enhanced by applying
the DSM to an
oxtended 3eistel
structure having the
number of este lines
d that is set to any
number d satisfying d
2 2. In the present
invention, a
configuration is
reafized, in which
rtsisraithe to
differential attacks
or linear attacks is
enhanced by applying
the diffusion-marrix
switching mechanism
(new) tn an extended
Ethistel structure
having the number of
data lines d that is
set to any, npfther
satisfying d iv 2.
Specific
configurations and
process exthiples of
the present invention
will be described
below. [0080] (4-1.
3egarding nix:tended
Feistel Structure)
Definitions of an
extended Feistvl
strucaure will be
described with
reference to Fig. 5.
In the specification,
an extended Feisael
structure is defined
as follows:       l.
Has d Id is equal or
more than two; dais
lines, and theof each
of the data lives is
en hits.    T The
input/output size of
an F-funcLeon is on
bias. 3 Has rounds
ahst arc referred to
as units of
processing. One data
line or a plurality
2= dsta lines are  -
48 - 



50701090 subjected to
a transformation
process using an
4-function in a
round. The result is
subjected to
exclusive-OR using
another data line.
However, when two or
more F-tunctnons are
included in one
round, duplicated
data lines do not
exist as data Lines
that serve as
inputs4outruts of a_l
of the 4-0unctions.
[0081] An example of
the extended Fedstel
structure that is
4 in accordance with
the above-described
definitions will be
described with
reference to Fig. b.
Thc above-mentioned
definidion 1- Has d
(41 is equal to or
more than two) data
lines, and the size
of each of the date
117eS 4s mn bits.
The definition Is
described with
relereoce Lc Fig. 5.
The definition means
that, in Fig. 5, the
intutioutput size of
each data line that
is each of data lines
1 Lc d is 1MA bits,
and that the total
number of -sire for
an input/output is
don 14144. 100821
The above-described
do.finirion 2 The
input/outtwt size of
an F-function Is mn
bits.       The
definition is
described with
reference 70 Fig. 5.
For example, mn blue
that are output as an
operaLion res414 from
an exclusive-OR :XOR)
operation section 204
serving as an upi4er
stage are inout to an
F-function 202 -44e a
data  - 49 - 



55,7P1090 line 2.
Furthermore, a round
Key K is input, and
an operation process
is performed. This
operation process as
the process that has
been described with
reference to part (h)
of Fig. 2, and
includes non-linear
transformation
performed in the
S-hoses and a linear
aransformotion
process, in which the
linear transformation
matrix Ni is applied,
that is performed in
the linear
:transformation
section. The output
of the F-function 202
is ten bird:, and is
input to an
exclusive-CR (MOR)
operation section 203
of a data line e.
[0083]        The
above-described
definition 3. Has
rounds that are
referred to as UflitS
of processing. Ono
<into line Cr a
plurality of data
lines are subjected
to a transformaLion
process rising an
F-function in a
round. The result as
subjected to
exclusive-OR using
another data line.
Howeverh when two or
more F-funcrions are
inpluded in one
round, dupLicated
data lines is noL
exist as data lines
aaa soave as
anpuas/outpnta of all
o the F-functions.
The defind-'pn i..n
described with
reference to Fig. 3.
Flg. 5 shows an
extended Feistei
structure having at
r-round
configuration. One or
moro F-functions are
included in each
rount, and the result
is subjected to
exclusive OR lasing
another darn line.
Regarding a round n
shown in Fie. 5, a
plurality of
F-Lanctioas are
included in one
round, and are at
F-function 211 and an
F-function 212 shown
in Fig. 5.  - 50 -
SC71,1090 10,084]
As described nbc,.,e,
when a plurality of
P-fontLions are
Included in one
round, input/eutmut
Lines of the
respective
F-functions are data
lines d:fforent from.
one ansther, and are
set, so that
duplicated data Lines
are not applied as
the input/output data
lines.       An input
data line of the
F-fpieLion 211 shown
in Fig. 5 is a dala
Line I, and an output
data line of the
F-function 211 Ka a
data lino %-       An
input data line of
the F-function 212 is
any one of data ines
5 or more, and an
output drta l[ne of
the Ffnctlon 212 is a
data line F. 



The input/output data
lines arc set an as
not to he duplicated.
[0085] Note thap, as
shswn also in Fig 5
in the specification,
an F-funotien is
denoted by [F], and a
round key is denoted
by [K]. Subscripts
and superscripts that
are set for the
respective
identifiers F and P.
have the Yellowing
meanings: Mot 'a,of
Fin or KK, denohes a
rounm, ant n denotes
an identification
number of an
K-function or a round
koy in the some
round. Note that a
linear transformation
ratrix that Is
applied in a linear
transformatimn
section of an
F-KancLion  S0721090
in each round is
denoted by fly.] is
the descrlotthn given
below although it is
not Illustrated. As
in the
above-described case,
a subscript and a
superscript that are
set for K have the
following meanings.
That is, i of Ni'
denotes a round, and
n denotes
identification number
of a linear
transformation matrix
for a corresponding
one of a siurality of
F-functions that are
set in the same
round. F00961 



Fig. 6 shows an
example of an
extended Feistel
structure that
satisfies the
shove-described
definitions arid that
has seven data noes
(m - 7). Note that,
in Fig. 6, although
symbols of
exclusive-OR
operation (XOR)
sections for outputs
of respective
F-functions and
respective data lines
are omitted, the
extended usistel
structure has a
configurvItIon in
which exclusive-Oa
operations (FOR)
using corresponding
inputs are perfcrmed
at respective
intersoctjon poinus
of the outputs of _he
respective 7-
functions and the
Lespective data
lines, and in which
the results of the
exclusive-OR
operations (X0R) are
output in a downward
direction of the same
data lines. In the
examsle shown in Fig.
6, a round 1+4, a
round 1+5, a round
1+9, and a round 1+10
are rounds tsat are
provided in such a
ranner that two or
sore F-functidns arc
includs1 17 ons
round. Regarding
F-functions in and
round. keys [11.]
provided. in  - 52 -
307=1090 tnese
rounds, numbers
denoting
identification
numbers of the
F-functions or the
round keys in the
some rounds are
pnovlaed aL the top
eight. corners.
[0087]       When a
Feistel sumac-Lure
having the nunber of
lines d that is set
as d = 2 is
construcued in
accordance with toe
above-described
definitions 1 to 2,
is is Provided as a
FeisLel structure
having two data
lines, i.e., the
Feistel structure
that has been
previously described
with reference us
Fig. 1. In other
words, a ccnnention
strununre in which
Y-functions are input
a.'ternately to two
respective lines is
provided. However, in
a case of Cr:
extended Feisten
structure :laving
three or more data
fines, a connecuion
structure is not
uniquely det-rninei
since a plurallny of
data lines that can
be seeectee as innuts
and outputs of
F-functions, exist.
In other words, the
larger coo d in an
exeended FeisLel
structLre, the higher
the nunber of places
at which F-functions
can be set. The
flexibly with which
F-functions car: he
see is exponenLialliy
increased. [0088] In
the _urossrt
invention, a
configuratienpropos d
in gniion-matrix
switching mechanism
;EOM: Di fqisi on Swi
trhi ng Menhanism)
that enhances
resi57.57-i0e no
differennial attacks
or linear attacks is
realized to sLch an
extended Feistel
structure.  



507P109C [0009]
In a Feistel
structure in which
the number of lines d
im set as d = 2, for
example, as shcrom in
Fig. 3 or Fig. 4, owe
different linear
transformation
matrices 542 and Mi,
or three different
linear transformation
ratrices Mo, M2, and
M2 are provided as
matrices applied in
linear transformation
sections (P layers)
of rourd-funcrion
(Y-function sect coo
constitntirg a
Foists] structure,
whereby the DON is
realized. However, in
order to realize the
0654, it is necessary
that applied matrices
satisfy predetermined
conditions. One of
the conditions is a
constraint concerning
the above-described
nurber of branches
Branch). iD050]
In an extended
Feistel structure,
having the nurber of
date Tines d chat is
set as d: any integer
satisfying d 1 2,
before a description
of a configurption
for realizing the
0554, definitions of
respective
constituent sections
and input/output data
of the respectiva
constituent sections
of an extended
Feistel structure
used in the
description given
below will be
described with
reference to Sig. 7.
Fig. 7 is a diagram
in which only one
data line is
extracted and sbowra
from among data lines
constituting an
extended Foists"
struciure, for
example, as shown in
Fig. 6. As shown in
Fig. 7, it can be
understood that data
which is  - 54 - 



SO7P1090 input to one
data line is
subfected to
exclusive-OP 0<05)
using one or more
outputs of
F-funcLions, and
that, then, it Is
output. this is
applied to any data
line included in the
extended Feistel
structtrn. :0091]
In Fig. 7, a state is
shown, in which
outputs of a
plurality of
r-funotrons (F,ss, n
F,ms, 2,are added
using exclusive-OR
operations (500) for
one data line 15(i)].
Note that, each of d
data lines included
in the esttndod
Feistel structure is
referred to as 5(i)
(I f i f di. The
F-functions that are
input to the data
line Si) are referrad
0s F.W. 1( 7,n), 2,in
the order in which
they are input to the
data line 3;i; from
narlinr ones.
Additionally, input
data that is input to
the data line
s(idenoted by W,n),
0.       Data
obtained after an
output of an
F-function F,n), , is
subjected to
exclusive CA is
denote. by Witi,j. In
addition, input natn
that is input to the
I-function is denoted
by X,(n,
Although each :Kan),
is data that belongs
to another line other
Than the data line
s(i), herein, it is
supposed that which
line each: belongs to
does not matter.
In this case, it can
he considereO that
the extended Feistel
structure has a
configuration in
which the d do--s
lines are connected
7.0 ono another. 



307P1 090 :0092]
A configuration for
realizirg the DSM in
an extende0 Feistel
structure, i.e.,
nereinafter, a
configuration or
realizing tke CAM lr
an extended Feistpl
structure having the
following d, will be
described below A:
any integer
satisfying d k 2 The
description is mane
in the order of
section headings as
follows:        (4-2.
configuration for
Fnhancipc Resistance
to Differential
Attacks in Extended
TeisLel Structure)
(4-3. Configuration
for Enhancing
Resistance to Lioeaa
Attacks in Extended
Feistel SLrucLure)
the respective
configurations will
be sequentially
described. :0093)
(i-2. couci gurenioo
for Enhancing
Pmsistance to
Differential Attacks
in Extenaed FeisteL
Structure)
Siren, a
configuration for
enhancing resistance
to differential
attacks in an
extended Tale .el
structure will he
dcscrtbed.       As
described above,
differential attacks
arc attacks in which
keys applied in
respective round
functions are
analyzed by analyzing
'maniple pieces of
ihput data
palaintext) having a
certain difference
(AX) and pieces of
output data
(cimhettext) fo- rho
input data. The
minimum 



- 56 - 307P1090
number of
differential active
S-boxes included is a
differential path
that rssresents
connection
relationships of
differences can be
applied as an index
for evaluating
resistance to
differentia] attacks.
A differential path
Thal-Ades
differential values
in pieces of data
excluding pieces of
key data in
encryption functions.
Before/after linear
transformation
processes, the
refationships between
inpuf differences and
output differences
are determined a5
one-so-one
relationships.
Although,
before/after
non-linear
transformation
srocesses, the
relationships between
input differences and
output differences
ors not determined as
oro-tc-ono
relationships,
probabilities of
occurrence of output
differences for an
input difference are
calculated. BBle SI=
of all probabilities
for all outputs is
one. [0094)       ln
a beistel structure
having SP-type
F.-functions,
nonlinear
crensformation is
performed using only
S-boxes. In this
case, a differential
path Laving a
probability other
Bban memo represents
a set of pieces of
differential data
that are provided as
differential values
starting sin]' a
differential va-ue
for plainfext (input)
and ending with a
differential value
for ciphertext
(output), and
differnLial values.
'BLOB are provided
before/after all
5-Poxes have
probabiliLies other
than zero. ass-box
shirtincluded in a
differential path
bovine a probability
other than zero,  -
S0721290 and to whish
a differential value
that is not zero is
input is referred to
as a "differential
active S-box" The
71171mIlm number
amcna rho numbers of
active 5-boxes in all
difierential paths
raving arobabilities
other than zero is
referred to as a
"minimum number of
differential active
5- boxes", and the
value of this number
is used as a safety
index for
differential attacks.
:009.51       Marine
the minimum number of
differential active
5- boxes large leads
tin enha7c.c7cn2 of
resistance to
differential attacks.
A technique for
constructing a DSX
structure for making
the minimum number of
differc7tial acLive
5-boxes large In an
extended Feiste:
structure having the
number of data lines
d that is set to any
integer  satisfying d
2 2 will be described
below. 



[0096] A liner-
transformation na2rix
used in a F-func2ion
xi included in an
extended Feistel
structure is denoted
by [Mr). 2]. in tlYn
case, an equation
122,(5(i;) for
calculating the
nurF2er of branches,
in which 2he
Operation function of
the number of
branches: branch() is
aP1727ed, is defined
as follows: [Ecuation
2]  - 58 - S0721090
Br (s(i))=
min(Branch"ffM",),}))
:0097:        The
above-mentioned
equation is an
equaticn for
calcuiating toe
minimum vadue of the
number of branches in
an incidence matrix
[Ms (j, .1)c" j.,11
of two ilnear
Lransforma Lion
ma..rices EM5j, MzI
thatt are used in two
F-functions [FFs (11
.+1] which are
adjacent to each
ocher, and which are
intrat to any data
line s constituting
me extended Feist?!
structure [0092] 



In any data line s
(i[ constituting the
extended Feistel
structure, rj] that
corresponds to the
number of
F-functions, which
are inpu.. to the
data line sfrom the
top stage is set to
any j, and data [0:s
;:), j] on the data
line s ;1) will be
considered.
dnputioutptt data
[Wsd., j. and YRsid
sandwich input
portions of the two
F-durct ods Fr, (),
j._1 arid IFsii),
1+21, wnicn are input
to the data line at),
for the data line
)Regarding the
input/output data
[1,is11] and :Msfil,
-21 on the data :ine
s (i) , the following
case is considered.
W,td= Wciii,t+2 = [ o
on  31791000 In this
case, 



between respective
input differentia:
values [Aas, 1,11 and
LX orhil for the
F-funccions (F, and
(is, if2j adjacent to
each other from among
the r-functions,
which are input to
the data line s(i),
the following
relaciorshiT. Holds:
rEquation 3]
hw"(LYhwn(AX(s(0)
[0100]        Note
that, in the
above-mentioned
relationship, he
denotes hammine
weight, and the
Sett-hand side cd the
above-mentioned
relationship
represents tec number
of non-zero elements
in input differential
data of the
F-functions, the
3:-1111 of the
numbers of active
S-boxes. ensuring
this number to be a
large valhe Is a
condition in which
enhancement of
resistance to
differential attacks
can be expected.
Accordingly, if
07.beT conditions
other than the
condition are the
same, It is concluded
that it is preferable
that matrices in the
respective
F-functions
constituting the
extended Feistel
structure re selected
so as to make
925ds(i)) as large as
possible. 01C1]
50701090        In
extended Felstel-type
cryptography in the
prior art, a
configuration in
which one linear
transformation matrix
is utilized in linear
transformation
sections in all
F-functions is a
general
configuration.
nowever., wthen the
two linear transforma
on matrices
j] and [M," j_1] that
are used in the two
F-functions [F,,i],
j,tsf+,; adjacent to
esch other, which are
input 



to the data line
5(1), are the same
matrices, the
above-described
equation for
calculating the
7umbor of branches,
in which the
operation rum:Lion of
the number of
branches: Branch() is
applied, i.e" B,D;
S(S;), becomes two,
which is the mintrum
value. Mae an effect
of enhancement of
resistance cannot be
expected. [01321
AoThtionaily, even in
a case in which
different matrices
are used, when two
matrices are
carelessly selected,
there is a case in
which B2u(s(i))
becomes two.
D?cs(i),, which is
defined by the
above-described
equation for
calculating the
number of branches,
is rade to be a much
larger number of
branches, whereby a
localized minim=
number of
differential active
S-boxes is ensured to
be largz, an that
resistance to
differential attacks
can be enhanced.
Accordingly, for
example, matrices are
selected so as 7-0
make B2j(s(t)) equal
co Or MOrS SI-17.71
SSITSC, whereby  - 61
- 607P1090 resistance
to differential
attacks can he
enhanced. [0103]
is calculated for
each of the data
limes in the extended
hMistel 07.ructure.
The minimum value
from among the
calculaLed values is
denoted by B,u. A
method for selecting
matrices in the
F-functions se as to
make 51r equal to or
more uhan three
t.:111 be described. 



[0104]        (4-2-i.
Confignraion for
Selecting Mazrices,
Which Ts to Be Set in
il-Functions, That
Make Value of Minimum
qtr.-or of Branches
B2D Equal qo or More
Than Threw)
First, it will be
described below that
making the minimum
number of branches
[E201( which Is the
minimum number among
rhe minimum 'withers
of branches
[5...0(s(i];J
calculated for all of
zhe data lines in the
extended. Feistel
structure, equal he
or more Titan three
can be realized by
providing at least
two tyces of
matrices. [0105]
Tirsi, iwo different
matrices [Ap] and
[Al] arc prepared,
which make the number
oi branches In an
incidence matrix
[AolAil of the two
different matrices
[A0] and [Ai equal cc
Or more than three,
i.c., which satisfy
as follows
Branchn(A:A1])3
[010e._ Next, linear
hransinrr:atmoc
macrilinear  - 62 -
30701090
transformation
sections of the
pluralicy of
F-fUnCLions, which
are input to the data
Hoes(t) in the
extended -feistel
structure, are set as
follows:        hs is
set as the linear
transformation matrix
that is set in the
linear ransformation
section of the =irst
funetl on ',(02, 



A, is set as the
linear transformation
matrix that is set in
the linear
transformation
section of dhe second
FfuncLiee ifsch, 2.
A0 is sec as the
linear-
transformation ME.tri
x that 1 set in the
linear transformation
section of the third
F-function F!db 3.
In this mariner, the
two different
matrices [Raj and
[A,] are alternately
arranged in this
order from the Lou
for the piuraltsy of
,-functions, which
are input to the data
line s;i). [0107]
When the linear
transformaaion
ratrises are sat in
this manner, the
above-described
ecuation tor
calculating the
minimum value f the
=miser of branches la
the incidence matrix
154. Ii),11MsciL 1+1]
of the two linear
transformation
matrices PsiEdid a,
Ks(s), 2+11 that are
nsod in the two
r-functions1,jd]
adjacent to each
other, which are
input to any data
line', is provided as
follows:  [Equation
4] B f (s())=
rnin(BranchnaM ,(,)
Ima) 3        In
ocher words, it is
ensured than the
minimum nucber of
branches is equal to
or more than three.
[0106]       As a
matrer of course,
when the matrqpes
FAal and [Al] are
permuted, the sace
effect is brained.
Additionally, whon
the matrices arc
simiTacly set for
cacr of the data
lines s(i) in the
expended Feistel
structure, 6- Can be
made emaal to or core
Chan three simply by
using the two
matrices. [0109] 



Branchu( [AD I ad]
:n this manner, the
two different
matrices [Ac] and [AO
satisfying the
relationship given
above are prepared,
and the respective
matrices are set so
as to be alternately
arranged in the
Frtuncrians that are
input r tae
resrective daca lices
s(C) in the extended
Feastel structure,
whereby the value of
the minimum number of
branches 620 can be
made equal to Cr more
than three.
Enhancement or
resistance to
differential attacks
by using rhe
diffusion-marrir
swiaching mechanism
;DSM) can be
realized. F0110]  -
64 - SO7PL090
An exampLe in which
the two different
matrices [Ac.] and
[Al] arc app]jad has
b,ecen described
above.       Next, an
exampLe win be
described below, in
which different
matrices are
generalized using any
number k] that is
equal to or more than
two. [0111] A Iireav
transformahion
nzaezia used in an
F-function
included in an
extended Feistel
structure is denoted
byj]a In th':.e case,
an equation B2f(s,i);
for calculaving the
number of branches,
in which the
operation function of
the number of
branches: Branch() is
applied, is defined
as follows: [Equation



B f (s(I))-= m
jin(Branch"([. s M
crj1-   [0112]
The above-mentioned
equation is an
equation for
calculating the
minimum value of the
number of branches in
an Incidence matrix
[1,72,i,, lims,"
j_11-.1tIsm j+k-11 of
It linear
transformation
matrices [Hsu)?;,
1+1, jk_l] vhav are
used in It
F-functions rfes,r,
which are adjacent to
one another, and
which are input to
any data line s(i)
constituting the
extended  507p1 000
Foist&  0113]
In any data line s(];
constituting the
extended Feistel
structure, 1j] that
corresponds to the
number of
F-functions, which
are input to the data
line s(]), foot the
top stage is set to
any j, and data
riAi,n." '] on the
data line sli) will
be considered.
Input/output data
[Wan],and TA,;jj,
j+a, sandwich input
portions of the Is
F-functionsn]][Fan],
:la]] which 



are innut to the data
line s]i], for the
data Tina s(1).
Regarding the
inpualouiout, data
]Wa4],and-n] on the
data line a]i), the
following case is
considered. Wsw, -
[011,4] In this case,
between rospectiva
input differential
values InX,Th Jar]
[AX,]", in]] for the
k F-functions [FM),
rlLF",];, adjacent to
one another from
a7o-]g the
F-Tunct]ons, which
are input to the data
line s1i), the
following
relationship is
obtained: "Equation
61   - 66 - 



607P1090 [0:13]
, addHhicn, in che
above-mentioned
relationship, he
denotes namuing
weight, and the
left-hand side of the
above-mentioned
relationsho
represents the numner
DT non-zero elements
in input differential
data of the
F-functions, i.e.,
the sum of the
numbers of acejve
s-bcxes. Ensuring
this number to be a
large value is a
condition in which
enhancement of
resistance to
difforcneial actacks
can be expected.
Accordrgly, if other
conditions other than
the condiLion are the
same, in is concluded
that. in is
preferable that
matreces in the
respective
F-functions
constituting the
extended Feistel
structure be selected
so Ca to make 65L1(5
(ii)as large as
possible. [3116]
However, when even
ce-Cy one pair of
same mateice exists
in the lc linear
transformation
matrices [Msmi, ,)
3He.: that are used
in the k F-functlons
[Fsw, ji
]ek_1] adjacent tc
one another, which
are input to the data
line sji), the
wove-described
equation for
calculating the
nunber of branches,
1H which the
operation function of
the nnuLer of
branches: Branch() is
applied, .o.,
Bk2(5(i;), becomes
7WO, which is the
minimum, value. Thus,
an effect of
enhancement of
resistance cannot he
oxpeceed.  50791090 



[C117:
Addioionally, even in
a case in which
different matrices
are used as the k
linear transformation
matrices [MsCi:, J]
-'when matrices are
carelessly selected,
there is a case in
which ehn(s(l.;)
becomes two. [0118]
which Is defined by
the above-described
equation for
calculating the
number of branches,
is made to be a much
larger number of
branches, whereby a
1:call:zed minim=
number of linear
active S-boxes is
ensured to be large,
so that resistance to
di7ferential attacks
car he enhanced.
Accordingly, Tor
example, matrices are
selected so as to
rake B.,,u(s(i) )
equal to or more than
ohrec, whcrehy
resistance to
differential attacks
can be enhancea.
[0119]
Bkcis(i)) is
calculated for each
ot =le data lines in
the extended Feistel
structure. The
minimum value from
prong the calculated
values is denoted by
BD. A method for
selecting matrices in
the F-functions so as
to make e,n equal 7.0
or more than three
will he described.
(4-2-2. Configuration
'or Selesting
Matricos, Which Is no
Be Set In
F-Functicns, That
Make Value of Minimum
Number of Branches
Bkr Fora, -t or acre
Thar, Three) Tt Wi 1
be described below
that maklm', Lisa
r:I:aI:aom  SO7p1090
number of ranches
[31,5J, which is the
minimum -number among
the minimum numbers
of branches
1250(s(1))]
calculated for all of
the data lines in the
extended Feisrel
structure, eaual to
or more rban 7.hree
can he realized by
providing at least Is
types of ma_rices.
tca21_ 



First, Is ohffnrent
matrices [Ar., [Pe],
[As], are prepared,
which rake the number
of branches of an
ncidence matrix by
A1l.-1A5-11 of the Is
different matrices
1201, [All,
rn2],equa2 to or more
than three, i.e.,
which satisfy as
follows:
Branchpl,",1A11..12,:
_,,) 2 3 N1221
Next,. linear
transformation
matrices rt tne
linear transformation
sections of the
plurality of
f-functfons, which
Ore jnpun to the data
line e(i, in the
extended Felstel
struccure, are set as
follows:       Ao is
Set as the linear
transformation matrix
that is
thernsforaauich
section of the first
F- as the linear
transformation matrix
that is set in the
linear
transformatibr,
sccujo-. of the
second F-function
ccnr. 2.      At is
set as the linear
transformation matrix
that 'a set in the
linear transformation
section of the third
r-  - 69 - alitPIC/90
function Fs , 3. 



A."1 is set as the
linear transformation
matrix that is set in
the linear
transformation
section of the k-th
function        Ac is
set as the linear
transformation matrix
that is err in the
linear nansformati on
sec ion of the
k+1-7.1-, F-f unction
A, is set as the
linear transformation
111.0727:_22 that is
set in the linear
transf orma ,L,D on
section of the X-2-Ln
Funct ion FD k 2  In
this manner, the k
different matrices
[A1], [A1],
arc repeat:e:city
arranged in this
order front the top
for tne plurality of
F-iunctions, which
are input to the data
inca i) [0123] When
the Linear trans f
ormat en natrices
[A5], [A1], [A0:,
are se7 in this
manner, the aho ve
-des cilbed ecluaLicn
for ca_culating the
miflimurc, value of
the nu..Der of
branches ' n the
insid once matrix [M,
1]M,Th i+1 .-Ms (i)
of the k linear
transformation
matricesMs .1;
;+k--1: that era used
ir the k F-functions
[F, ._Fs: adjacent to
one another, which
are incuat to any
data Line s (1 , is
provided as follows :



507PLOG -.Equation 7]
B17 (s(0)=
mirt(Branch"(Pla_2
In ether wc-ds, it is
ensured that the
minimum number of
branches is equal to
or more than three.
[0124] As a matter of
course, when the
matrices [Ap], [A1],
[  Aol,. lAk_ ] are
Permuted, the some
07oct is obtained.
Additionally, whon
the matrices are
similarly set for
each of the data
Lines s 1 in the
extended hejets]
S.7. 73 =1-0 ran be
made equal to ore
than three simply by
using toe Is
matrices. [C125]
Branchn ; [A01 AiAT,.
ij ; ?       In this
manner, the Is di f f
rent Matrices [AO
[Al] r (A21[Ak_1]
satisfying the
relationship given
above are preparec,
and the respective
matrices err sot so
as to he repeatedly a
nrangod in an order
in the F-functions
that are input So :he
respective data
lines' s() in the
extended Feistel
structure, whereby
the value of the
minimum number of
branches ET,' can be
made equal to or more
than three.
Enhancenent of
resiutnnce to
differential attanks
by using rho
diffusion-matrix
s,,iitching mechanism
(DM( can be 



SDSP1090 realized.
[0126]       Note
that, regarding
selection of a value
of k, when It is ao
least equal ro or
more than two, an
effecL can be
expected. The larger
the k is, the larger
the guaranteed range.
Thus, enhancement of
resierance can he
more expected.
However, in contrast,
because the minimum
number of types of
necessary :Teti:ices
is Increased, there
is a probability that
such 1 is net
suirable for an
efficient
implementaLlan. Thus,
the value of It is a
value that should be
selected in
accordance Nita a
Elias:Lion at a
aesign stage. [0127]
[4-3. ConfiguraLlon
for Enhancing
Resistance to Linear
Attacks in Extended
Fedstel Structure]
Next, a configuration
for enhancing
resistance re linear
attacks in an
extended Feistel
structure will be
described.       As
previously descr ed,
the minlimpo number
of linearaprave
S-boxes included in
a. linear path that
represents
corm-action
relarienshlps of
linear masks
(although it is
referred to as a
"linear
approximation" in
most cases, herein, a
word "parh" is used
in order to
correspond to
difference) can be
applied as an index
for evaluaring
resistance to linear
atracks. A linear
path is a parh in
which specific linear
mask values are
designated for all  -
72 - 



SC7P1090 ipaces of
data excLuding pieces
of key data in
encryption functions.
Eefere/aiter lircar
transformation
processes, the
relationships between
input linear mask
values and outpun
linear mask values
are determined as
one-to-one
relationships.
Although,
before/after
non-linear
transformation
nrocesses, the
relationships between
input linear mask
values and output
linear mask values
are not determined as
one-no-one
relationships,
probabilities of
occurrence of output
linear masks for an
input linear mask are
calculated. The sun
of all prbabilinies
for all outputs is
one. 0128,       Tr a
heistel structure
having SP-type
F-functions,
nonlinear
transformation is
performed only in a
portion of processes
using 5-boxes.
Accordingly, in this
case, a linear path
having a probability
oche.- than zero
represents a set of
pieces of
linear-mask-value
data than are
provided as linear
values starting with
a linear value tor
plaintext ;input) anc
ending with a linear
value for ciphortext
;output), and linear
values that are
provided before/after
all 3-boxes are
linear values having
probabilities other
thur cone. An sebox
which is included in
a linear path having
a prcnability other
than zero, and to
which a linear value
that is not zero is
input is referred to
as a "linear ac Live
S-box". The minimum
number amcnq the
numbers of  307P:10K
active 3-boxes in al:
lipear paths havinp
probabilities oilier
than zero is referred
to as a "minimum
nuraer of linear
active S-boxes", and
the value of this
number is used CS a
safety index for
Linear attacks.
[0:29]
PlaIngng the mththmum
number of linear
active 5-boxes large
leads to enhancement
of resistance to
linear attacks. A
technique for
constructing a D.9-,1
structure for making
the mininum nusther
of linear active
S-coxes large in an
extended Feistel
structure having the
number of data lines
d that is sot no any
integer satisfying d
3 2 will he described
below. f01301 P.near
transformation matrix
used In a Ft:unction
n] tnniuded in an
extended Feistel
structure is denoted
by JAmnp. pl. In this
case, an equation
B25(sli)) for
calculating the
number oi branches,
In which the
operation function of
the number of
btanches: Brench()
i.e applied, is
defined as follows:
[Equation El B2L
(s(0)= min(Branchnar
M 4'4)1M 



[0131]  5072,090
calculating toe
minimum value of the
=her of branches in
an incidenco
matrixi+1] of
uransPosa matrices
Nj] and L-17f,JJ of
inverse matrices of
two respective linear
transformation
matocsji and j+11
that are used in two
F-functions [Fsr ?,
which are adjacent cc
each other, and which
are input to any data
linc 5(i)
constitucing the
extended Feistel
structure. [0132]
In any data line s(i,
constituting the
extended Feistei
structure,that
corresponds to the
number of
F-functions, which
are input on the daua
line sui.), from the
top stage is set to
any I, and, for a
certain j, the
followings are
defined: an input to
the j th F function:
Xs[s,, j       a
resuln obtained by
exslusive OR ;XOR; of
al ouuput of the j-th
F-function and data
on the data line
s(i'' W 



an input to the
j+l-th S-function:
Xsso,       linear
fras-fs for these
respective data
pieces are defined as
follows: r%":).
In this case, if at
least any one of the
linear masks is not
zero, the following
relatSonshp is
sasisficd.  507P1090
[Equatizn 9] hw "
(rx,(0",) hw(F Wsw ;)
hiv(FX5(),m)  [C.1331
In other word, the
abcve-montioned
rci.ationship is
satisfied. Tt thans
that, the larger the
value of the
left-hand side of the
above-mentioned
relationship, the
larger the localized
=doer of linear
active 2-boxes.
Accordingly, It is
concluded ahat it is
referable that
datrices be selected
so as to make,
EjLls?j)) large.
0134]
However, when the two
linear transformation
matrices [Mjci), j]
and [ Mthat are user
in the two p-
functlonsh Fai;, j+11
adjacent to each
other, which 



arc input to rho data
line all), are the
same matrices, the
above-described
equation for
calculating the
hunker of branches,
i.e., 32ifs(1)),
becomes two, which is
the 7,17'MUM value.
Thus, an effect of
eiliducemena of
resistance cannot be
exnecten. BjLlS(12)
Is made to be a much
larger of branches,
whereby a minimum
number of :inear
active S-boxes is
ensured to he large,
so that resistance to
liner attacks can be
enhanced. Thus, for
50711099 example,
matrices are selected
so as to rake
B21(s(i)) equal to or
more than three,
whereby resistance to
linear attacks can be
enhanced. T01,15)
Bl(s(i)) is
calculated for each
of the data lines In
the extended Feistel
structure. Me minimum
value from among the
calculated values is
denoted by B2T-A A
method for selecting
matrices in the
F-functions so as to
make B2, equal to cc
more than three wiTi
be described_ [a136]
(4-3-1. Configuration
for Selecting
Matrices, Which Is tc
Be Set in
F-Functions, That
Make Value of Minfms
Number H21 of
drenches Equal To or
More Than Three)
It will be described
belcw that raking Lhe
minimum number of
branches [B,-], which
is the minimum number
among the mlninum
numbers of branches
[B2I(s(i,)]
calculated for all of
the data lines in the
extended Feiste:
structure, equal to
or more 7J-.an fnror
can be realjrod by
providing at. _east
two types of
matrices. !01301 



First, two different
matrices [k] and [Al]
are preuared, which
make the number of
branches in an
incidence macix
ItAc-l-hi-11 of the
two different
matrices J",,,] and.
FP,11 equal to or
more than three,
i.e., which satisfy
as follows:
5rancht:rA.0-1 IIt 3
SC7F1090 [0138]
Next, linear
transformation
matrices of the
linear trans
formation sections of
the plutsli sy of
F-functions, which
are input to the data
line s (i) in the
extended Feiste7
structure, are set as
follows:     1,0 is
set as the linear
transtormation matrix
that is set in the
linear trans
formation sonti on of
the first function
F.m 1-       A- is
set as the linear
transformation matrix
that is set in the 1M
near trans f ormation
section of the second
F-function Fsm 2.
leo I :7 set Co she I
imear transformation
matrix that is set in
the linear
transformation
section of the third
F-function        In
this manner, the two
different men-Hors
[Ac] and [Al] are
alternately arranced
10 11:13 order from
the top for the
plurality of
F-functions, which
are input to the data
line s (1 ) N1391
When the linear
trsnsThrmetion
matrices are set in
this manner, the
above-sesyribed
equation for
calculating the
minimum value of rte
number of branches in
the incidence  



307P1090 respective
linear transformation
matrices [K, '-p :1
and [1.1,(,),
that ore used in the
two F-functions :F.
adjacent to each
other, which are
input to any data
line s(i), is
provided as follows:
flquaLion 101 (s(i))=
min(Branch,(IA
)J11ADW3        In
ocher words, it Is
ensured that the
minimum number of
qrancnes is equal to
or more than three.
f01401        As a
matter of course,
when the matrices
[An] and [A1] are
permuted, the sane
effect is obtained.
Ldaitionally, when
the matrices are
similarly set for
each of the data
lines s(:) in the
extended Felstel
structure, B50 can he
made ecual to or more
than three siqnly by
using the two
matrices. [0141]
Branch, [tA0-' I ill3
In this manner, the
two different
matrices [A0] and
[Al] satisfying the
relationship given
above are prepared,
and the respective
matrices are set so
as to be aLterhatelv
arranged in the
F-funcuions chat are
input to she
respective data lines
s(i) in the extended
Feistel structure,
wherezy the value of
the minimum numbc,r
of bra7ches 3,0 can
be made  SO7P1090 



equa_ to or more than
three. Enhancement of
roe stance to linear
attacks by using the
dttfustot-ratrix
switching mechanism
(DS) can be realizod.
[0142]        15.
Configuration ir
Which 113M Ls
Utilized far Extended
Feistel Structure
Having Specific TOrM7
Az described above,
the CSM technology is
applied in tne
extended Feistel
structures having tMc
nunber of data lines
d that is set to any
integer satisfying d
2, whereby resistance
to differential
attmcks or linear
attacks can be
enhanced. Specific
extended Feistel
structures in whlidr
a safety index fon
diffe-nrtial attacks
or linear attacks can
be ensured at a nigh
levej: will be
described below.
19143:      As
previously described
with reference to
Figs. 5 and 6, the
extended Meistel
structures having the
number of oats lines
d that is Set to any
integer satisfying d
M 2 have various
configurations, such
as a configunarion in
which inputs iron
various other data
Tinos can be provided
as inputs to one data
line, and a
configuration in
which a plurality of
F-functdons can be
nerformed in parallel
in one round. The
extended Fetstel
structures sill be
largely classified
into two types in
type 1 and a type 2),
and a specific
extended sale rd
s_ructure in which c
scn-eny index for
differential attacks
or linear attacks can
be ensured at  a
nigh. level will be
described beloweach
type. FO1A4] (5-1.
Application of D8M to
hxrended Feiste_
Structure of Type 1)
First application of
the ESN to an
extended reiste_
structure of a type I
will be described
with reference to
Fig. 6. It is
supposed that the
esters:led Feistel
structure of 



the avise 1 has the
following pararaters.
Parameters: (a) The
numr(er of divisions
for a risco of data:
d here d is ecual to
or more than three)
(b) The lengtn of a
piece of
input/out:art data:
darn bits (c) The
length of pieces of
divided data: mn bias
(d) The numSper of
Fs-functions per
round: I [C145]
As shown in Fig. 8,
an F-funotIon is
applied to mn-bit
data on a data line
prov2dcd on the left
end shown in Pig. 0
in each round, ant
the process result of
the (-function is
ounput to an
Cniediately adjacent
data line and
subjected to
exclusive-e. Note
tnat the operators of
exclusive-0F. are
or:listed in Fig. 8.
(0146] Ac shown in
Fig. 6, a
configuration is
providein  



S0721099 which the
data lire provided on
the left end is used
to perform data input
fur the F-functions
in each round, and in
which the data line
provided on the Left
end is moved to the
right end and the
other dace lines
other than the data
line arc shifted to
the left by one in
the next roun_ I01471
A configuration for
enhancing resistance
to differential
attacks and linear
attacks by applying
the DSM to the
extended Feiseel
structure in which
one F-function is
performed in each
round in ohis manner
will be described.
L0148)       In (4-2.
Configuration for
Enhancing Resistance
to Differential
Attacks in Exuended
Feistel Structure)
that has been
previously described,
it has been descrihed
that B2D(sEL;) is
calculated for each
data line in an
extended Peistel
structure, that the
minimum value acne
the calculated valnds
is defined as 52E,
and that matrices in
F-functions are
selected so as to
make 82F equal to or
more than throe,
whereby resistance to
differential attacks
can be enhanced.
Furthermore, in (4-3.
Configuration for
Enhancing Resistance
Lu Linear Attacks in
Extended Feistei
Structure that has
been previously
described, it has
heen described that
B2-As(1)) is
calculated for each
data _ine in an
extended Feistel
structure, that the
minimum value among
the  SD7P-090
calculated values is
defined as B21, and
that natrices in
F-functions are
selected so as to
make B21' equal to or
more than three,
whereby resistance to
linear attacks can bn
enhanced. [0149] In
addition to 320 and
32L, Dirthermo 



the minimum number of
branches among the
number of branches in
linear transformation
matrices in
F-functions included
in the extended
Feistel structure of
the type I as shown
in Fig. B is &motor:
by By'. i0150]
:n this case, when
the number of
differential active
S-boxes included In p
continuous rounds in
the extended Eeistel
structure of the type
1 as shown in Fig. 8
is denoted by Acts
(p) and the number of
lineal active 5-boxes
is denoted by
ActL(p), the
following
relationships exist:
RctD(3d;32 RctL(3d)
S282,, In Ohs
above-mertioncd
relatinnships,
ActC(3d) denotes the
number of
differential active
Biboxes included in
3d continuous rounds,
and       Acc1(3d)
denotes the number of
linear active S-bcxes
included in 3d
continuous rounds.
Front that these
relationships hold
will he described
below.  - SO7Pl 090
[alai] 



As described above,
by utilizing matrices
that make Hi, B2u,
and 39,-. Large, the
number of active
S-boxes can be
ensured to be large,
and, consequently,
resistance to
differential attacks
sod linear attacks
can be enhanced
Note that it is known
that a aheoreaical
maximum value of B-",
B20, or R2lm + 1.
N152] Regarding the
above-mentioned
relationships, . e .
, ActD(3d) R B1 +
R2,, and ActM(3d) B
2320,       the
minimum Tnimber of
branches 370 cr B21,
which has bE:',71
previously described,
Is included in :he
right-hand sides of
the rel etionships.
Baking the minimum
numbers of branches
large contributes to
ensuring the numoer
of active S-boxes to
he large, and is
effective in
enhancing resistance
to differential
attacks and linear
attacks. Accordingly,
in the configuration
of the oxtended
Fei.stel structure of
the type 1 as shown
in Fig. 8, a
configuration in
which the minimum
number of branches
820 or 5*,has seen
previously described,
is nade equal uo or
more than three is
effective, and, with
the configuration,
resistance to
differential attnens
and linear attacks
can be ensured at a
level higher than
_hat in rho pri or
art, 01531  537P:090
(5-2, Application of
DIM to Extended
Fo)stni Structure of
Tyne 2)       Next,
app .aation of the
ESM to an extpnded
Feistep structure of
a type 2 will be
described with
reference to Fig. 9. 



It is supposed that
the extended Fefst.1
spruce of the type 2
has the c-lowing
parameters.
Parameters:
(a) rho number of
divisions for a piece
of data: d {where d
is an even nurber
equal to or more than
four; (la) The length
of a piece of
input/output dans:
duo bits         (c)
The length ot pieces
of divided data: mn
hi         (d) The
number of ,-functions
per round: d12 [0134]
in Fig. 9,
If-functions are
applied to mn-blt
data lines provided
as odd-inrnbered data
lines from the left
art n each round, and
the Process results
of the Ftuhccions are
output to imrediapely
adjacent dope lines
and subjected to
exclusive-OR. Note
that the operators of
exclusive-OR are
omitted ,n Pig. 9.
[0155]      as shown
in Fig. 9, a
configuration Ps
provided, in which
the pate line
provided on the left
and ip used to
perform data input
for the F-functions
in each round, and in
- 85 - 



SC7P109C which the
data line provided on
the left end is moved
to the right end and
the other data TaMOS
other than the data
line are shifted to
the left by one in
the next round.
[0_56] A
configuration for
enhancing resistance
to differential
attacks and linear
attacks by applying
the DSM to Ehe
exEended Feist&
structure in which
d/2 F-function5 are
performed in each
round in this manner
will be described.
[01.57]        In
;4-2. Configuration
for Enhancing
Resistance to
Differential Attacks
in Extended Feistel
Structure) that has
been previously
described, i_ has
been described thaE
820]s(i)) is
calculated for each
data lade in an
extended Feistel
structure, that the
minimum value an- the
calculated values is
defined as B2r, and
that matrices in
Functions are
soldcted en as tc
make B2c equal to or
rork than three,
whereby resistance to
differentia- attacks
can be enhanced.
Further=k-e, ira
(4-3. Configuration
for Enhancing
Resistance to Linear
Attacks in Extended
Feistel Structure)
that has been
previously described,
it has been described
that B21(s(i)) is
calculated for each
data line in an
extended Feistel
structure, that the
minim= value among
mhc calculated values
i3 defined as EL.'',
and that matrices in
FfukcTions are
selected at as to
maks 321, quo] tr or
more  SOBPI090 than
three, whereby
resistance to linear
attacks can be
enhanced. [0158i In
addition to B.,c' and
32L, furthermore,
the minim= number of
branches among the
number of branches in
linear trarsformatnoz
matrices in
F-functions ihcluded
in the extended
Feistel znrunture of
the type 2 as showu
in Fig. 9 is denoted
by BIT'. 



:0159]       7n this
case, when the number
of differenzial
active 5- boxes
included in p
coonlflUCllS rounds
in the extended
Feist& structure of
the type 2 as shown
in Fig. 9 is denoted
by Asi,Cp and The
number of linear
active S-boxes is
denoted by ActL(s),
the following
relationships exist:
ActD(6}n B Actil,(6)
k 282i In uhe
absvc-mentioned
reintionsnips,
ActEd6) denotes the
numlasr of
differentia_ active
boxes included in six
continuous rounds,
and Act1(6) denotes
the number of linear
active S-boxes in::
led in six continuous
rounds.       Proof
that these
relationships hold
wiil be described
below. [0160: 



As described above,
by utilizing motrices
that make DID,
S0701090 B20, and
32,, large, the
number of active
S-boxes can be
ensured to be large,
and, consequently,
resisLance _o
differential attacks
and linear attacks
can be enhanced.
Note that IL Is known
that a theoretical
maximum value of Bin,
B2n, or 32. is m + 1.
10161: Regarding the
aboverrentionec
relationships, i.e.,
ActD(6) IBap + B20
and ActL(6) 2 2021,
the minimom number of
branches 82n Ofwhich
has been previously
described, is
included in the
eight-hand sides of
the relationships.
Making the minim=
numbers of branches
large contributes to
ensuring the number
of active 5-boxes to
be large, and is
effective in
enhancing resstance
70 differortiel
attacks and linear
attacks. Accordingly,
in the configuration
of the extended
Feistel structure of
the t1,1+,e 2 as
shown in rig. 9, a
configuration in
which the minim=
number of branches
Etc or B2-, which has
been previously
described, is made
ecual to or more than
three is effcetive,
and, with the
configuratioe,
resistance to
differential attacks
and linear attacks
can be ensured at a
level higher than
that in the prior
art. [0162 [.iroof of
Relacionships Betwsee
Numbers of Active S- 



SUTPIDX0 Numbers of
Branches Based on
Linear Trensf emotion
Matrices in
F-Functions]
Next, the proof of
relationships between
the numbers of active
2-boxes and the
minimum numbers of
branches Cesed on ]
jnear transformation
matrnzes in
F-Bunctions, which
have been described
in the section
headings           1.
Application of nsm to
Extended Feiseel
SZruzrure of Typo 1)
and        (Z-2.
Application of DSM to
Extended Fe1s2e1
Structure of Type 2),
which are given
above, will be
described. [ELES:
(4-1. Proof of
Relationships between
Numbers of Active
2-Boxes in Extended
Feistel Structure of
Type 1 and Minimum
Numbers of Branches
Based on Linear
Transfermntion
Matrices in
F-Functions) First,
the proot or
relationships between
f active aelesxce in
the extended Feistel
structure of the  ype
1, which has been
previously described
with reference to
Fig. [3, ard the
minimum numbers of
branches bused on
linear
eransfsmiaaLion
matrices ilr
F-functions will be
described. [ M 64 ] 



In other words, in a
case in which the
number of
differential active
S-boxes included in c
continuovs rounds  -
89 - 5019:090 ic the
extended Fe___I
structure of the type
1 is denoted by
ActD(p), and in which
the number of linear
active S-boxes is
denoted by ActL(p;,
the following
relationships exist:
ActDA2d) L' 31DC2D
ActL(Tsd) A 2321
FcAof that these
relationships hold
will be described
below. 016-5] When
the configuration of
the extended Foistc7
structure of the typo
1, which has been
previously described
with reference to
Fig. 8, is shown in
another form, it can
be shown as a
configuration show::
in Fig. LA. Although
the configuration is
shown in Fig. 8 in
such a manner that
respective data lines
arc cermuued on a
reand-by-romid basis
so that a data line
which is used to
perforn input to an
F-function is placed
on the left_ end,
permutaAion of the
data lines on a
round-hy-round basis
is not performed in
Fig. 10, and each of
the data lines is
shown as me line. In
Fig. 12, rounds 1 to
Gd arc shown.
Although d ro.,Ards
(rounds 1 to d, dfl
to Ad,5d+1 us 6d) are
shown in such a
manner that 



they are arranged ir
ore horizontal line,
these rounds are not
per format in
parallel, and the
respective rounds,
for example, the
rounds I to d, are
sequentially
perforated. [ClOG]
Additionally,
although exclusive-DR
(3031 oporctAons
SO7P1092 tnaa are
performed at
interscctions of
outputs of
F-functions, and the
respective data lines
are omitted in Fig.
10, the exclusive-OR
(X0R) operations are
performed at :he
intersections of
outputs of
F-functions and the
respective data
lines, and the
results are crovided
Ca inputs no
F-functions of the
next round. [0167]
In the configuration
of the extended
Feisuel sCructure of
the type 1, it will
be proved that the
following
relationships, which
have been previously
doecribed in ;5-1,
Application of 0318
to Extended Feistel
Structure of Type 1),
hold: ActD13d) ?
8.18020 nctL(3d)
P2B2,  In the
relacionshir
ActD(3d( and AcuL(3d)
denote the number of
diffe-ertial active
5-boxes and the
number of linear
active S-boxes,
respective]y,
included in 3d
continuous rounds in
the ex...ended
Feistel structure of
the Mge 1, which is
shown Fig. 8 or Fig.
10.        Bi denotes
the minimum number of
branches among the
number of branches in
the linear
iransfcrmation
matrices in the
F-fun8Lions included
in the extended
Feistel str-ictuce or
the type 1. 



02E end R21 denote
the riLinimunt number
of trenches in an  -
91 - 50721090
incidences matrix of
linear transformation
mac.rienn, and the
minim= number of
branches in an
incidence manrix of
transposed matrices
of inverse matrices
of the linear
transformation
matrices,
respectively, whirr,
have been previously
described in (4-2)
and (4-2), n
continuous
F-functions that are
input to one data
line Included in Cr
extended Feisnel
suructure. [0168] '
94), B20, and BL arc
defined as follows:
Equation ill =
min(Branch"(M ,)) B =
min(Brancka M ,1 M
])) =
miin(Branck(rM,71'
MILD) [0169]
Note that, in the
above-mentioned
definitions,
following
relationship holds: 



Fkce2u
Additionally,number
of dif'srential
active 5-boxes
Included in the k-th
F-function in the
extended Feastel  -
92 - SO7P1090 is
denoted by P" and toe
nurber si linear
active S-boxes is
denoted by It [01701
(Proof 1 Proof of
ActD;3d) D Elf - 32:)
First, it will be
proved that ActD(36)
D RID + B2L holds.
in other words, it
will be proved that
the number of
differential active
S-boxes included in
3d continuous rounds
in the extended
Feistel structure of
the type 1, which is
shown In Fig. B or
tic. 10, is equal to
or more than Bjc Byc.
(0171) 



A case is considered,
in which a difference
(AX) obtained using
an input that is not
zero is provided In
-he extended Ceisyel
structure of the type
1. ln this rase, the
extended Feistel
structure of toe type
1 has the fcalcwing
Tour characteristics:
(Characteristic L) A
differential active
Spbox that is 70U
zero exists in at
least one round from
among c continuous
rounds.
;Characteristic 2) If
CyC holds, D= Dv + 1
holds.
(Characiferisuic 3;
If D., a 0 holds,+-+
1 k 910 holds.
(Characteristic 4; If
D, + Cypd = 0 holds,
Dk_d+1 + Et + D,"d Y
051011 St B2D holds.
[0flrf  SUVP100 By
iilizing theor
charactetics given
above, it will be
proved that hcrD;3d)
P Rh' - 



holds, i.e.,       it
will be proved that
"the number ot
differential active
S-boxes included in
3d continuous rounds
is equal to or more
than 32 [0173- It is
supposed that toe
241-th tu Lhe
1+3d-ounds are
targets rounds. Case
1: a case is
supposed, in which an
active S-box that is
not zero exists gn
the i+d+2-tn to
ii2d-l-th founds.
When it is supposed
hhat a round in which
an active 5- box that
is not zero exists is
the k-tn round, it is
indica2ed that DyC
holds [121741 Case
1-1: 17 adch 7,1 on
to Case 1, whenw 0
holds, the
-22Liowings hold: in
accordance with
Characteristic 3, 02
+ D"-, + D,_ in
accordance with
Characteristicppp, 



Dk_DB2D       Thus,
the following is
obtained: [Equal:12h
121  - 94 307P1090
1:Dj An i-Af ;4+1
[01751 Case
1-2addition to Case ]
when gic+1 ;=0 holds,
the followings held:
in accordsscr. with
Characteristic 3, Dc_
- 3511  S in
accordance with
Characteristic I,D,+
Dv+a + E2r 



Thus, the following
is obtained:
[Equation 13] i+3d D
Bin j-i+1 [0176]
Case 1-3: in addiuici
to Case 1, when r51 -
It and 0, 0 hold, the
followings hold: in
accordance with
Csaracueriscie 2,
o5=C50# in accordance
with Characteristic
3, 050,,Ck_ 2 510 in
acooreance with Mara.
300121090 



a B,4       Because
Dk 1 = 0 holds, the
followin0 is
obtained: [Donation
14] ?-kld 1=1 I Di
2.Bin [C177]
Case 2: a case is
supposed, in WiliCh
no active 3-box that
is not zero exists in
the i-d+2 to ic2d-1
rounds.       'n
accordance with
Characteristic 1,
Pi+d+ * 0 or 3i+2d 0
holds ca 7 B ] Case
2-1: when Diud0 holds
although Did",w 0
holds Lhe followings
hold: in accordance
with Characteristic
2, Diadi = Di 22,a, =
C in accordance: with
Characteristic
3,pi-c1-120_12 :C Bin



ir eccordence with
characteristic 3,
Dr+2.d22 - Dil 2dDi=
Bis Bet use pi+d+20
holds, the following
is obtained:
1Eousaion 151
30751090 I 01791 Case
2-2: when 0i+250
holds although D,d =
0 holds, the
followings hold:
accordance with
Characteristic 2, C2
= Di+d in accordance
with Characteristic
3, D;" - D1+0,0 -F
0+1 23,D in
accordance with
Characteristic 3,
CL+26 ++ Because D;"0
holds, the following
is obtained:
flquation 16 



[01801 Case 2-2, when
Di+dc it- 0 and0
hold, the followings
hold: in accordance
with Characteristic
2, Di., In accoraance
with Characteristic
3, Cj+.," " B2-1
:bus, toe olio;is
cocci Equation 17]  -
97 - 8071)1099  



10181]   When Case 1
and Case 2 given
shover cc cones sod,
it proved that ohs
following olds
jEquation 18J ,+3c1
ED;Bit) j=84 In other
words, the following
holds: ActDf3d) 8 817
+        It haE been
proved _hat the
number of
differential active
S-boxes included in
3d continuous rounds
in the extended
Feistel structure of
the type 1, which is
shown ir Fic. 8 or
Fig. 10, is equal no
or more than 312B
[0182] (Proof 2.
Proof of Act78(3d) 3
2B2L; Next, it will
be proved thee
N8tT,C3d; N 282L
holds.        In
other words, It will
be proved that the
nuroer cz linear
active s-boxes
included in 3d
continuous rounds ir
the extended Scistel
structure of the type
1, which is shown 



- 98 - CO7P1C90 in
Fig. 8 or Fig 1C, is
equal to or more than
2B2e. Note that, as
described above, B26
is defined as
fellows: :Equation
191 13; =
min(Branchn(r. 1 /I
:IN 111))
AdditionalNumber of
li eOxes included in
the k-th F-function
is denoted by Lk
[01831       When a
linear mask obtainer
using an input that
is net zero is
provided in the
extended Ferstel
structure of- the
type 1, the extended
Feistel structure of
the typo 1 has the
following two
chsraczesisties:
(Characteristic 5) A
finear aCLive 5-box
that is not zero
exists in ct least
one round from az.ong
d continucus rounds.
(Characteristic 6) Lk
- Lk j 1 1,5"02,. or
L, L, = 0 holds. Note
that, whet, It - Lkk,
+ L.10dd. 326 hoeds,
two or more terms
included in the
lefL-hand sido hr not
become simultaneously
zero. 



By utilizing the two
charactergiven above,
it will be proved
that ActL(3d) 1 2B2L,
50791090 holds, i.e.,
it will he proved
That "the number o=
linear active 3-
boxes included in 3d
continuous rounds is
equal to or more than
2132,i".       it is
supposed that the
i+l-th to the i+3d-th
rounds sra targets
rounds.      Case 1:
a case is supposed,
in which an active
S-box that is not
zero exists in the
i+d+1-th to i+1ii-711
rounds.      linen it
is supposed than a
round in which an
active box that is
not zero exists is
the 3-th round, it Is
indicated that 1,0
holds. [0185] Case
1-1: in addition to
Case 1, hthen Lkkd a
0-ora 0 holds, the
followings hold: 



in accordance with
Cl:arac Leristic a,
Lk+ T1,ld P B21 in
accordance with
Characstdc 6,+
Lk_.,32 Thus, the
following is
obtained: [Ecuation
23] i+3d L, 28  507 P
if go [2186]
Case 1-2: i addition
to Case 1, when Lk" -
0 and 0 hold, the
followings hold: in
acscrdance with
Characteristic 6,= 



in accordance with
Characteristic 6, i+
++ cordance with
Characteristic 6,
L.,"" + Lk+L'_d+2 B2L
[C1671      In this
case, if d S 4 holds,
the following is
obtained. [Equation
213 L 2B," 1-1+1
[013'81 If d - 3
holds, it has
alreadyown that 1" =
0 holds alihough +_-+
is duplicated. Thus,
similarly, the
following is
obtained: [Equation
22] 2+3d 



E L 2B  - 101 -
507P1090 Cast 2: a
case is supposed, in
which an active 6-cox
that Is no zero does
trot exist in che
isd+2-th to i-2d-l-th
rounds. The
followings hold: in
accordance wich
Characueristx 0 in
accordance with
Characteristic 6, in
accccdance with
Characteristic 6,
--i, 12511 in
accordance with
Characteristic 6,+
-.2 621 1319C: 



In this case, if d 2
4 holds, the
following istained.
Equation 231 EL,
[D191:         If d
-3 holds, it has
already bear :mown
that holds although L
,5 is duplicated.
Thus, samilarTh the
following i3
obtained: [Equation
241 ,2.8:"`  - 102 -
30721090 [0192] When
Case 1 and Cass 2
given aboveurmarized,
it is proved that Lhe
following holds: 



[equation 25] 2B; In
other words, tha
following holds:
ActLTSO) 9252f,
:t has been proved
that the number of
linear action 3-boxes
included in 3d
continuous rounds in
the extendeg Feistel
structure of the type
1, which is shown in
via. B or Fig. 10, is
equal to or more than
[Olddi        (6-2,
Proof of
Relationships be
Lween Numbers of
Active S-Boxes in
Extended Feistel
Structure of Type 2
and Minimum Numbers
of Branches Based on
5.incar
Transformation
Macvices in
5-Funccions)
Next, the proof of
relationships between
tho numbers of active
5-boxes in the
extended feistel
structure of the type
2, which has been
described with
reference to BSc. 9,
and the minimum
numbers of branches
based on linear
transformation
matrices in
F-functions will be
described. [0194]  -
103 - 51701090
In other words, in a
case in which the
number of
differential active
5-boxes included in p
continuous rounds in
the extended Feistel
suructurs of tho type
2 is denoted by
AotD(p;, and in which
the nullifier ot
linear active S-boxes
is denoued by
AcUT,bud, the
following
relationships exist:
ActD(E) 5 E.,D 



ActL(6)2E2-       I:
will be proved that
these elationshics
hold. [0195] When the
conigurauion of the
extended Feistel
strucudre of ode type
2, whIch has been
or-evict:sly
describud with
refsrence to Fig. 9,
is shown in another
form, it can be shown
as a configuration
shown in Fig. 11.
Although thc
configuration is
shown in Fig. 9 in
such a manner that
respective daLa lines
are peramted on a
ruund-hy-round basis,
cormuration of the
data lines is not
performed in Fig. 21,
and each of the data
lines is shown as onc
1Cne. In Fig. 11,
rounds 1 to 12 are
shown. Futunotions In
tvcd founds (1 no 2,
3 no 4, -.) arc showr
in such a manner that
they are arranged in
one hordzontal line.
For example, Fr, 0,
Fr, 2, and Fr, ad
selected from rang
F-functions Fl, U to
51, d-1 that are
shown in a horizontal
line for the rounds :
to 2 shown in Fig.
11, which are
every-other-selected
Fulunctions (ouLpu..
arrows are directed
upward), are
Psuformed in the
first round in
parallel. :n tne next
second round, _he
remaining 0-, it F1,
d,, and F1, _which
are every-other-
selected F-functions
(ougpte ar=ws are
directed downward) ,
are performed i r
parallel. [0196] in
Fl g. 11, numbers
used to identifyof
the functions are are
newly introduced in
order 70 easidy
understand the proof,
and a position of the
F-1 uncnior s
determined using one
two numbers.
That is, i of Fv,
deno Les a r'ound
rug:ger (1 - g and 2
rounds, 2 = 3 and 4
rounds h , and y
denotes - of a- F - 



f unction in two
rounds. Note that,
when j is an even
number, which es Ch
2, or 4, the
F-function is
provided for a
preceding round, and
that, whet j in an
odd number, which is
1, 3, Or 11., the F-f
unction is provided
for the following:
round. Cote that,
when a liinear
transformation matrix
inch uded in the F-f
unction Fi, is
referred TO as [Mt
31. [0.197)      In
the configuraglon of
tne extended Feistel
structure of the type
2, 17 will be proved
that the fohlowirg
relationshies, which
have beer previously
described in (5-2,
Application of DSM to
extended Teistel
Strt=ure of Type 2) ,
hold: ACT ( 6) 2Bin
Acre: (6) P 2B,L In
tne relationships,  -
105 - 50791090
ActD(6; and ActL(6)
denote the number of
differential active
S-boxes and the
number of linear
active S-boxes,
respectively,
included in six
continuous rounds in
the extended Feistel
structure of the type
2, which is shown 9
or Fig. Si.      31'
denotes the minimum
number of branches
among the number sf
branches in the
linear Jransformaticn
maurices in the
F-functions included
in the extended
Feistel structure of
the type 2.      E.2,
and B denote the
minimum number of
branches in an
incidences matrix of
linear transformation
matrzes, and the
ninitrulu number of
branches in an
incidence matrix ot
mransposed matrices
of inverse matrices
of the linear
transformation
=uric:es,
respecuively, whim n
have been previously
described in (4-2)
and 4-3), in
continuous
F-functions that are
input Lc one data
line includec in an -
extended Feistei
structure. 



[0196] 32D, and B2L
are defined
asfollows: [Equation
26] B,D =
in(Branch(M,,)) ,B2D
= min(Branch,,(P ,,;
- 106 - 507P1090 =
min(BranchVICI'M74))
[0199]      Note
that, in the
woove-rtentioned
definitions, the
following
relationship holds:
B,D B B70
Additionally, the
number of active
S-boxes included in
is donated by Dr, g.
Note that, in the
following
description, when a
portion denoted oy
the subscript q has a
negative value or a
value equal to or
Illo`o than d, a ros
due opera Lion (a_
mode d) is performed
using d, thereby 



correcting the
portion so that C a
g< d always holds.
[0200j (Proof 3.
Proof of Acto(6 B
B:r52E) First, it
will be proved that
AotD;6)B,,,c holds.
In otter words, it
will be proved that
the number of
differential active
S-boxes included in
six continuous rounds
in the extended
Feistel structure of
the type 2, which is
shown in Fig. 9 or
Ni.g. 11, is eons] ts
or more than 90 -
:0201] T, case is
considered, in which
a difference obtained
usNng an input that
is not zero is
provided in the
sxtendea Feistel
structure of the
..ype 2. In this
case, the  - 107 - 



00721090 extended
Feistel structure of
the type 2 has the
idliowing four
characteristics:
(Characterist)c 1) A
differential active
S-box that is not
zero exists in Fp, c=
I, q E (9, -d-- ))
for a certain
(Characteristic 2) If
pp ,=- 0 holds, 00_1,
q_1 e Ep, g holds
(where q is an even
umber), and g =
Dgg4holds (where q is
an odd number) .
(Characteristic 3) If
02,=6 acids,  5"o2
1310 holds (where q
is a even number) ,
and g + 30,- Do_i,
q."2 BID holds (where
q is an 



odd -umber).
(Characteristic 4) If
0,, g + D,,L 0 holds,
q , ppga gCp 1, cg,
1+1holds q Is
annumber; , and pg,
gppg, gCp, gg 522
holds (where ca is an
ndd number) . N2321
Hiy utilizing the
four characteristics
given above, it will
be proved that
2..ot13(6) 23,D +
820, holds, i.e., it
will be .c,i-oved
that "the total
number nf  - 109 - SC
701090 



differential astS vo
S-boxes innlim Sri
cornS nuous F-
unctLons Fe, c
satisfying p e (Li
i4.-_, 1+2) , q a (0,
1, .-C1- 1 for any
integer i that is
equal to or more than
one is equal to or
more than Dip + [02
Cs3:       It is
supposed that, when
an element then is
non zero is
arbitrarily se_ acted
from among D= i I 1,
q a 10, -7_ satisfies
01, k # 0 . IS is
indicated in
accordance with the
above-mentioned (Char
acteriss,ic 1) uhaL
it always exists.
TC2041 Case 1: when
DJ, k_ = 0 holds, the
followings hold: in
accordance with
Characteristic 3, E),
kDie, kik i D._
kid011 ;where x is an
number) 0( k0, k ik
1- Ej11, "El" (where
k is an ode. number )
In accordance wi Lh
Character's Lip 4, 



Ds kk,Dk_kd- 01",k Bs
(where k is pi I 1,
-s-1j -x DsF= 02-)
(where k is an odd
number ) Thus, the
following olds :
:Ecus t on]  507P1090
,-2 Dpq >_ B,D + Bin
p-i (0205] Case 2:
when Di,e 0 holds,
Lhe followings hold:
in ascordance with
Characteristic 3, 



"2Df,+ 01,2, 12l0
(whore k is an even
number) DJ-1)!
-1,k+2j, k-3(where k
is en oda number) in
accordance with
Characteristic 4, LI,
kDJ +1. k3j-1 k+1D+kl
13-n ;where if_ is an
even numfaer) D1-1.
kkDf1-1, kt 1DillIB20
;where k is an odd
number)       Thus,
the followingholds:
[Equation 25] 42 -I
LI  



5=1 q=0 [020bi Case 3
whenk_andhold, the
isliowinys old:
SD7P1090        in
accordance with
characteristic
2because Dks, =
holds,       = D3, k
5, 0 (where k is an
even number) = D5 0
(where k is an odd
number) in accordance
with Charactertstio
Cf, Dj_k. tkk + D- k1
S Hap ;where K is en
even k BID ;where 1
is an odd nostoe 



furTher in accordance
with CharacterIstic
3, + m-c+iD:+:Blis
(where k is an even
nukraser ID (where 1
is an odd 11_ Taos,
because D0 hs:ds, the
following .aids:
[EsTuat' on 29 1+2
d-I -- > BD + B,D
q={1 (0277 Tanen the
gases given above are
Irsmar serihe 



followSna is
.aro-sed.: (Equation
301  SC7P1090 .1+2
3-1 D p,q 13,D B19 ri
9=0 In other words,
the following holds:
act0(6; 2+ R20
It has been proved
that the number of
differential active
S-boxes included in
six continuous rounds
Ma the extended
Feistel structure of
the type 2, which is
snown in Fig. 9 or
Fig. 11, is equal to
or more than 310
B2D. [0208] ;Proof 0.
Proof of Actk;6;
22B2a) Next, it will
be proved. that
ActL(6) 2 2321,
holds. 



In other words, it
will cc proved that
the number of linear
active E-boxes
included in six
consinuous rounds in
We extended Eeistel
structure of the type
2, which is shown in
Fig. 9 or Fig. al, is
equal no or more than
2e20.       Note
that, as described
above, B;a is defined
as follows: [Equation
3-: =
min(Branch5(11111,,1r
1111)
Additionally, the
number of Linear
active -boxes
included in the Fp,
q-th F-function is
denoted by 1,," q.  -
112 - 307P1090 [02091
When a linear mask
obtained using an
input chat is not
zero is provided in
the extended Feiztel
structure of the zyce
2, the ekkended
Feistbe suructure of
the type 2 has the
following two
characteristics:
(Charazterist)c 5) A
differential active
S-box uhau is not
zero exists in 7,,(p
a1, q e i0, ...c1-11)
for a certain
(Characteristic 6) .H
L)", klb, -") b BkL
Srk -k += 0 



holds (where k is an
oven number), and
H+1, a + Li,"521i or
Li, k + ij_i,-+1 =
holds (where k is an
odd number). [0210]
Nate chat, when a
relationship is
represented in a form
La + to + Lc b B21,
tic: or more terra
included in the
left-hand side do not
become simultaneously
kern.         By
utilizing the twe
nharantrisrics given
above, it wil he
nroved that AbLle(6)
= 2521, holds, i.e.,
St will be proved
thnt "the number ib
linear arrive 6-
boxes included in ad
F-funnLicns 66, 5
ertisfyini p e Ii,
i+1, i+2I, roe (Cc 1,
_del) for any
integerl Lhat is
equal to or more tnan
one is canal to nr
more than 2BYik  -
113 - 507P1090 



[0211] IL is supposed
that, when an element
that is not zero is
arbitrarily selected
from amongq (p - i +
1, 4 a Y.), IL
satisfies Li, k0. ft
is indicated in
accordance with
characteristic T
that. su5B5 tj,
always exi at e.
[0212] The followings
ho"; In accordance
with Characteristic
E, 15.1, 5 4kE42.,
(where k is n even
niBmber k + Li,"-F
1,52,L(where k is an
odd 22:mber) 



(02131 Case 1: who,C
holds, the followings
hold: In accoroance
with Characteristic
L5,+5 :L% 132L where
k Is an even number
15+ 1552, k :2 B2-
{whereis a nurber)
Taus, in this case,
the follow;o 1 do:
[BcBuFti on 22]
337P1D9C IX L > BL P
- 2 



p=i 4=0 [0214] Caen
2: when Li, - B
holds, the
followingold: in
accordance with
Characteristic b, k_i
# 0 (whore k is an
even number) Liri,
k-1 # 0 (where k is
an odd number) Thus,
the followings hold:
li-1, k-2k_s +Err
(where a is en even
number) ass + L3+1.
k_s + 13_isEek (where
Is is an odd number)
Because d ? 4 holds
in this case, in such
case, the following
holds: [Equation 33] 



i+2 d A L > BE p,s2 -
p=i 4=0 [0215]
When Case 1 and Case
2 given above are
summarized, it is
proved that Use
following holds:  SO
7P1090 :Equation 34]
P=i 9=0 In other
words, the following
hcgds: AcfUjEC 5262-,



It has been proved
that the number of
linear active boxes
included in six
continuous rounds in
the extended Feistel
structure of the type
2, which is sho]]m
iii Fig. P or Fig.
11, is equal to or
more tnan 252L. N2161
[7 Improved
Configuration for
Implementation Based
on Contrivance of
Setginc of
F-Fonctions and
Process of Utilizing
F-Functions] 1],f
described above, in
the present
invenqion, at 1 Leg
or more different
maLfices ace
selectively applied
to linear
transformation
processes performed
in F-functions in
ressective rounds,
I.e., the so-called
diffusion-athqx
switching mechanism
(CfSM) is applied, in
the extended Feistel
structure having the
:lumber of datfa
lines: d that is set
to an integer
satisfying d 5 2,
thereby realizing a
confqguratioq in
which resistance to
linear analysis or
differential analysis
is enhance-a.  - 116
- 507P1090 :0217]
when a configuration
in which pc:Patio:.
processes in which a
plurality of
different matrices
are selectively
applied are
per-Rai-mod j7, this
manner is to hp
realized as hardware,
different F-function
processing sections
having hardware
configurations for
performing operations
corresponding to the
respective matrices
are necessary.
Particularly, when a
plurality of
F-functions are to be
performed in pe)raidl
in one round, a
pldirality of
ctrcuits for the
plurality ct
F-functicns for
performing parallel
procossIrg are
necessary. L02181
In other words, the
extended Feistel
structure of the type
2, which has been
previously described
with reference to
Fig. 9 or Fig. 11,
has a configuration
in which data
transformation
processes to which a
plurality of
F-functions are
apnlied in the same
round are performed
in parallel. When phe
prscesses ascording
to the configuration
of the type 2 are to
be performer with
haraware, it is
necessary uc
iriiplemcmt thp riper
of pieces of
F-function hardware
that corresponds no
the nupber of
F-functIons thau are
performed In parai"el
to one round.
PegardIng P-functdons
that are required to
be performed in
parallel as mentioned
above, a plurality of
F-functions having
the same
configuration need no
be provided even when
they has pile same
configuration. 



507 P1990 [02191 As
described above, a
cryptographic process
configuration of the
present invention is
a configuration in
which a pluraliny of
at least wo or more
different manrices
are selectively
applied to linear
transtorfatien
processes that are
perfected in
F-functions in
respective rounds,
whereby it is
provided as a
configuration in
which resistance no
various types of
attacks is enhanced.
In other words, in is
provided as a
configuration
provided with the
diffusion-matrix
switching mechanism
(DSM: Diffusion
Switching Mechanism;
. j)22.01 In order to
satisfy the
diffusion-man-switchi
ng mechanism (DSM),
it is only necessary
that a condition is
satisfied, for
example, in which a
pfiirality of
different vmtrices
satisfying a
condition in which a
minimum number of
branches [B,L] for
all of the data lanes
is equal to or rpre
than three are set,
the ndnimum number of
branches ihkp] for
all of the data fines
being selected frod
amonc minimum numbers
of branches [B5
15)1)1 corresponding
to the data lines,
each of the minimum
numbers oT branches
[B,D(fili))1
corresponding to fhe
-fans lines being
caTculaned on the
b.aSiS of linear
transformation
matrices included ill
k (where k is an
integer equal no or
mere than, two)
continuous
F-functions that are
input to a.
correspondins data
line s(i)  SO7P1090
in the extended
Feistel structure.
There is no
paraicular constraint
of the F-functions
that are performed in
parallel in each
round F0221-      An
example of a
configuration in
which implementation
efficiency is
improved while
maintaining
resistance based on
the daffusion-matrix
switchine rechanism
(EOM) in an extended
Feistel structure on
the basis of these
characteristics will
be described below. 



[0222       (7-1.
Method for
Efficiently Arranging
7-Functions in
Extended Feis9e1
Structure of Type 2a
to begin with, a
configuration for
efficiently arranging
7-functions in the
extended keiste1
structure of the tvoe
2, which has been
oescrtbed with
/reference 70 Fig. 9
or Fig. 11, will he
described. as
mentioned in the
section heading (5-2.
Application of D9M to
Extended feistel
St7007070 of ay7e 2)
that has been
previously described,
the extended Feisuel
structure of the type
2 has the following
barometers.
Parame_ers:
(a) The number of
divisions for a piece
cf dauar (where d is
an even number equal
70 or more than four)
(b) The length of a
piece of inpuL/cuopua
data: dmn  - 119 -
SO7P1C90     The
length of pieces of
divided data. mn hats
:d) The number of
F-functionsper round
d/2 [C223]        In
other words, as shown
in Fig. 9,
F-functions arm
applied no mn-bit
data lines provided
as odd-numsered data
lines iom the Left
end in each round,
on.d the process
results of the
F-functions are
outpuL to immediaaely
adjacent data lines
and subjected to
exclusive-OR. Note
that the operators of
exclusive-OR are
omitted in Fig. 9.
[0224:        A
configuration will be
described below, io
wh'ch Mnhlement
efficiency for Lhe
extended Feistei
structure of the type
2 having such a
configuration is
enhanced. An one
example, a sass in
which the number of
data Lines (une
number of divisions:
is set as d 4, 4 will
be described
with-reference to
Egg. 12. In Fig. 12,
awo different
F-functions that
perform linear
transformation using
two different linear
transformation
matrices M" and 242
are denoted by Fl and
52, respectively. 



A iisuel struhomm at
an in Fig. 12 is the
extended Feistel
structure of the type
2 i7 Which Ti1C two
F-functions, i.e.,
the IC-functions Fl
and F2, are used, and
in which d = 4 holds.
In other words, it
has a configuration
having the
followings:  - 120 -
$3701090 (a) The
number of divisions
for a piece of gatau
four (1:, The length
of a piece of
input/output data:
4mn bits        (c)
The lengah of pieces
of divided data: inn
bits        (d) The
number of PnEunctions
per round: 4/2 - 2
[0226]      In a case
of the configuration
shown in Fig. 12, in
order to satisfy
conditions for the
DON by :doing the two
F-functions, some
arrange-lents can be
considered. 1r other
words, in odder to
satisfy conditions
for the DSM, as
described above, it
is only necessary:
that a condition is
satisfied, for
example, in which a
plurality of
different niaLrices
satisfying a
condition in which a
minimum number of
branches [2.44] for
all of the data lines
is equal to or more
than threo are set,
the minimum number of
brunches [B1,4] for
all of the data lines
bpi= selected from
among minimum numbers
of branches
[3k5i5(i);]
correspcnding to the
data lines, each of
fhe 717iMIIM numbers
of branches
ID:g4(1))]
corresponding go the
data lines being
calculated on the
basis of linear
transformation
matrices included in
k ;where k is an
integer equal to or
more than limo:
continuous
F-functions that arc
inpuo to a
corresponding data
line sgi) in the
extended Feistel
structure. There is
no 'particular
constraint of she
44-functions that are
performed in parallel
in each round. 
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[0227]
Accordingly, as
manners in which
F-functinss ,rt set,
the following two
manners can be used:
(a) Setting a
plurality of
F-functions that ore
to be set in ono
round as the same
F-functions
(b) Setting a
plurality of
F-functions that are
to be sot in one
round as different
F.-functions [022B]
Here, as shown in
Fig. 12, a
configuration is
provided. in which
two F-functions that
exist in one round
are selected so that
they are a pair of Fl
andAn advantage of
this configuration
markedly appears when
hardware (H/W)
implementatlon Is
performed on the
basis of processes
for [0229]        in
other words, hardware
(H/W) implementation
is performed to set
hardware having a
configuration an
which only processes
for one round can be
serfaamed, (.0.,
configuration in
which the E-function
Fl and the function
F2 can be performed
in oarallel as shown
in Fig. 13. Eng. 13
is a block diagran
showing a
cryotographio
processing appaaatus
250 having a hardware
cosfiguratios in
which the
cryptographic process
according to the
extended Feistel
structure shown in
Fig. 12 is perfored.
:0230] 
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- cryptographic
processing apparatus
250 includss a first
F-function (F1)
dedicated processing
circuit 251 that
performs ::he
F-function Fl, a
second F-function
(02) dedicated
processing circuit
252 that performs the
F-function FT, a
control circu(t 253,
and an auxiliary
circuit        The
first 7-function (Ti)
dedicated processing
circuit T.51 and the
second F-function
(F2) dedicated
processing circalt,
252 are configured sc
that they can operate
in parallel, and data
TransformaT,ion based
on toe two differera
F-functions is
posform:d by applying
these two circuit in
each round. [0231]
The control circuit
253 performs control
of input/output data
for the respective
F-function dedicated
processing cirsuius
252 and 252 and Its
auxiliary circuit
254. The auxiliary
circuit 254 performs
operation processes
other than the
F-functions or the
like. [0232]
With application of
this camTjgsration,
the first F-function
101) dedicated
processing circuit
251 and the second
F-funct'os (02)
dedicated processing
circuit 252 are
applied onTy times
correspondLng to the
required number cf
rounds so chat round
operations can be
performed. The two
0-function dedicated
circt.lis are
operated in paralleT
in all rounds, and
implementation an
which no useless
circuit  - 123 -
5071,1090 



Is provided can be
performed. [0223]
When The numLper of
F-funcuions that are
performed in parallel
in each round is two
as shown in Fig. 12,
all round operations
can he performed
using hardware
implementation shown
in Fig. 13 with a
setting in which the
F-funcLions are set
as different
F-functions. In
addition, when a
configuration in
which F-functions
that are performed in
070 round are set as
the same F-functions,
e.g., a configuration
in which Fl and Fl
are performed in
parallel in the firs:
rouna and F2 and F2
are performed in the
second round, is
provided, two pieces
of each of an Fl
performing circuits
and an F2 performing
circuit need to be
provided as hardware,
no that a
configuration having
circuits whose scale
is larger than that,
of circuits included
in the configuration
snow- in 1Th. 12 is
required. [0234]
As shown in Fig. :2,
with a setting in
which all of
combinations of the
7-functions that 57C
performed in
respective rounds are
set as the pairs of
fl and r2, the
hardware shown in
hig. 13 in applied,
and El and F2 can be
always simultaneously
performed in each of
the rounds. A compact
apparatus in which
the scale of circuits
is reduced witho.ft
providing any useless
clumult is realized.
[0235]  - 124 -
SC7P1090
Although toe
configuration shown
in Fig. 12
corresponds to a case
in which the number
of data lines is seL
as d = 4, eff-icient
implenntanicn can be
pm-ha-mad using a
similar setting also
in a case in which
the number of data
lines is set do
another number. For
exempla, although
four F-functions are
set in one round in a
case in which the
number of data lions
is set as d8, a
configuration is
provided, in which
two pieces of each of
the two different
F-functions Cl and E2
are set as these four
?-functions. 



[0236]      In an
implement
configuration in his
case, two pieces of
each of the
F-frnsnions kg and F2
are provided, wnereby
a configuration in
which the four
F-functions 1F1, F',
F2, F2) can he
performed in parallel
is provided. With
this configuration,
all of the _Corr
F-functions arc
performed in parallel
in all rounds, and
implementation
witnout ocoviding any
useless circuit can
be performed. [0237]
Additionally, when
the number of data
lines is set as d =
16, four pieces oi
each of Fl and Cl are
set as eight F-
functions that exist
in one round. For
further
generalization, when
the number of dahs
lines is SC7 as d =
4x, a configuration
in which x pieces of
the F-functions Cl
and F2 are utilized
in each rbund. In a
case in which
hardware
implementation is
performed, is a
configurshicn In  -
125 - 50021090 which
x pieces of each of
the F-functlians ea
and F2 are set Is
provided, the numbers
of pieces of Si and
T2 that are required
in each round are the
same. Thus, F6 and F2
can be performed
without excess or
deficiency, and the
implementation
efficiency can he
improved. [0238]
ST though the
above-degcribed
process example is an
example rn which two
different F-functions
to which awo
different lrnear
transformation
matrices are applied
are set in order to
satisfy the
diffusion-matrix
switching mechanism
(055), a similar
thing- can be applied
also ir a case in
which three or 7110or
-functions are set by
using three or more
linear transformation
marances. [0239] 



An example of an arn
ngemena for
a0Ficiently
implementing three
types of F-funcrions
is snonm in Fig. 14.
Fig. 11 is an examcle
of -he extended
Ferstel structure of
the type 2 having the
number of data lines
that is set as d = 6.
A configuration shown
in Fig. 14 is set to
a configuration in
whron one piece of
cacti-of three
Ffuncaions F14 62,
and 143 that exist in
one round is
assuredly utilized.
[02401      Witn ahis
configuraLion, -when
hardware 5/50
implementation is
performed, a
configuration in whi
the F-  - 126 -
SO7P1090 functions
can be performed in
parallel in each
round can be provided
zsing simple
implementation c) orm
piece of each of
F2, and 3, and a
circuit configuration
that does not Include
useless circuits in
tors of H/W is
realized. 0241]
Fungi-101=re, when
the number of data
lines is set as d =
12, two pieces of
each sf fl, F2, and
7.3 are set as six
F-functions that
exist in one round.
Additionally, when
the number of data
lines is set as d =
18, throe pieces of
each of Fl, 2, and 3
are set as nine
F-functions that an
to be set in ene
round. In a case in
which the
above-mentioned cases
are generalized, when
the number of data
lines is set as d =
tcoc, x zioccs of
each of Fa, 2, and 3
are iorovided as
F-functions that are
to be set In each
round. In other
words, a
configuration is
provided, in which
different F-functions
are equally utilized.
10242]      With a
configuration in
which the F-functions
are set in this
manner, the numbers
of pieces of Fl, F2,
and 03 that ace
reauired in each
round can he set to
th= sa-re number When
hardware
'implantation is
performed, cicuiZs
can be sea Sc as to
be uyThed without
oxcoss Sr deficiency,
so that the
implementation
efficiency can be
improved. In a case
in which software is
used, because
utilizing manners in
whimn gables for
obualning
Input/output values
are uti-izcd are  



- 127 - 3071'1090 the
same in respective
rounds, a table can
be set in accordance
with one utilizing
manner without
configuring tables
for various supposed
cases, and be
sr.:prod is a memory.
-0243]        When
the above-described
respectivc process
examples are further
generalized, the
following can be
said:        M In a
seer in which the
extended Ferstel
structure of the type
2 in which a types 01
r-functions are
uti:0sed is
configured, when the
number of data lines
(the number of
divisions) Is set as
d - 2ax, where a id
en integer equal to
Cr more than two and
x is an integer equal
to Of more than one,
a configuration in
which x pieces of
each of the types of
F-functions are
equally set as ax
F-funcSions Lhat are
to re set In one
round is used, so
that implementation
efficiency can be
improved. [0214]
Note that, regarding
the above-described
setting of 0
funntinns, the
F-functions that are
insut in respective
dasa lines are se: so
diaL the
above-described
renditions for DSM
CVO sasisfied. With
this setting,
resistance can be
maintained. 10245]
07-2. Conmionaliuy of
0emponejr feistel
Structure and
Extended Feisc,el
Structure As
described above, the
DSM mechanism is
utilized for  - 128 -



807P1090 any of the
keistel structures,
the extended Feistel
structure of the type
1, and the extended
Fethtel structure of
the type 2, which
have been previously
described, Thereby
croviding an
advantage in chat
resistance to attacks
is enhanced. [0246]
In other words, when
the Fe,stel
sdruc:turaa arc
broadly classified
into the followings:
(a) A Feistel
structure having tne
number of data lines
(the number of
divisions) that is
Set as d = 2
;1a) A- extended
FeTsTel structure
having the number of
date. lines (the
number of divisions)
that is set to any
number saTTsfying d
T, 2         Further,
the extended Feistel
structure can be
classified into the
followings:
(dl) A type 1 In
which one F-iunutlun
is all owsd to be
performed in each
round (b2) A type 2
in which a plurality
offunctions are
allowed to be
performed in parallel
in each round
The Foisted
structures ea= be
classified into these
three types (a),
(dl), and UT2;.
Enhanac7ont of
resistance is
realized with
application of the DM
nechanisr. in any of
the three types of
Faistel structures.
(0247] 
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For application of
the USE mechanism, it
is necessary to
implement different
F-functions chat
perfo= at least two
or more different
linear transformation
matrices. With an
implement
configuration having
this plurality of
different
f-functions, an
apparatus that can
selectively perform
the above-mentiffed
plurality of
different Itistel
structures (a), (b1),
and (b2) can be
realized. Such an
apparatus that porno=
a selection process
will be described
belch/. LC24BI      A
plurality of
different 1-functions
that perform linear
fransforratin
mat-inns satisfying
the diffusion-matrix
switching mechanism
(USX) are determined,
and it is supposed
that the date size
onput/output data of
the respective
F-Tunctions is en
bits. With
application of such
F-functions, for
example, 2mn-bit
block cipher is
performed in a
Feistel structure, as
shown in Fig. 15,
having the nurber of
datm lines that is
set as d2. [0242.1
The size of
input/output data of
the respective
F-functions Fl and F2
in the Fcfste".
structure having the
nutter of data lines
that is set as d = 2,
which Is shown in
Fig. 15, is era hits,
The Feistfl structure
hoeing the nxmoer of
data lines that is
set as d = 2 peffarms
a process of
transfermitg 2mrrbfr
plaintext into
2rn-bit ciphertext,
or a decryption
process that if the
reverse of thf
process,  - 130 - 



50791090 thereby
performing 2m: it
-block cipher. [0250:
Additionally, by
utilizing the
Y-functions Fl and 52
whose input/output
data size is on bits,
which are shown in
71g 15, an exterdcd
Foists" structure
that satisfies the
diffusion-matrix
switching mechanism
(DSM) and that has
the number of data
lines that is set as
d - 4 can be
configured. A
configuration of the
extended Feinted
structure is shown in
Fig. 16. [0251-
The size of
input/output data of
respective
F-functions Tr and 2
in the Hsestcl
structure having the
number of data lines
that is set as d = 4,
which is shou-n in
Fir. 16, is 71-1
bits, and the
r-functiors ti and 2
shown in Fig. lb are
applied as they are
The feistel structure
hrvang the number of
drta lines that is
set as d - 4 performs
a process of
transforming 4nm-bit
plaintext into
47r-bit ciphertext,
or a decryption
process that is toe
reverse of the
process, thereby
performing 4mn-bjnt
bfor:r cipher. [02521
ftrthertore, for
generalization, when
the numoer of data
lines is set as d = x
where x is an integer
egna to or more than
two, a bloc:a-cipher
configuration in
which an xmnbit
encryption or
decryption prosess is
prtformed can be
structures using the
same configuration
for performing F-  -
131 - 30721090
functions. 



[0253;       For
example, an apparatus
capable of
selectively
performing an
input/output 128-bit
block-cipher process
and a 236-bit
block-cipher process
in which_ the 0314
mechanism is realized
by using only
different P-functions
Fl and F2 whose
input/output hits is
64 bits. 102441
In other words, the
two
ditferent-F-functions
PI and F2 whose
input/output hits a
64 lairs are
implemented as ,-
functions, and a
manner for utilizing
the F-functions Cl
and F2 is control:ed.
For example, when a
crymtograbnie process
based on the Feistei
structure having the
number of data lines
that is sem as d = 2
(Fig. 15) is to be
perbarmad, a
configuration is
provided, in which
one of the respective
Ffuncnions Fl and M2
is performed in each
round. In contrasL,
when a cryptographic
process based on the
Fbistel structure
having the number of
data _ices that is
se': as d - 4 (Fig.
16) is to be
performed, a
configuration is
provided, in which
the respective
F-functions Fl and 02
are performed ir
parallel in each
round. in this
manner, by installing
the two types of
T-functions, an
apparatus capable of
selectively
performing
input/output 128-bit
block cipher and
256-tit block cipher
is realized. In ocher
words, although the
same ('-functions are
used, the connection
method is  - 132 -
SO7P1090. changed,
wheTeby block cipher
hawing the different
numbers of bits can
be performed, so that
it can ho expected
that imPlemontation
efficiency will be
improved by the
commonality of
circuits and/cr codes
or the like in both
and ti/h. [0255]
An example of a
configuration of a
cryptographic
processing apparatus
having such a
configuration is
shown in Fig. 17. A
cryptographic
processing apparatus
270 that is shorn in
Fig. 17 includes a
first
F.-functiondedicated
processing circuit
271 that pzrforms the
F-function Fl, a
second F.-function
(52) ciedicated
processing circuit
272 thae performs
Lire F-function 52, a
control circuit 273,
and an auxiliary
circuit 274. The
first F-function (51)
dedicaeod processing
ciaacuie 271 and the
second F-function
;52; dedicated
processing circuit
272 are configured so
that ehey can operate
in parallel. Ihe
control circuit 213
performs contro_ of
inpuL/ouLput daea for
ene respoctive
processing units, and
performs a process of
selecting a Feisted
structure. The
auxiliary circuit 274
performs operation
processes other than
the F-tunctions or
the like. 



0206]      The
control circuit 273
performs the process
of selecting a
Feisra1 seructuac,
i.e., selects any one
of the following
structures uc perform
a cryptographic
process  - 133 -
337P1C90 based on the
structure:        (a)
A Feistee structure
having the number of
data limos ;the
number of divisions;
that is set as d - 2
(hi) All extended
Feistel structure of
a type 1 wOich has
the nueber of data
lines ;the number of
divisions) chat is
set as any number
satistIOng d 'to 2,
and in which one Ft
function is allo"ed
to be performed in
each round
(62) An extended
Feistel structure of
a type 2 which has he
number of data lines
(the number of
divs)ons) that is set
as any number
satisfying d 2, and
in which a plurality
of F-funetAons is
allowed to be
performed in parallel
in each round Note
that, settina
informationinpur, for
example,  from the
outside.
AfternateveLy, a
configuration may he
provided, in which a
processing mode to be
cerforred is se'ected
in accordance with
the bit Lengen of
data thac is to be
sublected to an
encryption or
decryption process.
Tne control circuit
273 serfs= control of
cOanging a sequence
of application of the
respective 5-tuncteon
dedicated
circuitsaceotdanec
with the selection,
and control of
performing round
functions according
to the respective
Feistel st-Actures.
LC2371 



with application of
this configuration,
the first FIL:net:Lon
(51) dedicated
processing circuit
251 and the  - 1:14 -
30791093 second
F-funcLicn (r2)
dedicated processing
circujt 252. arc
applied so that
cryptographic
processes to whicn
various Feistel
structures are
applied can be
performed.
Cryptographic
processes supporting
various bits, in
which hits to be
processed n ar
encryption process or
a decryption process
are different, can be
performed. :0258]
Additionally,
althoxample in whE oh
two F- functions are
used is shown in Fig.
17, the configuration
is not limited to
that provided jn tic
example in which two
F-functions are used,
and a similar result
can be expected also
with a configuratjen
in which any number
of F-functions are
used. For example,
the extended FeisLel
structure tbat has
beon previously
described with
reference to Fin. 14
is configured as an
extended. FeisLel
structure which
satisfies the
diffusion-matrix
switching mechanism.
(0554), and which has
the nusber of data
lines d - 6 with
applisatIon r the
three different
F-functions Fl, F2,
also. F3. A
cryptographic process
configuratjcn having
e Fel-tel structure
having the number of
data lines that is
set as d = 2, which
is shown in Fig. 18,
can be constructed
with application of
the same three types
of F-functions, i.e.,
the F-functions Fl,
P2, and FE. Also in
the confieuration in
which the number of
data lines Is set as
d = 2, the respective
matrices Ft. F2, and
FE are arranged with
a setting in which
they satisfy Inc
5,23F5290 2951 me
than ism [0259] 



An example of a
configuration of a
cx4rotographic
processing apparatus
that performs the
three Types of
F-functions, i.e.,
41, F2, and 53, is
shown in Fig. 19. A
cryptographic
processing apparatus
280 that is sho-.4n
in Fig. 19 included a
first 5-function (Fag
dedicated processlng
circuit 281 that
performs the
F-function Fl, a
second F-function
(F2) dedicated
processing cicuir 282
that performs the
5-furcrion 32, a
third F-function
(3-34 dedicated
processing circuit
283 that performs the
5-function 53, a
control circuit 274,
and an auxiliary
circuit 275. The
first FrfuncLion in)
dedicated processing
circuit 281, the
second Y-function
:F2( dedicated
processing circuit
2E2, and the third
2-function (53)
dedicated processing
circuit 283 ars
configured so that
they can operate in
parallel. The control
cirpuit 294 performs
control of
input/output data for
the respective
processing units, and
performs a process of
selecting in 43distel
structure. The
auxiaiary circuit 2E3
performs operation
processes other then
the F-functions or
the lige. [0260]
The control circuit
284 performs tne
process of selecting
a Feisrel structure,
i.e., selects any one
of rhe following
structures to perform
a cryptographic
process.  - 136 -
307P1090 based on the
structure:       (a)
A 8eistel structure
having the number of
data lines (toe
number of divisions)
_hat is set as d - 2
(b1) An extended
Feistel structure of
a type 1 which has
the number of date
lines (the number of
divisous) that is set
as any number
satisfying d 1 2, and
in which one
F-function is ullowcd
cc bc performdd in
each round
(b2) An extended
Feistel structure of
a type 2 which has
the numb.= of date
lines (the number of
divisions) that is
set as any number
saulsfying d 1' 2,
and in which a
plurality of
F-functions is
allowed to be
performed in parallel
In each round
Note that, setting
information is input,
for example, frdm the
outside. The control
circuit 284 performs
cont.rol of changing
a sequence of
application of the
respective ['-
function dedicated
-i-cnles in
accordanso bbo
seuting, and control
of performing Lonna
functions according
to the rOSE.CCtiVe
keiStel structures.
(0261) 



With application of
this configuration,
the -first F-function
(21) dedicaued
processing circuit
201 tb the third
F-function ;F3)
dedicated processing
circuit 283 are
appdied so that
cryptographic
processes to which
various Fcistcl
structures are
applied can be
Performed,
cryptographic
processes supportinc
various bits, in
which bins to be
5072109C processed in
an encryption process
or a decrypt non
Process are
different, can be
performed. Kate that,
a configuration
having four or more
F-function Performing
sections can be
provided. [0262-
As described above, a
xleralty of different
Ffunctaons that
serform linear
transformation
matrices satisfying
the diLLuslon fatrix
switching xechanism
(C.SM; ore
determined, and the
respective
F-functions are
imolemenLed. A
sequence of processes
to which the
F-functions are
applied is changed,
thereby realizing a
configuration in
which a cryptographic
process based on any
one of the following
structurns is
selectively
performed:       (a)
A Feistel structure
having the number of
data lines (the
number of divisions)
that locates d = 2
(hi) An .extended
Feistel strucr.ure of
a type 1 which has
the nurber of data
lines (the number of
divisions) that is
set as any number
satisfying d 2 2, and
in which one
F-function is allowed
to be performed in
each round       ;b2
An extended Feistel
structure of a type 2
which has the waxen
of data lines (the
nunber of divisions)
that is set as any
number satisfying d
:n 2, and in which a
plurality of
T-functtons is
allowed to be
Performed in parallel
in each round Mn
apparatus capable of
changing the nunber
of oics to  - 138 -
3073-1010 



be processed in an
encryption process or
a decryption process.
[0263]       For
cxample,
cryptographic
processes with a high
resistance can he
performed using a
process configuration
in which a (a is an
integer equal ne, or
more than two) types
of F-functions arc
configured, in whdela
crypLographic
processes based on
the above-mentioned
three types of
Feistel structures
are performed, and in
which the
diffusion-manrix
switching mechanism
(DSNA is satisfied.
[0264] 18. Samary of
Cryptographic
drocesses and
Cryptographic
Algorithm
Constructing
Processes ot ?resent
Invention]
Finally, the
cryptographic
processes and
cryptographic
algor:d3mi
constructing-
processes of the
present ievention,
which have been
described above, will
be described
together. 10265:
As described with
reference 70 Figs. 1
and 2, the
cryptographic
processing apparatus
of the present
invention has the
cryletegraphe
processing section
that performs a
Feiducl-type
common-key
block-cipher process
of reoeating an
SP-type 0-function,
which performs a cats
eransformetion
process including a
non-linear
transformation
process and n linear
transformation
process, in a
plural,fy of rounds.
3(37P109C
Furthermore, as
described with
reference tc Fig. 5.
and the followings,
the cryptographic
processing section is
configured to perform
a cryptosraphic
process to which an
eddienced Feistol
structure having a
number of data Times:
d that is set co an
inteoer satisfying d
1 2 is applied, and
configused to
selectively apply a
plurality of at least
two or more different
metricos to linear
transformation
processes that are
performed,-functions
in respective rounds.
[0266] 



The plurality of at
least two sr more
different matrices
are set Cu as to
realize the
diffusion-maurgx
switching mechanism
(055: Lit-fusion
Switching
diceddnism), and the
cryprocruphic procsss
in which resistance
cc differential
attacks or linear
aidacks is enhanced
is realized by using
the DSM. In order to
realize enhancement
of resistance by
using the DSM,
selection and
arrangement of
matrices are
performed in
accordance with
specific conditions.
[0257:      In other
wnrdw, a plurality of
different matrices
satisfying a
condition in which a
minimum number of
branches for ail of
the data lines is
dual to or more unan
a predetermined value
are set as the
plurality of matrices
than are applied to
the linear
transformation
stocesses  - 140 -
SC7P1090 which are
performed in the
F-functions, the
minimum number of
hranohcs for oil of
the data lines being
selected from among
minimum numbers of
branches
corresponding to the
data ljnes, each of
7"he minimum numbers
of branches
corresponding to the
data lines being
based on linear
Lransformauion
matrices included in
F-functions that are
input to a
corresponding data
line in the extended
Feistel structure.
The plurality of
different matrices
are repeatedly
arranged in the
5-functions that are
*11M'.17 t.o the
respective data lines
in the exLended
Feistel structure.
[0268]        More
specifically, the
plursiisy of
different matrices
that are utilized in
the cryptographic
processing section
are a sluraliny of
different macrioes
satisfying a
csnditisn in which a
minimum number of
branches IRO] is
equal to or none than
three, the minim=
hurter of branches
[Rks] or aS1 of the
data lines being
selected from among
minimum numbers of
branches [61,s(s(i))]
corresponding to the
data lines, each of
the minimum numbers
of branches 13,0;
5:1))1 corresponding
o the data lines
being calculated on
the basis of linear
ransforma:ion
matrices included in
Is (where k is an
monger equal to or
more than two)
continuous
F-functions that are
input tc a
corresponding data
line s;i) isa the
extended Feistel
structure.
Altesnas'velY, the
plural icy of
Uorrioee than  



50721090 are utilized
in 7h cryttographic
processing section
are a plurality of
different matrices
satisfying a
condition in which a
minimum number of
branches B25)] for
all of the data lines
is equal to or more
than three, the
mirionum number of
brooches [B2=] for
all of the data lines
being selected from
among ninimum numbers
of branches
TF).2-sW)]
corresponding 70 the
data lines, each. of
the minimum naltibers
of braachos
FE,L(sii)))
corresnanding tO the
data lines neing
calculated on the
basis of linear
transformation
matrices included in
two continuous
F.-functions that are
input to a
corresponding data
line s(i) in the
extended Feistel
structure. [0259]
When the plurality of
different matrices
are denoted by c
;where n is an
integer equal to or
more than two)
differen.: mafrines,
i.e., Mc, M1):,the
encryption processing
section of the
encryption processng
apparafus of the
present invention is
configured so that
the different
matrices M"are
repeaLedly arranged
in an order in the
,-unctions that are
input to the
respective data lines
in the extended
FeisLel stricture.
foe an examole of a
specific extended
Feistel structure,
for example, the
extended Feistel
structure of the type
1 that Performs only.
one If-function in
one round, which has
been described with
reference to Figs. a
and 10, and the
extended Feistel
structure that
performs a plurality
of F-functions in  -
142 - 5077:090
parallel in one round
are provided. [02701
Noto feat the prevent
invention includes
the cryptographic
processing apparatus
and method that
perform nbc
cryptographic process
to which the
above-described
extended Eeister
structnrs are
applied, and a
comPuter program that
performs the
cryptographic
=recess, end further
Includes =
information.
procesving apparatus
and method than
constructs a
cryptographic
processing algorithm
for 



psrforrnl.the
cryptographic process
to which uhe above-
described exuended
Feiste2 structure are
applied, and a
computer program.
An information
processing apparatus,
such as a goncral 2c,
can be applied as
Mee: information
processing apparatus
Mart constructs a
cryptographic
processing algerjVhm,
and the- informatve
processing apparatvs
has a conurol unit
that tan perform phe
following processing
stops. In other
words, the steps are:
a maerix-deiermining
step of, ln a
cryptographicprocessi
ng-algorithm
configurapion to
w1M-x an extended
FeisteL structure
having a number of
data lines: d than is
set to an in-age-
satisfying d2 is
applied,
6E7.er:rifling a
-plurality of at
leasy two or mcre
different matrices
that are to be
applied to linear
transformation
pocesses which  - 143
- SO7P1090 arc
Performed in
F-functions in
respestive rounds;
and Heltrtx-a a ttt
Se step of repeatedly
arranging the
plurality of
different matrices,
which are determined
in the
matrix-determining
step, in the
F-functicas than are
input in one
respective data lines
in the extended
FeCstel structure.
[02721      The
maerix=determining
step is performed as
n stem of per o ming
a process of
deyermining, as the
plurality of two or
more different
matrices, as
matrices, no be
applied, a pluraL ey
of different matrices
satisfying a
condition in which a
minimum number of
branches for all of
the data Lines is
aqua. tu or more than
a predetermined
value, the minimum
number of branches
for all of the data
lines being selected
f 707 among minimum
numbers cf branches
corresponding to the
data lines, eash of
the minimum PnriDers
of branches
corresponding to the
data lines being
based On 1 fnear 



trans f orma=lon ma
br ices included in
F-unotions that are
input to a
corresponding dale
line in the extended
Feisuef structurn.
[0273]      the
diffusion-matrix
switching. mechanism
(Doe: bif fusion
Switching Mechanism)
in rnalimed in the
cryptographic process
to which the ex:ended
Feis=e1 structure
uhau is set usirg
such a brocessing
algoriLlm is  - 144 -
30721090 applied,
whereby the
cryptographic process
in which resistance
to differential
attacks or ]inear
attacks is enhanced
is realised. :3274]
9. Exarrnle of
Configuration of
Cryptographic
Processing Apparatus]
Finally, Fig. 20
shows an example of a
configuration of an
IC module dOC serving
as the cryptographic
processing apparatus
that performs the
cryptographic process
according to the
above-described
embodiment. The
above-described
nrocess can be
performed in, for
example, ?Cs, IC
cards,
readers/writers, or
various other
information
processing
apparatuses. The IC
module 300 sheep in
Fig. 23 can be
configured in such
various devices.
[0275:        A CPU
;Central processing
Jnit, 301 showm 2n
fig, 2r is a
processor which
nerPorms control of
stars or end ci the
cryptographic
process, which
performs control of
transmission and
reception of dada,
which performs
control of data
transfer none
respective
constituent units,
and which executes
ocher various types
of programs. P.
memory 302 includes a
ROM
(Read-Only-Memory)
that stores a.
program executed by
the CDC 301 or fixed
data such as
operation parameters,
a RAY (Random Access
Memory) used as a
sforuge arca or work
area for a program
executeda process  



- 145 - 3071:090
performed by the CPU
311 and parameters
coat apprchriately
change in processing
of the program, and
so forth. The memory
302 can be also used
as a storage area for
key data necessary
for the cryptographic
Process, a
transforhaLion table
;permutation table)
applied to the
cryptographic
process, data applied
to transformation
maLrices, or the
like. Note thac it is
preferable that the
data storage area is
configured as a
memory having a
tamper resistant
:0276,        A
cryptographic
processing unit 303
performs, for
example, a
oryptographic process
and decryption
process according to
the above-describeO,
extended-FeisLel-type
common-key
block-cipher
processing algorithm.
Note that, here, an
example in which the
cryptographic
processing means is
provided as a
sechorate modulo is
shown. However, a
configuration may be
provided, in which,
inscead of provid'ng
such an independent
cryptographic
processing module,
for example, a
cryptouraphio
processThg 'crogram
is stored in the
gOhr., and in which
the CPU 301 reads and
executes Lhe program
scored ih the ROM.
0277]        A
random-number
generator 304
performs a process of
generating random
numbers necessary for
generation o= keys
which are necessary
for the cryptographic
process or the  - 116
50701090 like. [0278]
A transmitt'ng/r,ceng
m-,1 305 is a data 



communication
processing unit that
performs data
flommurjcation with
outside. For example,
the
transmi:tinglreceivin
g knit 705
r,,,erforms data
communication with an
IC module such as a
reader/writer, and
performs output of
ciphertext generated
in the IC module,
1nput of data from,
an external device
such as a
reader/writer, etc.
02791        The IC
nodule 300 performs,
for example, the
extendedFni.stcl-type
cr?Ttogranhic process
in which the number
of cats lines d is
set to an Integer
satisfying d 1 2 in
accordance with the
above-described
elloodiment.
Different linear
transformation ore
c01055 are set as
linear transformation
matrices in
F-functions in an
extended Feistel
structure in a nanner
escorting to the
above-describe,
emoodiment, whereby
the aiftusion-matrix
awl toting mechanism
(DSM: Diffusior
Switching
Mcc1-,an'sm) is
realized, so that
resistance to
differential attacks
Of linear attacks can
be enhanced. 102801
The present invention
has been described in
detail with reference
to the specific
embodiment. however,
it is obvious that a
person skilled in the
art could matte  -
147 - 807P109.0
modifications or
alternatives to the
embodiment withous
departing from the
scope of the present
invention. In other
words, the present
invention has been
disclosed in a form
of illustration, and
should not be
restrictively
construed. The
secLion cf CLAIMS
should he referred in
order to determine
the scope of the
present invention.
10281]       The
series of processes
described in rho
specification can be
performed by hardware
or software, or a
combination
configuration of both
hardware F.7.C71
software. In a case
in which ode
processes are
perfnrred by
sofl.v.,are, a
program 



which a sequence of
processes 9 recorded
can be Metalled into
a memory provided in
a comouter
incorpcnted in
dedicated hardwarf,
and can be executed.
Affernafivety, the
progran can be
installed into a
general-purpose
computer capable of
performing various
frocegses, end can be
executed. [02821
For example, the
program can be
recorded in advance
on a hard disk or
ROY. (Read Only
Memory) serving as a
recording medium.
A1ternaoive-sy, the
program ran be sound
;recorded)
temporarily or
permanently on a
-movable recording
medium such as a
flexible o.fec, a
CD-ROM (Compact Disc
Read Only Yemcmyl, an
MO (Mean etc opoics1)
disc, a CVD (Digital
Versatfle Disc), a
magnetic disc, or a
semiconductos memory.
Such a oco.ovable
recording medium can
be orgvLded as so-  -
148 - 007P1090 called
packaged software.
[0283]       Note
that the program can
be installed from a
removable recording
medium as described
above into a
computer. In
addition, the program
can be transferred
wirelessly from a
download site 70 a
comucer, or be
transferred by wire
to a computer vies
network such as a LAN
(Local Area Network)
or the Internet, and
tee computer can
receive the program
tra7sferred in such a
707MC7 and instal:.
it into a built-in
recordina mediLn such
as a hard disk.
[0284; No e the E.
various processes
described in the
specification may be
performed
sequentially in the
order described, or
may also he performed
in parallel or
individually in
accordance with
-Processing
capabilities of Cr:
apparatus that
performs the
processes or or an as
needed basis. In
addition, a "system"
rentionea in the
specification is
configured as a
logical set of a
plurality of
apparatuses, and Is
not limited to a
sysLem in which the
apparatuses having
respective
configurations are
contained in _he sane
casing. Industrial
Applicability 



132851       As
describec above,
according to a
oontiguration in an
embod:met of thc
presont Thvention, in
a Thistel-type  - 149
- 307P1 090
comman-key
block-cipher process
in which SPN-Lype
0-functions including
non-linear
transformation
sections and linear
transformation
sections are
repeatedly performed
in a plurality of
rounds,
round-function
sections to which a
plurality of
different linear
Transformation
MA77iAAA arc applied
are set in a Feistei
structure obtained by
expandinc a Feistel
structure having two
data lines, i.e., in
a Feistel structure
having any nuarber of
daLa lines that is
equal to or more than
two, such as three or
four, thereby
realizing the
diffusion-maurix
switching mechanism
(DON), so that a
common-key
block-cipher
algorithm can be
constructed and a
cryptographic process
can be performcd w'th
a high resistance to
Linear analysis and
differential
analysis. [0286]
According to a
configuration in an
embcdime r or the
present invention, a
configuration is
provided, in which a
crypLogrphic process
to which an exuended
Eels el structure
having a nurjoer of
data lines: d that is
set to an integer
satisfying d Or 2 is
applied is performed,
and the configuration
is provided as a
configuration in
which a plurclity of
so ICASt two or more
dife-cont mstrices
are selectively
applied to linear
transformation
processes perfoTmed
in F-functions in
respective- rounds. A
plurality of
different flaLrices
satisfying a
condition in which a
minimum number of
branches for all of
the data lines is  -
150 - SOTPI090 equal
to or more than a
predetermined value
are set as the
plurality cf two or
more different
matrices, the minimum
number of breaches
for a 1 1 of the data
lines being selected
from among minimum
numbers of branches
corresponding to the
data lines, eash od
zhc miPT.T.UM numbers
of branches
corresponding to the
data lines being
based an linear
transformation
matrices included in
F-functions that are
input to a
corresponding data
line in the extended.
Feistel structure,
thereby realizing the
diffusion-matrix
switching mechanism
(055) so that a
common-key
block-cipher
algorithm can be
constructed and a
cryptographic process
sar he perfornpd with
a nigh resistance to
linear analysis and
differential
analysis. ,0287]
Furthermore,
according to a
configurati on in an
embodiment nf the
present invention, a
configuration is
provided, in which a
(a % 2) tomes 07
F-functions perform
different linear
transformation
processes using a
plural ity of dif f e
rent matrices , In
whA cn an extended
Feistel structure (2
% 1) that utilizes
the F-functions and
that has the number
of data I irps: d
that is set as d -
2ax, and In which a
cryptographic process
to which the extended
Seistel structure is
app]A ad in
performed. The
configuration is
nrovided a
configuration in
Tsuich egas 1] y Tni
cps] s of each of the
types (the a types)
of F-functions are
performed in 



- 151 - 50701090 one
round, whereby a
corpact crvotoorsohic
processing apparatus
in which no useless
circuit is provided
is realized. [028S]
Furthermore,
according 70 a
configuration in an
endoodiment of the
presenu inventioh, a
plurality of
F-function performing
units are configured
is perform different
linear transformation
processes using a
plurality of
different matrices,
and a configuration
is provided, In which
a sequence of
utilizing the
plurality of
F-function performing
units is changed in
accordance with a
setting,
;thereby a
cryptographic
processing apparatus
is realized, which
can selectively
perform any' of
cryptographic
processes (a;, dol;,
and (bd.), i.e.,
(a; a cryptographic
process using a
Feistel structure
having the number of
data lines d that is
set as- 2,
(hl) a cryptographic
process which uses an
exeendod Feistel
structure having the
numider of oats lines
d that is sot to sty
number saeisfying d
:a 2, snd in which
only one Ft-unction
is allowed to be
performed in each
round, or        ;b2)
a cryptographic
process wh'ch uses-an
extended Feistel
structure having toe
number of data lines
d that is set to any
number satisfying d 0
2, and in which a
plurality of
F-functions are
allowed Lo be
perfodred in parallel
in each round.  - 152
- S0721290 



CLAIMS :aphis,
:processing apparatus
charactomired by
COntpriming       a
cryptographic
processing section
biker performs a
Feistol-fype
common-key
block-cipher process
of repeating an
SP-type 7-function in
a plurality of
rounds, the SP-type
F-function oerforming
a data transformation
process including a
non-linear
transformation
process and a linear
transtormation
process, wherein the
cryptograohic
processing section
is configured to
perform a
cryptographic nrocess
to which an extended
Feist:el structure
having a number of
data lines: d Lhat is
set to an integer
saaisfyinq d M 2 is
applied, is
configured uo
selectively apply a
plurality of at least
two or more different
matrices to linear
transformation
processes that aro
performed in
F-functtn in
respective rounds,
the plurality of two
or more different
main coo being a
plurality of
different matrices
satisfying a
condition in whim n a
minimum rumbor of
branches for all of
the data lines is
equal 70 or more than
a predetermined
value, the minimums
number of branches
for all of the mats
lines bcing selected
from among minimum
numbers of branches
corresponding to the
cats lines, 050.7 of
the minima numbers of
branches
corresponding to the
data lines being
based on linear  -
153 - 507P1090
transformation
matrices included in
F-functtons that are
input to a
corresponding data
lino in the extended
Feistel structure,
and Is configured so
than the) plurality
of different matrices
are repeatedly
arranged in Lhe
F-functions chat are
input to The
respective data lines
in the extended
Feistel structure.
P. The cryptographic
processing apparatus
according Claim 1,
characterized in That



the plurality pi
different matrices,
which are util ired
In the oryprographic
processing section,
are a plurality of
different matrices
satisfying a
condition in which a
minimum number of
branches E.5c] for
all of the data lines
is equal Lc of more
than throe, the
minimum number of
branches [Skr] for
all of the data lines
being selected from
among minim= numbers
of branches
[30(s(iT))
corresponding to The
data lines, each of
the minimum numbers
of breeches
(By(s(ii):
correseonding To the
data lines being
calculated on the
basis of linear
Lransformatien
matrices included in
k ;where k is an
integer equal to or
more than two)
continuous
F-functions that are
input te a
cerrospording data
line s(i) in the
extended Feistel
structure.   2. rho
orreffographic
processing apparatus
a000rdinc to Claim 1,
characterized in that
507? 1090       The
plurality of
different matrices,
which are utilized in
the cryptographic
processing section,
coo a plura:ity of
different matrices
satisfying a
condition in which a
minimum number of
branches rE2E] for
all of rho dato lines
is equal to or more
tnan three, the
minimum =ben :if
branches [B20] for
a71 of the data lines
being selected from
among minimum numbers
of branches
Fi20(s(1))]
corresponding to the
data lines, each of
the minbmum numbers
of ranches2
[5(1)11corresponding
to the data lines
being calculated on
the basis of linear
transformation
I:air-Ices included
in two continuous
F-functions that are
briput 70 a
corresponding data
line s(i) in the
extended. Feistel
structure.    4. The
cryptographic
processing apparatus
acc Clain. I,
characterized in
rlciat       The
plurality of
different ratfices,
etIcIr are utilized
in die cryptographic
-processing section,
are a plurality of
differens matrices
satisfying a
condition in which a
rinimum nurber of
brancnes [3,L] for
all of the data lines
is equal to or more
than three, the
minirum number of
branches [732-1i for
all of the data lines
being selected from
among minim= numbers
of branches
(32,-(s(i,)]
corresponding to the
data lines, each of
the minlirs nuMbers
of branches
[52L(s:1))]
corresponding to the
data lines being
calculated on the
basis of linear  



50701090
transformation ma 1
one inc uded in two
continuous
F-functions that are
input to a
corresponding data
line a(i) in fOO
ex5ended neistel
structure. b. Tne
cryptographic
processing apparatus
cording to Claim 1,
characterized in
that,      when the
plurality of
diffe5ens matrices
arc denoted by n
(where n is an
integer eduai to or
=re than two)
different MEtriCCS,
j.C., the
cryptographic
processing section is
configured so hhat
the different
matrices Mo, are
repeatadly arranged
in an order in the
F-functions that are
input uo the
respec5ive data lines
in uhe extended
Feistel structure.
6. The cryptographic
processing apparatus
according to any. of
Clain's I to 5,
characterized in that
the cryptographic
processing corn on is
configureO to perform
a cryptographic
process to which an
extended Feistel
structure that
performs only one
F-function in one
round is applied.
7. The cryptographic
processing apparatus
according to any of
Claims 1 to 5,
characterized in that



the cryptogranhic
processing section is
"unfigured to
nerforn( a
cr.T.tographic
process tn which an
extended Feistel
structure shat
performs a plurality
of  - 156 - 90721090
F-functions in
parallel in one round
is applied.   E. The
cryptographic
processing apparatus
according to any of
claims 1 to 1,
characterized in that
the cryptograph'c
processing section is
configured to
perform, when a is
any integer
satisfying a   1 2
and x is any integer
satisfying x 9 1, a
cryptographic process
to which an extend ad
Feisuel structure
that utilizes a types
of F-fanccions and
that has the number
of data lines: d
which is set as d =
2ax in applied, the a
types of F-functions
performing different
linear transformacion
processes using the
plurality of
different matrices,
and       configured
to perfom equally 2
pieces of each of the
types ;the a .-=.7es)
of t-functions in one
round.    9. The
cryptographic
processing apparatus
according to Claim 8,
characterized in that
the cryptographic
processingctioh is
configured by 



including: an
F-function performing
un:= that performs ax
F- functions which
are performed in
parallel in one
rodhd; and       a
con--al unit that
pc-forms data
input/output control
for the F-function
performing unit.
10. The cryptographic
p-ocessMng apparatus
according to any of
Claims 1 CC 5,
characterized in them
the cryptographic
processing section
includes: a plurality
of F-function
performing ma) he
that perform  - 157 -
SCrr1090 different
linear transformation
processes using the
plurality of
djfforent matrices'
and       a contro:
unit that changes a
sequence of utilizing
the plurality of
F-function performing
units in accordance
with a setting,
wherein the control
unit 



Is configured no
selecuively perform
ary of crntogranhic
processes (a), (b1),
and ;232;, i.e.,
(a) a cryptographic
process using a
aeistel structure
having the number of
data lines d that is
set as d r 2,
(b1) a cryntogranhic
process which uses an
extenaea Feistel
structure having he
number of data lines
d that is not to any
number satisfying d
(a 2, and in wa,ich
on-2y one F-function
Is allowed to be
performed in each
round, or        (o2)
a cryptographic
process which uses an
extended Feistel
s_rucLare having the
number of dare 1*-lon
d that is set to any
number satisfying d
2, and in which a
plurality of
F-funcrions arc
allowed no he
performed in parallel
in         grac
cryptographic
processing apparatus
according to Claim
to, characterized in
that the control unit
is       configured
Co select a
processing mode no he
rerforrd in
accordance with a bit
length of data that
is to be subjected on
an encryprion or
derryp2ion process.
- 155 - S070:090
12. A cryptographic
processing method for
performing a
cryptographic process
in a cryptographic
processing apparatus,
the method
characterized by
comprising a
cryptographic
processing step of
Performing a 



Palate] -type
common-key
block-cipher process
of repeating an
SF-type F-function in
a plurality of rounds
in a cryptographic
processing sec:ion,
the SP-type
F-Sunction performing
a data transformation
process including a
nonlinear
transformagion
process and a linear
transformation
process, wherein.
cryptographic
processing step
is a step of
performing a
cryptographic process
to which an extended
Feintel structure
having a number of
data lines: d that is
set to an integer
satisfying d k 2 is
applied, and Includes
an operation step of
performing operations
in which a plurality
of an least two or
more different
matrices ore
selectively applied
to linear
transforg,ation
processes that are
performed in
F-functions in
respective rounds,
wherein the plurality
of different
matrices, which are
applicd in the
operation step, are a
Plurality of
differenL matrices
satisfying a
condition in which a
miniumm number of
branches for all of
toe data lines is
ecnal to Or more than
a predetermined
value, the minimum
number of branches
for all of the data
lines being selected
from among minimum  -
159 - 807P1090
number's of branches
corresponding re the
data lines, earn of
the minimum. numbers
of branches
corresponding to thc
data lines being
based on linear
transformation
matrices included in
F-functions that are
input Los
corresponding data
line rt c.e. extended
FeiSte_ structure,
and wherein the
operation step is a
step of performing
linear transformation
operations based on
the plurality of
different matrices in
the F-functions that
are Input to the
respeo7ive data lines
to Mie extended
Feistel structure.
13. The cryptographic
processing mnthnd
scrordinc to Claim
12, characterized in
that 



the plurality of
different matricss
are a plurality of
different matrices
satisfying a
condition in whicin a
minimum number of
branches [Bkpl for
Eii of the data lines
is eduai to or more
than three, the
oMnimmc numMec of
branches fakJ] for
all of the data lines
being selected from
among minim= numbers
of trenches
[Bk's(i)):
corresponding to the
data lines, each of
the minimum. numbers
of branches
facJIsMi):
corresponding to the
daCc, lines being
calculated on the
basis of linear
flansforma 'on nat (a
included in k (where
k is an integer equal
to or more then two)
continuous
F-funclions that are
input to a
corresconding data
lins s(i) in the
extended Feistel
structure.  - 150 -
3071,1090   1L. The
cryptographic
processing method
according to Claim
12, characterized in
tbar the plurality of
different eptrices
are a plurality of
different matrices
satisfying a
condition in which a
minimum number of
branched [coo: for
all of the data lines
is equal to or more
them three, the
minimum number of
branches [B20] for
all of the data lines
bring selected from
among minimum numbers
of branches
LEeD(s(1))1
corresponding to the
data lines, each of
rue minimum numbers
of branches
[1320(s(i;)]
corresponding to the
dace lines bring
calculated on the
basis of linear
transfornation
matrices included is
uwo eontinuous
functions thpt arc
input to a
corresponding data
line s(i) in the
exrenaed Feistel
siructurp.   15. Ths
cryptographic
processing method
accordif to Claim 12,
characterized in diet
the plurality of
different matrices 



are a oluraliry of
differs= matrices
satisfying a
condition in whdch a
minimum nudiper of
branches Pe;e1 for
all of the data lines
is equal to or more
than rnree, the
minimum number of
branches (132LI for
all of the dare lines
being selected =ram
among minimum numbers
of branches
5(1dI1 correspond:die
to the data lines,
each of the =Mill=
numbers of branches
[32-(si))]
correspond:Inc to rhe
data fines being
calculated on rho
hasis of linear
50721090
transformation
matrices included in
two continuous
F-functions that are
input to a
corresponding aaua
line 5(1 in the
extended Feistel
structure.    16. The
cryptographic
processing method
according to (lair.
12, characterized in
that,       when the
plurality of
different matrices
are denoted by n
;where n is an
Integer ectal to or
more than two)
different matrices,
i.e., the operation
step is       a stsg
of roestedy
Performing the
different matrices
Mo,     M1,e1,, in an
order in the
F-functions that are
Input to the
respective data
liTICS in the
extended Feistel
structure.    17. The
cryptographic
processing method
according to any oh
claims 12 to 16,
characterized in that
the cryptographic
processing step is
a step of performing
a cryptographic
Process to which an
extended Feisel
structure that
performs oniv one
F-function in one
round is applied. 



18. Ice cryptograonic
processing xethoa
according to any or
Claims 12 7.o 1.6,
characterized in that
the cryptographic
processing step is
a step of performing
a cryptographic
process to which an
extended Feistel
structure uhat
performs a plurality
of  SD7P-.090
F-functions on
parallel in one round
is applied.    19.
The cryptographic
processing method
according to any of
Claims 12 to 16,
characterized in that
the cryptographic
processing step is a
step of performing,
when a is cry in a 1
2 and x is any
integer satisfying x
2 1, a cryptographic
flrotoSs to which on
extended heistel
structure that
utilizes a types of
F-functions and LhaL
has the number of
data lines: d which
is set as d = 2ax is
applied, the a types
of r-"unctions
performnns different
linear sransforhation
processes using the
plurality of
different matrices,
and.      a ssep of
performins equally x
pieces of each of the
tynes (the a types)
of F.-functions in
one round.    20. The
cryptographic
processing method
according to Claim
19, characterized in
that the
crypt0g-aphit prOCOF
ng sscp s 



a step of performing
a cryptographic
process, in which an
F-function performing
unit that performs ax
F-functions per2ormed
in parallel in one
round is aoplied, in
azcordchce with
control oerformec: by
a control unit that
performs data
irput/ourput control
for the F-funcsion
uerfo-mng unit-
21. The cryptographic
processing method
according to any of
nail= 12 to 16,
characterized in then
the cryptographic
processing step is a
step of performing n
cryptographic process
- 163 - 507PlC90 by
using a plurality of
F-function performing
units Mae perform
different linear
fransformaLlon
processes using the
plurality of
different matrices,
and       by using a
contro" unit that
changes a sequence of
utilizing the
plurality of
Fftunction performing
units in accordance
with a setting,
wherein the
cryptographic
processing step is a
step of, in
accordance with
control performed by
the control unit,
selectively
performing any of
cryptographic
processes (a), WI),
and (b2), (ml a
cryptographic process
using a Feisfel
having the nwepef of
data lines d that is
set as d - 2, 



(b1( a cryptographic
process which uses an
extended Feistel
structure hawing the
number of data lines
d that is set to any
number satisfying d
la. 2, and in which
only one, F-function
is allowed to be
performed in each
round, or       (a2)
a cryptographic
process which uses an
extended feistel
structure having the
number cc data lines
d that is set to any
number satisfying d 2
2, and in which a
plurality of
F-functions are
allowed to be
performed in parallel
in each round.   22.
The cryptographic
p-ocessing method
according to Claim
21, characterized in
chat the control unit
se_ecfs a processing
more to be performed
in accordance: with a
bit 1ength of data
that is to be
subjected to an
encryption or
SO7P1U90 decryption
process.   23. A
cryotographic-process
ing-sigarithm
cmnstruoting method
for consuructing a
cryptographic
processing algorithm
in an information
processing apparatus,
the metboO
characterized by
comprising.:       a
matrix-determining
step in which, in a
cryatographicprocessi
ng-algoritdam
configuration to
which an extended
reisUel suructure
having a number of
data lines: d that is
set to an integer
satisfying d ?. 2 is
applied, a control
unit provided in the
infarcaLion
processing apparatgs
determines a
Plurality of at least
two or more different
matrices that are no
be applied b linear
transformaLion
orecesses performed
in F-functions in
respective rounds;
and
s.mausix-sotting steo
in which the control
unit repeatedLy
arranges the
plurality of
different ngtraces,
which are determined
n the
matrix-decermoining
step, in the
7-functions than are
input to the
respective can lines
in the extended
Feasted structure,
wherein the
nausix-deLermining
step        is a step
of performing a
process of
determining, as the
p"usality of two or
score different
matrices, as
n1E:Ad:ices to he
applied, a plurality
of different matrices
satisfying a
condftion in which a
minis= nnsdper of
branches for all of
the data lines is
equal to or more than
a predetermined
value, the minimum
number of branches or
all of tho data
307P109C 



lines being selec_ed
from among minimum
nunsiers of branches
corresponding to the
data lines, each of
the minia numbers of
branches
corresponding to the
data lines being
based on linear
transformation
matrices included in
F-functions that are
input to a
corrosponnieng data
line in the extended
Feistel structure.
24. A computer
program that causes a
cryptographic
processing apparatus
to perform a
cryptographic
process, the :program
characterized by
comprising a
crypnographin
processing snep of
causing a
orypnographic
processing section to
perform a
Fetcual-Lyoa
zommpn-key
blosk-ciphos process
of rpcermg an SP-type
F-function in a
plurality of rounds,
the SP-type
F-ionsLicn pcsTorming
5 dales
transfc-matior
process including a
nonlinear
transformation
prggess and 8. linear
transformation
tirOCCSS, wherein Lhe
orypLograihic
arocessimg stein
is a stet of causing
the cryptographic
processing section no
perform a
crTitographic process
no whic's au extended
Feistei structure
having a number of
data lines: d nhet is
sot to an integer
satisfying d 2 2 is
applied, and encludes
an operation step of
performing operations
in which a Plsraliny
os- at Toast two nn
more differenn
matrices are
selectively applied
to linear
transtorraLion
processes that are
performed in
F-functions in
respective rounds,  -
166 - 907F1097
wherein the plurality
of different
matrices, which are
applied in the
operation step, are a
plurality of
different MatitheS
satisfying a
condition in which a
minimum number of
branches for all of
the data lines is
equal to or more than
a predetermined
value, the minimu=
number of blanches
for all of the data
TAnAs being selecred
from among minimum
numbers of sranches
corresponding Lc the
data lines, each of
the minimum numbers
of branches
corresponding to the
daua lines being
based on linear
transformation
matrices included
inr'-functions that
are input to a
corresponding data
line In the extended
Feirtel structure,
and wherein the
operation step Is a
step of performing
linear transformation



operations based on
the plurality of
different matrices it
the F-functions that
are input to the
respective data lines
in the extended
Feistei structure.
2E. A computer
program that causes
an information
processing apparatus
to oonstruct a
cryptographic
processing algorithm,
the :program
characterized by
comprising:       a
matrix-determining
step of saucing, in a
cryptographic-rrocess
ing-algortinm
configuration to
which an extended
Peisuel structure
having a number of
data lines: d that is
set tc an integer
satisrying d 2 2 is
applied, a control
unit provided 17 rhn
nformation processing
apparatus to
determine a plurality
of at least two or
more  - 167 - 5070100
different matrices
that are to be
applied to linear
transformation
processes performed
in F-fmncLions in
respective rounds;
and        a
matrix-setting ate:
of causing the
control unit to
repeatedly arrange
the plurality of
different matrices,
which are determined
in the
mass-ix-determining
step, in the
F-functions that are
input to the
respective data lines
in the extended
Feistel structure,
wherein the
matrix-determining
step        is a step
of performing a
process of
determining, as the
plurality of two or
rpre different
matrices, as matrices
Lo be applied, a
rurality of different
matrices satisfying a
condition in which a
minimum nafftber of
branches for all of
the data Pnes is
equal to or more than
a predetermined
value, the minimum,
norther of branches
for a:: of the data
lines being selectpd
from among minimum
numbers of branches
corresponding to the
data lines, each of
the minimum numbers
of branches
correspfnding to the
data lines being
based on linear
transformation
maulhores hocluded in
F-functions that are
input to a
corresponding data
line in the extended
Feistel strocdure.  -
168 - 307P109-0 



ABSTRACT        Tn
resliue an
extended-reistel-type
common-key
block-cipher process
confIgkraLion for
realizing a
diffusion-matrix
switching mechanism
(Day). In a
cryptographic process
configuration in
which an extended
Feistc7 structure
having a number of
data lines: d that is
set to an integer
satisfying d 2 2 is
applied, a plurality
of multiple different
matrices are
selectleely applied
to linear
uransformstibn
processes performed
in F-function
sections. A plurality
of different matrices
satiefyinc a
condition in which a
minimum nunber of
branches for al_ of
the data lines is
ecual to or more than
a predebermined vs
:Jo arc selected as
the matrices, the
minimum number of
brancnes for all of
the data tines heina
selected from among
minimum numbers of
branches
corresponding to the
data lines, each of
the minim= numbers of
branches
courcspondinc to the
data lines being
based on _inear
transformation
matrices included in
F-functions that are
input to a
corresponding data
line in the extended
Fel-stet s_ebcture.
Luc:or-dim:- to the
resort invention,
common-key block
cipher based on the
DSM with a high
resistance cc linear
analysis and
difbcruntial analysis
is realized. 


























