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[0001] The present invention
The pres@r&llaxtel&&ntraatas to a cryptographic
processing ap‘;gLthL Oag!r@mglaguc—processlng algorithm
constructing Q\etgo%e gyp%per%Jrcapt:olééélng method,

a
and a computer pro More specificall the present
crypt ographi c- pr 6cess

invention rell Ha@ tbla éla}?t&%r?pglrc ﬁroce351ng apparatus, a
cryptographltﬁﬁ@tsrrﬁ (Jatg'lorﬁ@lm ﬁc@ttﬁﬁtdng method, and
a cryptograplaﬂdrOﬁssCLlrgytptth@grfﬁa}ﬂIaﬁr@rm Feistel~type
common-key bprm@gts}i)rprgssfmtarh@d:’omputer program.
Background 2@NA @ coONpuUt er

[0002] program More

NowadaysS gJ_ecQItI I &@Lolpxbémt otf rAgwork communication

and electrongtcgm%gcget slec@JMLeynetnslug_ng in communication
elates to a
has become an ;Lm ortant issue, .One method for ensuring
pt ographi ¢
security is ﬁi{p oeéagl'gf he@h gﬁgﬁa?nétcﬂ%unlcatlon

using variou%encryptlon technigues is currently done in

actuality. crypt ographi c- process
[0003] i ng-al gorithm
For exan@:@nstsfrsldﬁthiasn@enrm{ hu@tdgractical use,
in wnich o cBMGr8bn CloyPL:0g AP & cobedaed in a
processi ng net hod
whi ch perform
Fei stel -type
common- key
bl ock- ci nher



507P1090 conpact

devi ce such as an : 0

cab, and in which

da: a transnlssor end

receptthn is 507P1090
orned betmeen t he

compact dev:LFe such asa & , and 1n which data
car an

transm1551onraédar§éef_3t’lon is grriformsederk;e\'/txizeﬁn the IC card
and a readerévgltg sa)atné ai, ééadii ﬁegdllgrfﬂd writing
apparatus, thibt Fqﬁj’grméﬁﬁapﬁ}teuﬁg‘c’ation process or
encryption atich@fr@*gyn pf‘etfrﬁn@pnrpmd Sheived data.
[0004] aut henti cati on

There afM QGBS Sry&bor BRC LYPEdi QMNigorithms,
which are braagg cgagﬁglyoplnl: o;]puglflc key cryptographic

scheme in wh‘i&l %pgnIngtgo%q(eyaaqga decryption key are

recei ved
set as diffe eﬁtobeys for example Epubl:.c key and a

secret key, 5rdé’1 commonrkoy cryptographic scheme in which
us

varll
an encryptio& Ikvﬁfdob?earﬁﬁf.oe key are set as a common
key. pr ocessi ng
(0005 al gorithnms, which are

The cormkl}vﬁ ®ad:|ryyto&E;a&Ssic}te;heegs various
algorithms. |Omst<Q tdkem publs&h&re kﬁyhich a plurality of
keys are gen@rreééptvr_pgg @Qﬂ' o@ a%(-}ﬂﬁm@y, and in

which a data tmnMrmanon %rocess in unlts of blocks (such

ncr 1 on ;/ a
as 64-bit or 128- b 15 repeat performed using the
ecr tion

plurality of géltera e§1 ka}l fTAeré(ﬁ% algorlthm to which
such a key gRrév*sl’on Tchﬁne @ﬁaﬁrﬂa é:ianséermatlon
process are Eﬂabfdl :e ak:eyona?ﬁdblack—cipher scheme.
[0006] scores key, and a
As a tyﬁmlﬂ:m-l@a/yblock—cipher algorithm, for
example, a 0€d WPL OQFAPHI LanSCNEMB:itim, which
in wnich an
encryp_ion key and a
decrypol on key are
set as a common Pty.
[ 00051 The



[ Done]

Fei stel structure has
been known as a
specific structure

fOf execut i’ ng an S07P1090
. gonthmto whi ch
is a U.S. stand. cryptogra is br a.dl used in various

such fouind 'f inc
are appl cd. The
rooem keyi stel structure

The comxha-geya)lcg}t—lei%:t Elllg@ittmhatpified by the
DES, can be tiapr&ngi:ﬁr@ﬁdﬂi@topio@il—ﬂ@c@@b sections that
perform tranisfﬂ:fnﬁicﬁiophre{t:ce%; arbyt key scheduling
section thatsjierﬁpLey rguecp%&t Jplngad in respective

rounds of tht @ﬁ@si&[lgﬁtﬂfgﬂuon sections. Round
ar e

keys (sub- keysk’l thatc Iare © be a Dlled in the respective

cal l ed roun

rounds of th? round function seEXons arl eqesnerated on the

unctions.
basis of onedrfzst?j:okéh ffenﬁtn key) at is input to the
key schedulia’ge%ttli.cinbiinﬁgre applied in the respective
round—functieqrsyi}f%sgr anhi S
[000e] processes to which
A Feist&&itﬁitecle tht kre&il%dﬂf eSa specific
structure folblco@PPhd £8:dAChL WAE, such rouna

functions ari\bpgllant ﬁggelggcééﬁﬁﬂle hgs

structure tha% trans! QIMS J.n ext into ciphertext by

2. 130091

simply repea‘FzI ransforma on functions which are called

or exanp
round functlgs Caﬁ%ﬁ ﬁévuments descrlblng
cryptographlt Pry(ﬁfs@@t_:oavbfﬂﬂ 6elstel structures- are
applied incll\a‘ji:e @@1?@’@@: WWESSndtN@—Patent
pocurent 2. Whi ch a Fel si el
[0009] strucuure is applied
However,havg eﬁmppe[, QbJor@lEH-@t cryptographic
| eakage of keys due
to cryptanal ysis.
D fferenLial analysis
al so cal |l ed
cbtfcrenti al

fields.



As a configurotio-
Ea- dealirg with such
a problem a
configuration has

been pr oposed In S07P1090
[ or e
process to whigc Feistel structure, lS applled has a
different nmatric

problem of leakage of keys due ar tanalys:.s
aré arréanged TN

e
cryptanalysiS%r??ﬂf@@x@iaé eEthkanS wkefh keys applied
in respective wrﬂldulfcuﬂ'@tai:eoamalyzed by analyzing
multiple pie(eF-oif U’mﬂfﬁtdbt@nélaﬁe@t Ihﬁnus a certain
difference ajldﬂ):.@ech&ioSttn& data {ciphertext) for the
input data, <§1t1 EHQ&L ulra%/SJ_s I;]ls§ called linear

cryptanaly51£ ngHEL é%gac 1nCv%lc arglygls based on

tmintens anS fusndon matrltx cormed, B
p all’l >4 aru CereSpﬁn écl? ex 13 §er orme: ave

been known ai %er tﬁhf:fqltjé Iofoﬁyptanalys:Ls or attack
reenniaues- Gwi t chi ng Mechani sm
foo103 hereinafter, referred

Easy an{l@isa_g k'é' 9o_cryptanalysis implies low
security of R&Sﬂzt&;&aalﬂe @robe®s using the keys. In
cryptographldialfgjre:rme n& |t1a| pr;at tlxa.,cllﬁ&use processes
(transformatgg mit!fl@&gaghatatrg @&J&Sd Qﬁainnear

transformatid eseglons g}c %und—gb%llct og (F~function}
00121

sections are_leﬁual Er. Cfn? another in rcu.fxds .0f respective

usl on-
stages, anal§s\3,ﬁ ts fﬁai H}be, ﬁﬂes&ﬁglﬁll%ﬁfy analysis of
Keys- (DSM is provided as
[0011] a configuration that

As a cm@&p}rab@q @ppsla]lrieﬁwith such a problem, a
configuratio;r@atsyopein G‘;a)l:uos&eiilnthsch two or more
different naSSeUCS UF:.0aAMI1NEG - te MW ormation

data lines. In
contrast, there is an
ext ended-t ype nei st el
structure having
three or ncro data



[20141 Mor e
specifically, round-

f unc Lion sections

to which a_plurality

of dif f cront S0721090

sections of roun@%%[:tltnr @Q%!::t(l)orn tctloonlg in a
matrices a re a ﬁ

Feistel structur_7 Tl’hls ttechnlque is, Pleci iilffum.orr
matrix switcléifgrrijemfuﬁ?me Dsghf 6ﬁu51ﬁrtautchlng
Mechanism, hﬁ?ingséaﬁ,aﬁaa:rreﬁga aa "%T)S Resistance
to differentjappttay Uclﬁrufr@thacvicﬂlg:e enhanced
using this pfMWO data | rites, e ,
[0012] In an extended-type

The airfm@brSEa€ 1.l suSni L UCLMEW oo is

provided as D@O\(éi&gat@p)ﬁlap angggppggd to a typical
l.ines chat i

at a
Feistel structure ving two data lines. rhcontrast, there

ua tO or nore t

is an extend%d— e Feiste structut ehhavulg three or more

sSucC ree
data lines, \fhbcﬂrl,s djtffféefntesy'n &F Ii:ﬁpﬁ:@l Feistel
structure hafipg rma GAFi fi@esg However, no configuration
has been dis@psycpti@griap‘chlia @oove-mentioned diffusion-
matrix switcfPhO@@8Ssn NG LPPALA in such an
extended—tpri?eSstaL structure having three or more data
Lines so thaC EYRLQQr-APNELSPEOLRSS or 1inear
attacks is <G, 1 QUI

Non-Patent Documansct r LéCEylber]fg get eddFéistel

a cry g E)
structures”, ASIACRYPT'96 rJ_n r , 1996, pp.91--104.
roce fret Hod

Non-Patent Dwﬁerrt 2. Y}lléaagr F% Tsutomu Matsumoto,
Hideki Imai:é)ertﬁftfﬁrlskceyion of Block Ciphers Provably
Secure and Nfy| Apfvitk-og iArphle)Foved Hypotheses. CRYPTO
1989: 46148@| gori thms with a
Disclosure ohkrgnterES| St ance t 0 h

near anal ysis and di

f f er enti al

anal ysts, and a

conput er program

Techni cal solution

oo om o e P



Bincur to a
correspondi ng data
line in the extended
rfeistel strupt-re,
Technical Pzt i s configured so
[0013] that the plurality if
The exad}inlﬁ feﬁ)ﬁceﬂtlts_haﬁ&tednin@c@Sin view of the
foregoing p@)[)ﬁmst eapﬁaltnedt_oyprovide a cryptographic
processing %Earrg[;]sc eg ch:yQto$ tlvglc processing-algorithm

constructlng me hog]C I Iaocrll%)totgjgguc eroc%ssnlg method
I nput to the

which reallze commonztkey bloc 1pher .algorithms with a
Fespective “data“l1inos

high re51sfahcet ﬁ(é @ﬁia]énﬂlél sis and differential
analysis, g sfepretienr @ 00161
[0014] Furthernore, -in an

More sﬁﬁbi@dhﬂ]&ﬁltnd-@fncttoheections to which a
plurality ogrdyfpir&grlaphi Gransformation matrices are
applied areprsgé:e§3| ngelggpasﬁx@lt%, obtained by

expanding a!Felste stru% %tvgn[glt%oe ata lines, i.e.,
| ‘P ural i ty
in an extendefl tﬁef?lstel sft cture having “any number of
data lines ﬁﬁtlrsleéué% to Wﬂoi@hthaértao, such as three
or four, Hte{e})q Zaeirﬁr’lgi ntot hrévide a cryptographic
processing @opayptl@gar aph‘cio@raphic—processing~algorithm
construct ind)f-@CES Sk NQer $BCpr@N processing method
which reali@d’ %oma)npclﬁurbal:kl cIlM’lexOfalgorlthms with a
high reSLSgahcj f Qg eﬂt&ealvalngllysqgsand differential

analy51s, an% cdm r prggram

Technical Solutlon tl on In V\hl Ch a
m ni num nulMber of

(0015] branches )f).),f] for

A tirstgispecioff Pheredat ‘A e iergsides in:

is equal to on nore
than three, the
m ni num nuacer of
bronchus [ Bkfl for
all of Lhe data |ines
bei ng sel ected from



Fi maurneore, in an
enbodi nent of the
crypt ogr aphi c
pr ocessi ng ’appar at us,
a crypi;oﬁraq'hg: processing apparatus characterized by
comprising Chat-acts: T-17.nd in
a cry‘pt:clgéghlcl—n&cepllw aelci:ltny tﬁt performs a
Feistel-type Mo?&e@ngloc@ﬁtpﬁércﬁéess of repeating

an SP-type E- u!’xcglrc]m ?nr e leallltl Zfegunds, the SP-type
e cr pt 0 raphic

F-function erformin transformatlon process
pFoEEsSi g sect .

including aal[;néli%abltrariséolrrilat V‘l g cess and a linear
eransformatid f-pereent sal i sfying

whereirgth€ OMCH A 4POA piorrsapyl sedyion

is conagmdniorrbbmofhuﬂb%toﬁ}ﬁphic process to
which an exgﬁd@&ﬂ%ﬁ s[tJ.th]Jrefhgzﬁngaul rlumber of data
lines: d thQ‘I i; B& gagnainlt!gg}oétiisi%/ing d =2 2 is

applied, istecqnlglag!lrei 9 sde[iecgpe_riyeap‘l:aﬂaanplurality of

o R O€ the dnnimim "
transformatllorsgxkjeesngIi:haélra{ae ffO]fﬂTﬁiein F-functions
in respectiyggtugee| i nes bei ng

the plg@bect e fromampRgs: matrices being
a plurality 3t RicPEFenNWHYDG= s0fisfying a condition in
which a mid¥.@NGHES of B2XLS(dog ja]i of the data
Lines 15 «GONL €SRADALRNG, £rg1ete]1nln@d value, the

minimum numbdeﬁa Lr!anrcl:?eé’for a%(f‘ of Qhe data lines being
e

selected fﬁe| ngoglarrﬁnlruutsggnrwbs of branches
corresponding heo RipgilE® ofi"ofj fjEfr ot the mmien
numbers of Eqar&ﬁastce‘:irﬁmuitl%to the data lines belng
based on lnﬁz{rr FI@I@S}rr’anerI udeﬁdesi ﬁlcluded in F-
functions tﬂame Cont t nuoas

Y-finctions that aro

input to a

correspondi ng data

line s;il in the

extended Fei sLel

oo o~ o o~



11 characterized In
that the
crypt ogr aphi c
processi ng’section is
input to o ©oAPirgot ed: tioe pettf orimded Feiste!
structure, @ Crypt ographic
and is RFBGESS sd Qlatv\lhki Cgh]uranJ]ty of different

matrices are )gipga@gg/darEﬁ&egtlglthe F-functions that

are input Sttrhele"lcrtes@erc 1vet Qfﬁg lines in the extended

te]_yeforrrs a plurality

of "F-functions in

paral l el in one round
Further]ncge, aprpla? éﬂaodlmeelozg 1the cryptographic

processing ’apug@thser FFDPe, chfrﬂ:tatzed in that the

plurality ofefib@EhtAticeef viida@re utilized in the

cryptographlgr yrp(tegkgrrgapehi:len, are a plurality of

different nQJrQ@@Ssgdlf}Qm@Qp@ErﬁItLbS, in which a

minimum numbte g §rar§:p Q%f g[‘l Iaﬁsofl Lge data lines

is equal to or nf an three, the minimum number of
o raphic

branches [Bkdrfﬁlté]égf hr@ dgtécltu‘ieso}ﬁelrig selected from
onons nisimeGTIPITQAF SUTT PEFTON peresrersiss
to the data\fyen Kb @ fcaenyln}mﬂrt efers of branches
Bo(s(1))] Sakipsfiy Rgrra2atantespeing caleulated
on the basid Sf @NYr ItAbLGRE ion matrices included in
K (where KkS@L |a1$f1}{de£l9 Kok t@ or more than two)
continuous &QAR&QQQQPQ& § corresponding

Feistel stru

[0016]

. whi ch an ext
data line s{ l in xtended Felstel structure.
elsi fructure

[0017] that utilizes a types

Further(g(fre, Fi_nfaﬂ ﬁrﬁot)ciirﬁﬁ:sof éﬁedcryptographic
t hat has the nunber
of lines: d which is
set as d =lax is
applied, the a types
of F-functions
perfordnc different
| i nsar transformton



processi ng appar at us,

it. is characrerized

in that the

crypt ographi c
processing pfpét@@SSiiﬂgis S@ehdt@fred in that the
plurality ojf Bﬁkek@‘ﬁﬁa:trlass plﬂhutrh&lrd tltylized in the

cryptographlgf gcenglQ;Ct IECer(]n, are a plurality of
different ngflces rsn’!‘igfglnijnl tc§ndj¥tﬂ§'t in which a

erfo-md

minimum number of branches for all Qf the data lines

near tr ans or mat | on
is equal tbroE)Cn@?Sg*ign ltjlgia n th? ﬁ\énlmum number of
branches Bﬁl 9F altiof yhediﬁta llnes being selected from
among minimldli rfurﬁbe:'s entbrapatsr [iBﬁESi;) )] corresponding
to the datadi@s Aea@Od¥t th@ hintimi fumbers of branches
[B,D{ )] LolrJe@on,de) haﬁge&a Aines being calculated
on the baSlSstgmeng‘for;{gtlloL hZLiAY inciuded in

two contlnuoug Qlfltljncg!) tYLhan e input to a .
-function perfor

correspondlnﬁ at 1.1nne accor déhﬁcextglded Feistel
with a sorting,
Looi8] wherein the control

Furthequyyp,.t i} Qn Ce@]f?fll’magu roeédtr¢ @pryetographic
processing S@kr@@UI yeliy perfiofsd in that the
plurality oA MYre0he Gy PEOGEAPRI Grilized in the
cryptographlpr QLQ(%gsgr%S (c@])on [gl )as plurality of
e

d ’condltlon in which a

structure.

different ma\ﬂ:lceé b %)mfylng

minimum numb raof brancheyp[FBngroge of the data lines
rocess usli

is equal t?éf §uf>ré| thér} H; &et e minimum number of
branches [BZHaVT ﬁ]g of ﬁl@ dﬁﬁrfb‘@? beéxfg selected from
among minimggugper | of) @senglest KA (i) )4 corresponding
to the data $@¥s, @8h df &he gj’.nimum numbers

(hi) a aayptographic

process which uses an

ext ended Fei st el

structure having the

nunber of data |ines

d that As set to any



a cryptographic

processi ng met hod for

perforiiing a

cryptcgraphic process
of branches| [B,'As(i)CI ytpfe@}g]{daphtocthe data lines
being calcdMt@C @S SheN@sapparliks, transtornation
matrices ingltll@d rmtt_l:llo_odontinuous F-functions that are
input to aCJqLQésgcggillgl @aﬁ:i %gg sbly in the extended

Feistel structu@rl Sl ng a
cryplograPhlc

crocessi ng st ep at

Furtherﬁgff élr rﬁl negbodlment of the cryptographic
processing %B]Pae%%‘ e1} m}@?raﬁfrezeégrsthat, when the
plurality oofiifre@epea{triee@ 4r¢) d@oted by n (where n
is an int@lérurea,lla]i tty &f m$ré)Uﬂl€ls two) different
matrices, 1|en !@r QCeSIJS! nlge cryptographic processing
section is &%9}5{199@@ tht:m‘b%e SBfetcéépﬁatrlces Mg, My,

..My are repeatelalpca‘;:rlargg J,pe[llfog{gdlanttge F-functions
£ransfor mat i on

that are 1n%lf 6Céhe res-lpectlve data lines in the extended

Feistel strgivfic| udi ng a non-

100201 i near transformation
Furthe$r@C @8 S aebdigent | Megp cryptographic

processing taﬂgpacla&t,oriﬂsitsi @Aracterized in that the

cryptographjprpg&gsgj§g smalr ﬁ' Janftghﬁd to perform a

cryptographlgr X)ptcg’r @cphvllhgch an extended Feistel
SSI ng St

a

structure t at per rffs OBler Fo% ?ﬁn(ﬁlgonaln one round is

cryptograph process

roozt] to wni ch an extended

Furthefligp gtip| on stPdEttir @ the cryetographic

processing dp@vdtRrg i@aisnunber - of '
data lines: d that is
set 70 an integer
satisfying d 2 2 is
appl i ed, and incl udes
an operation step of
perform ng operations

[0019]

applied.



Furthernore, in an

enbodi nment he

crypt ogr aphit

nethod,it i's
characterizeg @ rt&et Shd eritPeeghif mrocessing section
is configur$dn@t retrhr@ apl:rufcalrapltly pfess to which
an extendedd‘ieitstfeﬁfs&ﬁ]:ttur{f&taf ipe@e)sms a plurality of
F-functions a-r[ garaaleplirugnalrciutdyis Ggplied.
[0022] different matrices

Further%égi §rf y:l!q egbo@ment of the cryptographic

processing apparatus,l Q‘D EnchMt&E ca in that the

cryptograph proces 1ng sl[lon 1is conflgured to perform,

when a is any integeg s t ving 5 2 and x 15 any integer
T et s
extended Feﬁﬁﬁngw‘fuéee thaf huélllzesea types of F-
functions ang thaltmhﬁatﬁxﬁérof gfca ines: d wnich is
set as d =bpaan@heasli§13_t’tha ege °f F-functions
vertoming @lerenf 1ithe rdaramtionegeesses using
the pluralid@ioAQpisferent matrices, and configured to
perform equil OF I @SPORTEaAGort 1Be 10 (the a types)
of r-runctifl@tBnSi-NQS, 00 Hr of

[0023] t he m ni num nunber s

FurtherQltre,br IQ%Q h(,%ﬁvdlment of the cryptographic

processing apoar’atug St ]c ) ) 1characterlzed in that the

cryptographldorprrg?spsgqul n t 0 1‘5: h conflgured by

|
including: Ffun 122pgrform %hnlt that performs ax

F—functions Uqé]§lil Sareogfefcfoximfdnén prarallel in one round;
and a contrﬁlr alﬁ‘s i:hfabfaeﬁﬁ)fnis (jiﬁta input/output control
for the F-fggtpire @S iPneEtuded in

k ;shore k is an

I nteger egual to cr

nore Than two)

cont i nuous

1Ir-functions that are

i nput 00 a

correspondi ng dsLa



plurality of

di fferent maurices

are a plurality of dl

fferent mattices
[0024] satisfying a condilon

Furthedndte, WAL GR dAcMikd¥UNE the cryptographic

processing Q}Lllﬁbﬁg @ff 1br @ﬂgh&$zed in that the
cryptographjl-cspgocg's JnQ sec@i 111 1&ﬁudgsh% plurality of

F-function erttormlng un& t!ia§ rqyrg different linear

t f ti o or rmre' tI‘::]hanl ralit £ diff t
ransforma Jtorhlprocessef ﬁlseln : ﬁl prruuml y o ifferen

macricess SERURSEEOf Br AHCHEE™ * e ot
utilizing tfesglir:alifyo‘af é—lfl*nctfasfq pleﬁgming units in
accordance da@ataasettimes bci u

whereirS @k @6t:2d ufik OR conaiﬁfﬁﬂ;gto selectively
perform anyrnf Qinpan Lp% se@f , , and (b2),
branghes [ 52- (s(l )1
corres ding to

(a) a ¢ yptogripllplﬁgrsoceseas&ﬁg a Iglelstel structure

of
having the rturﬁ (ﬁl Tfal nfel ii Ithat is set as d = 2,

e nfﬁ’i"ﬁ@iaghl‘bfp Brarfefegess o e
Feistel stru:EhaSet }(a&nq )h)a Ilumber of data lines d that is
set to any GOPT @SPONAAG B b fygch only one F-
function is dalm;eatol He m%orbeiilﬂgach round, or

(b2) aC@ly&&éLa@ltleQ)chﬂs twhleh uses an extended

Feistel str\Qén% §av1QJ tdeln&@érof data lines d that is
transf.or mat

set to any number satis >02n and in which a plurality

matri ces |ncluded in

of F-functigns are allqwed to be performed in parallel in
WO cOnti nuous

each round- Py f ynclLi ons that arc

[0025] i nput Lo a

Furthe]@frp,e'asa@felfbeﬁirﬁg‘_ (d&txeacryptographic

line s(i) in the
ext ended Fei st el
suructurt. 100301
Furthernore, In an
enmbodi nent of the
crypt ographi c

i.e.,



18 10034]

Furthernore, in an

enbodi ment of Lhe

crypt 6graphi c
processing PIPOEESSIMGs Nt LI@eke 1 whar the
control unit $s ERAFACT@rkZeda pfycessing mode to
be performe(t E}atcc&ﬂece with a bit length of data that
is to be sub‘}!cyegttpglr ngtgn or qecryption process.
pr OCGSSI ng stop Is a
epr orm.n

asent 1nvenglon resides in:

I C
a crypbcrgléi&hécsgmocei ﬁln methoﬁ for performing a
cryptographJ.F: fpmeﬁffl Gnn bef:]:ry%fgirﬁpﬁg processing
apparatus, ¢ kekhot I:T)altactﬁle;reﬁ Of FPEPrigkes
a cryifedddNEl bORSPEEfe- sregherforning 2
Feistel—typei Bon@ark@l i)ledk—ciiplﬂerOﬁe:ess of repeating

an SP—typerlQ%leolenanlulLlegty .of] rounds in a
ordonc

cryptographla:' proce551ng s(gct\{\ént Ilhe SP type F-function

ontrol Ferform

performing a data ansf mation procesl?'| 1nc¥ud1ng a non-

linear trani)férfn?tbofsn%ocasétand 'a linear transformation
process, | nput / o=put control.

weereiff p cifbreorfRLif prretiiomster

is a pear f)]D@ﬁiqupgngUﬂier_ptographic process to
which an ex&d&) %&el structure having a number of data
lines: d tdztlii h@r PDEL inthoBr ©fifsrying o > 2 is
applied, arﬁrrba@g!iegemut o&tatjlojl Cﬁep of performing
operations %ry}QEhOQ Q:@ahlt? of at least two or more

different E)agrqg:e§S§LJengelggltfwdapplllgd to linear
haraj:leriz

transformatlojh processes are per?ormell Bl F-functions

[0026]
A second as E of t}Ez

cryptographlc
urocessing stcp is a
step of performng a
crypt ographi ¢ process
by using a p_urality
cf F-function
perorr.ing units tha_



LOCLM A third aspen:

of thn presenL .

i nvention resides in:

acryptograpTii.c
in respecti‘prrg{[}tiisng

whereiraﬂg@Edrilhﬁ'@@ﬁﬁtefeﬂtctlaitﬁgs, which are

applied in %toﬁ)elfarﬂﬂﬁ:@rﬁﬁt efr“@tpiuﬂagﬂﬁ of different
matrices saE;)!@Ianar @Qﬂbﬂl&lpfno@%%; Rninum number

of branchesgforal lgor Ittﬁe data! ﬂne@'nls equal to or more
|nforrat|on700ess I ng

than a predgtermlned value, }Lhmlnlmum nF] d of branches

for all of Eqﬁg?téé%ngsf}feknédelBVed from among minimum
numbers of é@ﬂabersl <§I‘Fhﬁ@o.ndlng to the data lines, each
of the mingPAbpexs deE@PfisNforrgPErding to the
data lines @PhN @k, 1A&r transfornation matrices
included ian—ylpIthJ éhph iaLG' 1‘3]&10 GeSScorresponding
astz vine 14 BG-BLOANLLAMscricrure, ana

mﬂﬂvﬁﬁflgyratlon to
xt ended

is stepst & perffyrmln linear transformation

* Féi ture
operations ﬁa\ée\?l oﬁgthe plﬁrljjﬁ_bye?f %fferent matrices in
the F—functﬂ;ast %atl ?rﬁé}g)ut 1'3 tthehﬁfpeftéve data lines
in the extendedPfistel SOYPIrEOC set
(00271 to an integer
Furthel&&g,i S.ﬁ yaln nglbodim%t 20fi Be cryptographic
processing atptmljci, e@t; a Qﬂ%{eﬂlzed in that the
plurality Ufnl ctlfpr‘EIQVimgzeidesi rA]ret ne plurality of
different Jrlagrf c%g ngt Q/ﬂg a condition in which a

minimum nu_mb %rsa§clherlg[B9}opo§ra§1t ytsthe data lines
eterrrdnes

is equal tolor mor an T reetth minimum number of
It a

branches [B Lclnrf ?11 of the dat . lines Se?St
TMD &t “honodi fTeret
matrices that are to
be applied to |linear
transformati on
prodessos perforned
in F-functions in
respective rounds;



wherein the
mat ri x- det er m ni ng
step is a step of

perform ng'e. process
selected frqmfamqle o ye mlinhﬁgs’ of ghganches [B,P(s(i))]
correspondiry he pﬂ upal iiilys,ofeactm the minimum
numbers of @{ancﬁmr [@dellf &roﬁﬂsbondlng to the data
lines belr@atc[;licglgéd le Qﬁt ria&es of linear

transformatlton matrlces chu%g’ 1n (where k 1is an
t ur al I t tha t F-f ti
integer equd Oor more % n inuous unctions
i ffér'ent ta

that are lnglﬁt WOST y?rhedpor_ldlrg data line s(i) in the

-extended FeleiGheiTti'on 1 n which a

[0028) m ni mum nunber of
rurtheddranches dugpin@l |of Ofte cryprographic

processing rmb:@oddatta |s| Bke&cﬂ.eﬁzed in that the

plurality %qLé@errEnQ Qartrl@r eret IF!tar;hurallty of

different matr cres satlef{/q!; nedtondltlon in which a

rTHm )
minimum numbﬁr [ brranch [62r afor a of the data lines

is equal tg oF mge| thgF tTrﬁenC‘gatmlnimum number of
branches [Bf]j ﬁégllb)éitﬁgia‘gelliréétoeéﬁg selected from
among minimfmf rmbers a)mnagchﬂsi [Fi° ) )] corresponding
to the datalH¥bes8 Gf cnhpr@anNEh@grers of branches
(B )1 CRHLRSPORAERAGat itk NBing calculated
on the: ba51g@£ @-mlaalr NESsro8ACH nOfices inciuded in

two contlnu us unc[rpng ncggbearr input to a
? ranc es,

correspondlngo?artesjt or dl ng nt thet I'-?xetended Feistel
data |ines being
[0029] based en |i near
Furthe@fran@faep%rfe%of the cryptographic
matri ces included in
F-functions that are
input to a
correspondi ng data
line in toe extended
Fei stel sammtdure.

structure.



Is a step of causing

rho cryptographic

pr ocessi ng section to

perform a
processing cr‘eiyim ogtr &phlcherap‘:lelaeeéssn that the
plurality b0 aaférel anriext ended plurality of
different IEe:hCSeE es]atiS@anCat Wp@ition in which a
minimum numaa\éjf @Qnéﬁesn[lézﬂﬁb%E aQ.f of the data lines
is equal tgq& amol I Bl@rg .tﬁrge thtminiir%m number of

branches B2§ Eor a}? 9 the es belng selected from
satl s

among mlnlmwgl ﬁTberéd)f b an(aesl i}iti Uaé corresponding
to the dataalhnebp?fhsffl tﬁtﬁ m@tmérpnuWrs of branches
(57(:()) prer-foT Y Ny TOPEr Atbofes ol
on the basik Rf WhkE Nra@stphddro@lnithiyes included in
two contidbus Alr-fuGAGE ttWO Ofe input to  a

. correspondim[i‘@? dji;ﬁef erienin the extended Feistel
matrices are

structure. . .
(0030] sel ectively applied
Furth t o | Inear i t f th t hi
ur eimor ;1 an _embo 1men o] e cryptographic
“Yranst of mat’

processing bart}tj%,estséss ck‘taﬁatfrlﬁij em that, when the
plurality operffeeefnmd;riiceﬁ are denoted by n (where n
is an intfsef MGL NONS inpre than two) different
ratrices, il-€@SREEL I. V., rtBURPEIS ion step is a step
of repeatea WHEI@LNy LD ARJAAL Adebity wy, 1y, o,
; in an oerr ql ‘Ihi %l ferLlons that are input to the

respective data 1nes n the ex F]ngll Felsteel structure.

p]l
operatlon step, are a
Furtheﬁ\frﬁ,r ﬁl ainteV)oddyfent of the cryptographic

different matrices

satisfying a

condition in which s

m ni nbm nunber

of : branches for all &

the data lines ,s

sysal to or nore than

[0031]



cryptog raphl copr

Coes sing-elgorithm

cox fl ge,ration to

wh extended’ ffeistC
processing QethedCct Ur @s hal\;i:aﬁtgriﬁd in that the
cryp‘tographjﬁu;ﬂ‘b:&fsijfstedatsaa step of performing a
cryptogréphjd tph)ﬂss | S Svetcht Bn a&teinded Feistel
structure t}Qt ;er_ggrgronl§ QLeI ].S.;uydtn)g ild one round is
P2is applied, o
CC.TILIOD unit
provided in tt

Furtherim(ﬁf,orj_rh,az\f | ealﬁ;dlment of the cryptographic

processing ERessi g APPAratds et e
cryptographjtc(})rd:@stlefs[te_pi ffea gtep of performing a
cryptographipl eokesd o Lvyuc@f aigt extended Feistel
structure tlhzea$§fotn\ADa o;flurﬂfﬁ){ye ojdiF—functions in
parallel in fonefrgtrngms7apgi@etd.rl ces
(00331 that a re to be

pglled to 1 ine

Furthe

in .an efnbod:.ment % the cryptographic
|

processing pnftaogeSé Sispékfarafterollged in that the
nyptographibrp&fﬁﬂmq ﬁteq:-isf suﬁtﬁlt Ff performing, when
a is any igpSr isﬁiqf;e'sgpeczt?\f@ % is any integer
satisfying kOUNAS:; camebr@niqOrrdeess to which an
extended rXer& bibrdcA@e Sta@PutQfzes a types or -
functions a@AHSIAGuL NELLQALLOines: o wnicn s

set as d = Qa!xt 1st %pll%s the a types of F~functions

eMem

performlng %F] rentl llnea%/ transfor 1on processes using
ity of

ur a

the plural]&?zfcfferdéflfﬁ:ren}; uTaFrlml Caﬁd a step of
performing a}raaélydétpéﬁc?ﬁ ﬁeﬁichl ﬁf fkﬁ types (the a
types) of Fgttinx idet erm- ni ng

step, ir Llne

F-functions that are

i nput to the

resPective data |ines

in the extended

Fei stel structure,

applied.

[0032]



24 in a
conput er - r eadab- e
format, whoa process
accordi ng to the
[0034] programis realised
Furthedndle, R @K @ky)SLtn@mof the cryptographic
processing [mQLQAﬂl] it is chalabttE i R@T in  that  the

cryptographlgtJ}&Essggvs@egt ﬂggsotegfof performing a

cryptographltc perocess, “plwglch an F function performing

enbodi nent s

unit that pBréOéms ax F-functions perf rmed 1n parallel in

one ‘appar ent
oTle round iﬁﬁ?péie(aeifl(flcclojéiame Wlth control performed
by a controaelgiértihzﬁt Iiegﬁrgs Baégéﬂutéﬁtput control
for the F-t@frpodpertsof the
[0035) present i-V211L1011,
Furthemg,c Hn \Mll elmbohh@ent of the cryptographic

processing Qn@é&irl bcedlsb@klag\évjerl% in that the
attach

cryptograph hgocessnlg e%dls a step of performing a

cryptograph_\pr af\o,\gesr;n?sy us[\rpt eplulb’;\?‘:ty ao‘f F-function
: menti one
performing htéltsspeteaitf i &4 ioi““on dllfferent linear
transformat:@@ﬁfolcegﬁf e rgghegpiurality of different
matrices, aIng;inlali.ngsetcorexfol gnit that changes a
sequence 43| UWkdlzingy t@f plurality of F-function
performing @RPAN ALUSES ,wi@Aded:Sq,

wherelrnQﬁe rlyMgL%q tpgac@sulg step 1is a step

of, in accor a%geevrvrl] I non¥¥h]! %Qfofrngg by the control
paratuses havi n

unit, selectl el ormln any of cryp¥ographic processes
Espect’ive

@), ﬁ%ﬁ?lgﬂ?atlons are
(@) a egritairhed °H° 'Her sapee sruere
naving the @S| FIgEtaAdvantageots = @ - 2
Ef fects [05421
According to a
configuration in an
enbodi nent of rho
present inyention, ir
a Feistel -type



- 24 - so7P1C. 90
mechani cs. WPM, su
that a common- key
bl oci c- ci pher
(b1) aaFrggé?giratpHmpeoa*ﬁs bl ich uses an extended
Feistel str@O/S tarine tre dumercht @ata lines d that is
set to any CfYPi-0Gfy@PR=C, PIIOE @SS only one F-
function is Qﬂgﬂe(ha) ]:Qeagrff@meHEd ea\A!i toh'ld or
(b2) a c@t%bapl(lg%lrégsanvgleh tugs an extended
Feistel strlalu Qavnl nn, n¥n§er of %Qﬁa lines d that is

fer en
set to any numberl satlsf 1ng [iGOZAE d in which a plurality

of F- functlparafehé]fcﬁpﬁir@ be performed in parallel in
each round.- gccording to a
10036) configuration in an

rurthe @D0Ab MBNdoc@frert @ the cryptographic
processing IQEh%cSelmtls cE]aVQ:Egriz&nJ.n ﬁat the control
unit selecgscnif |pgolé,!s§lt1g! Oﬂ@del Sto be performed in
accordance olrt VI CLJ.t ’lengtrllx V\é'”data glat is to be

(a

subjected tg—angencr ¥ or?%r doecr on process.
FFURET I"0RS “peT T F
[0037] different |inear

A thirct fsmq‘sffoi‘rhfraltefeatninvention resides in:

a cﬂyﬁ?@@%@@&sugj—ﬂgrjahm constructing
method  fofd| tHa@kdetiyy Of  cryprograpnic  processing
algoricnn QI Bf @b LAl ld GBSy apparatus, the
method chargcan ibghom 1.:8t ended

a mat 1x—§e§term1n1§t r ugt urlen 2wh1ch in
i |1zes t

cryptographi _pfoﬁeﬁafﬁ orlthm donflﬁurftlon to which
an extendeohé%lsftehes rﬁﬁﬁrﬁe}?av%gf a number of dat§
lires: d thajgdtad that is set as

d = 2ax, and in which

a cryptographic

process to which the

extended Fti stel

structure is applicd

is perfornmed. The



50701090 which a

sedpence of wutilizing

the plurality of

F-function performng

nits i s chidnged in 50751050

accordance with a
set to an inéeéetrtsftﬁﬁ¥ing d > 2 is applied, a control
unit providev\hre]?heblyoraation processing apparatus
determines a@plyf}t.t@gr atphapse two or more different
matrices thaPﬁJ@&@SSiapﬂlgeda:ppalﬁaattuszormation
processes peirfSrmgdeialFi-eredpns\Am.k£1hctive rounds; and

a matrip@gtigt}egtgcig IwM@J 1—)4@ control unit

repeatedly aprgr[ggsotrh!.%l%%_tyojf different matrices,

which are de{ierl}lj;ed lI; Lhe matr 3 deti lHZUq step, in the

ﬂwemammféfmésHFVﬁfographlC

wherelnp:psoltags}sdegaﬁrlm ﬁ.g_:{ T-tep
is a stE}OCP@Frecirmis@ar g:ecteﬂrce determining, as

the pluralitk/iay I:vlagr tnd'ﬁediﬂﬂglf?befatrofes, as matrices
to be applied,aI almla.li&e& cbﬁfertrlaaxtrjjc& satisfying

a condition §r€l§hlc@$ mgniﬁum Zum.ber of branches for all of

the data lln(ep;ls) eqél QJ M:FHDIQQ:Ea@QI'LLegetermined

ctivé data lines in

ocess
value, the :mlmum nul ev o nanches %or al the data
exten
lines being lect from amo g mlnlmum n ers of branches
StFU €ture FaVifg "t'Re

correspondinﬁ dhb}é rdatéfllnﬁsat gh |of Hxééminimum numbers
of branches dortehgaralirig go gl'etdatf\ éinming based on
linear tranyi¢ifrl)@r m=g@tel Srfcyuldqqgn @-t@ctions that
are input t(2§ coalﬁdmd.dﬂg whi che Qxﬂ:lh%/extended
Feistel stri@f}€:. F' f UnCt | on | S
(0038 al | ovvpd 70 be
A fourtQ%spech g@ng pke@enwg g’ge-ntion resides in:
round, or (P2)
a cryptographic
process Which uses an
ext ended Fei st el
structure having rho



SO7P1090 [Fig.
4 Fig. 4 is a
di agram descri bing a
Fei sfel -type
a com@)[tefptp@grplaph'atc causes a cryptographic
. processing ajpg‘@:[lﬁi tthﬁﬂarlfcﬂm \A,hi:r@hographic process,
" the programtclnfaeﬁrldeidfbgecrmﬁnsﬁngl | ner

a cr%!o@%f Orpﬁf@lss;@@ step of causing a
cryptographlrg?_ptrocesm.nf SQ[:L@H Ttol £e|ri%§nda Feistel-type

common-key dock%rpher aocess %f repealtﬂg §n SP-type F-
escrib

function 1ndaeﬁllufallllj;l3h§f 6?1nda the p-type F-function
performing e)gtterfdaéﬁo%iogtpéqcess including a non-
linear trangfpyngfedn Ugr@sess and a linear transformation
process, [etc,. G Fig. 6 is a
whereirdihagfy&mr&hhemoﬂegsia;nstep
is a g%@r@l gus@rfg Ql@ cryptographic processing

section to ep)él:f?rll’n] aed F%& gatugl process to which an
structure havin

extended Felstel strucd havllng a n mbgr of data lines: d
se nes (d" -

that is set7tja an 1nteger satt ﬁj rﬁ ?f is applied, and
includes arFlo?ratiPn 1 %epaOfd|p§§1n&?ﬁ operations in
which 2 pgesicer i ﬂ:gleast two or more different
matrices aré&é]jeﬂiivteiyo‘ﬂ)@iﬁf to linear transformation
processes tEa@S@Q&GIrEoVr&d in F-functions in respective
rounds, constituent sectlions

wherein E\d Ilurllﬂu: OQLA fpeyght qg!l@és, which are
t e respectiv

applied in the opsfatton step, are a p?urallty of different

uent’ sections

matrices Sab]ffya]ﬁ eg{)fldéﬂaqedi which a minimum number
of pranchesPef gttelt &1 FYttinfsels edwal to or more
than a pred%t'gimg'x_ed %lueFitg_ niginfDgnurgger of branches
for all of Clb &G¥ aM-0LSEEd1PEAGron among minimum

application of DIMto

an extended Fai st el

structure or a type

1. [Fig. 9 Fig. 9 is

a di agram descri bi ng



[Pic. 131 Fig. 13 is

a di agram descri bing

an exanple of a

hardware *
~ numbers of grortfds g:eﬂrﬁtzoln%w fonthe data lines, each
of the min\AfAd ﬁLlEﬂbeirslTpfi efyendt afoiremonding to the
data lines %élfld Gajs&lnﬁhyliin&r transformation matrices
included :Lni mgcg\é%dthiatna@nlnput to a corresponding

data line in ét g gn eq FE§t6§gt$lcture, and
st pucf8re. 507P1090

Viq:ereal E OperaltléT Stﬁ a. 2"ne§a-1ri %ransformation
A o A S
the F- functapsrtan:g@f‘retmtt t:foGFe respective data lines
in the exter@fdf de Gie@ Atrhapure.

[0039] i npl enenting three
a sieed YPES oi0fhe E’reiekl:nﬁteiq@&l&esides in:
a corrLDuter prc;lzjgg FlIat - cahRs | S» information

processing ZrﬁEIangr arbr% ggq\sl\tgrucg

processing At B‘Ur a2t of ﬁlaracterized oy
comprising:i g provi ded as a

= mpEeestetinigt r gct ure  cwsinge @
cryptographRavdchging-higoritapphit@gration to which
an extencelreid@t &chubA@SrbRAla hGber of data
lines: da t€lis ASe d, = integer satisfying d = 2 is

applired, [ Sclonprol 1§1t plcogidedlqnl §1e information

processing éppiratﬁsgrezmeﬁgfglgg\na guraallty of at least

el st el
two or mor%fhlffseée]nferm%tr -thﬁc are to be applied to
linear trangfa]tmiitﬁs(flipéC§eSfeﬁé>erformed in F-functions in
respective ghprfifipgd oNn- mAt ri x
a matr&\f\ﬂe{t@hisﬂag oP@@:h@nq'hg fntrol unit to

(DSM, and wheel - has

t he nunmber of data

lines that is set as

d - 4. [Fig.

17] Fig. 17 |s a

cryptographic



Best Modes: for

Carrying 0117 the

I nvention [0047]

A crypt ogr aphic
repeatedly pfr@é%ggel ﬁ]g\raélﬁpaf a;tiﬁgrent matrices,
which are dgpppingd '@rwsrma@gf—aepshpieing step, in the
F-functions pﬁ@(:a@@S)lerﬁg:o nf'&Chaaﬁc,tive data lines in
the extendeﬁﬁdst@ s@ﬂffpzut er

whereirp [h@ g!tgimdM lelnlnp %tep
ed bel

is a s ep o perQormln a ocess rlf determining, as

det al o m%re differpnt matrices, as
éscrlptlonls nmade ’

matrices tol }ﬁ atpﬁéedoﬁdaétiralbtty of different matrices -
satisfying geetfioN" headiifigs Bgimn nuber of
branches fof @ |[cOWS: datfa lifepjssagpl to or more than
a predeternSbd uGteure hiajvuilmn@mber of branches for
a1l of the MReaTYiPR ErFUAREEDRASH arong minimum
numbers of granc@eJoﬁgsinﬁnngglUd% lines, each

of the mlnlmum numgre?serof %ranc@ersagb(f‘xl‘e]s%§nding to the
and Eval uati on

data lines jbeing Jbased on fllnear transformation matrices
hunction
included 1nR7€§;flc§toasnEhét 2r_elinput to a corresponding
sats line LOPEPHELTONFihetion® of
[0040] Nurmber of Branches:
vote tBE anGhEn 2 emobr@ltblatel @fbuter progran
is a computlarngegxamotfhatRexs b&ﬁt&n&e using a storage

medium or a gmg Itl%[ Qe,rcuu!n alfor example, a recording

medium such ast a%lg(s %D, or an MO, or a communication

medium hEva uagwloront rt-]deo)x(u.des a rogram in
e epEsi st ance 1o L . :

computer—reﬂfbtleaé(ﬁrgﬂt for a compxg?r system capable of
executing WPLhoarofrm ngéftl ﬁg:h a program is
provided  DEN t or Fei st el

Structure Having Two

Dace Lines 4.

Setting of CEMin

Est endea Fei ste2

Structure 4-1.

the plurala



4-3. Configuration

for En, Resistance to

Li near Attacks iii

Ext ended Fé&i st el
in a comput%t—qea&leptleufcemat, whereby a process according
to the progrdr 3-:ba1100f thgerm@tek Orycen-

[0041] for Sel ecci ‘ng
’ Furthezlvatthgrl Qcﬁa%tage\é\h&fchiele&amglla embodiments
will become agparsent frlomnmore detailed descfiptions based
Functlons hat. . :
on embodlrneR7B present inyventipn, which will be
ké of ni mum

descrived bRIITHBT thB’a.tt.achﬁi drawings.  Note that a
msysten” nefBjoagd o ek qujgfzati?b igponfigured as a
logical setVpf @ Tlyaht/Thf egearatuses, and is not
limited toDa Q&H:fii@uphatni O bfRaratuses  having
respective WHGRDSMd Sniblhddl ih Z@0sene casing.

Advantageousaggecht ended Fel St el
Structure Fbving

[0042]
S?e0|f|c For .
Accord o a pconfi guratlon in al mbodiment of the
[F"Cat’i on”of

present lmﬁgmnt oln Eg(tFéjﬁaeé&ype common-key block-
cipher procéléeii)s Ek‘ecl:h %&f—l‘gy@%f‘—lﬁlfn@:uﬁf including non-
linear tran_prteti@l sections 51;1 21.inear transformation
sections arApE@eLa.l:e@atpie]@ﬂ:me@fin BPEM:f10cy of rounds,
round—functgz(ts@:ﬂﬂ&dtol:&iicstaELlurality of different

linear trang !mlaltqgnuga@rlgg aIé/QQJilecz are set in a

Feistel strwﬁ T:e tonalned%y expandlng a Feistel structure
el atl ons

having two Wl_lljtnﬁsl D'fs gnf 6?t:l\é\:/setructure having
any number Sf_ CBHX]é%es tlﬁt Eg(fcgﬁdt du: more than two,
such as th@ei gt @Pr, Sat]"x?reioe(t ﬁflézlltj]f the diffusion-
matrix Each Type and M ni mum

Nunbers of Branches

Based on Li near

Transf ormati on

Matrices in

F- Functi ons

6-1. Proof of



Utilizing F-FuncLions
7-1. Method for
Efficiently Arranging
F.-On:lc:Lions in
Pi ca: ai ded”Fei st & 50751050
o Structure of Type 2
switching me@x])ﬁ%(ﬁsg' ,i stoytha&:)fa common-key block-cipher
algorithm cacbwﬁsﬁrelfffdoanii ﬁ cpét‘]ogtpéilc process can
be performedgﬁtrhwc}tiﬂrresi%ﬂyde to linear analysis and
differentialSSa.lfse:'nded Fecst e"
[0043] Structure B.
Accordizgu:f) H‘H:Bryiggfttion in an embodiment of the

present invegrzr AépL Q&El@tphcllog *is provided, in which a

cryptographlc processs‘§>e§lchaan extended Feistel structure

hi ¢
having a nu.rn%eI pdat hlnp d that is set to an integer

satisfying déo2n§st a}pﬁtﬁjll?}@erformed, and the
configuratioppppradepes pf rPrEshin which
plurality of| qq\teent froQr more diffegnt matrices are
selectively goxam)ﬂoe.ir@éfr transformation processes
performed inGORfde QLN @t-b0dAci@f rounds. 2 plurality
of airferenctGLYPLOGEAPRNL G condition in which a
minimm nenobl QCGESSLNG: eman@tdué Lines is

equal to or [nore 4’16J LredeteEmelll'le aQue are set as the
Structure Havi ng

plurality of fwo more ferent mat¥ices, the minimum
number of brgc?,eétfor a, xfﬁ:_g{]glta l_nes being selected
from among ngrt:uruﬂ efnﬁﬁr%ofctir%}‘w‘eshﬁrrespondlng to the
data lines, 9@3 tnyfye milEimﬁnuw@stis@ﬁSranches
correspondirWt*; |the higa d@SSC}feii_nb@@_ed qﬁ linear
transformat imChe8li @b 1:81ubddCh BHr@ctdi®s that are
input to a %ﬂ&gonmgacﬁtaaline in the extended Feistel
structure, tggmghlgﬁy the diffusion-matrix switching

bl ock- ci pher degijn

The Fei pLei structure

nas a structure which

transforns p_ai ntext

into cipnerteut by



[ 0053] In the
Fei stel structure
shown in Fig. 1, it
is supposed that the

| engt h of ~ plai ntext 50791090
whi ch |s i nput as a
mechanism DfMérso 4 taoco on-key block-cipher algorithm

can be ConStéJﬁté?' Wtaé:dypfogra}?.lclptﬁiess can be

performed wiH’li 1 }g.’gh Wf.eqa@e m la,Fﬁdr Walysis and

differential&pz@ysbsot h | nt eger‘ S.

[0044] First, the 2=n-tit
Furtherﬂ)i:eaia&t;xe:[ﬁ t(j S ccgflyllradﬁd in an

embodiment o.k @ﬁeQ;szé/M? 1@&1’1@1@1&3& Qirlguratlon is

provided, inmlcbl ta b4 IZnR/rTEts ggtﬁ%ctlons perform

al I
different llneaf tr rrﬁlilon. procEsises us:)g a plurality
e

arn

of differentln® _’Lcesaﬁ_a w% F]h an exten
structure (XOEa]t) éhaprutlelpfsatihﬁg E@Ttt(l)ﬁs and that has
the number ol@%a anﬂﬁs pRhat is set as d = 2ax, and in
which a crypéc@}aaliiqf]prédqg;hqo whifr(Q)Pe gt@ded Feistel
structure isHoQVek € Ebr@Sued. NPLIkontiguration is
provided a chalchetSon 1(11@79_15}1j3qually x pieces of each
of the types| MR F@;@ £l SLEUCLW 8 cormed in

one round, wlherebg g comj a@te E‘p%ggralﬁ!éc prgce551ng
Betltl on of th

h no useless cilrcuit is provided is

istel

apparatus i

o asi £ Unit
TeeEe% processing, which is
Looesd referred to as a

Furtherpoggy rrebofAbma Gt B omioamebr g» oo
embodiment of ateat¢sanStver-yat 4 ©prality of F-
function perffcuﬂﬁ‘d Llan:B akeﬂ@]\fbjﬂ]@d toi HRrform
different li@@gt:rarrsﬂ)srﬁdoi ﬁ:ocesses using a plurality
of differentrrgtrgcre!, eadd E Qonﬁ&rgnm is provided, in

F-function 120. In
the configuration
shown in Fig. 1, an
exanple of a
con=igsration in



A sonfignno=i on of
the F-function 120
that is Set as a
function in each
round i s dé&scribed 0751050
wth reference to
which a sequﬁi:egcif i.liz"ﬁ)ért{;e p(hﬁjlitdfOf F-function
performing uFicsgls c?an?eg iraacdcinﬁg;r aﬁi’l a setting,
wherebyglﬂFMoFnghi_cnﬁcu;tssinaFFdaraﬂs is
realized, wh(}utcp%legﬁve_tyh)@rform any of cryptographic
processes (afr- HUNGHI @M, L20 i n one
(a) a ch&UJBthic @H)dsspﬁﬁrtg a(FlaiMel structure

having the mgnter k gata %nissd t@at is set as d = 2,
e gog am show
YP

ic proceéss wl;]igh !:Jsre]sean extended

Feistel structurefhaVJ. Lc]qr the number of danta lines d that is

ation of
set to any nlﬁﬂ:ﬁﬁr ljﬁtéif 16gnd iéoa.mnd Aréwhlch only one F-
function is §me1toibﬁ peﬁfarmled '(nbs)achdrf)und, or
(b2) a c’Ei/pgo.gra@i,ic trhess which uses an extended
Feistel strufeade BRMGHs] N2 oth@s 18@nes d that is
set to any nSn‘bﬁasLtJi&dingSPE b,yapxe in which a plurality
of £-runctiofeORf LiGMEAL 150 Berthed in parallel in
whi oh a non-1i near
Brief Descrlptloonngf OI' Cat I on l ayer
(an S| ayer) and a
- (inear transformation
[Fig. 11 Fdﬁei’ lsp%dlﬁgrfma?cgi_ny aéizp cal common-
key block—CL@ehWé%ﬁéaaloT bawé:ae ﬁelstel structure.
[Fig. 2bt‘:.he? is { O@H Ly describing a configuration
of an F-funcififethbe fsUHAC §sl D1Fund2@.ction section.
.[Fig. 3Sh.@Vm iEi ndiEd.rgl dgsciriSinaa Feistel-type
cryptographit Ql@&tldm@ﬂl J?l@c\»( |tx!a>giiﬁerent liner
transformati&exkalrli!gg arle Qtimédc h t h €
| engt h of
i nput/output bits is
mx n bits i's, n:
inteaers). In the
SOtype F-functi on,

each round.

[0046]



- 36 - SO07 91090
previ ous stage, and
the resol e of
exclusive ORis
provi ded as$® an i ncut
val ue for an
[Fig. 4FELPUF]CT ii 6i.ﬁgr6nf detchiéing a Feistel-type
cryptographip @hgpriyhp andlch [t@%d;}.ferent liner
transformatiaeridef @re upiliegd S
[Fig. 5C@l|af B QSUK aita&r@nde@:f:ibaﬂ definitions of
an extended m&détfﬁaﬂle descr | bed
[Fig. 6p€1| OW].S L ldl@cﬁgnr showing an example of an

S07P1090

extended Felstregr!:ruc u[ferr}gxtrlngoseven data lines (d = 7).
[Fig. r orrredla ctl:esc§bn definitions of
1 erinitio o]

i ear” t Fanst Of nat | on

respective cgré%fhiex&rfeci:??s aénéf’,r\g\ftho@tput data of the
respective cg‘gtiflﬁxé sledltjﬁ)ésaorf an extended Feistel
structure. tr gnsf ormati on | ayer

[Fig. 8( t']heB Ps Ia a:y@ﬁr[) deiscgibing application of
DSM to an exdﬁjeii rﬂﬁd:elasrdctiunieﬁra type 1.

[Fig. 91: h@nsleE gﬁ&rlﬁﬂO(ﬁsc%lng Qpphcatlon of

the DSM to ain %xtgnggdfk'g g@gtr§cgur£ tlaat type 2.
nFlq .Xxoaanatri

15 & diagram zes ribing application

|ned over

IS
of the DSM tc the exteﬁed Felsael shru ture .or the type 1.
appl n

[Fig. 1Hdd? tlll ﬁ a daégr m F’fﬁi’mfbfn)% application
of the DSM tlo ﬁ}te' iﬁ‘@@idd 1eﬁstilhsérui:tu11e hr the type 2.
(rig. 1ploundi2iis = refer pediste =
configuratio§Sn Mich iNQ#renticht@tetttidiency is improved
in an extendeSreSUPPOSEd-t hat both
trig. 16N8g 50X @S- aMUCHing an exampre of
2 hardware é§é%fg¥éébl§§31nfL€UQh LAPJAS%§U;tlon efficiency

is improved 1n an extendr c!.rpegs!te structure.
sectlons, an I near

transformation 'n the
configuration
cascrineo In the
present invention are

[Fig.



37 - 50791090
Mappi ngs), which is
provi ded as an
exanpl e of |inear
t ransf or mati on that
is perfornmed in the
Fio- ) fgar 't f ArfgFbimatrien” s o
an arrangemesfe@t: |e:ﬁn:16]322 ixgagnviiﬂggthree types of
F-functions. @S t he | i near
irig. 161 @NSHOF ARLaEN sth@Yer 2un-bit block-
cipher confi(qlrh:eon Fv?hilclaysezrravided as a Felstel
structure hajvﬂg Itkgqgrgerio@ dﬁQ@ines that is set as d =

S07P1090

5 abovedeS'or/bed
[Fig. / unlc(itlls (a)r!ll . howing an extended
definec” as T Tf

Feistel str 40165@ ch satisfies trﬁ dlffus1on—matr1x

switching me[cla’lblﬁﬁ ﬁ)@d),délgci?iickbl?aﬁghe number of data
lines that {sispregmld 1 -ansf ormati on

[Fig. lf7]r om Jnf ig-=a blp_atgramjaets(albtlr@ a circuit
sharing conf1f=t b in Q& @1deiScipher using different
numbers of Jl@%re]&eﬂalfergedas

[Fig. lfBJOl" LOMS an:Lagﬁanesc’Ir)blng a Feistel

structure t vgxich ]F-—functlons i.e., t r@e types of F-

unber of branches:

functions F]BrWZ, anf-]F e ap lied, and Which has the

number of da_taé)f)eis téad Jf S?t atsﬁé 2.

(Fig. YpHpi ]rﬁigis A< PL§Reing an example of
a configuraﬁ?na:ﬁel'?tcyp}o@c)aphé_rc processing apparatus that
performs thmhmee{pleeoﬁ’ F—(uac)‘:iods IME2, and F3.

(rig. foRrif.a) Natagt-h@touing an exampie of a
contiguratidTl AUS B Ka) o &&pxgeas @NLyStograpnic
processing pEE?atEE'|3§lLJ oe@olis L Cryprograpnic process,

according to e p eX in eng # Ca and
uhal

represents a /unction
of returning the
nunber of (non-zero)
el ements in which al



) 0060) (2-2.
Eval uati on | ndex of
Res' Attacks) A
conmon- key
crypt ographlic process o0
in which a FeistAl
Best Modes feot BIfEPUPE TS APPT ed
[ooa71 has a probl em of
A cryptc}geakagzeaeesﬁngl@@y@tudaxe a
cryptographit @coce-ssi@&et—hodB@ndklcir@@@r program will
be described%lyxptraﬁ&li¥3i'l‘$a. description is made in
the order ot edfBREMALIAL anal ysi s

1. Feist%l §tQuch§L La@lq Sp-Type F-Functions
ferentlaf

2. Operatlon Functlon of Nimber of Branches and

svatuation SR afréi" Yoee Of
N H]Ith et ST 1Al at t ack),
o oogepit Wf"%ﬁ“k‘éy“ém’%ﬁﬁﬁfaéﬂ“: eranch )
2-2. Evaillﬂati(oegrﬁwfiR@sﬁesti—nEfutﬁd)ifferential
aczacks  functions are
2-3. svaRaloy Zeek dyresanakeyzingsr actacks
3. Methrﬂiyﬁal EeitpllgeDS[Pifoeﬁa&elottructure Having
Two Data L:Ln.lesncur dat a

4. Sett anogk)éQtlgé;!‘tgndeQ@ QSt@ucture

certain dif
4-1. Re a ing Ext nded Felstel Strugfture
an

4-2, C 1bf a:» Elhece Ri t t
o on r Enhancin esistance to
B FARE

Differential. Aé‘i; ﬁﬁéf F}é@deﬁj Tlétfel tﬁL@ture

4-2~1. iton%mat@atﬁa Selaﬁdlg Matrices, Which Is
to Be set in| -Ty@@ron A& yst Srifeal Foimun Jumer
of Branches &akﬂclueldTol olr M &lfhan Three

4-2-2. &Eﬁlp&ﬁ&aké&&kﬁa&ﬁ Matrices, Which Is
to Be Set 1n| El &gca[onsatﬂ;aaglﬁ) Wahlxemf Minimum Number

of Branches MIEquDl lao o§|M¥:§ I'I‘Y§n Q@.%Gd
on pl ai nuexh and

correspondi ng
cichertext is
performed, have been
known as typi cal



- 39 - 307PI 790 and
out put differences
are not determ ned as
one-t o-one
reLati onships, a 0751090
concept of
4-3. Corﬁi'gtﬁjﬁm jiof f}r‘ih%lgln(i gesistance to Linear
Attacks in E‘;tﬁrldfd@duteédtruqtbtre | S
-1, @pr@@g@dfot lH@cting Matrices, Which Is
to Be Set 1nm@k}&bﬂsl .[[’ktati @Se fa@fe c@ Minimum Number
B,% of Branc}ien EHJ;I Td iozf tjoeJ &&C'ﬁxr@.nd
5. cOangl:an&Lt in qdl f:kf %[4 %ng‘c@§zed for Extended

Feistel Strugtgre Hpvelng%g c1Cfli'Ic| }:a'f-r ed I n
advance. The
5-1. Appligation of DSM to E.x ended Fe stel Structure
al T 'priobabi lities

al | outputs is one.

5~-2. Ap}fl%ie'?] of DSM to ExtteﬁiedaFeistel Structure
of tyee 2 Fej stel structure

6. Proohaﬁ\/iewgioxﬁgi-pst W@en Numbers of Active S-

Boxes in EthrrdidUEBﬁtell @ﬂs:,ture of Each Type and Minimum

of Type 1

Numbers of B%&LLJ ﬂ%&[m Linear Transformation Matrices
in rerameibd @rbformatian i s
6-1. PrPo? I era!lﬁzgsm%g lbé{:ween Nu.t@bers of Active
ortion O IQI‘ ocesses

S-Boxes in E temded Fe Structure of Type 1 and Minimum
USihg “5-box

Numbers of BAaéaxasr }ijfeﬁérll Vneair ﬁraTsFﬁrngtlon Matrices
i Fruncticgase, a differential

6-2. Prt)oatoh Rebay)pshg)s Jetween Numbers of Active
S-Boxes in E@tfe@iba]bksltqltSYru@:tnher Type 2 and Minimum
Numbers of srdA@Bs ZEH On EQPRE @SeRt-Grion Matrices
in -rancticds S€t Of pieces of

7. Imprgzie(f go@irlgrgt olalfordlggtlgtentatlon Based on

Contrivance top?%tlngr ? R’(moc‘\clllons agd Paocess of
differential val ues

start:bag with a
differential valwe
for plaintexu (Input)
and ending with a



[ 0065] A |inear
path is a path in
whi ch specific |inear
mask val ues are
desi praved°for all 0791090
~ pieces of data
vertizing FERETUUI ng pi eces of
7-1. Memt‘oda%f'a:ieinﬁy Arranging F-Functions in
Extended Fei@QT Pty PturOet Fdrect i ons.
Coar-nhelih/i cﬂe:arl‘bonﬂﬁs% Feistel Structure and
Extended FelViai s -wad € nOt
. Summgc{/ b!’ yxry@yglerMc Processes and Cryptographic
Algorithm COQS%rugtlng Pro%gkes %pgrel mcelnventlon

9. Exampl rgfegorl:lflé}/ th of Cryptqographic Processing
reoaran, DDTaITE “bef or e/af’ter
transformati on
100481 processes are rel ated

[1. Fe‘lttel ?jﬂetum]}etih%??:’rype F-Functions]

rirst, Befigpiottadtuor batipdneglpre F-functions
will be desdrib@NSd GVRALskQRure is known as a
common-key 51{3k-0L RS SLSn.. trh€reistel scructure nas a

structure wh‘JhQLa@r!foQ@éQin@& into ciphertext by

repeating a Qaesgckum_\_ ijg@%é!l%{g'o%h%ll@ referred to as

al'ues and out put
Ilnear mask val ues

A basicaclméigd@tiérr ?ﬁ tﬁeeaalsé§ structure will be
described wielnelf%enmf]@ Fig. 1. Fig. 1 shows an example
of a Feistell Qrua’iuredﬁghg pfg data lines having a number
of rounds = Flchar tikd@naR ;£ rounds. Note that the number
of rounds r bﬁﬁ 9{1&/@@£ tkg‘[ is determined at a design
stage, and JﬁgrﬁtllL gegﬁe which can be changed in

accordance w:Ltha@oSrfeQarmpqat \l_hQ dngt¥1 o?an input key.
re[atlonshlps bet ween

i nput |inear nmask vs
| oss and out put

| i naar o- oak val ues
are not determ ned as

a round functlo

[0049]



100681 .3. Method for
setting OSM for
Feintel Structur-g
Two Data Lines
As described $07P1090
previously, a
corfigueatier in

In the WTF% htrtlzﬁvée shown in Fig. 1, it is
supposed thad kaeflgpstlh@m.p:nsa'thx} yhich is input as a
target to beSe\)MripGahllﬂgnnrmt@h@ﬂcle Q¥hd n are both
integers. F(rQSMe JA-Ff l;lSaiir{aeE]t is divided into two
pieces of M§W Inmldng I!VE’%hraﬂktS ml and Py
Plain—Righth?OE an@%ietzg u’t d!t?t’ e@ gldLeft) 101

(0}
and Py (Plaln Right} 10 he pro eclt ass input values.
ppl | een

proposed as a
The Felttﬁlnsftifugtljfea:tslr&fﬁes?q&ii using repetition
of wne besicgphan CiorgePeshsLarees=? o = o
round functit:r@ at1dh€data transformation function included
in each rounabDVeEer&eSQ Esi bledfunction 120. 1In the
configuratiodlsktofm.e{n&mgt. | 1a|an aitmtpﬁc;)ks configuration
in which theoJ—fuLthgaﬂj‘ounatfgn%@%s le rJ'ls repeated in
r stages 1is @hov(v:nrypt o_gr aphl .C
process in which a
. Fel s Lelfstrucru[atis e o
or exé%epllfl ék& 1Théouﬁsm T’]laénF)Ut ata
ana an moobig TEGhEY Guitat TPoh 1o o e
generating qmi,oe hno?lﬂ@;t@l&ed)mfeeinput to the F-
function 12((iafif @fr@nd dqr@tprise@gtion process is
performed irdth€@ F-alﬁnEtaﬁgled Hin-lﬁit data Y is output.
An exclusuzJ d)Rngégtl(InrlaB&%oGﬂremt aian:lu51ve -OR

section 104 %gggt J_hggépuofdata Y and the other input data
that is :_nputoflr"loQth L]J_'QVCJ.:OUS Qtage (in a case of the
T-functlon] sections
in a Fei Stel
structure. Wth the
53M the m ni mum

nunber of |i near

[0050]

[0051]

[0052]



and M . (CWM/1)

:n the exanple of the

Tei stel strucLure

shown in Fic. 3, the

two |inear® " 50721090
first stage, %Fﬁ:?\??afta(e)%rml\;édl ginmn &ltmperatlon result
is output to éi;e nextslocylpilﬂgem This process, i.e.,
an encryptioxemc‘cfe'Fsgfurwé‘ﬁj éls F-function is applied so
as to be rep@ififoey epts YEEPIrGiESte 2 determined
number of rO\Adi:“rt ,i :Gn:atlplleyési, inﬁ] p:tehe@ of divided
data  (cipRXM¥P| L4 QFcibiRBrignt), which are

ciphertext, E@IO§:LU$| W§tx K:AJQLJ‘J{—@escribed

configuratiomn, hagvy’]decryptlorll gxocegs’ inttKLeE‘eistel

three Linear

structure, 1% rsaonl% necessary. to reverse the order of

ormat'l
inserting ro%t}(ryf C?% t'vs corMudedéckhaa it is not
recessary toNPITHPE SEOTT FOUNET as
[0053] di feraat matri ces.

A confi@@a;o) ?Q@e F—functitinnLZO that is set as a
function in 4ol €dunct i@ agsEB@k SR rdthi@ice to Fig. 2.
Part (a) of L“:Lgf ,‘Z«ISA QEL éxmhsjha(ung inputs and an output
of the F- fun§c\£\én lg(hlnrlge mﬁhﬁqﬁnp&m of Fig. 2

is a diagram sgowz_ng the cletallec§conrlguratlon of the F-

necessary that
function 120. As.shown 1ana1itr(b)CoéESF1g. 2, the F-

appil ea

function 12oshéi F§T—Vllﬁ? %Pdté;feecF?ﬁigﬁreaaon in which
a non—linearctéﬁdqo:tmiitécﬁéeyemé Sdfyer) and a linear
transformatitarhézyeero(ﬁdiltyie:@ﬁse i:osneaed to each other.
[0054] constaait concerning

the F-rinB@orADOWEmAESCI b B function naving
a setting inrulﬂ!{m@lt;e lQIfgthbJ:f aﬂﬁb&l&)ut bits is m x n
bits (m, n: (rﬁgggxgph}n th;rm—wgzpe F-function, first,

constraint wll be
descri bed bel ow.
[ 00-, a2]

Regar di ng -the nurner
of branches.in each



rEauatfon |]j
:m i n(Branch, G10) O

m n( Br anc_t13501 1M, D)
80701090 50721090
g=n4n( Branch, WAC2141,

exclusive OR41D)per§§ned using key data Kj and data X;

Next, the non——llJﬁG}h c%?sgﬁrﬁklerr ﬁm‘z‘_wif layer) is

applied, and)thW&l]leFF trheformatlon layer (the P

layer) is ap@@dat i ons, Ni

[0055] denotes a |inear

Spec1f1£a£l§n§£ anmteirodganﬁ&tnitiox layer (the

S layer) is Q‘QZQLII lgq}utc}pm _gan l!.ngaeex,lfansformatlon

tables with n—ri;lat'r!_§putsr g n—LQ outputs which are

referred to By 508052%21' NN Lot it caa i
Found’in’ the fegﬁdgt

divided lntosnt L?lbezteﬁf The n-bit pieces are input to
the correspo[dizrngMox&?lZl] ardéiﬁ:etl%gransformed. In
each of the §fyoxpNEi-Jerroe irmgttEapsfornation process,
for example,ojbtwaicmedcazbyomation table is applied is
performed. CONCAt enati ng
(0056 respecfive matrices

The linM\' tMs‘?gr\’-’at:ﬂon layer thet rlg/er) is

notes a tranggosea

configured us:_n% 7 i transforma 1 SeCtion 122. The
|

X of a matrix

linear transforraxtlm iectdon 122 takes an mn-bit output
an

. ;X L il
input, and pyEtTRy ¥PoM SFEOEPSLer for the input to
output an mrfyjt fdq@t. The linear transformation section
122 performsA) OV@* @S Ofiah@0brocess such as a
process of REAdilgQASions of input bits, and outputs
an mn-bit oégQ@CJlI ICadilYaive 03,is performed using
enie ontput S Qv ARGB2LAENAL €. orivea cron ene

t he nnlnun1values of
therwmasof
branches in matrices
obt ai ned by
connecting matrices



[00761 For exanpie,

itown that the

respective nmatrices

era sec en rhat the

above- destcifi bed 0751050

respecci ve nunbers of
previous staEﬁ, érﬁictﬁeegesg‘afﬁ §flysntehjé is provided
as an input faéqelfmnn?gfurc:elﬂxdfft tlh?)ﬁagt’ round.
[0057] B2D3, B40O >. 3, and

Note thdd, ,irOa %nﬁgur%@fbﬁbyenﬂgh@ent

described be?oe,siisgaxanz%foengtion performed in the
linear transgoirr;f Il@nr &&Q@Lzﬁ;etvﬁg Kg the linear

transformatlgnr layeT Qzlezl'qgg |1L Qe%lq‘gd as linear
attacks can

e
transformation vﬁ,lch is Crrformed :ho that an mn x mn matrix

ance
defined over—I-Géi 5FR1P4Er GEtfFel® 2odition &
matrix incluNggtip e TPUHple referred to as M. Note
that it is sprRGEECH e BUDSEri PG serve =
non-linear t@qq{joxgquepggipﬁspag 1gfar
transformatiBl I, thdBohfiguBi By ce@dtthed in the present
invention arBdlie@ve cl ue
(00581 fol | owi ng neanings.

[2. Ope;rart]lao'r'l: Func%ion of 9 ?’@t[)ErancheS and
denotes the conber of

Evaluation Func 1on or Res:_
Fatt that are

Next, a&ﬁpégfléldfua%loaﬁfethe number of branches
and an evaluatﬁﬁlt fhrézl*.i,on fjj ]ﬁfiSth:f’ﬁ’hiCh are
necessary todlecﬁzmtzes thg pe%ﬂd iircianeiﬂn, will be
sescrived. f Or havi ng resi stance

(2-1. Obeeatda.h fFanecﬁﬁthEiN&IDer of Branches:
srancn(y) at tacks, and L of

An oper§f ln furgggaolfec%e er of branches:

Branch ( for%zg 17JlfQ7lonft19a£sforr§Yéptlgal Diffusion
resistance to |1 near

attacks. [0077] [4.
Setting of DSMir
FAt cnded Fci pte]
Structure] in



A Fel stel structure

to be described in

the present invention

i's an extended

Fei suei strfucture in

whi ch the nunber of
Mappings), WRfick; fSTASY thAtS*§™8° the "
transformatlﬂqu:e;rs pe:ffordi@tls tl‘le lﬁneg
transformati.prssed@ﬂ@?@d&rvb:yg a@ tffealp'_near
transformatiGHENRGHr alue Z’aﬁﬁjef)ni.ncluded in the above-
described F—@Jn&m,u gJ]deiEifxediaS f(Ilh)@s.
[0059] sane as the

$07p1090

A mappir@' cgscrlblng 1near Qransfomatlon from nxa-bit

data to nxb- l%fdgtta e]_ls reStegeUCt lélsr eollows:
RatThg” fWo dat & I’i'fes
Pn‘fh ﬁ}SP type
The ““mFQFfOEJFﬁffCPﬁ5r1§Fa¥§? & frssdped for e
mapping as fpiere d | s an | nteger
Branch, N Akink S @CUS] nit @0 OF
Note thEFDH:R, *t{mmept‘éﬁgxts t[h@@i]:gqm value among
all Xgq satiswpulgg,oand that hw,(Y) represents a
function of '%tgrnlqygk!l ntmlgg of {(non-zero) elements in

which all ofv\z?'pf Ihgu{'atf Idaq are not zero when a bit

column Y is fn]flted and repres nted 1n units of n bits.

usi on-rma
Note théW 1{1 é]ﬁf ﬁﬁe’nﬁelﬁaﬁpérﬁl Stmt is provided so
that Branchn;(GOii; Ni+)l Jlssiefarrjblasi @d)pttiﬁl diffusion
transform. t ho Fgastel structure
(00607 in the limted case
—2. dedluaWb €Rext AR NUNBLL pitrerential
actacksy Of data lines = 2

A commongL déyplg J.Sabrgggrgcess in which a Feistel
as_descri be
structure 1 pol\}_eél hasa ﬁg?lhog lhakage of keys due to
not been known, in
whi ch resistance is
enhanced by appl yi ng
the DSMto an



50701090 subjected to

a transformation

process using an

4-function in a

round. The*¥esult is 075100

subjected to
cryptanalysié.x Bjifffé(al'HV§' wsﬂ% iahsg called
differentiala:ﬁ@tahaéjrsisdaatd'affe}rfnﬁje% attack), in which
keys appliedl—:bwveetiw’le Wemunt%s ©OF analyzed by
analyzing mulfD#1€ pifeect NGEAGAS (QFi€ext) having a
certain diffierrC@L megjmd ipnace@n:e output data
(c1phertext)rfgll'lg'1d unpg:UcQ’lai g@tlergar analysis (also
called llneagggyganaiym.g%r ngeaEQtttack , in which

as data

ne
analysis ban%on plalntext and corresponding ciphertext is

serve as

performed, hiavﬁ 6iﬁq 8%611 ats t[\{lptlcal 6?(:}mé?i(1$ of
crypranalysigfr fiE* HEOTCt i ons.
[0061] [ 0081] An exanpl e of

The minfnfyenu@xt errded-Fedsiet s-poxes
included in Sfdfftlsfﬁ{nu.ﬁlepatrh@{t J:ieﬁesents connection
relationship4 o£ RGO @am@ %piﬂ‘edtgg an index for
evaluating rgbgar@ngvcgffgfgggﬁi Lb_ggs

A dlffereg‘;flaltlnl ;hl ora]SatW 11 thg Specific
escribed with

dlfferentlal va%ues are designated _for all pieces of data
I'g. b.

Lo erence to
excluding pl-T(ﬁi: ﬁbﬁaéa ff;e?i)frlyp Jﬁ:éaunctlons he
differentialdVéqusrﬁ aihoéﬁrbit_rar%§etdrm1ned, and the
differential(v4q:1esi @taerqﬁwforf/eft@rtransformation
processes arfP¢l@ed h:facﬂe Erm%r daito&/after linear
transformatilmi ﬁ%ssesarﬂ@ rteheiOIS)iliZSeDetween input
differences Qrfd o@@lﬁhﬁlﬁirertcgearﬁﬁteemlned as one-to-
one relatlonll&}?e%l&&gMeQ!eta%ter non-linear

transformatlon tatlolll Llps Qetween input differences

descrlbed W t

rel ereoce Lc Fig. 5.
The definition neans
that, in Fig. 5, the
i ntutioutput size of



55, 7P1090 line 2.

Furt hernore, a round

Key Kis input, and

an oper at i on process

is performéd. This 50781090

oper ati on process as
and output dtuﬁgenﬁers déeeg;é ditﬁgfled ﬁé§ne—to—one
relationshipb,ee ﬂam{j@sﬁ rprcb@d_lt\mstlh introduced. It
is supposed r@f gprepGi@ick @orpaa[lrtput(ch%ference and
output diff@JnceEic@_be 2§lc1andi in advance. The sum of
all probabi]jitngsl ﬂdﬂ&S oﬂ@ﬁs Ls' dAear
[0062] transformation

In a E‘eps%el sQr[‘l(!Igrg hLv[j-_]ngtSpgype F- functions, non-
-hoses and a |inea

linear transformatloxf is perf orme only in a portlon of

processes u g b xegr I;I:Ecrdl 1 thig case, a
PocEEE, "W Whi'ch "thé

cizteencio] PGP 1 ST OT LT O
represents JYRE Pq ge'ecik\ﬁ ofi (g’ffarwi.ap éﬂ? that are
provided as tdh&t:eniisl ‘peqef gprﬁ%dwijﬂna differential
value for p]tahh&xtl iimﬁﬁrand ending with a differential
value for ci:pltegta;nS(t@;[u“atajldo:ﬂfferential values that
are prov1dec§@§o‘;é/gger alE_h@onéJtangifferential

values havn%fpro%abﬁltles oLék[lthjano!L 02031 S-box which
en

I S 1 r an IS
is included. ll’l a djtffefentlalnpa{h having a probability

other than z§$€c FH ST Vs hdqdlffﬁm)wl value that is
not zero is oﬁétr HUFGHSECF P Ot gTial active
S-box". Thegyfinigun ogibeg 2jpdny) ghe @umbers of active S-
poxes in al] QO8F}rial paths naviffyg@obabilities other
than zero iAWY BRSCY trld@En number of

aitferentiz0€FdNELIOR, 30 HASIve of this numer
is known asraosuagg&niebactr @ Lential attacks. wote

that there :Lrsent) epc[1£teldn tackl% Lgfflfergnéal path in
of proceSS|ng

<into line Cr a
plurality of data
lines are subjected
to a transfornaLi on



The i nput/out put data
lines arc set an as
not to he duplicated.
[ 0085] Note thap, as
shswn also“in Fig 5
in the specification,
which all diéfﬁreg_iafl u‘f\]ldetsiaé?]zeirosbecause the
probability dfetﬁet;%}dbebves[ c'ﬁ?’ Thasnd:he&mth will
not be consip@drrelokey i s denot ed
[0063] by [K]. Subscripts
n an e@BRGn-SURBESGEdPLiSt-hat
configuratioarigpéxgge_d,f erwhlch ehe minimum number of

differential_ra%épees_g}go!xe\ée:Ls ensured to be large, thereby
identifiers F and

enhancing saﬁeatxléortd'hféer?éllai ?ﬁ\idﬁg
fooeal meani ngs: Mt ' a, of
(2-3. Epi].uﬂtiﬁisr InKK’of BEéﬁBaﬁcég_o éinear Attacks)
?urtherpoeeu ﬁm migipydm nnmbﬂreﬁ Oingeg active s-
boxes includgdlin] (@ mkd fabiCabt @fyesents connection
relationshigd UTD@Lar @fsks@M1though it is referred to as
a "lincar a€eofiACET QRoQlcads, MOMAL S wora

"path” is uslgp% (jnglr t«thgrég% to difference) can be
round, Not e .t hat

applied as an index for udting resistg'n_ce to linear
l'inear transformation
ratrix that Is
applied in a |linear

A lineat: Pﬁﬁssf b?%t’ni xﬁ)ﬁ:h specific linear mask
values are deegtFtle@ﬁorGfl Fppes of data excluding
pieces of keE-dKan@ Eﬂc@rﬁpiong@nz@ir@g@he linear mask
values are dofla@ACHi1¥ OAAEnddaS and the linear values
obtained beidgﬁ@ttegdran}’omtal:iyn grod.e§es are related
to one anotl']-mheBqu§/ggtiroltntebznt_rgx.gfyxgﬂion

processes, theeLeQa\llt\:l' ogslhl:plsqgg:gelgn llngutlliear mask
not Illustrated. As

in the
above-descri bed case,
a subscript and a
superscript that are

S07P1090

attacks.

[0065]



Fig. 6 shows an

exanpl e of an

ext ended Fei st el

structure that

satisfies the

shove-descri bed
values and odte\ftl lﬁf?etri neﬁsva]afsi %e feFfaItined as one-
to-one relathcasﬁfs e\}e:nou@apﬁorﬂ/@fegr non-linear
transformatiérmthe %)a_tiorb@ifpﬁbetmhatipput linear mask
values and oiuﬂaut':liilgzar n@:;k Va.{utshagé,lg)h determined as
one-to-one ISM[[DIQILl%, choncept of prcbabilities is

introduced. %Xs(él yfsénygr-n% linear mask values that
eration

0
can be output pexists for an . inhput lihear mask value, and

tions for outputs
probabilitieg sthat the respgciive linear mask values are
of r eSpéciive
output can bF-cflﬁlﬁiffci Jdn:xgva%ﬁd The sum of all
probabilitiqe éSIpEébPLitWé* data |ines
10066 are omtted, the
In a Fees)(ilesﬂde:dre uLSviirﬁtse‘Itype F-functions, non-
linear transS(trﬁaufat w&rfbla& caly in a portion of
processes us(i\gnstklogelsj.r \(chxj\hqay,l N nis case, a

linear path Mz!m%ll p?gggv!lg io\_/h%r- %ﬁ zero represents |

erations

0
a set of piecg. of linear—-mask-walue ta that are provided

a5 1inear vk N9 COTTESPONAI NG, s praincex:
IHparE dre perterhed " *

(input) and a}tdir}géi'stﬁéclfnievevalue for ciphertext
(output), ar]'dﬁtLreerveJcltsj t@ﬁ amq)rﬂ/a%d before/after
all s-boxes @fe Hfilper BUEPULiSY ofvevifjgies orher
than zero. RESPLGHikNVE ifeluded in a linear patn
having a prdobbiGEd QRS c@NEk-4 N o which a linear
valne tnat -=ESPREL I VGO Brerred o a5 2 "lincar

active S—bO}!"I. q‘geslhini%qun!bg a%li thg numbers of
, the results of the .
active S-boxes in all .linear hs having probabilities
excl Usive- OR
operations (XOR) are
out put in a downward
direction of the sane

data lines. In the

S07P1090



507P109C [ 0009]
In a Feistel
structure in which
the nunmber of lines d
imset as & = 2, for
exanpl e, as shcromin
other than ZF’IO gs regerfﬂi ttFiasga “m‘ap,imuzbv\xﬁber of
linear activd p*fncfxﬁ',eﬂlti t]11ei neapt this number is
known as a sﬁfpiansjfe@foﬁatniaa@ﬁttacks. Note that there
is no point (Bdcfab€@S 542 Andin Miph all linear
mask values % zgrh %&g‘lsed{ht t)ﬁi;aelnity of the path
becomes one. | &hnsque Ja[hafnﬁfngg mdsg@red below.
ratrices M, M, and
In an embo mae'rrllteof ptgeopy:lesdn%qn gnstlon a
et ces applied in.
configuratior iish%révrldef rléﬁv Jf:}bfhﬁﬁtnfmglhnmer of
linear activg é—etxlesoﬁsensc_lpd |t<a§/ae]taj§ , thereby
enhancing safty fopuimehs fEIATT1 ON
[0068] (Y-function sect coo
(3. Metﬁb@lﬁ&}tskdk{lﬁiDngfoiiFeistel Structure Having
mwo pata nink@1 STS] Structure,

As desc%eg %b)%us‘%h% Muriaéon in which the

alized.

dlfquLOD—maI;relx switching me(lz_lgr\llj\.gn %!M’ leQJSJ.on

Switchi M%ﬁréd?ef\r hgo rfteallge glges'DSM) is
witching Me 18. reinafter, referre o a i
I'S nhecessar

applied has feﬁrafro;ﬁﬁﬁl ;~I» édonﬁﬁ.tt?_ti.o& ég enhancing
resistance tgéltel agcfv?-deﬁcrr%%fléflelﬁftﬁaédttacks or
linear attac@@.’rxp&i ctri/pmqslphimeceﬁfin which a Feistel
structure is{ ehﬁle@OﬂEH EtSM [9:E1 c.prgiga:ation in which
two or more Gﬂf&Setﬂ{‘ ﬁitﬂ&es Gf}%ﬁ{gm jrﬂg.inear
transIormatltarh@ctagpvierodr@&%ijlaeg function)

sections in aqglbﬁgf stQIctubJ a\ﬂ%hQLS DSM, the minimum

number of lJ.Inerar ac%h 5- b(lnxes gg]oe ensured to be large,

n an extended

Fei stel structure,
havi ng t he nurber of
date Tines d chat is
set as d: any integer

S07p1020

[0067]



SO7P1090 i nput to one
data line is
subfected to
excl usi ve- OP 0<05)
usi ng one” 6t nore
out put s - of

whereby resiFt_aIfca ﬁtLhF 6jﬁ§e,ren’ﬁ.h]dattacks or linear

attacks can Pehﬁtla’nce@.hen’ i t Is

[0069] output. this is

An outlalpp} i:fedSMtV@ll&QWesdta}Iea When the
diffusion—mal:riiﬁgﬂiticﬂg Mded. Dot tLeapplied in a

Feistel stru%!‘- qulgal:!:§|0§g %Jerent matrices are
ructtrn. .0091]

provided as mtcrlces that afe app

£ £ t Ftl P7i a S%at ed fl St‘ (F
ransrorma lOrhSeC lO S aﬁs O roumn unction -

function) Se&tlj(tnbljttngtltdifln the Feistel structure. For
example, allpclf L‘ﬂqear‘xa rf.c‘y 63F>lled in the respective
rounds in thp F§ipHQOELORSe }(a[a’ngs rourfgs as shown in
Fig. 1 are nbt §¥B 2= Phe @@ 1AM @G nsportation
matrices, antSi NFst@KCIrUSIVi@reOR matrices are
arranged in QREEALILOAS £200) . f.or

S07P1090

lingar

(00701 one data line 15(i)]
For exarln\pet,% glt Ilagdws an ex mpla of a Feistel
structure in. whlc{‘i ﬁheel dgfgfs I glgtdlx sw1tch1ng mechanism

(DSM) is reaFéTdSLtSJélF SRt G PR O ion matrices
My and M;, apddfqardr Befs ta@exg@lesoﬁa)@istel structure
in which the(qifffnsi@n—nﬁtrd;i swit{ipg mechanism (DSM) is
realized usifr fnbHA Qe @NSenichi@dticB h@rices My, M,

and M,. i nput to the data
[0071] line Si) are referrad
In the eQa%lplE Whe ]F£l5t7el @‘)rﬁcugé Lhnun in Fig. 3,
the two llnea trans!ormatlonl mra]trlces h M, are
they~are input td The
data line 3;i; from

narlinr ones.
Addi tional Iy, input
data that is input to



307P1 090 :0092]
A configuration for
realizirg the DSMin
an extendeO Fei st el
structure; *i-e., 0721090
nereinafter, a '
configured a& 6iﬁfeireghlinaérticfe6.n Adgi_tionally, in the
example of tPeeFa}sFeiisﬁrgcteréhommFl.gr 4, the three
linear transgpppagxet rerrd@:d MOFe?i’ gtldp\']z are configured
as dgifferentShirited Ur € havi ng t he
[0072] fol | ow ng d, will be
In orde;.dgslgglhzbege (Q&LS@W mé:rlx switching
mechanism Dgspyrc 1@tn§cgsg£ry that applied matrices

satisfy prede ermln§df »}é cptgons ne of theecondltlons is
escription I's mane

a constraint. COHCf lng the dbove defcrlbed number of

branches Brzsmé}et ITbJﬁ cﬁ‘éﬁﬂ?h‘ﬁg bégescrlbed below.
(00731 fol | ows: (4-2.
Regardi@o:n{ {u@k{gr at @rgﬂhef OY each of a plurality
of differentAfiaACE pPE uvRESISitaNce:
transformatiErOpegojmtdeirne%ci—a]lqction sections of a
reistel strdul-ACkS I n Ext ended
the mlnlr-rl-§| %\L&a@lof §; Ecge%tly r@lppl;\_ed matrix: Bl ,
(4-3. Configuration
~for Enhanci ng ,
the mlnﬁé{ﬂsrlluglieiasnoé ebra Lcloréees%mdlng to
incidence mamifeéejkg inuﬁ’;lllB(f e&ﬁﬁéed matrices : B,P,
Bs*. and 3" Fej st el SLrucLure)
are deftrgRasr @Spect i ve
(squation 11CONF I gurations wil |
be sequentially
¢ =min(Brancgl@9Cr 1 bed. :0093)
B? = min(Branck (061 2,1 COUCI  QUr eni 00
' f or Enhanci ng
Pnsi stance to v
Differential Attacks
i n Extenaed Fei stelL
Structure)

and



- 56 - 307P1090
number of

differential active
S-boxes included is a

differentt&" path S07P1090
_mm(Branch (H]'\}q},[ﬂ ["EBr esents
e ction

5 m”&mmﬁ aﬁﬂonshlps of

di fferences can be
[0074] applied as an index
In the quirtio%\/al Uat | ng

Mi deno{eggIlgltsaaqgagsfgrg?atlon matr:_x applied to a
linear trans orma!lgnr perg]cteslsal tat t round in the
differential path

al - Ades , .

W) fYErent TarT v aATTTES T Y
concatenatinF ﬁeslﬁﬁ;téteétgtrtffs Dﬁ%t,%,

™M denot‘exelt]ud;'rxﬁgi rrp?{re{ccés mej:ﬁ:ix M, and M1
denotes an ikv@zye dﬁtla O]i fhe matrix M.

(00751 encryption functions.

m e Boboreliafter i neareicay, . &,

B;iP, and B,T E&@Q%’f Qn[nm;t Ianv[ls of the numbers of
Qces

branches in Qatrlces obsceséd bE/ coennectlng matrices

refationships t ween
included in F- funct ons or three rounds that are
in differences and

consecutlveléﬁioblﬁﬁ:d e&ﬁq': ftéetréﬁlédején the Feistel
structure togpaargét’er m ned ab
(oo7e] one- So-one

For exarﬁp@, at |150ﬂl§vh|tpa$ .the respective matrices
are set so tNtttk\ioéugla-,described respective numbers of

branches satbs@; Q1E eélﬂﬂing rconditions, i.e.,
Bf>3ngmL|£§§[>&

whereby LLeape§lstancn‘q deQrential attacks or
srocesses, the

relationships bet ween
i nput differences and
out put differences

ors not determ ned as

Feistel stru



[0096] A liner-
transformation na2rix
used in a F-func2ion
Xi included in an
ext ended Féi st el
structure is denoted
linear attacbyca[x M— 7n.hanc,211 .in ’f_hﬁ FtiFtYLnstructure.
Note th@a$e Fes@ﬁix@(}%ﬁtrip@sﬂand superscripts of
B,P, B,P, B3D12;12’B(L5€vie ;tl)e fﬁ)j@ﬁwing meanings.
That lSC a|o€ blnb &‘ncltnsgthx hﬁber of matrices that
are connecte@ Ldg Erggnotfgf EbeaanJQr%@s a condition

for having rles:Lstanci Qo dlgggntlal .attacks, and L of Bpt

S07P1090

ion fun
denotes a con 1tlon E oav1n lfl?s:c_:stance to Q;Lnear attacks.
e nunper

991 pranches: branch() is

(4. setpip FOPRp Pxpeadey BT

I the ggeefiofnteowg: = [CEEGELTOrfS provosed,
in which th@diffusion5@erix FOARE(GPanisn (Os) is
realized in BIFeib@( bk)eSire naving any number of data
Lines tnat 491 0 Br anchS 1:M:, Yor kdadoie, three
lines or fou;rqugz.lnstead of in thD€ister structure

having twe capollnes c!)nQ%l?rgtlon will be described
quat ion is an
below in detal

equaticn for

cal cui ating toe

A Feistﬁﬁ ﬁFLﬁ,ﬂm tvéa aﬁcro‘wed twh@e present
invention iﬂW@FdecbfeiéﬁTlmﬁ@ﬁe% iil rrfxich the
nurber of digfFidnfCiedeneentygt pg geta lines is
denoted by c[ % g{njsr,alizaﬂi)aﬁ: Iallltljtougp 1t1is the same as
the above- dgtrlﬁey\@e:dtleln&a&ture having two data lines
in that SP- J-ygea{l%fncgfoggaarjrllsgm where d is an integer

that is equarIato or moreeé'la N@J IVEI
thatt are used in two

F-functlons [FFs (11
.+1] which are

adj acent to each
ocher, and which are
intrat to any data

[0078]

[0079]



In any data line s
(i[ constituting the
ext ended Fei st el
structure, rj] that
correspond$’ to the
number of
AlthouglFi_:hF lj??éltglfrﬁh(g, in \x}ﬁi:hctﬁe diffusion-
matrix switcairueme'f:l'ﬁrp'an_ (_DSMQ GS fph]eied to the Feistel
structure ind:aet a’.mjlteidn@seglfl MOEN 1tnh @mber of data
lines = 2 hotc@pasS:teagDQOp&SSd Setksctitd avove, a
method has nWenj k,nowa,nﬁl wdla}t &SJ[ ans is enhanced

by applying th‘e )DSM tlo ]an Q)QentiJa%elg@I @ructure having
ne. s 1& wi_ll be

the number of data llnes’d at 1s set €0 any number d

satisfying d(fngﬁ% Idtger erese?t i veftéon, a configuration

is realized, [Wla.ch reflSta%ﬁdo V%Teatlal attacks or
linear attacgsajﬁdaWaré:W }:iyr?ﬁpl.]jgtlng the diffusion-matrix
switching meH@rritmi ONs tq)fn q_xheiect {{ptel structure
having the nfog U @4tz OQS dtnat j(s)s,et to any number
satisfying dj2.2_.1 ar| d I FS| | ) f

specifid #ldgurdMILLA BHoBsd BPHLs of e

preséent inveLthntlef]lg bg ags@rikleji pe@ow.at ) )
(0080; for the data I|ne

ardin
-1. zgard%f fxten guflSté Ftructure)

Deflnlttois ci Saif]ten&?iid“nz,smftlrfcturﬂ will be
described w1th21:Efefﬁ;1cetthé1gdét én .t}ie éec.lflcatlon,
an extended Seis(tial) st:;ucttnheLs fdﬁﬂlrie@w qqgows:

1. Has € ASE k81 6ONS der®d. data lines, and
the size of WM EF=%ndNEHed bipdsh2 nibnifs. O

2. the ORt/oR A 21000 o ALALS ic mn pits.

3. Has Q)glgsethat are referred to as units of

S07P1090

processing. One data line or a plurality of data lines are



bet ween respective

i nput differentia:

val ues [Aas, 1,11 and

LX orhil for the

F-funcci oné® (F, and

(is, if2] adjacent to
subjected toe'satcﬁsf@{mrfécfn chr:ﬁmlsarrmﬁ@-function in
a round. Thy fpeult iff qpiedtpdon Srclusive-OR using
another dataWd&ieC hlov@&fe@ v{hEhptly,lct ortr@re F-functions
are includedtihenedlﬁltna, Jujﬂmfﬁtes edtg }ines do not
exist as datg I]']ﬁesftgitl SQM Qginputs/outputs of all of
ne rruncesk- €1 @Ci Oorshi T. Hol ds:
r Equati on 3]

An examr}%vi LYI’;)\!ygn(diéxF(eissii(%%tructure that is
constructed fnhaéfo::da)imﬁ wjtth éhe above—deescribed
definitions al:.b]ov@_e??eihidi v@tﬁtéd‘ference to Fig. 5.

The abo‘feerierato'pe@nisfhrilig’on heias ¢ (d is equal to
or more thand@ﬂ@ﬁt@&irﬁﬂm 3@ size of each of the
data lines :LV\Erl ghi, and t he

The defgettutn 1@@&@1&&1 qgh ga@erlntheto Fig. 5

The deflnltlal gyng }(!@nlnl EQJ]QJ the input/output size

I ons
of each data llne Lat 1s eac!'x ef data line, E 1 to d is mn

bit dtht ter eselnts er tnf t/output
its, an 6 e 6ﬁa bal 83: oél é nﬁrtag lnpu outpu

S07p1090

[0081]

is dmn bits.

in input differential
(00821 data of the

The abo‘g-césuneetﬂd@ﬂg’tloft heI‘he input/output size
of an F—func%,'on- ﬂslnﬂ;]bl@f t he

The cef DAHIRNGE SiesOfive@Glth Veerence to rig. 5.
For example, %nlgocg Ql%t a@no%&éﬁtl ann operation result

from an exclusnre%R r!%gb%era J_Ql’l sgtgloQ 201 serving as
an upper stage ar9§np1\1/tat|ohag E‘IfS tal'on 202 via a data
condi tion Tn which
enhancenent of
resistance to
differential attacks

can be expected.



to the data line

5(1), are the sane

matrices, the

above-descri bed

equat i on fot- 50751090

cal cul ating the
line 2. Fur?xﬁﬁwara wnd nydhtshlé%u,:, and an
operation erCﬁSSV\ﬂqipetﬁorTehe This operation process is
the process G‘p‘e paatbpe@ [AesEHyR Irv_jjtlonsfe@@lce to part
(b) of Fig. t,h@d I’J]lu:llmeernoreifinear transformation
performed 1nb‘crha@GJhaesS$nd Bﬁa@ﬁh@%}sfi}r&ation process,
in which thealQRLll ggﬂsfoimateon maer; Mi is applied,

that is perfgr(neg’ j)n’the Jg err%;lsftorm ’J.on section. The

ich is the mntry
output of the Flfunctlon'\;BZ is mn bltfsf and lS input to an

exclusive- OR (F(ORéﬁ}ﬁsaaﬁ gﬁ%tgfn 28% of a data line 4.
rooest resi stance cannot be

The abogexcbg:ejfo@di_efifig_lrggjﬁas rounds that are
referred to ﬁkoﬁﬁhttsioglglai:eksyr}g. eyeqt Ane or a
plurality ofddaGAS s ialﬁ s\l\dﬁ]dc&h to a transformation
process usinQia;ﬁ .E‘e{ne{ﬂctn igatrguh£ €8 result is
subjected toae,rxgusli%ed; !uSLX\J]ﬁathV&QEa line. However,

when two or Imo%t Ib:lflgngtslonsagr% included in one round,

relessly sel ecte

duplicated dtatﬁel%nees do not exist as data 1{nes that serve

as inputs/o%fscﬁ %;ﬁ?’%(? ju)lctions.

The def PGS SSFifggS With reference to Fig. 5.
Fig. 5 showsD(_ﬁCeSt(eiad}d’ E;eisWa]isezhctilrS having an r-round
configuratio@lefoi;en@dnorby—ftmh@ons are included in each
rount, and tSDOVet esGEdided exciusive or using
anotner data€QMALde@RifyQl round n shown in rig. 5, 2
pruraticy ofCALGUIAL NG LNE .. o rouna, and are

an F-functiopn lﬂﬂber I fupcrtfaon gne§dwn in Fig. 5.
i's rade to be a nuch

| ar ger nunber of
branches, whereby a
| ocal i zed m ninF
nunber of



[ 0104] (4-2-1i.
Confignraion for
Sel ecting Mazrices,
Which Ts to Be Set in
i | - Functioffs; That
Make Val ue of M ni num
roos4! gtr.-or of Branches
As descBQeDa}Eqauallien q@:lL@arlitk/b]f é—functions are
included in a-rhatﬂdehlﬁpquéutput lines of the respective
F-functions Elerd&ﬁ ,liniast diﬂlﬂ.ederlt fm one another, and
are set so tgae%@ﬁiic,b@ldjaaeﬂixgyvaxte hl&tapplied as the
input/outputr@gilﬂgs t he m nl mim

inpu yag;oﬁne oqft e !:[—gungzlon§ shown in Fi
N pFEzolg which I's the ™ ”

ine 1, ahd an ou + data llneeof the F-
~ % phi’mim niinber “anbng
fanetion MR E AT At fidm ' wi t hers

An inpub-ﬁatzbieiaenﬁflfi:é% F-function 212 is any one of
data lines 5[(:5_m<_>r_e,0{ns érl Tu;tpjlt data line of the F-
function 212Ci@l=CH=at-ed- for al |l of

The inp&hﬁtpd:a{a’a ]Jirieneﬁ s.biﬂsotaheot to be
awplicatea. €Xt €nded. Fei st el
(00851 structure, equal he

Note that, amgwen a;_rsotlgx'rE] t Igrb Qhe

S07P1090

5 is a data

can be real | zed ¥
specification, an F: mctlon 1s denoted by [F], and a round
prdvi dih

key is denotfc\\l\ij/ [f<]yC%1§sc6fts and superscripts that are
set for the ﬁﬁ{eFtilxéége.ntlfleij?Sﬂnd K have the
following nefijipesgi , | WO di fferent

That isTBT F:€ €Sk Apfresan@und, and n denotes
an identifichtdn] nudErCor PR @PAERE, or a round key in
the same oM Ch make the nunber

Note thgx_i Q!:leglng,J;rg%)rnl Qonatgtrlx that is
ence

applied in a[ A r t;r nsxo?mg;:alﬁxrsectlon of an F-function
di fferent matri ces
[AO] and [A equal cc
O nore than three,
i.Cc., which satisfy

.



A, 1s set as the

i near transformati on

matrix that is set in

the |inear

t ransf or mati on

section of dhe second
in each roun«F:fsucﬁeJEﬁ'déé [Iil]figé}ﬁ,de?r.iption given
below althouAOitiiS ncse'eluﬁsatetdhes in the above-
described cal;ei, Ae&feript and a superscript that are set
for M have thef ANSEQr-BRLILON ME. tri

That lSX tﬁhla-‘t delotéeat ro;LnE] ;’lbg denotes an

1dent1f1cat1L I rﬂr%gfr OL qul§rf tqgn@ltmétgolg matrix for

a correspondi:u? raanog a|pouﬁalﬁ:|ydE¥_EuHCClons that are

LR YA s mariner, the
roosel two different

Fig. 6 W ra11 e}@tg)le[ CR&P e)éﬁlaed Feistel
structure thbrfealisPeserr@itbercpratief yefinitions and
that has sevel cra&nlgxed (4 A7t hlio& that, in Fig. 6,
although sme:ﬁsd&rexcflE@m& hﬁraltu’.@lu (XOR) sections
for outputs tfolresptscnge plf%talntx &M rQstDectlve data
lines are omhtt!dul(’:lrl%te!(tglﬁl§d’ Feml gnucture has a

S07p1090

are tl
conflguratlor An whlchex hSlV atlons QXOR using
Tine s iy d ?3
correspondi nputs e _pe orme at réspective
"PWER t]hep rnear

lntersectlontpfaJa‘;fsclfd,Fermaiutdﬁf the respective F-
functions ang gteripgEgivy e SaF §0f Lo which the
results of thd§xSlu IR @peractolpe(XOR) are output in a
downward dir@lDOV 8= h@ SEE k@ ines. 1n the example
shown in Fi€ GUALdu@Ni+l, Of round i+5, a round i+9, and
a round i+1oca§i goUrldﬂt:liangretpneided in such a manner
that two or Maxd L@M"E‘l larlégncfludetdng one round.

Regarding F-f nct?o.ns F? ndbrrogxd key??K.] prov1ded in
the Tnci dénce natri

154. 1i), 11MsciL 1+1]
of the two |inear
transformati on

rmt r| ces Psi Edl d a,



Branchu( [AD I ad]
:n this manner, the
two different
matrices [Ac] and [ AO
sati sfyi ng”*the 0751090
relationship given
these rounds,arﬁle?ﬁré dgyaté.ngpjrdgxﬁé:rc@:do,n numbers of the
F-functions oaﬁﬁ 1{0% kéf-yeg'rpéletseimveounds are
provided at thgfop ir'g;@saoaqele. set SO
[0087] as to be alternately
When a F&E{eagtg&d.lré navinlﬂeqe number of lines d
that is set a's:rclt uﬁ%réog%ctidhlataccairdﬁce with the

above- descrlbec‘n&g;nltlong g%o 3, it is provided as a
esrective daca lices

Feistel struct t av;Lng two, data llnes, i. the Feistel

structure th as}:t 1'1| prev?o? g%i(escergbgdegth reference
to Fig. 1. Im@?revﬁgiis,t héonva:llcaétrbclture in which
F-functions at:elr]elpm aﬁqemyﬁaweqesp@five lines is
provided. Hoba[van@rheSasﬁngan(patrqndbjeFeistel
structure havﬂﬁdﬁre@ﬁﬂ@lﬁe =6 ﬂes,nnfoelection
structure is Enaﬁlqteh]}r €srmined since a plurality of
data lines thEn ba@@g eﬁa:rcud aQE.nputs and outputs of F-

functions ex1stesk t%n%erds, Qhe larger the d in an
ferentlal .attacks

extended Fel%el structure, e gher the number of places

. y Using rhe
2t which F-fugftiqnq gen kp seby Tpe flexibly with which F-
sunctions caigRE e i FRpPHrEChaifFsHe:
[0oss] ; DSM can be

In the pp@@l tmedion, F)dpdduration is proposed,
in which the 64 rusicS@APK Q6 ning mechanism (Dsu:
biffusion swiNhi@XAHARLE nfk WHLGNresistance o
differential tangckl WO, QL f ferent .ciizeq in suen

an extended Er;rla'éel sgrucsc ILAC ] and
[AI'] arc app]jad has

b, ecen descri bed
above. Next, an
exanpLe wi n be

descri bed below, in



Bf (s(1))-=
jin(Branch"([. s M
crjl- [0112]
The above-nmenti oned
equation r$*an
equation for
[0083] cal cul ating the
In a Fefftd}i sy ab vrechofe fulger of lines d
is set as d Hunbnﬁrexa@ﬁcle,b{saﬂ:@rh&l&‘id.n or Fig. 4,
two dlffereranlnkﬂo:irads&ﬂﬁaelomtfii:ex M, and M;, or
three dlffer[erl!l?zgar bransfl:rlmngon matrices MO, M;, and M,

S07P1090

are providee’ a-slmglitrlcg'st e!p dJ in l§:Lnear tgnsformatlon
, I|near . ,
sections (P l?yers ?f round- functlon (F-function) sections
anst or nat

constltutln%feﬁi &l s§rurtli§uyh§:eby the DSM is
realized. Hiw'FT::' j k:ic]e toviﬁﬁ\l/zeé}reeDSM, it is
necessary thgg eﬁliiadnmawrtces satisfy predetermined
conditions. FQn# ufn@§ icc@ﬂg’.oxfsfies’cpn’straint
concerning Mhiak@h—c@,{cﬂbeadjmaﬁeﬂbratc@as (Branch) .
{00901 one anot her, and

In an e‘é@!ﬁd@hb‘e@sﬁ:g sk:quQLrl:te hgvgqg the number of

data lines 9[]1!‘[ stastetaasl I ne S(I )
constitutin the

d: any 1ntfger ﬁxtlafylng 7 1 OOO
before Ig&rsg?%lon(jiigjnflguratlon for realizing
the DSM, deiilﬁl,t]a?fyf) dastoe&tlrel (f?éit]él( ];t’ sections and
input/outputeﬂqstfi tthUte}sqqqlvte heﬁstituent sections of
an extendede“)(j.tsenételdztuﬁeinsgct e1| the description given
pelow will SldeddCibddw@p zdkdenct RAtis. 7
rig. 7GOL LESPONAS:ct 6u1} B dara 1ine is

extracted a%mggrorpgmong data llnes constituting an
F-function

extended Feistel s ructure §oi examplle(; as shown in Fig. 6.

As shown 1na?£ € I N be nder t?oddthaatt %ata which is
i fie’ s%jf f'oot
top stage is set to
any j, and data
riAi,n." '] on the
data line sli) wll



are innut to the data
line s]i], for the
data Tina s(1).
Regardi ng the
i npual oui otft; data
] Wa4] , and-n] on the
input to onediatta éin’e |l:hélb§]:t163 EO e[qchxéive—OR (XOR)
using one orfnerle'oe}vu'tﬂgf }tagcéioiuss and that, then, it
is output. i(bgnisiaﬂaejreed)_ anV\ga\M lime included in the
extended FeiEt&lSl;uét]urel nt h| S Case,
[0091] bet ween rospectiva

In Fig. I npggatedl fsto%x( e_LQtwllua'll outputs of a
nx, ThF Jar

plurality ofVFaJuncflons I su F,L m 2, are added using

SQ07p1090

T on llne [s{i)].

Note th?.tI E ] of] d daltaggﬁeéé%h\fedtlb the
extended Fel@:ﬁ]estagﬁtdfehlérreqélfrﬁrﬁo as S(i) (1 €1 <
d). The F—f\a?\:@ni glatt fre input to the data line S(i)
are referredfes FUUNGT ﬂs@ NS, Whh<Cidger in which they
are input to@th&aakd13tH s(1)Ocrdnhe datas.

Addltlollla.h.l@elngulid)taa 1€ input to the data 1ine
5(i) is deno eqlbw Wi ng

exclusive-OR opeﬁat ons

Data ob[a ne aftegn§t>]1!1t ut o an, F-function Fgu, 5 is
obt al ne quat i on

subjected to clu51ve O% s den ed by Ws¢y, 5-

In add1t61§n, input da§a that is input to the F-function
Fswtiy, 3 is denoted by Zsqy, 5-

Although each Xs(), 5 is data that belongs to another
line other than the data line s(i), herein, it is supposed
that which line each Xg(i, ;3 belongs to does not matter.

In this case, it can be considered that the extended
Feistel structure has a configuration in which the d data

lines are connected to one another.



607P1090 [ 0: 13]
, addHhicn, in che
above- nenti oned
rel ati onshi p, he
denot es narfui ng
wei ght, and the
100521 | eft-hand side of the
A configalb@_vrefoneeﬁtiizjoﬂéé DSM in an extended
Feistel struqr@k.al.-E-QnRshH@atter, a configuration for
realizing thd %@ﬁﬁ%ﬁ&te&e& h%estnm&ﬁre having
the followind M, QN ZELOnLhLemEeNt S
d: any integir aglg}pllrg d|2f f er ent I al
The descrlptlonatlsamaQ ttx]eeorder of section headings as
functlons I.e.,
t he sum of the
(4-2. Col;ﬁj%aéi.og fﬁfEnkgEér]g\ﬁésistance to
Differential §§tbc(}f§( érsl?xteﬂﬁ% EﬁiitﬁgStructure)
(4-3. C@Jhi;usati:‘)a ﬁb@pha@c@g B@isaance to Linear
Attacks in Efc@pg@eval Beuckge a
The resp@@ﬁgicxnifi(atﬂatjicms \ﬁvﬁi Gemequentially
sescrives. €Nhancenent of

S07p1090

follows:

[0093] resistance to
-2. Con J.gur Q[OQQ E‘.ahanc1n tRes(:L:sL(:aSnce to
e ex ecte

DifLerentlalAttack? 1, Exi: ded Fe_FStel %reuFture)

rizst cﬁﬁﬁ?ﬁ:8h%£6?ﬁ§ngﬁﬁﬁmmt°
differential taﬁ:éckt erhfdil eEﬁeejiﬁi Férséeltshrecture will
pe describedggme, i n i s concluded

As descrti}hatab_ovei, ﬂifif@ential attacks are attacks in
which keys afpli€f @r abl®:vt Bafs funcrions are
analyzed by mth:L%Qﬁﬁ:lpilJ]szJggof input data
(plaintext) kra%%}‘)gggrlaYn difference (AX) and pieces of

output data Elptxer egtt) for, t%e :an t data The minimum

constituting t

ext ended Felstel
structure be sel ected
so Ca to make 65L1(5
(||)as | arge as



[Cl17:

Addi oi onal ly, even in

a case in which

different matrices

are used a% the k

l'i near transformation
number of diffﬁriexrtliaé ég’_l\fé mes. j’anl\T?ed in a
differential_p‘at\ym@ﬂ rﬁzm'sefni:sccegxecajroerelationships
of differencéaﬁ@bee@gliy a§@1 @@eﬁ( @ﬁ’ evaluating
resistance th Bi@fe@niiS AraCAS@ difflerential path
includes dlf%n&.h‘l x%h;Q& ﬁx(pllecés)of data excluding

pieces of kepgaqgﬂ;eélcrtlﬁégn f\.[mg;l'o;lrsS] Before/after
ich Is defi

linear transiormation processes, thréerdlatlynshlps between

e above-descri bed

input dlfferences afld ou‘rcFutf dlfferences are determined as

one-to-one r«éléﬂ gxﬁﬂl%t IAht@ou,g%éefore/after non-linear
trans formati ppy itFEPe 0 FRe [FF AT egRs Petween input
differences prg oprpt @iffQere 28 My efernined as
one-to-one rlelatrig@rlpsnum@jnit@fs of occurrence of
output dirrePh@anehes ,inp&M‘lﬁffe:br}ée &e calculated.
The sum of alii G@hdi1:Z€0 NI Mputs is one.

S07p1090

(00541 nunber of |inear
In a Felsteg syrgc uSr-e QQ&%@%P ype F-functions, non-

ensur e(

linear transforma s perfor.med usin gﬁly S-boxes. In
‘Rat

resi stan%e to
this case, acﬁlfff rrt@htp?talhavaxgtaééokaglllty other
than zero reera?enthé Setnﬁa:ﬁ?fésd:zf differential data
that are profG®IGE dlitflqeg+nyi’al Fypes starting with a
differential X AHPIr@)aiffBE M@ @S ar@fe@ing with a
differentialSR1u€ GBS OxASudo@), and differential
values that bAKEvBed netblS{etel a)1 s-voxes nave

probabllltlegq{‘}llgj thgn zeJQ)r Aqqrng \Eh!l@ s included
in a dlfreregtlal path h\thlrcl:g a prébability other than zero,
resistance to
differential attacks
can be enhancea.
[0119]

kaisgi))li§



First, Is ohffnrent

matrices [Ar., [Pe],

[ As], are prepared,

whi ch rake the nunber

of branche& of an

nci dence matri x by
and to whichﬁlc}i.ffgrtlAgl Iﬂ_lueoifhattihelotl gro is input
is referred @h #sfae"[deﬂatcenm arci:iesess—box". The
minimum numbarzgang t}[eAlmlbqrs of active S-boxes in all
ditferentiall A2} nLGHAZbab0:icOE A Ran zero is
referred to LJ‘QW;:L:Qﬁ %ber iof @i-fﬁerential active S-—
boxes", and m:vgl o%qgmlssnfu%erai§ used as a safety

index for dléferentl

SHohg Bl 1A11. . 12,
el )y 2 3 N1221
Making F{Eﬁin}mum Tuinbﬁregrdifferential active S-
boxes large f.eraﬁn:sfe@rr‘mtn[c eﬁ resistance to
differentialrmtalfkisceSecfutiqute [A@ constructing a DSM
structure folr |mnﬁﬂrthetnﬁraﬁ_ﬁfn@15dﬁat iﬂi@ﬂrential
active S—boxS&.Cat:c_je QNs: &ten&e!ﬂeeistel structure having

the number opldyzg Qinjastd)/thgcf is set to ény integer -
I lclgefd(e)sn:lslbed De IoCh
Oe anun to the data
line e(i, in the
A llneaéiiargﬁodrgaorﬁgrrézt 1ést in a F-function
[Feray, =] lnc%erjuéérutisxée’ndeélFeéstélesttrua‘fgre is
denoted by [fas@i, povgs:this case, anA@latiis’x B,0(s(i)) for
calculating S@iru@S of Rendrésneq@ynich the operation
function of ttrrea:li}ﬁefr(lﬁ mﬁtldh@n Brﬂﬁtl 0} iiX applied, is
defined as f.t:hadg I S
t her nsf or aaui ch
section of the first
F- as the linear
transformati on matrix
that is set in the
i near
transformati br,
sccu10- of the

—

S07P1090

satisfying d

[009¢€]

[Equation 2]



A"l is set as the
i near transformati on
matrix that is set in
the |inear
t ransf or matsi on
section of the k-th
BP(s(i)) = mlﬁ(ﬂrfdﬁ.‘d’lnl([ml)]IMS(,)JH])) Ac is
‘set as the |inear
transformation natrix
10097] that is err in the
The apodelnD@Rkea @@&ginqg ML QR for

calculating §1§§11’11QO va?ue o‘f- Igh% number of branches in
- 1,1, LF-f unction
inear

an :an:.denceKatrlx éléf a% :,t hof two
transformatlTn Iﬁtééc s {Mr aanfMﬁlr I’Tﬁ]t Ithét are used in
two F- functlefiiF @727&".5(1 321 twlﬁ.gt arf gdjacent to
each other, gmetrhl‘:hnart heutl tlo ﬁg&:‘ata line s (i)
constitutingtt]ieaﬁgfldeQ F|el, tfu@u@n
[0098] section of the X-2-Ln

In any (Egn!ir}_[_@lte sj(:Qn:orE*DtLKing the Ieﬂ:ended Feistel
structure, [;J_héh§c Jm%@;ésa to th@nul%ber of F-functions,

which are in%jlc glr a l:r_ne [ ! Cfe:om the top stage is

S07P1090

set to any j, and dhta »’] on the data line s({i) will

arc repeat
%rranged in thls
Input/omﬁ?ua é?-ta st@njf altdh[é (t O,ﬁ) sandwich input
portions of fhercwotEn:@mcpllovr[a y @f (1), 34217
which are infes jc¢) FFE9R@NSe swh| ©hthe data line
s{1). Regardfghd ﬂﬁutouttpﬁ otahawsdat] chnd [Ws (), 542]
on the data 1il:1mai)i, )the[ Qﬂi&gllg c\NAQQ considered.
w., , 1he Linear trans f
ormat en natrices
[A5], [ Al], [AO:
are se7 inthis
manner, the aho ve
-des cil bed ecl uaLi cn
for ca_culating the
mflinmurc, value of

be considere

Ws i), 342

[0089]



507PLOG - . Equation 7]
B17 (s(0)=
mrt(Branch"(Pla_2
In ether we-ds, it is
ensured th#t- the
m ni mum nunber of
n thislsrganches is equal to
between @q’spengyeeinﬁuh aﬁfe‘lrehwielev_alues [AXs 1), 4+1]
and [AXsq), j+[]&1r24”1]5 rAS c@oA AL L e 0fia [F), 5.
adjacent to SAOUl5e ,fro%&ﬂ; tIhehe—functions, which are
input to therga:ta rlln@%& [ Ap] [ Al]
the fol][ow:.mﬁgka’tlonslué&clds.l are

Equation 3] Pernut ed, the sone
O7oct i s obtained.
Addi tional 'y, whon
hw,(AX ., D@wak ]| CEsBAk®)
simlarly set for
each of the data
[0100] Lines s 1 in the
Note th(&xtreﬁde&dvehlejute&d&]relationship, hw
denotes hamn Dy heignl Sars LaOieFBhaBe o the above-
mentioned remgr%hi%q%%sentt thQEu%ber of non-zero

S07P10%0

elements in 1nput dlgfbrrenetlea %ata o Yhe F<4functions, i.e.,
sing toe Is

the sum of t}fg?artur?beré of acttvcié)gi]es. Ensuring this
number to beBr ]af?& ﬁﬁue’ ls[amTitmnArr’wh.ich
enhancement Pfj re?ist?nce to diffe]'eﬁ:iq:l HFtSCkS can be
expected. Aqmnim@p,’ iftohker kcgdid,ionsfothﬁr than the
condition arf @RtsadVAlY isC@81ufADat it is
preferable t[AaAIm;trjrces(jAzge[ A«K)iclj]ve F-functions
constitutingsﬁg LXSJnyeh @gstta hgructure be selected so
as to make B!D sl(ia)t Iasoﬂ§glgl pcgs:u.blgn

apove are preparec,

and the respective
matrices err sot so

as to he repeatedly a
nrangod i n an order

in the F-functions

[0101]



SDSP1090 real i zed.
[ 0126] Not e
that, regarding
sel ection of a val ue
of k, when®lt is ao
| east equal ro or
In exteﬁiﬁjr %islteﬁ—éﬁ)e tc%t,ogrﬁhy in the prior art,
a configuratéflfieekgchcoaﬂlib%r transformation matrix is
utilized in @XPECt@ehmaFheseltgngerail r-
functions istah@nekalic&x,figﬁlh}feonl ar ger
rowever] €n QUALAM-8EM:nEARYE natrices
M 5 (1), ]] and ms(m j+l?m@ﬂg%@m tthwo F-functions

. resierance can he
[Fsii L Fsi T jacen o éach other, which are input
ne ‘ﬁﬁle expect ed.

to the data 'l_krie s léra e the same matrlces, the above-

I'n contra
described eqbaé]é)&lﬁ%é:alfﬁétl%th rﬁrﬁfﬁ of branches,
in which therﬂa?-fﬁ:é?n fg{ctlfrycﬁége rﬁrfber of branches:
Branch() is ppEesSary : Teti:ices
s Ss | ncreased, there
becomes two,i Bichl isp{h@kaﬁbrimll ifatuy. tr‘}hlat an effect of
enhancement gﬂ-’lgeblstlncg $an%tbe expected.

S07PL090

‘01021 SU|rabIe for an
Addltlonea lfyl gvlen ln a case in wh:Lc dlfferent
: | efrent allan.’ Thus, e
matrices are whe wo matbri are care ess selecte
t He" val ug "6f T? PsTat

chere i@ C\?Séllﬁléhlfhfﬁat ‘Fhoure Be

P(s{i)g pratiedefjie by the above-described
equation fora@@@lp‘dwn@e nLNi)et &t ‘ganches, is made to
be a much lafdet @8Bel kO ar@tes, Quhereby a localized
minimum numb@E& Gte:StcBg@etivh 0124 is ensured o
be large, s Aardees:CONE LOUMEALLON attacks can be
enhanced. Atcgrrdlngoh%@ggiaﬁge matrlces are selected

so as to makﬁ §!az:;<2‘239a E)O(Ji meoF]e tgdl three, whereby

Fedstel Structure]
Next, a configuration
for enhanci ng

resi stance re |inear



SC7P1090 i paces of

data excLudi ng pi eces

of key data in

encryption functions.

Eefere/ ait@er lircar

transformati on
resistance tcp(ikiéfe@gtgaésq?tactkhéan be enhanced.
[0103] rel ati onshi ps bet ween

s(i)i nspcutcullaiiem@aread?fas khe data lines in

the extended V‘alstuﬁs:rlamda OME ﬂlﬂﬂum value from
among the callcmill&@@-caldm%kdeyo@e!dbggg P. A method for

selecting matQ'[cgs QAQ:L elr mnﬂgog g as to make B,P equal

to or more tl’gp hree w:.lq b, descrlbed
relationship

10204l Al t hough,

(4-2-1. Bﬁfiéﬁr%foafﬁfreﬁelecting Matrices, Which Is
to Be Set in ﬁﬁwm_ctllarﬁ,egxlat Make Value of Minimum Number
of Branches ¥ RS fTOp11R&Es ¥R Three)

First, IAMOC @S 8RS ibed $¥@ow that making the
minimum numb{realf atai'xdaJ}S[Bzi)JpSmibe}:sV%ﬂnimum number
among the mlIiLllm_]pltlE_me 4 &eﬁgncm%ko calculated

for all of theadlatlée_§ne9nldth9gltgxye§i Feistel structure,
mask va

equal to or more t%an three can be reaylze by providing at

not determ ned as
least two ty%)es éf rhaérlcoeﬁe
H0205] rel ati onshi ps,

First, tvprdeﬂéab'it |mi‘;1ttriic@s[A®fand [A,;] are prepared,
which make tIPCQUPEL € reechef in@utirrguspnce matrix
[A12,] of trkitid@ArtedaBSKSichOm QM 12,1 equal to
or more thanitnerti.el.i Mﬁrsaﬁ&@ Ks ol 1Bws:

Branch, (QﬁollAlqulzat ed The Sun
of all prbabilinies
Next, lJ..fneoa[: traéi?galﬁjltoxpryattgcels_srf the linear

helstel structure
havi ng SP-type
F-functions,
nonl i near

S07P1090

[0106]



[0131] 5072,090

cal cul ating toe

m ni nrum val ue of the

=her of branches in

an inci denco-

mat ri xi +1] of
transformatiuqr &Hts'@esathﬁaturailfgesf F-functions,
which are irﬁ\!ilt]to alﬂadiaii_a-llnzfs’(jj Jn @'fe extended
Feistel strljcﬂveera&&emt jfoileves Of

By is sbWMQ chLSPECLLNMLbd: NEAL i« thar is
set in the ltu[eﬁnéingfro%ténqgctlon of the first F-
matocsji and j +11
. hat are u§ed Lntt s erat
, 1s ST._t afsunec lne(a)rnsran[sflfsma 1Q§ matrix at is
set in the Wfr tﬁanéﬁp@uatécdj Sééjéﬁff Tél& second F-
function :q@ach ot her, and which
2 is sgrap tpmpwpr tr@ﬁs@ﬁyti@a@’aix that is

set in the ]Ii]ieﬂ:Ctr%}éfio%mation section of the third F-
function £, QNStI tUCi N t he

ext ended Fei st el

In thlsSILr(ngLCttHerL%o dJ[fQ;leg’Lzllatrlces [Rg] and [B4q]

are alternate N arraygegatt is orz%refr§rr( Lhé top for the
constitutin

plurality of F—functapésd wEel’ilgar 1nput to the data line
structure,that
(01071 corresponds to the

when thR (JiTEr@ reragfformation matrices are set in this
manner, the fEeofeREEILONG et iWNio€ Ralculating the
minimumn valaroe cleMpiit: @R:4de dattdincidence
matrix (M 51) JM% Hi @f)nhe fromtNe srormacion

§ agq .8 §e&a18tmtmop

S07p1080

function Fs(l)

s(1).

matrices S(l
a
functions [Fas'(l)y ’ +1 adj cent to each other, which
tar 1
are input t an |d ata .1 15 provided as follows:
? F oW Ags' ar

defined: an input to
the j th F function:
Xs[s,, | a
resuln obtalned by

N b —— ~



an input to the
j+tl-th S-function:
Xsso, i near
fras-fs for these
respecti veéidat a

pi eces are defined as SoTEese
[Bquation 41f o] | ows: 1% :).
In this case, if at
BY (s(1)) = m$@ﬁﬁ%<@ﬂ” sujﬂ>ﬁhe
nésk 'S’ not
zero the fol I ovm ng
In otherr weolrc@'t %O@Serh red %hat the minimum number
sisficd. 50 9

of branches isEaLﬁtlaf:o or mor§] thaﬁ thr@
Horoe) (rx,(0",) hw(F Véw ;)

As a maiﬁ?rvz(f F%ss(e) X’Nl'm the [m@ifiiesgio] and [Aq]
are permuted| ppe Gtmheffecvu}'ls db’taitlehe Additionally,
when the matabe@\ﬁe- slmnstriyoaﬁfed;r each of the data
lines s(i) if @“ie.ea:grid&%:hii:ep Si:rS:ture, B,P ¢an be made
equal to or §o@i I:hSrf j:heed-simliy }:Lham_ysthe two matrices.
[0109) that, the larger the

Branch, > f the
\{Aa{‘Aq?hgnd si de of the

In this manner, the two different matrices [A;] and [A;]
above-reft1 oned
satisfying t?eerle]g{,lionélﬁg HTvﬁn abfvﬁére prepared, and
the respecti];eariagéjles trhéetl %Laarcq kfe?\aternately
arranged in b_hd@épnc@fns |t}i1a|t]earinput to the respective
data lines sa.@tirim e cherb@iX@S_tel structure, whereby
the value ofAGeCIﬁrlidlimnlg'rlbyz, ot Intandn& B,? can be made
equal to or &%&LM&%@ ah\a‘tcemlznt of SES;Lstance to

differential a@‘«_fagg %bjlsgng theaglffus:mn -matrix switching
mechanism (D ?t arnlb(é:eresa be Sel eCt ed

so as to make,

Ej LI s?j)) large.

0134]

However, when the two

l'inear transformation

rmtlrirc_e_s.[!\/]ci), i1

[0110]



arc input to rho data
line all), are the
sane matrices, the
above-descri bed
equation féf-
cal cul ating the
An exam;ﬁa Hrké’]ich(yfxe 1br|a aiﬁtehaeisr?atrices [A;] and
[A,] are appii_eo@l}a’s b%ﬁ_’psfs@(b}_% %b;.)ve.
Next, af) QGRS 11t MM escMBE Gdlowl Sn which
different mat:zhﬁs Zﬁe]gZI;eMJMdVJallné«l%y number [k] that

is equal to IM§€-’ thg'lntwtef f eCt Of
ei | i ducenena of

resi stance cannot be

A lineax transr rmatlon tri an F-function
exne BTl S{12

[Fstiy, 5] lnc}ugedﬁ_ﬁdrée e6debéelatelrﬁ§81hture is
denoted by [F’Jsa)r gerlndfls B?eanaéﬁéjgt’ion B,P(s (1)) for
calculating qutpﬂebyof &rapaheyi BUPLch the operation
function of ﬂlglnib@(fr c@fbra:nq.hﬁe&fanch() is applied, is
defined as traGbkVe S-boxes i s
Equation s1€NSUred to he | arge,
so that resistance to
i ner attacks can be
BNWm%WM&%dWWw%wnﬁ%w“
50711099 exanpl e,
matri ces are sel ected
(o112] so as to rake
The aboB%étS{niad) %quaeiqxu'&' antegpatgyn for
calculating ﬁ?@rn@nitu,haﬂuet chrt@eenumber of branches in
an incidencAMA@E DY, I @61, ,S1.AaNGe, 1.Q..1 or x
lincar trandsd:NEAL -ALtACKS can be, . .,
a@mgngekdr fuIcQJons )

F

S07pP1090

[0111]

s(i), j+k- 1} whic d aca % one anothﬁ:, and which are

—_— Cgtch AT
inpu O any =1 at ine CONSEi.CUut 1L e extende
at a

t he extended Fei st el
structure. Me mninum
val ue from anong the
calculated values is



First, two different
matrices [k] and [Al]
are preuared, which
make the nunber of
branches 7% an 0751050
i nci dence maci X
Feistel StUfHTAC- | - hi -11 of the
[0113] two different
In any q¥@tiEiecES ce]ﬁ'ét’i‘fu’ti}'xg HR dxtended Feistel
structure, [EP:’hétlcozeqppafhs o @heQfumber of F-functions,
which are inﬂ?ﬂ')ﬁ:cﬁtht hﬁn ljt.nhE(ee,from the top stage is
‘set to any jj an@-data M(L)th msajeid&t yine s(i) will
be considereés f0| l OV\B.

5r a% hg 3

Input/ou (i), and iy, ]+k] sandwich input
portions of %SZtF f(u)rlct;olon S(l)8jj+1] o [Fsy, 54k, which
are input to tP cﬁgaflorrerfé:t I 6 the data line s{i).
Regarding SOPEPYEES OF fhes) o Faw. il on
the data lin} pARghe foplaqi%y case is considered.

W, ; fOrmati on sections of

W, - plutsli sy of
[0114] F-functions, which

n thlsqgs [ nput to the data

n
between res ectlz_r pul dlffer!:mg.gl values [AXgq), 3+1]
e

' [“s‘i""*ksf‘? ﬁkéetkuFrféHEﬂé’Fse fgpprag oo
adjacent to fnélarrogv\rsfrom among II,)eOF 1u§:tlons which
are input togtpd dag.\sliltehiéi)} i near

the follopigNStOrIariioP e | X
requation 6Jt hat is set in the
I i near trans

ok ion sonti on of
_,Zf’w (X )hg (F@)r st function
F.m1- A is

set as the |inear

transformati on natri x
that is set in the 1M
near trans f ormati on



307P1090 respective
i near transformati on
matrices [K, '"-p :1
and [1.1,(,),
that ore used in the
two F-functions :F.
adj acent to each
[0115] other, which are
In addi.tiﬁxpu.tx tlte&bﬁﬂ—yendamﬁdarelationship, hw
denotes hamnlirignleighc.c( iar)d,thei Sft-hand side of the above-
mentioned re@;tgyghgezdpr@\gnti gile |nm :of non-zero

elements in 1npgtu§'lf'flergpclal ;t (3§( )F)f%nctions, i.e.,
m n( Branch

the sum of he act’u(e sABoxe Ensuring this
SRP )£ Y, At
enhancement é)hgeazrs@a:etth é}tffefeﬁtéal attacks can be
expected. Aﬁcioﬁ‘fnmymfnct}wbefmdieqons other than the
condition agItEENGIE St iisSco@@Hg]ﬁ'thatt ot is
preferable Ot AL {WhaNrbdAs8e F-runctions
constitutingf 0140%aes reistel sStuBe ve selected so

as to make M(I)eras Qatfgecaglﬁlgs§gbe
(0116 when t he natrlces

J l and are ,
Howeve whe one-palir of same matrices
ne

exists in tl’gfkflértefr arngnsféﬂlftéonﬁ\atdlces Mgy, 51 -
Wi o] HAIE ORI, * WRETYIo (o)
[Fsiy, j+k_1]tahjecermttoro'fxet:@3thﬁr gich are input to the
data line s§j,Ndh¢ a:[bieyieg:e;t)edfsglption for calculating
the number &a)eahch@sf, it hIEChd@{ &eration function of
the number lfiba‘;%&ess (B;:a)dchi()nistaﬁaeied, i.e.,
Sngtended Felstel
Str

becomes two, whlc he m’lnlmum Qalgeanrhﬂ,e an effect of
enhancement r([a rees_ls? cr:lyeaclanngt.obe oer ecrtrDr e

t’han three "si gniy by

usi ng the two

matrices. [0141]

Branch, [tAO-" I ill3

In this nmanner, the

S07P1090



equa_ to or nore than
t hree. Enhancenent of
roe stance to |inear
attacks by using the
dttfustot=fatrix
swi t chi ng nmechani sm
[0117] (DS) can be realizod.
Additior[a014er&}n in a case in 315(;}'1 different
matrices areGQJafais ngkaJIlﬁ.leQ:ntrijformatlon matrices
Mgy, 51 - M}hl) jn ]]-LngL§lces are carelessly

st w11 T 2Ed, f . Bxtended, . ...
Fei stel Structure

HaV|n SpeC|f|c TO W7
wh:L ésli: rdeifJDrleddbyaBeoabove ~described

equation fortchléulejgm rfxeeﬁlﬁbﬁlbffdagvchiess is made to
be a much lagprp]fuinhe]dofi kﬁant:kﬁ% whereby a localized
minimum numb@Xdf @ydachcFe| ok is ensured to be
large, so tnStfetl€datdE @Sai@NHtY attMBs can be
ennanced. addHRRQL, OF -Hata nlikNBS:re serectes
so as to makd Bkt Ig@t 4q§l %ggr ntog t@amychree whereby

resistance t!‘; fpege%[_xalsagtalcéfcynl k!lgnhgnced

, Whereby resistance
[0119]

té.o drrléf‘Jf;Erdefntlaf}l f the data 1i i

tica:ﬂ)ae o?aﬁeoare ata lines in
the extendedd’fllsgé Rgucéléﬁ. B:é minimum value from
among the caé:ﬁ]hﬁﬁc*éds_s lSW@Fdf I:inBkD. A method for
selecting megrXde@ rd g FEe'Stn@lso as to make B equal
to or more t&t’l rthl:eet uhes d.esﬂrivm-l | dl'
[0120] a safety index fon

(4-2—2.@Lnffiggﬁatngnt Jo@Lel@IiLga»Qchs, Which Is

to Be Set ingfr—FuLcitirggsarThag&tké@a'%é og %ﬂimum Number

of Branches Fg{i/qgalSTlal ore(lgci atE)han Thgele)gh

. J
It Wlll&égeéf kﬁ%ael%qe hauwaklng the minimum
19143: As
previ ously descri bed
wth reference to
Figs. 5 and 6, the

SC7P1090

[0118]



the avise 1 has the
follow ng pararaters.
Paraneters: (a) The
nunr (er of divisions
for a risc® of data:
d here d is ecual to

number of br@FhemDe vthhaﬂs thh rmelen)m\ number among

the minimum (u@))ersToh @ral’xceqﬁgbkﬂ(s Of)] @alculated for

all of the d{lk @06e Qftnhe extended Feistel structure,

equal to or LoELlekng @H&E cﬁrbg rgaitz@by providing at

least k typegwrattrbiel.s (C) The

Iength of pieces of

, divid

First, )zdl)ffer]eﬁt matrlcn%[}\é df By

are preparenghlgfhurﬁ]t?ttlh erp%f branches of an

incidence maiz-re}uﬁkd:‘%li I LAjflCIﬂsd]e k different matrices

(2, 21, IAS Slffé@v“‘]aqtiah thci:.rgr}ores:’han three, i.e.,

which satist@Bs Ferfoignot l on i s

Branchn(alnpxlli..ﬁdllt e 3:M- b| t
[0122] data on a data |ine

Next, 1R£aQVc%qugmaQﬂn tnﬂg_cel %t t:he linear

transformatlpn sectlon V\P’]the P rall gy ofOF functions,
I N eac roun ant

which are inpyt to the data line s{d he e tended
tHe° proceéss resal 6
Feistel stru‘ftﬁ@ ctr_efsﬁnaé,tfloléﬁvsl S
By is sﬁlfﬁﬁmllrteﬁ taﬁsformation matrix that is
set in the l@q?r@da}ngt)@altybn ad:]t:laye enthe first F-
function Fs(ida.t a | | ne and
B, is s&Uath&Cltu@d: tIrleformation matrix that is
set in the l%gfl M§1Lf¥1§ateo-n smtmeof the second F-
tnat the operators of

function Fguy, 2.

%lssgxclu3|ve OF

the line transformat?on matrix that is

t in the l T I SnE ermatl:l. N sI:cItl R of the third F-
= (”ﬁa.L4téj ¢ shown 1 n
Fig. 6, a
configuration is
provi dei n

S07p1020

[0121]



S0721099 whi ch the
data lire provided on
the left end is used
to performdata i nput
fur the F-functions 50751090
. in each round, and in
funetion Bagwhi ch the data |ine
provi ded on the Left
a1 is ek (S 1TV ethrEgrat ieratrix that is
set in the lfni}a@htans@ﬁﬁi&taﬂ@kc{ih&)f the k-th F-
function £o0OL.hEr dace |ines
n 1s «QLNEBEL 1t0AN LHE AL Rcrix thar 1o

set in the l!nLa@%ra@s&&ma%RL fse!:cgg'x othhe k+l~th F-
the left by one in

Trerten Ty e next roun_ 101471 ,

A, is seA a% 6hﬁflf;n§al'rlrté1n?fg:ﬁat1;o6F\atrlx that is
set in the lélﬁaﬁéﬁéﬁfﬁc@at:r)égﬁcgfna(ﬁ&ée k+2-th F-
function Lt @ di fferenti a

attacks and | i near

n this afnb-ACKS xbyrrapplyting a0, a0,
2,1, .1a, 1 1€ -IPDSMaty0.-1-08s in this order from the
top for the ﬁ&rtaﬁm&d.“-ggltl%rg,eldhlch are input to the
Structure in which
one F-function is
performed i n each

hen e T HAHd T O BHT S THARef s B B
o [Ay_ 1] are W |1z} t%ma&érsctfaei ﬁévd—ldescribed equation
for calculath@IlZE8n)i.nimum value 1fn:he( r&mb?r of branches
in the incid@onfeb-guratl 0Nl Of M), sl of the
k linear tral=ARGAGH fﬂa@riReSﬂIs@)t ance, .. My,
jixe1] that feQaddsf herenthdlons v, .,
3+1--Fs 1y, j+k_1At ;d%géﬁg tcj g)xe E%ngﬁdaﬁdn are input to
any data linrle:ggigti@lprogidgdua%tfylgo%):
hat has been
previ ously descri bed,
it has been descri hed
that B2D(SsEL;) is
cal cul ated for each

data line s

[0123]



the m ni mum nunber of
branches anong the
nunber of branches in
| i near transfornmation
matrices 1P -
F-functions included
[zquation 71 n t he extended
Fei stel structure of
BP(s() = mm&%c;lt( ARE? é%a:f’ éﬁﬁg}?z‘(ml Mo a1 23
by By i 0150]

In other orcl:s, 1tS sceg'ssuree? tk\g@%ﬁg minimum number
t he er o

S07pP1090

of branches asl T{If grlgloei;]rt nlioael than t nlevije

[0124] S- boxes |ncluded Inp

Be 2 magONt PITUS™ST GUTdS fonl: 220,
(2,3, [l l¥e rextendedfergt-ef obtained.
AdditionallyS ffetl €fe E@icOf ard ht@iliryypset for each
of the data ilinﬁSs(:S hQ\Aﬂ elxtrandEd ]giste8 structure, B,?
can be made Lqﬁald:g thnc@gtmthﬁgts&ply by using the
(p) and the nunber of
l'i neal active 5-boxes
I s denoted by
Branch, A%ftAL] ( .bﬁ{_’lj ) tZ h3e

In this.fnﬁ‘lnefro\}'\ﬁ;eﬁ(gﬂifferent matrices [Aq], [A.],
(221, el e @b OrShicpsiomRip gtren wove are
prepared, anR@te%s@d:;t:@QmaR@teE(a%ds}t s0 as to be
repeatedly aS‘ZJ&Qd, in al) ﬂrda"lSl the F-functions that are
input to rhelQQVLr-OBLl hQACH:) in the extended
Feistel stru[:’igl‘ a-tnllllegslgyshk pac-iue of the minimum number

of Dranches é@t&(équde denot.es . Lhe. . cue..

Enhancementa fflstance to dJIfferentlal attacks by using

the diff t er enth DSM) b
e 1 uSlOB"m X SWl'CC l mec l'll can 1S)
"BOX 8 eI in

k matrices.

[0125]

3d contlnuous rounds,
and Accl(3d)

denot es the nunber of
| i near active S-bcxes



As descri bed above,
by utilizing matrices
t hat make H, B2u,
and 39, -. Large, the
nunber of-&dctive
S-boxes can be
realized.  ensured to be | arge,
[0126) and, consequently,
Note thdt@SdeSt:aNGcti® of a value of k, when k
is at least Glfif:ebentd @ln @t taCkS: can be

expected. Tkﬁqgr lr. t@gﬁgs, 'C'H;e l@%gzsthe guaranteed
anced

range. ThusCgﬂancementelgpres_lstance can be more expected.

te that it is known

However, in zt*oF]trast becaﬁse the minimum number of types of

eor eal cal

necessary maH;ﬁc‘)?T fﬁervaéTd éhebfls B_pﬂio,bablllty that
such k is noBzﬁt’ablﬁrforRzlelfﬁic_'i_enl .implementation.
Thus, the vaNiSQ]( J.Regaatred:inﬂgshctuwé;e selected in
accordance wghEWEe~4TRALT OREdn stage.
[0127] relationships, . e .

(¢-3. canciBGLIDE 36) enRodBl sdsistance to vLinear
atacks in sindea N0 ACLM:3d) B

Next, a conglgﬁratlon for enLanc:Lng resistance to

Linear attac%‘r%'ﬁg‘ﬁggnleggpgﬁ’% stéﬁm will be
deseribed which has bE: ', 7
as prevjﬁ]&sé}viie@ca%'ady t]’d&érg’r&liaufn Bagpr of Linear

active S—boxfssini:lﬁrb.tii H)deeé.nq'aﬂpa:tl’h@at represents
connection rEliatghIEh-ihaJﬂding‘:ir degs Ofthough it is
referred to Eshﬁ"lﬁr@ir a@gtrj)x@rﬂs.h’j" pSmost cases,
nerein, a woBBAKERYist.BO iMoREMMbrrecoond o
&u@pggpaedois DLANCRES . cccing

resistance to q ngar a&gc[}!t rA pllfllgare§at}t1 1os a path in

which Specz.flen]irlije[al ng}( t S ngrdrelg%rated for all
of "active S boxes to

he Iarge, and is

effective in

enhanci ng resi stance

to differentiw

S07P1090



It is supposed that
the extended Fefst.1
spruce of the type 2
has the c-1ow ng
par amet ers’2 -
Par anet er s:
pieces of daf%3XCchh@ qa'ﬁiﬂsbﬁrkeyoc{ata in encryption
functions. @hfcvq/sf’:e@ ngleqcro:panaorpait‘ee @rocesses,
the relation@fipsdaattwah ildut{ m&rn@skd]alues and
output lineair Sasd k1 Y eR ﬁﬁfmb&f as one-to-one
relationshlpg q Hﬁllougﬁi obe@crre/g@e.rrelontﬂ@gr

transformatlonoé‘égcéssgsl @T)e rl-pgons}@psg)tétween input

linear mask values arp out ut llnea mask values are not

I nput P
determined ag one tp~ope re atlonshlps, p ilities of
dao bi ‘f i" ¥

occurrence oTﬁ%pu[t é:ﬁ)gaf: Haséi fop ﬁreﬁgjg linear mask
are calculatezf. 'Jtlhs Wdédnd’a‘{bﬁlllm for all
outputs is ohq (d) The
[0128] nunmber of ,-functions

In a Feﬁeerl s[rOchn‘d :havdll_;gP—EerlE?#é]ﬁctions, non-

linear translfJ-llmaglorgls P rformed only in a portion of

SQ7P1090

processes usllng S byxesCt !Acgon:é_ngqt) 111:1 this case, a

linear path Rg a |probablllty other. t and;ero represents

I Nes” provi
a set of pleé§ 6aldear—hnarslﬁ—6aé?e data&%att gre provided
as linear valllieﬁé:értfni; 6Jrﬁ'1 laHé)ealr éflfe for plaintext
(input) and grding mlt]eae:hmearr cﬂlaﬁdf,or a’.ﬂkdrtext
(output), afl j@eProacesSst residviis vefore/atter
all S~boxes @ﬂce ltnhze vE\LéjhﬁﬁiﬂgQﬂ@abaﬁﬁes other
than zero. QUL RUIn:dn0:1:REedIapelyar pacn
having a pro@a‘djl@g @thr ggnogrol Iarrle§ which a linear

value that 1@' q § qr%!:.lte:vds reforred to as a "linear
active S- boxeXC el'{'lns Ilryu.r?-nugbir a on the n ers of
that 'the operat’o g r's° of
excl usi ve-OR are
omtted ,n Pig. 9.
[ 0155] as shown

inFig 95 a



SC7P109C whi ch the
data |line provided on
the left end is noved
to the right end and
the ot her” &ata TaMOS
ot her than the data
active S—box*si iﬁ éllalliréarsqi]:hf fx@d]g Fﬁbabilities
other than z{rhﬁes fe@ﬁ::ted byasm«-]'é\iniinﬁm number of
linear activg h—EOxeﬂ;e,Xatnd ﬁl@urﬁlde_ of this number is used
as a safety {nﬁ)aiSﬁ] li}Aar attacks.
[0129] configuration for

Making t‘ﬁ!"ﬂ@ﬂ&' rnlgxexr %Sﬂléiraa@é}@ S-boxes
fo

large leads to enhancemer%ro?n'é-51s ance to linear attacks.

attacks and |1 near
A technique fo const uctl a DSM sTruc.ture for making the
. N fé b appl yi ng -

minimum nu r tive xes large in an extende

T ﬁ@ﬂ?é ERé ¢
Feistel stru%XrEé&ﬁrdréd:heFxélinbglt g data lines d that is
set to any lsthleUEsttzufyenﬂdn? vaillckh described below.
[0130] d/2 F-functionb are
2 lineaDCEE QARG dafti:28€MNn o F-function

(o, » inchu@UROad Hedbddl S YANRQEc e 1

denoted by M\A()lxl . Qg tl’gggaggl p%gation B,L(s (1)) for

calculating he nu er of branches lnl wrk]uch the operation

gu rati o

function of %he num% f branc es ! Branch J_S applied, is
nhanci

sesined 22 ‘Re¥i'st ance to

Equation 81N f f erenti al Attacks
i n Ext ended Fei st el

BH(s() = nﬁurma&t:ma:[aﬂmﬁﬁnms

S07P1090

been previ'ousl
descri bed, i_ has
(0131 been described t haE

The aboé—zgx;lulsofxed) 2{uat1§n is an equation for

cal cul ated for each
data | ade in an

ext ended Fei st el
structure, that the

m ni num val ue an- the



: 0159] 7n this

case, when the nunber

of differenzial

active 5- boxes

included i/ P

coonl flUC | S rounds
calculating i:hﬁ ms'tnﬁrém éaktteéﬁd}édmmber of branches in
an incidence Eaijrigg @4‘18{) 'rjlljé‘tsur @] of transposed
matrices [*M{. Qe ;1 yxpetM‘g(i)agl]@h@mse matrices of
two respectlizemllﬁialgtrangfoinstlﬂefﬁtﬂic%d Msigy, 3] and

Mgy, 341] tlhy aASJ'sade tx:ar}dfu;gtlens [Fs1y, 3+ Fsqiy,

j+11 which arg| uﬂpc%ft tg eacL |owﬂ§ra and which are input to

any data llne SF ! const%utln t%se Leny ded Feistel

denoted by ActL(s),
thefollmmng
rel ati onshi ps exist:

In any %Eat ]Bfe63(ﬁ cBisﬂéLtt}nF ’tl’(eg):tended Feistel
structure, [k} @8Q:i;orxiesmonash@ the number of F-functions,
which are inf{9SV G=NRALIO@ARAEO from the top stage is
set to any jf erldntfdranﬁﬂlalps, the followings are
serinea: ACt Ed6) denotes the

an mpupHJﬂr@-? rth founctlon Xs(l) 3
a resuldlobftaflned%nt I 91 ve &K (IXééﬁ of an output of

507P1090

structure.

[0132]

OXes | ncﬁ INn_SIX
the j~th F-functipon and data on the data line s({i): Wsu, 5
&onti RUOUS “r ounds,

an Loesp AEAGETL 6) o tes

Linear xtahl@ fﬂrufﬁa—tfelresﬁtilrei dﬁa‘éméeces are
defired as fgiggvfve S-boxes in:
TXewr, 3 led in six continuous
TWs), 5 rounds. Pr oof
rr, . that these

In this cgJ tJ! in%ﬁ!: Qn% EEOJ dche linear masks

is not zero, th IOl owl[lgore§aglons ip 1s satisfied.



As descri bed above,
by utilizing notrices
t hat make DI D,
S0701090 B20, and
32,, large/°>the
number of active
[Equation 91G. hoxes can be
ensured to be | arge,
hw(rangﬂﬂwrﬁggiﬁﬂkﬁfﬁlg&zB;@@»
differential attacks
and |inear attacks
In otheicigorlld bt?ﬁqaekagvlg—m%tllorlded ﬁelatlonshlp is
satisfied. {thrrgins éhait htéoil, exsthe r\lg_\u/\eﬁ]of the left-
hand side ofnﬁs( F%rﬁer\yjépeﬁéelwongfpn ’the larger
the localizeaztﬂf:)er of lig@:: acitjsze Bfnpeges] , Accordingly,
it is concludf) kGl it Regardiaghat rperices be
selected so @DOVEFIN ) ONEE.
[0134] rel ati onships, i.e.,

HoweverAgllerD(hQ)two lBl@g: E‘Eanﬁggation matrices
andaplg Aj+1}Ltg1q)are usedo ]thn two F-

functions [F (i')ahCﬁgg%%jag%rmV\iﬂeadhjther, which
are input toh‘ﬁas daﬁ%élﬁe i) @reotﬁesfain/e matrices, the
above- descrla§§éuraT B]e%r cﬁlgllatlng the number of
pranches, i-pqcl uded in the ‘
zrs(1el ght - hand si des of
becomes two,{ henrekati-ons hajll]@S_Thus, an effect of
enhancement be-kels_{;gn& nﬁmJ{ﬂbQ ie%ted. B,M(s (1)) is
made to be a%gﬁbﬁfg% benghasUCntlﬁeﬁy a minimum

number of llnear gcq angx[esl J.bsuegseursed tto be large, so
ensuri ng the nunber

that resistan to linerYattagcks,can be enhanced. Thus, for
of ‘active 5-boxes
be Iarge, and is
effective in
enhanci ng resstance

70 differorti@

S07P1090

[0133]

5(1) ]



SUTPI DXO Nunber s of

Branches Based on

Li near Trensf enption

Matrices in

F- Functi ongy-

Next, the proof of
example, matfieelsaafei ﬁhagthqi ﬁsasbefm%ézh(s(i)) equal
to or more ttxah ehrpey nfbeerbs re@:fstaa{gtti; Vi@ear attacks
can be enhanZaPOXES and t he
[0135] m ni num nunbers of

5i(s(HPLARCNES..CESaY BNnd cata 1ines in
the extendedJ E@l@@ﬁ s;rnc%.ﬂes.f Qnre qﬁgn!mppalue from

nz 1N
among the ca ut ted va%§es is denoted byr]]BzL. A method for
- 1 C

S07P1090

lecti h unct‘::hl OQS 3 d; ke B,L 1

selecting magrices 1 e —rupctions S as O make 2 equa
ave “béen ‘gesti rbe

to or more ti]aﬁ t}rrﬁeew:Léle}:étdiesdﬁbed

[0136] headi ngs 1.

(4-3—1.App1giu@atni N seafetimpSFIrtc®@s, Which Is
to Be Set in@(iu@:ﬂjd&d T}Eei\dﬁeellue of Minimum Number
B,I of Branc}SZEddZ_r’Iu L.e MCQ£ ThIry’plQee)l)

It will %Q qescribed below(tZa’thaking the minimum

number of bréQIQL I é:@t !:thJ}]l igtche Q§Mu¥ gumber among
Ext engebd Fels

the minimum mbers ranches [B%e%li))] lculated for -
Structure o e 2

all of the dm ltnﬁs énrtle'x xtended Feistel structure,
equal to or %(?)Vlél’i thv»ﬁe an }ﬁereallzed by providing at
teast wwo tvppagErithed. [ ELES:
(01371 (4-1. Proof of

rirst, vReliatie@nNships mhetweanare prepareg,
which make tNUMEREY & 10fnaACTA M@ncidence matrix
(a1, & t&oes,@glfke@enExatcﬁgdeQ] and (8] equal
vo o moze iy eistel. St rh%tsla'tls‘,%y ) S

brane pe, 1 and M ni mum
h“?\%hbers of Branches

Based on Li near
Transfermti on
Matrices in

F- Functions) First,



In other words, in a
case in which the
nurber of
differential active
S-boxes in€luded in c
conti nuovs rounds -
[0138] 89 - 5019:090 ic the
Next, lipeet ejﬁdséqzjma matlilces of the linear
transformati@tseiCbUftErOflutNe & yprenctions,
which are 1n}11t kﬁth@@ﬁ@tbﬁd byln the extended
Feistel struA@zg Dc(rp)set a@ggldwn V\Ihl Ch
A, is sett Q?tr@qmaqrtragjfozlnaltﬂggartrlx that is

S07P1090

set in the lzaear tragéé-aplon sectllonsof the first F-
enot e P,

function Fy(

_ fhefollmmng . . _
A, 1s sef; éT gteilbrﬁgﬁ,r:aﬁgorésziogf\a:trlx that is
set in the lﬁeaf: Dﬁzﬂ’rmalzion SeIchID the second F-
sunceion nofgt L( Tsd) A 2321
By is seF@A@'fe ltlrhﬁttr{nsh’e@@ion matriz that is
set in the l[n&lr atalnﬁmsmiopSechm d the third F-
funcrion 5, M1 | D€ descri bed
be|OMI 016-5] Wen

In this m nner,ngnf ! %gftel’!t matrlces [2;] and [Aq]
1t t l eXtden the OI fS th t f th
are a ernate arra e 1 1 o] Ir rQm S [e] or e
fruﬁhreofiﬁ typo ™
plurality off quﬁOrEh wkhﬁsareb@éuﬁ to the data line
(). previ ously descri bed
[0139] with reference to

When theFiige_ar 8anskSraGROMFFideflare set in this
manner, the @PEId@Fibd QFulYionl br CE8Mating the
minimom va1uD8 SHQWRL: 88 b8nches in the incidence
matrix [TM7 COF’f llgur at J:fotﬂe §_J;'n9¥¥5e'd matrices [*M

1] o% the inverse ml*égces of the two

= ot e %émcbnflguratlon
shown in Fig. 8 in
such a manner t hat
respective data |ines
arc cernuued on a



they are arranged ir
ore horizontal |ine,
t hese rounds are not
per format in
paral l el ,” &nd the
respective rounds,
respective lfnﬁa]r téaﬁséﬁ:mtjé? mtthiées [Mgsy, 31 and [Mgy,,
j+1] that areryyeirie ghe| twg b—ﬁdc’;tioasr Esy, 50 Fswy, 34l
adjacent to g@qu@ﬁ,t \irhadhlaye input to any data line
s, is propedef-orated. [ A OF
rEquation 10Addi tional ly,
although excl usi ve- DR

BE(S(0) = I D Yegre 1) 23

performed at
I nterscctions of
In othebwcbuftsisc?flsured that the minimum number
of branches [ dfagph et i:rorlqse’ thagrieket- he
[0140] respective data |ines
As a ma’agrecfamrstet &Qn ltﬂa mEiriges [Ap] and [Aq]
are permutedl@he sEnQfo@ééle Ul&lﬁl\(&@' %itionally,

when the mat( &8} Qﬂgarrglté 993§ eﬁg @f the data
lines s (i) P%he exterll’gedd}“elsttel sbflcture, BZL can be made

I ntersections o

equal to or mori thart threoefs:l_mply by using the two matrices.

S07P1090

(o141] F- functlons and the

sranch @S haCY ive dat a

In thislmiarn@s ’theam:ddiffh:ent matrices [A;] and [A;]
satisfying the@QLbk{o@hi@foereC o0 lath@Ekpared, ana
the respectigamai:rm@i,lgrs sE0so as to be alternately
arranged in EﬁefFufnrgitllJer%t Qte lt’lJ:lgtO the respective
data lines snle)gg threcgyclgrged E[egg‘e67]ructure, whereby

the value OI the m:L 1Ienu.mcnonf I l'f)r g(!:hes Brzl can be made
o e exten

Felsuel sCTucture of
the type 1, it wll
be proved that the
foll ow ng



02E end R21 denote
the ri Li ni nunt nunber
of trenches in an -
91 - 50721090
i nci dences’"matri x of
i near transformati on
equal to or Wcth?nl téﬁﬁ', Erﬁﬁﬁeminhéf resistance to
linear attacmbmiuﬂizw fﬁla ﬁjﬁ@isiob-fnatrix switching
mechanism (Dti)lr aan@he@liizq'ql. an
[0142) i nci dence nanrix of
. Con&{u%&pa‘sﬁd:hn;m 151 Ueleﬁed for Extended
reistel seru@ficel Hn,yr@rs;elfrﬁaztorm ces

As deschbed aboge, therljgbg{echnology is applied in
ransformatio

the extended Feistel structures hav1ng the number of data

lines d that lé§eptletgtea?y\féti g/er smsf%;?g d 2 2, whereby
resistance thél\?férebtéﬁnattﬁi;}%\ﬂ &fﬂ?f ?ttacks can be
enhanced. sgd@é&ic rrrthae Eie'ﬁte(i 4tr2:):ures in which a
safety indengp]:ddi(f.q:.e@)a,l afpacks or linear attacks can
be ensured aC @RNigh MLIOUS11 be described below.

SQ7P1090

[0143] F-functions that are
As prev.uiuﬂplégscrtl&d Qﬂ@ g@%r@e to Figs. 5 and 6,
the extendeleIelrs]teel LtrJ‘!LICCl: lfl av1ng theC:gu.mber of data
lines d thatels tsetntgear(1j J_Eteel e i d 2 2 have
sur uct ur'e. éf%té”g

various conf tio ch a (copfiguratiqn in which
e Gy g B e
inputs to onEeﬁH:atj.in@ﬁnq 11 Fon%_iguration in which a
plurality ofmﬂQr(chraﬁ@hge(Mf%;r)me)i iBpazailel in one
round. The d¥icReBraNECKAruMuzed wiM ve 1argery
classified i;lc} ):wo:types (a type 1 and a type 2}, and a

specific extgnigd Gél@eggtg&(JrMn7vl;ch a safety index

for dlfferenMal anaC}[\S or@ lar attacks can be ensured at
te that, in the

above nentloned
definitions,
fol |l owi ng

relati onshi p hol ds:



Fkce2u
Addi tional | y, nunber
of dif'srential
active 5-boxes
I ncl uded i# the k-th 07P1050
F-function in the
a high level éd%f éenaeécalbgﬂe%éofu éfr eac;h type.
[o144] 92 - SOrP1090 is
5-1. aderotoe ek Eb’f/ tPiztegfagl Ff @@ Structure
of Type 1) NUrber si |inear
First, @;ﬁtcbt\i& OS‘EBOIXI@SO d.nSextended Feistel
structure of decﬁghe@nb;y delstrir[e@li?logeference to
Fig. s. (Proof 1 Proof of

It is su&pose?’thag)che ext;eT F Fslste% gructure of

the t;/pe 1 haﬁ the fo(ijl x%?‘c[x araAetﬁ: D( 36)

*"“F'RID + B2L hol ds.

{a) The in\ﬁlbeetoh@'fyisw ag ’a pi,et:e of data: 4
(vhere d is spjaft [to b:emo{yrt@vxedret)hat

(b} The 114’3@:}1 ﬁuﬂb@fe @finput/output data: dmn
bits differential active

(¢) me DnROXLSdNC) WA . wn vics

mhe 386LQNEINUOUS 1 QuUnds
in the extended

e b Feustel stgucture ofdt i

s show n Fi unction ig a i o mn-bi
the T, Whi ch™Fs®

data on a dagﬁwroruﬁedmnéhe 1Bftoer1d shown in Fig. 8

in each rounct Iaed thi@rocefsssree)élt’ugl thT b—functlon is

output to an Gmeipple atiRArt BjeCiBy @, subiected to

exclusive—OR( @&_glk)at the operators of exclusive-OR are

[0145]

omitted in Fig. 8.
[0146]

As shown in Fig. 8, a configuration is provided, in



A case i s considered,

in which a difference

(AX) obtai ned using

an input that is not

zero is provided In 0751050

-he extended Cei syel
which the dafsat ll;rtjdqtcztﬁ,déd wthet ﬁ@: in? bseused to
perform datali?putl ﬁ)r tt}ﬁl FSquCé.Jg@’in teﬁé round, and in
which the dapyfirerrgtaied—@| 8¢ @ft end is moved to the
right end an§EHe WOEUFaE: I}fxes toe tth%bp:@e data line
are shifted 113 thaSeftI lh/emj Gﬁtjh@%tng)und.
[0147] Tour characteristics:

A conflg(ug;bi@‘r( %gtézgxgnc§xg lzecé\lsg)lce to

ial activ
dlfferentlal§ tbcks and Enear atta?bﬁi applylng the DSM

to the extendeg Felstel strv.tcture- in w%fh one F-function is

Zero exi s
pestorsas s g S DI OO ¥ Gfeserioes.
[0148] anong ¢ continuous
In (4—2r @uqqus;i_tion for Enhancing Resistance to
Differential;AaacaF &Ctx@sﬁlie&ﬁ?d.iﬁelzs)trul:ttlre) that has
been previouQ/G;shQJeQSi,t hQ:be&/destriged that

B.P(s (1)) is IgaQLuga$ed for each data line in an extended

Feistel stru((tg]a[hQ\:CLhL %Inkm%r}'”rague %moig the
calculated v lueﬁ 1§5&_61nﬁ T d3§ and that matrices in F-

functions ar? eé:f‘eg_é t'[ Smta @2 ?uall To or more
than three, x[l),ereb_V r@ﬁa@c%toodlﬁeﬂerdgi_ attacks can
be enhanced.u(_d+1 + Bt + D’ "d Y

rurtnen@51 04 1 SteorBRDe @l ehstrnancing
Resistance t£ %4af ﬁttac&NR&@ﬂedByistel Structure)
that has beejl i)rlexiiZstJr)}giesL:Jh.ﬁeQ,r it has been described
that B,M( Ghﬁﬁﬁ&h@&'f&sea@' thgn_Llne in an

extended Felgplos\ég)btwlf t tl\‘!mt lthe mpngmum value among the

proved that hcrD; 3d)
P Rh' -



hol ds, i.e., it

wi | be proved t hat

"t he nunber ot

differential active

S-boxes inm& uded in

3d conti nuous rounds
calculated v?lges éa ﬂeéj[nedtaﬁ Bér arﬁ‘ﬁfxaé matrices in F-
functions ar¢ heaeﬂ:tegzo EsOtjz?ngke BlLtequialsto or more
than three, @u@p&ssedantceha)t lilie@:eattacks can be
enhanced. 241't h t u Lhe
[0149] 1+3d- ounds are

In addlgigrtg %t %ndr QLU r}gf%'rermggs €

the mJ_m_:IIﬁum maimbacr o) %ra,nc es ameng the number of

suppose In I ch an

branches in llneta trans tlon r% Hrlctes in F functions

included in Hxéfxt?néefi&elé%} §ttr1§:tug%of the type 1 as
shown in Figt hés Fe@_ﬁqﬂ?ytl%ﬁ to
[0150] ii2d-1-th founds.

In this W@ Nwhktt thi SamSi pfp@s@dntial active S-
boxes includ«hihiatp @nt nQLN daulidn :LrMAT‘Na exlaended
Feistel struamre%gt:l’ie\éepea as b% Inh‘a;t 8 is
denoted by ALt§ pngﬁti tl;een(n%er %Ilﬁsnteé alctsve S-boxes

is denoted by c tpe OJQL w:l.ng relat OnIShSlpS exist:
|ca that DyC

Aesp! 3dh fds B{”121741 Case

ActLB3aNz 4%* 17 adch 7,1 on

™ the poyr=Casiersd L enw0

ActD(3d)h@;hcdgs’ th¢ fp@ber of differential active S-
boxes includedZiz |_3I:1 @Wlﬁ.@& rla@lisd :andi n

ActL(3da.€eG@£sdta.nﬁlaoey\ﬂ.aﬁ hnear active S-boxes
included in thagtag;ugumsjgl c 3, 02

Proof that D:ese’ reﬁtl@!sb’lpé rl:lld will be described
accordance wth

Char acteri sticppp,

S07P1090

below.



Dk_DB2D Thus,
the following is
.obt ai ned: [ Equal :12h
121 - 94 307P1090
1:0D An i - A ; 4+1 507P1090
[01751 Case
1-2addition to Case ]

As desc{méﬁbogi, 62}_1t1];1£.0:3 lﬁibrll(ﬁg }:hat make B,P,
5% and BF tapype frolrtremich gsivhétegkes can be
ensured to bg PRr&C GOl B QE tlvirdsfytance to
differential Ghtacfka@rtdeﬁrieﬁtaittﬁcks ,canmgnhanced.

Note that i35;|.1nown$haitm theoretical maximum value
of 5, 50, AGEOLGANCE W th
Characteristic I,D, +

+

Regarding the above-mentioned relationships, i.e.,

[0151]

[0152]

ActD(3d) 2 B;P + B,D and

ActL(3d) z 2By,

the minimum number of branches B,P or B,Y, which has
been previously described, is included in the right-hand
sides of the relationships. Making the minimum numbers of
branches large contributes to ensuring the number of active
S-boxes to be large, and is effective in enhancing
resistance to differential attacks and linear attacks.
Accordingly, in the configuration of the extended Feistel
structure of the type 1 as shown in Fig. 8, a configuration
in which the minimum number of branches B,P or B,, which has
been previously described, is made equal to or more than
three is effective, and, with the configuration, resistance
to differential attacks and linear attacks can be ensured at
a level higher than that in the prior art.

{0153]



Thus, the follow ng
i s obtained:
[ Equation 13] i+3d D
Bin j-i+1 [0176]
Case 1-3: fh addi ui ci
to Case 1, when r51 -
(5-2. A]fpficaéi'_fd ob],)SMGo ﬁﬁfnae,d Ftiﬁtél Structure
°f Tvre 2 f ol | owi ngs hol d: in
Next, a@@:@@rodaﬂeke DVM 1tohm extended Feistel
structure ofCS@F-ACLIES ﬂe&@icabez Jwith reference to
Fig. 9. 05=C50# i n accor dance

It is syMszan tggatrx@&tegtreji getét& structure of

the type 2 h§§ thQ?oQ]oWig;(par;netgr%.o I n
acooreance wth Mara.

300121090

(a) The number of divisions for a piece of data: d

S07P1090

Paramet

(where d is an even number equal to or more than four)

(b) The length of a piece of input/output data: dmn
bits

(c) The length of pieces of divided data: mn bits

{d) The number of F-functions per round: d/2
[0154]

As shown in Fig. 9, F-functions are applied to mn-bit
data lines provided as odd-numbered data lines from the left
end in each round, and the process results of the F-
functions are output to immediately adjacent data lines and
subjected to exclusive-OR. Note that the operators of
exclusive-OR are omitted in Fig. 9.

[0155]

As shown in Fig. 9, a configuration is provided, in

which the data line provided on the left end is used to

perform data input for the F-functions in each round, and in



a B 4 Because
Dk 1 = 0 holds, the
follownO is
obt ai ned: [ Donati on
14] ?-kld =1 | D 50791090
2.Bin [CL77]
which the daﬁérg pzq:vidai oeat.: eeleFtSend is moved to the
right end angaﬁﬁ%%ﬁ}:a Jiiiz-fs \NhFIi m the data line
are shifted WO:haEetfti V@n%inbteg( net{thatmd.
[0156] IS not zero exists in
A confiilhelorjl fcd'ba@art:ﬁg k@%da'néla to
differential ranuﬁQSnd linear atta'ckg by applying the DSM

to the extem@g gggtgﬁpcgu@tuw tnhahlch d/2 F-functions

are performe ,ln e ath gnrél'stchls _ma:!'n’ler w1ll be described.

0 or +2d

holds ca 7B ] Case

In (4-2 2(201&.9%3@?] fOﬂEUﬁrﬁinﬁ 8Tsas§ance to
DifferentialéFttacﬁzéalgfftemea'Fe’iW]OStructure) that has
been previouﬁ@ |dﬂ;srikLeheitfh€P| quWeﬂgLSed that
B,P(s (1)) is hag!:udaitedj 1qr a@c@ﬁadfaﬂa(:i@ an extended
Feistel struWJlIeh tr@’]&{e aﬁirr&[ LasLEiaﬁang the
calculated v&?lues[?s aghned:asgf, 21%11:@&1: ma_"trices in F~

functions argsglgteggg er QQQ&GBD e\é\dl I tL or more
racteri s

I
than three, w erepy res:.stance £ cg_fferentla_l attacks can

3,pI-¢c1-120_12 : C Bin

{0157}

be enhanced.
Furthermore, in (4-3. Configuration for Enhancing
Resistance to Linear Attacks in Extended Feistel Structure)
that has been previously described, it has been described
that B,"(s(i)) is calculated for each data line in an
extended Feistel structure, that the minimum value among the
calculated values is defined as BZL, and that matrices in F-

functions are selected so as to make B,® equal to or more



ir eccordence wth
characteristic 3,
Dr+2.d22 - Dl 2dD =
Bi s Bet use pi+d+20
hol ds, the *$ol | ow ng S07P1090
than three, ﬁ}%ét%grg%%cgngggllinear attacks can be
swranced: 30751090 | 01791 Case
(0138 2-2: when 0i +250
In addifiey] dS-"abt houghrBod =
the min@umhr@llﬁbdtSo,f skdq@es among the number of
‘branches in fi@Aai‘ O:\Aﬂ.sfbgﬁtihﬂladices in F-functions
included in &G Gﬁgnd@r}gletey\n;{r\h:ture of the type 2 as

shown in FlgCg@! Qegcttgrﬂy%tnl C 2 CZ
= D| +d i n accordance

th Characteristic

In this ase, whgn the differential active S-
boxes 1nclud§i +JI %Zgntﬁuﬁ?%iogndsb in the extended
Feistel strugture 9f §BfE58 2\5F thy™ in Fig. 9 is
denoted by A@ha)‘- auefc@rq'm@tzi C lgl’ear active S-boxes
is denoted bChetR6 , +He BooadSealdintes exist:

acen(6) ROlrdsgs t he fol |l ow ng

actLe) 12$3,0Dt @i ned:

In the ;b!;vg-ln{gtiiorgp rel:gionships,

ActD{6) denotes the number of differential active S-

[0159]

boxes included in six continuous rounds, and

ActL(6) denotes the number of linear active S-boxes
included in six continuous rounds.

Proof that these relationships hold will be described
below.
{0160]

As described above, by utilizing matrices that make B,P,



[01801 Case 2-2, when

D +dc it- O andO

hol d, the follow ngs

hol d: in accordance

with Charatteristic

2, D., In accoraance
B,?, and B, ﬁr%eh tl”ﬁ:ﬁ\g\i;:eac;f écftfvgts—ib@es can be
ensured to bg ’lar@, .‘p.r}d; tondequBPly] resistance to
differential’ abugc’s altdoeieg‘l qt@(’tkls GQan be enhanced.

Note th@QE G knEﬁ}U:&ttiaO:lﬂeoﬂe?i]cal maximum value

or 55, 5, OTn1:8071) 1099

f0lel]

S07P1090

Regarding the above-mentioned relationships, i.e.,

ActhS) = B + B,P and

ActL(6) 2 2B,T,

the minimum number of branches B,P? or B,%, which has
been previously described, is included in the right-hand
sides of the relationships. Making the minimum numbers of
branches large contributes to ensuring the number of active
S-boxes to be large, and is effective in enhancing
resistance to differential attacks and linear attacks.
Accordingly, in the configuration of the extended Feistel
structure of the type 2 as shown in Fig. 9, a configuration
in which the minimum number of branches B,P or B,!, which has
been previously described, is made equal to or more than
three is effective, and, with the configuration, resistance
to differential attacks and linear attacks can be ensured at
a level higher than that in the prior art.
[0162]

[6. Proof of Relationships Between Numbers of Active S-

Boxes in Extended Feistel Structure cof Each Type and Minimum



10181] When Case 1
and Case 2 given
shover cc cones sod,
it proved that ohs
fol I owi ng™ 81 ds 0751050
j Equation 18J , +3cl
Numbers of Bﬁﬁhgl %ajed on_ ga:e li HanéioHnétrlon Matrices
i pofunctiofir ds, the fol |l owi ng
Next, tiygpkqds of Aeattj@fs%% be8re tHe numbers of
active S-boxes and the minifuf nff@E JH@EAches based on
linear transﬂ)f?n@ﬁﬁ@dmat_rhcai i }hﬁmctions, which have
been descrlb&lulnbger segcton headings
(5-1. Agl tftgg %pBSIM Q!) E}(@EQL£eL1 ¥e@stel Structure
- boxes included in
(5-2. Applicat %gto}_egsuocy} ggg ggstel Structure
of e B EET St 8t lict ure of
Wit be desciprd- type 1, which is
[0163] shown ir Fic. 8 or
(6-1. P]Eci)fg:,_f Ril@t’ioniskgpse:atu&h NURErrs of Active
S-Boxes in EﬁEnd“DFEﬁtetl Ia'am:tlgg.&&ype 1l and Minimum -
Numbers of B{a%&%}aseé E’J‘ Qgettr ’g‘ansformation Matrices
in F- E‘uncthJPy OOf Of ACt 78( 3d) 3

First, t%e prodf of r%gt’l nlshtlpsvgnetween the numbers
prove

of active S xte el structure of the
type 1, whlc%s z;gegfiiv:.oﬁl?zg;?%bed with reference
to Fig. 8, azﬁltth%ftinmrdzgp’ers Iof br\NiclPeF based on
linear transtyenatppweéce{ lrat-tubdqiens will be
described. NUroer cz |i near
[0164] active s-boxes

1n othed NEUAED L3 ch the numer of

differential Cﬁgcnxte S%Qeg §nc[u9el'd rlg§ c&nglnuous rounds
t he extended Sci st el

structure of the type
1, which is shown

of Type 1) an



- 98 - COrP1C90 in
Fig. 8 or Fig 1C, is
equal to or nore than
2B2e. Note that, as
descri bed &bove, B26
is defined as
in the extenﬁe%Feliﬁv@ss.tru::tEﬁuséttileotﬁpe 1 is denoted
by BRctD(p), a:bgj_n @3:’11 the number of linear active S-boxes
is denoted bmcﬂI((Br alﬁszh]n(wlin_g ré}at’/ininships exist:
actn(3d) Db 11121) )
acer saAdghi-t 1 onal Nunber of
Proof tl’JaT! th@s@&gétllmgkgé urgﬁd«rlll @e described
the k-th F-function
is denoted by Lk
[01831 When a
wmen 5] RfeRP RSk O BT AT i ™
structure of l}é‘ﬂ tﬁq ]anahj.ic}hmtbeetl ﬁ%}tiously described
with referenfeGto [f@t 87 &F gyowp §n another form, it can
be shown as pEc@Mbudedm islﬂawnt he‘ig. 10. Although the
configuratioﬁXst ﬁl’ftﬁ ed FJEEE Slt ell:h a manner that
respective d&g rl)l_-!llgst A—Jg gerrgllted og t\]eound ~-by-round basis

so that a daI prI% wgmch gb%ede‘)gtpgrggrggnput to an F-

function is ;'3: F]ce? on the § %%t perﬁtatlon of the data

as

lines on a r uno] kry r¥ nd bas s 1s not performed in Fig. 10,
V\D

and each of 8ﬁ§ftédfé%f Sihi)wé§s one line. Im Fig. 10,
rounds 1 to Edalialaha\(fxt eqilqhgqu trosryi Aounds 1 to d,
a+l to 2d, f | preare @Chijc\seowhinfypy a manner that
they are arrfof@lin [0S HAQEonZO[i@e, these rounds are
not performe@Xd SkSieh Nank tnel 228 ive rounds, for
example, tneOBGasl OUNG £ QMLAZ: 0BG rormed.

SQ7P1090

below.

[0165]

(0166] d continucus rounds.
Additloxga C%?g riicé'\fl!vg ORG)XOR!_ operations

L, L = 0 hol ds. hbte
that, whet, It - LKk,
+ L.10dd. 326 hoeds,
two or nore terns



By utilizing the two

char act ergi ven above,

it will be proved

that ActL(3d) 1 2B2L,

50791090 h&ids, i.e.,

it wll he proved
that are perflﬁhract at"j{lh@eﬁmmérout@ujs of F-
functions anii itlﬁ@&peca@et cia\;eeligs are omitted in Fig.
10, the exclbs@zxas ()io)ﬂ(};lpiiﬁi:@ds [§¥72) p(.%d)rmed at the
lntersectlong an(tukpmtlslgbls fErQMﬁdSndltSe respective

data lines, gxg l't!lélr_estugs QIe ;erdgd atsh%ts to F-

functions ofzc;]fe nekt round. I t I S

supposed that the
i+l -th to the i +3d-th

In the ?oe)ftlgﬁlagloré?fathf a}i;a%etj gelstel str\ucture
of the type iL,oJljan]é .be proved th@ég@ fil.lowing
relationshipa @agéav? Sees a:ppe;sled?scribed in (5-1,
Application .banSM\k}:i @hm@_m F@@EH Af@cture of Type 1),
hold: S-box that is not

ncep(3dZ EBO + exists in the

. irgiBhl th to i+lii-711
l'inen it

S07P1090

[0167]

In the re?lélonﬂ?lps

ActD( 3d and A&E(pg)s\i%tet %eagunbae'r of differential

active S- boxa Tnij \1'71*6 anBy Qtfﬁgxfar a%tlve S-boxes,
respectivelynéltcluzﬁrib 3%Rc1n‘§tm§usir§mds in the
extended Feitsthe st@u.ctuhe ffotﬂﬂd%pe il,t whicky is shown Fig.
s or Fig. 10. Ndi cated that 1,0

B0 dendd@l tﬂéminiﬂﬁl&{b}r {£AG:E hes among the
number of brlﬁclge;s iri P agxgeirttkagﬁorgagion matrices in

the F—fUnCti%%gcllgied ihttheegctelmlgl(geisael structure
-ora 0 holds, the

ol | owi ngs hol d:

B,? and B, denote the“minimum number of branches in an

of the type



in accordance with
Cl:arac Leristic a,
Lk+ T1,1d P B21 in
accordance with

— 91—
Characstdc 6, + 50721090
Lk .,32 Thus, the
incidences mTtr¥| llnear transformatlon matrices, and the

minimum numbﬁbf éfah%ﬁ: in [aEéIUiéffriceOﬁtrix of
transposed m?:g'_:resi o_f_stferls_e’ ma218ces 510?18 Flnear
transformatij;nfma‘(g@eé[, zisgﬁ}ively, which have been
previously dSaS@d 1r 2:2) iandaddSi) 1 JinO:Ehtinuous F-
functions thIthQﬁx&E tl pnemninlekgclu'ded in an
extended Feigelaﬂgtlcﬂgreh0| d! t he

follow ngs hold: in
acgcrdance

Wt
BiP, B,D, are defined as follows:

aracteristi y =

[0168]

[Equation 11]

BP = min(Branch,(M,))
By =min(Branch,([M, | M., 1))

B} =min(Branch,(['M;"' M, 1)

[0169]

Note that, in the above-mentioned definitions, the
following relationship holds:

B0 2 B,P

Additionally, the number of differential active S-boxes
included in the k-th F-function in the extended Feistel

structure of the type 1, which is shown in Fig. 8 or Fig. 10



in accordance with
Characteristic 6, i+
++ cordance with
Characteristic 6,
L.,"" + Lk¥L' d+2 B2L
[Cl671 In this
is denoted bt &S er}d tihef nuﬁ)eJSof4lirh6fl adgl;re S-boxes is
denoted by -he follow ng is
[0170] obt ai ned. [ Equati on
(proot 2 kRok o2Bsn(3alz 4+1 5,0
First, 11[ Qlls;oesg;lzovtj thgc ActD:(?’Bd 2 B;P + B, holds.

In othe]h\%Lngit w1I1 be %§oved thal1I: the number of

differential c |Sa§{>xes inc uded 1]}] 3d contlnuous rounds

in the extended Fedste Istéuét‘turedof hlehtﬁ%e 1, which is
shown in Flgs? Iaﬁ Flé.r }Oy is fqhaé to or more than B,P +
B2 following is
[0171] obt ai ned: [ Equati on

A case ﬁz}ns&d'rscd in which a difference (AX)

obtained using an input that is not zero is provided in the

SO07P1090

extended Feistel structure of the type 1. In this case, the
extended Feistel structure of the type 1 has the following
four characteristics:

(Characteristic 1)} A differential active S-box that is
not zero exists in at least one round from among d
continuous rounds.

(Characteristic 2) If Dy = 0 holds, Dy_g41 = D + 1 holds.

(Characteristic 3) If Dy # 0 holds, Dy g4y + Dy + D + 1 2
B,P holds.

(Characteristic 4) If Dy + Dygq # 0 holds, Dy_gqy; + Dy +
Dyyq + Dyygs1 = ByP holds.

[0172]



EL2B - 101 -
507P1090 Cast 2: a
case i s supposed, in
whi ch an active 6-cox
that |I's nozero does S07P1050
trot exist in che
By utilj.izjgxai_k?_ffuﬁ cltaaac‘fefiztdc_slg}xtehabove, it
wiil be providgpiids. The
acep3af pht oW Ngs hol d: i n
nolds, i@€cor dance w ch
it will GhakAC HeT 164 XmBr delisrerential
active S- bOX@QQ(Q‘!ddﬂaﬂ_QG.)@ cyr\ﬂ.:ltxnus rounds is equal to
or more snanGRArACteristic 6, in
accccdance with
It is sug:ph:saéri at.r%ggl%l:l}?} *Ich to 6the i+3d-th rounds
are targets ﬁk’:“&sor dance with
Case 1: @h:g[e astfué;r:.feg,t fncvh:Gl;) gn active S-box
that is not zercQex@GP]in k8] G@2-th to i+2d-1-th rounds.

When it is supposed that a round in which an active S-

[01731]

box that is not zero exists is the k-th round, it is
indicated that D, # 0 holds.
[0174]
Case 1-1: in addition to Case 1, when Dy, ; # 0 holds,
the followings hold:
in accordance with Characteristic 3, Dy + Dy, + Dy
a1 2 BP
in accordance with Characteristic 4, Dy,q.1 + Dy pq +
Dyo1 + Dyeg 2 BpP
Thus, the following is obtained:

[Equation 12]



In this case, if d 2
4 holds, the
foll owi ng i stai ned.
Equation 231 EL,
[ D191: - 1f d
-3 holds, it has
1134 ,al ready bear :nown
2.P2B ¢t hol ds_al t hough L
, 5 1s duplicated.
Thus, samlarTh the
[0175] foll ow ng i3

Case 1- thl Q!id[ﬂtggl to [ngqaghen kﬂ # 0 holds,
o f°”°““n§o%1090 %0192] V\hen

S07P1090

in acco ance wigh Cha istic 3, Dyyp + Dk+2 + Dygen

[\

B,P

glven aboveurnarlzed,
in accoidfnci Sitkpi}her\?@ﬁiitﬁa}t, D’Lhé“d‘*l + Dyg +
han 2 B” f Ol | oW ng hol ds:

Thus, the following is obtained:

[Equation 13]

i+3d » »
> D, 2B} +B,

=it

[0176]
Case 1-3: in addition to Case 1, when Dyg; = 0 and Dy,
= 0 hold, the followings hold:
in accordance with Characteristic 2, D, = Dyig *= O
in accordance with Characteristic 3, Dy + Dy,q + Dy
a1 Z ByP

in accordance with Characteristic 3, Dy,gq + Dyigir + Dy



[equation 25] 2B; In
ot her words, tha
foll owi ng hol ds:
Act LTSO 9252f,
:t has beef proved
that the nunber of
| i near action 3-boxes
BecauseiDan ad@ﬁs, |tlﬂe igt}owing is obtained:
[Equation 14CONt I NUOUS rounds in
t he extendeg Fei st el
e »Structure of the type
D=2 Ghich is shown in
via. Bor Fig. 10, is
equal to or nore than
[ A ddi 6- 2,
Case 2: ﬁrcéséfis 61fpposed, in which no active S-box
that is not F?éq ﬁ{fﬁtbﬁnstﬁi: b—§1+2bté i+2d-1 rounds.
In acco@mﬂt}mwbglers'st@fl, Diyger # 0 O Diypq #
onotds.  Active S-Boxes in
[0178] Ext ended Fei st el
case 2-SUHMGE U Qfas THRL:2D, ..., = 0 nolas,
the followinganlgldM ni mum Nunbers
Br.anches . Based on

in accordancg withh ChdraCteriStic Z, Di,ge1 = Disogsr = 0

in accordancel_}djé:.}hga%aftrerﬁftii%?ﬁ Ditgs1 + Disgsn + Digp 2
Macvi ces in
in accordancs_wj';m ﬁke)@i:tﬁrﬁgt)lc 3, Dysoaer T Ditsges T Disgen 2
Br? Next, the proof of
secause[o@l.at P OGNShitpstoheteeprainea:
izquation 15§ NO NuNbers of active
5-boxes in the
SﬁD >2BDextended feistel
/="%rstructure of the type
2, whi ch has been
descri bed with
reference to BSc. 9,
and the m ni mum

nunbers of branches

S07P1090

> B,

[0177]

B,?

J=ivd



Act L(6) 2E2- l:
w Il be proved that

t hese el ati onshics
hol d. [0195] When the
coni gur aui 6n” of the
ext ended Fei st el
strucudre of ode type

S07P1090

[0179] 2, whlch has been

Case 2—Orwh@\pii+@t¢:osl”loyﬂs although Dj,qy; = O holds,

the followinG@SGCE | bud W t h

in accordanck €S E@NACE 110 Ficg,, D, = o

in accordanck $1:SBQWRLI: R ANOther .o s a0
in accordanch Mo Lb  GAND. §*agh%mm+pmﬂz

B,P

as a confi guration

. shown |ndF|9f1%1 _—
W, t
ecause& Tho g s, ﬁ e following is obtaine

[Equation %tonfi gur at ionis

i+3d

shown in Fig. 9 in

L)>2ysuch a manner t hat

frrd respective dalLa |ines
are peranted on a
[0180] ruund- hy round basi s,

Case 2- g E](!M+§} # 9 and 1+2d :éh)%old the
data i nes Is not

followings hold:

> B,P

performed in Fig. 21

in accogﬁnae élé}twaréTterfﬁg 3d£fdal + Diyqe2 + Diyo
lines is shown as onc

In acco&j@c‘€g\ritq ﬁnarla?i:tg:_istg?l%, Di+pa + Ditzas1 + Ditg

+0.: 282 rounds 1 to 12 are

thus, tShOWRkingEHb B4 ons | n

izquacion 178 VCA founds (1 no 2,

3 no 4, -.) arc show
in such a manner that
they are arranged in
one hordzontal 1ine.
For exanple, Fr, O,
Fr, 2, and Fr, ad

sel ected fromrang



f unction in two
rounds. Note that,
when j is an even
nunber, which es Ch
2, or 4, thHe
F-function is
34 ,provided for a
2Dy 2B gcedlng round, and
" that, whet j in an
odd nunber, which is
(0181] 1, 3, O 11., the F-f

When Casléqch& Eh)ase & §ive91ra9\él g{@@ummarized, it

is proved that the 'é 1lowi ngoho!Ldg\M ng
round.

S07P1090

, t hat,
Eavesion hhen a I||near
transformation natri x
i34 ,inch uded in the F-f
Z¥)>Blﬁﬁct|on Fi, is
" referred TO as [M
31. [0.197) In

1 otnel NEssCONFLQUragl.Qn of
BetD tmg Q&tended Felste

UCt ur e number oft yp erential

It has %en pi?/ed thl';\tl r ove
active S- boxf hjgfluci ?1_] %_docﬁrltlnuo-usr rgounds in the
extended Felftél‘ gftic‘ijlﬁesﬁltéest’ypw,”wblﬁh is shown in
Fig. & or Fipg\e thEet “previously v n
[0182] described in (5-2,

(eroof ApfRdok cakcki0R) Oks,DSM t 0

Next, 1€X1ﬁﬁﬂ1sdgegredT&5LtS}tc&| 3d) > 2B,L holds.

In othesms UJ 810f. JYPREwn2)cne numer of

linear active Q -bOxes ln deg gd con@lnuous rounds in

Cre. In
the extended Feistel spru ture of thk Type 1, which is shown

tne relationships, ~ -
105 - 50791090

Act D(6; and ActL(6)
denot e the number of
differential active



[0196] 32D, and B2L

are defi ned

asfoll ows: [Equation

26] B,D =

i n(Br anch( 1Y/ )) . BZD 50721090

= n1n(Branch,,(
in Fig. 8 or Fl%l-olé is e%tj?mtjgﬁre than 2B,L.

Note thi).i;r ﬁi gri%ﬁécha\yfvel B2W4))a§lned as

follows: [ 0199] |\bt e
[Equation 15t hat, i n the

woove- rtentioned

BZL:m,.m(B’f%g Mtl 1\9123),) t he
relatlonshlp hol ds:

Addltloﬁdlél hl.eomhmléelrlof lln? Ix;|actlve S-boxes

included in Fﬁﬁﬁ.btéf fbnf:tlglcltsldvéted by Ly.
(01831 S-boxes included in

When a }isead@ﬂlatbeadnebysi@a,n ig)pt that is not
zero is provNe{ & @hagtce’ndeid Meittgestructure of the
type 1, the fa@einl:le@\&ﬂ.ziﬂzgl structure of the type 1 has the
following twd%}%ga[:deﬂt;th&én, V\’hen a

(Characgg *I !:Qn gl@!lpt:lc@g 9—¥ox that 1s not
zero exists 1n aq leas §n(é: rrlouQc} frof am%? dac'ontlnuous
negative value or a
val ue equal to or
=Y G than: o, g o8 e
Lyg = 0 holdduéoteﬁkéiz awhtnl I@ﬁ L( ]a—f- Ly+q 2 BoY holds,
two or more Hserdeinqj?deci g tpeereftokra‘qwde do not
become simuluaSeioﬂagy G,ro.t her eby

By utilizing the two characteristics given above, it

rounds.

will be proved that

ActL(3d) 2 2B,Y,



correcting the
portion so that C a
g< d al ways hol ds.
[ 0200j (Proof 3.
Proof of Aéto(6 B
B:r52E) First, it
holds, infl | be proved t hat
it willA@tp@;re@)dB;: the nygl diglinear active s-
boxes includkdinOf t@FindADd Jd@lgs jistequal to or more
tnan 222, W | | be proved t hat
[0184] t he nunber of

It is S%L idec[;aquk :@Il—tkatga lh 3d-th rounds
boxes i ncluded in

are targets rqunds

Case l.-sal c)§ ecl(s)rs]E I rs]ebtljounsw [c(k?l:alrpgc§lve S-box
in°theé “extended °

that is not Eé? g;llséf irstthF lﬁt{}tZl—f’h éo b+.|.‘2d—th rounds.

When ittiheupto?eﬁéhaz’a z‘mii é:rhwh'}cg an active S-
box that is SIqQWWA etikrs FE @ee KFrQ@pund, it is
indicated ttMi 1,G.0 rklks. IS eons] ts
[0185] or nmore than 90 -

Case 1- 1 OZQJd]ltlIm toQ@&%a, 'wl’§n Lyyg # 0-0r Ly 4 #

0 holds, the £ﬂ§v)1rgse£o€cg I n V\’hl Ch
a

in acc dance W1SL %g:acgglsail rf!eLk + Lyyg + Lyggq
Nng an nput t at
|s not zero is
in Fji;c&*\??nazevathi Cﬁxarfcﬁ%istic 6, Ly_q + Ly_y.4 +
s 2 2" gxtendea Fei stel
thus, tg{ pUetyrie oobingche
[Equation 20]. Y€ 2. Inthis
case, the - 107 -
i+3d

> L, 22By

=i+l

S07P1L0SO



00721090 extended
Fei stel structure of
the type 2 has the
i dliow ng four _
characteristics: 50781050
(Characterist)c 1) A
differential active

Case 1—23_166%11—':1??&:6 C?sg 1,n63fn Litg = 0 and Ly, =
0 holds the ZEPHrEXPEtSs in Fp, c=

in accoqd?ncquiEl ((hgr’acterds.tj_c 6) }k,dﬂ # 0

in accofi@pe @tIC@EB@brEFtic 6, Ty + Lyg + Lygq 2
B, (Characteristic 2) If

in acco@plca wth (Qartl.@irdasiac GOQH;LW Lysr + Lyg_gen
> B g_1 e Ep, g holds
(0187] (where q is an even

[0186]

In this uge:be‘r)d’> apdd gthzf 1lowi is obtai
| mgiﬁol_dlls ot \ihef o qow;l_n% is obtained.
[Bavation Zhn odd number) .
s (Characteristic 3) If
zp§223502,:6 acids, 5"o2
jirt 1310 hol ds (where q
is a even nunber) ,
[0188] and g + 30,- Do i,
If d = ghol_jll.dg, ﬁl }Qs &Qla%e&mgg @hat Ly., =0
holds althougq I!k_§ isag]uplicated.

Thus, similarly, the following is obtained:

[Equation 22]

+3d
> L, 22By

=i+l

[0189]



odd -unber).
(Characteristic 4) If
0,, g + D ,L 0 holds,

-9, ppga gt 1 cg,

1+1hol ds q 507P1090
caee 2 annunber ; Y an% gg, .
ase a case is sv&?se . 1n ? n active OX

that is not ﬁeécl %)és r(ohﬁ(é?.tél_n 615 JI+§2—g‘hto i+2d-1~th
rounds.  The rfelgprinemist ) . N2321

in acco:l-e]imye vty qhizrzciteﬁgstjtche Lisqsr * O

in acccnfd@uer wi@h@{r&ﬁ{r@sﬁjc&t iLiQ& 0

in acco@i&n\[&ﬂtkﬂ(ﬁ@\[ﬁerisjtic 6WLJ+dL1 + Ljigez +
L, > 22 D€ proved that
in acco%an'c $ g‘hscghgrlctggs’tl 6 Litg + Litg-1 t+ Diiog-
. 820, holds, i.e., it
w il be .c,l-oved
that "the total

In this ﬁaﬁﬁ,rblérd Zn4f holds, 1h®gol}owj8tis obtained.

[Equation 23']701090

12 B

[0190]

i+3d
> L,>2B;

J=itl

{o1s1]

If d =3 holds, it has already been known that Lj,s = 0
holds although Ij,s is duplicated.

Thus, similarly, the following is obtained:

[Equation 24]

i+3d
> L, >2B;

J=itl



differential astS vo

S-boxes innlim Sri

cornS nuous F-

unct Lons Fe, c

satisfying°p-e (Li

i4.- , 1+2) , g a (0O,
(o192 1, .-Cl- 1 for any

When Caj;erﬂ.t zegealse P gj‘yﬁ%“’? Gre summarized, it
is proved th@(ji@ko1to@nOfo1ADI € t han
Equation 250N€ 1S equal to or

nore than Dip + [02
w3d Cs3: It is
Zy;>2&supposed that, when

an el enent then i's

non zero i s

m othegrpict FArttyE e act ed

retL3f p @Y anong D=0 1 1,

It has @Fer&pr@y@i that7the Sxalter Sff ]rleasr active S-
boxes :anlud@ﬂ_:;n 3k c#tl@uous ﬂoﬁdsl 8 the extended
Feistel strulcdﬂld'o@alteegpd 1n which is shown in Fig. 8 or
rig. 10, is &OOLdANCE W LAt he
(0153] above- nenti oned (Char

(6-2. Pr0f>ft oeerIeé?lonshlps.lQetween ?\Tugnbers of Active

o R OSTE T
oxes in 1ls ru ure o = an lnlimum
4 se"T: en
Numbers of BmcheskBaseE o’oLiﬁ?jf argnstfnﬁtéon Matrices

in r-runceichg| | owi ngs hol d: i n

Next, tBECICOF dArrCeiowirtol) between the numbers of
active S—boxg']a;rtaecE)@Jn&ieSﬁ«“eii@telSﬁtruE:)m;e of the type
2, which haé(hainedescki.bekl wij_th Defirence to Fig. 9, and
the mininom Km0k o 00Er £.X ol 84N

transformati@ryma rlcel g—fulgchonskwiilkDe described.
1- g 11, "EH" (where

k is an ode. nunber )

I n accordance wi Lh
Character's Lip 4,

S07p1090

[0194]



Ds kk, Dk_kd- 01",k Bs
(where k is pi | 1,
-s-1j -x DsF= 02-)
(where k is an odd
nunber ) -THhus, the
follow ng ol ds :

In Othel‘: \Eecﬁs irt a @ﬂﬁ in @@Wpi@@@ar of
differential’athverk&xe}_incBl’d@ i p &nﬁnuous rounds
in the extenpd iFeiét@Q&B}ctu@aﬁ&heZﬂype 2 is denoted
by ActD( melnwhah t8e IQLH&JQJ.OLfdlSnear active S-boxes
is denoted b;—h@L E o'tL oéé’llgzgrﬁj leJ g&shlps exist:

i _rgnqs&prdance Wi th
gacterl stic 3,

S07P1090

ActL(6) 2

It will be proved that these relationships hold.
[0195]

When the configuration of the extended Feistel
structure of the type 2, which has been previously described
with reference to Fig. 9, is shown in another form, it can
be shown as a configuration shown in Fig. 11. Although the
configuration is shown in Fig. 9 in such a manner that
respective data lines are permuted on a round-by-round basis,
permutation of the data lines is not performed in Fig. 11,
and each of the data lines is shown as one line. In Fig. 11,
rounds 1 to 12 are shown. F-functions in two rounds (1 to 2,
3 to 4, ...) are shown in such a manner that they are
arranged in one horizontal line. For example, Fi, o, F1, 2/ ...,
and Fi, 42 selected from among F-functions Fl, 0 to F1l, d-1
that are shown in a horizontal line for the rounds 1 to 2
shown in Fig. 11, which are every-other-selected F~functions
(output arrows are directed upward), are performed in the

first round in parallel. In the next second round, the



"2Df,+ 01,2, 1210

(whore k is an even

nunber) DJ-1)!

-1, k+2j, k-3(where k

is en oda nunber) in S07P1090

accordance with
remaining Fld] réCt eledSt F_lc wal,ch trle ,every—other—
selected F- ff{]moni_i?utpktsirfois Vs'fﬁ‘ d downward),
are performeq Tn piz2lighere if _ is an
fo1s6} even nunfaer) D1-1.

In Fig. Kk Dfuri}erl ,usektco ﬂ_datlfly szQ@f the F-
functions arg WhBT B rkudeS ina:ﬂdegddeasily understand
the proof, aE&LH1gl§ﬂibon of Fhe F—f;Etuég%sis determined
using the twg L]ng t0| | ow ngh0| ds

That 1s[ quUQt Idonrgteszs]rounc?numb (1 =1 and 2

rounds, 2 = 3 and 4 rounds ...), and y denotes - of an F-
function in two rounds. Note that, when j is an even number,
which is 0, 2, or 4, the F-function is provided for a
preceding round, and that, when j is an odd number, which is
1, 3, or 5, the F-function is provided for the following
round. Note that, when a linear transformation matrix
included in the F-function Fi, ; is referred to as [M;, 4].
[0197]

In the configuration of the extended Feistel structure
of the type 2, it will be proved that the following
relationships, which have been previously described in (5-2,
Application of DSM to Extended Feistel Structure of Type 2),
hold:

ActD(6) 2 B, + B,P

ActL(6) = 2B,b

In the relationships,



5=1 g=0 [020bi Case 3
whenk _andhol d, the
i sliow nys old:
SD7P1090 in
accordance’®wth
characteristic
ActD(6) thiel\é‘ﬁtfé éenmz§l;1e m_.mber of differential
active S—boxho%mﬁgq;e number of lj_-_neaDSc’tivk S-boxes,
respectivelyl incQdefl Wh €l @orKinpogs @pds in the
extended Fei&VEﬂrLﬂﬂﬂfﬁbﬂert)ie ;jp% Wich is shown Fig.
s or rig. 11(Where k is an odd

» denolld nbeafrlam&n QM?QQQ LARANC €rong the
ac

number of branches in, _rLlnear %rans%ormatlon matrices in

507P1090

the F- funct1§s Fracl ded 1 the ex nd.ed Feistel structure
V\Ill IS en

of the type éven k Bl D vvhere 1
B,P and iBzé deaﬁe &ddurﬁy@:gfmﬁ@r of branches in an

incidences matrix of linear transformation matrices, and the
minimum number of branches in an incidence matrix of
transposed matrices of inverse matrices of the linear
transformation matrices, respectively, which have been
previously described in (4-2) and (4-3), in continuous F-
functions that are input to one data line included in an
extended Feistel structure.
{01981

B;P, B,P, and B,* are defined as follows:

[Equation 26]
BP = min(Branch,(M,,))
LJ

BzD = mi,n(B”a”Ch,,([Mi,f | Mi+1,j )]
1] v



furTher in accordance
with Characterlstic
3, + mc+iD +:Blis
(where k is an even
nukraser 1T (where 1
is an odd 11_ Taos,
B; = min(Breca(d€, (D0, }iy: ds, the
” follow ng .aids:
[EsSTuat' on 29 1+2
[0199] d-1 -- >BD + B, D
Note thg,zﬁnlthe Qk%ermeIa:rﬂ@rhegixhelons, the

RJRMngmg@§%%pguM§n above are
Irsmar serihe

507p1090

B,D > B,P
Additionally, the number of active S-boxes included in

Fp, q Is denoted by Dy, Note that, in the following

a
description, when a portion denoted by the subscript g has a
negative value or a value equal to or more than d, a residue
operation (g mode d) is performed using d, thereby
correcting the portion so that 0 £ g < d always holds.
[0200]

(Proof 3. Proof of ActD(6) = BjP + ByP)

First, it will be proved that ActD(6) = B,® + B,P” holds.

In other words, it will be proved that the number of
differential active S-boxes included in six continuous
rounds in the extended Feistel structure of the type 2,
which is shown in Fig. ¢ or Fig. 11, is equal to or more
than B.? + B,P.
[0201]

A case is considered, in which a difference (AX)
obtained using an input that is not zero ls provided in the

extended Feistel structure of the type 2. In this case, the



followsna is
.aro-sed.: (Equation
301 SC7P1090 .1+2
31qu13D819r|
9=0 I'n Other Wor dS 307P1090
extended Felgtelteﬁ%ugiu!:eovf\dt%ﬁpeozl Igs the following
four charsctite“f¥s been proved
Characttehlattlc -E h%dlﬁ%ﬁﬁéafl aétf_ve S-box that is
not zero exiglp £f ©r €Mty ‘ale At |- ye!) for a certain
i. S-boxes included in
(characSkiXe: € ON1el ) YOUSnoTasOUNAS
Dp_JVQH t |3p9 q§X<11<@n<d1@Q q is an even number),
Fei st eI st ructur e of
Dp,t hg t 1 ho dsg(V\fhle q 15 an odd number) .
(Characfﬁrlét_lc il DF & ethjléjr to
D,, Ol‘ I”I‘qu*e +tD‘ha*F] glieolds (where g is an
ever number) RO - [ 0208] ; Proof O.
Dy, Rrroefa: ofo-Act k;Bﬁ polds (where q is an
odd nurber).22B2a) Next, it wll
(characl3@ sAE @Vﬁd;p Jhat |« o noas,
D, AQtDL( 6) 2?’2]3}%1 @1 2 B,P holds (where
g is an evean $, and
Dy, g * Dpuy, g + Dp, g1 + Dpiz, gr1 2 ByP holds (where
q is an odd number).
[0202]
By utilizing the four characteristics given above, it
will be proved that
ActD(6) = B, + B,P,
holds, i.e.,

it will be proved that "the total number of



In other words, it
wi Il cc proved that
t he number of |inear
active E-boxes
i ncl uded 18 si X
consi huous rounds in
differential\%ti‘éxst—léﬁad ézd:lu@I igt3%1:ontinuous -
functions FPSItSFUEinU‘TeEOf' jt+:hei+2t}yp_)e {0, 1, ..d-
1} for any izt’egemit]@h isi uag h@W]moi:enthan one is
equal to or EjrgthargBl‘O-r BzFi. g a.l y | S
[0203) equal no or nore than

It is s% OZQ that, when anl\glmglt that is not zero
descr.i bed_

. at, a ,
is arblx_rarlgy selekte TOm ampng D i+ 1, g€ {0,
above, Bja Is yéfi ned

.Lg-1yy, it saatls%leslljl dV\B I[ Es J_ndtcated in
accordance wgth the_above-mentloned (Characterlstlc 1) that
e always et ( Branch5(11111, , 1r
[0204) 1111)
case 1: Agdint, i OR@Inbys, thh@110wings hota:
in accolADREL Ofrad:l-DLars,
Dy qcid Y%l +Q +¢S B;? (where k is an even
included i'n the Fp
q-th F-functi N,
e j d‘enét“éd Bl k+ % V&)ere k_lS an odd
112 - 307P1090 [ 02091
in accopmffiEn g TP PABEr e k
Dj‘@b‘tl aIDne_d+ asll ﬂg Dﬂnk 2 B,P (where k is
an even numpiput chat i s not
0;, Z80.l, S PPrOVi ded, | As where x is
an s numodkN€ ext ended Fei zt el
mus, (L LUGLUNRE.0f the zyce
[mwmmnz@ t he ekkended
Fei st be suructure of
the type 2 has the
foll owi ng two
characteristics:
(Charazterist)c 5) A
differential active

S07P1090

number)



hol ds (where k is an
oven nunber), and
H+1, a + Li,"521i or
Li, k +1i] ,-+1 =
hol ds (mhe?é k is an 0791050
12 dt odd nunber). [0210]
>3 D,, =Mt chat, when a
P a0 relatlonshlp i's
represented in a form
[0205] La + to + Lc b B21,
case 2: twheG D, QF = NBE8s, {t8 foAowings hold:
in ia&&lﬂ&l@eﬁithi dqargchselstlc 3,
5, 8Lt hand, si de.do,.not .. .. e
"becorre S|nultaneously
D, ke+r]]3 . + D. 2 where k i dd
SUETTZMhG h*é-Fwé e
nharantrisrics given
above, it wl he
in acconjprgy etk Phrat-eAbicl ‘e ( 6)
Dy, = +2521,+ DIﬂOlmdSPjnj, +£% PP (where k is
an even numbgt V\ﬂ | | be pr Oved -
ot hnts, " t.he, nuober , j bes wnere x is
anoddnumbeLinear arrive 6-
Thus, the fXIQOvungnCl Uded I n ad
oo 29 F-funnli cns 66, 5
értlsfy|n| peli,
2 aa i +1, i+2l, roe (Cb 1,

> > D, >pdelsp for any

number)

number)

pei g=0 integerl Lhat is
equal to or nore tnan
[0206) one is canal to nr

Case 3: m% Qhafa ach)Y| K = 0 hold, the
followings hg'll‘s - 507P1090



[0211] IL is supposed
that, when an el enent
that is not zero is
arbitrarily sel ected
fromanmongg’(p - i + 507P1090
1, 4 aY), IL
in accordan a w1fh Ch%fai_fr13t18(f chfuse Dy, g1 = 0
holds, | s i ndi cated in
b€ CcOr darfceew 't y an even number)
n-Charact=er gt icisTen odd number)
in &J’fl&tla.ncesmlﬁ%arﬁcjte,ristic 3,
Dj,@|+W?l}{§+1 e)él k+aE B]e-(where k is an even
amber) [0212] The fol | ow ngs
h ; aCCO a where is an O
K kq t'H ChaFl ct égl 2& ¢ *
E, 15.1, 5 4kE42.,
further (1r\1AﬁCé?réanw wilt§1 Cﬁarg{:/eélﬁtlc 3,
Dj+ﬂik Bﬁbe,,F +l@j”+ k+LF ’]31110 _(ypere k is an even
number) 1,52, L(where k is an
o, 0dd o222 nbhers )+1 > BP (where k is an odd

number)

number)

Thus, because Dy x4 = 0 holds, the following holds:

[Equation 291

i+2 d-1

ZZDM >BP +BP

p=i g=0

[0207]
When the cases given above are summarized, the
following is proved:

[Equation 30]



(02131 Case 1: who,C
hol ds, the follow ngs
hol d: | n accoroance
with Characteristic
L5, +5 : L%132L where
2 a k I's an even nunber
>>Db,,>B3+82552, k :2 B2-
pei g=0 {whereis a nurber)
Taus, in this case,
mn othed R@isf Ok l:@WW00 1ordoO:
actnie) 2BEBURt i on 22]
It has k%glz:EJV@Qatl t%e Lrumb>er @Ldinerential

active S-boxes included in six continuous rounds in the

S07pP1090

extended Feistel structure of the type 2, which is shown in
Fig. 9 or Fig. 11, is equal to or more than B;? + B,D.
[0208]

(Proof 4. Proof of ActL(6) = 2B,)

Next, it will be proved that ActL(6) 2 2B,F holds.

In other words, it will be proved that the number of
linear active S-boxes included in six continuous rounds in
the extended Feistel structure of the type 2, which is shown
in Fig. 9 or Fig. 11, is equal to or more than 2B,L.

Note that, as described above, B,t is defined as
follows:

[Equation 31]

By = min(Branch, (M} M}, 1)

Additionally, the number of linear active S-boxes

included in the Fp, o~th F-function is denoted by L g-



p=i 4=0 [0214] Caen
2: when Li, - B
hol ds, the
fO||OWI ngold in
accordance ‘Wit h S07P1090
Characteristic b, k_i
# 0 (whore k is an

When a ]évaéﬁmaﬁunﬁﬁér}e(j usLirigraP ’input that is not
Zero 1is provp@gcﬂ_in#:he{)exce‘méf%‘stkl T’tslcture of the
type 2, the aﬂen@}ddeiﬁeﬂnﬁe;‘cgure-rch u@’ type 2 has the
following twt r@rafw@l:br@ai ngs hol d:

(Charac{etisﬁlq S)kK éik@gfinﬁtiiraﬁtive S-box that is
not zero exiét\é\@ﬁﬂ,eq @ =i iS, qeen{O,e\./..@—@}) for a certain

nunber) ass + L3+1.
{Charac e'r-:st:.c %) 13 I SEek (V\Iher e
15775 "an odd nunber)

boet Bacausetd 7 4 tholdst + T o 7O
holds WMm“hmﬁhF§n€y§é;awn SUCh
L, x ¥ b, cabe, it Fob [-ovibng * L, ke = 0
holds (wherefyQfsdg rad[sEguat i on 33]

[0210]

[0209]

i.

Note that, when a relationship is represented in a form
Ly + Ly + L; 2 Byl, two or more terms included in the left-
hand side do not become simultaneously zero.

By utilizing the two characteristics given above, it
will be proved that

Actl{6) = 2B,

holds, i.e.,

it will be proved that "the number of linear active S-
boxes included in 3d F-functions Fg, ¢ satisfying p € {i, i+1,
i+2}, q € {0, 1, ...d~1} for any integer i that is equal to

or more than one is egual to or more than 2B,l".



i+2 d AL > BE p,s2 -
p=i 4=0 [0215]
Wien Case 1 and Case
2 given above are
summarized,” it is 50791090
proved that Use
- followi ng holds: SO

It is su?pp?fe)gl@t,: uaétei.e&aﬁt S}qﬂj is not zero
is arbitrarilp—_sialege_dofrfmnamﬁﬁ h’EF (p =i+ 1, g e {0,
a1y, it aoreeks b b e - folid owicreg in
accordance wjh@ g'd@:ctexA@:ﬁcLJ} E@ 51@*612,-]{, always

exists.

[0211]

[0212]
The followings hold:
in accordance with Characteristic 6,
Iy-1, x + Ly, x + D41, ye1 2 ByY (where k is an even
number)

L z B, (where k is an odd

3, 8 T Dyer, w0 T Dis, ke 2
number)
{0213}
Case 1: when Ly ,.; # O holds, the followings hold:
in accordance with Characteristic 6,
Ly, k-1 * Dys1, x-1 * Lys1, x = B.M (where k is an even
number)
Ty-1, -1 + Lj, g1 * Ly, 2 Byl (where k is an odd
number)
Thus, in this case, the following holds:

[Equation 32]



It has been proved
t hat the nunber of
| i near active boxes
i ncluded in six
conti nuous founds in  sorer000
t he extended Fei st el
S s tructure of the type
221,23 hich is sho]]m
iii Fig. P or Fig.
11, is equal to or
[0214] more tnan 252L. N2161
Case 2: [ﬂhln Ljn‘p_!' Qvecdds, the followings hold:
in accor@&f Jlgl%glcltégﬂtlt Q,r
Lj_J !IPL gnent at,Lon Based,
L on #C.co)rﬁhgrlevaiggneodgfnumber)
gt gi ne. of
Thuss UE TEOHEET BiiS and
L-Protéss: bfUi 1 Bzifrge © o o even
number) F- Functions] 1],f
L, descesd bednaboves® jwmere x is an cad
number) t he present
Because idnsz;eﬂlms anthiagase]- il;-&gh case, the
foriowing noQL. MOre di fferent
[Equation 33 Lf I CeS ace .
sel ectively applied
to |inear
e tr.ansformation
pﬂ.;LP’qZ Focesses perforned
in F-functions in
ressective rounds,
[0215] |.e., the so-called
When Cagi lf anJSaisQﬂaiainhachve are summarized, it
is provea cn@Wnl CRIAG, fLEChani sm
(CfSM is applied, in
t he extended Fei st el
structure having the
:lunber of datfa
lines: d that is set

p=i g=0



507 P1990 [02191 As
descri bed above, a
crypt ographi ¢ process
conflguratlon of the
present invention is 50781090
a configuration in

astion #hhich a pluraliny of
at | east wo or nore

iﬂdl di.fferent manrices

e 2dre sel ectivel y

applied to linear

transtorfatien

In othelp&;ogig e§1§ %é.lotﬂngtlol(g.r e

o Rerfected in

functlons i n

It has been prove hat the number ,of linear active S-

. T ective roqu i N
oxes inclu lérsé{bvntllrfmuf éoun s :Ln the extende
Feistel struﬁl‘l%\fl‘f &éd:ypag, glich is shown in Fig. 9 or
Fig. 11, is gAfp gureat fENPEin
(0216 whi ch resistance no

[7. ImpMkB iC@HiSurxtycpeSr ﬂ;lementation Based on
Contrivance &t geLaQ'KSf L’—sun%na%egcess of
vtilizing e-hf-QLREr words, in is

As descpgeg\élljogeed g’le present invention, at least

two or more dl?\‘erentdmu(rjr%:teé fre S% F]célvely applied to

linear trans FTTlﬂlsﬁrr%)cﬁs'SW?frﬁed in F-functions in
respectixyre rg.Wst ehl,ﬁ:ge ?f.eceﬁglrﬁigrﬁion—matrix
switching meehggsfw (Dﬂ fLsf ﬂ;gliiﬂn in the extended
Feistel struSWeth@xhxilgn:ge Mechend=SMlines: d that is
set to an integejr)sZtZsz].g Ch 3 Zthelrﬁlfy rEa@izing a
configuratiogart tithJny:estJagice to linear analysis or
differentialdaLLJl;sgssj_soegﬁam- SW t Chl

ng nechani sm ( DSM ,

it is only necessary

that a condition is

satisfied, for

exanple, in which a

p=i g=0

ActL(



[ 0222 (7-1.
Met hod for ~
Efficiently Arranging
7-Functions_in
Ext ended FlEI s9el 50791090
Structure of Type 2a
to be in Wth,

when a conﬁ on in, which o ration processes in

uratitontor

which a plur@ftﬁ/ Io& %ﬁfelm'ymaérrlrreéﬁrglsﬁgctlvely
applied are @rff::{rjﬁczflltblﬁgxanlrleﬁ lf I&mbe realized as
hardware, dig@xpeTefagtikepsfeelrs sections having
nardware conS i Ohlfo€ p@fortiR@rdrast 08
correspondinc?_i;c ﬂﬂhirég}hcthﬁ&atb&&nare necessary.
Particularly,oﬁmsrpg Elbﬁgty\ﬁbft ijunctions are to be

performed in/pgrglﬁgrlgrlge rozg E lgr_‘aligy of circuits
|

I W
for the plurao ity of P-funciidns for performelng parallel

escribed. as
processing are nectessarﬁed | n the
section headi ng (5-2.

In othemms,i ‘é}ate?t@ﬁeddfeis% Mrtc@lre of the
type 2, whic}E}({s eﬂade{*vjﬁ)@ilyscteelribed with reference
to Fig. 9 or%ﬁg?@@?@;@ c@ﬁlgtaycyﬁ iQ)IhiCh data
transformatitnhﬁlceshﬁ&o bﬁena plurality of F-functions
are applied QrﬁykaQéJ§LrM adeeégfgrlmgeig parallel.

When the progessgsu?c:c(otrgpgdteodchfglné(}égtlon of the

type 2 are tgtk:: perform w1?hoh| Tdv(a)a\ziﬁ, ng 15 necessary to

implement th%é eﬁ‘é% %Fces cf F-functiofl hardware that -
corresponds patlhaﬁ)ébeéfust functions that are performed
in parallel (na%qe Erohrg ﬁ‘w F-(ffmctions that are
required to oH WiTSRONS rfr@iielgs pirgged above, a
plurality ofO:"f—fu}d:a.Urarhax(im{ &mGdCOi'lﬁguration need
to be providainev&\k)e&l twm{he eaﬂ&l&lafiguration.

70 or nore than four)

(b) The length of a

pi ece of i npul/cuopua

data: dm - 119 -

SO7P1C90 The

[0217]

[0218]



A iisuel struhomm at
an in Fig. 12 is the
ext ended Fei st el
structure of the type
2 i 7 Wi ch'Ti 1C two 507P1050
F-functions, i.e.,
the |1 C-functions Fl

A WY SR, CarETUged, P At
configuratiofr ﬁf ‘L'\Rhioréﬁntdimiemﬂ_onﬁela d:g’l.figuration in
which a plurdlify Of Beresnoreas ’mor'p_ Pifferent matrices
are selectivhﬂSpp&ec()@ﬂﬁzie@:[jtﬁ:@tfin@ﬂion processes
that are perihaachi nugF-tuhﬁions in respective rounds,

whereby it ii gjoxli@\é\n.angs,o.nfigu'rat;eggn wWhich
resistancé t§3a?1gélsot9/}gs Qﬁ;tta_-[}g%s enhanced. In

other words, ny is S:rovig)ed ade \c/ol élgugart]lson provided with
f " gat au

the diffusio —gartri}? chlge egha iSm (DSMg Diffusion
Tour™ (1% The ™ T éngt'h

Switching Mecﬁlfnisax) pl ece Of

102201 i nput / out put dat a:

In ordelﬂ_mf]satbisfty Qhe diffusion—métei)x switching
mechanism (Ds-ﬁheitli@ﬁgahecgéarpi:hetce&ndition is
satisfied, fcﬂfexadxi;lv,i de,ﬂicdatpﬂ'raljjtﬁmf different
matrices satb.ifyt,r% a condition j_(m dk)ichTahrﬁnimum number of

branches [Blei'| lllglbagf ofo he Eﬁgﬂgegtlg Qﬂi to or more
er round: - .2

than three a eOs e minimum n er of branches [B,P] for

t
all of the dat ?'%6fbein S leclter!{ frao gmao§ eminimum
of "tHe*contigurati’o
numbers of bjglffbw[BkiD (ﬁ(ipij go.rrei?l’ldinig ﬁo the data
lines, each ﬁrtd%ialn:tm@ rgrgfrls gf Vanches [BP(s(i))]
corresponding GJnt@F tiqt@ F]j.Sesfbeirng tah@lated on the
basis of linwab;yorr:nadi@ril ﬂs@riteh@actu\ﬂ@ in k (where
k is an inteder t:ﬂxﬂlc{oio@ﬂ&fz t}’SIOEIE) continuous F-
functions th@l £ANGE-ch ENL.S..LAN.RE - 1ine 5 (1)
consi dered. 1r ot her
words, in odder to
satisfy conditions
for the DSM as
descri bed above, it

[0219]
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[ 0227]

Accordi ngly, as
manners in which

F-functinss ,rt set, S07P1090
the foll ow ng two

in the extended Feistel structurer There isdqo particular

manners can be used:
constraint oz ék)s Féértcttlfnﬁéhaé are performed in parallel
in each roumbl ur al | ty of
(0221] F-functions that ore
An examptl{) ofbecos@iuraitﬁn ON@ich implementation
efficiency if Brﬂ]ﬂdad a}ﬁletnhelteSﬁEEEresistance based on
the diffusiorEr'naﬁMQGVIi*icQngSmechanism {DSM) in an

extended Fei!tpl) st§g¥uleioggheaaasis of these

characteristpcls 9!1?'13&' zgeycri id hﬁlow.
F-functions that are

to be sot in one

(7-1. uerhef 2oy EAflcispclveRssanging F-Functions in
Extended Feig?l_ %talﬁte:tei 06 ﬁ‘g}e FOZZ B]

First, tH@Fger; vigg ahgywarafipp for efficiently
arranging F—Eh:g;ons]_jz,theaextended Feistel structure of
the type 2, @OATbQdnatdcOBeaiwn reference to Fig.
9 or rig. 11 PHOVEORH . :pdaN MALCH s 10 the
section headlng\QS—E_;_IpMﬁggijmocQSst Q@Ltended Feistel

Structure of%g/(ple %? t Iatnhagr}:])eenrpgeyig sly described, the
are sel ected so at

extended Feiitﬁlesytruétruree oé ter)eatl e 201”fas ﬁlle following
andAn advant age of

Feranetthi s confi gurati on

{a) The mpd&edldiyisa)p:peuarasai%gmata: d
(where d is ﬁaﬂ%dmﬁ:e e@lﬁﬁ W or more than four)

(b) The ilnfs)clheﬂerﬁteaet ifaﬂpu{/&tput data: dmn

[0222]

parameters.

bits performed on the
basis of processes
for [0229] in

ot her words, hardware
(HW inplenentation
is perforned to set
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- cryptographic
processi ng appar at us
250 includss a first
F-function™{(F1) 50751090
(c) The 962(1!1 Cofa%lgcgggrc?%deegsdlatggmn bits
The bué}?.ef 6? ﬁ.éun?t:uﬂ%per round: d/2
(02231 F-function Fl, a
In othersve@e,nﬂ sﬁz.wlﬁ Hn@@' WPN-functions are
applied to mr(—ﬁg):latd edés(}@_(tveléd as odd-numbered data
lines from t}prl&@ eSoSJnnag:hCrbuﬁcC uhdt the process
results of t}25’2fu1tchlarts ap@gutpgtr Lrgslmllﬁglgtely

adjacent data lltieg QQJ AquectE tb eglmuve OR. Note
trol circu(t

that the oper%gzp of excl e~OR &re omitted in Fig. 9.
and an auxiliary

circuit The

A configruia“rigrt wi?l_ }feujﬁ%tif)eé ﬁel(nw-riiy which
implement ef@g’d-icc&tréda Txﬁ-e@je%?fssiteﬁgstructure of
the type 2 h@¥jnp Wb o Irtfydratgqds tedypenced. As one
example, a c&@@rOﬂzdchEhef ubet cifOlﬁ]ta lines (the
numoer of aifiFEd)s) AEOk GAl €d will ve descrived with
reference to Q‘[goqgs% ﬂg_ ﬁ! Ewgalfgarent F-functions

that perform%lnearq a%sfgrgg]cloin ggggetq §1gferent

[0224]

linear transfolgmgtﬁgxrngf eTcan o%eée denoted by F1

=nd F2, reRSPEERWEf or maT, i on based
[0z25) on toe two differera
A FeisteFE_sfrHﬁerleismini FS'g. 12 is the extended
Feistel strup@tsfo@ rtlné] tdpewyina«f}ipkll yr‘ie nga F-functions,
i.e., the F—tuh:e&& ltlvwd f}[. Eu(éuﬂsetd, bnﬂ in which d =
4 holds. In %&GJ"IWOEQGURd;as EGazaa.u]tation having the
followings: THE CONtrol circuit
253 perforns contro
of input/output data
for the respective
F-function dedi cat ed
proceSS|ng CIrSUIUS



I's provided can be
perfornmed. [0223]

When The nuniper of
F-funcuiong that are

perf ormed 1n par aI I eI 50791090

{a) The numb r Qlc;]lvzrs?olflxsngur a pilege of data: four
as shown i

(b) The lfn[;throfo[a'lﬁ&ceoopLelflpaL.Nt/ouépﬁt data: 4mn
can he perforned

{c) The ug"tlgtﬁqf hia(red%?i@ided data: mn bits
(@) The inppr eretoatt tro Rer Shew /2 - 2
[0226] in Fig. 13 with a

In a ca&&tﬁ E’.}ien:gdf:igmfam ﬁhm tlrhﬁg 12, in
order to satl:sfj &éﬂi@tL—JmQ@o% taer %M §ye$sing the two F-
functions, sgé lqgntj tue%[seg;‘ be considered. In other

bits

-functjons, In
words, in order ¢ satisfy conditions for the D3M, as
. addi tion,” whén a
escribed above, t 1s onl ecesgar hat a condition is
con FAPTER B

satisfied, fwﬁx?’nﬁe Flnfwaﬁbtalpaﬁélty of different
matrices sattsﬁyartg aa:Io@itﬁ‘)@riﬁ dviﬁ}-eﬁmii'liﬂum number of
branches [B,{)ZE L DoNGe agre 1ig@tis @Fal to or more
than three atehs@t,&&srﬁﬁniﬁmfrurm&t cif ORSches [B.] for
all of the d€a gines ﬁing @entcjtgur:cataziloajnninimum
numbers of biam:hém.ls C I] ca:&dpogj ng to the data

lines, each Qrtge lglglgmfmonu rr?rg o% Dranches Bk (s{i))]

correspondlnv? to tahe ldatall lwln%ftejngda c#]z’ited on the

basis of llnga?gggéogggf;%aarlfeﬁ lItCH%Ed in k (where
k is an inte%eééﬁﬁdto robttﬁ:fa ’thail éwo) continuous F-
functions thﬁraeilindéd? atcmesp{p(@r@eista line s(i)
in the exten@fi F@&elhste;tﬁtu&n U}Eeizre is no particular
constraint op@fef)?&ﬁrﬁﬁiﬂg tﬁait ra&l,ﬂ.e]tf&med in parallel
in each rounand an F2 perf or m ng

circuit need to be

provi ded as hardware,

no that a

configuration having

circuits whose scale



[ 0236] In an
i npl enment
configuration in his
case, two pleces of
each of thé 50791050
F-frnsnions kg and F2
are provi ded, mnereby

Accordlnélyc 6?11fainr§ﬁrlétwlil 6hnF— Uﬁctlons are set,
the follow1nwlo cxﬁmstrh éan fsb Eﬁed

(a) SettF:ugfamerﬁliiD’nag Fﬂlfﬁllf;iong'tl’lat are to be
set in one rzf;gi, asF,Ee) sa@aaEHfuh:@ions

) secp@rl QARG ok R-spariak kel are to ve
set in one riu& agrd%irg‘@d"*funWignQ
(02281 this configuration,
al | of

Here, as_shown 1n F:!: h?Z - conrflrguratlon is provided.

in which two F-— fuuplgr!:sltgr‘gsex1§tr1% on r

ertoffred i"h paral 1°8r =
selected so ‘Thﬁ: t&fyl ar?. 6€|Eﬁﬂ§f, FlaaﬁddFZ An advantage
of this configﬁqi%ﬁf%ﬁt i‘;tpmqrs when hardware (H/W)
implementatiqmy it MEFrme@® CTOVE dq'sn;gofanyesses for
one round. USE| €SS circuit can

[0229] be perfornmed. [0237]
In otherACiQii t ha@J&?sL | Iy/w 'Mlgngntatlon is

performed to sa%a&uaqpﬁa(n an gx?itglgatlon in which
i s set

as
only processe:f fnr ne round can be performed i.e., a

configuration in hlc(f?u}rlle flur?:glens oa!nd the functi 2
TrEoedch of a o

can be perfmguéjt ina:graélielgaﬁtsholgzl in Flg 3. Fig. 13
is a block d:faa:ﬁrtfhlove??sa ctrly?actgraéx)‘(ci g:t)cessing
apparatus 25§ pvigmne heroandonife@ption in which the
cryptographif bj:fod:eh;e{ccording to the extended Feistel
structure sh@EE}EF@.J i.2z.atpiar@cﬂmed.men
(02307 t he nunber of dahs

lines is SC7 as d =

4x, a configuration

in which x pieces of

the F-functions C

and F2 are utilized

[0227]



An exanple of an arn
ngenena for

aOFiciently
|nplenent|n? t hree
types of F=funcrions  suios

o %%§ gponn1|n Flg.tlé?, e
e cr graphi irocess:.n apparatus includes a
exantl e
first F- funcidfn FHéie%?feéﬁa)éﬁs:mg circuit 251 that
performs the FEeflurgtle'i FlSF rsa:erfi lﬁrfedcféfn (F2
dedicated prttchseint yip@itZZSh a‘)gq ngotmh Ghe F-
function F2, ﬁu:&bel[ cﬂtuitd&tﬂ,aanrli iarnﬁS‘Lliary circuit
254. The flxtsthaEumi:tS)nSat dal&atgd aocﬁsm_ng circuit
251 and the écogoontdng% at? QJA:LC%QMCGSSJ.HQ
in set to

circuit 252 are coE i red tﬁxaﬂs_ they can opera«.e in

uratlon I n

parallel, and ata trapsgma tion based on. the two different

ron one pil ece

F-functions JcssgérthrmeSfby talﬁ)%yéné these two circuit in
each round- Ef yncai ons F14 62,
(0231] and 143 that exist in

The con@fleifc@ ] n@ piegorms control of
input/output ASS lﬂgretdé yes[uzttiiwle iFZf&dtion dedicated
processing C[IQJZAQHZ and 252 aW {hn aLahij.aSy circuit
254. The au&ﬁﬂ@icguiﬁ@kh gg:forrﬁsvmeeﬂion processes

other than theafr g‘m‘n"@i&r@s o§/t§ like,
|n'p enentation is

perforned, a
Hen ap%%if?fﬁ?“gfﬁliﬁif|°?Fngﬁr?ﬁ Whites Fst

function (Fly pp@icqeed procesping circuit 251 and the
second F-fun@OY7 PO 9SG B ith e ey circuit 252 are
applied onlyG&ias b@ref}@'{dfn@]ﬁmd rdqffjred number of
rounds so thjdabdb bilatdofd @AGMersormed. The two
F-function clOUNE -Can-be ROV dediaiier in

all rounds, ;1§ Ilr{ggmélaml g’l which no useless circuit
i npl ementation c) orm
pi ece of each of
F2, and 3, and a
circuit configuration
t hat does not | ncl ude

[0232]
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sane in respective

rounds, a table can

be set in accordance

with one ufilizing 50761090
, ~ manner W t hout
is provided can b erformed.

¢oRTI°garing tabl es
for various supposed

When thecragsexs?f Fa%riﬁ:tlbxé that are performed in

parallel in %fh_ 1:op1p @fdtwi) Qs adovnf‘epr@:rgy }.2, all round
operations cm@243]formed using haW}x&nimplementation
shown in rigl NEi@bOMEHES Gliibedr runcrions are
set as diffe!e@cspg.&:ctzioysc IQra%tg&,S when a

configurationelxnawl;lrp:lﬁ ?—%un@trioens ftk&?alg t&lrre] epgrformed in one
eneral i zed, .the

s, the same F—rundtion , €.9., a configuration
ol I ow ng can

in which F1 %lélFl are perrormed inmafahlelain the first
round and F2 §%1?2 al‘.cﬁ,]pe‘:/ﬁaﬁmtdwnttwesecond round, is
provided, tw%w’.te@ﬂd%ﬁch[__oérastiieiperforming circuits
and an F2 pesfpynipg feiffue: @ﬁd toh:@ pto}ﬁp@ as hardware,
so that a co&igiuﬁti\ﬁbhl.taﬁh; arctu:y:p&SseOslale is
larger than {hatf Ain;gltctltigniscla{ecein the configuration
shown in Fig u§3| j;sQScﬁgedl. S

configured, when the

nunber of data |ines

As shown, in, Fig. 12, with a segfting in which all of
thée’ nunber” o

combinations d)r \??eSFi_%Iﬁgi))nsltgat §éet peggrmed in
respective rﬂmd_s a?a?f; as\m%PaérsaafiFH and F2, the
hardware shoxe;ni_niFH;t. ég @r ap@ﬂqslgapnthb and F2 can be
always simulGeo ¥l Rriba@nn teyyd oAag rounds. 2
compact appa))étd.s Sn alﬂchi tﬂi e:g]@rof equ;&ls is reduced
without provid@he by MDEL 1-BAN ;0N zca.
(0235 a configuration in

whi ch x pieces of

each of the types of

F-functions are

equal ly set as ax

F-funcSi ons Lhat are

[0233]

round are se

[0234]



807P1090 any of the

kei stel structures,

t he extended Fei st el
structure of the type

1, and the’ext ended S07P1090

Fet htel structure of
Althougxi H}é C%l’lfl uratzon smrla JCnhFlg. 12 corresponds

to a case inwéjﬁ}éthﬁélénlﬁerpaf évf bﬂ?ll? set as d = 4,
efficient 1mb[ér§rtcft|1cbédq’ be‘l@ﬁ)éfrésﬁysing a similar
setting alsocip evfsdiiﬂgiialnthe number of data lines is
set to anotha'd'V@ﬂ:t. a@e exia@lec hatmugh four F-
functions azf @S1:SH@ANEGAa t:0: abd ACKSL the numver
of data linei; $s @DQ@QC@,da cingguq'aﬁlon is provided,
in which two pnecgtolgggch\épchg§0m dmggxt F-functions

Fl and F2 are se% as %Hese our F-functions.

sdruc:turaa arc
broadly cl assified
In an lIilpﬁ?eat fonégUfaéforl dwhhsggse two pieces
of each of t}( d)—fuﬁtp@l Fétaé:] F2 are provided, whereby a
configuratiog fr sk u],xeefohewiuppgiortsng, F1, F2, F2)
can be perfoﬁ\@bﬂb@ﬁra@f&l dsa:traldleq eSS this
configuratioé,t ah]ﬁofﬂllﬂﬂ'ﬁﬁf F-@xﬁnctions are performed in
parallel in gll y(iu%is,oQ§)impt.el;lﬁxtatiiOISwithout providing
any useless §?<,Iuita:§n ge p%rfgrmed.
; la) A- extended
~ FeTsTel structure
Additio all . when ihﬁe er o daFa ll;fes is set as d

= 16, four pifé.els éf ealc)il ﬁfelél a(ull Ffeare set as eight F~
sonssions hifrisers of fdPVi S ONSY
generalizatitnhalten Itlg nSnefr ctf@latarqyles is set as d =
4x, a configﬂ:@ltﬁd@ef) WS_&T;:rSeryls ﬂlgthd F-functions F1
and F2 are uEE,uzéé in each round. Fﬂl‘atdaﬁl‘m which
naraware implelB:.8%1 ended. Fei st @Lfiguration in

structure can be

classified into the

fol | owi ngs:

(dl) Atype 1 In

whi ch one F-iunutlun

[0236]

{0237]
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For application of

t he USE nechanism it

i'S necessary to

i npl ement” 'di T f er ent 50791090
F-functi ons chat

which x pieces of feach of fhe F- func\tlonts Fl and F2 are set

is provided, 6? Wfré anJfaTeérofeﬁt and F2 that are
required in Tai:hnrélai‘i aterta?-]?fleorw IFb ﬂ"ld F2 can be
performed Wittt Iei;cesegz: dWct’Lehcyaﬂnd the
implementatici»nnépdi@ﬁ@jﬂtan be improved.
[0238] configuration having

Althoug}I ﬂ!é Sboﬁl—cu{cailb(idtp)@cgt example is an

example in w}g!:hf waggjggyﬁient F- functlons to which two
1 oNs

different llnear transttormatlon matrlces are applied are set

dex co QPP art?téJ%f that can . e
in order to sa Isev sl \;.eluSJ.on—ma rfx Sernc ing mechanism
(DSM), a s:Lm;tlhrethaxﬁ)évebe cf f].lsceﬂ a case in
which three (p*lma:ie&rflmtcylorﬁfare set by using three or
more linear gpffompentradttst el
[0239] structures (a), (bl),

An exampaﬂd:‘ {nbaZr)angQrarn fbteefficiently
implementlngrtﬁ@ l:y;@df F—ggiGthongns shown in Fig. 14.

Fig. 14 is aranQn@[eanu;§e ;xngtled peQ!tg structure of

the type 2 hav.lnlg %llﬁeeng&oe gogcdgtia QLlnas 1§1at is set as d

= 6. A conleurI'atlcﬁl s.hoer'tﬁZF4<Bll4 is set tAa
configuratimbli.nuqu'gr iorteyaiedf of each of three F-
functions FldFZf fa@ir}?éﬁ_tlat f}_{lftu:ﬁlcoflei tﬂafg is
assuredly ut{lfpgd- perform | i near
[0240] fransforratin
with thidBbrrighBSonS afeh 836k AYr/m)
implementatilnhi@ pg:‘ifjrlteg‘,si Q)%imt:iroj) Xn which the F-
swi t chi ng nmechani sm
(USX) are determ ned,
and it is supposed
that the date size
onput / out put data of



50791090 t her eby

performng 2m it

- bl ock cipher. [0250:

Addi tionally, by

utilizing the 0751050

Y-functions FI and 52
functions cav\heogéfonﬁipiatprré]dflpiﬂteach round can be
provided usi@astirgl%:imgléneiltgti@r?f br’retpge’ce of each of
Fl, F2, and Yehijewhe @rceitshrovuratiqy that does not
include uselehd @irddhys i@ RAer@Xdr@VidC tealizea.
[0241] Foi sts" structure

Furtherrxohzatwheg a-ltelngr;fbérecg dItb@lnes is set as d

= 12, two plgl stfueéih OQ {TBEtZr !,mé F3 are set as six F-

SW nech% sm
functions thgt § L 1n on® rou; A 1tlonally, when the
umb: d. 1 an E]a h £ h
n er of da ines is pet as ree pieces of eac
thé"nahber® of ‘dat'a

of F1, F2, a11dl Fﬁéée Tehéi aneSF—glé%tlogsthat are to be
set in one repnd. % a0Zgpf Jjerhich the above-mentioned
cases are ge@e@ﬂfziscgumeed}}e nfber of data lines is set
as d = 6x, xGOREsl GUEAtE N rof and Feeare providea
as r-runcrio@Xfhended kekNinedn rouna. 1n other
words, a conSiblrlEA UL €:ok:Sea SNOMWN:, kil cerens =
functions arEI cgalelLQillleQZS:l'-

The size of
[0242]
With prt /tOUt pl}{t thhatFaf O]:: t
| I1 a cr_orés ureacnton J_new ic e unctions are se
in this manng_, f\:lffnne!tbieréﬁg prr?es éfnla 22 and F3 that
are requirediiﬁ etcheouixlscégt)q:fet to the same number.
When hardwarsﬁqpugttaupreishzaz\f@r@, tih:eits can be set
so as to be ﬁtuﬂt}@ﬁvit&fzx €i<aetsaor| cieﬂ&Sncy, so that
the implementah:'a£ eﬂ.fs:ieS@tcara.& idprc?ved4, In a case in
which softwan!sQ;t'ed! &céaqullnzulgnaanners in which
tables for oﬁ:!airning ]irgaht/éu%)ut \;Iéiu%s are utilized are

bits, and the

r-functiors ti and 2

shown in Fig. Ib are

applied as they are

The feistel structure



[ 0253; For
exanpl e, an appar at us
capabl e of

sel ectively

- = T27 -
perforn1ng an _ S07P1090
, |nput/out ut 128 bi t
. the same in geppect ye rounds, 2 table can be set in
bT6CcK= ci'phel “priocess

accordance wghdnealt:?gsqg Bll“;mfxer without configuring
tables for vbﬁli(@t Rup@Feﬁh@les,Grub}@égged in a memory.
[0243] in which_ the 0314
ihen o TRCRARHSHEL :Srd @@ dr 2@ exanpies
are further &yerzu&jeﬁg;hEOﬂlllywing can be said:
= ditf erent oR-functdons . e

of the type Ell &Qi[]cg aEgpes ffo§§mctlons are utilized
u hi t |

is configure vp . Lhe numJ) a llnes Sthe number of
% "bits 102441

divisions} if ﬁetéf ﬁerZawaeaeS? 11 ﬁxelnteger equal to
or more thant%and x is an integer equal to or more than
one, a configffdtfop proft< E-FEtrFCE e st the types
of F-functiofd| arg ppokl F2se WRHOS @ -functions that are to
pe set in onk RYOUL ik Qb P4t cndll ifuSend@itation
efficiency cﬁAbeliﬁJrJij. ar e

[0244] i mpl emented as , -

Note that!'”ge%;rldlgnéqé a}:%ve degribed setting of F-
manner for utilizin

functions, the F qu JfOnS that. are input,in Yespective data
th s C

unct
lines are sefaﬁo thﬁzthf §boxée—c-)cﬁicflaeid:cgai.tions for DSM
are satisfiefzoiditlé%snﬁ':tér’ug, Mésﬁanca can be
maintained. crymt ogr abni e process
[0245] based on the Fei stei
(7-2. cGhhUICE U ©nRBVisNG rdifl@ strucrure
and Extendednuime@traiurgat a | | nes
As descliaa'taboives t§eem géhagsm:is%tilized for
(Fig. 15) is to be
per barmad, a
configuration is
provi ded, in which
one of the respective



0206] The

control circuit 273

perforns the process

of selecting a

Feisral seruct uac, 0751090

e., selects any one

any of the Fedftelt ﬁéumfuée]s,l 81\7“ ﬁalded Feistel
structure of §fer teﬁft 1u raéjstha exteﬁ@ii F%ftﬁ;l structure
of the type a welrcly patvt)gqeraﬁhviiccssly described, thereby
providing anpiﬁv@@@ggn that ﬂggigtance to attacks is
enhanced. 337P1C90 based on t he
[0246] structure: (a)

In otheAx Ed@l %L@ge %g gtulC;tHlEt%res are broadly
\t/her}glltwbne nunber Of

classified 1ntoa

at
(a) A Feistel structufe h Vl\f the number of data lines
nunper |

S| oNns

{(the number (thjéxi,ls:fxg ékétt J_sa5§t ‘as d = 2

(b} An ecdﬁrd)ed ﬁlisltele%tu@:ﬁﬁéaring the number of
data lines (fBppugpeplof Stvisiped) (jree ipfet to any
mmber satisg@isgyppe 1 WO ch has

rurtner t 1€ cRLtOPEE I Of s@@t@e can ve
classified illxtio %&pilgwﬂ@s:nur’mer of

(1) Ag&w|§u99§kquaku&1malw%dtom

performed in eactd rou d any nunber
stlOn

(b2) A té}hcf in wh%géﬁrallty OfFE": functions are
allowed to bT Eﬁﬁ%fmfdoﬁx piajgalléll J[noeuar:éd:ound

The Feisttﬁ sbrelctbzéf -Fadrbﬁ-éldssi,fﬁed into these
three types eacﬁl)r Guin@2) .

Enhancen(eﬁZof AMstexd endeded with application
of the psv nbe@h St @] aShf UG tELyOE of Feister
structures. & Lype 2 which has he
(02471 nunber of data |ines

(the nunber of

di vs)ons) that is set
as any nunber
satisfying d 2, and
in which a plurality



with application of
this configuration,
the first FIL:net:Lon
(51) dedlcated
pr ocessi ng C| rcuit S07P1090
For 1251 and tDI';I\? l; :L]s-m 11% is
app gﬁ?gxiﬁg;ée Seéneé a ' is necessary
to implement [E} ﬁFeﬁtﬁl& Elftélﬁzlc(nf E)At perform at least two
or more diffﬂ@ﬁil'ﬁxg{c éﬁnséTrﬁxéléggaltﬁgs With an
implement coré{;gp@u‘lmt haPbyPthisgylgrality of different
F~functions, apﬁﬂpire:ds 8e& rtahaetlectively perform the
above-mentioledl ylptaﬁgf apﬁlj‘ff&ent Feistel structures
(a), (bl), argr(% Qmsteatlgedv\hgu&nan apparatus that

performs a sMQ:EJoQ%L%cel:sQJiﬁtbg|described below.
structures are

A plural?é?:_lF g%%’éeggp_fggtions that perform
linear trans@n@tﬁctndr@trrﬁ.rﬂqia&isfying the diffusion-
matrix sw1tckp?gdr€@grg@s(DS§uﬁfpdrt?lim:ﬁlgi, and it is
supposed thal/ gf [AORSizPpit gxPut/ioﬂ:put data of the
respective F-Wh]lcﬁhls hsl #nSitsO mb@ application of such
F-functions, pEro&ﬁxSlS,edm—mita:ﬁock cipher is performed
in 2 reister SNCLYPL L. QRLPLOCESS, Qbing wne
number of daé lQngg H{p;s' SQD asDC[ Qg.ess
are different, can be

The size%)%rdiifn%)ri[l/%zgpgf [ia:ytrpgf5§1l respective F-
functions F1 éPdt lﬁd& érﬁﬁFléteIL ﬁtrvﬂ;]LEe Hﬁing the
number of da‘&tav\lﬂ'aneFtha?f tfns(ff I’aso<hs avrhgh is shown in
Fig. 15, is mSed. [T %hmtquﬂurgmglng the
number of dath fiinet @ CORT kQUF Abd-Ohs 2 process
of transformin$ ZIﬂQ)tt ;l’llumelteldtotﬁ -bit ciphertext,
or a decryptlohggocepsr ‘Qxytl ldeage ieaersteiog the process,

exanple in which two
F-functions are used,
and a simlar result
can be expected al so
wWith a configuratjen

[0248]

[0249]



An exanple of a

configuration of a

cx4r ot ographi c

processi ng appar at us

t hat perf%ﬁ%s t he 50751050

three Types of
thereby perftim.fq%an&— :itc?hosck c:.ipl’.leé..
(02501 41, F2, and 53, is

Additiorgﬁovm uitiﬁiz{__np gl’_le Eigr_lctip{ms Fl and F2

whose 1nput/@|:;yip@a@agql&p:h|n@ bits, which are shown in
rig. 15, an PBFOCESSIAG APPAIal USisties the
diffusion—ma*‘?rgiosw.ttnaltg mlacﬁ:anSJaQDSM)4ﬂd that has the
number of da&anlirEL grat ;]sgse{ Qscil UQQQ b@ configured.

A configuratIoin E?Ehe é}gtgngequéiisipep st(rchQ,lge is shown
edi cat ed processl ng

circuit 281 that
perfornms the

The Size':(sziﬂlﬁlh/flitﬁﬁ da‘;f ’of ﬁspective F-functions
Fl and E2 inS:éaCIinBdel I.E:rf_\caﬁethTVB'lﬂ the number of data
lines that i( Feg)as dedi eatred shown in Fig. 16, is mn
bits, and thpF%&Sﬁis M0an€ FClbk 1282, 15 are
applied as clefale. PO fORNB L AB roving the
number of daé_lfirgg Q}rai anse\‘:o’zg qaQy performs a process

in Fig. 16.

[0251]

of transform!:nh I4n[nQvitF§l£i_lﬁth>gtt ilntoon4mn—bit ciphertext,
- 34 dedi cat ed

or a decryptloF 8rocess that is the reverse of the process,

processing circul
'&“d”p“ffgégFﬁﬁfkgﬁFfﬁFﬁs t he
tozs2l 5-function 53, a
Furtherz@gntfro;iene{?itirz@uin,t wh@7t4? number of

data lines iapﬁd 28aA =au~xeir{a ixaf yh integer equal to or
more than tw«ﬁi ar}ﬁu:jk-tcipge?5onfi-5h&ion in which an xmn-
bit encryptiini J}Sitcr}gfltnu;nchJSQp pe!rﬂ)}med can be
structured ugggdéhg %ggonjggugﬁg§ %Jrrgagrforming F-

circuit 281, the

second Y-function

: F2( dedi cat ed

processing circuit

2E2, and the third



Wth application of

this configuration,

the -first F-function

(21) dedlcaued

processi ng-ctircuit 50781080
oo 201 tb the third
T E-function ; F3)
t0293] dedi cat ed processing

For exaz@;i_er elui;lppar?ssgcaaab@ of selectively

performing aappldi/oetdutSJGB—pihatock—cipher process and
a 256-bit b1GKY PO GrodPNiCunich the DSM mechanism is
realized by ﬂﬁ@@ﬁs&&&rino FM&GJAS Fl and F2 whose

input /outpue W@s 1:0WS L ECT St Cl
structures ar e

[0254]
plied can_be ,
In othe}p CFOFh tvg different. F~functions Fl1 and F2

whosellnput/&uF bf 6g%sa6éﬁl>i11‘:6‘are implementec.i as F-
functions, amaorta@grs @é ugblﬁﬁbltkteiﬁ“hfénctlons F1 and
F2 is contron&r | ligusxa@ilet Srhen ayyryptographic process
based on thems@h stbpclqhge tlaglnb@he number of data
lines that 156:/2109C PLO0CLSSEEod Mrrorned, a
configuratioffs SRCIY,PL 10Ny PEQEGSSespective £-
functions Flanld & g%@!fyrggd igggth round. In contrast,

when a crypto ra hl?%rocess Based on the Feistel structure

ferent, can

having the number of data nesKh t is s as d =4 (Fig.

rforme .
16) is to beéger cg)ﬁefll @uc?qgfﬂira&hon is prov1ded, in
which the reﬁ)avj[v?]é—ffm@td?ns 6}- anﬁﬁ% ére performed in
parallel in F;}f {Tﬂ')ét iloﬂhipequeermirifgalling the
two types ofFRRfcti@RS aiC&Pprid@ capable of
selectively P OWrd@Ehat/ fulR626-vit vlock cipher and
256-bit blocSipESCrLDEd aboVe wos, a1thougn

the same F—f&lctggnala;eyusegf tPglctntmg\[iMethod is
Ff unct aons t hat
serformlinear
transformati on
matri ces satisfying
the di LLusl on fatrix



be processed in an

encryption process or

a decryption process.

[ 0263] For

cxanple, - e S07P1090

crypt ographic .
changed, whererobCléc§§éJ§er\}\1ﬁavt1rﬁ tge %ff nt numbers
of bits can ?eﬁffﬁnﬁnécethctajﬁ chrebe expected that
implementatifjxaﬂfieilemdilldgei iﬁkgovad by the
commonality (Jf QCESSang/ONFGUF ateil0n in both s/u

and ww. 1N Which a (a is an
[0255] i nt eger equal ne, or
An examﬁpgfea LJ;]@:QArattM)of ; yrpgﬁgbraphic

nc S

. .9f F-functions arc .. .
processing apparatus having such a conliguration is shown in

, configured, in a ,
Fig. 17. 2 cr}r/‘pto raphic prOi%TSéng apparatus 270 that is

o escCYPLOTTARRIC |
shown in Flgpil, CEEERE THESBYGT (F) dedicated
processing ctrﬁuét é%d(}fé_p?@ﬁrtsitm]}“ealnction Fl, a
second F-funtth:lne@) tdyﬂﬁe‘gd elfocessing circuit 272 that
performs the Fefjugtie} r2gtarcbiGiollFi@Sit 273, and an
auxiliary ci@hi@ 2|Z)erﬂfh€)EiHBd“,—fu&Elidn ) dedicated
processing Wi € Br1 tR€ine secona r-function (r2)
aedicates prAbdfWSI- 00 PRNLT X i curea so that they

can operate %Waﬁagllgi.n’gle %grula'glrcsim 273 performs
NA i's satisfied,

cor.mtrol of 1 bté%?f]ut (iaéa. fogéhﬁarre_i;;ec%fre processing
units, and pﬁfv:ﬁtao}@Fcaﬁwr éelectlng a Feistel
structure. ﬁ? %ﬁrsag%glr%ﬁouw performs operation
processes ot@: ylﬁtl G}g:rE‘afplh:FJGns or the like.
[0256] Al gorithm
The con\Q@.nStC[liHQti’ni pmgorms the process of
selecting a BEQ&%_&t&S}fept.e?rsgﬁ@pgny one of the
following st!u@t\éggtt$ Qe[gilorm a cryptographic process
Finally, the
crypt ogr aphi c
processes and
cryptographic
al gor: d3m



The plurality of at
| east two sr nore
different matrices
are set Cu as to
realize the ~ 0751050
. di fftu3| on- maur gx
seed on BESWITERT ng mechani sm
{a) A Fef.ﬁg.sstruttiuie hﬁ\uxg;l tbshnumber of data lines
(the number Svﬁixtiéf'ﬂ's)nglat is set as d = 2
(bl) An d}it@]@sdd“ﬂijstsn}t’rucaﬂﬂoftah@pe 1 which
has the nunb&Foy P§tO ChthPACrufdEOE SSSsions) that
is set as an;i Mlsa@ﬂfy[r@&ﬂ >Szt aEHCl% which one F-
function is &%wgltt L@}geefqlmléaaln each round

(b2) An extenQ%K'elste[ struclgure of a type 2 which

al dacks 1s enhanced
has the number of data ,lines e number af divisions} that
'S ed” b usi n

is set as an§t huék!' D%:vlsfyluﬁ QdéFd i dlhlch a
plurality of rFefaﬂc]tizré iéﬁlﬁcarﬁd(:@r?éﬁetrformed in
parallel in gfr regi st ance by

Note theusiseﬁtgngt hempSM is inrout, for example,
. from the outS Q. eQtck@Nve@NA configuration may be
provided, in@EANGEMARAL, Of <o ve performea is
selected in !EELLLCQ €8n Ale€Qit 1ength of data tnat is

to be subjecnpeg to anrerxcrﬁ(/jpx‘::!orrl1 or decryption process. The

accordance wt

control c:chu:Lt 273 anorms con dOltOi_ changing a sequence

IC CO
of app11catl&tnopégl73 respective Fnunbtllcﬁéfdlcated
circuits in Waﬂ&:ﬁw;e w:ah bl‘} LFFJaTtFOF'yaHE)f:ODtrOl of
performing rﬂ:pcf fue:rc:elﬁ;taccr!rajt.rrmteetg respective
reistel stru@@dd. ST yi ng a
[0257) condition in which a
wien apdT1cB: UNAURNEE. O cn, the £irse o

function Flbge@ﬂgl;]@éoctg[ng Ql Lu1t0551 and the
the data lines is
dual to or nore unan
a predeterm ned val ue
are set as the
plurality of matrices



50721090 are utilized

in 7h cryttographic

processi ng section

are a plurallty of

di fferent matrices 50721050
second F- funcstlac.yzll FSZf Xeld[]cgteda rogessi c1rc it 252 e

At PO WhICh “d™ o

applied so tlﬁf ﬁr_iy p}ﬁ,a ﬁﬁéerssebfo whlch various
Feistel struab]arasn@’he@liBQﬁ)l }Je }feeflermed.
Cryptographiabrioce@ﬁs ztui?pertdzatvalollq Fiesg in which
bits to be pio&ss@ﬂ U'ain eb@yp@ibn PR or a
decryption ptohaainart IaffEeeqnt,tJaIEbe performed.
(02581 m rionun1nunber of

Addltlona{looaqggusgh Ln “Rample J_lggthch two P-
the data lines

a
functions ar%us.ed is show, % %d 7f the rﬁ)nflguratlon is

eI ng se

not limited 2 aﬁé)ror;ﬁdﬁd lﬁ‘lﬁﬁ ?ﬁj‘%é? ghich two -
functions arbfsedoraa:ht. ﬁéjéar result can be expected
also with a EFF)'Lg.u%IiSWn] which any number of F-functions
are used. F@ QKRS p@eﬂé{i‘cemged TOstt h@ructure that
has been pre@lab@ dkdcABS witRAGKHencOFo Fig. 14 is
contigured af BCexPhAAl FAIMINALLARERSH sarisries
the airrusioQfia- DL BACNAS nechanion (pswy, and which

has the numberEo’f lag ljl.nls)g =6 w1th appllcatlon of the
orresnandlqg
and F3

three dlffer%lt F-functions

i nes 'nei ng

process conf&;érlatdtﬂ kﬁflégd E)ehStTl éructure having the
number of dab’salg'rl\eg tlaif 151 Teﬁésanil- = 2, which is shown in
Fig. 18, cantbp aﬁs‘cﬁ@‘reﬁa{ti} @lication of the same
three types $TERETubCRS: i RRC| el edunitfpns F1, F2,
and F3. Alsd'_ MhC&%tu%ﬁhan which the number of
data lines iEse‘tfauQGtZi, @kﬁsrelpaait/e @Er@ces Fl, F2,
and F3 are ai‘rgngé‘!ltwi;hcg SQ'tting in which they satisfy the

correspondi ng data

line s(i) in the

ext ended Fei st el

structure. [0259]

When the plurality of

A cryptographic



psrforrnl.the

crypt ographi c process

to whi ch uhe above-

descri bed exuended

Fei ste2 structure are . ;000

applied, and a
DSMmeChams?:onputer program
[0259] An i nformation

An examEpF efcescg:flm)gat&ppaf &:tymsg’raphic

processing a@a@ll@hls ast &r@@ﬁ@ﬁeatlhregey,pes of F-
functions, icaanmbez,aap[p}:«;i, edna8s in Fig. 19. A
cryptographib/glgéesJi@faggamlsiZQ)nthat is shown in Fig.

19 includes pElQQZeES%LC@lgn p@ﬁi@;tg‘!jsprocessing
nst ructs

0] a
circuit 281 at perfCorms t E’ functlon Fl, a second F-

function dgip ate9 ro e551 g c1rcu1 82 that performs
rocessinf 1 Vhin

the F—functlalnl?a f ﬁl’érd q ﬁ)flcéforréﬁ_'i\/éedlcated
processing c'prleLéEé%S:FaﬁgeréCﬁrﬁ&Pea}t—%ction F3, a
control circhi.a§74a a@n ulpxelliaru Hiirtuit 275. The
first F-functip@trit @mcper frermnphiecuit 281, the
second F—funét@clnl (@M\ﬂ.dﬂgcapaﬁ Qﬁaeasﬁlingn:grcuit 282, and
the third F- %Q[&S F3l BedQ:tan@Eroce551ng circuit 283

are conflgurgp!odcgaﬂt ttx D%ansgpg:g§ uaga@aillel The
control c1rcu1t %erl_lffxr;ni ceolntgglnc]f 1nputgoutput data

for the reSpeCth roce551n units, and performs a process
crypt p ES5S|

ptographi cproces
of selectlngnagFeﬁltegdf <1: fﬁen The auxiliary circuit 285
performs opeeaé:ﬁf Prgcszlasap?teeﬁ ttxae the F-functions or
the 1ike.  WIM X an ext ended
(0260} Fei steL structure
The conhachiingitaSMFEbﬁf th@fprocess of
selecting a Qe@;t@ Jtl“u@c@r_% d tJQZ@Q:s Iar% one of the

following st%@&re& Qo ge@fo!:mna @%@Ographlc process
satisfying d2 is

appl i ed,
6E7.er:rifling a
-plurality of at

| easy two or ntre



trans f orma=l on ma
br ices included in
F-unotions that are
input to a
correspondithg dal e S07P1050
line in the extended
based on the PHFSIEF st ruct urn.
(a) A Fe[iﬂ??%}ucture havitghtée number of data lines
(the number ¢fjdffigfgisQetrEet = 3 < = 2
(b1) an S @IERGL sTRERAard Stype 1 which
has the numbe(r%@éta bj.nﬁs ftuaSrlm@Qf of divisions) that
is set as anyS)M.ml:IeQ mtﬂgylrwe:{cmﬁrlkcs{;ﬁ)whlch one F-
function is Al[kwgdncglbé E@grmlecnlnt Qc% round

(b2} An extyr% {]tae struct re chaetsyge 2 which

he ex ende
has the numb aof data ilnes (the er of divisions) that
Fel sZe17'St ruct

is set as an;uﬁualijr |s§13§yé}tg du_SZi r @d in which a
plurality ofs“u%rh:tiansbils 63&@@%?0“@ performed in
parallel io ghgorELl mis - 144 -

Note thagogezt]:}@gg@foatppbd :'@d;lput, for example,
from the outMAﬁEer ﬁbyontrBIECircuit 284 performs control
of changing CEHREOGE APNLL:PEOCESSpective r-

function dedlcgtemlrcglbcs r1§§éc§£ag:gq\rgch the setting,
i fferentia

and control ofoper rﬁ llODS according to the

respectlve Fg tela.g rlitugers I near
attacks 7s enhanced
rozez] is reallsed. 1 3274]

With ap}gl;_catEs{imf rtﬁi.ls éonéi{guration, the first F~
function (FlC@qqfciatgquractej;sgﬂ cifuit 281 to the third
F-function (GF YPLOQGE &PftbGng circuit 283 are applied
so that crypREQGESSbAGeAPPREAES] reistel
structures aFei a@@lléd)éan };Eipgr-forzeg. Cryptographic

processes suﬁat]rQ:\A@ vg[]ouseg(i@san %“LiQ]fbit@ to be
configuration of an

| C nodul e dOC serving
as the cryptographic
processi ng appar at us
that perforns the



- 145 - 3071: 090
perfornmed by the CPU
311 and paraneters
coat apprchrlately
change i n processing 50751060
of the program and
processed 1n§6 erfca/f:ttuﬁ pr@FﬁSé OJiT% Fﬁsj?y?:lon process
are dlfferenggzn ]teaaﬁrfﬁ:éedall\’fgt@ tﬁéédonflguratlon
having four aASeR® Fsiitl@]:larg@rfa:fmewa sfceilons can be
provided. key data necessary
[0262] for the cryptographic
As descrl?lge@@k%&s @ palrality of different F-

functions th!trpgjn&fn QInQa@kLaQs@orI\a@lelx ﬁatrlces
mut ation tabl e

satisfying tl’xepdl fusTIon— matﬂ':Lx sw1 Ing méchanism (DSM)

appl 1ed t

are determlned and, the reap ﬂ:lve F functions are

cfyptogr

implemented. pl? 6e61§gcg of aréieﬁzes prihicléaqe F-
functions art @pflfda;ﬁszf)aﬁcfeﬁatthfrw realizing a
configuratiomThiict es:,ryp@prapthh:e)rocess based on any
one of the fI)liltkzexg sd\b:t@estihaelecittveliy Rerformed:

{(a) A FepEtle &Elﬁ‘bl’e&atihﬁ{he tulﬁl&r of data lines
(the number LA SL0EAQE ALLA LS

1) 2 GODLLGUNED (8S..8. of o type 1 wnien
has the number oq‘DdatX lbn@'s\lltpgnw@ber of divisions} that

resi st ant
is set as any G é satlsfylng d > % and in which one F-

function is &lllvﬁit td@? éeﬁﬁ)iﬂbd in each round
(b2) Anﬁrxt@xéléﬂs%}sl‘gfg stﬁaﬁtfre 3108 type 2 which
has the numﬁyeqffd@tprmn’es ft@er number of divisions) that
is set as anexmls&,isfﬁng d 2 2, and in which a
plurality ofCH}PEOGrApNbes preGesSsned in
parallel in aala}drodracr ypt | On.
An appaggugggp§ée giccgiglrgg& g’g n er of bits to
t he above-descri beQ
ext ended- Fei sLel -type
common- key
bl ock- ci pher
processing al gorithm



conmmuni cat i on
processing unit that
perforns data
fl ommurjcation wth
out si de. For exanpl e, 50721090
be processedtin gn encryption process or g decryption
transm : ti ngI recel vin
g knit 705
r,,,erforns data

For exag GMAUTHC AL GrPewist K tan bl
resistance cdn(e erdiyted vSpCrrgrsss gonfiguration in
which a (a i @Qdebd Wikl el qr n@B @Ahan two) types of
F-functions apeﬁxfnﬂ.ﬁm, @uthpdbltcryeﬁfographic processes
based on the .C;Lopeh@sl‘ﬂli&&it ngengraled ..
structures a!erlaelfnged,l g:id qunlﬂtheche diffusion-matrix
switching mec:lﬁggsl?lnt (Dsg;f isd aa'EiQ' i!d!‘ Om
an external device
such as a

8 SR EA EPT W ErTocst e A
Cryptographi@?l?cg'ﬂ_thm Constructiﬁp’ﬁé)cels@s of Present
mmvention] nodul e 300 perforns,

Finally,f OF cﬁp(ca;{miu@ ,prot:ehes and cryptographic
algorithm coﬁ:xﬂi}&[h@l eﬂ&ﬂsies Sﬂ: ﬁla plteéép:einvention,
which have b&eh ’d);EErQQJ @QJ&! Qilpgeocgggged together.
[0265] in which the nunber

of cats lines d is

As described with reference to Filgs. I and 2, the

set to an | nteger _ ,
cryptographlcs}é{to?esss nﬁiaﬁéraials i ixe ip]ﬁesent invention
has the crypiﬁ&r&p&fcdaéﬁifélnwetciﬁont t‘ﬁ§ performs a
Feistel—-type&brevéc_eydlégcé—r:ipb%drocess of repeating an
se-type F-fugshilodlicienterms a data transformetion
process inclx@i_nf;faelbreﬁtleaﬂ irﬁ}eafmation process and a
linear transIoEnatn&prcrcEEa,t inOanplQElety of rounds.

c01055 are set as

l'i near transformation
matrices in
F-functions in an

ext ended Fei stel

process.

[0263]

[0264]



whi ch a sequence of

processes 9 recorded
can be Metalled into
a menmory provided in

a conout er S07P1090
ingorpcnted i.n .

Furthermore, as deg bed t £ Fig. 5 d th
dedi cat ed hardwarf, e ° 2 e

followings, tahﬁary}éta%apﬁié preo)c(e %rlxj;t Sécailon is
configured t%\fef:féfmnaacfriy}\?@fa?h’lc frﬁ(*éss to which an
extended Feiﬁfloﬁfuatﬁrechaxﬁ'ngbaenumber of data lines: d
that is set forpgtigtkdeebtispt@ da 2 is applied, and
configured tg&[ﬂ@fiae’ly pﬁrypaﬁﬁality of at least two
or more diff&Qﬂp‘U:trie{s tGa.pnaablt%ns@irmation
processes thﬁeaEJ QrcmmgginanJmilchUrg in respective
frocegses, end can be
executed. [02821
For exanple, the
The plurﬁ]rlfalgci_faa\ﬁ]l%aétntwbér more different
matrices are rsétcﬁ rad é<d reia]ﬁ zea‘rav é‘Lﬁfe%’on—matrix
switching mef&FPi%E (Pﬁ%r Epf?jfisq(SwE}Fhing Mechanism),
and the crypt‘R@!ﬁ)_hic(pR@a@ J‘_quiy: resistance to
differential MEAADE Yr) 1iS@F kG 1@Snndbced is
realized by {seﬁ Qﬁedtismglrrr&dair WiMeaiize enhancement
of resistanc&;Agyt Lg[ng Q}Q' Dgl‘e,-SSMdtiOtl I;r% arrangement of
matrices are egrggrgegm gc@'cn:dapcee w.lstglélprlg.fic
; recorded
tenporarily or
permanently on a
In other_ Wﬁj\?,ab Pléraigjét bfrcdffﬁgnt matrices

satisfying ar?gsdjit{.fmig mﬁ aa'S'nialm number of branches
for all of tlfeld@%ilb‘lee is()e_qﬁae@c; orgmore than a
predeterminedCID2 RGM {e%ﬂﬁaﬁ}turaﬂtﬁ& matrices
that are appR&i&g t@iiyearYe:g;ﬁﬂynLt,ion%pocesses

MO (Mean etc opoicsl)

disc, a C/D (Digital

Versatfle Disc), a

magnetic disc, or a

sem conduct os nenory.

rounds.

[0266]

conditions.

[0267]



132851 As

descri bec above,

according to a

oontiguration in an

enmbod: net of thC 50721080

which are pez@orm §qp%h -I;hfunc 1ons Qﬁb mlnpmum number
| ste

of branches for S}bfbihed@GXBles being ]s'e41§cted from
among minimuny pupners OF ﬁx@g/ches corresponding to the data
lines, each cBltEfch'r_li&\fnp)HI@?rs pfrxﬁtnérgss corresponding
to the data Jii:ﬁzs Mimgcqqsegpf\p_iteyapgansformation
matrices inclQdef YNCTEIONSs irACi-tidipfQe =
correspondind @R libeN@ @Fe extended Feistel structure.
The pluralivd £-ARNSEORMBLIQN e repeateary arranged

in the r-ran 386 QNS AN LiNEAL.cive daca
transf.or

lines in the exténded Fels[ struc@ure.

sections are
repeat edly perforned

More speicjﬁlcallbl it %I.niajtiv oG fiitierent matrices
that are utiyigshg|ghe cryptographic processing section
are a pluralytppnAdLPyrckizops setisfying a condition
in which a nSEQT u@AS ot @nyBd @ & equal to or
more than thidb, UMh@hintnyh @fber of brancnes (8,21 for an
of the data Ghef BEELNALecded ABALons minimum numbers

of branches [-grngﬂ$f qgrqutzolng@ to the data lines, each
|A¢¢¥arc

of the minimum numbers anches e ?] corresponding

to the data ﬁreg beslet cal n a ne‘lchg asis of linear
cture™ 6t ai hed b
transformatlgxrﬁtéﬁ:fﬁ Jril&ludéd F_ﬂe‘i ngeéT k 1s an integer
equal to or Ig)fertlﬁtlt tm(r e;orhgvoluh@f?(vvj:ms that are
input to a cﬁaqs;andliq'g nes ,lin'F s@) ,j.n 1hﬂ extended
reistel stru@urb@) St el structure
aternafl@W, NG ANRYL: QUAEDEEnOFatrices that
daLa lines that is
equal to or nore than
two, such as three or
four, thereby
realizing the

[0268]



- 151 - 50701090 one

round, whereby a

cor pact crvotoorsohic

processi ng,appar at us

In \Nhl Ch no usel ESS S0721090
are utlllzedcul'x r1;h<e cryptogra apcr oyCIeSé ng section are a

is realize I Ej o

plurality of ﬁlffirﬁn_ matrlces satisfying condition in
which a mln;uﬁlé &La?eal ﬁGarr?}fjes éBzL] for all of the data
lines is equnﬁd‘,ﬂfoi: g:lfﬁ- a*f\ri @ﬁee,l H‘xe a:ﬁllmum number of
branches [BlpAdcodrinentetofindshang selected from
among minimurpﬁueﬁemg bi:awenliBjL@h})] Qorresponding
to thé c_iata ﬁllelsbr aalcﬂ &fyt:he()iinimmn numbers of brarnches
(5 )1 B LG mhepc@taflqrremﬁg caleulated

on the baSlstgpll&;r alaﬁsf&g@l Jl gured, iseq in
erfo ferent

rm.d
two contlnuoTs F- unctions _Fe input to a correspondlng

I near trans ormat i on

data line s Fjrlactkéeseédg%dedugellsﬁegl séructure
plurality of

When thﬂ;i)lfrﬁ]é?yeq«ﬁtdifﬁﬁfnf imf}eiges are denoted by
n {where n 1aﬂ*d1n&gee@miﬁf‘ gauqralt)qe oRn two)
different matrSceIr:01 @ed, - Ivn., Wi Ghyotion
processing s&tﬁﬁmngﬁryﬁlﬁon processing apparatus of
the present Lzlltieln*l LnZJ!s anf;gh:@d so that the different

matrices My, gl urMnal LLXeprtedly arranged in an order in
ncti.on pere

the F- functlons x_hat aJ:e inpu spectlvg data lines

LS T8 chanded Tn
in € extence eis structure. S an examplie o a
a t a

accor nce w
specific exL%néﬁthFlﬁt@l structure, for example, the

extended Feiftflh@rue%y: cé the type 1 that performs only

one F—functi@rjy ptieozgllmapshlpce has been described with
reference to[JEAC @SB I1NGen@PPaF@tetiSreistel
structure thit&oeffa:ael Ja lleldlitMi EC]hnctions in
can selectively
perform any' of
cryptographic
processes (a;, dol;,
and (bd.), i.e.,

[0269]



CLAI M5 : aphi s,
. processi ng appar at us
charactom red by
COntprimng, a
crypt ogr apnic S07P1090
parallel in E’lg gglr%SSI n i§e§.Ct I on
ker per orns a
Fei stol - fype
Note tha&éFﬁT%ﬁS_erRé{]vention includes the
cryptographibprﬁcﬁpe_ir@iaﬁ:hréiaus ﬁf}ddlé‘@gjsthat perform
the vcryptogr@fxic Ip@p@atq vﬂlg:h I above-described
extended FeiGP- itprt@re7a-ref Ebﬂ:@édj, (€3] a dAnputer
program that&er_ﬁJrUsrtﬁJa i:rtyp}éog@iphlc process, and further
includes an [n@)lﬂrﬂqgn prEJgémgeper_\éﬁg and méthod that

constructs a cr)fpi!tl)gl:gplhlcq:rgocgsglng er mtgrgfor
dat a transfor

performing tl?é cryptographlc DI ces t hlch the above-

rocess I nc

described extended felstel structure are applled and a

[0270]

non-11 near
computer prograta nof or mat i on
[0271] process and a |i near

An infotmprin SO FTBEt $POHMatus, such as a general
2C, can be afli@C €SSs iMMIRERH Broteht@y apparatus
tnat constru€b Y PEOGE@ONI Bocessing algorithm, and
the informat R Qgeessaj,gnagpaga@@thgsonmm unit that

can perform ]:h§ foqpoO n!_; &%LLE?SQHgtserS In other words,
perforn1a
the steps ar

¥ pto raphl C Nnrocess
evﬁ.nln%stdynofex% éﬁldptc&raphlc—
processing- ai:_géﬁlgut\ c%flgugiti.oaéf tﬂl%ﬁ an extended
Feistel struﬁ:aﬁ\?ihﬁrgnga’\ rﬁ[ﬁ:ﬂ&ogrdateflines: d that is
set to an inghgdr gathifriesd = d it lr@tied) Qetermining a
plurality ofS@lieaftOcw@ bl Iiwﬂat @g&rent matrices that
are to be apﬁ.&ﬁitSﬁMi&aﬂQraﬁthﬂa&oi &ocesses which
applied, is

configured uo

selectively apply a
plurality of at |east

two or nore different

a matrl



the plurality pi
different natri ces,

which are util ired

In the oryprographlc

pr oceSS| ng ‘Sect i on, S07P1090
are performedd;mf f feuFLngﬁ)usr gl I tu}étlve rounds; and

a matrix= sg?ftllng pﬁ)@ regeatedly arranglng the
plurality of Ggﬁedimf Imi\jﬁlcefs w}v\ﬁlaéehde*aermmed in the
matrix—determirzﬁ' FFEAMIA Eweﬁpncgﬁns that are input
in the respeddfvaACH @S esEn5e] exfe@a reister
structure. @l |1 Of the data |ines

[0272] is equal Lc of nore

The matrg)tlégerrtt I;x] né)gciep I rl)@rfomed as a step of

performlng ar;n:ogess omege ml& , a? he plurality of two

or more dlff(ep:rn?pna(\:t l%s Es oy ices o be applied, a
al'T "of “‘thé” Hata F €8

plurality of ﬁgﬁﬁa g%lrlé?ftsétdsf¥ngo?.ﬁ:ondltlon in
which a miniwﬁlgr 1 PR AU D etishe data lines
is equal to qgfmordyrthgn lregieternined value, the minimum
number of br{n&@s( saé ia]-.ﬁ) o)f the data lines being selected
from among mGOId @8PONE LRGN QorFR@nding to the
gata lines, dat@ thd NESun LACH o OF anches

corresponding h)ethgllalgé wwb&umgeti%n linear
of breec

transformation mat zs Ingc % ed in F-functions that are

input to a co re¥ é At llne :Ln.l_th )hended Feistel
cor r es

dat a Ilnes belng
10273 cal cul ated on the

The difiba‘sqi-rgtr@f swlitickp'[@aqechanism (DSM:
Diffusion Switfhgld SEGInMRAL Ls@Ralized in the
cryptographiﬂ‘ﬁtcreiss(:te Svhijc}nemle u;d&@ied | FEkstel
structure thk i;s \é@cerElg Kucj‘x S p@&ssing algorithm is
i nteger equal to or
nore than two)
cont i nuous
F-functions that are
input te a

structure.



50701090.

transformation na 1

one inc uded in two

conti nuous ,, -

F-functions that are S07P1090

applied, wheiepyptlflmg cryp(%og phic pr cess in which
corresponail n

resistance tT d.:l.ffeereacal attack r(bnear attacks is
snhanced L Ex5EHded ne| st el
(02741 structure. b. Tne
[9. Exan@*eyzpt(lgxgllglaghqncaf Cryptographic
Processing AI@FI@@GSSi ng appar at us
Finally,C]ﬁE.djonsg)wl [} Qm&em 1,configuration of
an IC module GSIS})aJ ai‘;rl;;gg ltkéezglptl_og]:aphvc processing
apparatus th;tl'lj@;fbrms the cryM‘g@!}lhlg Ig:%cess according

to the above s bed e ydlment The above-described
f?e 5ens matrices

process can baer_p&rfo aeﬁd.]f edr Bxample, BCs, IC cards,
readers/wrltixﬁm%rx/'ér cﬁls Ft§eraiﬁformation processing
apparatuses. | Ft écgzéu‘aul%@el &jot {9 Tepr 20 can be
configured im—pugh tahigyy dpw}.
[0275] di fferent MEtri CCS,

2 cpu (Jent@i probdd@ng unit) 301 shown in Fig. 20 is

a processor v@l[cy Q&@QJSQQQLOQ of start or end of the

cryptographipgrgc%gs %}lxlgl ex%grgl; LoQt@oli o§
nfigured so

transmission a d rec data, which performs control

of data transfereamenl reseer eix[]etc nstituent units, and

mat 71 CES Wb, 4Fe ’
which execut?seoﬁ'@rafaéjdllsytyﬁf P%ﬁqgéﬂls A memory
302 includesiarf{ODaﬁeaéTOﬂ.e-]MemFrﬁ) thhtestores a program
executed by fRe £RYrPelt 4rOIs< thatuctays@peration
parameters, 4 ]Q%put\andgloncteheMemory) used as a storage
area or work [aE:8 Q&C@r&é&nmda%claedl iin G%Socess

i n uhe extended

Fei stel structure.

6. The cryptographic

processi ng appar at us

according to any. of



the cryptogranhic
processi ng section is
"unfigured to
nerforn( a

cr. T.togr ap?u C S07P1090
performed bypge CPU d(§ &t n a%eter thaa"pappropriately
change in proecxssgn ?the preolr§ and so forth. The
structure”shat

memory 302 Cﬁé:iﬁfabsfz ﬁfd és thﬁfa#l ﬁrTayfor key data
necessary fobf:he c;ypt:tgse)hi_c p%e??,lao‘geasformation
table (permuﬁ.tj:ﬁ)ru nse]tei ean]Sedi q the cryptographic
process, datpa:fbaladl T@ltrainsﬁor@aﬁen fna@uﬂaa, or the
like. Note tlhac.t 1applnje&dble th£ theTJg@ storage area
is conflgureg Esprchg¥ @apﬂl; G tamper resistant
processi ng appar at us
according to any of
A claims 1 to -
”mﬁ%Mﬁ%ﬁ%% nthEe
example, a ctyhtégrtplhy ﬁfo@egf érﬁhiecﬁyptlon process
according to ppeoﬁ)érsg?sﬂrgbes @thideeﬁeii;tsl—type
common-key b@gﬁdfii)}glufre@sstn@ algorithm. Note that,
here, an exa@)&r andﬁm tHA[h;a/ﬁto&apthS processing means
is provided &nayseisaﬂitsgﬁtrle is shown. However, a
conflguratlolsﬁeglbstséurl@ag Q} whlcll gstead of

providing su% q lndependen@nyyptograpgg processuﬁg
isfyin

module, for examplet a crypt raphlc rocessnlg program is

0og rocess
stored in thf V\ﬁn-d élh whécﬁl té%( %ﬁ(a réas and
executes the Fpé(ig§[[}] étioregtu’r Uﬁeﬁﬂdr e
(02771 that utilizes a types
2 rando@funder: feaqa@cd ONSeraAd 2 process of
generating rtnh}ﬁtnunlaas n&h%rﬂ%ﬂb@{ration of keys
which are ne&gsag%z.athle icﬁ@:sg.rapdic process or the
which is set as d =
2ax in applied, the a
types of F-functions
performng different
| i near transfornaci on

structure.

[0276]



i ncl udi ng: an
F-function perform ng
un: = that perforns ax
F- functions which

are perforned in 50721090
e, parallel in one

rodhd; and a
[0278]

con--al unit that

A transﬁbt_irf;ﬁfcﬁ;’gfirﬁdfié 305 is a data
communicatio'fl Hjﬁmsﬁ.r@u@ﬁmlateogmrrrsmata
communicatiof @th pun@del- for) patrieQ nhe
transmittingpﬁcrefv@fg miﬁgOmiftrms data communication
with an IC mlane sIquexs GrryaerngLEépEHd @erforms
output of CJ_p:lezQ(g(e%éMggd arpgari(axlo%e input of

data from anaegt%z_glgl éev:.ge su%’l ayread£r/wr1ter, etc.
Claims 1 CC 5

characterized in them

The ‘IC Toﬁuée %OP ﬁﬁfoéﬁr éciﬁﬁi(a&lple, the extended-
Feistel—typepclx@’&pérgglij.cnﬁocgﬁCif iwlﬁﬁx the number of
data lines dl Jﬁeftutdes :intage:pisaaiisfairnig 'ldy 2 in
accordance wyfh te- fo¢yErO¢sEORd embodiment. Different
linear transﬁﬁfafi@f m:ﬁ’l@s Hﬁ)sethﬁ linear
transformatitrhra.tricpe Erf OEM:ions 11157 eftended
Feistel StruStg rl;qugng'mgl iogi[ngqg the above-

described ern!boldjpneegrwhterrel%ntéf g.rffq‘salon~ma rix switching

[02791]

ocesses usli ng ) )
mechanismn b/l L[I):Ffé sio Sw1t<¥11ng echanism) is reallzed
so that IESldtJalfCT 6or %ﬁ ere%ilratté ég ©or linear attacks
can be enhangfid a contro:
[0280] unit that changes a

The preS@QUESNCE of padt iﬂehq'nzoiadnjg detail with
reference td dﬂesppcliﬂr: alllbicctir}éntOfHowever, it is
obvious thathr SlHACHE QN Perd OF M.NAG:xe

units in accordance
with a setting,
wherein the contro
unit



I's configured no

sel ecui vely perform

ary of crntogranhic
processes Qa) (bl),

and :232;, .e., S07P1090

modlflcatlong ar) alterna[lycpt o%qreaégbodlment without
process USI ng

departing from the tSCé}Te of eljaéetse Fénventlon. In other
words, the p:ﬁaée\lri Hsgentlht‘ehaﬁaeﬁbéi]sclﬁfd in a form of
illustrationd a*ld &horu*dr?ersbed:esttﬁgti.ve}ysconstrued.
The section GELATEESshehly beZeferred in order to
determine th{ Bbde @ tBI yAE-OgIvanhi.c
[0281] process which uses an

me sor@XteNaea.Felstal:, e specification

can be perfo§n£c! k%/cngrléwage D%\ééthrlla% or a combination
data |1 nes

conflguratlon of oth hardware and s%ftware. In a case in

which the pr?]clefﬁﬁearre %eéftorfmgdf lvlsiﬁféwaaay a program in
wh%ch a sequinée ?, prﬁﬁsdesiiﬁ rw?eid Gﬁ'x be installed
into a memorjoﬂr_oxz.?ed one C@P“fﬁﬂﬁmblipf}ﬂtEd in
dedicated hajdgar@| Oyede t@cul3@ nlternatively, the
program can @Nnit@]ﬁ%dtoial’ber@&@—burpose computer
capable of pgr@&}ﬂdg va@ious processes, én@%}n be executed.
(02821 a cryptographic

For exan@[oog V\hl ¢ Use

Lgram can e Irecor: ed ln advance on

a hard disk or ROMen cad OnlEeMleng}y)elser ing as a recording
rucLare "havi'ng tfe

medium. Alteﬁrﬁ%%F 1:6? prd%?mecariljge_ 1tgﬁd (recorded)
temporarily tf pteﬁalentFySon§ettemotable éﬁ:yrding medium
such as a flaf-f&mbélrsc Saaq:DTRg\'f yifmﬂagt @sc Read Only
Memory), an B (Mgf¥de pricaihiceh a@pvp (pigital
Versatile D:LQ:I) HUES wgietly dfjsf:, or a semiconductor memory.
Such a remov&lgc Q%thgarﬁérunagag be provided as so-

al l oned no he

performed in parall el

in grac

cryptographic

processi ng appar at us



Pal ate] -type

common- key

bl ock- ci pher process

of repeating an

SF type Functl on in  so7rLoso
called packaged Qo r al I t y Of r Ounds

ina cryptographlc

pr ocessi ng sec: i on,

Note thatt ﬁ? ;gcpfafny?jxebe installed from a removable
recording meqigmslj ﬁiest:ﬁllt?ﬁ akﬁéar jfn@rmiowgter. In
addition, thqqprokgfrarat reansStor- At icppEly from a
download sit@fo%@&stej:,nﬁlbadriaﬂ@rlad by wire to a
computer via ﬁ&@dw&rm&aﬂ as a LAN (Local Area Network) or
the Internett Ena-n_l%fcg{pmi‘aggecelve the program
transferred Rrsgc%% §annan ﬁlsl !Ll %agto a built-in

[0283]

o gran% OfﬂHthﬂ
recording medium suc a d
process, wherei n.

[0284]

crypt ographi c

Note thaﬁrvbrécéggﬁoﬁgse%feécpibed in the
specificatiori; QY ae getrfeﬁ\ecbfequentially in the order
described, op@lyfa@p m ﬂagfoated in parallel or
individually Gk Y{2brOgF-aPhi sCocPEBLCOSSilities of
an apparatustt&t \M]:'f&rh@ tﬂﬁpx@&éls@sﬂcﬁl%d an as needed
basis. In a(Jd:ﬁ!LoQ,t gl‘sy§tmr lrllgltc_lu{eg :Ln the

specificatiopgsvclorr;]fgqug asugp%lcal set of a plurality
ata |1nes:

of apparatuses and is not limited to a system in which the

to an |nteger
apparatuses haé]fl(? ref;pecthve c81f1 urztlcinss are contained
1““E5meﬁﬁﬁ1|ed, and I ncl udes
Industrial A%hlc@ﬁetryat i on st ep of
[0285] perform ng operations
as desciibba \WhFC hccafdpll} bid al:cjmtiylration in an

embodiment ogthe @nssdne @S;ntitorv,\ﬂn QrFeistel—type

nmore different

matri ces ore

sel ectively applied

to |linear

transforg, ation
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plurality ofirsuncéd acai‘ld—@,n@tierr seﬁfﬁcrn@ to which a
plurality oftdhjaen-entt hrne@,tratxsh@mation matrices are
applied are &md mst@um@re%tained by expanding
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Accordil@;fto brcafﬂﬁ;hr.eﬁon in an embodiment of the
present 1nvef1ta:ﬁp] la SM );ﬁratlon is provided, in which a
cryptographlg erogegssgmgi‘x QrgexteQdex &Qstel structure

having a numg Cpﬁata Hl@eess d Ql%lc nsgset to an integer
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performed in{ E@fu@piomeesb%eﬁ xtom). A plurality
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minimum nurnbEr' Lffu)%(l:hgé)ﬁs a]tl natheatgte lines is

input to a

correscondi ng data

lins s(i) in the

ext ended Fei st el

structure. - 150 -
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processi ng net hod

according to (lair.
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performing uThSeisCCrhVﬁfi org Fc&cﬁfﬂnc& with a setting,
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has the nunber of

data lines: d which

is set as d = 2ax is
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matrices arepegreft@ﬂmdanq}em iea€ h—functions that are
input to thefr@sld&d,ve @Ea lines in t}(e ag:)anded Feistel
structure. @ Crypt ographic
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structure having the

the plulﬁhl%grdlgéren&aftrlc Sep ﬁthh are utilized
in the crypta;rip]hiétprOFeés11§eslectt06 any

e @ PR rt SETITSTYTHG o2y -
condition inz\l’hic}aﬂdinimﬁn WhHe'C bt taenches [ByP] for all
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minimum numbEr- Jflj)%lhiésO[lﬁS] &k 811 of the data lines
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are input tos:t)eerﬁspecfcivg aﬂe Fjﬂg in It}rﬁ eatended
reistel strugeprypt ogr aphi c-rrocess
6. The crybtﬂ@ap&jlc@@fc{sisiﬂgrnpparatus according to any
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types (the ad:-p/pemftFi—fmc‘éorﬁiif f;rerr@lm
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.
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different linear transformation processes using the
plurality of different matrices; and

a control unit that changes a sequence of utilizing the
plurality of F-function performing units in accordance with
a setting,

wherein the control unit

is configured to selectively perform any of
cryptographic processes (a), (bl), and (b2), i.e.,

(a) a cryptographic process using a Feistel structure
having the number of data lines d that is set as d = 2,

(bl) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying d = 2, and in which only one F-
function is allowed to be performed in each round, or

(b2) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying d 2 2, and in which a plurality
of F-functions are allowed to be performed in parallel in
each round.

11. The cryptographic processing apparatus according to
Claim 10, characterized in that

the control unit is

configured to select a processing mode to be performed
in accordance with a bit length of data that is to be

subjected to an encryption or decryption process.



- 158 -
S07pP1090

12. A cryptographic processing method for performing a
cryptographic process in a cryptographic processing
apparatus, the method characterized by comprising

a cryptographic processing step of performing a
Feistel-type common-key block-cipher process of repeating an
SP-type F-function in a plurality of rounds in a
cryptographic processing section, the SP-type F-function
performing a data transformation process including a non-
linear transformation.process and a linear transformation
process,

wherein the cryptographic processing step

is a step of performing a cryptographic process to
which an extended Feistel structure having a number of data
lines: d that is set to an integer satisfying d 2 2 is
applied, and includes an operation step of performing
operations in which a plurality of at least two or more
different matrices are selectively applied to linear
transformation processes that are performed in F-functions
in respective rounds,

wherein the plurality of different matrices, which are
applied in the operation step, are a plurality of different
matrices satisfying a condition in which a minimum number of
branches for all of the data lines is equal to or more than
a predetermined value, the minimum number of branches for

all of the data lines being selected from among minimum
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numbers of branches corresponding to the data lines, each of
the minimum numbers of branches corresponding to the data
lines being based on linear transformation matrices included
in F-functions that are input to a corresponding data line
in the extended Feistel structure, and

wherein the operation step

is a step of performing linear transformation
operations based on the plurality of different matrices in
the F-functions that are input to the respective data lines
in the extended Feistel structure.

13. The cryptographic processing method according to Claim

12, characterized in that

the plurality of different matrices

are a plurality of different matrices satisfying a
condition in which a minimum number of branches [B,P] for all
of the data lines is egual to or more than three, the
minimum number of branches [B,®] for all of the data lines
being selected from among minimum numbers of branches
[BkD(s(i))] corresponding to the data lines, each of the
minimum numbers of branches [ByP(s(i))] corresponding to the
data lines being calculated on the basis of linear
transformation matrices included in k (where k is an integer
equal to or more than two) continuous F-functions that are
input to a corresponding data line s(i) in the extended

Feistel structure.



- 160 -
S07P1020

14. The cryptographic processing method according to Claim

12, characterized in that

the plurality of different matrices

are a plurality of different matrices satisfying a
condition in which a minimum number of branches [BZD] for all
of the data lines is egual to or more than three, the
minimum number of branches [B,P] for all of the data lines
being selected from among minimum numbers of branches
[B,P(s{i))] corresponding to the data lines, each of the
minimum numbers of branches [BZD(s(i))] corresponding to the
data lines being calculated on the basis of linear
transformation matrices included in two continuous F-
functions that are input to a corresponding data line s(i)
in the extended Feistel structure.

15. The cryptographic processing method according to Claim

12, characterized in that

the plurality of different matrices

are a plurality of different matrices satisfying a
condition in which a minimum number of branches [BZL} for all
of the data lines is equal to or more than three, the
minimum number of branches [BZL] for all of the data lines
being selected from among minimum numbers of branches
[BX(s(1))] corresponding to the data lines, each of the
minimum numbers of branches [BzL(s(i))] correspeonding to the

data lines being calculated on the basis of linear
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transformation matrices included in two continuous F-
functions that are input to a corresponding data line s (i)
in the extended Feistel structure.
16. The cryptographic processing method according to Claim
12, characterized in that,
when the plurality of different matrices are denoted by
n (where n is an integer equal to or more than two)
different matrices, i.e.,
Mg, My, ...Mpoq,
the operation step is
a step of repeatedly performing the different matrices
My, M;, ..My; in an order in the F~functions that are input
to the respective data lines in the extended Feistel
structure.
17. The cryptographic processing method according to any
of Claims 12 to 16, characterized in that
the cryptographic processing step is
a step of performing a cryptographic process to which
an extended Feistel structure that performs only one F-
function in one round is applied.
18. The cryptographic processing method according to any
of Claims 12 to 16, characterized in that
the cryptographic processing step is
a step of performing a cryptographié process to which

an extended Feistel structure that performs a plurality of
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F~functions in parallel in one round is applied.
19. The cryptographic processing method according to any
of Claims 12 to 16, characterized in that
the cryptographic processing step is
a step of performing, when a is any integer satisfying
a 2 2 and x is any integer satisfying x 2 1, a cryptographic
process to which an extended Feistel structure that utilizes
a types of F-functions and that has the number of data
lines: d which is set as d = 2ax is applied, the a types of
F-functions performing different linear transformation
processes using the plurality of different matrices, and
a step of performing equally x pieces of each of the
types (the a types) of F-functions in one round.
20. The cryptographic processing method according to Claim
19, characterized in that
the cryptographic processing step is
a step of performing a cryptographic process, in which
an F-function performing unit that performs ax F-functions
performed in parallel in one round is applied, in accordance
with control performed by a control unit that performs data
input/output control for the F-function performing unit.
21. The cryptographic processing method according to any
of Claims 12 to 16, characterized in that
the cryptographic processing step is a step of

performing a cryptographic process
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by using a plurality of F-function performing units
that perform different linear transformation processes using
the plurality of different matrices, and

by using a control unit that changes a sequence of
utilizing the plurality of F-function performing units in
accordance with a setting,

wherein the cryptographic processing step is a step of,
in accordance with control performed by the control unit,
selectively performing any of cryptographic processes (a),
(bl), and (b2), i.e.,

(a) a cryptographic process using a Feistel structure
having the number of data lines d that is set as d = 2,

{bl) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying d 2 2, and in which only one F-
function is allowed to be performed in each round, or

(b2) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying d 2 2, and in which a plurality
of F-functions are allowed to be performed in parallel in
each round.

22. The cryptographic processing method according to Claim
21, characterized in that the control unit selects a
processing mode to be performed in accordance with a bit

length of data that is to be subjected to an encryption or
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decryption process.

23. A cryptographic-processing-algorithm constructing
method for constructing a cryptographic processing algorithm
in an information processing apparatus, the method
characterized by comprising:

a matrix~determining step in which, in a cryptographic-
processing-algorithm configuration to which an extended
Feistel structure having a number of data lines: d that is
set to an integer satisfying d 2 2 is applied, a control
unit provided in the information processing apparatus
determines a plurality of at least two or more different
matrices that are to be applied to linear transformation
processes performed in F-functions in respective rounds; and

a.matrix-setting step in which the control unit
repeatedly arranges the plurality of different matrices,
which are determined in the matrix-determining step, in the
F-functions that are input to the respective data lines in
the extended Feistel structure,

wherein the matrix-determining step

is a step of performing a process of determining, as
the plurality of two or more different matrices, as matrices
to be applied, a plurality of different matrices satisfying
a condition in which a minimum number of branches for all of
the data lines is equal to or more than a predetermined

value, the minimum number of branches for all of the data
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lines being selected from among minimum numbers of branches
corresponding to the data lines, each of the minimum numbers
of branches corresponding to the data lines being based on
linear transformation matrices included in F-functions that
are input to a corresponding data line in the extended
Feistel structure.

24. A computer program that causes a cryptographic
processing apparatus to perform a cryptographic process, the
program characterized by comprising

a cryptographic processing step of causing a
cryptographic processing section to perform a Feistel-type
common-key block-cipher process of repeating an SP~type F-
function in a plurality of rounds, the SP-type F-function
performing a data transformation process including a non-
linear transformation process and a linear transformation
process,

wherein the cryptographic processing step

is a step of causing the cryptographic processing
section to perform a cryptographic process to which an
extended Feistel structure having a number of data lines: d
that is set to an integer satisfying d = 2 is applied, and
includes an operation step of performing operations in which
a plurality of at least two or more different matrices are
selectively applied to linear transformation processes that

are performed in F-functions in respective rounds,
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wherein the plurality of different matrices, which are
applied in the operation step, are a plurality of different
matrices satisfying a condition in which a minimum number of
branches for all of the data lines is equal to or more than
a predetermined value, the minimum number of branches for
all of the data lines being selected from among minimum
numbers of branches corresponding to the data lines, each of
the minimum numbers of branches corresponding to the data
lines being based on linear transformation matrices included
in P-functions that are input to a corresponding data line
in the extended Feistel structure, and

wherein the operation step

is a step of performing linear transformation
operations based on the plurality of different matrices in
the F-functions that are input to the respective data lines
in the extended Feistel structure.

25. A computer program that causes an information
processing apparatus to construct a cryptographic processing
algorithm, the program characterized by comprising:

a matrix~determining step of causing, in a
cryptographic-processing-algorithm configuration to which an
extended Feistel structure having a number of data lines: d
that is set to an integer satisfying d 2 2 is applied, a
control unit provided in the information processing

apparatus to determine a plurality of at least two or more
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different matrices that are to be applied to linear
transformation processes performed in F-functions in
respective rounds; and

a matrix-setting step of causing the control unit to
repeatedly arrange the plurality of different matrices,
which are determined in the matrix-determining step, in the
F-functions that are input to the respective data lines in
the extended Feistel structure,

wherein the matrix-determining step

is a step of performing a process of determining, as
the plurality of two or more different matrices, as matrices
to be applied, a plurality of different matrices satisfying
a condition in which a minimum number of branches for all of
the data lines is equal to or more than a predetermined
value, the minimum number of branches for all of the data
lines being selected from among minimum numbers of branches
corresponding to the data lines, each of the minimum numbers
of branches corresponding to the data lines being based on
linear transformation matrices included in F-functions that
are input to a corresponding data line in the extended

Feistel structure.
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ABSTRACT

To realize an extended-Feistel-type common-key block-
cipher process configuration for realizing a diffusion-
matrix switching mechanism (DSM). In a cryptographic
process configuration in which an extended Feistel structure
having a number of data lines: d that is set to an integer
satisfying d 2 2 is applied, a plurality of multiple
different matrices are selectively applied to linear
transformation processes performed in F-function sections.
A plurality of different matrices satisfying a condition in
which a minimum number of branches for all of the data lines
is equal to or more than a predetermined value are selected
as the matrices, the minimum number of branches for all of
the data lines being selected from among minimum numbers of
branches corresponding to the data lines, each of the
minimum numbers of branches corresponding to the data lines
being based on linear transformation matrices included in F-
functions that are input to a corresponding data line in the
extended Feistel structure. BAccording to the present
invention, common-key block cipher based on the DSM with a
high resistance to linear analysis and differential analysis

is realized.



