CUSTOM ZATI ON OF DATA SESSI ON RETRY MECHANI SM | N A W RELESS PACKET DATA
SERVI CE NETWORK FI ELD OF THE APPLI CATI ON [ 0001] The present patent
application generally relates to wreless packet data service networks.
More particularly, and not by way of any limtation, the present patent
application is directed to a schene for custom zation of a nobile device's......
data session retry nmechanismin a wreless packet data service network. ‘
BACKGROUND [0002] Radio resources in a wireless packet data service
network are scarce. Wien a data-centric nobile device continues to
negotiate with the network infrastructure for establishing a data session

even after it receives certain_ reject codes, such repeated attenpts can
contribute to afY3HEHEALd P CFheA ﬁgﬁ%ﬁﬁﬁ@NI%ﬁﬁﬁYrMﬁd%?NﬁﬁMwork wher eby the

overal | performance’ éf RIFELFSEWEAKEREYPHEA nelgdY 1 ¢k INETHGRFact ed.  SUMVARY
[ 0003] In one enbodi nent, a schene is provided for custom zation of a
nobi | e conmuni cati ons device's data session retry nechanismin a wrel ess
packet d&IELSeOVi TEE ABPWOEXTIWHon detecting that a cause code has been
returned nod i sposed.in w.rel ess. packet data rvig network, a
structur e[oi@sél?nt er?ggatp%& = 51tdé%aere%tnea?g?fjt(g%mélaﬁeen%ro gl}f s™ a}?)tf)ees’d to a
flag rel ald ngwt pelbgs devpaiies: datdatasessépni¢et r ndmehami.sm Rasqansi ve to
determ nin tha& t?e regeived cause c%de i S napEed,as a critical cause
code. th&3fticularly, not by way of any limitation, the present

patent application is directed to a scheme for customization

of a mobile device’'s data session retry mechanism in a

wireless packet data service network.

BACKGROUND
[0002] Radio resources in a wireless packet data service
network are scarce. When a data-centric mebile device

continues to negotiate with the network infrastructure for
egstablishing a data session even after it receives certain
reject codes, such repeated attempts can contribute to an
increase in the signaling load in the network whereby the
overall performance of the network may be negatively
impacted.

SUMMARY

[0003] In one embodiment, a sgcheme ig provided for
customization of a mobile communications device’s data
gegsion retry mechanism in a wireless packet data service
network. Upon detecting that a cause code has been returned
by a node disposed in a wireless packet data service
network, a structure is interrogated‘1xa determine if the
cause code is mapped to a flag relating to the device’s data
gsession retry mechanism. Regponsive to determining that the

received cause code 1s mapped as a critical cause code, the
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data session retry nechani smof the nobile conmunications device is

di sabl ed so that further signaling nessages towards the network are
prevented. [0004] In another enbodi nent, a nobile comunications device is
di scl osed which conprises: neans for detecting that a cause code has been
returned by a node disposed in a wreless packet data service network
operable with the nobile comunications device; nmeans for interrogating a
structure to determne if the cause code is mapped to a flag relating to

t he nobil e comruni cati ons device's data session retry nmechanism and neans
for disabling the nobile comunications device's data session retry
nmechani s tPesiRsfsiqRe oL HEt BERIANASt P&t Hhfe Balbkke cegeMPBigablate as a

critical gause code [NgLPe-§t riigt ur [ hebn erpepbodirent, a
wi rel ess packet data gerv?ce netm&%ﬁzis isgioségbaﬁ?gﬁgcoﬂprlses: a
servi ng rederdspéhabhetvorkerve prawditesi.communi cations device for

establ i siigag 3 dat gnsesslo i L aauBLEC Packets.aw tehgd  netvorlc
gat eway node “di spoSed DbetWween the Serving node “and the pu% i'c
packet - swietvdked et Wdskloaad avsidhuctomeridsyi ngeandatfdraséeteoct mppi ng a

cause co%%_ ener at ed gy nodgpin the wirel ess pac data seryvice network

a et
to afla ePatitig St §°Ffe MASbPFE C SRFHIAPESL PBng H%é?c@l§p?ﬁﬁ ¥es3ion

retry fungtieQeaki t yacuber eidtd heefhvadel snepRsabl eddiablicdentithyifige t he
cause code as a critical cause code that triggers disabling of the nobile
comuni cOPEAE dETTERRECARLRRE s SESTi6HR it eWPFP unkAT oA&ICEEFOIBRIEE @

DESCRI PTIMN @R nFHEDRAVNGR e if the cause code is mapped to a flag

relating to the mobile communications device’s data session
retry mechanism; and means for disabling the mobile
communications device’s data session retry mechanism
responsive to determining that the cause code is mapped as a
critical cause code in the structure.

[0005] In yet another embodiment, a wireless packet data
service network is disclosed which comprises: a serving node
operable to gerve a mobile communications device for
establishing a data segsion with a public packet-switched
network; a gateway node disposed between the serving node
and the public packet-switched network; and a structure
having a database for mapping a cause code generated by a
node in the wireless packet data service network to a flag
relating to the mobile communications device’s data session
retry functiconality, wherein the flag is operable for
identifying the cause code as a c¢ritical cause code that
triggers disabling of the mobile communications device’s

data session retry functionality.

BRIEF DESCRIPTION OF THE DRAWINGS




[ 0006] A nore conpl ete understandi ng of the enbodi nents of the present
patent application nmay be had by reference to the following Detail ed
Description when taken in conjunction wth the acconmpanyi ng draw ngs
wherein: [0007] FIG 1 depicts an exenplary network environnent i ncluding
a W rel ess packet data service network wherein an enbodi nent of the
present patent application may be practiced; [0008] FIG 2A depicts
additional details of an exenplary wreless packet data service network
operable with a nobile comunications device in accordance with an

enbodi nent; [Q009] FIGS. 2B-2D depict_nessage flow diagrans with respect
to vari ouP0d8dnal i fg oEEC RHRS S | Wded tandiage idaree @mPAdEReRFbOdi ment ;
[ 0010] FI depi a . L1 st 0f eycad ith the
i rol 655 Haitot oSt Soru o nathor i Sty ST RERERIEY rRPEEENS M
nobi | e cémeuficddrivong Betiatbed deeordipiyl o wiee ¢rbredi rentenfodddiorl G 4
depi cts | ar e-for. pi.ng _.cause codes of a wreless
packet dipgﬁggg%i%g¥ﬁ§#é§§£H%od%Fw¥$%g‘@% §?ﬁhg to a nobile comuni cations
device's [M0F] sesFiIon rlet dygpireichanns mxdiilblly Ristwdriklephet sommanf t war e

architectural view of .a _nobile co ni cati ons device operable to custom ze
"ts data TSAVGGH Petwrlfe{Jrs@ﬁamasﬁﬁggﬁéFai R§TY 6 BnBSENBDHI WRRTS1T 03] FI G
6 depi ct srbddigwahar ofof @k enpadidmnt FHientc Ui G ZiNa Hat anSesshoOn retry
operations in a nobile comunications device; and 3

practiced;

[0008] -FIG. 2A depicts additional details of an exemplary

wireless packet data service network operable with a mobile
communications device in accordance with an embodiment;
[0009] FIGS. 2B-2D depict message flow diagrams with
respect to various signaling procedures utilized in
accordance with an embodiment;

[0010] FIG. 3 depicts an exemplary list of cause codes
operable with the wireless packet data service network shown
in FIG. 22 1in servicing a mobile communications device
according to one embodiment;

[0011] FIG. 4 depicts an exemplary structure for mapping
cause codes of a wireless packet data service network to a
flag relating to a mobile communications device’'s data
gegsion retry mechanilem;

[0012] FIG. 5 depicts a software architectural view of a
mobile communications device operable to customize its data
gsession retry mechanism according to one embodiment;

[0013] FIG. 6 depictg a flowchart of an embodiment for
customizing data session retry operations in a mobile

communications device; and




[00141 FIG 7 depicts a block diagram of a nobile conmunications device
operable to customze its data session retry nechani smaccording to one
enbodi ment. DETAI LED DESCRI PTI ON OF THE DRAW NGS [ 00151 A system and net hod
of the present patent application will now be described with reference to
vari ous exanples of how the enbodi nents can best be nmade and used. Like
reference nunerals are used throughout the description and several views
of the drawings to indicate |like or corresponding parts, wherein the

vari ous elenents are not necessarily drawn to scale. Referring nowto the
drawi ngs, and nore Barticular!y to FIG_ 1, depicted therein is an

exenpl ar yI%Pdthor k ERGi r oAmeREPAEDS i el AN a MitFERBssCfpagkefoRiat® ser vi ce

network Llaniheleiioal gabedineni 061 d he, RIRSEALPALENLaRRPLLERILPN My be
practiced. An enterprise netwrk 102, which may be a packet-sw tched

net wor k, wsry mechadésvnecorrébre tYeoygraphileoddimeas .and be organi zed as a

| ocal area network (LAN), wi de area network (WAN) or netropolitan area
network (MAN), et cetera, for serving a plurality of corporate users. A
nunber ofDEABIILECaDESARIBEIVErGF 1THE IDRAWINGFh 104- N di sposed as part of the

enterpris wor k. 102 are operable t ovide aor effectuate host of

i nt er nal @HﬁggxterﬁalsggFﬁﬁceé (ﬂP%é?éﬁﬁﬂ?éj %h%eopﬁ%??? | lP2FHet access,
cor por at expatiza@Geas il 1Maswadkengieseal Badayti 88 2RdesehedutbnNgariddor mati on
managenent, and the |ike. Accordingly, a diverse array of persona

i nf or mat | BRUBIH &HcdPrsUdIP RURRGIIGH TABURIS, O3 dpdd Tehpueeds,
pal  0p_GOMRLILAI Ly RloeC 8l fta1a! LRAUGRA0Ln:3AgRbLE CRhLY asheipt ol G 1.

may be operably network
and several views of the drawings to indicate 1like or
corresponding parts, wherein the various elements are not
necessarily drawn to scale. Referring now to the drawings,
and more particularly to FIG. 1, depicted therein is an
exemplary network environment 100 including a wireless
packet data service network 112 wherein an embodiment of the
present patent application may be practiced. An enterprise
network 102, which may be a packet-switched network, can
include one or more geographic sites and be organized as a
local area network (LAN}, wide area network (WAN) or
metropolitan area network (MAN), et cetera, for serving a
plurality of corporate users. A number of application
gervers 104-1 through 104-N disposed as part of the
enterprise network 102 are operable to provide or effectuate

a host of internal and external services such as email,

video mail, Internet accesgs, corporate data access,
messaging, calendaring and scheduling, information
management, and the like. Accordingly, a diverse array of

perscnal information appliances such as desktop computers,
laptop computers, palmtop computers, et cetera, although not

specifically shown in FIG. 1, may be operably networked to
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one or nore of the application servers 104-i, i =1, 2,...,N wth respect
to the services supported in the enterprise network 102. [0016]
Additionally, a renote services server 106 may be interfaced with the
enterprise network 102 for enabling a corporate user to access or
effectuate any of the services froma renote |ocation using a suitable
nobi | e - comruni cati ons device (MCD) 116. A secure comrunication link with
end-to-end encryption may be established that is nediated through an
external IP network, i.e., a public packet-sw tched network such as the

I nternet 108, as mell as the wirel ess packet data service network 112
oper abl e GH% hOY MOYP1EL6 OFi athi talP i Gaticites SSHEERBT kL G41firastir utt dre t hat

i ncl udes ;2 basg stgfdpon ctldeo | @“%e%?@@ém?‘éﬁ bopdtedd U3 ushedyel ay
network 170 ‘may ‘be di spose betmeen t I nt er net 1

i nf r ast r gettgrprobewneeivesk pazket data serV|ce network 112. By way of

exampl e, MFe10 Muabe; 2o gt a-gnabled handneld devies, cppRnlg ol

receivin sendi'ng nessa FOWSI h |nter aci ng- wi
app|icatummeiéaweﬂSwuﬁh(ﬂﬁéﬁ@ntéﬂ@ﬂﬂ%eFﬁét@@ibO&GS @bﬁfunahkﬁmynapatent
application, the wrel acket data ervice netmo 1% ¥
|nplenenf553 i 24fiy YRGS 5% Soret T EHtTOns

t echnol ogiresm and net:wskeprow@@&ﬁon as dgong asg a @a@zlgabi@vm t ghed £at a
service is available therein for transnlttlng packeti zed information. For

i nst ance CAFRNIGRESPBEs JRIcIES HUER) séﬂﬁlce|%ﬂ%@ﬁ%¥q12oﬁﬁ9nb%a%ﬁﬁbr|sed of
a Cener aly ;Rackgte Radi D 3RTMHL Gl TR REWRS Kod NaLe JEOMIMIRS that is

mediated through an external IP network, i.e., a public
packet-switched network such as the Internet 108, as well as
the wireless packet data service network 112 operable with
MCD 116 via suitable wireless network infrastructure that
includes a base station (BS) 114 In one embodiment, a
trusted relay network 110 may be disposed between the
Internet 108 and the infrastructure of wireless packet data
service network 112. By way of example, MCD 116 may be a
data-enabled handheld device capable of receiving and
sending messages, web browsing, interfacing with corporate
application servers, et cetera.

[0017] For purposes of the present patent application,
the wireless packet data service network 112 may be
implemented in any known or heretofore unknown mobile
communications technologies and network protocols, as long
as a packet-switched data service is available therein for
transmitting packetized information. For instance, the
wireless packet data service network 112 may be comprised of
a General Packet Radic Service (GPRS) network that provides
a packet radio access for mobile devices using the cellular

infrastructure of a Global System for Mobile Communications
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a packet radio access for nobile devices using the cellular infrastructure
of a A obal System for Mbile Comunications 5 (GSM -based carrier network.
In other inplenmentations, the wreless packet data service network 112 nmay
conprise an Enhanced Data Rates for GSM Evol uti on (EDGE) network, an
Integrated Digital Enhanced Network (IDEN), a code Division Miltiple
Access (CDMA) network, or any 3rd Ceneration (3G network. By way of

provi di ng an exenpl ary enbodi nent, the teachings of the present patent
application will be illustrated with a GPRS-based carrier network,

al though those skilled in the art should readily recognize that the scope
of the pri&S¥ntrbpaeentaapprrcaeivarks nép PLhetednPlfeeebytimolsahe G 2A

depi cts addii.qnal Al lg an. exeapl i reles a%@gﬂ a gervice
net wor k opereagge vﬁa‘t%%a rm%? e com%*r%ﬁirge;ttquog\#s 1§"i'{e:£\3i @3& na cor%%ance with an
enbodi nefdnhapnsed |Datst rBdeds fefrer@dit eEnmatrer adn 2GEDEE errsetiviord , GRRS net wor k

oper abl e the w.reles acket data _servigce rk_w,th espect to MCD
176 that WS e G PR achABEr doFRuyss (BT e BoerapBiTEatbns 210
such as, Mulgipleeldacewsi (ChMA )emmétworiyl toredha, 3P | @edewnsier Px®t ocol or
FTP, telnet, tc. Base station 114 serves MCD 116 via the air interface
usi ng appiS¥sie rad oW%Yay%é BFOV be oS . 21 0B OIP RS SISk et2%wi t chi ng
t echni queds@ntihagsf & hatdh ;%Lagébemeedpaaf%d ovxapépﬁ%tcma apdisigaal ing in

an efficient manner over GSMradi o networks. Packet switching neans that

GPRS r adild 1Es3airees el used BRIy PAREA USRFELSH e NeARONAI | yaLERANHY or
recei vi nggata.cRather thahdedicatyfgia readily recognize that the

scope of the present patent application is not limited
thereby.

[0018] FIG. 2A depicts additional details of an exemplary
wireless packet data service network operable with a mobile
communications device in accordance with an embodiment. As
illustrated, reference numeral 202 refers to a GPRS network
cperable as the wireless packet data service network with
respect to MCD 116 that is provided with a number of data-
centric user applications 210 such as, e.g., web browsing,
email, multimedia, File Transfer Protocol or FTP, telnet,
etc. Base station 114 sexrves MCD 116 via the air interface
using applicable radio layer protocols.

[0019] GPRS uses a packet-switching technique tc transfer
both high-speed and 1low-speed data and signaling in an
efficient manner over GSM radio networks. Packet switching
means that GPRS radio rescurceg are used only when userg are
actually sending or receiving data. Rather than dedicating
& radio channel to a mobile data user, e.g., MCD 116, for a
fixed period of time, the available radio channels can be
concurrently shared between several usgerg. Therefore, GPRS

iz designed to support from intermittent and bursty data
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a radio channel to a nobile data user, e.g., MCD 116, for a fixed period
of time, the avail able radi o channels can be concurrently shared between
several users. Therefore, GPRS is designed to support fromintermttent
and bursty data 6 transfers (e.g., web browsing) to occasional transm ssion
of large volunmes of data (e.g., FTP). Allocation of GPRS radi o channels
can be flexible: from1l to 8 radio interface tinmeslots can be allocated
per one Time Division Miultiple Access (TDVA) frane. Typically, tineslots
are shared by the active users, and uplinks and downlinks are allocated
separately. Various radio channel codi ng schenmes are available to allow a
range of ENETEIE ﬂ?aﬁsfeweka?%@WS{ﬂﬁﬂzdFJTW@aﬁééﬁﬁﬂoﬁﬁﬁnﬁ@%ﬁ%%%ﬂn%@es are

provi ded Wl BodunEENbRChNOE k(d Ny Of dRfp (0 ATl ggrﬂm o?aéiﬁﬁﬁ. highed data
transfer service. A Serving GPRS Support Nod F 206 |c is coupled

to a HonshaoweflisoncRegilst ef LEHLRY ©204E 1ol JdlSpoﬁbdraﬁlpheisaﬂeface
hierar ohioilechenel s, .00l s .ot ehina ot el (WEO. of, tier el Lobi

-smntche&'cellular Retwor cou and eps track
of the |recaisisonTDMAR E¥§ﬁbuseTypdmdﬂbp,tﬂumasmmtsohrwcah&iéd b¥utlidier, SGSN

206 is respansi ble for orn1gglsecur fu cn%%ns and hggdlln access
control i FesBé@Fsto ppBFE NB 208

provi des sdpat-erwokki ng watotde exdas n%ha@ﬁ@aet t%)‘d‘lh%hedchgméﬁt Work 108,
and is operabgﬁacou pled to one or nore SGSNs, e.g., SGSN 206, via an

| P- based aPRSABAEK bBnaL herwir kango o2 datp dridetrPgsieEesdteRe packet data
service, MgR01116 FRKesahlSiPhEP NCEIOWHAL Bhe @%b%@ﬁgdb¥19§{ﬁ05n1ng

GS8M network in order to implement a packet-switched data
transfer gervice. A Serving GPRS Support Node (SGSN) 206,
which is coupled to a Home Location Reglster (HLR) 204 and
‘disposed at the same hierarchical level as a Mobile
Switching Center (MSC} of the circuit-switched cellular
network, is operably coupled to BS 114 and keeps track of
the location of a GPRS user such as the user of MCD 11s.
Further, SGSN 206 is responsible for performing security
functiong and handling access control with respect to MCD
ilse. A Gateway GPRS Support Node (GGSN) 208 provides
interworking with the external packet-switched IP network
108, and is operably coupled to one or more SGSNs, e.g.,
SGSN 206, via an IP-based GPRS backbone network.

[0021] In order to access the packet data service, MCD
116 makes its presence known to the network by performing
what is known as a GPRS Attach. Thereafter, to send and
receive packet data, MCD 116 activates the packet data
address that i1t wants to use. This operation renders MCD
116 “visible” in the corresponding GGSN, and interworking
with external data networks can then begin. User data is

transferred transparently between MCD 116 and the external
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what is known as a GPRS Attach. Thereafter, to send and receive packet
data, MCD 116 activates the packet data address that it wants to use. This
operation renders MCD 116 "visible" in the correspondi ng GGSN, and
interworking wth external data networks can then begin. User data is
transferred transparently between MCD 116 and the external data networks
with a nmethod known as encapsul ati on and tunneling wherein data packets
are equi pped with GPRS- specific protocol information and transferred
transparently between MCD 116 and GGSN 208. [00221 To get access to the

GPRS network 202 and to start data transm ssion, various signal irg
pr ocedur §8t&r eNCEHRFET orMe tdY f BctURRRAE hEREWE 2% | WAGARGUAaPAEReta Sht a

Prot ocol ¢(PhR) 168Nt fxérO6t Ve MDD, LkBand, the nptverds  ELES oy 2D depict

a plurality of message flow diagrans with Trespect to various signaling
pr ocedur ePegiificz @dotacrhe 1GPREManOMOARA202ahaf acced dangespatdntaly

enbodi menf..  Re eMEbh%l%%{lﬁ@%éé]ﬁ%@g. to FIG 2B, an Attach signaling
e

procedure 1s escri bed erein. Tn an Attach procedure, MCD 116 provi des
its identlittog2le. g. Tol péteraateonato Mite IGPRS akitanrkdenti ayd €4 MBlggt and t he

type of ac.{tach i.e...GPRS Attacrp. via an, Atfach Re(%uestd nmessage 220 to
SGSN 206.*%Ofce BHE Dbt ai NSRS dent TR S MoBTPEEIUFESt etFi%ves t he

subscri betherefbgematitgact tagefiLRodb4re | f atbevsthsgr i Herpadtar matdan cannot
be found, SGSN 206 will return an Attach Reject replg message to MCD 116.

If the r&GHtOCre sty i BERLEHE orRfites® YSPf ddifd PRIHIRS20RStSTIEN 206

accepts tehe;sAt bachpReapest o EEsAlE B2 andblecatey aingwahdantddier,

€9 Pa%é%%éct to wvarious signaling procedures utilized in the GPRS
network 202 in accordance with an embodiment. Referring in
particular to FIG. 2B, an Attach signaling procedure is
described therein. 1In an Attach procedure, MCD 116 provides
its identity, e.g., International Mobile Station Identity
(IMSI), and the type of attach (i.e., GPRS Attach) via an
Attach Request message 220 to SGSN 206. Once SGSN 206
obtains the identity of MCD 116, it retrieves the subscriber
information from HLR 204. If the subscriber information
cannot be found, SGSN 206 will return an Attach Reject reply
message to MCD 116. If the requisite subscriber information
ig found in HLR 204, SGSN 206 accepts the Attach Request
message 220 and allocates a new identifier, e.g., Packet-
Temporary Mobile Station Identity or P-TMSI, to MCD 116. A
Temporary Logical Link Identifier (TLLI} is then derived
from the P-TMSI received from SGSN 206. The derived TLLI
will be used by MCD 116 to identify itself for subsequent
gignaling or data procedures with the GPRS network.
[0023] Accordingly, responsive to the Attach Request
message 220, SGSN 206 updates HLR 204 with the current
location of MCD 116 by sending an Update GPRS Location
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Tenporary Mbile Station Identity or P-TMSI, to MCD 116. A Tenporary
Logical Link lIdentifier (TLLI) is then derived fromthe P-TMSI received
from SGSN 206. The derived TLLI will be used by MCD 116 to identify itself
for subsequent signaling or data procedures with the GPRS network. [00231
Accordi ngly, responsive to the Attach Request nessage 220, SGSN 206
updates HLR 204 with the current |ocation of MCD 116 by sendi ng an Update
GPRS Location 8 Request nmessage 222. In response, HLR 204 sends the
subscriber information relating to MCD 116 to SGSN 206 through an Insert
Subscri ber Data Request nessage 224, which is acknow edged by SGSN 206 vi a
an AcknoWSSH§Etne¥S 889226222 Ther &8f t BRSPRIRFE 20414 k 7O% 88835 cdmst eti on of

update |06aOBL0 SERN-WA6 A 2 @l HpAgt & SPReplocas i a, Agkbwl agge

nmessage 228. Since appropriate subscriber information has been found in
HLR 204, tdasnoRoenséndsranSwesecibocdigite Resssagem286aget 24, PvMBl to MCD

116. In r; 1 K r an.Attac wth a
TLU dor bRy, PN, 20eaRst elaorRiM Sade S 2B M

[ 0024] Afilerregiicestt athRpr acedukrekinswiadgessf ubhyleekecutefl, Mulhtld6 enters
a Ready st ate .whereu a_ Mbilit agenent, (MM  cont ex ichis a
record tﬁﬁca%(}ﬁpafgﬁsgggﬁb%%i%ﬁ “i}llhf%% g% néoﬁﬁﬁlpaeﬁﬂ%‘ﬁwﬁ:‘gge

est abl i sheddage botsh MIDiAdS apfr§&SM206sudber Balt etnfMAA IS ys acti vate
a PDP context via an Activation signali ngépr ocedure for comunicating with

an ext er RS dat A Ret WBr KELF| @042C SGfdhi ePs £ehrcksan® AGRH AFEPRW t h
respect LhRARGACHhYWALLQR aSpIRREINgoPiesedyse. WMeDrddfchse OPRFR £t 0.
speci fy %eturns an Attach Complete message 232 with a TLLI derived
from the P-TMSI to acknowledge the receipt of the P-TMSI.
[0024] After the Attach procedure is successfully
executed, MCD 116 enters a Ready state whereupon a Mobility
Management (MM) context, which is a record that contains
subscriber information and MCD identity, is established in
both MCD 116 and SGSN 206. Thereafter, MCD 116 may activate
a PDP context wvia an Activation sgignaling procedure for
communicating with an external data network. FIG. 2cC
depicts a message flow diagram with respect to an Activation
signaling procedure. MCD 116 is operable to gpecify a
Transaction Identifier (TI) and a Network Service Access
- Point Identifier (NSAPI) which are used by the GPRS
infrastructure to uniquely identify a data session. In a
further implementation, MCD 116 can include an Access Point
Name (APN) in the message, which directs SGSN 206 to select
a particular GGSN for use. By way of example, MCD 116 may
send an Activate PDP Context Reqguest message 250 with such
parameters as TI, NSAPI, APN, Requested Quality of Sexrvice
(QoS), etc., to SGSN 206. Upon validating the message, SGSN
206 sends a Create PDP Context Reguest message 252 to the

9




Transaction ldentifier (TlI) and a Network Service Access Point ldentifier
(NSAPI') which are used by the GPRS infrastructure to uniquely identify a
data session. In a further inplenmentation, MCD 116 can include an Access
Point Nanme (APN) in the nessage, which directs SGSN 206 to select a
particular GGSN for use. By way of exanple, MCD 116 may send an Activate
PDP Cont ext Request nessage 250 with such paraneters as Tl, NSAPI, APN,
Requested Quality of Service (QS), etc., to SGSN 206. Upon validating the
nmessage, SGSN 206 sends a Create PDP Cont ext Request nessage 252 to the 9
appropriate GGSN 208 with a Tunnel Ildentifier (TID) constructed by

appendi nGRHFETTERE t FOSN MAS81 167 the TWERE Py al (HHt)es t he

par anet efrigh e oG 93 CaPDRLa CON eXE RegUesL, Message 252and s sty s a

Create PDP Context Response nessage 254 with no error e Request
is accept@Pl.ThECSAT 208, v8E3Na2e6 sbadpaapmndteivaie PDP CComtexBDRCcept

been sctiAed" Foggst LBet RF 2 SRl 19 ORI TORLEat PArCTIVEI. mmy be

encapsul &eeghonekome ssagehite tiietlexher aakopackat d&t ahenetamrdet Ass shown in
FIG 2D, user datJa ZW%rSt tunnel ed between MCD 116 and SGSN 206 in a
SubNet worK(CSR=SCuNI T Sye 562N TAEC usTTUat &1 s ACheXetEnneted

bet ween SGHN 206 e pECa 208 msx GRICHMA ivy Dioiesd {4 Rhe
Tunnel i ng- Packet Data Unit (T-PDU) nessage 264. Thereafter, GGSN 208

extract s THRIFSEF data 268SaRd Behdeest 29t Yekedext ernal packet data
network. [d¥33G1 Froseihgateresring ERSEHHY iQ91ilchei®R BEyer may be

encapsulated before reaching the external packet data
network. As shown in FIG. 2D, user data 260 is first
tunneled between MCD 116 and SGSN 206 in a SubNetwork (SN) -
UNITDATA megsage 262. The wuser data 1is then tunneled
between SGSN 206 and GGSN 208 in a GPRS Tunneling Protocol
(GTP) Tunneling-Packet Data Unit (T-PDU) message 264.
Thereafter, GGSN 208 extracts the user data 266 and sends it
to the external packet data network.

[0026] From the foregoing Description, it can be
appreciated that wvarious signaling procedures are executed
pursuant to activating PDP contexts in a wireless packet
data service network such as the GPRS-based network 202.
Further, the manner and mode of the signaling behavior in
the network can be dependent on the state and condition of
the mnetwork, e.g., availability of resources, signaling
load, congestion, integrity of the physical plant, et
cetera. Accordingly, the network management infrastructure
is operable to issue a number of cause codes, which signify
different network responses based on network conditions as
well as MCD-related information (e.g., the network is busy,

invalid APN entry, GGSN is out of order, subscriber in
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appreci ated that various signaling procedures are executed pursuant to
activating PDP contexts in a wireless packet data service network such as
t he GPRS-based network 202. Further, the manner and node of the signaling
behavior in the network can be dependent on the state and conditjon of
the network, e.g., availability of resources, signaling |oad, congestion,
integrity of the physical plant, et cetera. Accordingly, the network
managenent infrastructure 1is operable to issue a nunber of cause codes,
which signify different network responses based on network conditions as
well as MCD-related information (e.g., the network is busy, invalid APN
entry, GESNadtogt BRABEEERCIGHERSr iYercatere) ¢BRAUFAROLTDAGHtHEME cat ed,

et cet er alerkifalk ;AN apash-a BOR. 1 A6 WA LopragcedutecLni tiated by a

- nobi | e devi ce. 002 1 FIG 3 depicts an exenpl ary [rst of cause codes
oper abl e WOtZF?]the Wifel gsslqricket dat axsepléce Aébwok stowe ¢odd G 2 in

servicin i ns_ devi.c cordln to_o As
set fort%)%rg?é %lggngﬂg %ca%ge C (3%%&3 glﬁﬁﬁ G5 gﬁg“ge% qFﬂFéllty of
cause codes, FIGaChZWIiﬂn aaaariraspondi ngoletild Y dommaniehat edlscodienirca304 t hat

provi des an expl anation of . _For exanpl e, upon, receipt_of an
Act i vat e FOPT EP §§@qmé?§§ ge tHE St (ﬁ%ﬁ

MCD- i ni t icatuee @@ateext:cac&:by@m 050 DYshSARNG LR 1A \éﬁt ea&w @E@@Xt Rej ect
nmessage to the MCD that includes a CC #26 (which may be enbodi ed as an

n-bit i RGeMthod| REFEBERONALYY feRG AT esileésd SPamarby? Bhatoc #29
may be i deb Usgr é;&gmmel%tl 8R hase fad ed. pltheL fent rigs, of the

table 300 are |ikew se operable

receipt of an Actlvate PDP Context Reqguest message the
network may reject the MCD-initiated context activation by
sending an Activate PDP Context Reject message to the MCD
that includes a CC #26 (which may be embodied as an n-bit
integer} to indicate insufficient resources. Similarly, a
CC #29 may be isgsgued if user authentication has failed.
Other CC entries of the table 300 are likewise operable to
indicate corresponding network responses.

[0028] As alluded to in the Background section of the
present patent application, when a data-centric mobile
device continues to retry establishing a data session with
the mnetwork wupon receiving certain cause codes, e.g.,
indicating failuxre of a PDP context, 1its retransmission
logic keeps sending signaling messages towards the network,
thereby increasing the signaling 1locad therein. In
accordance with the teachings of the present patent
application, a scheme is provided wherein the data session
retry mechanism of the mobile device is customized based on
the cause code functiocnality so as to reduce such signaling

load in the network.
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i ndi cate correspondi ng network responses. [0028] As alluded to in the
Background section of the present patent application, when a data-centric
nobil e device continues to retry establishing a data session with the
net wor k upon receiving certain cause codes, e.g., indicating failure of a
PDP context, its retransm ssion |ogic keeps sending signaling nmessages
towards the network, thereby increasing the signaling |oad therein. In
accordance with the teachings of the present patent application, a schene
is provided wherein the data session retry nechani smof the nobile device
is custom zed _based on the cause code functionality so as to reduce such
si gnal i ng00283d i nFifie rfet AGPRCLE |2 OGXSTPRRLY 45Hapitcine afO0Bx ekl ary

structur or pi u cqdes. i r p t . service
net wor k ?ng%gﬂ#:{agc%gggnd%%ﬁ r%gl atgi ngl?%lgsgn\%ﬁﬁjcg%%co?n%g%i c%%%ln%devi ce's
dat a sesgiedworst r goneehatfilam bm  ésdendcem arslbsenyg of to hea causlei sodes
associated with a .carrggr.nenmnr may be identified as. "critical! cause
codes t KAl aré“rhippea 5 d"N0 SERUE uhPEDY sTRPRY PRar oHe

r et r ansnmessictdel, 0gi ¢ sabskhe dat ahsesshase r eiddesneshand saade wdicaabd ed when

such a cause .code is r ceiveg fnon1th§, network. In one enbodi ment, the
structur@qﬂﬁéeﬁaﬁeﬁgorgrﬂ9yd § a8eRtebArPgaPabFEiFasdtr c8¥FF ecAd0ci at ed

Wth a Idirakyet Rabpk8 Ot &I egemit-hiihdike Uikl @igﬁykgetﬁy@ht@@ MCD
116. In another enbodi nent, the configurable Iibrary/structure 400 nay be
provi si ofeFraespareier acdidar PfefhRefRbRkSESERPRasEETt Dpeharign be

associ at @l MH1RE2 when such a cause code is received from the
network. In one embodiment, the gtructure 400 may be
provided as a configurable resource file associated with a
library that is integrated within the mobile device such as
MCD 116. In another embodiment, the configurable

library/structure 400 may be provisioned as part of a

carrier network’s infrastructure, e.g., associated with a
GGSN.
[0030] As illustrated in FIG. 4, a ¢CC column 404 is

provided on a carrier-by-carrier basis identifying wvarious
critical codes for the carriers in a carrier column 402. In
a retry mechanism flag column 406, each CC is marked with a
suitable indicium that indicates whether oxr not the data
session retry mechanism is to be disabled. It should be
appreciated that such data may also be configured on a
mobile communications device by mobile communications device
bagis. As will be described in detail hereinbelow, an MCD's
communications transport protocol stack is operable to query
the structure 400 in order to customize its retransmission
logic, depending on the status of a new PDP context

activation or an existing PDP context.
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GGSN. [00301 As illustrated in FIG 4, a CC colum 404 is provided on a
carrier -by- carrier basis identifying various <critical codes for the
carriers in a carrier colum 402. In a retry mechanismflag col unm 406,
each CCis marked with a suitable indiciumthat indicates whether or not
the data session retry nechanismis to be disabled. It should be

appreci ated that such data may al so be configured on a nobile

comuni cati ons devi ce by nobil e conmunications device basis. As will be
described in detail hereinbelow, an MCD s conmunications transport
protocol stack is operable to query the structure 400 in order to

cust om ze [GO34 1y et rEE?m’ §sidgrickggihc sodépakdi ACbAteeust at tikewfof fiew PDP

context Rl fual caRi8uLSHENYCEDELEoRbEX! o 12 LO0ORI HL G dadlep! ol s 2

software architectural view of e conmmuni cati ons vi ce operabl eto
cust om zesdstsd ogat et xes siechangemy ammmaiurgn bocamdi ngmbodomentenbodk nent. A

[ anspor B0 GRYETS 57 SHRYCFy pBLBr cdf Bbr BOB BaPHSTRAEY P nB BENT . via &

reliablea S_ﬁlwﬂoamﬁtﬁe&rﬁaﬁs,‘iportO@&blﬂUQU$ €opnenti eppé ool BbrpbeEssSe packet
data servjce net . As illustrated |n t he enbodi ment of FIG_5, an

i nt egr at i G A ayet- R EGpdrabii@ £ LRI THPES f aBRCWER Wi SeaB! KD s radio

| ayer 50Zcatd nibest r anemedt st agk 596.widd1@W SgacREOt Rita Nkegyatd on | ayer
504B is provided for interfaci ng between the transport stack 506 and the

user appl9te®zkons 587 iddpssretadodn Hergvombedimentenaf | F368, 5.catendar/
schedul er; R 56Q8hLaG L ABNAGRTE N 5 e AN DrOWSEE interface between

the MCD’s radio layer 502 and the transport stack 506.
Likewise, another integration layer 504B is provided for
interfacing between the transport stack 506 and the user
applications 507 supported on the MCD, e.g., email 508,
calendar/scheduler 510, contact management 512 and browser
514. Although not specifically shown, the transport stack
506 may also be interfaced with the MCD’s operating system.
In another implementation, the transport stack 506 may be
provided as part of a data communications client module
operable as a host-independent virtual machine on a mobile
device.

[0032] The bottom layer (Layer 1) of the transport stack
506 is operable as an interface to the wireless network’s
packet layer. Layer 1 handles basic service coordination
within the exemplary network environment 100 shown in FIG.
1. For example, when an MCD roams from one carrier network
to another, Layer 1 verifies that the packets are relayed to
the appropriate wireless network and that any packets that
are pending Ifrom the previous network are rerouted to the
current network. The top layer (Layer 4) exposes various

application interfaces to the services supported on the MCD.
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514. Al though not specifically shown, the transport stack 506 may al so be
interfaced with the MCD s operating system |In another inplenentation, the
transport stack 506 may be provided as part of a data comrunications
client nodule operable as a host- independent virtual nachine on a nobile
device. [00321 The bottom | ayer (Layer 1) of the transport stack 506 is
operable as an interface to the wireless netwrk's packet |ayer. Layer 1
handl es basic service coordination wthin the exenplary network

envi ronment 100 shown in FIG 1. For exanple, when an MCD roans from one
carrier network to another, Layer 1 verifies that the packets are rel ayed
to the &BFropFMaiBingreb¥Ss haYWTk ambehat? ardnpadiefer t Bat ae pendi ng
fromthe. g et ar ed é@ﬁﬂg;k. top |
| ayer (L§§e§$ggygigosg§6%arf%ﬂ%ﬁﬁ%%% |§% “%ﬂﬁﬁﬁﬁgé{gﬁig to the §%?€|ces 5
support edegnrihy, Ncmmpnéﬁsimﬂr&nﬁunuun}ngmorbapecs;vehyer 2 and Layer 3, are
responsi kl daf agr n/reassenb securi.t conpreSS|on
and rout&Rg?gﬁespg%t?Vggéggggggé coﬁ?ﬁﬁﬁ%%b#yl%rires urced I %

provi dedpast pet ttlof tsbét\e@:fé waheieanhEon e nt, dlsspdwlséﬁOSle:d d>p$E1£E[Iﬂfeab| e
communi cation with.the tr @Prt stack 506 as wel]| as MCD s radi o

| ayer 505°THISRRE LR oY nF S He BERRESo @K 171 %ﬁGWﬁﬁ} &SitSse a

quer y- abienl sbragy oStk ﬁcursmsucmas:né henssipadinente e ser | Reghahave in
reference to FIG 4, i ncl udes appropriate nagplng bet ween critical

cause coddde GAE TAB W%l%%tah% G Lice LA P AEY hBRFYAY UTheS ¥ Bhtant s of
the libragy shbHEiMER: BYsbe DaBRAl lih opki-@UERALYPORs. 4, which

includes appropriate mapping between critical cause codes

and the MCD’'s data session retry mechanism. The contents of
the library structure may be dynamically configured upon
instantiation of the CC resource file 516. The transport

stack 506 1is operable to access and interrogate the CC

regsource library under suitable <conditions when the
retransmission logic of the MCD's data session retry
mechanism is invoked. Also, the flag descriptor (i.e.,
“Retry”/“No Retry”) may be passed to the integration layer
between the wuser interface and the radio, where the
integration layer manages the retry mechanism.

[0034] FIG. 6 depicts a flowchart of an embodiment for
customizing data session retry operations in a mobile
communications device. Upon detecting by the transport
gstack of the MCD that a PDP context has failed to be
established or is lost (e.g., because the device ig out of
coverage area, the PDP context is torn down because of a
timeout, et cetera) (bilock 602), a CC resource file
structure/library 1is queried by the transport stack (block
604). In one implementation, the transport stack may guery

the structure/library prior to invoking the MCD's
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instantiation of the CC resource file 516. The transport stack 506 is
operable to access and interrogate the CC resource |ibrary under suitable
conditions when the retransmssion |logic of the MCD s data session retry
mechani smis invoked. Also, the flag descriptor (i.e., "Retry"/"No Retry")
may be passed to the integration |ayer between the user interface and the
radi o, where the integration |ayer nanages the retry nechanism [00341
FIG 6 depicts a flowhart of an enbodi ment for custom zing data session
retry operations in a nobile comrunications device. Upon detecting by the
transport stack of the MCD that a PDP context has failed to be

est abl | SAEFTERSMESEHRE (&Cgic beEaudevt havaddyi edtild owfter covefage area,

the PDP %QE%E%PF§s£8ﬁnaQQ%W%‘?§Cﬁ%?§ BleR middBOUS, d&t_%e tx@a{@ o Blpck 602),

a CC resource struct ary 1s queried by t ransport stack
(bl ock 6edle. im oee Caplieseedationihe haetwem}spcbst astcamldzmml qererge t he

structure I|brar r|or to i the. MCD s retra ic or

may wai t C/ Ci tgr 2 fewl\'lcp 1?é%fgr}’gm JS%CFJO%L}R t% tsmﬁja egg

determ naitaltan ssssmderletryhanmamssmed byot:he grat)wor k 1% aocn tileal cause

code mapped to a." i ndi |un1relat|ng g the MCD s data sessi on
an

retry rre&ﬁéfﬁi%‘ﬁ{“%ﬁ%ﬁﬂ 6§8¥1W fbt , thRe MiBt ﬁ?%a%ﬁ%’cﬁ?c Hit%he MCD s

dat a sessic@hahekhy coRGhARSMLCOALLEHSS tarabl eaRtn®sbakifiss hedgk &« tPDP
cont ext bl ock 608). otherw se, the data session retry nmechanismis

di sabl ed ¢ logkabPPVat cAERBTBERC 618)e IR andip S oan rekErphashanism is
| npl ement@l@leqt B 858 SESELONBRILY dRANANEIMABY oBean exemplary

implementation, the data session retry mechanism may be
deactivated until the CC structure/library (which has access
to the radio laver aé an observer) resolveg that the retry
mechanism may be re-activated.

[0035] FIG. 7 depicts a block diagram of a mobile
communications device operable to customize its data session
retry mechanism according to one embodiment. It will be
recognized by those skilled in the art upon reference hereto
that although an embodiment of MCD 116 may comprise an
arrangement similar to one shown in FIG. 7, there can be a
number of variations and wmodifications, in hardware,
goftware or firmware, with respect to the wvarious modules
depicted. Accordingly, the arrangement of FIG. 7 should be
taken as illustrative rather than limiting with respect to
the embodiments of the present patent application. A
microprocessor 702 providing for the overall control of an
embodiment of MCD 116 is operably coupled to a communication
gubgsystem 704 which includes a receiver 708 and transmitter
714 as well as associated components such as one or more
local oscillator (LO) modules 710 and a processing module

such as a digital signal processor (DSP) 712. Asg will be
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deactivated until the CC structure/library (which has access to the radio
| ayer as an observer) resolves that the retry nmechanism nay be
re-activated. [0035] FIG 7 depicts a block diagramof a nobile
communi cati ons device operable to custom ze its data session retry
mechani sm according to one enbodinent. it will be recognized by those
skilled in the art upon reference hereto that although an enbodi nent of
MCD 116 may conprise an arrangenment simlar to one shown in FIG 7, there
can be a nunber of variations and nodifications, in hardware, software or
firmvare, with respect. to the various nodul es depicted. Accordingly, the
ar r angemERPASENE| GO ARGRsuI gkbbled aken the it raf | genPAR k&Rt 1initing
Wi th respeet horikheaenhodi gents et&ﬁnﬂf%fnﬁé%@rioﬂa{n?@ﬁ%é‘ppéécrﬁ%yg% A

of an enbodi nent of

m croprocessor 702 providing for the overall contro
MCD 116 idspepdeabl yuroupthd tapmamuedmminiosat iroatwoskbsysttle nwhd4hwhiteh

| ncl udes 2, regelyer; 08 and, Liansm Lier, [id as vgl |35 azsod] gled
conmponent's ${ch “as ‘one 6r more ~Tocal 05¢iFTator (LG hodlr €5 and a
processi npenodumenisathoasnaddiagited i gnalraplecesshr b6EORyoVdR.ar8 W I | be

15 apparent to those skilled in the field of conmunications,  the
parti cul t&eﬁoﬁ}‘f‘u&ﬂcﬁﬁéoeﬁmmrﬁ‘?%ﬁi}ﬁsﬁo R APHEY B 2T PP upon

the comiiveatironsigabwer kevel fedhbghahbenndObod ecevige S 114 epdted to
operate. In gne enbodi nent, the comunication nodule 704 is operable with
bot h voi &&°¥Adeddata E6RRLNEEat] Uhs. WReghr d1ssPeFieFe sachi cePBrCHesi gn,

hovever, ,2icgnaks reeeicdedsbyAntenna 7068-1 e quah BS 1A A& Provhied to
recei ver 708, which nmay perform such comon

conversion, filtering, channel selection, analog-to-digital
(/D) convergion, and the like. Similarly, signals to be
transmitted are processed, including wmodulation and
encoding, for example, by DSP 712, and provided to
transmitter 714 for digital-to-analog (D/A) conversion,
frequency up <conversion, filtering, amplification and
transmission over the air-radio interface via antenna 716.

[0036] Microprocessor 702 also interfaces with further
device subsystems such as auxiliary input/output (I/0) 718,
serial port 720, display 722, keyboard 724, speaker 726,
microphone 728, wrandom access memory (RAM) 730, a short-
range communications subsystem 732, and any other device
subsystems generally labeled as reference numeral 733. To
control access, a Subscriber Identity Module (SIM) or
Removable user Identity Module ({RUIM) interface 7324 ig also
provided in communication with the microprocegsor 702. In
one implementation, SIM/RUIM interface 734 is operable with
a SIM/RUIM card having a number of key configurations 744
and other information 746 such as i1dentification and

subscriber-related data.
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recei ver functions as signal anplification, frequency down conversion,
filtering, channel selection, analog - to-digital (A/D) conversion, and
the like. Simlarly, signals to be transmtted are processed, including
nodul ati on and encoding, for exanple, by DSP 712, and provided to
transmtter 714 for digital-to-analog (D)A) conversion, f requency up
conversion, filtering, anplification and transm ssion over the air-radio
interface via antenna 716. [00361 M croprocessor 702 also interfaces with
further device subsystens such as auxiliary input/output (1/0) 718,

serial port 720, display 722, keyboard 724, speaker 726, m crophone 728,
random ad@®8331 mrenoPyerPANI 73 stes hgrattwedgge 2B8mbkreaRPBhs FrAFEY st em

732, and er vige o SheNst ex n - el Saf e
numer al %%XW%‘;Q crr(l)arﬂfrg% a%cess?&%a gﬁb%ﬁr?%glﬁ'hﬁ%ﬁ?l tssgﬁ%%tﬁl gﬁfaé?lﬁﬁc or
Renmovabl iuser, hdentvioflgptbdukect®PeM sunherbads adB4 memoalys ¥ 35pr ovirded in

communi cation wi,th the_m croprocessor 702 n__one inplenentatio SIM RU M
ot er  aconrodmEleBsbPEn TR PhESE RO 1A P T | R STl O ey

confi gur @iifgasendsd araad , otdef. | NnEOsHRdge 0Rré46 fBuchcagputdent pfogmdnon and
subscriber-related data. 16 [00371 Operating systemsoftware and transport
stack sdPfwdte Wyl béSe5ddi stFIERIE pErSt W RnFuck oPEgdHIFRR 75 e. |

non-vol atyizhe HRhase) s40h asofl ashelerpudaci3a. 14 o gD famat | on,
Fl ash menmory 735 may be segregated into different areas, e.g., storage
area for (E3Mput @tdr dfrlansan3eetdemedptas ga@Ea3] oPAGaST et shth as

device shakR1ed3/asad£S%RAOK 1Rt NS4 3 PET SRR 5 RLARAYL T 0f r@nager

regource file structure 748 (e.g., along with a library) may
be provided as part of the persistent storage for storing a
carriér—specific CC map in accordance with the teachings of
the present patent application for customization of the
MCD's data segsion retry mechanism.

[0038] = It is believed that the operation and construction
of the embodiments of the present patent application will be
apparent from the Detailed Description set forth above.
While the exemplary embodiments shown and described may have
been characterized as being preferred, it should be readily
understood that wvarious changes and modifications could be
made therein without departing from the scope of the present

invention as set foxrth in the fcllowing claims.
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(PIM data 741, and other data storage areas generally |abeled as
reference nuneral 743. Additionally, a CC resource file structure 748
(e.g., along with a library) nay be provided as part of the persistent
storage for storing a carrier-specific CC map in accordance with the
teachings of the present patent application for custom zation of the

MCD s data session retry nmechanism [00381 It is believed that the
operation and construction of the enbodi nents of the present patent
application will be apparent fromthe Detail ed Description set forth
above. Wile the exenplary enbodi nents shown and descri bed may have been
characterjzed as being preferred, it should be readily understood that
vari ous gé ShaT Wgal¥$cat|ons could be nade therein wthout departing
fromthe scope of the present invention as set forth in the follow ng
clainms. 17 WHAT IS CLAIMED IS: 1. A nethod for custom zing data session
retry functidnalify assbeflat édrwi chsgombbine cdnbani eetsbrs IRMXe (116),

compr s! ndinAgLegtipg thakoaigause ads (40 DaE Dechohfiul ped i @ node

(206, 20 I spose a wireless pac ata service networ
oper abl e devtiliesditd 6impbrobeprosimmi cati ons devi ce (116); |nterrogat|ng a

(408) 1ol at i nGeEECEAId CHBDI FeCRURRURPARL §SAL dBOT co° & dEF BBBEL I Oh retry”
functional i hypdeand2ds saldoglg sdishosell | encoamuniredldsenspaekete’ Gatthat a
service network (112) operable with said mobile
communications device (116);
interrogating a structure (400) to determine if said
cause code (404) is mapped to a flag (406) relating to said
mobile communications device'’'s data session retry
functionality; and
digabling said mobile communications device’s data
session retry functiocnality responsive to determining that
sald cause code (404) is mapped as a critical cause code in

gaid structure (400}.

2. The method for customizing data session retry
functionality associated with a mobile communications
device (116) as recited in claim 1, wherein said wireless
packet data service network (112} comprisgses one of a
General Packet Radio Service (GPRS) network, an Enhanced
Data Rates for Glcocbal System for Moblile Communications
(GSM) Evolution (EDGE) network, a 3™ Generation (3G)
network, an Integrated Digital Enhanced Network (IDEN)}, and

a Code Division Multiple Accesgs (CDMA) network.
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session retry functionality responsive to determ ning that said cause code
(404) is nmapped as a critical cause code in said structure (400). 2. The
nmet hod for custom zing data session retry functionality associated with a
nobi | e conmuni cations device (116) as recited in claim1, wherein said

w rel ess packet data service network (112) conprises one of a GCeneral
Packet Radi o Service (GPRS) network, an Enhanced Data Rates for d obal
System for Mobil e Conmuni cations (GSM Evolution (EDGE) network, a 3rd
Generation (3G network, an Integrated Digital Enhanced Network (1 DEN),
and a Code Division Multiple Access (CDMA) network. 18 3. The nethod for
custom zing data session retry functionality associated wth a nobile
communi cati ons - devi'€e PEEBYdaLIeciEdomtzdbdi ratdr SasSi2, ThEY ei n sai d

cause code{A0bnd1s tndiLaidMarela a gondi thongggh eet edofhnany chheogs oup
consisting of: a signaling load condition in said wreless packet data
servi ce rE@WActk (HF) asaraaivad dn Adedds 1PoirntlName2¢ APNEraithsaedpect to
sai d nobi i i1yO i (116 n_j Ld P t r ot ocol
(PDP) aadi o’ W GRS, SRR by A T b BE LR Beoie)
user aut e igcaiuprcdreilapiag wit:h ar esipeetl ing Saed nobidlieicommnssgadi ons
devi ce, a“p.dre Srsej ect 'kgg oér%aé:ti vat i.on b¥1 Eai d, w fﬁlgze)ss packet dﬂt&

servi ce network {(1¥25°°x. metHod For “EGEPHI 2 dat §%5ed8Von Fetry
functi onalddagsas segirat edianet h @embi ha ttomAdapeati oas daviacembpiby as
recited in claim1l, clali r’gezv,or cl ?i m 3,

communications ice 116}, an invalid Packet Data
Protocol (PDP) address with respect to said mobile
communications device (116), a user authentication failure

with respect to said mobile communications device, and a
rejection of activation by said wirelegs packet data

service network (112).

4. The method for customizing data session retry
functionality associated with a wmobile communications
device (116) as recited in claim 1, claim 2 or claim 3,
wherein said structure (400) is provided as a firmware
block having a configurable mapping database for a

plurality of cause codes.

5. The method for customizing data session retry
functionality associated with & mobile communications
device {118) as recited in claim 4, wherein said
configurable mapping database ig configured on a carrier-

by-carrier basis.
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wherein said structure (400) is provided as a firmware block having a
configurabl e mappi ng dat abase for a plurality of cause codes. 5. The

nmet hod for custom zing data session retry functionality associated with a
nobi | e conmuni cations device (116) as recited in claim4, wherein said
configurabl e mappi ng dat abase is configured on a carrier- by-carrier basis.
19 6. The nethod for custom zing data session retry functionality
associated with a nobile comunications device (116) as recited in claim
4, wherein said configurable mapping database is configured on a nobile
communi cati ons devi ce-by-nobil e communi cations device basis. 7. A wreless

packet data service network (112) conpr|5|ng a serving ,node (206)
operabl e to sérve alfobfFero oﬁ%ﬁh|€&? BRiZERYi 243 16P5FdPesTaHIY shing a

dat a sessi@fetiWnkh idyPubldseRagket - thl'PheQ NREWRT K (é%anungcg@i@ﬂ@y node
(208) disposed between said servin node (206) and said pub

packet - s QWﬁﬁéd netfor k g208)reciszrd a &truetai® (400) Whﬂﬁaﬁy-a ﬁavébase for

TPPI N9 LorfAusecade (404, genratedoby 2 nadei(208, 200) stk

Wi rel ess pac ata ser net wor to a
sai d nnbukmmw@HWBManslonﬁedeweebySmdbﬁbe sessmonniedtriodsunctdenatety, said
flag (40@%ﬁ%2; identifying said cause code (404) as a critical cause code

7; A wiréless packet data service ﬁetwork (112),
comprising: '

a serving node (206) operable to sgerve a mobile
communications device (116) for establishing a data session
with a public packet-switched network (108);

a gateway node (208) disposed between gaid gerving
node (206} and said public packet-switched network (108);
and

a structure (400) having a database for mapping a
cause code (404) generated by a node (206, 208} in said
wireless packet data service network (112) to a flag (406)
relating to said mobile communications device’'s data
session retry functionality, said flag (406) for
identifying said cause code (404) as a critical cause code
operable to trigger disabling of said mobilile communications

device’s data session retry functionality.

8. The wireless packet data service network (112) as
recited in claim 7, wherein said cause code (404} is

indicative of a condition selected from the group
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operable to trigger disabling of said nobile conmunications device's data
session retry functionality. 8 The wirel ess packet data service network
(112) as recited in claim7, wherein said cause code (404) is indicative
of a condition selected fromthe group 20 consisting of: a signaling | oad
condition in said wirel ess packet data service network (112), an invalid
Access Point Name (APN) with respect to said nobile comunications device
(116), an invalid Packet Data Protocol (PDP) address wth respect to said
nobi | e conmuni cati ons device (116), a wuser authentication failure with
respect to said nobile comunications device, and a rejection of
activation by said wireless cket data seryice network, (112 signal i ng
| oad con&‘lot“i%ﬁtilﬁgséi d i ret B Kk a‘f%P%éﬂﬂ‘bem n%i%é)r‘ﬂ?%%fe%e

Wi rel ess ket data sarmicee datwank (Lk2) asm {eedied Ade&dai paimor claim
8, wherein said structure (400) is provided as_a firmmvare bl ock having a.
confi gur d5Me rABPI ngvdbhabB8eEPeer Ll Wald t Wobf leausemeeaégations The

w reless paghel dalkd Sahviaeanehnablbll2hiasprbe6Lbb2d (bhof! AaMdas Wher el n
sai d confi gurable mappi ng at abase 1s configured on a carrier-by-carrier
basi s. 1WitTheasipegiteds percikdt nefat be seowneei gatimork deid)e ablldlecided in

claim9, uher %HFﬁéﬁ i&oc”ifé&“rf%%%rg?p‘l?{tﬂg datapase i s g%%f'%%‘éff’e on a

nobi | e comiini cati ons evi ce- Y- nDDI | € conmunFcati ons evice basrs. 21
communications device, and a rejection of activation by
gaid wireless packet data service network (112) a signaling
load condition in said wireless packet data sgervice

network.

9. The wireless packet data gervice network (112) as
recited in claim 7 or claim 8, wherein said structure (400)
is provided as a firmware block having a configurable

mapping database for a plurality of cause codes.

10. The wireless packet data service network (112) as
recited in c¢laim 9, wherein said configurable mapping

database is configured on a carrier-by-carrier basis.

11. The wirelegg packet data service network (112) as
recited 1in claim 9, wherein said configurable mapping
databasge is configured on a mobile communications device-

by-mobile communications device basis.
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