; e3ex"x6 T"oK BI OVETRI C DATA ACCEPTANCE METHOD BACKGROUND OF THE | NVENTI ON
1. Field of the Invention The present invention relates to a bionetric 2 7

N o v 2002 ,mmmﬂwnwwﬁmﬂlon technique, and in particular to Zi Nr{ﬁlr%@gata
accept ance se in biometric identification. 2. cripti f

t he Rel at ed Ar t«gdotdnet wor k- based i nformati on services, identification of
individuals is one of the nost inportant issues to ensure protection of
comuni cations security agai nst abuse) unauthorized use, tenpering by
unaut hori zed persons, pretending to anlauthorized person, or the like. The
identification nust be accurate but not too cunbersone. To neet such a
condi tion, there have bgeiMmEdaROPREA AacHINCcel MBr@s®t ri c identification
techniques. Bionetric data is data representing a certain human
characteristic that is not changed over all one's life and is different
from person to person, typically fingerprints, hand geonetry, retinal
scans, facial imges and the |ike. Taking fingerprint identification as an
exanpl e, a user places his/her predetermned finger on a prismso as to
display its fingerprint t&rGKSRAPHROFsTER BNVENTEQAY i nage sensor. The input
fingerprint image data is sent to a fingerprint verifier, in which feature
data is extracted fromthe input fingerprint ~ 7 NO YV 200 2 inmage data
and t hen i?‘ [ . SpMmar %glgaggbg%icpnr eviously stored fingerprint feature data.

Since a finge JDI‘I ntis unrque and distinctive pattern that presents

unanbi guous evi C necitic p cyr %_g i npl e
identification g?lgi ﬁgﬁg%?%?ﬁg’%gg%ggeﬁéc I esvgg. Hsﬁ% a |crs19er print

i denti fi catjon: sySdfMNMseEBRLI, SHOSEPal-Ri dJEPANRE S PRSI - APRLEL£At i on
Unexam ned Publication No. 4-33065. In the above-described fingerprint

i denti fi cakhto8p Sysdee e thbdi Sonagas Sar pibeepreyiideshyriegisirer the feature
data of a reference fingerprint that is used for conparison. In general,

t he scannek.skassriptuser of fhageslagedaApti smto produce fingerprint inmage
data and, if the nunber of pixels having gray levels greater than a
predet er m ned gri@yn¢B{Ak-dreeedifprpreler Servhees varaertificatsioget®r i ned
that the input fingerprint image data is acceptable. In order to register
the refer enB@THHEYHANORR Ph Tt oSt FEport dSEFeS st P i HIYRITS s usual |y
scanned a plu aljct of . tines. Aa‘p.llouralit of i nput fiQQergri nt i nmages

. roLec n of commuhi ns_security agalinst ,
obt ai ned by the°stahni ng operations are used’ t0creat & the feature data of

the user: s (LNGRLII N asEOF XAl Loy Bllad AR LUASIBAL N, 1TB08; Vi ng the

best quality Is used to extract | eature data.” Alternatively, a

conbi nat i oRo0fn SRMELRE 28 PHrsbhNI&F RhkN i1idTBOBSe MAY¥NbEr seth dromGELat e the
feature data nore suitable for conparison. Such a fingerprint input nethod
i nposes t heeuserutaxepbntaran tthe ¢umigespment iMTogmepersachomn conglitinahity of
tines. More 2 ? ~~ 4V 2~Q-~

there have been proposed a number of biometric identification

techniques. Biometric data is data representinga certain human
characteristic that is not changed over all one's life and is
different from person to person, typically fingerprints, hand
geometry, retinal scans, facial images and the like.

Taking fingerprint identification as an example, a user
places his/her predetermined finger on a prism so as to display
its fingerprint to a scanner such as a CCD image sensor. The
input fingerprint image data is sent to a fingerprint verifier,

in which feature data is extracted from the input fingerprint

VR
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3 specifically, the user nust repeatedly place the finger on the scanner
and nove it off the scanner plural tines to produce fingerprint patterns
caused by different fingerprinting operations. However, ther es
where sonme user continuously places the finger on the scanné?7a?nggﬁzﬁﬂz
noving it off to produce input fingerprint inmages by scanning it plural
times . In such a case, the correct fipngerprinting operation is not
performed and therefore the fingerprint data obtained by such an incorrect
fingerprinting operation should not be accepted. SUMVARY OF THE | NVENTI ON
An object of the present invention is to provide a bionetric data

accept anceimsjdh@thtandnapfisgratiits ial tawpargpd hgainputpravawetiy cstateal obt ai ned
by an incorrect operation of inputting bionetric data not to be accepted.
Accordi ng fingdmryingstertuneydataonSinpe gppanaexnrirdr iaccaptiong andi onetri c
image for bionetric identification,' includes: an input device for

i nputting &lptiofetivecPribgE? Baterbe§erbt WEsbilagoas ¢wigsncgnetref erence
bionetric image;, and a determ ner for eternininﬁém@ether an i nput

e, d .
bi onet ric THEGE %% PECERPL abF & T dEpaRdi T "IF WHEPHAT 1R TSI 88 of sinilarity

bet ween the i npu iometr] 'ngg an refer -bi e, eis

smal | er thf}irﬁélzi‘Plprugggt%%mg%%ghtl. r%%ho?a&.1 a %g%iﬁiglﬁggﬁghﬁl%%%ner m ner
may de_tern_gfseténha};ast BRehNRIdc I hi §abdRIR 'P%t@ﬁ@eﬁ%ﬁqc%t%ﬁn the degree
of simlarity is smaller than the predeterm ned threshold. The determ ner

may det er niexdiaied Pebi NPsEidH NEL Big30émge i S not acceptabl e when the
degree of simlarity is not smaller than the predeterm ned threshold. The
apparat us nmay f anttherabocd-ddecanbelf pugexiovintei fepitiftoapi omgyatemser to
re-enter a bionetric inmage through the input device when the determnm ner

det er mi nesithit reqeserirpubd ypravdoeusby opetisiteri thgeféaturst datsept abl e. The
menory may store a reference bionetric inmage that was accepted |ast tine.
The menor yTHEST LS E1RIPIRFAL ERA ol s MEPErT e B¢ fThEfRRT3hat were
inputted in the past, including g previously accepted biongtric i mge. The
det er ni ner "ayS THINEH S€8™S Ue Eﬁésofl§9ﬁ¥F§¥F¥?ngPwE%d”FﬁBmﬁnput bi onetric

i mge and each t he. er e hio i.C_.1 e rei n
calculated§a%%? €50 l@?‘3Fé?ggvggrngkgﬁngﬁghiﬁQgﬁgﬁg?gaﬁ? r%ﬁ%%d
threshol d, ; the) def, i ffeRetndet £riidiRs e thdted NE-dyNREL e Pi OEIddC o MBgE 'S
acceptabl e. According to another aspect of the present invention, a
fingerprinprageeptminea wopay,al tiss dBEbHAassd tilat BRUtingdayirfGagboprimputting a
fingerprint image; a nenory for storing at |east one reference fingerprint

i mge; a simagarddata dal egkapbab¥er cal cul ating a degree of simlarity
between the input fingerprint inmage and a reference fingerprint imge; and
a determ ner forlrderéefi be ngpddfeeReFrarehfFencei AgrIPRGINL Wage is
accept abl e, dependi ng on whet her the de%ree of simlarity is smaller than

~ ~ ¢~~~ 26021825 reddPertited FhREShIPIUSHHE FFaP aevi &eURay I be an
optical scapnef,on vAioh.2,4seroe $p01 0980 LR 100D R A JIhe l pput devi ce
may i nclude asem’con uct or c%ip |nB enenglna a sens?ng unction of sensing

a fingerpricit 458068 MYoRELa0HonR! 864 NRshatd CreakaCilaRegtSYSI@ITh of |
heat - sensi ng system and electric field sensing system The simlarity

cal cul at or tABYuseR!' g idigerbhentegree eabmpid) harinbytFahyeeprife inagat
fingerprint image and a reference fingerprint inage using an expression
represente@abyng the best quality 1is used to extract its feature data.
Alternatively, a combination of several input fingerprint
images may be used to create the feature data more suitable for
comparison.

Such a fingerprint input method imposes the user to perform

the fingerprinting operation a plurality of times. More



~Fr1G/~G-, where G={ x1 g( x) >T ( x ED} where g ( x ) is an input
fingerprint image, x is a coordinate vector of a pixel in a two-dinmensional
i mge plane, and D is the whole inage plane or a predeterm ned part theﬁ{eof

,|:={X~f(x)>T,xED},mhereinf(x)isarefﬁgﬁg@ozﬂﬂ

fingerprint image, and ~ p ~ indicates the area of p or the

pi xel s thereof. The degree of simlarigy 7 ( f , g ) may be cal cul ated by
an . expression represented by f I ~a,~~ ~f fix) - T )l ~n,x~ ~f fix) -
T)dx )'~I,f)=Df | ~u,,~ (b" (x) - T )cdx D-~1 y>0, ~~" y.~~Y) 0y <

0. The degree of simlarity may be obtained by using one 27 NOV ~Qg~ 6

of gray | egpécthicaliat,i ohe hedeweeus t repeapedly ipigee prienfingagenatige t he

reference fingerprint imge and the nunber of pixels having sane binary

val ue i n betanpdre dnthmovei AfeerHf itite iseageerrRlutdd téfes ehe eofddvger pri nt

i mge. The degree of simlarity may be obtai ned by dividing the nunber of

pi xel s havfaBIREREIHi R S¥aF U 15EDH HFh AL RESTSTHutT IPERERF PR FHRY | nmge and t he

reference fingerprint imge by the nunber of all pixels of the input

fingerpri nPP?gﬁéﬁ‘?“Srhe degree of simlarity nmay be obtained by dividing the

nunber of pi xel ing ] i.0._b i . fi rprint
%@%%e.@ Réfat{eycxgéy%hgset %Srma LQ grébg]f%gh{}gf

i mage and the referencé fingerprint | mage e nu plxels of
the referepegcds RYRIATJAL dATRAE scARRe AGALREUPhoTh A iRTdde/ t FRY-0RE:QPT ai ned
based on a degree of partial simlarity calculated as to a partial inage
for the inpuputimigeyeppiciihti ife@gRsapd dda@nhafereptarai ngaepr.i Nin kG8KE.
According to further anther aspect of the present invention, a nethod

i ncl udes t hecastepshef coayest dringgratintiagt oparatefreienuet (peaetrmed | mage in
a nenory; b) inputting a bionetric inage through an input device; c)

cal cul at i ngné tdegederefthei fnaarpry}nbetatac tdiaeddpusud apdinerereahige and a
reference bionetric inmage; and d) determ ning whether an input bionetric

i mge i s acdBPPERTEILIAEhOREFAGION SHBHePothe R §e®deE8f simlarity is
smal | er than a predeterm ned threshold. As described above, according to
the present invention, it is determ ned whether an input bionetric inmage is
simlar to a previously accepted bionetric imge and thereby it is 2 ? N
OV 2002 possible to determ ne whether the input bionmetric i nage shoul d be
accepted. Therefore, for exgpwhgry idr @utSeRv@enignuously pl aces the finger
on the scanner without noving it off, such an incorrect operation is
rejected and the input inmage is not accepted. In addition, according to the
present invention) when the incorrect input operation is perfornmed, it is
possi bl e to prompt dbiectisef the myesent dhversnicbrr épl dcepiyyvider epl acenent

message.
biometric data acceptance method and apparatus allowing the

input biometric data obtained by an incorrect operation of
inputting biometric data not to be accepted.

According to the present invention, an apparatus for
accepting a biometric image for biometric identification,-
includes: an input device for inputting a biometric image;

a memory for storing at least one reference biometric image;
and a determiner for determining whether an input biometric
image is acceptable, depending on whether a degree of similarity
between the input biometric image and a reference biometric

image is smaller than a predetermined threshold.



Therefore, reliable inmage data can be obtained and accepted. BRI EF
DESCRI PTION OF THE DRAWNGS Fig. 1 is a block diagramshow ng a schematic

configuration of a systemenploying a bionetric data accept ancezﬂmzboz
according to a first enbodi nent of the present invention; g

fl omchart showi ng the bionmetric data acceptance nethod according to the
first enbodinment; Fig. 3Ais a diagramshow ng the contents of a reference
fingerprint imge nmenory in a systemenploying a bionetric data acceptance
met hod according to a second enbodi nent of the present invention; Fig. 3B
is a flowmchart showing a bionetric data 2 7 f~ O-J 2002 acceptance

met hod accor di nBhe clatremd seoraye Medermgne ; tiHty the igpat b bude tdiizgr am

showi ng a schematic configuration of a system enploying a bionetric data
accept ancelmasiehdd aﬁwfcﬁh%@ vhen the Gg9Eap ol riBMileritnelpradvdderi nventi on;
Fig. 5is a flowhart show ng t he bionetric data acceptance net hod

accor di ng ¥ Hee PREFGE IS¢ IneHesheld: dhedetefdRen iy dHGH™Gea

bi onetri c data acce tance t hod accordl urt odj nent of the
present |n3‘erﬁF g mg 77 $"89%81S rkon%iagcé?atab eo"\‘/'\flenrbrgg sdc fatic

confi guration, ﬁ. %rPﬂyOfl‘Etr(dtCané‘ife@%ﬁﬁﬂté%cﬁré&éée%ﬂlk{%h“&xaesho1d.

programcontro processor.
The apparatus may further include an output device for

prompting a user to re-enter a biometric image through the input
device when the determiner determines that a previously input
biometric image is not acceptable.

The memory may store a reference biometric image that
was accepted last time. The memory may store a plurality of
reference biometric images that were inputted in the past,
including a previously accepted biometric image. The
determiner may calculate a degree of similarity between the
input biometric image and each of the reference biometric images
wherein, when all calculated degrees of similarity are smaller
than the predetermined threshold, the determiner determines
that the input biometric image is acceptable.

According to another aspect of the present invention, a
fingerprint acceptance apparatus includes: an input device for
inputting a fingerprint image; a memory for storing at least
one reference fingerprint image; a similarity calculator for
calculating a degree of similarity between the input fingerprint
image and a reference fingerprint image; and a determiner for
determining whether an input fingerprint image is acceptable,

depending on whether the degree of similarity is smaller than



DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS I n the case where a user perforns

the fingerprinting operation plural tines, it is alnost inp s.?i tpbﬁ tmace
the finger at the sanme position on the scanner for each fi nﬁer ' ‘li .

Therefore, each input fingerprint pattern is naturally different . In other
words , if the user repeatedly place the finger on the scanner and nove it
of f plural tines, 2 7 NOb' 2J~~~ 9 tshen the simlarity between plural

i nput fingerprint patterns obtained by different fingerprinting operations .
may be relatively low Contrarily, if the user continuously places the
finger on the scanner without noving it off , then the simlarity between
pl ural i npatpfedgenprinetl patésroisi.nay be high. It is the same with other
bi onetric data. According to the present invention, it is determ ned
whet her the si mThgrinpptidgiaermahee agrapddcalissgerprionwigaht@pAeand t he
previously i_ngut fingerprint pattern is high or low and, if the simlarity
i s high, thERIPE IS5 T8 REACED t hAPe t HPY PGP MBRY priGit®dBaft ern i s not
acceptable. |f th(f siml ﬁri ty, ils gog. hi %h thlen iftu i §id§t er m Qed t hat the
i nput fi ng&FPFPAMIPa e PP SSRIEESEAETE 2 TRESHA SRSt SEPPAFTRY deci si on
wi |l be degcy. frer. ) i i sion
nmet hod | nc?ﬁgdlélgﬁgﬁgghgﬁnnégg %Y:%)g/yg?(%lp%a%gt%t (ﬁpgg%%%%%¥?gg§he pr esent
invention hs,e0804d SRA QktBAt t S X REET Ple R QRnkhhg STdHdmrity
calculation step (B), and simlarity determnation step (C). In the pattern
extracti on step 1R) sifibhnaty daTegeapsOaessicagcibibediics dégedet 6£€Xt ract an
input pattern G and a reference pattern F froman input image g(x) and a
ref erence simgjbafixy petespedthevbhgut Khngespreigitf inade wndtheedgeaygntevel of
each pixel in the input inmage g(x) is conpared with a predeterm ned
gray- | evel finpeshpint LmagexBFinhaA fFPACHF AN | RapFIesgPEadebY than T are
extracted as the input pattern Gfrom 2 7 N O V 2002 the input image g (
X ) . Therefore, the input patteth&ﬁ‘/ééﬂilon is represented by the
foll owi ng expression:, G - {x~ X)), > T, x ED ... (1), _where x is a
coor di nat e "P&EE &t =X lad it kel T ﬁ%ﬁt %Wbﬁ?‘?‘r@ﬁé‘? onaf" ilﬁgﬁﬁ HiPSREPEADITD i's the
whol € | MG, RLENG, §F A BLEAE IR0 PUL 5 (NGLEOn S I AlY s bE el er ence
e y the 3 :

pattern extraction I's represent OW Ng expressi on: - {x~
f(x) >T. %XnEgDlpiane,(3ha O Nst hige Sindhkaindgde pahsdlloat hofredtR riBheat he i nput
and reference patterns G and F are used to cal cul ate the degree of
simlaritypa¥t,treebweerr L he|impyts 7 PREE O haded ntie r &f enemeechsage f (1 x
) . If the input image g ( x ) is simlar to the reference image f(x) , it
can be condildepenrimatimapapsindaln| phiitatesf thqarpamit ppat tlee puBGbare

overl apped with the reference pattern F. Therefore, if the input image g(x)
is simlar %oPiKels eti&%e i mage f(x), then ~FfIG-/~G- is nearly equal to
1.0, where ~ p ~.indicates the area of he nunber of Bi xel s thereof |,

t
that is) ~F~1G~/Thg-degieg of ?.i‘.“iJ(%Si.thERFS;W M3y b¢ eHevlaptt H¥ndBe g(x) is
not si m'Iareti(Lz the IREE%KI%%%%&H?Q& f (x), then~F~1G~/ ~G~is
than 1 . , that is,

much smal | er

fI((I,OO) (f(x)- T)I((l,x)(g(x) -T)dx

(f,8)=*
! fl((),so)(g(x) "‘T)dx
D

| 1 y>0,
((57_)()))_ O ySO

The degree of similarity may be obtained by using one



~F~1G-/1G- 1.0 ... Mre specifically, the degree of simlarity T(f, g)
between the input image g(x) and the reference |mage f(x) is 2-77%\/ OQZ

2002 calculated by using the foll ow ng equation: f ~u. ~>W x)
~0.x) ~f ~x) - T)clx )" (I,f)=n fl~u.x>~f~x)- T)dxn-~1 y>0, ~m<,~)")
50. ... Inthe simlarity determnatlon step (C) , it is determ ned based

on the degree of simlarity 7 ( f , gé) whether the input image g ( x ) is
simlar to the reference image f ( x ) . Mire specifically the degree of
simlarity r ( f , g) is conpared to a predeterm ned threshold of
simlarity, Tsim If 7(f, g) exceeds Tsim then it is determned that the
user conti nfausyy lpiat esprred aftiinyere toreenhthe damwdr L imgernutindoimage it of f
and thereby the input fingerprint image is not accepted. Contrarily, if
"Y(f, g) i3n@qike HedesenShaf IRgenPRART TETAFe BRENTRE PERRS @fnPh¥Elt hat t he

finger r|nt|n operatiqQn i s ro erl erformed and_t hereb he i nput
fi ngergrl nPaYﬁ%gsal"? RLBBHY Pt eTFrByBS tg‘ o f P8R fri ?HH‘?ISP%PF 959y be

obt ai ned, e‘fe%v\eg 'reRXet Pf %‘%{Jr th%lggé hod: 1) using gray-|evel

correlatlon e 1 npu nd the referencelmagef(x) 2)

usi ng the nunber q@lfe Hbéﬁéé J@\glﬁglgbftfm l%naayay@éaleo dlmd%g 0" in
both the input image g ( x and the reference i nmage f X ) ; | ~a a

~00~ 12 3 }nhéintnbeRgot @ﬁx@ﬂﬂh&fvﬂﬁb P bsnhay ivagukbhien 3R tHdanyuval ue " 1

“or " 0" in both the input image g ( x ) and the reference image f ( X )
by the nunbengefppinelimager andgtieheefhobrce Npilgeinpagetr Dmadge )bydi vi di ng t he
nunber of pixels having the sane binary value " 1 " or " 0 " in both the

i nput i magéhg fumber axfd alherivtes efcdhpnbgpeu fingeypbynt hinaueber of pi xel s
form ng the whole reference image . Alternativel )F/) after obtaining a degree
of simlarity as ¢ Qeﬁﬁ?%l%ﬁ ﬁlﬁ‘&éér+65f #a¥e Benph a’r‘?’%é’Yg(‘%%)"léhﬂgt he

f f f th t
17T, RS R T Tl B RIS MRS ol
f b t.ed h t B
109,y be, ol il ot 4 hmsean s deocge, o parual sy pianly, Based on

of the pre%gtnﬁrﬁweeptafoalw bixde: @%seﬁébf&ér@n@@t Aih efmn&glﬁgsecase of
fingerprinting as a typical exanple. FIRST EMBODI ME I\ﬁ'

The degree of similarity may be obtained based on a degree
of partial similarity calculated as to a partial image for the
input fingerprint image and the reference fingerprint image.

According to further anther aspect of the present
invention, a method includes the steps of: a) storing at least
one reference biometric image in a memory; b) inputting a
biometric image through an input device; ¢} calculating a degree
of similarity between the input biometric image and a reference
biometric image; and d) determining whether an input biometric
image is acceptable, depending on whether the degree of
similarity is smaller than a predetermined threshold.

As described above, according to the present invention,
it is determined whether an input biometric image is similar

to a previously accepted biometric image and thereby it is



Referring to Fig. 1, a bionetric data acceptance systemaccording to a
first enbodi nent includes a fingerprint inage input section 1, a sim, ggy
deci sion section-2, a reference fingerprint inmage nenory 3, arﬁﬂaN@chg d
fingerprint imge output section 4. The fingerprint inmage input section 1
is provided with a fingerprint sensor that scans the fingerprint of a user
s finger placed on a scan wi ndow to prboduce digital fingerprint inage data.
The fingerprint sensor nay enploy an opti cal 2 7 ~ ov 200z 13 sensing

met hod or anot her sensing nethod. For exanple, the user's finger is placed
on a sem conductor chip to sense protrusions and depressions of its

fi nger pri nPoaSihte dreds Fydtiaei eheldi thandwuteb Hote tHEainaeh shayliet hod,
electric field sensing nethod or the like. The reference fingerprint inmge
memory 3 sPEr 859K rhfbr phAHHORRge ARt SKAMRAC Wd ACHEHt SPNHBEOPPRE as
reference fingerprint..image data. The simlarity decision tion 2

det er ni nes PRt Ret¢ ﬁéngﬁgr%%?trfenpsﬁtanpf}ﬁg lr%}cfun mﬁoﬁé‘ﬁ% 1% Ozf%?ﬁ P3Pt o the
previ ous! ¥ ;3ceepbatd BESEREI i (sTBOFSLAY Gilal Bnd NGkl Ehelea o hager print

i mage nenory 3. the Tnput Tingerprint inmage 1s simlar to the reference
fingerprintc.LBpgea. then the simlarity decision section 2 rejects the input
fingerprint image. Contrarily, if the input fingerprint imge is not

simlar to the refeaenced, agespliny to hgeprddeart iineerstin , avthdry tdeci si on
section 2 accepts the input fingerprint image to output it to the accepted
fingerprintincpagecodnput opecatdrn 4s phirfoltmedad 1§ pessithee §¢ mrbapkty

deci sion section 2 updates the reference fingerprint imge nenory 3 by

repl aci ng tthe $$oF &@ PrHgetpolfht apdrekfP l@gLaPVi @ FePRacener emasyagecept ed
fingerprint inmage data. The simlarity decision section 2 may be

i mpl ement eéfhﬁi?ego’é? mifePPye dttd 4 G ter 6t ARG oMY 3EPSBocessor .
The simlarity decision programnmay be previously stored in a control
menory (not shown) conposed of a read-only nenory (ROM) , a non-volatile
sem conductor menory, or the |iKke. 2 ? NOV ~UUZ 14 Referring to Fig. 2,
when inputting fingerprint inmage data fromthe fingerprint inmage input
section 1, the siml arigyrgeerscipsesd i TArSbakkendde simlarity deci sion
programto calculate the simlarity between the input fingerprint inmge and
the reference fingerprint image stored in the reference fingerprint inage
menory 3 as described before. Based on the simlarity, it is determ ned
whet her the i npwWid. hgergrlank dimygem shaiind ascheni tie ceferamwae ibhnger pri nt
image stored in the reference fingerprint image menory 3 (step S1). Wen it
i s determn rfédat REfteHeenPYEng| Ageipratiic fage #<CNtANCE mebhede ref erence

fingerprint image (YES at_sStep S1). ., the simlarity decisionp section 2
rejects th@cicﬁﬁaim i iyt Eﬁrﬁ?— f’%‘é} l.me\erﬁ%i Eh?sprdee‘gtleé}tmlﬁ‘(‘-fa“fh%?; t he i nput
fingerprint image is not simlar to the reference fingerprint inmage (NO at
step S1), the simlarity decision section 2 accepts the input fingerprint
i mge to output figto tikesacespiedd iSRBGLRGI e IvRER tRULPEScSection 4 (step
S2). At the sane tine, the simlarity decision section 2 updates the
reference fddi@prphtatmd tRge adebpayng thy theplfaes dgedthwiisieared fingerprint
imge data with the currently accepted fingerprint inmge data ( step S3 )
SECOND EMBODI MENT A bionetric data acceptance system according to a second
enbodi ment has basically the same systemconfiguration as in the first
embodi nent of Fi§l941 3@xeest diparan Hhowdngr B €OPLAREF AT At r¢ TR Sfenory 3
stores a pl u,ralitg of reference fingerprint inf\gye_s andb_the simlarity

ng a biomet

deci si on secti9FFPEint Fmagg PeRPIypHS @ system employd ric data

acceptance method according to a second embodiment of the

present invention;

Fig. 3B is a flowchart showing a biometric data



15 perforns searching operation against the reference fingerprint inmages.
As shown in Fig. 3A the reference fingerprint imge nenory 3 stores a
plurality of reference fingerprint inmages RI(1)RI(n), which are ai Eﬁ
partial fingerprint imges that were inputted in the past, inclzd ﬁ& JKZDUZ
previ ously accepted fingerprint image. To reduce the time required for
simlarity decision, the nunber of reBerence fingerprint inmages stored in
the reference fingerprint image nenory 3 is preferably reduced. The
simlarity decision section 2 may be inplenmented by a simlarity decision
programrunning on a mcroprocessor. The simlarity decision program my be
pr evi ous| yastegrtedicenmatbodtagionddmgr yo (Hot sslvond) esbegpiowad;of a read-only
menory (ROM , a non-volatile sem conductor nenory, or the |ike. Referring
to Fig. 3B, when inputting fingerprint imge data fromthe fingerprint

i mge input section 1, the simlarity decision section 2 starts the
simlarity deci &18n 4prDaPARCk APIFraNFPOIANY 2i S AV AFiCRBIE&IRTRB A ( step
S11 ) , the.simlarit | Sl Lop. r rence
fingerprin?fi%ﬁ;éﬁﬁ%héwgféﬁ}%fQh%ﬁébé?gﬁ%éﬁﬁgkggggP%%fb%ﬁ%ﬁg% I (i) (step
S12). Thergaid&find he ai bhiAd idnbsderbat 0bk S8 ipRRséntal LillAties t he
simlarity between the input fingerprint image and the read reference
fingerprint image Rl (i) as described before. Based on the simlarity, it is
determ ned whether the input fingerprint image is simlar to the reference
fingerprint i mgegRl 6ijs (stfpwbhd}t shdvingNther b2Qfxrlicc lhen it is

determ ned that the input fingerprint image is simlar to the reference
fingerprineceemigamde mgthypd(axEg dingsteptisi Hhindhembpditnentty deci sion
section 2 rejects the input fingerprint imge and the control goes back to
the step S11. When it is determned that the input fingerprint inmage is not
simlar to the reference fingerprint inmge Rl i ( at step S13), it

i s determned whéfhef thée |W§Bf35tis %3}5%5‘ BSB?‘%%H%%%tﬁed val ue n, which
is the nu r of the r Len j;ngerpring | [ he reference
fingerpri :ggcfe tgaencr?errrngr%glgg ?gcg?lfedﬁq%lgig)é.]g%%@{gt ggég@?a Ioeq: itthlgs not
greater thﬁpegbgg«g n$i6R:Slfd. the variable i is increnented by one (step
S15) and the control goes back to the step S12. In this manner, the steps
S12-S15 are repeatedly perforned while incrementing i until the variable i
exceeds n. Wen the variable i exceeds n, that is, all reference
fingerprint inmagasg.st s abliarkidiegrehehewtagfa sigenptintcdnfageraenoty 3 have
been read ( YES at step S14 ) , it means that no reference fingerprint

i mge is sphid roneyrtileedd typatcd iageepvisteniusdge. @ hegefrorcentrhéledm larity
deci sion section 2 accepts the input fingerprint image to output it to the
accept ed fPhBEFPT?™t i nage out put section 4 (step S16). At the sane tineg,
the simlarity decision section 2 updates the reference fingerprint inage
menory 3 by adding the currently accepted fingerprint inmage data to the
previously stored fingerprint inmage data ( step S17). TH RD EMBODI MENT 2
7 NO d ~~sd? 17 A bionetric data acceptance systemaccording to a third
enbodi ment has basi ¢alsky 1bh€os asie s bREyEonds giwsabireenes in the first
enbodi ment of Fig. 1 except that a nessage output function is added.
Therefore) blocks simlar to those previously described with reference to
Fig. 1 are denoted by the sane reference nunerals and the details are

om tted. As showm itheFicgsedwhere meysagepofiqpus $bet Fomgsrisinddngected to
the simlarity decision section 2, Wen the simlarity decision section 2
det er mi nes “PRARtLPR RHFRL fifgEr ptl AS PARYEL i WROSFIPAR tQ RIFESr &P&rence
fingerprint_.inmge e sinilarit¥ decisiﬁg section contﬁols t he nmessage

L ,
out put secti8f®5 8b tHarsF e PREEFIIS Bt SfFt BEPRET dFa8°Fhe finger on the

scanner by (i . or. sou xa . u tion 5 may
include a 5ﬁ§§ggg¥l§£¥3£aEg??g%ﬁgfgdrgg fr@ﬁ#ﬁé%????%grﬁﬁ%gﬁﬁt%ﬁﬁ simlarity
deci si on seGtj 9% RY a Perd MR MerY 8€nbY wdrakMi@Ehd Xlséﬁfcféde%{’ceﬁrlggf am
running on a mcroprocessor. The simlarity decision programnmay be

previ ousl y p3taeeedné NE i e@Nbh othdTe@ahtef 41 mshewnt Jorgoppesed Qied ,r ead-only
menory ( ROM) , a non-volatile sem conductor nmenory, or the like.
Referring to Fig. 5, when inputting fingerprint imge data fromthe
fingerprint imge input section 1, the simlarity decision section 2 starts
the simlarity decision programto calculate the simlarity between the

i nput fingerprint image and the reference fingerprint inmge stored in the
reference fingerprint imge nenory 3 as descri bed before. Based on the
simlarity, it is determ ned whether the input fingerprint inage



Z? NOI 2~?~? 18 is simlar to the reference fingerprint inmage stored in
the reference fingerprint imge nenory 3 (step S21). Wen it ned
that the input fingerprint inage is simlar to the referencer?rJgé\z 2mJ1
image ( YES at step S21 ) , the simlarity decision section 2 controls the
nmessage out put section 5 so that the user is pronpted to replace the finger
on the scanner by display or sound (sbep S22) and the control goes back to
the step S21. Wien it is deternmined that the input fingerprint imge is not
simlar to the reference fingerprint inmage (NO at step S21), the simlarity
deci sion section 2 accepts the input fingerprint image to output it to the
accept ed ftimgertpei sitmirgdyobe purers edtrah ipputsfpgedagipt, pAttetms sane
tine, the simlarity decision section 2 updates the reference fingerprint
i mage nmenofYtBaed PEpRAETeRPhE 18geFREL T i iige OpPT At 1P MdEYd®Pa with the

currently accepted fingerprint inmage data ( ste 2 FOURTH EMBODI MENT
A bi omet ri EeUHtY rgé)d‘? QUIGAL a‘écfcﬂed'll%%r FSgtél’?‘b‘i#ﬁle Fé]rﬁ?c?ﬁl%t has
basically the sane st em conf i t he . fir nEnt of Fig.

1 except t H9h reretenee f 1 n er%rljlnoo"r!m%SlJc %f% ethen é‘ ?o es P B’ lurality
of refer enﬁ&v&éé}%&aghmtlﬂm@ingeé it malt@éfﬁsy xr%%cbé' RIS ectofk 2
perfornms searching operation against the reference fingerprint inages , and

a nessage ond pMmd wichi othés middRdridsastrown in Fig. 3A, the reference
fingerprint imge nenory 3 stores a plurality of reference fingerprint

i mges RI(1) Zccor@in@anr- the Rrésgnt vilmvehtaoe, alt ier deaetmaéthed i nger print

i mages that were inputted in the past, including the previously accepted f

finger pri n¥hé thege the Fomiddud by thedwepnetheequrrent fongermiindr baytereci sion )

t he nunber of reference fingerprint inmages stored in the reference

fi nger pri nend FRGLTAMHONF LY TrPUbrkngeaBry | ddddeyn l‘Fh}él%f} AT 114 #8A deci si on

section 2 nmay be hg{)l enented by a simlarjty decision gr\;llam runni ng on a
b

m croproceégdihe ¥ Js"’frri‘lqyaﬁtlvg(’i‘ec'f%‘?rbﬁtplrso B%W%E ob%ﬁ"i/t stored in
a control . I(:LnQLOtai‘ttQaq:Vr\lﬂlg nogrg%%%eg%b{f?l kEE% e s HYLlar noRcOvI ) , @

non-vol at i i con menor eferri ng t 6, when
i nput ting R;L&gert@lr i ¢ J,@Sgt(gﬁﬁﬁuefdr pra  heef I aar EEhQ&rﬂ;f@&eph{?nyn section

1, the simTarity decision section 2 starts the simlarity decision

program Afitescddiddakl.ziTg aecvaiiabb®e dinti0ati{et@riSIbh ribhepsimlarity
deci sion section 2 searches the reference fingerprint inmge nmenory 3 for a
reference fengetrypsd mieremtgerRl (i) (step S32). Thereafter, the simlarity
deci sion section 2 calculates the simlarity between the input fingerprint
i mage and the read reference FIMHSARIIINDECRBENRI (i) as descri bed before.
Based on the simlarity, it is determ ned whether the input fingerprint

i mage is sinilad FaMLHRTHEY dlesiEdon| AeErqst |J1’|‘FlPﬂﬁ%e“RIa(‘1 J1egeeBdE33) . Wien

it is determned that the. input rp i.S_Si Iar to the
reference FPRGRIPITH t’“ettre?ﬁa 7({ n@%%g é’li‘ s?res 3)““"?‘#;1 Ml arity
deci sion s Fnb?ﬂs@? ace Qkérﬁh&{%&% 9’:‘&2;8”61\)56%%9%?1&9 that the user

i's prorrpte to re
calculation step (B}, and 51mllar1ty determination step (C).

In the pattern extraction step (A), a binary image
processing method is used to extract an input pattern G and a
reference pattern F from an input image g(x) and a reference
image f(x), respectively. More specifically, the gray level of
each pixel in the input image g(x) is compared with a
predetermined gray-level threshold T. Pixels having a gray

level greater than T are extracted as the input pattern G from



finger on the scanner by display or sound (step S34) and the control goes
back to the step S31. Wien it is determ ned that the input fingerprint
image is not simlar to the reference fingerprint inmage R ( i ??N%\AQUOZ
step S33), it is determ ned whether the variable i exceeds a predeterm ned
value n, which is the nunber of the reference fingerprint imges stored in
the reference fingerprint inmage nmenoryy 3 ( step S35 ) . When the variable i
is not greater than n (NO at step S35), the variable i is increnmented by
one (step S36) and the control goes back to the step S32. In this manner,
the steps S32, S33, S35, and S36 are repeatedly perforned while

i ncrement ithg inpmt iimagkeg (za) . abherdfope; cdts inpuWrat tefre esatriaatilioni exceeds
n, that is, all reference fingerprint imges stored in the reference
fingerpriftS FeRGESARRDE PR3 qﬁl&véogé‘é‘l’ﬂqgeﬁp(fe%%’c step S35 ) , it neans
that no reference fingerprint image is simlar to the input fingerprint

i mge. Therefore, th&'stn¥ariy gegi'sﬁ‘o% Rkction $Yaccepts the input
fingerprint image taq It c i rj i mage ,out put
section 4 wths rgpg§3'°’7)a. 8§\(§Pﬁneat§a¥r’r§c%kerr€,% %ﬁ’gt’(;%ﬂmq}?%g %’g%?%silé’%as}ecti on 2
updat es the JRf g1 SAEE,{d RISE PiHld lunbi B0/ JIEERAYe 3:0% BEdAG LG GUr rent |y
accepted fingerprint inage data to the previously stored fingerprint inage
data (stepa338)kner8odescribed before, the simlarity decision section 2 may
be inplenented by a simlarity decision programrunning on a

program cont r ol b6l pigessae. ref@rehdd Qt¥EO02 XtvAstshownsin Fig. 7, for
exanpl e, the bionetric data acceptance system according to the third

enbodi nentreasresieonrdnb¥i the £otdpvwheyi ¢prirassiareed by replacing the simlarity
deci sion section 2 with a programcontrolled processor6. The simlarity
deci si on programis $torefx| nf@)prodrath FePbry "7 sééh-as a read-only nenory

, tic disk,. a 1-vol ati | ' duct , the |ike.
When | nputting. £ pHHR PR A € HE 1 ger e HEEE e | mput

section 1 ..1Lhe LogLamm Gantr old ¢, pLQLessEl S6adse the SLpLlaiddy

deci sion programTr e programnenory 7 and starts the srmlarity

deci si on péﬂ&%%%:ﬁ?,d‘?s,%ég%t B! Jg‘lpu%' \T\ﬁé %%%%'Q&d’ t%QO%gfela&l%r ding to
the present 1 nvention, it 1s determ ne et her " an I nput bionetric inmage is
simlar toimady evkpushy accepped ihhgari(k)Cid Bagel andotthey ebyeidndes possi bl e
to determ ne whether the input bionetric i mage shoul d be accepted.

Ther ef or e, ifiage exanpl 2 cah e usasidentd mhatsaimgdtaedd gixelfsi afetheon t he
scanner without noving it off, such an incorrect operation is rejected and
the i nput immge dadteon Acteptwerlpppeddiittiboihe pefagegicegrebtetie Ipresent
invention , when the incorrect input operation is perfornmed, it is possible
to pronpt the uSBPTEECRBveTi (R6f FRWY MBFLa8tx byl T8t atehentPSressage.

Therefore, reliabl e imge data can ined and accept ed, 21 ~~ ~~I
2 e R 1SR Sar A0GE HaP ChELEpt ST b SRR £°i hedbe 1 or
biometric Jdentif LQ.%hE_QQte§QHEra'I%hQE p 8P thRAUmRSVd €61 01 s tRPHIE NT 2
bi onetric 1 mage; nmenory for storing at |east one reference
that is,
IFrOG|/|G| ~1.0 - - (3).
Contrarily, if the input image g(x) is not similar to the
reference image f£(x), then |F(1G|/|G| is much smaller than 1.0,
that is,
IFNGl/|G| << 1.0 - (4).
More specifically, the degree of similarity 7 (£, g)

between the input image g(x) and the reference image f(x) is



bionetric image; and a determ ner for determ ning whether an input

bi onetric image is acceptable, depending on whether a degree of) 3i Nl@VrZ@[\}'Z
bet ween the input bionmetric inage and a reference bionetric inmage Is

smal ler than a predetermined threshold. 2. The apparatus according to claim
1, wherein, when the degree of simlarity is smaller than the predeterm ned
threshol d, the determ ner determ nes ilthat the input bionmetric imge is
acceptable. 3 . The apparatus according to claim2 , wherein , when the
degree of simlarity is not smaller than the predeterm ned threshold, the
determ ner determnes that the input bionetric inmage is not acceptable. 4.
The appar fUHSLHEEEAIPAGF TR Ithenf 21 19Uh &IU8sHPR1 si ng: an out put devi ce
for pronpting a user to re-enter 2 ~ ~ pV 2002 23 a bionetric imge

t hrough the input device when the determ ner determ nes that a previously

i nput bionetric inmage is not acceptable. 5. The apparatus according to
claim1l, mhereinn2m§ymﬁoapy35&gggsyaTh@ference bi onetric i mage that was
accept ed I@ﬁQSFL . 6. The apparatus according to claiml, wherein the
menory stores a pIuraIyTMmQ§QJefpﬁence bi onetric images that were inputted
in the past, includingna previously accepted bionetric imge. 7. The
apparatus according to claim6, wherein the

1 y>0,

[((1.”()’):{0 ySO. (5).

In the similarity determination step (C), it is determined
based on the degree of similarity 7 (£, g) whether the input image
g(x) is similar to the reference image f£(x). More specifically,
the degree of similarity 7 (£, g) is compared to a predetermined
threshold of similarity, Tsim. If 7 (f, g) exceeds Tsim, then
it is determined that the user continuously places the finger
on the scanner without moving it off and thereby the input
fingerprint image is not accepted. Contrarily, if T (£, g} is
equal to or smaller than Tsim, then it is determined that the
fingerprinting operation is properly performed and thereby the
input fingerprint image is accepted. - -

The degree of similarity 7Y (f, g) may be obtained, for
example, by the following method:

1) using gray-level correlation between the input image g(x)
and the reference image f(x);
2} using the number of pixels having the same binary value "1"

or "0" in both the input image g(x) and the reference image £(x);



£ { NQV 2002

determ ner calculates a degree of simlarity between the input bionetric

i mge and each of the reference bionetric inages wherein, when all

cal cul ated degrees of simlarity are snaller than the predeterm ned

t hreshol d, the determ ner determ nes that the input bionetric inmage is
acceptable. 8. A fingerprint acceptance apparatus for accepting a
fingerprint image) conprising: an inpl® device for inputting a fingerprint
imge; a nenory for storing at |east one reference fingerprint inage;, a
simlarity calculator for calculating a degree of 2 71~ G~ LOUD 24
simlarity between the input fingerprint inmge and a reference fingerprint
i mage; and é>d§@é¥ﬁ¥ﬁb?h¢éwm@éféﬂhphﬁﬁbﬁﬁﬁ@%ﬁ@Hj§hsﬁﬁbﬁﬁnﬁrYNﬁ§%¥br|nt

i mge is acceptapl e endi ng on whet her %he de ree of simlarity is
smal | er thah Qrpr%déff‘e‘???ﬁhéaet L gpgge g ix ﬁe‘?epfﬁrﬁf‘cﬁc‘d‘?&eance

apparat us acg e g pre %E%I %1 w@gr ﬁﬁ&“g'ﬁg ga%lggg{gﬁzof 5|n1Iar|ty IS

smal | er tha ernlne res term deter nies t hat
the input fwg@mraﬁtg tﬂ@gl%m'bér \AEEI:@-P!; %aviflg tme hhdGRMRAL, NFa RRCEPt ance
apparatus according to claim9 erein when the degree of simlarity is

not small erytlan g hanp\b@@lettﬁerﬂrnﬁﬁt &ma@@@q&d,aﬁmhdeﬁﬁéﬂeﬂ@é HRigy m nes
that the input fingerprint image is not acceptable. 11. The fingerprint

accept ancer gppakatis nanber diEngi ted scFarmify (hahdrodienrd fearenepuimag@yvi ce i s an
optical scanner on which a user's finger is to be placed. 12. The
fingerprint accéptencetiapiar.atifenobbatning aodegree of similarity as

to a partial image for the input image g(x) and the reference
1mage f(x) using one of the above methods, the degree of
similarity 7 (£, g) between the input image g(x) and the
reference image f£(x) may be calculated based on the degree of
partial similarity.

Based on the similarity decisionmethod as described above,
preferred embodiments of the present invention will be described
in detail, taking the case of fingerprinting as a typical
example.

FIRST EMBODIMENT

Referring to Fig. 1, a biometric data acceptance system
according to a first embodiment includes a fingerprint image
input section 1, a similarity decision section 2, a reference
fingerprint image memory 3, and an accepted fingerprint image
output section 4.

The fingerprint image input section 1 is provided with
a fingerprint sensor that scans the fingerprint of a user’'s
finger placed on a scan window to produce digital fingerprint

1mage data. The fingerprint sensor may employ an optical



claim8 , wherein the input device conprises a sem conductor chip

i npl ementing a sensing function of sensing a fingerprint i magg TD)NBNeZBQZ
el ectrostatic capacitance system heat-sensingsystem and electric field
sensi ng system 2 7 E~! 0"V 2002 25 13. The fingerprint acceptance
apparatus according to claim8 , wherein the simlarity cal cul ator
cal cul ates the degree of simlarity bgtween the input fingerprint inmge and
a reference fingerprint inage using an expression represented by F~1G-/ ~G-,
where G={ x, g( x) >T, x ED} where g ( x ) is an input f
fingerprint image, x is a coordinate vector of a pixel in a two-di nensional
i mge pl ansnsing Deitbod her vihaltdermages plaametbpda proedekempiaeiedthaart t her eof
(F={x~f (x)>T(xED} , whereinf ( x) is a reference
fingerpri Msdnrggéingal is pladeddprat egenigengdiefionfClpiorta lsenaanber of

pi xel s thereof. 14. The fingerprint acceptance apparatus according to claim
13 ( wher TP THE 198G 8RA ofeRESFSERRF L Of VLIE £1NggryTint uqing) ated by an

expression represented b 'S/ >t) o ~Y.x~ ~r fix) - Thél ~n.~) fib" fix)
- T')dx D¥9 ~r¥.°~s§9§i% 9%‘3%&%“32311“?/45‘6?&]? >f‘(‘1‘3‘3‘‘-S‘?‘.‘“i”l‘vﬂ()“‘erf 9« 0.7 15. The
fingerprinl, AGGER! 80624 AR RRAER S el Q1kpal M 8 , wherein the degree
of simlarity is obtained by using one of gray-level correlation between
the input fingerREi Pirerchcd MiRgdrddd 2RabBBAGHANRA 3t Beoreference

fingerprint inmage and the nunber of pixels having sane binary value in both
t he il1put fiﬂﬁﬁﬂﬁ&ﬁhﬂtimage data that was accepted last time as reference
fingerprint image data.

The similarity decision section 2 determines whether the
current input fingerprint image is similar to the previously
accepted fingerprint image stored in the reference fingerprint
image memory 3. If the input fingerprint image is similar to
the reference fingerprint image, then the similarity decision
section 2 rejects the input fingerprint image.

Contrarily, if the input fingerprint image is not similar
to the reference fingerprint image, then the similarity decision
section 2 accepts the input fingerprint image to output it to
the accepted fingerprint image output section 4. At the same
time, the similarity decision section 2 updates the reference
fingerprint image memory 3 by replacing the stored fingerprint
image data with the currently accepted fingerprint image data.

The similarity decision section 2 may be implemented by
a similarity decision program running on a microprocessor. The
similarity decision program may be previously stored in a
control memory (not shown) composed of a read-only memory (ROM),

a non-volatile semiconductor memory, or the like.



i mage and the reference fingerprint inmage. 16. The fingerprint P
apparatus according to claim8 , wherein the degree of sirriIathaz/:cm}@l\"mZ(EJHEJZ

obt ai ned by dividing the nunber of pixels having same binary value in both
the input fingerprint inmage and the reference fingerprint inage by the
nunber of all pixels of the input fingerprint image. 17. The fingerprint
accept ance apparatus according to claam 8 ( wherein the degree of
simlarity is obtained by dividing the nunber of pixels having sane binary
value in both the input fingerprint inmage and the reference fingerprint

i mage by the nunber of all pixels of the reference fingerprint inmage. 18.
The fi nger pri nt ReoepngnceFapgpar, athes: Hrgodrdingdf ingegpaint 8mageliartel n t he
degree of simlarity is obtained based on a degree of partial simlarity
cal cul at efred tbeaf prgerriiintndagagde oinkHe siespdenf I ngérpsiipd Lande and t he
reference fingerprint imge. 19. The fingerprint_ acceptance apparatus
accor di ng 45 ISEPnF T ¥ ghéFaEBﬁp‘Pl?esisﬁﬁ'?laglmtdpﬁftlsdéf}i RECYGH™ fonpt i ng a

user to re-enter a fingerprint_ inage thr h, the input deyice when the
ot er m neroal B iptR bhd KBty RGN SHE"aplfe ABPEsPELAL el
fingerprint,d g ?réEePQﬁ?@%%gh?Bgﬁnt 2 hagtne b8 Pridt BEERDh0CE
apparatus according to claim ereinthe nenory stores a reference
fingerpring;jJ@geihhaimdns mameept £did askctiv®n vékordhe shisBaesprinat

accept ance apparatus according to claim8, wherein the nmenory stores a
plurality @fminefretence {4 agespiindd vieges tHwinpwr einggfrtied inhdehe past,
including a previously accepted fingerprint image. 22. The fingerprint
accept anceiapparideustacto diefgreocel finge2prinphémege dtoeresi il gnéty

cal culator calculates a degree of simlarity between the input fingerprint
i mage and kfEresret Rengerriidyic dMppagee e i(FhgRsSWher ei n, when alil
cal cul ated degrees of simlarity are snaller than the predeterm ned

t hreshol d, the HE?%r+ﬁrﬁﬁ'd&é?EW%??ﬂﬁ?ﬁPﬁthFhén??ﬁnﬁlnPFEBEF?ﬁi%ﬂaQQWage i's

acceptableis similar to the reference fingerprint image (YES at step S1),

the similarity decision section 2 rejects the input fingerprint
image. When it is determined that the input fingerprint image
is not similar to the reference fingerprint image (NO at step
S1)., the similarity decision section 2 accepts the input
fingerprint image to output it to the accepted fingerprint image
output section 4 (step S2). At the same time, the similarity
decision section 2 updates the reference fingerprint
image memory 3 by replacing the stored fingerprint image data
with the currently accepted fingerprint image data (step S3).
SECOND EMBODIMENT

A biometric data acceptance system according to a second
embodiment has basically the same system configuration as in
the first embodiment of Fig. 1 except that the reference
fingerprint image memory 3 stores a plurality of reference

fingerprint images and the similarity decision section 2



23 . A nethod for accepting a bionetric inmage, conprising the steps of: a)
storing at |east one reference bionetric imge in a nenory; b)thdW[ﬁJ

bi onetric image through an input device; 2 7 NO V 200Z 28 c) calculating
a degree of simlarity between the input bionmetric i mge and a reference

bi onetric image; and d) determ ning whether an input bionetric inmage is
accept abl e) dependi ng on whether the ”degree of simlarity is smaller than a
predeterm ned threshold. 24. The nethod according to claim 23, wherein,
when the degree of simlarity is smaller than the predeterm ned threshold,
it is determned that the input biometric imge is acceptable. 25. The

met hod acamdiongstseaycilngZ2berwidpriagainkérthcheethgpree dingdundiati ty is not
smal l er than the predetermined threshold, it is determ ned that the input

bi ometri c iMPE§E-i s not acceptable 26 . The method according to claim 23 ,

wherei n the degree. of si arlt | cul at ed usin n expressi on
represent ed bygIA—’s pooyRd yth? §e?€§f(‘?{)ce>§’1ng%f gl‘fb}é'l Fé“ed'B{)y is an

| nput bi Or‘?tééo%es”ggglu_Ta(lft% (s f) tehe 1fi f%rﬁ(t a;Lm%g?S' R![

t wo- di nensi onal ane ane

pr edet er mm%)paﬁhléﬂe&ﬁ‘@fal(l Er‘péf‘tlalf fﬁnée%jpfln-qz (lm)c‘lﬁgs Dindt V‘mﬁreEi nf (x

) is a reference bionetric image, and ~p~ indicates the area of p or the
nunber of pPipweltedt her €ed .padt,. ikbeudBidatheapeay dbigly Qictlepitan26 , wherein

t he degree
fingerprint image. To reduce the time required for similarity
decision, the number of reference fingerprint images stored in
the reference fingerprint image memory 3 is preferably reduced.

The similarity decision section 2 may be implemented by
a similarity decision program running on a microprocessor. The
similarity decision program may be previously stored in a
control memory (not shown) composed of a read-only memory (ROM),
a non-volatile semiconductor memory, or the like.

Referring to Fig. 3B, when inputting fingerprint image
data from the fingerprint image input section 1, the similarity
decision section 2 starts the similarity decision program.
After initializing a variable i to 1 (step S11), the similarity
decision section 2 searches the reference fingerprint
1mage memory 3 for a reference fingerprint image RI(i) (step
S12). Thereafter, the similarity decision section 2 calculates
the similarity between the input fingerprint image and the read
reference fingerprint image RI(1i) as described before. Based
on the similarity, it is determined whether the input
fingerprint image is similar to the reference fingerprint image

RI(i) (step S13).
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i mage and the reference bionetric i mge. 32. The net according to claim

23, furtheals geANinGilAg thanst £fSence fingerprint image RI(i) (NO at
step S13), it is determined whether the variable i exceeds a
predetermined value n, which is the number of the reference
fingerprint images stored in the reference fingerprint
image memory 3 (step S14). When the variable i is not greater
than n (NO at step S14), the variable i is incremented by one
(step S15) and the control goes back to the step S12. In
this manner, the steps S12-S15 are repeatedly performed while
incrementing i until the variable i exceeds n.

When the variable i exceeds n, that is, all reference
fingerprint images stored in the reference fingerprint
image memory 3 have been read (YES at step S14), it means that no
reference fingerprint image is similar to the input fingerprint
image. Therefore, the similarity decision section 2 accepts the
input fingerprint image to output it to the accepted fingerprint
image output section 4 (step S16). At the same time, the
similarity decision section 2 updates the reference fingerprint
image memory 3 by adding the currently accepted fingerprint
image data to the previously stored fingerprint image data (step
S17).

THIRD EMBODIMENT
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previously input bionetric inmage is not acceptable. 33 . The net hod
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i mage that was accepted last time. 34 . The net hod accordingzto |HUQQ (
wherein the nmenory stores a plurality of reference bionmetric inmges that
were inputted in the past , includingia previously accepted bionetric
imge. 35 . The nethod according to claim34 , wherein a degree of
simlarity between the input bionetric inmage and each of the reference
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smal ler than the predetermined threshold, it is determ ned that the input
bi onetric i mageakShown in Fig. 4, a message output section 5 is connected
to the similarity decision section 2. When the similarity
decision section 2 determines that the input fingerprint image
is similar to the reference fingerprint image, the similarity
decision section 2 controls the message output section 5 so that
the user is prompted to replace the finger on the scanner by
display or sound. For example, the message output section 5 may
include a display, a speaker, and/or a light-emitting diode.

The similarity decision section 2 may be implemented by
a similarity decision program running on a microprocessor. The
similarity decision program may be previously stored in a
control memory (not shown) composed of a read-only memory (ROM),
a non-volatile semiconductor memory, or the like.

Referring to Fig. 5, when inputting fingerprint image data
from the fingerprint image input section 1, the similarity
decision section 2 starts the similarity decision program to
calculate the similarity between the input fingerprint image
and the reference fingerprint image stored in the reference
fingerprint image memory 3 as described before. Based on the

similarity, it is determined whether the input fingerprint image



acceptable. 38 . The recording nmediumaccording to claim37 , wherein ,
when the degree of simlarity is not smaller than the predeterm ned
threshold, it is determned that the input bionmetric inage is not 0
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RI(n), which are all or partial fingerprint images that were
inputted in the past, including the previously accepted
fingerprint image. To reduce the time required for similarity
decision, the number of reference fingerprint images stored in
the reference fingerprint image memory 3 is preferably reduced.

The similarity decision section 2 may be implemented by
a similarity decision program running on a microprocessor. The
similarity decision program may be previously stored in a
control memory (not shown) composed of a read-only memory (ROM),
a non-volatile semiconductor memory, or the like.

Referring to Fig. 6, when inputting fingerprint image data
from the fingerprint image input section 1, the similarity
decision section 2 starts the similarity decision program.
After initializing a variable i to 1 (step S31), the similarity
decision section 2 searches the reference fingerprint
i1mage memory 3 for a reference fingerprint image RI(i) (step
S32). Thereafter, the similarity decision section 2 calculates
the similarity between the input fingerprint image and the read
reference fingerprint image RI(i) as described before. Based
on the similarity, it is determined whether the input
fingerprint image is similar to the reference fingerprint image
RI(i) (step S33).

When it is determined that the input fingerprint image
1s similar to the reference fingerprint image RI(1i) (YES at step
S33), the similarity decision section 2 controls the message

output section 5 so that the user is prompted to replace the
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control goes back to the step S31.
When it is determined that the input fingerprint image
is not similar to the reference fingerprint image RI(i) (NO at
step S33), it is determined whether the variable i exceeds a
predetermined value n, which is the number of the reference
fingerprint images stored in the reference fingerprint
image memory 3 (step S35). When the variable i is not greater
than n (NO at step S35), the variable i is incremented by one
(step S36) and the control goes back to the step S32. 1In
this manner, the steps S32, S33, 535, and S36 are repeatedly
performed while incrementing i until the variable i exceeds n.
When the variable i exceeds n, that is, all reference
fingerprint images stored in the reference fingerprint
image memory 3 have been read (YES at step $35), it means that no
reference fingerprint image is similar to the input fingerprint
image. Therefore, the similarity decision section 2 accepts the
input fingerprint image to output it to the accepted fingerprint
image output section 4 (step S837). At the same time, the
similarity decision section 2 updates the reference fingerprint
image memory 3 by adding the currently accepted fingerprint
image data to the previously stored fingerprint image data (step
$38).
As described before, the similarity decision section 2 may

be implemented by a similarity decision program running on a

program-controlled processor.
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section 2 with a program-controlled processor 6. The similarity
decision program is stored in a program memory 7 such as a
read-only memory (ROM), a magnetic disk, a non-volatile
semiconductor memory, or the like.

When inputting fingerprint image data from the fingerprint
1mage input section 1, the program-controlled processor 6 reads
the similarity decision program from the program memory 7 and
starts the similarity decision process as described in Fig. 5.

As described above, according to the present invention,
it is determined whether an input biometric image is similar
to a previously accepted biometric image and thereby it is
possible to determine whether the input biometric image should
be accepted. Therefore, for example, if a user continuously
places the finger on the scanner without moving it off, such
an incorrect operation is rejected and the input image is not
accepted.

In addition, according to the present invention, when the
incorrect input operation is performed, it is possible to prompt
the user to move it off and replace by a replacement message.

Therefore, reliable image data can be obtained and accepted.
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1. An apparatus for accepting a biometric image for

biometric identification, comprising:

an input device for inputting a biometric image;

a memory for storing at least one reference
biometric image; and

a determiner for determining whether an input
biometric image is acceptable, depending on whether a degree
of similarity between the input biometric image and a reference

biometric image is smaller than a predetermined threshold.

2. The apparatus according to claim 1, wherein, when
the degree of similarity is smaller than the predetermined
threshold, the determiner determines that the input biometric

image is acceptable.

3. The apparatus according to claim 2, wherein, when
the degree of similarity is not smaller than the predetermined
threshold, the determiner determines that the input biometric

image is not acceptable.

4. The apparatus according to claim 1, further

comprising:

an output device for prompting a user to re-enter
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acceptable.

5. The apparatus according to claim 1, wherein
the memory stores a reference biometric image that was accepted

last time.

6. The apparatus according to claim 1, wherein
the memory stores a plurality of reference biometric images that
were inputted in the past, including a previously accepted

biometric image.

7. The apparatus according to claim 6, wherein the
determiner calculates a degree of similarity between the input
biometric image and each of the reference biometric i1mages
wherein, when all calculated degrees of similarity are smaller
than the predetermined threshold, the determiner determines

that the input biometric image is acceptable.

8. A fingerprint acceptance apparatus for accepting a
fingerprint image, comprising:
an input device for inputting a fingerprint image;
a memory for storing at least one reference
fingerprint image;

a similarity calculator for calculating a degree of
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similarity between the input fingerprint image and a reference
fingerprint image; and

a determiner for determining whether an input
fingerprint image is acceptable, depending on whether the degree

of similarity is smaller than a predetermined threshold.

9. The fingerprint acceptance apparatus according to
claim 8, wherein, when the degree of similarity is smaller than
the predetermined threshold, the determiner determines that the

input fingerprint image is acceptable.

10. The fingerprint acceptance apparatus according to
claim 9, wherein, when the degree of similarity is not smaller
than the predetermined threshold, the determiner determines

that the input fingerprint image is not acceptable.

11. The fingerprint acceptance apparatus according to
claim 8, wherein the input device is an optical scanner on which

a user's finger is to be placed.

12. The fingerprint acceptance apparatus according to
claim 8, whereintheinputdevicecompriseseasemiconductorchip
implementing a sensing function of sensing a fingerprint image
byoneofelectrostaticcapacitancesystem,heat—sensingsystem,

and electric field sensing system.
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13. The fingerprint acceptance apparatus according to
claim 8, wherein the similarity calculator calculates the degree
of similarity between the input fingerprint image and a
reference fingerprint image using an expression represented by

|[FNG|/|G

where G = {x| g(x) > T, x € D} where g(x) is an input fingerprint
image, x is a coordinate vector of a pixel in a two-dimensional
image plane, and D is the whole image plane or a predetermined
part thereof, F = {x| £(x) >T, x € D}, wherein f(x) is a reference
fingerprint image, and |p| indicates the area of p or the number

of pixels thereof.

14. The fingerprint acceptance apparatus according to

claim 13, wherein the degree of similarity v (£, g) is calculated

by an expression represented by

fl(u,oo)(f(x) - T)I((),m) (g(x) - T)dx

y(f.8)= ®
fl((),w)(g(x) _T)dx
D
1 y=>0,
Loy (y) = {0 b <0
15. The fingerprint acceptance apparatus according to

claim 8, wherein the degree of similarity is obtained by using

one of gray-level correlation between the input fingerprint
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image and the reference fingerprint image and the number of

pixels having same binary value in both the input fingerprint

image and the reference fingerprint image.

16. The fingerprint acceptance apparatus according to
claim 8, wherein the degree of similarity is obtained by dividing
the number of pixels having same binary value in both the input
fingerprint image and the reference fingerprint image by

the number of all pixels of the input fingerprint image.

17. The fingerprint acceptance apparatus according to
claim 8, wherein the degree of similarity is obtained by dividing
the number of pixels having same binary value in both the input
fingerprint image and the reference fingerprint image by

the number of all pixels of the reference fingerprint image.

18. The fingerprint acceptance apparatus according to
claim 8, wherein the degree of similarity is obtained based on
a degree of partial similarity calculated as to a partial image
for the input fingerprint image and the reference fingerprint

lmage.

19. The fingerprint acceptance apparatus according to
claim 8, further comprising:
an output device for prompting a user to re-enter

afingerprintimagethroughtheinputdevicewhenthe(kﬁerminer
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determines that a previously input fingerprint image is not

acceptable.

20. The fingerprint acceptance apparatus according to
claim 8, wherein the memory stores a reference fingerprint image

that was accepted last time.

21. The fingerprint acceptance apparatus according to
claim 8, wherein the memory stores a plurality of reference
fingerprint images that were inputted in the past, including

a previously accepted fingerprint image.

22. The fingerprint acceptance apparatus according to
claim 21, wherein the similarity calculator calculates a degree
of similarity between the input fingerprint image and each of
the reference fingerprint images wherein, when all calculated
degrees of similarity are smaller than the predetermined
threshold, the determiner determines that the input fingerprint

image 1is acceptable.

23. A method for accepting a biometric image, comprising

the steps of:

a) storing at least one reference biometric image
1N a memory;

b) inputting a biometric image through an input

device;
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c) calculating a degree of similarity between the
input biometric image and a reference biometric image; and

d) determining whether an input biometric image is
acceptable, depending on whether the degree of similarity is

smaller than a predetermined threshold.

24. The method according to claim 23, wherein, when the
degree of similarity is smaller than the predetermined threshold,

1t is determined that the input biometric image is acceptable.

25. The method according to claim 24, wherein, when the
degree of similarity is not smaller than the predetermined
threshold, it is determined that the input biometric image is not

acceptable.

26. The method according to claim 23, wherein the degree
of similarity is calculated using an expression represented by
|FNaGl/|G],
where G = {x| g(x) > T, x € D} where g(x) is an input biometric
1image, X is a coordinate vector of a pixel in a two-dimensional
image plane, and D is the whole image plane or a predetermined
part thereof, F = {x] f(x) > T, x€ D}, wherein £f(x) is a reference
biometric image, and |p| indicates the area of p or the number

of pixels thereof.

27. The method according to claim 26, wherein the degree
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of similarity v (£, g) is calculated by an expression represented

by

fl(“.w) (flx)- T)I(n,oo)(g (x)=T)dx

y(/,.8)= %
fI((l,oo) (g(x) —T)dx
D

I y>0,

l(()x)()’)={0 yso

28. The method according to claim 23, wherein the degree
of similarity is obtained by using one of gray-level correlation
between the input biometric image and the reference biometric
image and the number of pixels having same binary value in both

the input biometric image and the reference biometric image.

29. The method according to claim 23, wherein the degree
of similarity is obtained by dividing the number of pixels having
same binary value in both the input biometric image and the
reference biometric image by the number of all pixels of the

input biometric image.

30. The method according to claim 23, wherein the degree
of similarity is obtained by dividing the number of pixels having
same binary value in both the input biometric image and the

reference biometric image by the number of all pixels of the
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31. The method according to claim 23, wherein the degree
of similarity is obtained based on a degree of partial similarity
calculated as to a partial image for the input biometric image

and the reference biometric image.

32. The method according to claim 23, further comprising

the steps of:
prompting a user to re-enter a biometric image when
it is determined that a previously input biometric image is not

acceptable.

33. The method according to claim 23, wherein the memory

stores a reference biometric image that was accepted last time.

34. The method according to claim 23, wherein the memory
stores a plurality of reference biometric images that were
inputted in the past, including a previously accepted biometric

image.

35. The method according to claim 34, wherein a degree
of similarity between the input biometric image and each of the
reference biometric images wherein, when all calculated
degrees of similarity are smaller than the predetermined

threshold, it is determined that the input biometric image is
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acceptable.

36. A recording medium storing a program for instructing

a computer to perform a biometric image acceptance method, the
program comprising the steps of:

a) storing at least one reference biometric image:

b) inputting a biometric image through an input
device;

¢) calculating a degree of similarity between the
input biometric image and a reference biometric image; and

d) determining whether an input biometric image is
acceptable, depending on whether the degree of similarity is

smaller than a predetermined threshold.

37. The recording medium according to claim 36, wherein,
when the degree of similarity is smaller than the predetermined
threshold, it is determined that the input biometric image is

acceptable.

38, The recording medium according to claim 37, wherein,
when the degree of similarity is not smaller than the
predetermined threshold, it is determined that the input

biometric image is not acceptable.



