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METHOD, APPARATUS, TERMINAL AND STORAGE MEDIUM FOR SERVICE 

PROCESSING BASED ON ONLINE DOCUMENT 

 

CROSS REFERENCE 

[0001] The present application claims priorities to Chinese Patent Application No. 202111046163.X 

which is filed on September 7, 2021 and entitled "Method, apparatus, terminal and storage medium for 

service processing based on online document " and to Chinese Patent Application No. 202110950234.2 

which is filed on August 18, 2021 and entitled "Method, apparatus, terminal and storage medium for 

information processing", the entirety of which is incorporated herein by reference. 

 

FIELD 

[0002] The present disclosure relates to the technical field of information processing, and more 

particularly, to a method, apparatus, terminal and storage medium for service processing based on online 

document. 

 

BACKGROUND 

[0003] In some document processing scenarios, such as enterprise approval scenarios, documents, 

systems, qualification review, contract approval, etc. often rely on different information or document 

content as decision-making basis, requiring multi-party communication and collaboration. How to improve 

the efficiency of information processing in these scenarios is a problem that needs to be solved. 

 

SUMMARY 

[0004] The present disclosure provides a method, apparatus, terminal and storage medium for service 

processing based on online document. 

[0005] This disclosure adopts the following technical solutions. 

[0006] In some embodiments, the present disclosure provides an information processing method 

comprising: determining a first application; establishing an association between the first application and a 

first online document; and performing a first processing on the first online document according to 

information related to the first application. 

[0007] In some embodiments, the present disclosure provides a method for service processing based on 

online document comprising: in response to a first operation, displaying service data to be processed, 

wherein the service data to be processed is associated with a first online document; and in response to a 

second operation, processing the service data to be processed according to the first online document. 

[0008] In some embodiments, the present disclosure provides a method for data processing based on 

online document, comprising: creating a service data template in response to a first creation event, wherein 

the service data template is used to generate a service processing form or a service processing flow, and 
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the generated service processing form or service processing flow has a control for associating an online 

document. 

[0009] In some embodiments, the present disclosure provides an apparatus for information processing, 

comprising: a determination unit configured for determining a first application; a creation unit configured 

for establishing an association between the first application and a first online document; and a control unit 

configured for performing a first processing on the first online document according to information related 

to the first application. 

[0010] In some embodiments, the present disclosure provides an apparatus for service processing based 

on online document, comprising: a display unit configured for, in response to a first operation, displaying 

service data to be processed, wherein the service data to be processed is associated with a first online 

document; and a processing unit configured for, in response to a second operation, processing the service 

data to be processed according to the first online document. 

[0011] In some embodiments, the present disclosure provides an apparatus for data processing based on 

online document, comprising: a creation unit configured for creating a service data template in response to 

a first creation event; and the service data template used to generate a service processing form or a service 

processing flow, and the generated service processing form or service processing flow has a control for 

associating an online document. 

[0012] In some embodiments, the present disclosure provides a terminal comprising: at least one memory 

and at least one processor; the memory is used to store program code, and the processor is used to call the 

program code stored in the memory to execute the above method. 

[0013] In some embodiments, the present disclosure provides a storage medium for storing program code, 

the program code for performing the method described above. 

[0014] The information processing method provided by the present disclosure comprises: determining a 

first application; establishing an association between the first application and the first online document; 

performing first processing on the first online document based on the information related to the first 

application. The information processing method provided by embodiments of the present disclosure can 

process the first online document based on the information related to the first application, so that the data 

processing of the first online document can adapt to the service logic of the first application itself, and the 

data carried by the first online document or the processing of the data can reflect or adapt to the service 

logic of the first application. As such, on the one hand, when using the first application for service 

processing, the convenience of online collaboration and the like of the first online document can be utilized, 

and on the other hand, the service logic can be avoided to be destroyed due to the collaborative openness 

of the first online document, and the reliability of the service can be improved. In some embodiments of 

the present disclosure, a service processing method based on online document is proposed, in which service 

data has an association with the first online document and is processed according to the service data to be 

processed in the first online document. In this way, the online document can be referred to during the 

processing of the service data, making the process of service processing more convenient, reducing the 
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storage resources required for the processing of service data using the diffusion of online documents, and 

improving the convenience of data modification. In a method for data processing based on online document 

in some embodiments of the present disclosure, a service data template is created based on the online 

document, and the service data template is used to generate a service processing form or service processing 

flow. In the generated service processing form or service processing flow, there is a control(s) for 

associating online documents. The service processing form or service processing flow associated with the 

online document can be generated through the service data template, so that the service processing form 

or service processing flow is associated with the online document and the convenience of processing is 

improved. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] In conjunction with the accompanying drawings and with reference to the following detailed 

description, the above and other features, advantages and aspects of the various embodiments of the present 

disclosure will become more apparent. Throughout the drawings, like or similar reference numerals denote 

like or similar elements. It should be understood that the drawings are illustrative and that elements and 

elements are not necessarily drawn to scale. 

[0016] FIG. 1 is a flowchart of an information processing method according to embodiments of the present 

disclosure. 

[0017] FIG. 2 is a schematic diagram of a service data template according to an embodiment of the present 

disclosure. 

[0018] FIG. 3 is a schematic diagram of a service data template according to an embodiment of the present 

disclosure. 

[0019] FIG. 4 is a schematic view of display of service data according to an embodiment of the present 

disclosure. 

[0020] FIG. 5 is a flowchart of an information processing method according to an embodiment of the 

present disclosure. 

[0021] FIG. 6 is a schematic display of a target communication program according to an embodiment of 

the present disclosure. 

[0022] FIG. 7 is a schematic display of a target communication program according to an embodiment of 

the present disclosure. 

[0023] FIG. 8 is a schematic variation of a document display area according to an embodiment of the 

present disclosure. 

[0024] FIG. 9 is a schematic diagram of non-full screen and full screen displays of a first online document 

in service data according to an embodiment of the present disclosure. 

[0025] FIG. 10 is a schematic diagram of an apparatus for information processing according to an 

embodiment of the present disclosure. 
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[0026] FIG. 11 is a flowchart of a method for information processing according to an embodiment of the 

present disclosure. 

[0027] FIG. 12 is a flow chart of the approval process and the filing process of the related art. 

[0028] FIG. 13 is a flowchart of an approval filing process according to an embodiment of the present 

disclosure. 

[0029] FIG. 14 is a schematic diagram of an apparatus for information processing according to an 

embodiment of the present disclosure. 

[0030] FIG. 15 is a flowchart of a method for information processing according to an embodiment of the 

present disclosure. 

[0031] FIG. 16 shows a schematic diagram of a processing flow according to some embodiments of the 

present disclosure. 

[0032] FIG.17 shows a schematic diagram of the flow design according to some embodiments of the 

present disclosure. 

[0033] FIG. 18 and FIG. 19 show a schematic diagram of a notification message according to some 

embodiments of the present disclosure. 

[0034] FIG. 20 is a partial module for an apparatus for information processing according to some 

embodiments of the present disclosure. 

[0035] FIG. 21 is a schematic structural diagram of an electronic device according to embodiments of the 

present disclosure. 

 

DETAILED DESCRIPTION 

[0036] The following embodiments of the present disclosure will be described in more detail with 

reference to the accompanying drawings. Although certain embodiments of the present disclosure are 

shown in the drawings, it should be understood that the present disclosure can be implemented in various 

forms and should not be construed as limited to the embodiments set forth herein. On the contrary, these 

embodiments are provided for a more thorough and complete understanding of the present disclosure. It 

should be understood that the drawings and embodiments of the present disclosure are for illustrative 

purposes only and are not intended to limit the scope of the present disclosure. 

[0037] It should be understood that the various steps described in the method implementation method of 

this disclosure can be executed in parallel. In addition, the method implementation method can include 

additional steps and/or omit the steps shown. The scope of this disclosure is not limited in this regard. 

[0038] The term "including" and its variations used in this article are open-ended, i.e. "including but not 

limited to". The term "based on" means "at least partially based on". The term "one embodiment" means 

"at least one embodiment"; the term "another embodiment" means "at least one additional embodiment"; 

and the term "some embodiments" means "at least some embodiments". Relevant definitions of other terms 

will be given in the following description. 
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[0039] It should be noted that the concepts of "first" and "second" mentioned in this disclosure are only 

used to distinguish different devices, modules, or units, and are not used to limit the order or 

interdependence of the functions performed by these devices, modules, or units. 

[0040] It should be noted that the modification of "one" mentioned in this disclosure is illustrative and 

not restrictive. Those skilled in the art should understand it as "one or more" unless otherwise specified in 

the context. 

[0041] The names of the messages or information exchanged between multiple devices in this public 

implementation are for illustrative purposes only and are not intended to limit the scope of these messages 

or information. 

[0042] The following in conjunction with the accompanying drawings, embodiments of the present 

disclosure provide a detailed description. 

[0043] This disclosure provides an information processing method. As shown in FIG. 1, the method 

comprises: 

[0044] Step 1: determine a first application. 

[0045] In some embodiments, the first application may be associated with a first service logic, the first 

application may process service data of the first application according to the first application service logic. 

Specifically, the first service logic may include one or more of the sequence, processing flow and 

processing method set in the first application for processing service data of the first application. 

[0046] Step 2: establish an association between the first application and the first online document. 

[0047] In some embodiments, there are various ways to establish the association between the first 

application and the first online document. For example, the first online document can be added to the first 

application, or a link to the first online document can be added to the first application, or the content of the 

first online document can be automatically displayed when the first application is opened. The present 

disclosure is not limited in this regard. The first online document can be a text document or a table 

document, or a mixed document of text documents and table documents. The form of the online document 

disclosed in this disclosure is not limited. For example, it can be a text document, a table document, a 

multimedia document, etc. The application includes a series of instructions and/or data sets running on 

electronic devices such as personal computers (PCs), mobile terminals, virtual reality (VR) devices, and 

enhanced display (AR) devices for providing specific services or performing predetermined data 

processing. 

[0048] Step 3: perform a first processing on the first online document according to the information related 

to the first application. 

[0049] In some embodiments, the first processing can be applied to the first online document according 

to the identification, type and related information of service nodes of the first application. For example, it 

is possible to set the owner of the first online document, the permission assignment of the first online 

document, etc. In this way, the data processing of the first online document can adapt to the service logic 

of the first application itself, and the data carried by the online document can reflect or adapt the service 
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logic. On the one hand, when using the first application for service processing, the convenience of online 

collaboration and the like of online documents can be utilized, and on the other hand, it can prevent the 

service logic from being destroyed, e.g., due to the collaboration openness of online documents and the 

like, thereby improving the reliability of services. 

[0050] In some embodiments of the present disclosure, performing a first processing on the first online 

document according to information related to the first application comprises at least one of: processing at 

least one of display information, permission information or carried content data of the first online document 

according to a service node of the first application; processing at least one of a displayable content, a 

display format, and permission information of the first online document for a person (the person in the 

personal information) associated with a service node of the first application according to information of 

the person; or generating the first online document or processing the carried content data of the first online 

document according to first application data associated with a service node of the first application.. 

[0051] In some embodiments, the display information of the first online document may include 

information such as display size, display range, and display position of the first online document, and the 

permission information of the first online document may include permission to view, permission to edit, 

etc. The data carried by the first online document may include data displayed in the first online document 

and data that can be accessed. The first application may have associated service processes, which may 

include one or more service nodes. According to the current service node, at least one of the display 

information, permission information, and carried content data is processed, so that different service nodes 

can have different display information, permission information, and content data carried inside, which can 

match the display of the first online document with the needs of the service node and meet the needs of 

permission control and content control of different service nodes. The service node may have one or more 

associated persons, and the personal information may include the position of the associated person, 

responsible service data, etc. The service data associated with the service node may include matters that 

need to be processed by the service node. Processing the displayable content of the first online document 

according to the personal information associated with the service node can prevent information leakage of 

the first online document, and processing the display format can match the display format of the first online 

document with the display format used by the associated person, thereby improving the reading experience. 

Processing the permission information can prevent tampering with the data of the first online document. 

In some embodiments, the first application data associated with the service node can be data that the service 

node needs to process. Generating the first online document based on the first application data or 

processing the content data carried by it can make the data in the first online document reflect the content 

of the service node. For example, the first application data associated with the service node can be recorded 

in the content data carried in the first online document, such as recording the processing result of the first 

online document provided by the associated person of the service node. 

[0052] In some embodiments of the present disclosure, after establishing the association between the first 

application and the first online document, a document display area for displaying the first online document 
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is displayed in the display interface of the first application. In some embodiments, the display interface of 

the first application can be a display interface for displaying service data of the first application, and the 

document display area is displayed in the display interface of the first application. The first online 

document can be displayed in the document display area, so that during the operation of the first 

application, the first online document can be viewed at any time to refer to the content of the first online 

document in real time. In some embodiments of the present disclosure, the document display area can 

present the content of the first online document and browse the content of the first online document 

according to the operation. The size of the document display area may not present all the contents of the 

first online document at once, so the content of the first online document can be browsed according to the 

operation, making it convenient for the user to view the first online document as needed. The content of 

the first online document can be content data carried by the first online document. 

[0053] In some embodiments of the present disclosure, the display size and/or position of the document 

display area in the display interface can be adjusted. In some embodiments, the display size can be adjusted 

when the document display area is in the unfolded state. In some embodiments, the service data of the first 

application can be displayed in the display interface, and the document display area can be displayed in 

the display interface, and the position and size of the document display area can be adjusted as needed to 

facilitate the user to display as needed. In some embodiments, an object such as a View class can be set in 

the display interface as a display container, and the display container has an initial height and a maximum 

height. The internal connection frame (such as an iframe component) is set in the display container, and 

the internal connection frame is used as the document display area. The position of the document display 

area can be changed by controlling the display container through the View class object as an operation 

element. Trigger the first event by clicking on the operation element, enter the drag mode at this time, and 

record the position of the control identification at this time. Trigger size adjustment events such as dragging 

or sliding in the drag mode. Calculate the position difference between the obtained position and the position 

when entering the drag mode (such as the position difference in the height or width of the document display 

area) based on the position difference and the size of the display container (such as height or width) to 

obtain the adjusted size of the display container, and verify the safety threshold of the adjusted size. If it 

exceeds the maximum threshold or is less than the minimum threshold, the adjusted size is equal to the 

maximum threshold or minimum threshold, and then the size of the display container is set to the adjusted 

size. The last size when the control identification stops its control can be used as the size of the display 

container, and the drag mode terminates. 

[0054] In some embodiments of the present disclosure, the size adjustment frequency of the document 

display area is not higher than a first predetermined frequency. In some embodiments, the size adjustment 

frequency can be the number of size adjustments per unit time which can be one second or other duration, 

for example. The size adjustment frequency is the number of times the size of the document display area 

is adjusted, and the size adjustment frequency is not higher than the first predetermined frequency. This 

prevents excessive adjustment times per unit time which would cause lags. When the size adjustment 
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frequency per unit time is higher than the first predetermined frequency, it also means that the adjustment 

is likely not performed by the user because the speed that can be adjusted by hand will not too fast. Thus, 

there will be no response to the size adjustment operation that exceeds the first predetermined frequency. 

In some embodiments, when the size adjustment frequency of the document display area exceeds the 

second predetermined frequency, the display interface is not refreshed. In this way, by reducing the number 

of refreshes of the display interface, the consumption of resources is reduced, and when the size adjustment 

frequency exceeds the frequency threshold, the human eye can hardly recognize the size change. Therefore, 

the display interface cannot be refreshed. 

[0055] In some embodiments of the present disclosure, when the length of the document display area in 

the first direction is greater than the predetermined length, in response to the first predetermined operation, 

the length of the document display area in the first direction is adjusted according to the first predetermined 

operation. In some embodiments, the first direction of the document display area can be the height direction 

(vertical direction) or the width direction (horizontal direction). For example, the first side of the document 

display area can be the head of the document display area, and the second side can be the tail of the 

document display area. When the distance between the first side and the second side is greater than the 

predetermined length, it indicates that the area occupied by the document display area is too large. At this 

time, the first operation can be performed to reduce the display size of the document display area without 

selecting the document display area. The first predetermined operation can be an operation of scrolling the 

mouse wheel, for example, by scrolling the mouse wheel up to quickly retract the document display area. 

Thus, when the document display area display size is too large, by directly performing a first predetermined 

operation, the display size of the document display area can be directly reduced. In some embodiments, 

the document display area may be performed after the first predetermined operation length in the first 

direction reaches a predetermined stop length, stop reducing the length in the first direction. 

[0056] In some embodiments of the present disclosure, the method further comprises: in response to the 

control identification moves to a first or second side of the document display area, changing the style of 

the control identification. The control identification can be used to change the style after changing the 

position of the first side or the second side to change the size of the document display area. In some 

embodiments, the control identification can be a mouse, and the first or second side can be the edges of 

the top and bottom of the document display area, respectively. After the document display area is selected, 

the style of the control identification can be changed in response to the control identification moving to the 

first or second side of the document display area. The document display area can be selected by hovering 

the control identification in the document display area for more than a predetermined time. After the 

document display area is selected, the display style of the document display area can be changed, such as 

changing the style of the border of the document display area, and then the control identification can be 

moved to the first or second side. Moving to the first or second side here can refer to moving to the 

predetermined range of the first or second side. For example, a hot zone can be set for the first or second 

side. When the control identification moves to the hot zone of the first or second side, it is determined that 
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the control identification has moved to the first or second side. When the control identification moves to 

the first or second side, it indicates that the user wants to adjust the first or second side. Therefore, the style 

of the control identification is controlled to change, and such a change is a kind of feedback so that the 

user can be aware that he/she now is able to control the first or second side. After the change happens, the 

position of the first or second side can be changed via the control identification, so that the user can freely 

adjust the size of the document display area. 

[0057] In some embodiments, the document display area has a folded state and an unfolded state, and the 

document display area can switch between the folded state and the unfolded state. In some embodiments, 

the folded state can be a state where only brief information such as the name of the first online document, 

the classification of the first online document, and the modification date of the first online document is 

displayed without displaying specific content. At this time, the display size of the document display area 

can be a predetermined minimum value, and the unfolded state can be a state where more content of the 

first online document is displayed. In some embodiments, when the document display area is in the 

unfolded state, the content data carried by the first online document is displayed, for example, it can be a 

state where at least a portion of the content carried by the first online document is displayed. When the 

document display area is in the folded state, the content data carried by the first online document can be 

hidden, that is, the content data carried by the first online document cannot be displayed. When the 

document display area is in the unfolded state, the size of the document display area is larger than that in 

the folded state. The display size in the unfolded state can be set or can be a default value. By setting the 

folded and unfolded states, the users are allowed to reduce the display area occupied by the first online 

document when they make no reference to the first online document. 

[0058] In some embodiments, the document display area has an associated display control identification. 

The display control identification may be a control. The display control identification may be displayed in 

the document display area or at a fixed position of the display interface of the first application, for example, 

always fixed at the top or bottom of the screen, without changing as the content of the display interface 

changes. When displayed in a fixed position of the display interface, it will not change with those 

operations that will change the content of the display interface such as scrolling of the mouse.  The display 

control identification can always be fixed predetermined position of the display interface. The 

predetermined position can be pre-configured or specified by the user at any moment. The display interface 

can automatically be located to the document display area after the display control identification is 

triggered, so that the user can quickly locate to the document display area no matter where he/she is in the 

user interface. While the document display area is in the unfolded state, the document display area is folded 

by triggering the display control identification. While the document display area is in the folded state, the 

document display area is unfolded by triggering the display control identification. In some embodiments, 

the unfolded state may display the content of the first online document and possibly also display the title, 

author and other associated information. In the folded state, the content of the first online document can 
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be hidden, and the abbreviation information of the first online document can be displayed. The abbreviation 

information may include title, author, etc. 

[0059] In some embodiments of the present disclosure, the size range of the document display area 

predetermined. The control method comprises: determining a target size according to an operation of 

adjusting the document display area, adjusting a display size of the document display area according to the 

target size; if the target size is greater than a maximum value of the size range, setting the size of the 

document display area to the maximum value of the size range; or if the target size is smaller than a 

minimum value of the size range, setting the size of the document display area to the minimum value of 

the size range. In some embodiments, after the user performs an adjustment operation on the target display 

area, the target size is first determined according to the adjustment operation. If the target size is within the 

size range, the display size of the document display area can be directly adjusted to the target size. If the 

target size is outside the size range, the display size of the document display area is set to the maximum or 

minimum value of the size range. By setting the size range, the problem of insufficient display area 

utilization caused by the document display area being adjusted too large or too small can be prevented. 

[0060] In some embodiments of the present disclosure, the display size of the document display area is 

determined by: determining a reference size according to a data amount of content data carried by the first 

online document; if the reference size is within a predetermined size range, setting the display size of the 

document display area according to the reference size; if the reference size is greater than a maximum 

value of the size range, setting the display size of the document display area according to the maximum 

value of the size range. In some embodiments, the method for determining the display size of the document 

display area described above can be used to determine the display size of the document display area in an 

unfolded state, and specifically can be used to determine the display size of the document display area 

when an operation to adjust the display size of the document display area is not performed. The display 

size of the document display area can be determined based on the data amount carried by the first online 

document. When the data amount carried by the first online document changes, the display size of the 

document display area can be automatically adjusted, and a predetermined size range can be set to avoid 

the display size of the document display area being too large affecting the user's access to other content of 

the first application. 

[0061] In some embodiments of the present disclosure, processing the permission information of the first 

online document comprises: in response to establishing the association, or processing the first online 

document using the first application, assigning ownership of the first online document to the first 

application. In some embodiments, when establishing the association or predetermined processing using 

the first application, it may include at the beginning of processing, during processing, at the end of 

processing, or within a predetermined time after processing. In some embodiments, during processing of 

the first application, it is necessary to ensure that the first document data is not modified by users unrelated 

to the first application, so ownership of the first online document can be assigned to the first application 

when establishing the association or processing the service data of the first application, thereby preventing 
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the first online document from being tampered with. Alternatively, in some embodiments, according to the 

person associated with the service node of the first application, predetermined permission are assigned to 

the associated person, and other person than the associated person are prohibited from having 

predetermined permission (such as permission to edit), or the validity of predetermined permission is set 

according to the processing stage, for example, the person permission to edit of the current service 

processing node with permission to edit are valid, other person do not have permission to edit, or 

permission to edit are invalid in the service processing stage. 

[0062] In some embodiments of the present disclosure, processing the permission information of the first 

online document comprises: after performing the first processing on the first online document, assigning 

ownership of the first online document to the creator of the service data of the first application, or assigning 

ownership of the first online document to the owner of the first online stable document before establishing 

an association with the first application. In some embodiments, the creator of the service data of the first 

application can be the original owner of the first online document, and after the service data of the first 

application is processed, the ownership is returned from the first application to the creator. In some 

embodiments, after assigning ownership to the first application, the creator can retain the permission to 

view of the first online document, but not the permission to edit. In other embodiments, the creator is not 

the original owner of the first online document, and therefore, after the first processing of the first online 

document, the ownership of the first online document needs to be returned to the original owner, who is 

the owner of the first online document before establishing an association.  

[0063] In some embodiments of the present disclosure, processing the permission information of the first 

online document comprises: after associating the first online document with the archive address of the 

document storage center, assigning ownership of the first online document to a predetermined person. In 

some embodiments, before, during, or after performing the first processing on the first online document, 

the first online document is associated with the archive address of the document storage center, for 

example, storing the first online document to the archive address of the document storage center. The 

predetermined person can be a manager of the document storage center. By assigning ownership to the 

predetermined person or predetermined program, the first online document can be prevented from being 

tampered with after archiving. 

[0064] In some embodiments of the present disclosure, processing the permission information of the first 

online document, comprising: adjusting the permission information associated with the first online 

document according to the operation type of the service node and/or the associated person of the service 

node information. In some embodiments, the first online document can be processed according to the 

service process associated with the first application, and the service process can include one or more service 

nodes. The permission information of the first online document can be related to the current service node, 

for example, the service node that needs to be approved can open permission to view, and the service node 

that does not need to use the first online document cannot open permission to view. In other embodiments, 

the permission information of the first online document can be related to the operation type of the person 



 12 

associated with the current service node. For example, the person associated with the current service node 

perform a rejection operation on the processing request for the service data associated with the first online 

document, and the permission to edit of the person associated with the first online document can be closed. 

If the person associated with the current service node perform a handover operation to transfer the service 

data associated with the first online document to other person, the permission to view of the first online 

document can be opened to the transferred person. 

[0065] In some embodiments of the present disclosure, adjusting the permission information associated 

with the first online document according to the operation type of the current service node and/or the 

associated person of the current service node comprises at least one of (a) - (d): 

(a) in response to a first processing of the current service node, modifying an owner of the first online 

document; 

In some embodiments, after the owner of the first online document is assigned to the first application, 

if the first processing is performed, the owner of the first online document can be modified according to 

the first process. For example, the first online document owner can be modified from the first application 

to other programs or person, so that ownership of the first online document meets the needs of service 

processing. 

(b) in response to a second processing of the current service node, withdrawing a predetermined 

document permission of the associated person of the predetermined processing node. 

In some embodiments, the predetermined processing node may be one or more, the predetermined 

document permission may be permission for the first online document such as the permission to views or 

the permission to edit. By performing a first processing to withdraw the predetermined document 

permission, the first online document can be prevented from being tampered with or to meet specific 

confidentiality requirements after the first online document is modified. 

(c) in response to a third processing of the current service node, assigning a corresponding permission 

for the first online document to a second person based on the first person's permission for the first 

online document, and retaining the first person's permission for the first online document, or 

withdrawing the first person's permission for the first online document, or changing the first 

person's permission for the first online document. The first person includes a person associated 

with the current service node, and the second person includes a person associated with the third 

processing. 

In some embodiments, by performing the third processing, the second person may be assigned 

permission for the first online document, so that when the second person needs to assist in processing the 

first online document, the second person to facilitate the first online document, for example, reading and 

other operations. 

(d) in response to a fourth processing of the current service node, assigning a predetermined document 

permission to person associated with the fourth processing. 
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In some embodiments, the fourth processing may be associated with a person, for example, the fourth 

processing may be a sharing processing, by performing the fourth processing, predetermined document 

permission associated with the person may be given, for example, the predetermined document permission 

may be permission to views. 

[0066] In some embodiments of the present disclosure, retaining may refer to retaining all or part of 

permissions unchanged, withdrawing may refer to withdrawing all or part of the permissions, and changing 

may refer to changing all or part of the permissions including changing the permission type, the permission 

valid period, etc. 

[0067] In some embodiments of the present disclosure, adjusting the permission information associated 

with the first online document according to the operation type of the current service node and/or the 

associated person of the current service node comprises the at least one of (a) - (i) as below: 

(a) in response to the creator of the service data withdrawing the processing request for the service data 

of the first application, withdrawing the permission of the associated person of the service node 

associated with the processing request to the first online document. 

In some embodiments, the creator of the service data withdrawn the processing request for the 

service data, there is no need for person associated with the service node to process the service data, and 

therefore, the associated person of the service node will withdraw the permission of the first online 

document to prevent the first online document from being tampered with. 

(b) in response to the creator of the service data withdrawing the processing request for the service data 

of the first application, resetting the permission of the first online document. When the creator 

withdraws the processing of the service data of the first application, the first service logic terminates. 

It is necessary to reset the permission of the first online document, for example, resetting the 

permission setting of the first document to the state before being associated with the first application, 

or returning the permission of the first online document to the original owner of the first online 

document. In some embodiments, the permission of the associated person of all service nodes to the 

first online document can also be withdrawn together. 

(c) in response to the creator of the service data withdrawing the processing request for the service data 

of the first application, assigning ownership of the first online document to the creator, or assigning 

ownership of the first online document to the owner of the first online document before establishing 

an association between the first online document and the first application. 

In some embodiments, if the creator withdraws the processing of the service data of the first 

application, ownership of the first online document can be assigned to the creator or returned to the owner 

of the first online document before establishing the association, and the permission for the first online 

document of all persons of the service node can be withdrawn. 

(d) in response to the associated person of the service node rejecting the processing request for the service 

data of the first application, withdrawing the permission for the first online document of the associated 

person of the service node. 
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In some embodiments, after rejecting the service data of the first application, it also indicates that 

the first service logic is terminated. Therefore, it is necessary to withdraw the permission of the first online 

document. In some embodiments, the document ownership can also be given to the creator of the service 

data after rejecting the processing request for the service data. 

(e) in response to the associated person of the service node transferring the service data of the first 

application to another person, assigning corresponding document permission to the another person. 

In some embodiments, when the service data of the first application is transferred to another person, 

it is instead processed by the another person. In this situation, the another person needs to process based 

on the first online document. Thus, it is necessary to assign the corresponding document permission. In 

some embodiments, the permission of the another person should not exceed the permission of the person 

who do the transfer. The document permission assigned to the another person can be the same as the 

permission of the person associated with the current service node to the first online document, that is, the 

permission of the person of the service node can be applied to another person. The document permission 

assigned to another person can also be a subset of the permission of the person associated with the service 

node to the first online document. In some embodiments, the permission to the first online document of 

the person associated with the service node can be retained. 

(f) In response to a second service node being added by the associated person of a first service node, 

assigning the corresponding document permission to an associated person of the added second service 

node based on the permission for the first online document of the associated person of the first service 

node. 

In some embodiments, after a service node is added, the associated person of the added service 

node may need to access or edit the first online document. Thus, it is necessary to assign corresponding 

permission for the first online document. However, because the second service node is created by the 

associated person of the first service node, permission for the first online document of the person associated 

with the second service node should not exceed that of the associated person of the first service node. In 

some embodiments, after a second service node is added, the permission for the first online document of 

the person associated with the first service node is retained or changed. 

(g) In response to removal of a service node, withdrawing or changing permission for the first online 

document of the associated person of the removed service node. 

In some embodiments, after the service node is removed, the associated person of the removed 

service node no longer processes the service data of the first application, so it is necessary to withdraw the 

permission assigned to the associated person of the removed service node or change the permission of the 

associated person of the removed service node. For example, for the associated person of the removed 

service node, the permission of the first online document is changed from the permission to edit to the 

permission to view. 
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(h) in response to the associated person of a third service node rolling the processing flow back to a 

previous service node before the third service node, assigning the corresponding document permission 

to the associated person of the previous service node. 

In some embodiments, the permission is assigned to the associated person of the previous service 

node to according to the node type of the previous service node or the permission configuration of the 

previous service node. In other embodiments, a permission for the first online document can be assigned 

to the associated person of the previous service node according to permission for the first online document 

of the associated person of the service node. For example, all or part of the permission for the first online 

document of the associated person of the service node can be applied to the associated person of the 

previous service node.  

(i) assigning a predetermined permission for the first online document to a third person in response to the 

service data of the first application being copied or shared with the third person. 

[0068] In some embodiments, the service data may be copied or shared. The third person is copied or 

shared with a first online document service data of the first application has a predetermined permission. 

For example, the predetermined permission may be a permission to view, so that the third person may be 

based on the predetermined permission to perform operations on the first online document, thereby 

performing the service processing based on the operations of the first online document. 

[0069] In some embodiments of the present disclosure, during the first processing of the first online 

document, the associated person in the current service node who have permission to edit for the first online 

document can edit the first online document, and the associated person who are not currently in the service 

node or do not have permission to edit for the first online document cannot edit the first online document. 

In some embodiments, the valid period of the permission for the first online document of the associated 

person of the service node is related to the duration of the service node. During the processing period of 

the service node, the associated person of the service node is given valid permission for the first online 

document. Outside the processing period of the service node, the associated person of the service node is 

given invalid permission for the first online document or changed to other permission. In order to prevent 

the first online document from being tampered with during the processing of a certain service node, only 

the current service node can edit the first online document, and the person who edits the first online 

document must have the permission to edit for the first online document. After the service data of the first 

application is processed, the permission assigned to the person of the service node can be withdrawn, or 

the permission for the first online document can be changed to permission to view. In some embodiments, 

for the persons who are not of the current service nodes, if they have a permission to view or permission 

to edit for the first online document, they can read the first online document during the processing of the 

service data of the first application but cannot edit. If there is no permission to view, the first online 

document cannot be viewed. Therefore, by retaining the permission to view of relevant persons, they can 

understand the information related to service processing. By making the permission to edit invalid or 

changed to permission to view based on the service processing flow, the service data can be prevented 
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from being tampered with. In some embodiments, for an associated person of the service node, if he has 

permission to edit for the first online document, when the service node of the associated person is not the 

current service node, his permission to edit for the first online document can be changed to permission to 

view, or it is possible to specify that the permission to edit for the first online document is only turned on 

when the service processing node of the associated person is the current service processing node, and the 

rest of the time, only permission to view can be turned on. 

[0070] In some embodiments of the present disclosure, the permission for the first online document of the 

person associated with the service node can be opened in at least one of the following ways: adding the 

person associated with the service node as a collaborator of the first online document and assigning a 

predetermined permission; or opening the link sharing function of the first online document, the link 

sharing function is used to indicate that the user who obtains the sharing link of the first online document 

has a predetermined permission, and the user who obtains the sharing link can access the first online 

document based on the access restriction conditions of the link sharing. In some embodiments, the access 

restriction conditions may include entering a predetermined password to access, or the user's attributes 

meet predetermined conditions to access, such as the organization identifier associated with the user, the 

department identifier, etc. to access when the predetermined conditions are met. 

[0071] In some embodiments of the present disclosure, after performing the first processing on the first 

online document based on the information related to the service node of the first application, the permission 

for the first online document of the associated person of the service node are withdrawn. In some 

embodiments, after the first processing is performed, the permission for the first online document is 

revoked, and the permission for the first online document of each person can be restored to a state before 

the first application is determined, thereby preventing the associated person from tampering with the first 

online document. 

[0072] In some embodiments of the present disclosure, the content data carried by the first online 

document includes processing abstract information, where the processing abstract information is used to 

characterize the information related to the service process. 

[0073] In some embodiments, the processing abstract information may be information related to service 

processing, and the processing abstract information characterizes the service processing information, 

including at least one of the following: a link of the processing node or the first application, processing 

progress information, processing time information, handler information, and a document change record of 

the first online document. Handler is the associated person or one of the associated persons who performs 

operation on a corresponding node. In some embodiments, the processing flow of the first application and 

the status of each processing node can be understood by processing the abstract information, so as to 

facilitate the associated person of the current service node to process the first online document with 

reference to the processing abstract information. 

[0074] In some embodiments of the present disclosure, processing the content data carried by the first 

online document according to the service node of the first application comprises: updating the processing 
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abstract information according to a processing operation of the service data by an associated person of the 

service node of the first application. In some embodiments, the processing abstract information is related 

to the processing of the processing node, and the processing abstract information can change with the 

processing of the processing node, so that the processing abstract information can reflect the processing of 

the first online document. 

[0075] In some embodiments of the present disclosure, processing the content data carried by the first 

online document according to the service node of the first application comprises: displaying the processing 

abstract information or a link to the processing abstract information within the first online document. The 

processing abstract information can be updated according to the processing operation of the service data 

by the associated person of the current service node. In some embodiments, the processing abstract 

information can be displayed directly in the first online document, or it can be a link to display the 

processing abstract information, and the processing abstract information is displayed after the link is 

triggered. 

[0076] In some embodiments of the present disclosure, processing the content data carried by the first 

online document according to the service node of the first application comprises: displaying, within the 

first online document, a portion of the processing abstract information for which an associated person of a 

current service node has a permission to view. The processing abstract information can be updated 

according to the processing operation of the associated person of the current service node on the service 

data. In some embodiments, the processing abstract information may be included in the first online 

document, but whether to display the processing abstract information needs to be determined according to 

the permission of the associated person of the current service node, and only the portion where the 

associated person of the current processing node have viewing permission is displayed. 

[0077] In some embodiments of the present disclosure, processing the abstract information according to 

the current processing node comprises displaying a second document or a link to a second document within 

the first online document, the second document recording the processing abstract information. The second 

document can be updated according to the processing operation of the service data by the associated person 

of the current service node. In some embodiments, the processing abstract information may be displayed 

in the second document, and the second document may be displayed in the first online document or linked 

to the first online document. 

[0078] In some embodiments of the present disclosure, processing the abstract information according to 

the current processing node comprises displaying the processing abstract information in the first online 

document after the first processing of the first online document is completed. In some embodiments, the 

processing abstract information may not be displayed during processing of the first online document, and 

the processing abstract information may be displayed after processing is completed to achieve complete 

display of information. 

[0079] In some embodiments of the present disclosure, establishing an association between the first 

application and the first online document comprises: in response to an operation of establishing the 
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association, determining whether the creator of the service data of the first application is the owner of the 

first online document; if so, establishing the association; if not, displaying a prompt message. In some 

embodiments, the first processing is performed on the service data of the first online document based on 

the information related to the service node of the first application. Thus, it is necessary to ensure that the 

creator of the service data of the first application has sufficient permission for the first online document. 

From this requirement, only if the creator of the service data of the first application is the owner of the first 

online document, the association between the first application and the first online document can be 

established. Otherwise, the association cannot be established, and prompt information is displayed. 

[0080] In other embodiments of the present disclosure, in response to the operation of establishing the 

association, it is determined whether the creator of the service data of the first application has the 

permission assigned by the owner of the first online document; if so, the association is established; if not, 

prompt information is displayed. In some embodiments, when establishing the association, if the creator 

has the permission assigned by the owner, the association between the first application and the first online 

document can be established, otherwise the association cannot be established, and prompt information can 

be displayed. 

[0081] In some embodiments, at least one of the following is displayed in the prompt information: a 

contact information of the owner of the first online document, a service card of the owner of the first online 

document, a control for contacting the owner of the first online document after being triggered, an entrance 

for applying to the owner for transferring ownership, or an entrance for applying to the owner for 

associating the first online document with the first application. In some embodiments, when the creator of 

the service data of the first application is not the owner of the first online document, the association between 

the first application and the first online document cannot be established. Therefore, at this time, information 

related to the owner of the first online document can be displayed to facilitate contacting the owner of the 

first online document, thereby obtaining ownership of the first online document and realizing the 

association between the first application and the first online document. It is also possible to display the 

entrance for applying to the owner for transferring ownership or the entrance for applying to the owner for 

associating the first online document with the first application, thereby shortening the operation path of the 

creator. 

[0082] In some embodiments of the present disclosure, the method further comprises: in response to the 

entrance for applying for transferring ownership being triggered or the application entrance for applying 

for associating the first online document with the first application being triggered, sending a notification 

message to the owner, the notification message comprising at least one of: information of the first 

application, information of the first online document, or remark information of the creator. In some 

embodiments, after the entrance for transferring ownership is triggered, an application for transferring 

ownership of the first online document is sent to everyone, and after the application entrance for associating 

the first online document with the first application is triggered, an application for associating the first online 

document with the first application is sent to the owner. Therefore, in order to facilitate the owner to 
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determine whether to transfer ownership and associate the first online document with the first application, 

a notification message needs to be sent to the owner of the first online document to facilitate the owner of 

the first online document to determine whether to transfer ownership of the first online document and 

associate the first online document with the first application. 

[0083] In some embodiments of the present disclosure, establishing an association between the first 

application and the first online document may comprise: adding a first online document to a display 

interface of the first application or pre-configuring the association between the first application and the 

first online document. In some embodiments, the display interface of the first application may be a display 

interface of the service data of the first application, that is, the first online document may be added to the 

service data of the first application, a link to the first online document may be added to the display interface 

or the content of the first online document may be directly displayed, and the association between the first 

application and the first online document may be pre-configured according to system or user settings. 

[0084] In some embodiments of the present disclosure, establishing an association between the first 

application and the first online document further comprises: determining a first archive address associated 

with the service data template of the first application, wherein the first archive address is an archive address 

of a document storage center, and the first archive address is used to associate with a target online 

document, the target online document being an online document associated with service data established 

based on the service data template; at a predetermined timing, associating the first online document with 

the first archive address. 

[0085] In some embodiments, a service data template can be established in advance, for example, by 

configuring the service data template by a system administrator at back end. The service data template may 

be configured with an associated archive address, so that the processing request for the service data is 

established based on the service data template. The associated first online documents are all stored in the 

specified archive address, so that the specified type of service data such as a specified type of approval 

forms can be automatically archived to the archive address, thereby avoiding errors caused by manual 

selections by the associated persons of the processing node. 

[0086] In some embodiments of the present disclosure, establishing an association between the first 

application and the first online document further comprises: in response to an operation of adding the first 

online document in the display interface of the first application, displaying an archive address selection 

page of the document storage center, and associating the first online document with the second archive 

address at a predetermined timing according to the selected second archive address. 

[0087] In some embodiments, the archive address can be manually selected by an associated person, and 

the first online document can be stored to the second archive address. In other embodiments, the first 

archive address of the online document can be set in the service data template, and the second archive 

address is determined based on the first archive address. The second archive address can be a sub-address 

in the first archive address. For example, the first archive address can be a larger range, and the second 
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archive address is the address selected in the first archive address. It is possible to not only ensure the 

relative accuracy of the archive address, but also maintain a certain flexibility. 

[0088] In some embodiments, the predetermined timing comprises reaching or completing a 

predetermined service node of the first application, such as reaching the archive node, reaching the 

predetermined archive time after approval is completed, or completing the service data processing request 

such as completing the approval request. In some embodiments, by setting the predetermined timing, the 

first online document can be stored only if the service process reaches the predetermined service node, 

achieving phased storage. This can be used as data preservation in the processing process to facilitate data 

verification later. 

[0089] In some embodiments, the method further comprises: in response to the creation operation, setting 

the document permissions of the service node of the first application and the person associated with the 

service node. In some embodiments, the creation operation can be an operation to create the service data 

of the first application. In some embodiments, the first application can include one or more service nodes, 

and the person associated with the service node can be a handler who processes the service data of the first 

application, such as auditors. Different service nodes or different persons may have different document 

permissions for the first online document. The document permissions can be divided into permission to 

views and permission to edit. In some embodiments, the document permission of the person associated 

with the service node is set according to at least one of: a function of the service node, a role of the 

associated person, a type of the first online document, or a type of the first application. For example, if the 

function of the service node is auditing, it can only open document permission to read. If the function of 

the service node includes data processing, it can open document permission to edit. The role of the 

associated person can be, for example, auditing role, data processing role, etc. In some embodiments, the 

first application has a type, and the type can correspond to a degree of confidentiality. For example, 

different levels can be set for different types of applications, and different levels can be set for person. The 

first type of application corresponds to level 1. For online documents associated with the application of 

level 1, persons of level 1 have permission to edit for them. For online documents associated with the 

application of level 2, persons of level 1 only have permission to view for them. 

[0090] In some embodiments of the present disclosure, prior to determining the first application, the 

method further comprises: creating a service data template having a control for adding an online document, 

all or part of service data of the first application established based on the service data template. In some 

embodiments, a service data template is established in advance, and part or all of the service data of the 

first application is established based on the service data template. The first online document can be added 

based on the control of the online document. By setting the service data template, the creation process of 

service data is simplified, and the unified specification of service data is ensured. 

[0091] In some embodiments, the first online document is processed based on the information related to 

the service node of the first application, wherein the information related to the service node includes at 

least one of the following: a service node, information of an associated person of the service node, or 
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service data associated with the service node. In some embodiments, the information related to the service 

node can record which service nodes are there (service nodes), the persons associated with the service node 

such as handlers, and the service data to be processed at the service nodes. 

[0092] In some embodiments of the present disclosure, if there is a first person associated with two or 

more service nodes of the first application, the following processing can be included: after the first person 

processes the first online document at the associated first service node, if the content of the first online 

document changes before the start of the second service node associated with the first person, the first 

person still needs to process the first online document at the second service node; or, after the first person 

processes the first online document at the associated first service node, if the content of the first online 

document does not change before the start of the second service node associated with the first person, the 

first person does not need to process the first online document at the second service node. 

[0093] In some embodiments, the first person is associated with at least two service nodes, so it processes 

the first online document in the first service node. If the first online document does not change before the 

start of the second service node, it will not be repeatedly processed, thereby reducing manpower waste. If 

the first online document changes, for example, a person edit the first online document, it still needs to be 

processed in the second service node afterwards. In some embodiments, the content of the first online 

document can be related to its version number, so it can determine whether the content of the first online 

document has changed based on the version number of the first online document. This does not require 

detection of the full text of the first online document. If the version number of the first online document 

changes, it is determined that the content of the first online document has changed. Alternatively, if the 

version number of the first online document does not change, it is determined that the content of the first 

online document has not changed. 

[0094] In some embodiments of the present disclosure, the first application is associated with a first 

service logic, the first application processes the service data of the first application according to the first 

service logic, and the first processing performed on the first online document is related to the first service 

logic. In some embodiments, the first service logic of the first application may include at least one of a 

processing flow, processing rules, and the like of the first application. 

[0095] In some embodiments of the present disclosure, based on the role of the service node in the service 

logic, a first processing of the first online document based on information related to the service node. In 

some embodiments, different roles of the service node in the service logic may be different, different 

service nodes may require different processing of the first online document, the first online document is 

processed based on information related to the service node, so that the processing of the first online 

document matches the service logic. 

[0096] In some embodiments, the first application may be presented in various forms, such as a standalone 

application, or embedded or based on subroutines in other programs, applets, etc. The first application may 

be an applet of the target communication software. 
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[0097] In some embodiments of the present disclosure, the information processing method further 

comprises: displaying the service data of the first application in a control of the target communication 

software of the handler of the service node of the first application. In some embodiments, the target 

communication software can be predetermined to communicate with the first application, so that the 

service data of the first application can be displayed in the target communication software. For users who 

do not have access to the first application, the service data of the first application can be processed through 

the target communication software. In some embodiments, some persons may not have access to the first 

application and cannot submit the service data of the first application. With the permission diffusion 

capability of online documents, users who do not have permission can complete the submission of service 

data. 

[0098] In some embodiments of the present disclosure, the first application may be an approval procedure, 

and the information related to the service node includes more than one approval node and the persons 

associated with the approval node such as the approver, persons who are copied, persons who submit the 

bills (persons who submit the approval applications), etc. Specifically, the approval procedure may be an 

approval procedure for the service, such as qualification approval procedures, contract approval 

procedures, etc. 

[0099] In some embodiments of the present disclosure, the first application may be a reporting program, 

and the related information of the service node includes more than one reporting node and the reporting 

node associated person such as persons who are reported to, the persons who are copied, and the like. 

[0100] In some embodiments of the present disclosure, the first application includes a project management 

program, and related information of the service node includes more than one project processing node 

and/or persons associated with the project processing node. For example, the project management program 

may be a project management program within the enterprise. 

[0101] In some embodiments of the present disclosure, there is also proposed an online document-based 

service processing method, comprising: in response to a first operation, displaying service data to be 

processed, wherein the service data to be processed has an association with the first online document; and 

in response to a second operation, processing the service data to be processed according to the first online 

document. 

[0102] Specifically, the approval processing method based on online documents can be used for terminals 

such as servers, computers, tablets, mobile phones, etc. The first operation may include one or more data, 

such as an operation of opening a processing program for service data, which can be an approval program. 

After the first operation is performed, the service data to be processed is displayed. The service data to be 

processed can be service data that needs to be approved. The current user can be an approver who approves 

the service data. The current user can perform the second operation to process the service data based on 

the first online document, such as agreeing, rejecting, rolling back to the previous node, etc. In some 

embodiments, by associating the first online document with the service data, the diffusion capability of the 

online document can be utilized to facilitate the user to process the service data. 
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[0103] In some embodiments of the present disclosure, processing the service data to be processed 

according to the first online document comprises: the second operation is performed based on the first 

online document, content and/or permission information of the first online document is related to a service 

node associated with the service data to be processed and/or an associated person of the service node. In 

some embodiments, the second operation can be based on the first online document, such as agreeing, 

rejecting, transferring to other person, etc. The first online document provides an operation reference for 

the second operation. The specific processing method of the content and permission information of the 

first online document can refer to the specific solutions disclosed in other parts of the present disclosure, 

which are not repeated here. 

[0104] In some embodiments of the present disclosure, a data processing method based on online 

document is proposed, comprising: creating a service data template in response to a first creation event, 

wherein the service data template has a control for associating an online document; wherein the service 

data template is used to generate a service processing form or a service processing flow, and the generated 

service processing form or service processing flow has a control for associating an online document.  

[0105] In some embodiments of the present disclosure, the service data template can be used to create 

service data. Since the service data template has a control(s) for adding online documents, the service 

processing form and service processing flow created based on the service data template can be associated 

with the first online document added via the control. The method proposed in embodiments of the present 

disclosure can construct a service processing form or service processing flow associated with the first 

online document by constructing a service data template, which facilitates the handler of the service 

processing form or service processing flow to process service data based on the first online document. 

[0106] In some embodiments, the method further comprises: in response to a second creation event, 

creating a service processing form based on the service data template and associating the service processing 

form with the first online document via the control, or, in response to a second creation event, creating a 

service processing flow based on the service data template and associating the service processing flow with 

the first online document via the control. 

[0107] Specifically, the first creation event and the second creation event may include one or more 

operations, and the service data module may be any of the service data templates mentioned in this 

disclosure. Since the service data template has controls associated with online documents, the control can 

be used to associate the created service processing form with the first online document, or to associate the 

service processing process created based on the service data target with the first online document, thereby 

utilizing the diffusion ability and easy-to-share characteristics of online documents to facilitate users to 

process service processing forms or service processing processes. 

[0108] In some embodiments of the present disclosure, creating a service data template in response to the 

first creation event comprises: in response to the permission setting event, determining the operation 

permission of the person associated with the service processing node of the service data template on the 

online document, wherein the service processing node is associated with the service data template, and the 
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operation permission is applied to all online documents added via the control of the service data template. 

In some embodiments, the permission setting event can be part of the first creation event, and embodiments 

of the present disclosure can be applied for the application scenario of the management background. In 

this application scenario, it is necessary to set the operation permission of the person associated with the 

service processing node of the service data template on the associated document. The operation permission 

is not limited to a specific online document, and the operation permission is applied to all online documents 

added through the control of the service data template, regardless of which online document is specifically 

added, so that the management of the permission relies on the service data template without being restricted 

by specific online documents and improves the uniformity and convenience of permission control. 

[0109] In some embodiments of the present disclosure, creating a service data template in response to a 

first creation event comprises: in response to an address setting event, determining a first archive address 

associated with the service data template; wherein the first archive address is the address of a document 

storage center, and the first archive address is used to associate with a target online document, which is an 

online document associated with the control. In some embodiments, the first archive address is selected 

when creating the service data template, so that the online document associated with the control can archive 

the online document to the first archive address at a predetermined time, so that the archive of the document 

relies on the service data template, and the online document added by the service data template is stored 

uniformly. 

[0110] The present disclosure proposes an apparatus for information processing, comprising: a 

determination unit configured for determining a first application; a creation unit configured for establishing 

an association between the first application and a first online document; and a control unit configured for 

performing a first processing on the first online document according to information related to the first 

application. 

[0111] The disclosed embodiment also proposes an apparatus for service processing based on online 

document comprises: a display unit configured for, in response to a first operation, displaying service data 

to be processed, wherein the service data to be processed is associated with a first online document; and a 

processing unit configured for, in response to a second operation, processing the service data to be 

processed according to the first online document. 

[0112] The disclosed embodiment also provides an apparatus for data processing based on online 

document comprising: a creation unit configured for creating a service data template in response to a first 

creation event; and the service data template used to generate a service processing form or a service 

processing flow, and the generated service processing form or service processing flow has a control for 

associating an online document. 

[0113] Within the enterprise, sometimes it is necessary to approve project content, work content, product 

qualifications, and rules and regulations. Usually, the processing process is triggered first, and then 

approval tasks are created. Approval tasks usually need to be approved by multiple responsible persons. 
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[0114] Taking the approval process as an example, this public plan is introduced as an example: 

sometimes within the enterprise, it is necessary to approve some matters, such as approving documents, 

systems, qualifications, contracts, etc. During the approval process, it is sometimes necessary to consult 

relevant documents as a reference. 

[0115] In some embodiments, the information processing method comprises: 

[0116] S11: in response to a first operation event, create service data having an associated first online 

document. 

[0117] In some embodiments, the information processing method can be used for a first application such 

as an approval program and can create service data (service data can be service data of the first application) 

in the first application after determining the first application. The first operation event, for example, may 

include one or more operations, such as a service data creation operation, which can be a first operation 

event performed by the creator of the service data. The service data can be document approval, leave 

approval, system approval, decision approval, etc. The service data has a first online document (also known 

as a cloud document), which can be stored in a cloud space, for example, it can be stored in a server. The 

first online document can be a document created by the creator of the service data. Service data can be 

displayed in the form of task items, in which a document display area can be inserted, displayed in the 

document display area, and the association between the first application and the first online document can 

be established when creating service data or later. 

[0118] S12: In response to a second operation event, trigger the processing flow of the service data. 

[0119] In some embodiments, the second operation event may include one or more operation steps, the 

second operation event may be, for example, an event to submit service data, after triggering the second 

operation event, the start of the service data processing flow (also referred to as service processing flow), 

may be executed according to a first service logic starts service processing logic, the first service logic may 

be a processing flow, after triggering the processing flow of service data, the information related to the 

service node of the service processing node of the first application, the first online document for the first 

processing. 

[0120] In some embodiments of the present disclosure, it is possible to create service data having a first 

online document. For a person for review, the first online document can be viewed in the service data. For 

example, the first online document may be associated information of service data documents, so as to 

facilitate handler to review the associated information when approving. 

[0121] In some embodiments of the present disclosure, in response to the first operation event, before 

creating service data, the method further comprises: in response to a process creation operation, setting 

document permission of the service node of the processing flow and the handler of the service node. In 

some embodiments, the processing flow of service data may include one or more service nodes, and the 

service node may have a corresponding handler, and document permission can be set for the service node 

of service data. The document permission of the handler can be permission to view and permission to edit, 

and the handler's permission for the online documents in service data can be determined based on document 
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permission to achieve permission management. In some embodiments, the permission to view and 

permission to edit for the online documents can be set for the service node, thereby specifying which nodes 

can read or edit the online documents. 

[0122] In some embodiments of the present disclosure, in response to a first operation event, before 

creating service data, the method further comprises: creating a service data template for the service data, 

service data template has a control(s) for adding online documents in the service data template; the service 

data is established based on the service data template. In some embodiments, the service data template of 

the service data can be a form module, which can be pre-designed to process service data templates for 

creating service data of the first application. FIG. 2 schematically shows the service data template. The 

service data template can have controls for adding online documents (cloud documents), for example, 

multiple controls can be provided for selection. Referring to FIG. 3, the text control and cloud document 

control are added, which can be service data templates created by the administrator of the approval 

program. After creating the service data template, the creator (applicant) of the service data initiates an 

application and creates service data based on the service data template and adds the first online document 

via the control for adding online documents. Of course, in the service data template, other controls can be 

added by triggering the add control option, and a widget name can be entered after adding other controls. 

For the control used to add online documents, it has a text box, which is used to display the online 

document. The text box has a default prompt text (such as "Please enter a link to cloud document " in FIG. 

3), and the prompt text can be edited. Different languages can be supported for the prompt text. In some 

embodiments, the service data can be output, for example, it can be printed or stored as a specific file. 

After the first approval document is output, the output content can display the controls included in the 

service data and the content in the controls, that is, the name of the control used to display the online 

document and the document name of the first online document are output. For example, the name of the 

control used to add the online document is "cloud document", and the document name of the first online 

document will be output after the first approval document is output. In some embodiments, after creating 

a service data template of service data, it is possible to display a preview of the service data template, for 

example, it is possible to display a preview of the perspective of different users (approver perspective and 

applicant perspective shown in FIG. 3), to view the implementation effect. 

[0123] In some embodiments of the present disclosure, creating service data in response to a first 

operation event comprises: in response to a trigger operation of the service data creation control, displaying 

a service data creation interface (the service data creation interface may have a service data template), 

displaying a control for adding an online document in the service data creation interface, and displaying a 

document adding interface in response to a trigger operation of the control for adding an online document. 

In some embodiments, the document adding interface may display a recommended online document, a 

search box may be displayed in the document adding interface, and information such as a document title 

or document address may be entered in the search box to search for online documents, and the current 

user's permission for the online document may be displayed in an associated area of the searched online 
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document when searching for an online document, and the searched online document may be selectively 

added. The first online document can be added to the document addition page, and the first online document 

can be displayed in the document display area of the service data creation interface. The associated 

information of the first operation item can be input in the service data creation interface, and the creation 

of the first operation item can be completed in response to the trigger operation of the determination control 

of the document creation interface. In some embodiments, only the owner of the first online document can 

add the first online document to the first operation item, as shown in FIG. 4. If the creator of the first 

operation item is not the owner of the first online document, a prompt message can be issued when adding 

the first online document in the first operation item. The prompt message can display the owner of the first 

online document, such as displaying the communication method or service card of the owner of the first 

online document, or the control for contacting the owner of the first online document after being triggered 

can be displayed in the prompt message. This makes it convenient to apply for permission from the owner 

of the first online document. 

[0124] In some embodiments, as shown in FIG.  5, the administrator of the first application creates a 

processing flow, then designs the processing flow, sets the document permission of each node, and designs 

a form (service data template) to insert a document module (for adding controls for online documents). 

After the processing flow is successfully created, the applicant initiates a process application, fills in and 

adds online documents on the basis of the service data template, and approves it by the associated person 

of the service node (such as handlers). When approving, it is possible to view and edit online documents. 

After confirming that there are no errors, the approval is passed, and the service node flows to the next 

node. 

[0125] In some embodiments of the present disclosure, the method further comprises: when creating a 

service data template, determining a save address of the online document in the service data template, and 

saving the online document in the service data created based on the service data template to the save 

address. Alternatively, when creating service data, it is possible to determine a save address of the first 

online document and save the first online document to the save address. In some embodiments, a save 

control can be provided to control whether the online document is saved by the save control. In response 

to determining that the online document is to be saved, an interface for determining the address to save the 

online document is provided, and the address selected or entered is used as the address to save the online 

document. In some embodiments, the save address of the online document, for example, the save address 

of the first online document, can be a node of the document storage center, with the selected online 

document storage center (referred to as wiki) node as the save address, and providing an option to choose 

whether to give the owner of the online document (such as the first document) to the wiki owner. 

[0126] In some embodiments of the present disclosure, the method further comprises: in response to a 

trigger operation of the handler of the current service node of the processing flow on the service data of 

the first application, viewing the service data of the first application; and in response to the handler on the 

service data of the application, executing the corresponding service data according to the processing 
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operation. The handler of the current service node can view the service data, and when it has the right to 

read or edit the first online document, it can read or edit the first online document. The handler can process 

the service data, such as agreeing that the service data of the first application makes the processing flow to 

the next service node, or opposing the service data, thereby ending the processing flow. 

[0127] In some embodiments of the present disclosure, the service data of the first application is created 

in a control (e.g., Applet) of the target communication software. In some embodiments, the first application 

is associated with the target communication software, and the account in the first application and the target 

communication software are interrelated. The method in the present disclosure can be executed through 

the control of the target communication software, such as creating service data and triggering a processing 

flow of service data. 

[0128] In some embodiments of the present disclosure, the method further comprises: displaying the 

service data in a control of the target communication software of the handler of the service node of the 

processing flow. In some embodiments, the executor of the method can be a first application such as an 

approval program, and the first application can communicate with each other and associate with the target 

communication software. The target communication software can be, for example, even if the 

communication software, the user account of the first application and the target communication software 

are associated with each other, and the integration between the two software systems is realized by 

matching the account program. The handler of the node in the target communication software can process 

and access the service data and the first online document through the target communication software, 

comment on the first online document with comment permission, read the first online document with 

permission to view, edit the first online document with permission to edit, and the operations performed 

by the handler on the target communication software on the service data and the first online document will 

be synchronized to the first application. 

[0129] In some embodiments, the person associated with the service node comprises a target person who 

does not have target permission of the first application. The method comprises: processing the service data 

in response to the operation of the target person on the first online document displayed by the target 

communication software. In some embodiments, the target permission can be permission to access the first 

application, so that users can conveniently process service data without opening access permission of the 

first application for users. Through the target communication software, external users of the first 

application can complete the processing of service data or material submission work by means of 

permission diffusion capabilities such as commenting and editing of the first document. For example, 

controls for displaying service data can be embedded in the applet of the target communication program, 

such as approval components, reporting components, task and key node components, or other components 

of the target communication software. The component can view and process service data and the first 

online document. This solution can be used for any service scenario that requires information carrying 

using documents. FIG. 6 schematically shows the display interface of the first application, which displays 

a service data list, and the selected service data in the service data list will be displayed in detail. 
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[0130] In some embodiments of the present disclosure, the target communication software associated 

person (creator, handler, etc.) of the first operation item displays the entry identifier of the service data 

(items in the service data list), and after the entry identifier is triggered, the content of the service data is 

displayed, and the entry identifier can display the name of the first online document in the service data. As 

shown in FIG. 7, information related to the service processing flow service node can also be displayed, 

such as the associated person of the service node and the processing status of the service data. 

[0131] In some embodiments of the present disclosure, the display interface of the service data has a 

document display area for displaying the first online document, the document display area, the size and/or 

position of the document display area can be adjusted. In some embodiments of the present disclosure, the 

internal connection frame can be used as the document display area to display the first online document by 

setting an internal connection frame in the control displaying the service data. The internal connection 

frame can be an iframe frame, for example, when displaying service data in the applet of the target 

communication software, the internal connection frame can be loaded in the applet to display the first 

online document in the inline frame. The size of the document display area displaying the first online 

document can be adjusted, the length and width of the document display area can be adjusted, and the 

display position of the document display area can be moved freely, thereby improving the user experience. 

[0132] In some embodiments, the adjustment of the length dimension of the document display area can 

be realized in the following way. Herein the length dimension can be the display length of the document 

display area, and the display length can refer to the size in the longitudinal direction of the display interface. 

In the control for displaying service data, a display container is set, the display container can be a view 

object, and the display container can have an initial length and a maximum length. The internal connection 

frame is set in the display container, and the length dimension of the document display area can be changed 

by dragging the edge of the display container. The display container is used as an operation object for 

dragging, and the display container can be set in the display area of the first operation item, and the height 

of the screen z-axis direction (z-axis direction perpendicular to the screen, facing the outside of the screen) 

in the display area of the first operation item is higher than that of other elements in the display area of the 

first operation item, so as to prevent the display container from being blocked by other elements, and the 

length dimension of the display container is not less than the minimum predetermined value, 

[0133] In some embodiments of the present disclosure, the document display area has an associated 

operation element, the operation element can be, for example, a display container as described above, 

which enters a first mode by triggering the operation element. After entering the first mode, the size of the 

document display area can be adjusted by dragging or in a predetermined way. In some embodiments, after 

the operation element is triggered, a current first height position (such as the position of a mouse or finger) 

is recorded. The current first height position can refer to a position in the direction of the length of the 

document display area. In the first mode, a predetermined operation such as dragging or sliding can be 

used to obtain a second height position (such as a height position in the direction of the length of the 

document display area) at the end of the predetermined operation. A height difference value is determined 
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based on the first height position and the second height position. According to the height difference value 

and the size of the document display area before the predetermined operation is performed, the size of the 

document display area is adjusted to obtain and display the adjusted document display area. In some 

embodiments, the size range of the document display area is set in advance, and if the size of the adjusted 

document display area is greater than the maximum value of the size range, the size of the document 

display area is set to the maximum value of the size range. If the size of the adjusted document display 

area is smaller than the minimum value of the size range, the size of the document display area is set to the 

minimum value of the size range. A specific embodiment is as below: triggering the start event by clicking 

on the operation element, entering the drag mode at this time and recording the height position (mouse or 

finger) in the longitudinal direction of the document display area, holding down the mouse or holding the 

screen (touch screen) in the drag mode, dragging or sliding triggers the movement adjustment event, 

performing a difference calculation (negative value exists) of computed height position and the height 

position recorded when entering the drag mode, and then adding the difference value to the size of the 

existing document display area to obtain a new size. A threshold verification is made for the obtained new 

size. If it exceeds the threshold value, stop it at the threshold edge (i.e., maximum or minimum value), then 

set the size of the document display area, and finally release the mouse (or finger), record the size set last 

time in this drag mode, adjust the size of the document display area according to the size set last time, and 

then close the drag mode. 

[0134] In some embodiments of the present disclosure, please refer to FIG. 8 (a), the document display 

area has a first side and a second side, which can be the document display area in the longitudinal direction 

of the display interface displaying service data edge. In response to the selection operation of the document 

display area, which can be a control identification such as a mouse hovering in the document display area, 

the display style of the document display area can be changed after selecting the document display area, 

as shown in FIG. 8 (b). In response to the first predetermined operation performed after the document 

display area is selected, the first side of the document display area is fixed in the display interface position, 

and the position of the second side in the display interface is changed. For example, the first predetermined 

operation may be an upward scrolling operation of the mouse, the first side may be the upper edge of the 

document display area in the longitudinal direction of the display interface, and the second side is the lower 

edge of the document display area in the longitudinal direction of the display interface. After selecting the 

document display area, by rotating the mouse shaft, the upper edge can be fixed while the position of the 

lower edge can be changed, thereby changing the size of the document display, as shown in FIG. 8(c). For 

example, the document display area can be quickly folded by rotating the mouse shaft in a first direction 

and can be quickly folded by rotating the mouse shaft in a second direction. In some embodiments of the 

present disclosure, when the distance between the first side and the second side of the document display 

area is greater than the predetermined distance, if the second predetermined operation is performed, the 

first side is fixed at the position of the display interface, and the distance between the second side and the 

first side is reduced. For example, the first side is the upper edge of the document display area, and the 
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second side is the lower edge of the document display area. When the distance between the first side and 

the second side is large, the user's view of the first operation item will be hindered, so the second 

predetermined operation can be performed (such as scrolling up the mouse shaft) to fix the first side 

unchanged while changing the position of the second side to reduce the distance between the first and 

second sides. This can quickly fold the first online document and solve the problem that the user's view of 

other information is hindered due to the long document display area. That is, when the document display 

area is greater than or equal to the default height, the head (first side) of the document display area can be 

fixed when scrolling up to therefore quickly fold the document. In some embodiments, the distance 

between the first and second sides of the document should not be smaller than a predetermined distance. 

In some embodiments, as shown in FIG. 8 (c), the document display area displays a folding control. After 

the folding control is triggered, the document display area is folded, for example, the document display 

area is hidden. At this time, only the identification of the first online document can be displayed. After the 

folded document display area, as shown in FIG. 8 (d), the expansion identification can be displayed. After 

the expansion identification is triggered, the document display area is displayed. 

[0135] In some embodiments of the present disclosure, after the document display area is selected, when 

the control identification (e.g., a mouse) moves to the edge of the first side or the second side of the 

document display area may change the style of the control identification, the control identification after 

changing the style, the control identification can be used to change the position of the first side or the 

second side, thereby changing the size of the document display area. 

[0136] In some embodiments of the present disclosure, in the display interface of service data, the default 

size of the document display area of the first online document depends on the content amount of the first 

online document. When the content amount of the first online document is greater than the content amount 

threshold, the first default size can be used. When the content amount of the first online document is not 

greater than the content amount threshold, the second default size is used, and the first default size is greater 

than the second default size. The document display area can be located in an area below the title of service 

data in the display interface of service data. 

[0137] In some embodiments of the present disclosure, in order to ensure the smoothness of control and 

meet performance requirements, the size adjustment frequency of the document display area can be limited, 

and the size adjustment frequency of the document display area per unit time is not higher than the 

predetermined frequency, such as controlling the frequency threshold of resetting the size per second, and 

setting whether to refresh the display interface when the frequency exceeds the frequency threshold. For 

example, when the size adjustment frequency of the document display area exceeds the frequency 

threshold, the display interface is not refreshed to reduce performance requirements, so that when adjusting 

the size of the document display area multiple times, the display interface can be refreshed only when the 

time after adjusting the document display area reaches the predetermined time length and the size 

adjustment operation of the document display area is no longer detected, thereby saving computing power. 
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[0138] In some embodiments of the present disclosure, as shown in FIG. 9 (a), while displaying service 

data, after the area where the first online document in the service data is triggered, as shown in FIG. 9 (b), 

the first online document can be displayed in full screen. This can meet the browsing needs of mobile 

devices. When the first online document is displayed in full screen, the first online document can be 

displayed in full screen, and the service data will continue to be displayed after exiting. 

[0139] In some embodiments, the creator of the service data is the owner of the first online document, 

and the creator needs to give the first online document open permission, so that other users can have 

reading, editing and other permission to solve the processing problems of different users. In some 

embodiments, the handler of the node of the processing flow can be added as a collaborator of the first 

online document, and the node can be given the required or predetermined document permission. In other 

embodiments, the link sharing function of the first online document can be turned on, and the user who 

obtains the sharing link of the first online document can be set with predetermined permission (such as 

permission to view or permission to edit), and a password can be set for the sharing link. In this way, by 

adding the sharing link of the first online document in the service data, other users can obtain 

predetermined permission when opening the link of the first online document in the service data. 

[0140] In some embodiments of the present disclosure, the creator of the service data is the owner of the 

first online document. After triggering the processing flow of the service data, the ownership of the first 

online document is transferred from the creator of the service data to the first application, and the creator 

can retain the permission to view of the first online document but does not retain the permission to edit for 

the first online document. When triggering the processing flow of service data, the processing permission 

of the non-current service node of the processing flow can be read but cannot be edited. Only the current 

service node may have permission to edit (whether it has permission to edit depends on whether the 

permission to edit are opened for the handler of the node in advance); after the processing flow of the 

service data is completed, the ownership of the first online document is returned to the creator of the service 

data. 

[0141] In some embodiments, after the service data is initiated, if the creator of the service data is not the 

owner of the first online document (i.e., the one with ownership), the first online document may not be 

added to the service data, and the first online document can only be added to the service data when the 

owner of the first online document is the creator. After the processing flow is triggered to start, the 

ownership of the first online document is transferred to the first application, so that the first application 

can assign the permission of the first online document to the handlers of other nodes. After the processing 

flow of the service data is completed, the ownership is returned to the creator. 

[0142] In some embodiments, during the execution of the processing flow of the service data, according 

to the predetermined setting, the permissions (permission to view or permission to edit, where the 

permission to edit includes the permission to view) for the handlers of the service node has are opened, 

and the permission to view and permission to edit can be opened by default to the handlers, or the 

permission to edit can only be opened to the scheduled handler. In addition, if the permission to view is 
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not opened for the handler of the current node, the handler of the current node cannot read the first online 

document. 

[0143] In some embodiments, after the end of the processing flow of service data, the node handler will 

withdraw the first online document permission to edit, the permission for the first online document if the 

handler may be set to permission to view. 

[0144] In some embodiments of the present disclosure, during the execution of the processing flow, the 

permission to edit the first online document is only opened to the handlers of the current service node of 

the processing flow who have the permission to edit; in the processing flow after the end of the recovery 

of the document permissions assigned to the handler of the service node. 

[0145] In some embodiments, if the creator withdraws the processing flow of service data, ownership of 

the first online document can be returned to the creator of the service data from the first application, and 

all service nodes to withdraw the handler of the first online document permission (permission to view and 

permission to edit), i.e., the permission for the first online document of the handler of the service node will 

be restored to the state before creating service data. 

[0146] In some embodiments of the present disclosure, after the handler of the current service node rejects 

the service data, the handler of the current service node withdraws the permission of the first online 

document and returns the ownership of the document to the creator of the service data. 

[0147] In some embodiments of the present disclosure, when the handler of the current service node will 

transfer the processing task of the service data to another handler, the first online document handler of the 

current service node is applied to the other handler. For example, if the handler of the current service node 

has permission to view, the other handler will also be given permission to view, and the handler of the 

current service node retains the permission of the first online document. 

[0148] In some embodiments of the present disclosure, the handler of the current service node adds a 

service node, the handler of the current service node applies the permission of the first online document to 

the handler of the added service node and retains the current service node. The handler of the first online 

document has permission, and if the handler of the current service node has permission to view for the first 

online document, the handler of the added service node will also have permission to view. 

[0149] In some embodiments of the present disclosure, after the service node in the processing flow is 

removed, the handler of the removed node will withdraw the permission of the first online document, and 

the handler of the removed service node can restore the permission of the first online document to the state 

before the creation of service data. 

[0150] In some embodiments of the present disclosure, when the handler of the current service node is 

rolled back to the previous node, the handler of the current service node is applied to the handler of the 

first online document. For example, the handler of the current service node has permission to view, then 

the handler of the previous node will also have permission to view. In some embodiments, if the service 

node is rolled back to the creator of the service data, it is necessary to open the permission to edit for the 

first online document to the creator. 
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[0151] In some embodiments, after the service data is copied or shares, the user who is copied or shared 

has the permission to read but not edit for the first online document in the service data. 

[0152] In some embodiments of the present disclosure, during the execution of the processing flow of 

service data, the first handler is a handler of at least two service nodes. After the first handler processes the 

service data in one of its responsible service nodes, and there are still unprocessed service nodes for which 

the first handler is responsible, if the content of the first online document changes, the first handler 

processes the service data again in the unprocessed service node. For example, there are three service 

nodes, and handler A is responsible for the first and third nodes. The current processing flow proceeds to 

the second service node. At this time, if the content of the first online document changes, handler A still 

needs to process the service data in the third service node and will not stop processing the service data in 

the third service node because handler A has already processed the service data in the first service node. 

[0153] In some embodiments of the present disclosure, the service data is combined with the first online 

document to improve communication efficiency and supports the height adjustment of the document 

display area of the first online document and free drag and drop and can display the first online document 

in full screen and hide the full screen display. 

[0154] For the approval scenarios of enterprises for complex decision-making information, such as 

document approval such as official documents and systems, as well as attachment approval such as 

supplier/product qualifications and contracts, some solutions disclosed herein integrate approval with 

online documents to open up the account, permission, information notification and other fields of 

underlying approval applications and online documents. The front-end embeds online document 

components through iframes and other methods and supports approvers to freely drag the displayed 

window size, ultimately achieving the best experience of approving with online documents. 

[0155] Regarding the accounts, permission, information notifications, and other fields of applications 

such as bottom-level approval and online documents, the permission and information notifications of 

online documents (also known as online documents or collaborative documents) can be processed 

according to the service processing logic of the application. For example, predetermined online document 

permission can be opened for predetermined service node handlers or person roles, or notification messages 

can be sent to relevant handlers of predetermined nodes of the application when the content of online 

documents changes, such as when the comment content changes, so that relevant person can timely or 

change the content of online documents. Since the notification is related to the service node person of the 

application, the integration of the two can be strengthened to ensure that the message can reach the service 

handler of the service program in a timely manner. 

[0156] In some embodiments of the present disclosure, an online document component can be added to 

the approval flow (also referred to as the approval process): through approval admin, an online document 

component can be added, and the name, display condition, printing status, archive location, etc. of the 

online document can be set. 
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[0157] In some embodiments, the integration of applet and online documents can be achieved: by solving 

the account, permission, message communication problems between the applet and web applications (such 

as online documents), the integration and interoperability of the two can be achieved. 

[0158] In some embodiments, regarding the display of online documents, the online document can be 

embedded in the approval page by iframe, supporting the approver to freely drag the document window 

size, and supporting one-click folding, one-click full screen and other operations. 

[0159] In some embodiments, the current tenant approval and other applications can be achieved in 

collaboration with an external tenant, wherein the tenant can be understood as a group identifier or 

organization identifier, generally different enterprises can be understood as different tenants. Open external 

permission to edit through online documents, the problem of cross-tenant content approval can be 

approved. 

[0160] In some embodiments, regarding the operation permission of the approver on the online document, 

the approval admin can support setting the permission of each approver or approval role on the online 

document, such as permission to edit, read, share, etc. 

[0161] In some embodiments, regarding the transfer of the online document ownership, the application is 

associated with the online document, and after the application proceeds to a predetermined service node 

or reaches a predetermined service processing state, the owner of the online document can be changed to 

the application or a service handler related to the online document in the application, thereby facilitating 

subsequent permission changes. For example, in the approval scenario, after submitting approval, the 

document owner is transferred from initiator to the application by calling up the document owner transfer 

interface, which facilitates subsequent application to change document permission. 

[0162] In some embodiments, regarding the online document permission processing, in the approval 

scenario, the document "Update Collaborator Permission" interface is retrieved to change the online 

document permission along with the approval processing such as approving/rejecting, forwarding, 

adding/removing approvals, returning, copying, and sharing. 

[0163] In some embodiments, based on the change of document content, the handler that appear 

repeatedly in the application can be deduplicated to avoid the same person from doing duplicate processing 

of the same document content. For example, in the approval scenario, when the same approver appears 

repeatedly in the approval process, if the document content changes, it needs to be re-approved; otherwise, 

it is automatically skipped, that is, if the document content has not changed, the approver of the current 

approval node can automatically skip if the document content has been approved before in the approval 

process. 

[0164] In some embodiments, regarding the writing of document content, the service data or the 

processing node link related to the service data can be embedded in the document through the association 

between the service data of the application and the document, or a new document can be generated based 

on the above service data or the processing node link. For example, in the approval scenario, the approval 

link can be written into the document through the association between the approval documentation and the 
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document, and it supports returning to the approval process with one click in the document to view the 

approval details. 

[0165] In some embodiments, a category "cloud work" and a control for "online document" can be added 

in the approval admin. The widget name, prompt text, and permission settings entrance can be set. 

[0166] In some embodiments, automatic archiving can be supported, and whether to archive the online 

document after approval can be selected. If archived, open the wiki and select the specific wiki node to be 

archived; it is possible to also choose whether to transfer the owner of the online document to the wiki 

owner. 

[0167] By matching the account of the application associated with the online document (for example, the 

approval process and the online document share the same ID, or the IDs of the two are related) as an ID, 

communication is carried out, and the ability of permission such as comment notification, document 

reading and editing is opened up, and the integration of the two applications is realized. The original 

submitter does not have permission for access the other party's approval process and cannot submit 

materials. With the permission diffusion ability of the document, external users can complete the work of 

material submission. 

[0168] Application scenarios: Online document components can be embedded in any applet, including 

Applet approval, reporting, OKR (Objectives and Key Results Management), and any applet. 

[0169] This technical solution can be used for any service scenario that requires information bearing with 

documents. 

[0170] Web online documents and Applet approval applications can be integrated and displayed through 

iframes. 

[0171] By highly adapting the front-end to the online document component and supporting free dragging 

of the document window, the best browsing and approval experience is achieved. 

[0172] Implementation of freely dragging the height of the document window: 

[0173] Layout: In the applet, View is used as a container with an initial height and a maximum height. 

The iframe component of the document is placed inside the View container, and a View is added as a drag-

and-drop operation element. The operation element is located at the bottom of the container element, with 

a higher level than any other element in the container and a slight height guarantee that it can be clicked. 

[0174] Interaction: Trigger the touchstart event by clicking on the operation element. At this time, enter 

the drag mode and record the height position (mouse or finger) at this time. In the drag mode, hold down 

the mouse or hold down the screen (touch screen) to drag or slide to trigger the touchmove event. The 

difference between the obtained position height and the recorded height when entering the drag mode is 

determined based on the mouse (or finger) position obtained in each touchmove event (there is a negative 

value), and then the determined height difference value is added to the new height value based on the 

existing container height. Safety threshold is checked for the obtained new height. If it exceeds the 

threshold, it is stopped at the threshold edge (i.e., maximum or minimum value), and then the new height 
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of the container is set. Finally, when the mouse (or finger) is released, the last height in this drag mode in 

the touch end (touchend) event, and the drag mode is closed after recording the container height. 

[0175] Cut-off: In order to freely control the balance between fluency and performance, the cut-off control 

can be performed on the height setting frequency. Reset the height frequency every second and whether to 

refresh the interface when exceeding the threshold. The actual implementation frequency can achieve 

stepless control between the touchmove event trigger frequency and 0 times/second, but the actual product 

will be limited to a fixed value. The specific value should be considered comprehensively according to the 

actual product requirements, fluency experience, and software performance. 

[0176] It supports mobile adaptation. Click on the online document component to browse in full screen. 

[0177] Regarding the processing of online document permission, in some embodiments, in the approval 

scenario, external permission to edit can be opened for online documents by approving initiators (such as 

document owners), so that external tenant content supply persons have document permission to edit, in 

order to solve the cross-tenant content approval scenario. 

[0178] Method 1: Add external collaborators as document collaborators and grant permission to edit. 

[0179] Method 2: Enable link sharing, set it to "editable by people who get links on the Internet", and add 

a password. 

[0180] In the approval process, each approver can configure document permission such as "readable" and 

"edit". Regarding the change of document permission, the exemplary explanation is as follows: 

[0181] About permission revocation: After the initiator submits the approval, the document owner is 

transferred to the approval application. The approval application withdraws the permission to edit of the 

document collaborator, does not withdraw the readable permission, and others can only read it. 

[0182] About permission release: Return to the initiator, the document owner is still the approver, but the 

permission to edit is released to the original editor or owner between submission for approval. 

[0183] About permission granting: During the approval process, according to the background settings, the 

reading and permission to edit of the corresponding approval process approver are enabled (the background 

sets the reading/permission to edit of specific approvers), and the "readable" and "edit" are enabled by 

default. The permission to edit is only assigned to the approver. 

[0184] If the "Read" permission is not enabled, the current node person is not visible to the "Online 

Document Control". 

[0185] About permission withdrawal: After the approval is completed, the "edit" permission of the 

approver at this node will be withdrawn, which can only be read. 

[0186] Regarding permission handling for initiator operations, when withdrawing an approval request, 

the document owner is returned from the app to the initiator. And the document collaboration permission 

of all approvers are withdrawn. 

[0187] About approver's permission processing: 
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[0188] In case of approval rejection: The current approver withdraws document permission, including 

edit/permission to views, which is deemed to have removed collaborators. At the same time, the document 

owner is returned from the application to the initiator. 

[0189] When transferring approval items to others for approval: Apply the current approver's document 

permission to the referred person. If the current approver has permission to view for the document, the 

referred person will grant permission to view for the document. At the same time, the approver's original 

permission are retained. 

[0190] In the case of adding approvers, that is, when other approvers are added: the document permission 

of the current approver are applied to the approver. If the current approver has permission to view for the 

document, the approver will grant permission to view for the document. At the same time, the approver's 

original permission is retained. In the case of reducing approvers: withdraw the document permission of 

the approver who has been reduced. 

[0191] In the case of rollback, that is, when the approval node is returned to the previous approval node: 

The document permission set for the current approval node are opened for the rollback person. If it is rolled 

back to initiator, the initiator needs to be assigned permission to edit. 

[0192] In the case of copy and sharing, when the approval item is copied to others or share it with others, 

it is possible to only enable predetermined permission for the copy or shared person, such as read document 

permission. 

[0193] Automatic deduplicate of approver can also be realized: For scenarios where the same approver 

needs to approve at different nodes, if the document content changes after the approver's approval, the next 

approval node needs to be re-approved. For example, it is possible to determine whether the document 

version has undergone a predetermined change by calling the document version change interface or 

obtaining document version information, so that when the predetermined change occurs, the corresponding 

approver can be approved. Alternatively, when there is no predetermined change, skip the approver at a 

certain section when the approver has seen the corresponding information of the current version to avoid 

repeated approval. After the document content is changed, the approver will process it based on the 

changed document. 

[0194] When the approval flow status is switched, the permission to edit of cloud documents is 

automatically adjusted. If the permission to edit is turned off during the approval, the permission will be 

reopened if the approval is not passed, and the permission will be turned off for automatic archiving after 

the approval is passed. For online document approval, the online document comment function is enabled 

by default during the approval process to achieve better approval collaboration efficiency. In addition, the 

approval abstract information can also include document change record information. View changes in the 

version record of the online document in the approval documentation details. For the approver, the approval 

is the latest document content. 

[0195] The examples of approval have been described above where the document permissions changes 

with changes of the service logic and service process. It can be seen that when an application is associated 
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with an online document, the permission of the online document can be processed based on the service 

processing logic and process of the application. For example, when the predetermined service node is 

reached, the document permission of the relevant person of the node are changed. Another example is to 

withdraw the document permission of the predetermined person after the predetermined service node is 

processed. 

[0196] As shown in FIG. 10, the present embodiment also provides an apparatus for information 

processing, comprising: a creation unit for configured for creating a first processing item having a first 

online document in response to a first operation event; and a control unit configured for triggering a 

processing flow of the first processing item in response to the second operation event. 

[0197] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing, further comprising a setting unit configured for, in response to the flow creation 

operation, setting the document processing node of the service processing flow and the handler of the 

service processing node permission. 

[0198] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing, prior to creating a first processing item in response to a first operation event, 

further comprising: a template creation unit configured for creating an item template for processing an item 

having a control for adding an online document in the item template; the first processing item is established 

based on the item template. 

[0199] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing, the control unit is further configured to display the first processing item in the 

control target communication software handler of the node of the processing flow. 

[0200] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing having a document display area for displaying the first online document in the 

display interface of the first processing item, the document display area, the size and/or position of the 

document display area are adjustable. 

[0201] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing, the creator of the first processing item is the owner of the first online document, 

and after triggering the processing flow of the first processing item, ownership of the first online document 

is transferred from the creator of the first processing item to the first application; after the processing flow 

of the first processing item is completed, ownership of the first online document is returned to the creator 

of the first processing item. 

[0202] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing, during the execution of the processing flow, the permission to edit for the first 

online document is only opened to the handler of the current service processing node of the processing 

flow who has the permission to edit; after the end of the processing flow, the document permission assigned 

to the handler of the service processing node is withdrawn. 
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[0203] According to one or more embodiments of the present disclosure, there is provided an information 

processing method comprising: 

[0204] Before the predetermined processing node corresponding to the processing request for the first 

file, the target save address of the first file is determined in response to a user operation, so that the first 

file is saved to the target save address after the processing request is completed. 

[0205] FIG. 11 shows a flowchart of an information processing method 100 according to embodiments of 

the present disclosure, the method 100 includes: 

[0206] Step S120: prior to a predetermined node, determine the target save address of the first file in 

response to a user operation. 

[0207] Step S140: send a processing request about the first file to cause the processing request to be 

processed; wherein the target save address is the save address of the first file after the processing request 

is processed. 

[0208] In some embodiments, in response to a user operation of the predetermined identifier, the pre-

stored one or more levels of file save directory can be displayed, and the user can select a specific target 

directory location in the file save directory, so that the user can select the directory location to determine 

the target save address of the first file. 

[0209] By way of example, the processing request may be a request for one or more of its users to approve 

the first file. 

[0210] In some embodiments, the first file includes but is not limited to a document, an image, a 

multimedia electronic file, a program file and the like. 

[0211] In some embodiments, the processing request may include the first file or the link information 

corresponding to the first file, so as to facilitate the processing request of the handler to obtain the first file, 

thereby speeding up the processing process. 

[0212] It should be noted that before the predetermined node, the processing of the request can be 

completed, for example, when the request is created, before the request is sent, or during the processing of 

the request. 

[0213] Preferably, step S120 is executed before the processing request is sent, such as when the processing 

request is created, so that no additional operation steps are required to set the target storage location of the 

first file, thereby improving the efficiency of saving files and saving manpower. 

[0214] The following is an example of document approval. Referring to FIG. 12, the relevant document 

approval and archive process (manual archive) includes initiating a document approval request, one or 

more person reviewing and approving the document, printing, classifying, and archiving the document. 

Similarly, the electronic archive process also requires special operation steps to electronically archive the 

document after the approval process is completed, and the archive efficiency is low, requiring additional 

manpower. Referring to FIG. 13, according to one or more embodiments of the present disclosure, before 

initiating approval, relevant person can set that the document to be approved should be saved in a directory 

in a certain cloud storage space after approval. In this way, when the document to be approved is 
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completed, the system can automatically save the file according to the pre-defined archiving strategy 

without special archiving operations, realizing the synchronization of archiving and approving the 

document, thereby improving the efficiency of approval and archiving and saving manpower. 

[0215] According to one or more embodiments of the present disclosure, by determining the target address 

of the first file is saved based on the user's operation before the predetermined node, the processing request 

can be made on the first file is processed, and the first file is automatically saved to the target save address, 

without waiting until the processing of the processing request is completed to save the file by a special file 

save operation. Synchronization of file storage and processing request processing is achieved, thereby 

improving the efficiency of file processing. 

[0216] In some embodiments, before step S120, in response to the user's operation, it is determined 

whether to perform a predetermined save the first file after the processing request is processed. By way of 

example, the user can set whether to archive the file after approval before initiating file approval. If so, the 

archive address of the first file can be further set, that is, the target save address. 

[0217] In some embodiments, the processing request includes information indicating the target save 

address. In the present embodiment, the processing request on the first file further includes information 

indicating the target save address, the first file can be stored to the corresponding target save address 

according to the instruction information after the processing request is processed. 

[0218] In some embodiments, if the first file is a document, the method 100 further comprises: 

[0219] Step S150: After the processing request is processed, display the processing information 

corresponding to the processing request at a predetermined position in the document. 

[0220] In some embodiments, the processing information includes, but is not limited to, processing node 

information, handler information, processing opinion information, processing time information. 

[0221] The following is an example of document approval. According to one or more embodiments of the 

present disclosure, after the approval is completed, approval information about the document can be 

displayed at a predetermined position in the approved document, such as below the title, including but not 

limited to approval node information, approver information, approval comment information, approval time 

information, etc., such as "approval node: department approval", "approver: department manager, Zhang", 

"comment approval: agree", "approval time: January 1, 2021", so that subsequent users of the document 

can easily access the approval information related to the document by opening the document. By way of 

example, after the approval is completed, the approval information of the document can be automatically 

generated in the document through a predetermined API (Application Programming Interface). 

[0222] In this way, by displaying processing information corresponding to the processing request at a 

predetermined position within the document after the processing request is processed, it is possible to 

facilitate subsequent possible review and review of the document or corresponding processing flow, such 

as enterprise financial review, audit, etc. 

[0223] In some embodiments, the process information includes link information configured to display the 

process details information in response to a user's operation. In this way, by displaying the link information 
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only within the document, the content of the document itself is not unduly affected, and it is also convenient 

for the user to click to view the process details information corresponding to the document. by way of 

example, the process details information includes, but is not limited to, processing node information, 

process personal information, process opinion information, and process time information. 

[0224] In some embodiments, the method 100 further comprises: step S101: store a file save directory in 

advance; and step S120 comprises: in response to a user operation of the file save directory, determining 

the target save address of the first file. 

[0225] By way of example, a file storage directory at a cloud server can be created in advance and stored 

in the client for the user to select a target save address for the first file in the cloud server device from the 

file storage directory. The file storage directory stored in the client can also be updated in real time or 

periodically through a predetermined interface, thereby realizing synchronization between the file storage 

directory of the client and the cloud server. 

[0226] The following will be described using cloud file approval as an example. According to one or more 

embodiments of the present disclosure, by using cloud files as carriers for approval items containing files, 

when users create approvals, they specify specific cloud space archive directories for subsequent cloud 

files, and set corresponding directory nodes for approval form options, so that after the approval is 

completed, the cloud files included in the approval items are automatically archived to the corresponding 

cloud space directory nodes by calling the cloud space archive interface, so as to achieve efficient and fast 

approval file archiving capabilities. 

[0227] The conventional approach is to decide whether to archive the approval documents and execute 

the archiving steps only after the approval is completed. This disclosure allows the approver to set whether 

the approval documents need to be archived and in which directory before the predetermined node in the 

approval process, such as before the approval is initiated or completed. Because the archive is stored in 

cloud space, the archived content is not limited to text files, but also supports different forms of electronic 

information records such as text, charts, audio, and video. 

[0228] In some embodiments, it is possible to check whether the approval procedure corresponding to the 

approval file must belong to the file to be archived. If so, for example, if the archive information is not 

selected, or the approval is not passed, the next step is not allowed, for example, the approval file archive. 

[0229] In some embodiments, automatic archiving is achieved by establishing an association between the 

cloud file storage center and the approval program, such as opening a directory interface of the cloud file 

storage center, calling the directory interface through the approval program, and storing the approval file 

corresponding to the approval program in a specified directory. Here the directory structure of the cloud 

file storage center can be set in advance. 

[0230] In some embodiments, the directory structure information can be called in the approval process 

based on the predetermined directory structure, for the user to select the specified online document stored 

in which directory. 

[0231] Further details are provided below, such as the following example: 
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[0232] About the archive directory interface: 

[0233] In one way, one of the steps to achieve automatic archiving is to set the archive directory interface 

of the approval file in advance. Through this archive interface, automatic archiving can be carried out 

according to the archive directory designated by relevant person after the approval is completed. The 

setting of the archive directory interface first forms a standardized archive information directory, and then 

exchanges system information between archive directories through relevant interface technologies. 

[0234] Of course, in other embodiments, it is also possible to create or modify the directory information 

in the approval process, synchronize the newly created or modified directory information to the cloud file 

storage center to update the directory structure of the cloud file storage center, so as to facilitate users to 

update the cloud file directory flexibly in the approval process. In order to avoid users updating the cloud 

file directory at any time, resulting in non-standard file archiving, predetermined verification rules can also 

be set, or a predetermined approval entry for directory updates. Only if the new or modified archive 

directory meets the predetermined verification rules, such new creation and modification are allowed. 

Alternatively, only by modifying or creating a directory through the approval entry can the archive 

directory be successfully modified or updated in the cloud file storage center. 

[0235] About the archive directory: 

[0236] The archive directory is a directory used to store files, which can be a folder used to store files. 

The archive directory can include first-level, second-level, third-level directories configured according to 

enterprise service. The archive interface can save or mount the approval file at a specified location in the 

archive directory based on the file identifier corresponding to the approval file, such as a token, and the 

directory information corresponding to the target save address, such as the directory ID. 

[0237] In some embodiments, the directory information corresponding to the target save address may be 

included in the approval file or the approval request, the directory information may include the archive 

directory ID and archive description information that the approval file needs to be archived. Archiving can 

be achieved by identifying the directory and archive description information in the directory information. 

By way of example, the archive description information may include directory information of the archive 

directory. 

[0238] Typically, the final determined archive directory needs to be confirmed by the user, in order to 

ensure the accuracy of the archive, of course, in some embodiments, the confirmation may not be 

necessary. 

[0239] The archive directory data structure can be a hierarchical structure such as a tree. 

[0240] In one embodiment, the first online document can be generated according to the service data 

associated with the service node, or the content data carried in the first online document can be processed. 

In the approval scenario, approval information (also referred to as approval-related information) can be 

generated based on one or more of the approval nodes, approvers, and approval progress-related 

information in the approval program, and the approval information can be carried in the online document 

and subsequently archived in the cloud file storage center. The new online document can be generated, and 
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the approval information can be written in the newly generated online document, or in the predetermined 

area of the existing online document. The written approval information can be displayed in a predetermined 

format. In one way, the approval information can be displayed in a predetermined format below the title 

of the online document. For example, the approval-related information can be displayed in the form of an 

API link. Through the API link, it is possible to jump to the corresponding approval program or open the 

approval information details. In one embodiment, the approval document information may be information 

automatically generated after approval, or information that is updated with the process of approval. It can 

be written under the online document title in the form of a link through the API and saved together in the 

archive directory. Approval-related information may include: the name of each approval process, the 

operator, the content of the opinion, the approval time and other information. Among them, through the 

API interface, page information recognition, predetermined field value extraction, etc., to obtain approval-

related information from the approval process. 

[0241] Accordingly, as shown in FIG. 14, there is provided an apparatus for information processing 400 

according to an embodiment of the present disclosure, comprising: a save address determination unit 420 

configured to determine the target save address of the first file in response to user operations before the 

predetermined node; and a request sending unit 440 configured to send the processing request about the 

first file so that the processing request is processed; wherein the target save address is the save address of 

the first file after the processing request is processed. 

[0242] In some document processing scenarios (such as enterprise approval scenarios), approval types 

such as official documents, systems, qualification review, contracts, etc. often rely on different information 

or file contents as decision-making basis. The approval process involves communication and collaboration 

among multiple parties, but the approval process itself needs to be rigorous. Therefore, the information or 

documents under approval should not be modified at will during the approval process, otherwise online 

cloud documents cannot be used to carry information or files during the approval process. However, when 

the approval is not passed, the initiator of the process needs to modify the information or files. After the 

approval is passed, the information or files are based on the enterprise archiving needs and should not be 

modified again at this time. 

[0243] Fig. 15 provides a flow chart of an information processing method of an embodiment of the present 

disclosure. The information processing method of the present disclosure may include a step 101 of 

receiving a first document for processing flow. In some embodiments, the first document is a cloud 

document or an online document. In some embodiments, the first document is referred to as a first online 

document. In some embodiments, the processing flow is an approval flow, such as approving bills, 

contracts, Purchase Requisitions, etc. 

[0244] FIG. 16 shows a schematic diagram of the processing flow using the approval process as an 

example. In some embodiments, as shown, the administrator first creates the corresponding approval 

process, designs the process, and sets the document permission of each node in the approval process. In 

addition, form design is performed to provide an insert document module. After the process is successfully 
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created, the initiator or applicant of the approval process can initiate an approval process application, fill 

out the form, and insert the cloud document. After the applicant's application is successful, the approver 

of each node in the approval process enters the approval form for approval. During the approval process, 

the approver can usually view and edit the cloud document. After the approver of all nodes confirms that 

there are no errors, the approval is passed, and the approval process ends. 

[0245] In some embodiments, the author or original editor of the first document has first access to the first 

document prior to receiving the first document, i.e., prior to successful application by the applicant or 

initiator of the processing flow. 

[0246] In some embodiments, the method disclosed herein may further comprise the step 102, after 

receiving the first document, the author's access to the first document is changed to a second permission, 

the second permission is different from the first permission. That is, after entering the processing flow, the 

system can automatically control the permission of the first document to ensure efficient collaboration 

through the first document, on the other hand to ensure rigor in the processing flow, to avoid the first 

document being improperly modified in the processing flow. 

[0247] In some embodiments, the first permission is the permission to read and the permission to edit, 

and the second permission is the permission to read. The permission to read can only read the first 

document, and the permission to edit can edit the first document. 

[0248] In some embodiments, the administrator will need to process cloud documents to join the 

processing node, so that it can obtain the assigned role of the cloud document. In some embodiments, the 

administrator can specify that the handler has permission to read and permission to edit for the document 

when assigning the role. As shown in FIG. 17, when the administrator is designing the process, he can set 

the handler and the persons to be copied at each stage, the processing type, and the corresponding 

permission of the handler. 

[0249] In some embodiments, after receiving the first document, the handler in the node of the processing 

flow has predetermined permission on the first document. In the processing flow creation process, the 

permission of the handler of each node in the processing flow can be set, and once the first document enters 

the processing flow, the handler of the corresponding node has the corresponding predetermined 

permission on the first document. Thus, efficient and unified management of the permission of the first 

document in the processing flow is facilitated. 

[0250] In some embodiments, when the first document fails to pass the processing flow or is returned to 

the initiator of the processing flow, the author's permission for the first document is changed from the 

second permission to the first permission, that is, the permission to read and the permission to edit. In some 

embodiments, the first document is not passed through the processing flow or is returned to the initiator of 

the processing flow due to the form or substance of the first document being unqualified. When this 

happens, the author may want to modify the first document to meet the corresponding requirements. In this 

way, by changing the author's permission for the first document from the second permission for the first 

permission, the processing flow can be sequentially carried out. After the author completes the 
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modification of the first document, the first document that meets the requirements can be submitted for the 

next processing flow. 

[0251] In some embodiments, when a first handler in a node of the processing flow transfers a processing 

task to another person, the another person has the same permission on the first document as the first handler 

had on the first document before the transfer. For example, the first handler is the transferor and the another 

person is the transferred person. If the first handler has permission to edit on the first document, the another 

person also has permission to edit on the first document; if the first handler only has reading permission, 

the another person also has reading permission. In this way, the permission of task processing in the 

processing flow are handed over or connected in an orderly manner, thereby ensuring rigor in the 

processing flow. 

[0252] In some embodiments, when a first handler in a node of the processing flow adds a task node to 

another person, the another person and the first handler have the same permission to the first document. 

That is, the person to be added to the task node has the same permission to the first document as the person 

to add it. For example, if the first handler has permission to edit to the first document, the another person 

also has permission to edit to the first document; if the first handler only has permission to read, the another 

person also has permission to read. In this way, the permission of task processing in the processing flow 

are handed over or connected in an orderly manner, thereby ensuring rigor in the processing flow. 

[0253] In some embodiments, when the task node corresponding to the first handler in the processing 

flow is deleted, the first handler's permission for the first document is withdrawn. When the task node 

corresponding to the first handler is deleted, the first handler no longer needs to process the first document, 

and the first handler's permission for the first document is withdrawn, which can avoid unnecessary 

modifications that the first handler may make to the first document later, thereby ensuring rigor in the 

processing flow. 

[0254] In some embodiments, when the processing flow proceeds from the current node to the next node, 

the first handler of the current node changes the permission of the first document from the first permission 

for the second permission, and the second handler of the next node changes the permission of the first 

document from the second permission for the first permission. Since the first handler of the current node 

has finished processing, changing his permission for the first document from the first permission for the 

second permission, for example, withdrawing the permission to edit, can avoid inappropriate modifications 

of the first handler in the subsequent processing flow, and can ensure the rigor in the processing flow. In 

addition, since the processing flow enters the next node, the permission of the second handler of the next 

node to the first document is changed from the second permission for the first permission, for example, the 

permission to edit is added, which can also ensure the smooth processing of the second handler. 

[0255] In some embodiments, when the processing flow returns from the current node to the previous 

node, the first handler of the previous node changes the permission of the first document from the second 

permission for the first permission, and the second handler of the current node changes the permission of 

the first document from the first permission for the second permission. Since the second handler of the 
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current node has finished processing and returned to the previous node, changing its permission for the 

first document from the first permission for the second permission, for example, withdrawing the 

permission to edit, can avoid inappropriate modifications by the second handler in the subsequent 

processing flow, and can ensure the rigor in the processing flow. In addition, because the processing flow 

enters and returns to the previous node, the permission of the first handler of the previous node to the first 

document is changed from the second permission for the first permission, for example, the permission to 

edit is added, and the smooth processing of the first handler can also be ensured, for example, after editing 

the first document and then entering the next processing flow in order. 

[0256] In some embodiments, the persons to be copied and shared only have permission to read and no 

permission to edit. In some embodiments, the newly assigned user will perform actions on the reassigned 

document to be processed. 

[0257] In some embodiments, the information processing method of the present disclosure further 

comprises receiving comment content in the comment area of the first document and sending a notification 

message to the initiator and the handler of the processing flow when the comment content is not associated 

with any person in the comment content. In some embodiments, the comment function is turned on by 

default in the processing flow, which can help the handler quickly notify the initiator of the processing 

opinion through the comment function, so that the corresponding person can timely adjust the content to 

be processed according to the processing opinion (for example, the first document). For example, as shown 

in FIG. 18, Meng's comment content is "Please pay attention to department information adjustment", and 

there is no @anyone, that is, the comment content is not associated with any specific person. At this time, 

the notification message shown in FIG. 18 is sent to the initiator and the handler of the processing flow to 

facilitate them to view and process the comment content in a timely manner. This helps improve the 

efficiency of processing and collaboration. 

[0258] In some embodiments, the information processing method of the present disclosure further 

comprises: receiving comment content in the comment area of the first document, and when the comment 

content is associated with the handler of the processing flow, sending a notification message to the initiator 

of the processing flow and the handler associated with the comment content. For example, as shown in 

FIG. 19, Meng's comment content is "Please pay attention to departmental information adjustment.", and 

he @Zhang, that is, the comment content is associated with Zhang. When Zhang is the handler of the 

processing flow (e.g., an approver at a certain node), he sends a notification message as shown in FIG. 19 

to the initiator and Zhang of the processing flow, so that the initiator and Zhang of the processing flow can 

view and process the comment content in time. In addition, in FIGS. 18 and 19, after a corresponding 

person clicks "View Details", he can directly jump to the corresponding document to be processed for 

processing. 

[0259] In some embodiments, the information processing method of the present disclosure further 

comprises: receiving comment content in the comment area of the first document, associating the comment 

content with a specific person in the comment content, and sending a reminder message when a specific 



 48 

person has no permission for the first document, reminding whether to open the readable permission of the 

first document to a specific person. In some embodiments, for example, as shown in FIG. 19, Meng 

@Zhang in his comment, and Zhang does not have permission for the first document. A reminder message 

is sent at this time to remind whether to open the readable permission of the first document to Zhang. Thus, 

it avoids sending a notification message to the corresponding person that the person cannot view the 

corresponding content. 

[0260] In some embodiments, a notification message is sent to a particular person when it is determined 

to open the permission to read of the first document. Similarly, when the permission to read has been 

opened to Zhang of FIG. 19, a corresponding notification message can be sent to Zhang at this time to 

facilitate the particular person (e.g., Zhang) to view the comment content in a timely manner. 

[0261] The disclosed embodiment also provides an apparatus for information processing 600, which 

includes a document receiving module 201 and a permission changing module 202. In some embodiments, 

the document receiving module 201 is configured to receive a first document for processing flow, wherein 

the author of the first document has a first permission for the first document before receiving the first 

document. In some embodiments, the permission changing module 202 is configured to change the author's 

permission for the first document to a second permission after receiving the first document, which is 

different from the first permission. 

[0262] It should be understood that the content described about the information processing method also 

applies to the information processing device 600 used here. For simplicity, it will not be described in detail 

here. 

[0263] In some embodiments, the first permission is the permission to read and the permission to edit, 

and the second permission is the permission to read. In some embodiments, after receiving the first 

document, the handler in the node of the processing flow has predetermined permission on the first 

document. In some embodiments, the author's permission on the first document is changed from the second 

permission for the first permission when the first handler in the node of the processing flow transfers the 

processing task to another person, the another person has the same permission on the first document as the 

first handler had before the transfer. In some embodiments, when the first handler in the node of the 

processing flow adds a task node to another person, the another person and the first handler have the same 

permission on the first document. In some embodiments, when the task node corresponding to the first 

handler in the node of the processing flow is deleted, the first handler's permission on the first document 

is withdrawn. In some embodiments, when the processing flow proceeds from the current node to the next 

node, the first handler of the current node changes the permission of the first document from the first 

permission to the second permission, and the second handler of the next node changes the permission of 

the first document from the second permission to the first permission. In some embodiments, when the 

processing flow returns from the current node to the previous node, the permission of the first handler of 

the previous node to the first document changes from the second permission to the first permission, and 

the permission of the second handler of the current node to the first document changes from the first 
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permission to the second permission. In some embodiments, the apparatus for information processing 

further includes a notification module configured to send a notification message to the initiator and the 

handler of the processing flow when the comment content is received in the comment area of the first 

document, and the comment content is not associated with any person in the comment content. In some 

embodiments, the notification module is also configured to send a notification message to the initiator of 

the processing flow and the handler associated with the comment content when the comment content is 

received in the comment area of the first document and the comment content is associated with the handler 

of the processing flow. In some embodiments, the apparatus for information processing further comprises 

a reminder module configured to receive comment content in the comment area of the first document, the 

comment content associated with a specific person in the comment content, and a specific person does not 

have the right to the first document for a limited time, a reminder message is sent to remind whether the 

permission to read of the first document is opened to a specific person. In some embodiments, the 

notification module is further configured to send a notification message to a specific person when it is 

determined that the permission to read of the first document is opened to a specific person. 

[0264] Regarding the message sending when the cloud document comment content changes, in some 

embodiments, when the cloud document comment content changes, the approver can be notified to pay 

attention to the cloud document content change in time through the robot message sending technology. 

[0265] Scenario 1: 

[0266] When a specific person is mentioned in the cloud document comment content, for example, by 

using the @symbol to mention a specific person, if the @person is an approval node person, the approval 

robot can send messages to the approval submitter and the @person. If the @person does not have cloud 

document permission or is not a relevant member of the approval node, it can prompt whether to enable 

the other party (@person) to have permission to read of the cloud document. If so, the document will be 

enabled to have permission to read, and the cloud document will notify the @person; if the document is 

not enabled to have permission to read, no notification will be given. The notification can be made in the 

form of a message card. After clicking the notification to view the details, it is possible to directly jump to 

the corresponding cloud document approval documentation in the approval application for approval. The 

content of the notification message can include the comment content, the applicant (also known as the 

drawer) submitting the approval, the approval reason, etc. 

[0267] Scenario 2: 

[0268] When there is no @person in the content of the cloud document, notifications can be sent to the 

document submitter and the person to be approved. The notification content can include comments, the 

applicant (also known as the bill of lading person) who submitted the approval, the reason for approval, 

etc. Among them, in Scenario 1, the reasons why it is not sent to the person to be approved include: 1. @is 

a scene that clearly needs to be replied to, so it needs to be sent to the person to be @. 2. Sending it to the 

bill of lading person at the same time is to inform the document owner but does not need to disturb other 

approvers. 
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[0269] In this disclosure, the ability of the cloud document editing switch permission is called by the 

application in an interface manner, and the deep integration of the cloud document permission and the 

application is realized, so that the collaboration ability of the cloud document is the specific service logic 

and application scenario of the application. 

[0270] When the service status is switched, for example, when the approval flow status is switched, the 

permission to edit of cloud documents is automatically adjusted. For example, when the permission to edit 

is turned off during approval, the permission is reopened if the approval is not passed, and after the approval 

is passed, the permission is turned off for automatic archiving. It is possible to set permission reasonably 

to avoid damaging service logic or causing information leakage, etc. 

[0271] In some embodiments, for applications such as approval with cloud documents, the cloud 

document comment function can be opened by default during service processing such as approval to 

achieve better service collaboration such as approval. 

[0272] Further, the present disclosure also provides a terminal comprising: at least one memory and at 

least one processor; wherein the memory for storing program code, the processor for calling the program 

code stored in the memory to perform the information processing method. 

[0273] In addition, the present disclosure also provides a computer storage medium, which stores program 

code, and the program code is used to execute the above information processing method. 

[0274] The information processing method and apparatus of the present disclosure have been described 

based on embodiments and application examples. In addition, the present disclosure also provides a 

terminal and a storage medium, the following description of these terminals and storage media. 

[0275] Referring now to FIG. 21, which shows a schematic structural diagram of an electronic device 

(e.g., a terminal device or server) 700 suitable for implementing embodiments of the present disclosure. 

Terminal devices in the present disclosure may include but are not limited to mobile phones, laptops, digital 

broadcast receivers, PDAs (personal digital assistants), PADs (tablets), PMPs (portable multimedia 

players), car terminals (e.g., car navigation terminals), and the like, as well as fixed terminals such as 

digital TVs, desktop computers, etc. The electronic device shown in FIG. 21 is only one example and 

should not bring any limitation on the functionality and scope of use of embodiments of the present 

disclosure. 

[0276] As shown in FIG. 21, electronic device 700 may include processing devices (such as Central 

Processor, graphics processing unit, etc.) 701, which can perform various appropriate actions and processes 

based on programs stored in read-only memory (ROM) 702 or loaded from storage device 708 into random 

access memory (RAM) 703. In RAM 703, various programs and data required for the operation of 

electronic device 700 are also stored. Processing devices 701, ROM 702, and RAM 703 are connected to 

each other through bus 704. Input/output (I/O) interface 705 is also connected to bus 704. 

[0277] Typically, the following devices can be connected to the I/O interface 705: input devices 706, 

including touch screens, touchpads, keyboards, mice, cameras, microphones, accelerometers, gyroscopes, 

etc.; output devices 707, including liquid crystal displays (LCDs), speakers, vibrators, etc.; storage devices 
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708, including magnetic tapes, hard disks, etc.; and communication devices 709. Communication devices 

709 can allow electronic devices 700 to communicate wirelessly or wirelessly with other devices to 

exchange data. Although FIG. 21 shows electronic devices 700 with various devices, it should be 

understood that it is not required to implement or have all of the devices shown. More or fewer devices 

can be implemented or provided alternatively. 

[0278] In particular, according to embodiments of the present disclosure, the process described above 

with reference to the flowchart may be implemented as a computer software program. For example, 

embodiments of the present disclosure include a computer program product comprising a computer 

program carried on a computer-readable medium, the computer program comprising program code for 

performing the method shown in the flowchart. In such embodiments, the computer program may be 

downloaded and installed from the network through the communication device 709, or installed from the 

storage device 708, or installed from the ROM 702. When the computer program is executed by the 

processing device 701, the above-described functions defined in the method of the present disclosure are 

performed. 

[0279] It should be noted that the computer-readable medium described above in this disclosure can be a 

computer-readable signal medium or a computer-readable storage medium or any combination thereof. 

The computer-readable storage medium can be, for example, but not limited to, an electrical, magnetic, 

optical, electromagnetic, infrared, or semiconductor system, device, or any combination thereof. More 

specific examples of computer-readable storage media can include but are not limited to: an electrical 

connection with one or more wires, a portable computer disk, a hard disk, random access memory (RAM), 

read-only memory (ROM), erasable programmable read-only memory (EPROM or flash memory), optical 

fibers, portable compact disk read-only memory (CD-ROM), optical storage devices, magnetic storage 

devices, or any suitable combination thereof. In this disclosure, a computer-readable storage medium can 

be any tangible medium containing or storing a program that can be used by or in conjunction with an 

instruction execution system, device, or device. In this disclosure, a computer-readable signal medium can 

include a data signal propagated in a baseband or as part of a carrier wave, which carries computer-readable 

program code. Such propagated data signals can take many forms, including but not limited to 

electromagnetic signals, optical signals, or any suitable combination thereof. Computer-readable signal 

media can also be any computer-readable medium other than computer-readable storage media, which can 

send, propagate, or transmit programs for use by or in conjunction with instruction execution systems, 

devices, or devices. The program code contained on the computer-readable medium can be transmitted 

using any suitable medium, including but not limited to: wires, optical cables, RF (radio frequency), etc., 

or any suitable combination thereof. 

[0280] In some embodiments, the client and server may communicate using any currently known or future 

developed network protocol such as HTTP (HyperText Transfer Protocol) and may be interconnected with 

any form or medium of digital data communication (e.g., a communication network). Examples of 

communication networks include local area networks ("LANs"), wide area networks ("WANs"), the 
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Internet (e.g., the Internet), and end-to-end networks (e.g., ad hoc end-to-end networks), as well as any 

currently known or future developed networks. 

[0281] The computer-readable medium can be included in the electronic device, or it can exist alone and 

not assembled into the electronic device. 

[0282] The computer-readable medium carries one or more programs, and when the one or more programs 

are executed by the electronic device, the electronic device performs the method disclosed above. 

[0283] Computer program code for performing the operations of the present disclosure may be written in 

one or more programming languages, or combinations thereof, including Object Oriented programming 

languages such as Java, Smalltalk, C++, and also conventional procedural programming languages such 

as "C" or similar programming languages. The program code may be executed entirely on the user's 

computer, partially on the user's computer, as a standalone software package, partially on the user's 

computer, or entirely on a remote computer or server. In the case of a remote computer, the remote 

computer may be connected to the user's computer via any type of network, including a local area network 

(LAN) or a wide area network (WAN), or may be connected to an external computer (e.g., via the Internet 

using an Internet service provider). 

[0284] The flowcharts and block diagrams in the accompanying drawings illustrate the architecture, 

functions, and operations of systems, methods, and computer program products that may be implemented 

in accordance with various embodiments of the present disclosure. in this regard, each block in the 

flowchart or block diagram may represent a module, program segment, or portion of code that contains 

one or more executable instructions for implementing a specified logical function. It should also be noted 

that in some alternative implementations, the functions marked in the blocks may also occur in a different 

order than those marked in the figures. For example, two blocks represented in succession may actually be 

executed substantially in parallel, and they may sometimes be executed in the opposite order, depending 

on the function involved. It should also be noted that each block in the block diagram and/or flowchart, 

and combinations of blocks in the block diagram and/or flowchart, may be implemented using a dedicated 

hardware-based system that performs the specified function or operation, or may be implemented using a 

combination of dedicated hardware and computer instructions. 

[0285] Described in the present embodiment relates to the disclosed unit may be implemented by way of 

software, may be implemented by way of hardware, wherein the name of the unit does not constitute a 

limitation on the unit itself in some cases. 

[0286] The functions described above herein may be performed at least in part by one or more hardware 

logic components. For example, without limitation, exemplary types of hardware logic components that 

may be used include: field programmable gate arrays (FPGAs), application specific integrated circuits 

(ASICs), application specific standard products (ASSPs), system-on-chip (SOCs), complex programmable 

logic devices (CPLDs), and the like. 

[0287] In the context of this disclosure, machine-readable media can be tangible media that can contain 

or store programs for use by or in conjunction with instruction execution systems, devices, or devices. 
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Machine-readable media can be machine-readable signal media or machine-readable storage media. 

Machine-readable media can include, but are not limited to, electronic, magnetic, optical, electromagnetic, 

infrared, or semiconductor systems, devices, or devices, or any suitable combination thereof. More specific 

examples of machine-readable storage media may include electrical connections based on one or more 

wires, portable computer disks, hard disks, random access memory (RAM), read-only memory (ROM), 

erasable programmable read-only memory (EPROM or flash memory), optical fibers, convenient compact 

disk read-only memory (CD-ROM), optical storage devices, magnetic storage devices, or any suitable 

combination thereof. 

[0288] [Example 1] of the present disclosure provides a method for information processing, comprising: 

determining a first application; establishing an association between the first application and a first online 

document; and performing a first processing on the first online document according to information related 

to the first application. 

[0289] [Example 2] of the present disclosure provides a method in combination with [Example 1], wherein 

performing a first processing on the first online document according to information related to the first 

application comprises: performing the first processing on the first online document according to an 

identification, a type, and information related to a service node of the first application. 

[0290] [Example 3] of the present disclosure provides a method in combination with [Example 1], wherein 

performing a first processing on the first online document according to information related to the first 

application comprises at least one of: processing at least one of display information, permission 

information or carried content data of the first online document according to a service node of the first 

application; processing at least one of a displayable content, a display format, and permission information 

of the first online document for a person associated with a service node of the first application according 

to information of the person; or generating the first online document or processing the carried content data 

of the first online document according to first application data associated with a service node of the first 

application. 

[0291] [Example 4] of the present disclosure provides a method in combination with [Example 1], 

comprising: upon establishing the association between the first application and the first online document, 

displaying a document display area for displaying the first online document in a display interface of the 

first application. 

[0292] [Example 5] of the present disclosure provides a method in combination of [Example 4], wherein 

the document display area is capable of presenting content of the first online document and is capable of 

browsing the content of the first online document according to an operation. 

[0293] [Example 6] of the present disclosure provides a method in combination of [Example 4], wherein 

a display size and/or a display position of the document display area in the display interface are adjustable. 

[0294] [Example 7] of the present disclosure provides a method in combination of [Example 6], wherein 

a frequency of adjusting the size of the document display area is not greater than a first predetermined 
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frequency; or if the frequency of adjusting the size of the document display area exceeds a second 

predetermined frequency, the display interface is not refreshed. 

[0295] [Example 8] of the present disclosure provides a method in combination of [Example 6], further 

comprising: if a length of the document display area in a first direction is greater than a predetermined 

length, in response to a first predetermined operation, adjusting the length of the document display area in 

the first direction according to the first predetermined operation. 

[0296] [Example 9] of the present disclosure provides a method in combination of [Example 6], further 

comprising: in response to a control identification moving to a first side or a second side of the document 

display area, changing a style of the control identification, a position of the first or second side being able 

to be changed after the changing of the style of the control identification, to change a size of the document 

display area. 

[0297] [Example 10] of the present disclosure provides a method in combination of [Example 5], wherein 

the document display area has a folded state and an unfolded state, and the document display area is 

switchable between the folded and unfolded states. 

[0298] [Example 11] of the present disclosure provides a method in combination of [Example 10], 

wherein when the document display area is in the unfolded state, content of the first online document is 

displayed; or when the document display area is in the folded state, the content of the first online document 

is hidden and abbreviated information of the first online document is displayed. 

[0299] [Example 12] of the present disclosure provides a method in combination of [Example 10], 

wherein the document display area has an associated display control identification, when the document 

display area is in the folded state, display control identification is used to unfold the document display area 

in response to a trigger, and when the document display area is in the unfolded state, the display control 

identification is used to fold the document display area in response to a trigger. 

[0300] [Example 13] of the present disclosure provides a method in combination of [Example 12], 

wherein the display control identification is fixed at a target position of the display interface; and/or a 

display interface is fixed to the document display area upon the display control identification is triggered. 

[0301] [Example 14] of the present disclosure provides a method in combination of [Example 6], wherein 

a size range of the document display area is predetermined; the method comprises: determining a target 

size according to an operation of adjusting the document display area, adjusting a display size of the 

document display area according to the target size; if the target size is greater than a maximum value of 

the size range, setting the size of the document display area to the maximum value of the size range; or if 

the target size is smaller than a minimum value of the size range, setting the size of the document display 

area to the minimum value of the size range. 

[0302] [Example 15] of the present disclosure provides a method in combination of [Example 4], wherein 

a display size of the document display area is determined by: determining a reference size according to a 

data amount of content data carried by the first online document; if the reference size is within a 

predetermined size range, setting the display size of the document display area according to the reference 
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size; if the reference size is greater than a maximum value of the size range, setting the display size of the 

document display area according to the maximum value of the size range. 

[0303] [Example 16] of the present disclosure provides a method in combination of [Example 3], wherein 

processing permission information of the first online document comprises at least one of: (a) in response 

to establishing the association, or processing the first online document with the first application, assigning 

ownership of the first online document to the first application; (b) assigning ownership of the first online 

document to a creator of service data of the first application after the first processing of the first online 

document, or assigning the ownership to an owner of the first online document before establishing the 

association between the first online document and the first application; or (c) assigning ownership of the 

first online document to a predetermined person after associating the first online document with an archive 

address of a document storage center. 

[0304] [Example 17] of the present disclosure provides a method in combination of [Example 3], wherein 

processing permission information of the first online document comprises: adjusting the permission 

information related to the first online document according to a service node and/or an operation type of an 

operation of an associated person of the service node. 

[0305] [Example 18] of the present disclosure provides a method in combination of [Example 17], 

wherein adjusting the permission information related to the first online document according to a service 

node and/or an operation type of an operation of an associated person of the service node comprises at 

least one of: in response to a first processing of a current service node, modifying an owner of the first 

online document; in response to a second processing of the current service node, withdrawing a 

predetermined document permission of the associated person of a predetermined processing node; in 

response to a third processing of a current service node, assigning a corresponding permission of the first 

online document to a second person based on a permission for the first online document of a first person, 

and retaining the permission for the first online document of the first person, or withdrawing the permission 

for the first online document of first person, or changing the permission for the first online document of 

the first person, the first person comprises a person associated with the current service node, and the second 

person comprises a person associated with the third processing; or in response to a fourth processing of the 

current service node, assigning a predetermined document permission for a person associated with the 

fourth processing. 

[0306] [Example 19] of the present disclosure provides a method in combination of [Example 17], 

wherein adjusting the permission information related to the first online document according to a service 

node and/or an operation type of an operation of an associated person of the service node comprises at 

least one of: in response to a creator of service data withdrawing a processing request for the service data 

of the first application, assigning ownership of the first online document to the creator, or to an owner of 

the first online document before establishing the association between the first online document and the 

first application; or, in response to an associated person of the service node rejecting processing request 

for the service data of the first application, withdrawing a permission for the first online document of the 
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associated person of the service node; or, in response to the associated person of a service node transferring 

the service data of the first application to another person, assigning a corresponding document permission 

for the another person based on a permission of the associated person of the service node to the first online 

document; or, in response to the associated person of a service node adding a service node, assigning a 

corresponding document permission for an associated person of the added service node based on the 

permission for the first online document of the associated person of the service node; or, in response to a 

service node being removed, withdrawing or changing the permission for the first online document of the 

associated person of the removed service node; or, in response to the associated person of a service node 

roll a processing flow back to a previous service node before the service node, assigning a corresponding 

document permission for an associated person of the previous service node; or, in response to the service 

data of the first application being copied or shared to a third person, assigning a predetermined permission 

for the first online document to the third person. 

[0307] [Example 20] of the present disclosure provides a method in combination of [Example 17], 

wherein adjusting the permission information related to the first online document according to a service 

node and/or an operation type of an operation of an associated person of the service node comprises at 

least one of: in response to a creator of the service data withdrawing a processing request for the service 

data of the first application, withdrawing a permission for the first online document of an associated person 

of a service node associated with the processing request; or, in response to a creator of the service data 

withdrawing the processing request for the service data of the first application, resetting a permission for 

the first online document, or, in response to an associated person of a service node rejecting the processing 

request for the service data of the first application, assigning ownership of the first online document to the 

creator, or to an owner of the first online document before establishing the association between the first 

online document and the first application; or, in response to an associated person of a service node 

transferring the service data of the first application to another person, assigning a corresponding document 

permission to the another person based on a permission for the first online document of the associated 

person of the service node, the document permission assigned to the another person being the permission 

for the first online document of the associated person of the service node, or the document permission 

assigned to the another person being a subset of the permission for the first online document of the 

associated person of the service node; or, in response to the associated person of a service node adding an 

additional service node, retaining or changing a permission for the first online document of the associated 

person of the service node; or, in response to service data of the first application being copied or shared to 

a third person, assigning a predetermined permission for the first online document to the third person, the 

predetermined permission being a permission to view. 

[0308] [Example 21] of the present disclosure provides a method in combination of [Example 1], wherein 

during the first processing on the first online document, an associated person in a current service node who 

has a permission to edit for the first online document can edit the first online document, and an associated 



 57 

person who is not in the current service node or has no permission to edit for the first online document 

cannot edit the first online document. 

[0309] [Example 22] of the present disclosure provides a method in combination of [Example 3], wherein 

a validity period of a permission of for the first online document of an associated person of the service 

node is related to a duration of the service node, within a processing period of the service node, the 

permission for the first online document assigned to the associated person of the service node to is valid, 

outside the processing period of the service node, the permission for the first online document assigned to 

the associated person of the service node to is invalid or changed to another permission. 

[0310] [Example 23] of the present disclosure provides a method in combination of [Example 3], a 

permission for the first online document is assigned to an associated person of the service node by at least 

one of: adding the associated person of the service node as a collaborator of the first online document and 

assigning a predetermined permission; or, enabling a link sharing function of the first online document, 

the link sharing function used to indicate that a user obtaining a sharing link of the first online document 

has a predetermined permission, and a user obtaining the sharing link accessing the first online document 

according to an access restriction condition of the link sharing. 

[0311] [Example 24] of the present disclosure provides a method in combination of [Example 23], 

wherein a user obtaining the sharing link accessing the first online document according to an access 

restriction condition of the link sharing comprises: if an attribute of the user obtaining the sharing link 

satisfies a predetermined condition, enabling the user obtaining the sharing link to access the first online 

document. 

[0312] [Example 25] of the present disclosure provides a method in combination of [Example 1], wherein 

after performing the first processing on the first online document according to the information related to 

the service node of the first application, the permission for the first online document of an associated person 

of the service node is withdrawn. 

[0313] [Example 26] of the present disclosure provides a method in combination of [Example 3], wherein 

content data carried by the first online document includes processing abstract information for 

characterizing information related to the service processing. 

[0314] [Example 27] of the present disclosure provides a method in combination of [Example 26], 

wherein the information related to the service processing characterized by the processing abstract 

information comprises at least one of: a link of the processing node or the first application, processing 

progress information, processing time information, handler information, or document change record 

information of the first online document. 

[0315] [Example 28] of the present disclosure provides a method in combination of [Example 26], 

wherein processing carried content data of the first online document according to a service node of the first 

application comprises: updating the processing abstract information according to a processing operation 

of the service data by an associated person of the service node of the first application; displaying the 

processing abstract information or a link to the processing abstract information within the first online 



 58 

document; or, displaying, within the first online document, a portion of the processing abstract information 

for which an associated person of a current service node has a permission to view; or, displaying a second 

document or a link to a second document within the first online document, the second document recording 

the processing abstract information; or, upon completion of the first processing of the first online 

document, displaying the processing abstract information within the first online document. 

[0316] [Example 29] of the present disclosure provides a method in combination of [Example 1], the 

establishing an association between the first application and the first online document comprises: in 

response to an operation of establishing the association, determining whether a creator of service data of 

the first application is an owner of the first online document; if so, establishing the association; if not, 

displaying prompt information; or, in response to the operation of establishing the association, determining 

whether the creator of the service data of the first application has a permission assigned by the owner of 

the first online document; if so, establishing the association; if not, displaying a prompt message. 

[0317] [Example 30] of the present disclosure provides a method in combination of [Example 29], 

wherein the prompt information displays least one of: contact information of the owner of the first online 

document, a service card of the owner of the first online document, a control for contacting the owner of 

the first online document after being triggered, an entrance for applying to the owner for transferring 

ownership, or an entrance for applying to the owner for associating the first online document with the first 

application. 

[0318] [Example 31] of the present disclosure provides a method in combination of [Example 30] further 

comprising: in response to the entrance for applying for transferring ownership being triggered or the 

application entrance for applying for associating the first online document with the first application being 

triggered, sending a notification message to the owner, the notification message comprising at least one 

of: information of the first application, information of the first online document, or remark information of 

the creator. 

[0319] [Example 32] of the present disclosure provides a method in combination of [Example 1], wherein 

establishing an association between the first application and the first online document comprises: adding 

the first online document to a display interface of the first application or pre-configuring the association 

between the first application and the first online document. 

[0320] [Example 33] of the present disclosure provides a method in combination of [Example 1], wherein 

establishing an association between the first application and the first online document further comprises: 

determining a first archive address associated with a service data template of the first application, wherein 

the first archive address is an archive address of a document storage center, the first archive address is used 

to associate with a target online document, the target online document being an online document associated 

with service data established based on the service data template; associating the first online document with 

the first archive address at a predetermined timing; and/or, in response to an operation of adding the first 

online document in the display interface of the first application, displaying an archive address selection 
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page of a document storage center, and associating the first online document with a selected second archive 

address at a predetermined timing according to the second archive address. 

[0321] [Example 34] of the present disclosure provides a method in combination of [Example 33], 

wherein the predetermined timing comprises reaching or completing a predetermined service node of the 

first application. 

[0322] [Example 35] of the present disclosure provides a method in combination of [Example 1], prior to 

determining the first application, further comprising: in response to a creation operation, setting a service 

node of the first application and a document permission of an associated person of the service node. 

[0323] [Example 36] of the present disclosure provides a method in combination of [Example 35], 

wherein the document permission of the associated person of the service node is set according to at least 

one of: a function of the service node, a role of the associated person, a type of the first online document, 

or a type of the first application. 

[0324] [Example 37] of the present disclosure provides a method in combination of [Example 1], prior to 

determining the first application, further comprising: creating a service data template having a control for 

adding an online document, all or part of service data of the first application established based on the 

service data template. 

[0325] [Example 38] of the present disclosure provides a method in combination of [Example 1], wherein 

the first processing of the first online document is performed based on information related to a service node 

of the first application, wherein the information related to the service node comprises at least one of: a 

service node, information of an associated person of the service node, or service data associated with the 

service node. 

[0326] [Example 39] of the present disclosure provides a method in combination of [Example 1], wherein 

if there is a first person associated with two or more service nodes of the first application; after the first 

person has processed the first online document at an associated first service node, and before a start of a 

second service node associated with the first person that has not started, if content of the first online 

document changes, the first person needs to process the first online document at the second service node; 

or, after the first person processes the first online document at the associated first service node and before 

a start of a second service node associated with the first person, if the content of the first online document 

has no change, the first person has no need to process the first online document at the second service node. 

[0327] [Example 40] of the present disclosure provides a method in combination of [Example 39], 

determining whether the content of the first online document changes based on a version number of the 

first online document, if the version number of the first online document changes, it is determined that the 

content of the first online document changes, or if the version number of the first online document has no 

change, it is determined that the content of the first online document has no change. 

[0328] [Example 41] of the present disclosure provides a method in combination of [Example 1], wherein 

the first application is associated with first service logic, the first application processes service data of the 
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first application according to the first service logic, and the first processing performed on the first online 

document is related to the first service logic. 

[0329] [Example 42] of the present disclosure provides a method in combination of [Example 1], wherein 

the first application comprises a standalone application, an embedded or other program-based subroutine, 

or an applet. 

[0330] [Example 43] of the present disclosure provides a method in combination of [Example 1], further 

comprising: displaying service data of the first application associated with the first online document in 

target communication software of a person associated with a service node of the first application. 

[0331] [Example 44] of the present disclosure provides a method in combination of [Example 43], 

wherein the person associated with the service node comprises a target person without a target permission 

for the first application; and the method comprises: processing the service data in response to an operation 

by the target person on the first online document displayed by the target communication software. 

[0332] [Example 45] of the present disclosure provides a method in combination of [Example 1], wherein 

the first application comprises an approval program, and information related to a service node comprises 

more than one approval node and/or a person associated with the approval node; or, the first application 

comprises a reporting program, and the information related to the service node comprises more than one 

reporting node and/or a person associated with the reporting node; or, the first application comprises a 

project management program, and the information related to the service node comprises more than one 

project processing node and/or a person associated with the project processing node. 

[0333] [Example 46] of the present disclosure provides a method for service processing based on online 

document, comprising: in response to a first operation, displaying service data to be processed, wherein 

the service data to be processed is associated with a first online document; and in response to a second 

operation, processing the service data to be processed according to the first online document. 

[0334] [Example 47] of the present disclosure provides a method in combination of [Example 46], 

wherein processing the service data to be processed according to the first online document comprises: the 

second operation is performed based on the first online document, content and/or permission information 

of the first online document is related to a service node associated with the service data to be processed 

and/or an associated person of the service node. 

[0335] [Example 48] of the present disclosure provides a method for data processing based on online 

document, comprising: creating a service data template in response to a first creation event, wherein the 

service data template has a control for associating an online document; wherein the service data template 

is used to generate a service processing form or a service processing flow, and the generated service 

processing form or service processing flow has a control for associating an online document. 

[0336] [Example 49] of the present disclosure provides a method in combination of [Example 48], 

wherein creating a service data template in response to a first creation event comprises: in response to a 

permission setting event, determining an operation permission for the online document of a person 
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associated with a service processing node of the service data template, the operation permission applied to 

all online document added via the control of the service data template. 

[0337] [Example 50] of the present disclosure provides a method in combination of [Example 48], 

wherein creating a service data template in response to a first creation event comprises: in response to an 

address setting event, determining a first archive address associated with the service data template; wherein 

the first archive address is an address of a document storage center, the first archive address is used to 

associate with a target online document, and the target online document is an online document associated 

via the control. 

[0338] [Example 51] of the present disclosure provides an apparatus for information processing 

comprising: a determination unit configured for determining a first application; a creation unit configured 

for establishing an association between the first application and a first online document; and a control unit 

configured for performing a first processing on the first online document according to information related 

to the first application. 

[0339] [Example 52] of the present disclosure provides an apparatus for service processing based on 

online document, comprising: a display unit configured for, in response to a first operation, displaying 

service data to be processed, wherein the service data to be processed is associated with a first online 

document; and a processing unit configured for, in response to a second operation, processing the service 

data to be processed according to the first online document. 

[0340] [Example 53] of the present disclosure provides an apparatus for data processing based on online 

document, comprising: a creation unit configured for creating a service data template in response to a first 

creation event; and the service data template used to generate a service processing form or a service 

processing flow, and the generated service processing form or service processing flow has a control for 

associating an online document. 

[0341] [Example 54] of the present disclosure provides a terminal comprising: at least one memory and 

at least one processor; wherein the at least one memory is configured to store program code, and the at 

least one processor is configured to call the program code stored in the at least one memory to execute the 

method according to any of [Example 1] to [Example 50]. 

[0342] [Example 55] of the present disclosure provides a storage medium for storing program code, the 

program code configured for performing the method of any of [Example 1] to [Example 50]. 

[0343] The technical features in the above examples can also be combined in other ways without 

contradiction. 

[0344] According to one or more embodiments of the present disclosure, there is provided an information 

processing method comprising: creating a first processing item having a first online document in response 

to a first operation event; triggering a processing flow of the first processing item in response to the second 

operation event. 

[0345] According to one or more embodiments of the present disclosure, there is provided an information 

processing method, in response to a first operation event, before creating a first processing item, further 
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comprising: in response to a flow creation operation, setting the service processing node of the processing 

flow and document permission of the handler of the service processing node. 

[0346] According to one or more embodiments of the present disclosure, there is provided an information 

processing method, prior to creating a first processing item in response to a first operation event, further 

comprising: creating an item template for processing an item having a control for adding an online 

document in the item template; the first processing item is established based on the item template. 

[0347] According to one or more embodiments of the present disclosure, there is provided an information 

processing method, further comprising: displaying the first processing item in a control of the target 

communication software of the handler of the node of the processing flow. 

[0348] According to one or more embodiments of the present disclosure, there is provided an information 

processing method having a document display area for displaying the first online document in a display 

interface of the first processing item, the document display area, the size and/or position of the document 

display area is adjustable. 

[0349] According to one or more embodiments of the present disclosure, there is provided an information 

processing method, the creator of the first processing item is the owner of the first online document, and 

after triggering the processing flow of the first processing item, ownership of the first online document is 

transferred from the creator of the first processing item to the first application; after the processing flow of 

the first processing item is completed, ownership of the first online document is returned to the creator of 

the first processing item. 

[0350] According to one or more embodiments of the present disclosure, there is provided an information 

processing method in which, during execution of the processing flow, the permission to edit for the first 

online document is only opened to a handler with permission to edit in a current service processing node 

of the processing flow. 

[0351] According to one or more embodiments of the present disclosure, there is provided an information 

processing method, comprising: receiving a first document for use in a processing flow, wherein before 

receiving the first document, the author of the first document has a first right to the first document; after 

receiving the first document, changing the permission enjoyed by the author to the first document to a 

second permission, the second permission being different from the first permission. 

[0352] According to one or more embodiments of the present disclosure, the first permission is a 

permission to read and permission to edit, the second permission is a permission to read. 

[0353] According to one or more embodiments of the present disclosure, after receiving the first 

document, the processing node in the processing flow of the first document enjoys predetermined 

permission. 

[0354] According to one or more embodiments of the present disclosure, when the first document is not 

through the processing flow or returned to the processing flow initiator, the author of the first document 

by the second permission for the first permission is changed. 
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[0355] According to one or more embodiments of the present disclosure, when a first handler in a node 

of the processing flow transfers the processing task to another person, the another person has the same 

rights to the first document as the first handler has the same rights to the first document before the transfer. 

[0356] According to one or more embodiments of the present disclosure, when a first handler in a node 

of the processing flow adds a task node to another person, the another person and the first handler have the 

same rights to the first document. According to one or more embodiments of the present disclosure, when 

the task node corresponding to the first handler in the node of the processing flow is deleted, the first 

handler's rights to the first document are withdrawn. 

[0357] According to one or more embodiments of the present disclosure, when the processing flow 

proceeds from the current node to the next node, the first handler of the current node changes the 

permission of the first document from the first permission for the second permission, and the second 

handler of the next node changes the permission of the first document from the second permission for the 

first permission. 

[0358] According to one or more embodiments of the present disclosure, when the processing flow returns 

from the current node to the previous node, the first handler of the previous node changes the permission 

of the first document from the second permission for the first permission, and the second handler of the 

current node changes the permission of the first document from the first permission for the second 

permission. 

[0359] According to one or more embodiments of the present disclosure, further comprising: receiving 

comment content in the comment area of the first document, and the comment content is not associated 

with any person in the comment content, sending a notification message to the processing flow initiator 

and handler. 

[0360] According to one or more embodiments of the present disclosure, further comprising: receiving 

comment content in the comment section of the first document, and the comment content in the comment 

content associated with the processing flow of the handler, sending a notification message to the processing 

flow initiator and the handler associated with the comment content. 

[0361] According to one or more embodiments of the present disclosure, further comprising: receiving 

comment content in the comment area of the first document, the comment content in the comment content 

associated with a particular person, and the particular person when the first document is not entitled to 

limit, a reminder message is sent to remind whether to open the permission to read of the first document 

to the particular person. 

[0362] According to one or more embodiments of the present disclosure, when determining the opening 

of the first document to the particular person readable permission, send a notification message to the 

particular person. 

[0363] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing comprising: a document receiving module configured to receive a first 

document for processing flow, wherein, prior to receiving the first document, the author of the first 
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document has a first right to the first document; permission change module configured to, after receiving 

the first document, the author of the first document has the right to change to a second permission, the 

second permission is different from the first permission. 

[0364] According to one or more embodiments of the present disclosure, there is provided an information 

processing method, characterized by comprising: prior to the processing request on a first file 

corresponding to a predetermined processing node, in response to a user operation, determining a first file 

target save address, so that the first file after the processing request is completed, is saved to the target save 

address. 

[0365] According to one or more embodiments of the present disclosure, there is provided an information 

processing method comprising: before the predetermined node, in response to a user operation, 

determining the target save address of the first file; sending a processing request about the first file so that 

the processing request is processed; wherein the target save address is the save address of the first file after 

the processing request is processed. 

[0366] According to one or more embodiments of the present disclosure, the processing request includes 

address information of the target save address. According to one or more embodiments of the present 

disclosure, if the first file is a document, the information processing method further comprises: displaying 

processing information corresponding to the processing request at a predetermined position within the 

document after the processing request is processed. 

[0367] According to one or more embodiments of the present disclosure, the processing information 

includes link information, the link information is configured to be responsive to a user operation of the 

display process details information. 

[0368] According to one or more embodiments of the present disclosure, the processing details 

information includes at least one of the following information: processing node information, handler 

information, processing opinion information, or processing time information. 

[0369] According to one or more embodiments of the present disclosure, the information processing 

method further comprising: storing a file save directory in advance; the determining the target save address 

of the first file in response to a user operation comprises: in response to a user operation of the file save 

directory, determining the target save address of the first file. 

[0370] According to one or more embodiments of the present disclosure, there is provided an information 

processing method, characterized by comprising: a determining unit for, prior to processing a request for 

a first file corresponding to any node, in response to a user operation, determining a target address of the 

first file is saved, so that the first file after the processing request is completed, is saved to the target save 

address. 

[0371] According to one or more embodiments of the present disclosure, there is provided an apparatus 

for information processing comprising: a save address determination unit configured to determine the 

target save address of the first file in response to user operations before the predetermined node; a request 

sending unit configured to send the processing request about the first file so that the processing request is 
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processed; wherein the target save address is the save address of the first file after the processing request 

is processed. 

[0372] According to one or more embodiments of the present disclosure, if the first file is a document, 

the apparatus for information processing further comprising: a processing information display unit 

configured to process after the processing request is processed, the predetermined position within the 

document display processing information corresponding to the processing request. 

[0373] According to one or more embodiments of the present disclosure, the apparatus for information 

processing further comprising: a directory storage unit for storing a file save directory in advance; in 

response to a user operation, determining the target save address of the first file, comprising: in response 

to a user operation of the file save directory, determining the target save address of the first file. 

[0374] According to one or more embodiments of the present disclosure, there is provided an electronic 

device comprising: at least one memory and at least one processor; wherein the memory for storing 

program code, the processor for calling the program code stored in the memory to cause the electronic 

device to perform a method of providing information processing according to one or more embodiments 

of the present disclosure. 

[0375] According to one or more embodiments of the present disclosure, there is provided a non-transitory 

computer storage medium, the non-transitory computer storage medium stores program code, the program 

code is executed by a computer device, so that the computer device performs a method of providing 

information processing according to one or more embodiments of the present disclosure. 

[0376] The above description is only the preferred embodiment of the present disclosure and an 

explanation of the technical principles used. Those skilled in the art should understand that the scope of 

the disclosure involved in this disclosure is not limited to the specific combination of the technical features 

of the above technical solutions, but should also cover other technical solutions formed by any combination 

of the above technical features or equivalent features without departing from the above disclosure concept. 

For example, the technical solutions formed by replacing the above features with (but not limited to) 

technical features with similar functions disclosed in this disclosure. 

[0377] In addition, although the operations are depicted in a specific order, this should not be understood 

as requiring these operations to be performed in the specific order shown or in sequential order. Under 

certain circumstances, multitasking and parallel processing may be advantageous. Similarly, although 

several specific implementation details are included in the above discussion, these should not be construed 

as limiting the scope of the present disclosure. Certain features described in the context of individual 

embodiments may also be implemented in combination in a single embodiment. Conversely, various 

features described in the context of a single embodiment may also be implemented in multiple 

embodiments individually or in any suitable sub-combination. 

[0378] Although the subject matter has been described in language specific to structural features and/or 

methodological logical acts, it should be understood that the subject matter defined in the appended claims 
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is not necessarily limited to the particular features or acts described above. Rather, the particular features 

and acts described above are merely exemplary forms of implementation of the claims. 
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I/we claim: 

 

1. A method for information processing comprising: 

determining a first application; 

establishing an association between the first application and a first online document; and 

performing a first processing on the first online document according to information related to the 

first application. 

 

2. The method of claim 1, wherein performing a first processing on the first online document 

according to information related to the first application comprises: 

performing the first processing on the first online document according to at least one of : 

an identification, a type, or information related to a service node of the first application. 

 

3. The method of claim 1, wherein performing a first processing on the first online document 

according to information related to the first application comprises at least one of: 

processing at least one of display information, permission information or carried content data of the 

first online document according to a service node of the first application; 

processing at least one of a displayable content, a display format, and permission information of the 

first online document for a person associated with a service node of the first application according to 

information of the person; or 

generating the first online document or processing the carried content data of the first online 

document according to first application data associated with a service node of the first application. 

 

4. The method of claim 3, wherein processing permission information of the first online document 

comprises at least one of: 

(a) in response to establishing the association, or processing the first online document with the first 

application, assigning ownership of the first online document to the first application; 

(b) after performing the first processing on the first online document, assigning ownership of the 

first online document to a creator of service data of the first application, or assigning the ownership to an 

owner of the first online document who is an owner before establishing the association between the first 

online document and the first application; or 

(c) assigning ownership of the first online document to a predetermined person after associating the 

first online document with an archive address of a document storage center; or 

(d) adjusting the permission information related to the first online document according to a service 

node and/or an operation type of an operation of an associated person of the service node. 

 

5. The method of claim 4, wherein adjusting the permission information related to the first online 
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document according to a service node and/or an operation type of an operation of an associated person of 

the service node comprises at least one of: 

in response to a first processing of a current service node, modifying an owner of the first online 

document; 

in response to a second processing of the current service node, withdrawing a predetermined 

document permission of the associated person of a predetermined processing node; 

in response to a third processing of a current service node, assigning a corresponding permission of 

the first online document to a second person based on a permission for the first online document of a first 

person, and retaining the permission for the first online document of the first person, or withdrawing the 

permission for the first online document of the first person, or changing the permission for the first online 

document of the first person, the first person comprises a person associated with the current service node, 

and the second person comprises a person associated with the third processing; or 

in response to a fourth processing of the current service node, assigning a predetermined document 

permission for a person associated with the fourth processing. 

 

6. The method of claim 4, wherein adjusting the permission information related to the first online 

document according to a service node and/or an operation type of an operation of an associated person of 

the service node comprises at least one of: 

in response to a creator of service data withdrawing a processing request for the service data of the 

first application, assigning ownership of the first online document to the creator, or to an owner of the first 

online document before establishing the association between the first online document and the first 

application; or, in response to an associated person of the service node rejecting processing request for the 

service data of the first application, withdrawing a permission for the first online document of the 

associated person of the service node; or, 

in response to the associated person of the service node transferring the service data of the first 

application to another person, assigning, based on a permission of the associated person of the service node 

for the first online document, a corresponding document permission to the another person; or, 

in response to the associated person of a first service node adding a second service node, assigning 

a corresponding document permission for an associated person of the added second service node based on 

the permission for the first online document of the associated person of the first service node; or, 

in response to a service node being removed, withdrawing or changing the permission for the first 

online document of the associated person of the removed service node; or, 

in response to the associated person of a third service node rolling a processing flow back to a 

previous service node before the service node, assigning a corresponding document permission for an 

associated person of the previous service node; or, 

in response to the service data of the first application being copied or shared to a third person, 

assigning a predetermined permission for the first online document to the third person. 
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7. The method of claim 4, wherein adjusting the permission information related to the first online 

document according to a service node and/or an operation type of an operation of an associated person of 

the service node comprises at least one of: 

in response to a creator of the service data withdrawing a processing request for the service data of 

the first application, withdrawing a permission for the first online document of an associated person of a 

service node associated with the processing request; or, 

in response to a creator of the service data withdrawing the processing request for the service data 

of the first application, resetting a permission for the first online document, or, 

in response to an associated person of a service node rejecting the processing request for the service 

data of the first application, assigning ownership of the first online document to the creator of the service 

data, or to an owner of the first online document before establishing the association between the first online 

document and the first application; or, 

in response to an associated person of a service node transferring the service data of the first 

application to another person, assigning a corresponding document permission to the another based on a 

permission for the first online document of the associated person of the service node, the document 

permission assigned to the another person being the permission for the first online document of the 

associated person of the service node, or the document permission assigned to the another person being a 

subset of the permission for the first online document of the associated person of the service node; or, 

in response to the associated person of a service node adding an additional service node, retaining 

or changing a permission for the first online document of the associated person of the service node; or, 

in response to service data of the first application being copied or shared to a third person, assigning 

a predetermined permission for the first online document to the third person, the predetermined permission 

being a permission to view. 

 

8. The method of claim 1, wherein 

during the first processing on the first online document, an associated person in a current service 

node who has a permission to edit for the first online document can edit the first online document, and an 

associated person who is not in the current service node or has no permission to edit for the first online 

document cannot edit the first online document. 

 

9. The method of claim 3, comprises at least one of: 

wherein a validity period of a permission of for the first online document of an associated person of 

the service node is related to a duration of the service node, or 

within a processing period of the service node, the permission for the first online document assigned 

to the associated person of the service node to is valid, or 

outside the processing period of the service node, the permission for the first online document 
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assigned to the associated person of the service node to is invalid or changed to another permission; or 

a permission for the first online document is assigned to an associated person of the service node by 

at least one of: adding the associated person of the service node as a collaborator of the first online 

document and assigning a predetermined permission; or, enabling a link sharing function of the first online 

document, the link sharing function used to indicate that a user obtaining a sharing link of the first online 

document has a predetermined permission; or a user obtaining the sharing link accessing the first online 

document according to an access restriction condition of the link sharing. 

 

10. The method of claim 9, wherein a user obtaining the sharing link accessing the first online 

document according to an access restriction condition of the link sharing comprises: 

if an attribute of the user obtaining the sharing link satisfies a predetermined condition, enabling the 

user obtaining the sharing link to access the first online document. 

 

11. The method of claim 1, wherein 

after performing the first processing on the first online document according to the information 

related to the service node of the first application, the permission for the first online document of an 

associated person of the service node is withdrawn. 

 

12. The method of claim 3, wherein 

content data carried by the first online document includes processing abstract information for 

characterizing information related to the service processing. 

 

13. The method of claim 12, wherein the information related to the service processing characterized 

by the processing abstract information comprises at least one of: a link of the processing node or the first 

application, processing progress information, processing time information, handler information, or 

document change record information of the first online document. 

 

14. The method of claim 12, wherein processing carried content data of the first online document 

according to a service node of the first application comprises: 

updating the processing abstract information according to a processing operation of the service data 

by an associated person of the service node of the first application; 

displaying the processing abstract information or a link to the processing abstract information within 

the first online document; or, 

displaying, within the first online document, a portion of the processing abstract information for 

which an associated person of a current service node has a permission to view; or, 

displaying a second document or a link to a second document within the first online document, the 

second document recording the processing abstract information; or, 



 71 

upon completion of the first processing of the first online document, displaying the processing 

abstract information within the first online document. 

 

15. The method of claim 1, the establishing an association between the first application and the first 

online document comprises: 

establishing the association based on a creator of service data of the first application and collaborator 

information of the first online document; 

wherein the establishing the association based on a creator of service data of the first application and 

collaborator information of the first online document comprises: if the creator belongs to a collaborator of 

the first online document and the creator has a predetermined permission or belongs to a predetermined 

type of the collaborator, establishing the association. 

 

16. The method of claim15, wherein 

the prompt information displays least one of: contact information of the owner of the first online 

document, a service card of the owner of the first online document, a control for contacting the owner of 

the first online document after being triggered, an entrance for applying to the owner for transferring 

ownership, or an entrance for applying to the owner for associating the first online document with the first 

application. 

 

17. The method of claim 16 further comprising: 

in response to applying for transferring ownership or applying for associating the first online 

document with the first application, sending a notification message to the owner, the notification message 

comprising at least one of: information of the first application, information of the first online document, or 

remark information of the creator. 

 

18. The method of claim 1, wherein establishing an association between the first application and the 

first online document comprises at least one of:  

adding the first online document to a display interface of the first application or pre-configuring the 

association between the first application and the first online document; 

determining a first archive address associated with a service data template of the first application, 

wherein the first archive address is an archive address of a document storage center, the first archive 

address is used to associate with a target online document, the target online document being an online 

document associated with service data established based on the service data template; associating the first 

online document with the first archive address at a predetermined timing; or 

in response to an operation of adding the first online document in the display interface of the first 

application, displaying an archive address selection page of a document storage center, and associating the 

first online document with a selected second archive address at a predetermined timing according to the 
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second archive address. 

 

19. The method of claim 18, wherein the predetermined timing comprises reaching or completing a 

predetermined service node of the first application. 

 

20. The method of claim 1, prior to determining the first application, further comprising at least one 

of:  

in response to a creation operation, setting a service node of the first application and a document 

permission of an associated person of the service node; or . 

creating a service data template having a control for adding an online document, all or part of service 

data of the first application established based on the service data template. 

 

21. The method of claim 20, wherein 

the document permission of the associated person of the service node is set according to at least one 

of: a function of the service node, a role of the associated person, a type of the first online document, or a 

type of the first application. 

 

22. The method of claim 1, wherein the first processing of the first online document is performed 

based on information related to a service node of the first application, wherein the information related to 

the service node comprises at least one of: a service node, information of an associated person of the service 

node, or service data associated with the service node; and/ or 

wherein if there is a first person associated with two or more service nodes of the first application; 

after the first person has processed the first online document at an associated first service node, and before 

a start of a second service node associated with the first person that has not started, if content of the first 

online document changes, the first person needs to process the first online document at the second service 

node; or, after the first person processes the first online document at the associated first service node and 

before a start of a second service node associated with the first person, if the content of the first online 

document has no change, the first person has no need to process the first online document at the second 

service node. 

 

23. The method of claim 22, 

determining whether the content of the first online document changes based on a version number of 

the first online document,  

if the version number of the first online document changes, it is determined that the content of the 

first online document changes, or  

if the version number of the first online document has no change, it is determined that the content 

of the first online document has no change. 
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24. The method of claim 1, comprising at least one of:  

wherein the first application is associated with first service logic, the first application processes 

service data of the first application according to the first service logic, and the first processing performed 

on the first online document is related to the first service logic; 

wherein the first application comprises a standalone application, an embedded or other program-

based subroutine, or an applet; or 

wherein the method further comprises: displaying service data of the first application associated 

with the first online document in target communication software of a person associated with a service node 

of the first application. 

 

25. The method of claim 24, wherein 

the person associated with the service node comprises a target person without a target permission 

for the first application; and 

the method comprises: processing the service data in response to an operation by the target person 

on the first online document displayed by the target communication software. 

 

26. The method of claim 1, wherein 

the first application comprises an approval program, and information related to a service node 

comprises more than one approval node and/or a person associated with the approval node; or, 

the first application comprises a reporting program, and the information related to the service node 

comprises more than one reporting node and/or a person associated with the reporting node; or, 

the first application comprises a project management program, and the information related to the 

service node comprises more than one project processing node and/or a person associated with the project 

processing node. 

 

27. A method for data processing based on online document, comprising: 

creating a service data template in response to a first creation event, wherein the service data 

template has a control for associating an online document; 

wherein the service data template is used to generate a service processing form or a service 

processing flow, and the generated service processing form or service processing flow has a control for 

associating an online document. 

 

28. The method of claim 27, wherein creating a service data template in response to a first creation 

event comprises: 

in response to a permission setting event, determining an operation permission for the online 

document of a person associated with a service processing node of the service data template, the operation 
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permission applied to all online document added via the control of the service data template. 

 

29. The method of claim 27, wherein creating a service data template in response to a first creation 

event comprises: 

in response to an address setting event, determining a first archive address associated with the service 

data template; 

wherein the first archive address is an address of a document storage center, the first archive address 

is used to associate with a target online document, and the target online document is an online document 

associated via the control. 

 

30. A terminal comprising: 

at least one memory and at least one processor; 

wherein the at least one memory is configured to store program code, and the at least one processor 

is configured to call the program code stored in the at least one memory to execute acts comprising: 

determining a first application; 

establishing an association between the first application and a first online document; and 

performing a first processing on the first online document according to information related to the 

first application. 

 

 


