PERSONAL | DENTI FI CATI ON DEVI CE AND METHOD BACKGROUND OF THE | NVENTION Field
of the Invention The present invention relates to a device and a nethod for
identifying a person using the biological 5 information of the person, or in
particular the finger vein pattern of the persona Description of the Rel ated
Art Now that the security technique fof personal belongings and information
Is considered critical, the 10 bionetrics identification using the
bi ol ogi cal information of the person is closely watched as a personal

i dent i fication tegystifhi @t pidATion angyconfAns aubTaentiality The
conventional bionmetrics rdentification techniques using the fingerprints, the
15 iris, the voice, the face, the veins in the back of the hand or the finger
vei ns have been conceived. Especially, the identification technique using
the finger vein, which can be acconplished sinply by applying light to the
finger, has BACKGRGUEND a0 aTHBIENVENTDONA | ow psychol ogi cal resistance and a
hi gh anti- falsification characteristic due to the use of the internal
i nformati on Piekhd of game stmvdhkeiodentification using the finger veins is
i mpl enented in the foll ow ng manner. Specifically, the 25 infrared |ight
i nci dent on a finger fTlvenphesbatkinvent2onsirdéatesf foeat Hewvdok amdscatt er ed
in the finger and
a method for identifying a person using the biological
5 information of the person, or in particular the finger
vein pattern of the person.
(L Description of the Related Art
Now that the security technique for personal
belongings and information is considered critical, the
10 biometrics identification using the bioclogical
information of the person is closely watched as a
personal identification technique high in utility and
confidentiality. The conventional biometrics
identification techniques using the fingerprints, the
15 iris, the voice, the face, the veins in the back of the
L~ hand or the finger veins have been conceived.
Especially, the identification technigue using the
finger vein, which can be accomplished simply by
applying light to the finger, has the great advantages
20 of a low psychological resistance and a high anti-
falsification characteristic due to the use of the
internal information of an organism.
The identification using the finger veins is

implemented in the following manner. Specifically, the

25 infrared light incident on a finger from the back or



radi ated outside. In the process, the henoglobin in the blood absorbs nore
infrared |ight than the surrounding tissue. In the case where the inmage of
the 5 light radiated and transnmitted fromthe thick of the finger is picked
up, therefore, the blood vessels, i.e. the finger veins distributed under
the skin of the thick of the finger.are visible as a pattern of a dark
shadow. This inmage is registered in advance, and the 10 correlation is
determ ned Rgldeemrifiice iHRIRANG S Necat t@ERd of n AMMOLEeeGeti HAGT tO be
checked. In this way, it is possible to determ ne whether the person -
i nvol ved i gacdGiteidecrdt sdidenot ﬂrprtw?ﬁwéss?,,detﬁéfmgm@'Q@biﬁ«nihdentification
device using the finger 15 veins is disclosed in JP-A-/7-21373. This personal
i denti fi cat ithie da\vioek dbapribie rfeand uiref fdwdd aiglmageh®dh thefinger is picked up
by attaching "an optical fiber <closely to the finger to mnimze the |oss of
i ght powesuraoundikignd igsude iImdgehe Jdasde ALeS83R99, inageO0of hehet her hand,
di scl oses a device and a nethod of personal identification operated in an
envi ronnmént ligdduinsidigted cont dotardmidcted rf xom nghanthiegeobftle finger vein
pattern. Also, the device disclosed in JTP- A-2003-30632 conprises a finger
gui de unit &imger23 s ipighad prhuttherefpreh the dbeed vesselm i imge pi ckup
conditions for each case of matching the finger vein pattern for
i denti ficatitde fingegorvedms sHAtridedjuindescche gk ohithe 3 for fixing
a finger in position or quiding the fjnger

thick of the finger are visible as a pattern of a dark

shadow. This image is registered in advance, and the
( (:} 10 correlation is determined between this image and the
image of an object finger to be checked. 1Imn this way,
it is possible to determine whether the person involved
is registered or not for personal identification.
An identification device using the finger
15 veins is disclosed in JP-A-7-21373. This personal
identification device has the feature that an image of
a fingeriis picked up by attaching an optical fiber
closely to the finger to minimize the loss of light
K(:/ power for picking up the image. JP-A-2002-83298, on
20 the other hand, discloses a device and a method of
personal identification operated in an environment
reguiring no-contact detection using an image of a
finger vein pattern. Also, the device disclosed in JP-
A-2003-30632 comprises a finger guide unit and a
25 fingertip button switch to assure uniform image pickup
conditions for each case of matching the finger wvein

pattern for identification.

The conventional techniques use a guide unit



to the correct position in the identification device to pick up an image of
the finger veins with a high reproducibility. The finger is inserted al ong
the 5 guide unit, so that the factors of fluctuations of the finger shape
including the angle of the finger joints, the three-dinensional rotation
angle of the finger about the center gxis thereof and the distance fromthe
canera are suppressed, thereby nmaking 1t possible to 10 pick up an i mage of

t he finger\Eﬁi‘fﬁﬁiﬁﬁrhY%iﬁgé& fﬁg@b&1£§@ﬁ9€9€§ﬁh@1ﬁ@@%ﬁe Eﬁﬁg%&er not
accustonmed to the operation Oof the identification device, however, may

erroneously ¢d ngs tedfrélef Gz ibEohi DFCEhBY18EhDEENEathenl HRYQ e RO 15
contact with the finger guide unit, applying so strong a force to the finger

as to bend tdick idgedn | Didde 05 tReefindart beihbngethak waghabl e angles. The
user who has |long used the device, on the other hand, though capable of

i nserting theepgtodiesibd Iy, hi The 20inger ollgcinseirtyd abpnpl ake the finger in
a different way than at the time of registration for a reduced correlation
with the 5eghside athiipt tss nchat sohe afastbrubfustactagtionsr bfathal se finger
of other than an organismor a finger with a falsified pattern attached 25
t hereon for Tigiet retapsn imcludingfClhat angle SUEMARY OEngelE I NVEKEL ON
Accordingly, the object of this inventionis - 4 to provide an
easy-t o- operthe, thieptdinensicnal rdeatiéncangde dévibe fhngkrcan prevent the
erroneous
about the center axis thereof and the distance from the
camera are suppressed, thereby making it possible to

(AN 10 pick up an image of the finger vein pattern with a
highly repreoducible shape.

The user not accustomed to the operation of
the identification device, however, may erroneously
insert or deform the fingex by bringing the finger into

15 contact with the finger guide unit, applying so strong
a force to the finger as to bend the finger joint or
inserting the finger at variable angles. The user who
has long used the device, on the other hand, though
(\\ capable of inserting the finger with a high
I /

20 reproducibility, may place the finger in a different
way than at the time of registration for a reduced
correlation with the registered pattern. Also, a
willful user may insert a false finger of other than an
organism or a finger with a falsified pattern attached

25 thereon for registration or identification.

SUMMARY OF THE INVENTION

Accordingly, the object of this invention is



i nsertion or deformation of a finger or the insertion of a false finger by a
wllful user. 5 Sone typical personal identification devices disclosed in
the invention to achi eve the above- nentioned object are briefly described
bel ow. According to one aspect of the invention, there is provided a
personal identification device 10 conpjising an inage pickup unit for picking
up an image of finger veins, a light source for emtting light to be

transm tted (N iAEn ddh @ 18-t bophdBEiEe OPRIgh1l Plackdthtéor matching the
i mage picked-up with an inmagé regi'stered in advance, a guide unit for -

i ndi cating el i fIRGR IUiC ke RAS | i DEh Ofat NSrév@ger tR@deardgbsgbi on  unit
for detecting a contact between the finger and the guide unit, According to

anot her aspdefsedftildie di\Riid@iatidMes & SEDhg¥tded aheeingsgtibdentification
device 20 conprising a light source for emtting light reflected on the

thick of a fafgerfalsd ifhigeaobce fwilbfultusgr.|ight transmtted through the
forward end of the finger, a light-sensitive elenent for receiving the

light fr@nthe |ight SumeceymircalnpersonabeidenhifPSatiansdetviedst hrough the
forward end of the finger, display neans for indicating information as a

gui de to calsedioasesk iof tthee idexerdisl off Heo davih tevé uthdéecabovenpri ses neans for
swi tching matching of all 5 registered inmages and matching of only the

regi st ered mendeneshobdaninding hoiehky describedcelievece with the
According to one aspect of the invention,
there is provided a personal identification device
i<:) 10 comprising an image pickup unit for picking up an image
of finger wveins, a light source for emitting light to
be transmitted through the finger, an image operating
unit for matching the image picked-up with an image
registered in advance, a guide unit for indicating an
15 image pickup position of the finger and a detection
unit for detecting a contact between the finger and the
guide unit. o
According to another aspect of the invention,
“(j; there is provided a personal identification device
20 comprising a light source for emitting light reflected
on the thick of a finger, a light source for emitting
light transmitted through the forward end of the
finger, a light-sensitive element for receiving the
light from the light source for emitting the light
25 transmitted through the forward end of the finger,
display means for indicating information as a guide to
correct use of the device. The device further

comprises means for switching matching of all



degree of correlation in matching operation, and neans for updating the
registration data. 5 According to still another aspect of the invention,
there is provided a personal identification device for preventing, at a | ow
cost, the lowering in recognition capability of the finger vein

i dentification device which otherw se gn ght occur due 10 to erroneous

I nsertion of a finger into the device by the user not accustoned to the

i on of, £ ul
operation o o%%lects eat eé Nend %&Eéh?xg%oéfa?ﬁik%ﬁ%ege 598bely a wiilfu

user. O her es and advan es o vention will -becone

apparent fr f r¢pt hene hewinvent i on
taken in cg‘i@é nct |é(§nf%§té;&“ﬂﬁ§§ac%%%}g%yﬁ]egi ?gwggggkagﬂRE%F%DE}le%Fgﬂ ON OF

THE DRAW NGiefrdd bhf kW b XAiMh&r OhiRgCOpbLaYi 8kl oanaf me@nBer sonal
i dentification device enbodying the 1invention.” Fig, 2 shows an exanple of a

configurati aib®fupda i A F&lpidt Fa€pdh 0flatlgyi ce for detecting the 25
contact between a finger guide unit and a finger. Fig. 3 shows an exanpl e of

a configwation of amaiceadialgitenét{iradhovheevaspetercdetheting the state
of the surface of a finger. - 6 Figs. 4A and 4B show exanpl es of finger

i mge due timvdrecicaf,| atHeark lighprowided e pengenadxidentifitathed and
turned, respectively.
device for preventing, at a low cost, the lowering in
recognition capability of the finger vein

identification device which otherwise might occur due

==

<:> 10 to erroneous insertion of a finger into the device by
the user not accustomed to the operation of the device
or the insertion of a falsified finger by a willful
user.
Other objects, features and advantages of the
15 invention will become apparent from the following
description of the embodiments of the invention taken

in conjunction with the accompanying drawings.

S BRIEF DESCRIPTION OF THE DRAWINGS
20 Fig. 1 shows an example of a configuration of
a personal identification device embodying the
invention.
Fig. 2 shows an example of a configuration of
a personal identification device for detecting the
25 contact between a finger guide unit and a finger.
Fig. 3 shows an example of a configuration of
a personal identification device for detecting the

state of the surface of a finger.



Figs. 5A, 58 and 5C show exanples of finger 5 image due to the reflected
light wiwth a false pattern attached on the finger surface. Fig. 6 shows an
exanple of a configuration of a personal identification device for detecting
a finger of an organism 10 Fig. 7 shows an exanple of a configuration of a
personal identification device for detgcting a finger of an organism Fig. O
shows an exanple of the fluctuation of the |ight power received by a

l'ight-sensitive el ementigdd wht Bnan4bdenblf b&ainpesS Wit ElndRR 4 Fig. 9
shows an exanple of a configuration of a personal identification device for

detecting thguecoptelhé berleeted figper wanll ahkl Fifgern$eritd gatgui de having
a light source using the light transmtted 20 through the side surface of the
finger, detechrmgdtéied surhedp séspecefivelfi.nger and detecting a finger of an
organism Fig. 10 shows an exanple of a screen for indicating the
fluctuation of an inseFiegsd.fbAgebBaadd25Cogshdwngxamplescnft Eingeart t he
finger correctly. Fig. 11 shows an exanple of a flowhart for sw tching
bet ween the imageée ddnei tocbheonefibdetaddlipbt withver ifhilsat pattteote. - 7 Fig.
12 shows an exanple of a flowchart for the I-Nidentification node to
i nval i dat e tafetachedidenthei Edngen. surface.
Fig. 6 shows an example of a configuration of
a personal identification device for detecting a finger
of an organism.
”<:> 10 Fig. 7 shows an example of a configuration of
a personal identification device for detecting a finger
of an organism.
Fig. 8 shows an example of the fluctuation of
the light power received by a light-sensitive element
15 with an identification switch depressed.
Fig. 9 shows an example of a configuration of
a personal identification dewvice for detecting the
contact between a finger and a finger insertion guide
P having a light source using the light transmitted
20 through the side surface of the finger, detecting the
surface state of a finger and detecting a finger of an
organism.
Fig. 10 shows an example of a screen for
indicating the fluctuation of an inserted finger and
25 guiding the user to insert the finger correctly.
Fig. 11 shows an example of a flowchart for

switching between the 1-N identification mode and the

1-1 verification mode.



Fig. 13 shows an exanple of a flowhart for 5 the 1-1 verification node to
validate the I-N identification and update the registration data.
DESCRI PTI ON OF THE EMBODI MENTS Enbodi nents of the invention are described in
10 detail below Fig. |I is a schematic diagram showing a system
configuration for inplenmenting the invention. The user inserts a finger |
into an identification device 6 at the tine of identification. In the 15

process, the forvard enidy0f12 Nendw# 08 éxafpDéasedaopléwchaP@eEbEP gui de unit
4 with the root of the finger I located on a finger position guide unit 9.

Upon i nser tghan 164N tikerfd ifiegad {dmtmoddetdeinheeliibte tHeni+Ri cation process
Is started. The identification 20 device 6 is shown in a side sectional view
The identi fiichntadrf jmatdass. i s executed in the steps described bel ow
Specifically, the infrared light is radiated froma |Iight source 3 on the
back of the finger 1.Fikhe 13 gditows am assampledof haofipbwthar25fbinger 1 and a
finger insertion guide unit 5 and through an optical filter 7 for

transmi t t5 n¢henlly-1t heerififoairionh Ingde te caghbdatd thage—Bi ckup device 2. The
light is converted into an electrical signal by the - 8 inmage pickup device
2, and t hrouglendiifimajecramna capdate | tipeit registrabponedattd: The i nage t hus
input is tenporarily stored in a nenory 12. A finger vein inage registered
in advance is stored froma storage 14 into

DESCRIPTION OF THE EMBODIMENTS

Embodiments of the invention are described in

i<:> 10 detail below.

Fig. 1 is a schematic diagram showing a
system configuration for implementing the invention.
The user inserts a finger 1 into an identification
device 6 at the time of identification. In the

15 process, the forward end of the finger 1 is placed on a
fingertip guide unit 4 with the root of the finger 1
located on a finger position guide .unit 9. Upon
ingsertion of the finger 1 into the device, the

“<:; identification process is started. The identification

20 device 6 is shown in a side sectional view.

The identification process is executed in the
steps described below. Specifically, the infrared
light is radiated from a light source 3 on the back of
the finger 1. The light is transmitted through the

25 finger 1 and a finger insertion guide unit 5, and
through an optical filter 7 for transmitting only the
infrared light, reaches an image pickup device 2. The

light is converted into an electrical signal by the



5 the nmenory 12, and the input inage is matched with the registered imge by
a CPU 11 according to a program stored in the nenory 12. In the matching
process, the correlation value between the two inages to be conpared is

cal cul ated, and in accordance with the value thus 10 calculated, it is
determi ned whether the input image is gcoincident with the registered image
or not. In accordance with the result of matching, the process for

identifying {hegdSecksp CAO61EED2, aAfdI BhiBBgRa8R WRBLE chpRuler 3@ IS
legitimately identified, the 15 corresponding identification process is

execut ed fori%gﬁ@@ 0] £CéotPuber CO01 r obhediR¥gkhenugeahplitcdld on system The
| i ght source Is configured of a conponent part such as a LED (Ilight

em tting di ogispera?fly Sebegenihagpménbremipti ng Fahgeredelingiimagccor di ng
to this enbodinent, a plurality of LEDs are arranged |ongitudinally of the
finger. As aregléesrediie, advastagie etopgdt €dohi ghktetayki 19 dnegent nay be
enpl oyed. The arrangenent of the light source 25 longitudinally of the finger
makes it Posshdlmenory rb2lj atrndt bhel igpttoimagehéswhakehkdngdthuthiornly so
that the whole finger vein pattern can be clearly acquired. Al the LEDs nmay
be control | etegistberedtimndge -b9 as@hd bli ghtoedingr tondi prdgakmy of each
other. In controlling the LEDs individually, the |light power for the
portion suchsteredeinotime mémohy 1Zngeinwhbeemahehingapeicessncéhies hi gh can
be suppressed while
correlation value between the two images to be compared
is calculated, and in accordance with the value thus
*<:> 10 calculated, it is determined whether the input image is
coincident with the registered image or mot. In
accordance with the result of matching, the process for
identifying the user is executed, and in the case where
the person is legitimately identified, the
15 corresponding identification process is executed for
the object to be controlled by the identification
system. P
The light source 3 is configured of a
‘C;‘ component part such as a LED {(light emitting diode) or
d 20 a halogen lamp for emitting infrared light. According
teo this embodiment, a plurality of LEDs are arranged
longitudinally of the finger. As an alternative, a
single elongated light-emitting element may be
employed. The arrangement of the light source
25 longitudinally of the finger makes it possible to
radiate the light over the whole finger uniformly so

that the whole finger vein pattern can be clearly

acquired. All the LEDs may be controlled either at the



5 increasing the light power for the thick portion of the finger. In this
way, a clear finger vein pattern can be obtained. An exanple of a nethod of
controlling the 1light power fromthe Iight source 3 is explained below 10
First, with the LEDs radiating the |ight power of an initial value, the

bri ghtness value at the position of %ch area an the image where the LEDs
are displayed is determ ned. Assune that the position of each LED on the

i mage is knoygme | Bri ﬁtﬁé§§ é@eiﬁdibidQéEQQtB%S%aéﬁ bt hie? .t hgy ange
consi dered appropriate, the [ight continués to be radiated with the sane

l'i ght power. céﬁtréDElﬁgsﬁhéhEEBstﬂﬁdﬂ@iﬁﬁé&§§§ kthehila@en Phaer Fr particul ar
range, however, the |ight power of the LEDs corresponding to the related

i mage pOSltlﬁmel@of@ﬂ@ﬁegucﬁoaénﬁhél§©1mtr©@ thel Fipgeeesher® @hecuted for
each LED area. The change amount of the |ight power controlled nmay be a

fixed val ue oransmbttahte Y8l héghAraaxbepkeppiesBedophidei on of controlling
the light power with a variable |ight power control 25 change anount is

descri beds Hucteasiwgnekenlibghbi poaker fakuehendhtibé& pomicdom ofi tha val ue of
the light power <control range are determ ned for each LED. The light power
control rangkingedefi hedthtsawagpt aokleakuéingnge veitOpattetrine calBD | i ght
power output signal, and the light power is controlled not to exceed this
range. The baxolhtainedtial value and the minimuminitial value of the |ight
power control range are determned in
An example of a method of controlling the

light power from the light source 3 is explained below.
”(:> 10 First, with the LEDs radiating the light power of an

initial wvalue, the brightness value at the position of

each area on the image where the LEDs are displayed is

determined. Assume that the position of each LED on

the image is known. In the case where the brightness

15 is in the range considered appropriate, the light

continues to be radiated with the same light power. 1In

the case where the brightness is higher than the

particular range, however, the light power of the LEDs

corresponding to the related image position is reduced,

®

20 and vice versa. This process is executed for each LED
area. The change amount of the light power controlled
may be a fixed value or a variable value.

An example of the operation of controlling
the light power with a variable light power control

25 change amount is described. First, the maximum initial
value and the minimum initial value of the light power
control range are determined for each LED. The light

power control range is defined as a control value range



5 accordance wth the characteristics of each LED. Next, the Iight power
control values of all the LEDs are set at the center of the control range.
Then, the light is radiated to obtain an inage, and th brightness value at
the position around each LED is determned. 10 in the case where the
brightness value is |low, the Iight=p%ﬁpr of the LED | ocated at the

particular position is required to be’increased. The |ight power control

val ue obt ai ned e tihen pr '@L@owéfeaﬁt@&ttQﬁgaéﬁghaﬂasméaﬂgh%t the position
around 15 the particular LED1s set as a new m ni mrum val ue of the [ight

power contr Qlowendts Yot LTl | 96t €8 akcbba tRaL! k&HGar Peaktion. After
narrow ng the control range, the control value of the light power radiated

in  the nextm#tiagen ShisetaBlvidDee cendethef mihemGANLnetidD wamge. ofs a result,
stronger light power is radiated in.the next stage than in the previous

stage. |n ththeasigghihasawdhecdit obl nessgyakbe d&tebmn@hedoint he ot her hand,
the light power of the LED at a corresponding position is required to be

decreaseds 2cddeddrightwiinwethe oftisaphcvatietpesvodfushyghobEBL nelelky, checki ng
the brightness value at the position around the particular LEDis set to a
new maxi mumtde el gift tguwer i gt polevatoasrof adhgethef LEBs &ED sktt he
particular - 11 position. After narrowing the control range this way, the
control val et dfhe zentieghtopHoviee cemtnobdrangehe Thert thegéigbtsdés at the
center of the control range. As a result, the |ight power smaller than in
t he radiated to obtain an image, and the brightness value
at the position around each LED is determined.
”<:> 10 In the case where the brightness value is
low, the light power of the LED located at the
particular position is required to be increased. The
light power contrel value obtained by the previous
check of the brightness value at the position around
15 the particular LED is set as a new minimum value of the
light power control range of the LED located at the
particular position. After narrowing the control
range, the control value of the light power radiated in
(:/ the next stage is set at the center of the control
20 range. As a result, stronger light power is radiated
in the next stage than in the previcus stage.
In the case where the brightness value is
high, on the other hand, the light power of the LED at
a corresponding position is required to be decreased.
25 The light power control value previocusly obtained by
checking the brightness value at the position around

the particular LED is set to a new maximum value of the

light power control range of the LED at the particular



5 previous stage is radiated in the next stage. As long as the brightness of
a LED is nmintained at the proper value, the |ight power of the LED’
continues to be radiated without change. The brightness is determ ned and
controlled in this way for 10 all the LEDs until the light power of all the
LEDs cones to remai n unchanged. Acgo&iigg to this nethod, the change anount
of the Iight power which is large in the beginning of the control operation

s decr ease gy 00l 5ot VEe i iirdoyife BHKA0SAeb1! Bapganthgl gagrali on. As

conpared wt I Xe ange anoun erefore, Fne contro oper-ation

I's possibl e ¥ | o réoya fiditot | fRe | IDERY POwetheaBigeeBSkATLRRECd. 1N View
of the fact that the [|ight power contrdl range becones narrower with the 20

advance Of_tﬁﬁx@9§ﬁéé% Ppesat | oD, tHOVBYRtert B8 €RA! EBhtreRekahgan may fail to
be acconplished in the case where the optinmmcontrol range cannot be

determned. Ad aOr&eilt P €0t VEidHE SpHheP! sallee phaaesh tRe resetting the
maxi mum and mni mum | i ght power control ranges at 25 the initial state is

execut ed § orpidei liastdgs eis headLonéd oln OpREahend beabe.to be acconplished
after several control sessions. As a result, the control range can be

w dened again. 12 [Enhasliend 43 dhe bribghthesat b6napLBDess can be started by
depressing an identification swtch 8, or by continuing to retrieve the
i mge of thendimigeindd taw othggh piwpenogalue, the light power of the
LED continues to be radiated without change. The
brightness is determined and controlled in this way for
“(:> 10 all the LEDs until the light power of all the LEDs
comes to remain unchanged.

Bccording to this method, the change amount
of the light power which is large in the beginning of
the control operation is decreased progressively with

15 the adwvance of the control operation. As compared with
the fixed change amount, therefore, a fine control
operation is possible while at the -same time improving
the processing speed. In view of the fact that the

”<: light power control range becomes narrower with the

20 advance of the control operation, however, the control
operation may fail to be accomplished in'the case where
the optimum control range cannot be determined. 1In
order to solve this problem, the process for resetting
the maximum and minimum light power control ranges at

25 the initial state is executed for the area where the
control operation fails to be accomplished after

several control sessions. BAs a result, the control

range can be widened again.



5 capturing neans 18 and determ ning through the CPU 11 that the finger 1
has been conpletely inserted. According to this enbodi nent, the forner
nmethod is enployed. As soon as the user depresses the fingertip guide unit
4 with his/her fingertip, the identification 10 switch 8 is depressed. At the
same time, a signal indicating the_cgrduction of the identification swtch

9 is transmtted into a conputer 10 through an interface 13, so that the CPU
11 detects tjmnslepimssedi)state of the identification switch 8, thereby
starting 15 the |dent|f|cat|on The fingertip guide unit 4 and the finger
position guide unit 9, Ty Beepeificgcibe progesslcah bewstheiteHSbysuppress
the horizontal displacenent of the finger 1, maintains a constant distance
bet ween t he débfedging lamnildédei fhageionckuptohi 8, 2orabg bohdinuliag t hi ck
side of the finger 1 out of contact with the devi ce. Should the thick side
of the fingeto rettnkeve ntive chmdgetof thet fikndexi tethkbaghethe dmagei buted in
the thick of the finger would be pressed to stop the 25 blood flow and the
pattern vibulchgtBroineg imedss bl&. and ndétersinjpgbehooeghetbenCBUng1t he
correlation of finger vein patterns with registered patterns, the inmage
processing<ﬁﬁﬁtﬂﬁhﬂlﬁtn@akcbtb@StheenleomﬁlebelyainSﬁgéedvein pattern. An
exanpl e of the nethod of finger vein pattern extraction is described below
The finger ViGePr¥dineg e dblkisreembodbient br that fovaeruemehhadt B8 surroundi ng

area free of blood vessels. i .
employed. As soon as the user depresses the fingertip

guide unit 4 with his/her fingertip, the identification
‘<:> 10 switch 8 is depressed. At the same time, a signal
indicating the conduction of the identification switch
8 is transmitted into a computer 10 through an
interface 13, so that the CPU 11 detects the depressed
state of the identification switch 8, thereby starting
15 the identification.

The fingertip guide unit 4 and the finger
position guide unit 9, by supporting the finger 1 at
two points, suppress the horizontal displacement of the

(f\ finger 1, maintains a constant distance between the
20 finger 1 and the image pickup unit 2, and holds the
thick side of the finger 1 out of contact with the
device. Should the thick side of the finger 1 come
into contact with the device, the veins distributed in
the thick of the finger would be pressed to stop the
25 Dblood flow and the pattern would become invisible.

In the stage before determining the

correlation of finger vein patterns with registered

patterns, the image processing operation is executed to



5 Specifically, the brightness value profile of the cross section

perpendi cular to the irection in which the blood vessels run has a bottom or
concave with a peak value at the center of each blood vessel. In all the
vertical and horizontal profiles of the inmage, 10 therefore, the center of
the bottom or the concave of the bgjq@%qgss value is detected either by
calculating the angle of aperture or e radius of curvature of the profile

curve or by detegbing EifEPNGaYRSpRRsRInON BACe RN eV Blsugrdheor em The

particul ar point at whi e 15 concave is detected is enphasi zed by

i ncreasing tﬁéthé@ithffﬁﬁeﬁa%éfntﬁﬁtﬁékn Eherackthencen! eeseiri®reh dark line
of the whole inmage is enphasized and a finger vein pattern is extracted.

Thus, the dagkibdkDesThahfEhgefbvelf bBtReh bBshi@S B NYwe? @3GRHHY her, can
be 20 enphasi zed positively and clearly even in the case where the |ight

power has a $4ugéUgha®nch&UstiPebundshgcarkhe reeet of Bioedchellsead vessel is
extracted, the identification is nmade possible w thout being affecte by the

vari ati ons ofpébefbtedilyyeshel bnighbndse tallbep2bfélpangi @heOlre@d raction
of the bl ood vessels caused by the change in atnospheric tenperature or

physi cal coséctiomspetpetditcohae tbethet Hérededbnf iaawhdehptheess 14 is
started with the finger | not in contact with the finger position guide unit
9, the magnibloadi vassélsheunfhagea bothotheri wageave witheeeptalkr om t he
finger I in value at the center of each blood vessel. In all the
vertical and horizontal profiles of the image,
‘<:> 10 therefore, the center of the bottom or the concave of
the brightness value is detected either by calculating
the angle of aperture or the radius of curvature of the
profile curve or by detecting the concaves based on the
mean value theorem. The particular point at which the
15 concave is detected is emphasized by increasing the
brightness wvalue thereof. Then, the center of each
dark line of the whole image is emphasized and a finger
vein pattern is extracted. Thus, the dark lines, which
”<:; may be thin or in proximity to each other, can be
20 emphasized positively and clearly even in the case
where the light power has a fluctuation. Further,
since the center of each blood vessel is extracted, the
identification is made possible without being affected
by the variations of the blood vessel width due to the
25 expansion or contraction of the blood vessels caused by
the change in atmospheric temperature or physical

conditions.

In the case where the identification process



contact with the finger position guide unit 9. In 5 order to absorb this
difference in magnification, the inmage is processed as described bel ow.
First, the contour of the finger displayed in the image is extracted either
by applying an edge enphasizing filter over the whole image and checking the
connection of 10 lines or by following,sthe edges sequentially to obtain the
trace thereof or other conventional ordinary inmage processing nethods. Next,

the width ofjd & A ewi GONHEINE ACgat TBUnde DR &M ASE PYLh"BAE Processing
to detect the joint portion of the finger and to determ ne 15 the contour

width at theiRpfdd QA RASIiide Aint® 9 deties thagnibecgonbRUEEWMHRD at the
central portion of the inmage. After that, the nagnification of the finger

is normal i zed ased am e GoRdqiriavi di freddier PeemBthE&afingeksicanri ed out
either by reducing the 20 whole image in the case where the contour width is

| arger than gorgfreal fvigth wielef igdy o £ YoM oglilee Wiwie 9image in the case
where the contour width is smaller than a specified value thereby to set the

contour \§ didrddmd Hdealsred fileis Wi ffereancdyiel msgnifdtyt bohar gheg or 25
reduci ng the contour width to a specified value and correcting the two
contour |i nesnage par griamiestadhiaphtdesdcnidsed Asebow esuFirst hethenger i nmage
pi cked up, even if partially enlarged or reduced, can be corrected to a 15
pr edet er m newnimyy foft dtherfimgen displaeyedsin hize cimade 1slentification
process is started with the finger I out of contact with the finger position
gui de unit ®xtracted either by applying an edge emphasizing filter
over the whole image and checking the connection of
.<:> 10 lines or by following the edges seguentially to obtain
the trace thereof or other conventional ordinary image
processing methods. WNext, the width of the finger
contour acquired is determined by image processing to
detect the joint portion of the finger and to determine
15 the contour width at the particular position or to
determine the contour width at the central portion of
the image. After that, the magnification of the finger
is normalized based on the contour width. The
”C: normalization is carried out either by reducing the
20 whole image in the case where the contour width is
larger than a specified value or by enlarging the whole
image in the case where the contour width is smaller
than a specified value thereby to set the contour width
to the specified value, or by elastically enlarging or
25 reducing the contour width to a specified value and
correcting the two contour lines to parallel straight

lines. As a result, the finger image picked up, even

if partially enlarged or reduced, can be corrected to a



A

therefore, correction recognition is possible. Fig. 2 5 shows an exanpl e of \
the identification device for detecting the state of the finger 1 in contacty
with the finger insertion guide unit 5. At the time of picking up an i mage
of the finger vein pattern, the finger 1 is supported at two 10 points of
the finger position guide unit 9 and ige=fingertip guide unit 4 in order to
keep the thick side of the finger 1 out of contact. In the process,

application ed%t%&hﬁ§ﬁ§%?%£%ﬁiﬁfEéEiéH"t di 8T tie ééé% %ﬁgréingertip as a

supporting point wou 15 curve the thick side o i nger 1

Then, the j eyl i ntite ddeign] prowedd {4 ustdpied VeLEh CehéYEdndert perefore

the reproducibility is reduced’in each identification process. In order to

prevent thi put REOREIHRACEitihaHd NBBigd NSeHd 1 ©ToRUgEEdeNhi® §5 20 provided
to define a fluctuati on=suppressing space. In the case where the ginger

joint is novwekrediddealdarddtdiitm ! niEbh oledbedossle! herigi ck side of
the finger 1 cones into contact with the finger 1nsertion. guide unit 50 The

resul t ants predRfdy @nofexdaaplb O Retikibmpol £icir bowl déei¢eoi Hibrdrive away the
bl ood fromthe particular portions or the neighborhoo thereof. In the case

where the | diedddticnf ithe Eoades of ithestéirigsr by depeessacy vhehfthgertip
guide unit 4 or J 16 <checking the inserted finger by inmage processing under
t hi s condi t ifdmgemhd rfsergdron guisdevardik Mot appear in
At the time of picking up an image of the
finger vein pattern, the finger 1 is supported at two
t‘<:> 10 points of the finger position guide unit 9 and the
fingertip guide unit 4 in order to keep the thick side
of the finger 1 out of contact. In the process,
application of a stress to the joint of the finger 1
with the fingertip as a supporting point would warp and
15 curve the thick side of the finger 1. Then, the joint
of the finger 1 would fluctuate vertically and
therefore the reproducibility is reduced in each

identification process. In order to prevent this

inconvenience, the finger insertion guide unit 5 is

20 provided to define a fluctuation-suppressing space.

In the case where the finger joint is moved
vertically in the manner mentioned above, the thick
side of the finger 1 comes into contact with the finger
insertion guide unit 5. The resultant pressure of the

25 contacted portion and the joint drive away the blood
from the particular portions or the neighborhood
thereof. 1In the case where the identification process

is started by depressing the fingertip guide unit 4 or



the area of the first joint or the neighborhood thereof in the finger image’
pi cked up. As a result, the 5 information on the features of the person is !
unavai l abl e and the recognition rate is extrenely reduced. In order to

detect the contact of the finger 1 with the finger insertion guide unit 5 a
push button 10 switch 20 is arranged qf each supporting point of the finger

I nsertion guide unit 5e Wth the depression of the whole finger insertion

gui de unit ZHueuhgy fd0ensdntddes bty t Dl @M 6 6HEE539nd! Bnaks0 pushed
down. This state i's detected by the U 11, and as long as 15 the push
button sw t aligiss %Sbr@{i&,iwtﬁghaﬂléjoﬂihgéf\eveiﬁ@%b&l@aﬁb@nagpéégsini S not

started even in the case where the identification switch 8 ass depressed.

The finger i edddpule fintdt 5 etk ber sehé heoeghBogho6a@nthegwesd as to be
contacted when the thick side of 20 the finger 1 is warped and curved by

appl yi ng strigstHe firleed dindgeipingkddandi nges ta présudtsupherting point. As a
result, the reduction in recognition rate is prevented which otherw se m ght
be caused hynfodnatgidrn orditdebl fedtumxeonf etlidepedeoni iscati on process due to
25 the contact of the finger surface and the resulting |ack of the vein
pattern. As unawsinakler awt ddié meedenitigerrabat hetextrémepyush button
swtches 20 may be replaced with 17 electrical, electrostatic or pressure
contact sen ceghi ch are made of a material not cutting off or
In order to detect the contact of the finger

1 with the finger insertion guide unit 5, a push button
‘(:> 10 switch 20 is arranged at each supporting point of the

finger insertion guide unit 5. W®With the depression of

the whole finger insertion guide unit 5 by the finger

1, the push button switches 20 are also pushed down.

This state is detected by the CPU 11, and as long as

15 the push button switches 20 are pushed down, the
identification process is not started even in the case
where the identification switch 8 is depressed. The

finger insertion guide unit 5 can be so shaped and

configured as to be contacted when the thick side of

O

20 the finger 1 is warped and curved by applying stress to
the joint using the fingertip as a supporting point.
As a result, the reduction in recognition rate is
prevented which otherwise might be caused, by making it
disable to execute the identificatiomn process due to

25 the contact of the finger surface and the resulting
lack of the vein pattern.

As a means for detecting the finger contact,

the push button switches 20 may be replaced with



bl ocking the transm ssion of the infrared Iight and distributed over the
surface of the finger insertion 5 guide unit 5e Thus, the stroke required to
depress the switches 20 is elimnated for an inproved sensitivity to the
contact. Also, the push button switch 20 may alternatively be arranged only
at the portion of the finger inserLiﬁ% guide unit 5 which supports the = 10
fingertip or which supports the finger root. Under this condition, the
finger inserdy | ' Sy €n 4 LEi.cat [ e connect ed
with each cﬁ%ﬁgyéﬁﬁﬁggbg%%%%§%ng ﬁ%#?i%%d%?é%%gféi%ggFggﬁsgngggg unit .5

whi ch lacks JHiepusie BHdOHAVA ke LPids 6t %u@@ﬁﬁgdoffabrt he finger

I nsertion guide unit 51s rotated slightly dowward about the connecting

\
kY
\

portion and, Xk Hssashd Neradh s 26nh Wenc KON BELEH=QY11 Rt Bhager 1. In this

way, the process and the conponent parts required for the sensing operation

of the push Atk wied dish He aferedddl oot ehle f PingeredhsedriBhoduct i on cost
of the devices The contact between the finger 1 and the finger insertion

gui de unig Syulate heniet®Ct erhuby, lmestﬁmeﬁé@ﬂgre@ntﬁxééﬁkéssf thée i mage
processing method 25 utilizes the fact that the image with the finger
contact ed t esuliscdledhad® s el phirmatdd nfier ani hhpasead sbasitheitpage with no
finger contacted. By evaluating this brightness, the finger contact can be

detected. - B thhecortdmd. ushigp t hehe nmgeh photessi sgitohallymagl i m nates the

need of the push button switch 20, and
alternatively be arranged only at the portion of the

finger insertion guide unit 5 which supports the
“<:) 10 fingertip or which supports the finger root. Under
this condition, the finger insertion guide unit 5 and
the identification device & are connected with each
other. The connecting portion of the finger insertion
unit 5 which lacks the push button switch 20 is so
15 shaped that the finger insertion guide unit 5 is
rotated slightly downward about the connecting portion
and depresses the switch 20 when contacted by the
finger 1. 1In this way, the process and the component
&i: parts required for the sensing operation of the push
20 button switch 20 are eliminated for a reduced
production cost of the device.

The contact between the finger 1 and the
finger insertion guide unit 5 may be detected by image
processing. BAn example of the image processing method

25 wutilizes the fact that the image with the finger
contacted tends to have a brighter finger joint area
than the image with no finger contacted. By evaluating

this brightness, the finger contact can be detected.



therefore sinplifies the device configuration for a

cost.

each ot her

| ower devi ce production}
5 Once the finger | and the push button swi tches 20 are contacted by
or the identification process is started under that condition,

the user can be inforned of the contact of the finger I by an alarmi ssued
froma display neans 15 or a speaker 1§ 17. This pronotes the recognition on
the part of the wuser and inproves the mastery of the device nmanipul ation

thereby prevygr! imdd Hode WAL i infhgd §5REd & Dily

redealifEnbodi nent 2] 15 Fig.
3 shows an exanple of a configuration of

an identification device for -

detecting tlgisinhbtes tHaled diheatdipksisisiec©dn tdheitcnoey, lanief | ect ed

| i ght sources 22 are arranged at positions for
the finger thebegol@ rAilpadifkd ithd dicesca?f bjatatien! fghtaofl a

radi ati ng the thick side of

wavel ength sufficient for transm ssion through an optical filter 7. The

| i ght power lefwelrhelevdidee plrediudtight «cmtrces 22 is adjusted to a val ue capabl e
of picking up an image of the finger surface.
fromthed ight

source 3

(O

10

15

20

25

off, on the other hand, an inage of the finger surface
identification process is started under that condition,

the user can be informed of the contact of the finger 1
by an alarm issued from a display means 15 or a speaker
17. This promotes the recognition on the part of the
user and improves the mastery of the device
manipulation thereby preventing the reduction in
recognition rate.

[Embodiment 2]

Fig. 3 shows an example of a configuration of
an identification device for detecting the surface
state of the thick side of the finger 1. Reflected
light sources 22 are arranged at positions for
radiating the thick side of the finger 1. The
reflected light sources 22 emit the light of a
wavelength sufficient for transmission through an
optical filter 7. The light power of the reflected
light sources 22 is adjusted to a value capable of
picking up an image of the finger surface.

In the case where the light from the light
source 3 is radiated with the reflected light sources
22 turned off, an image having finger veins is picked

up. In the case where the light from the reflected

25 In the case where the |ight
sour c&nge sheadiiatgedr Vil tdnd hche gl e timgt tomght sour ces
turned off, an image having finger veins is picked up. In the case where the
| i ght from tshdtchielse@ledre I®ntaafied dnuresssh 2other rexithed with the |ight

22

\
\
N



I's picked up. Specifically, the light source 3 is turned on while the \
reflected |light sources 22 are 5 turned off when performng the Y
identification process. |Imediately before or after the identification
process, the on and off states of the light source 3 and the reflected

| i ght sources 22 are alternated with h other, so that the finger inmage is
acquired by the 10 light reflected fromthe finger surface and analyzed. In

this way, |t1dsndelaimaed sl hesailechi foeh LHBOS:qREAUSte o

i dentification i e proper one or not. Figs. 4B show exanpl es .of

i mage of theyeél naeremdlrd@cer Pheked &R EMa%EeoEd%HéiEﬁﬁ@bko%u&§€c%e 15 of
Fig. 3. In the case where the Ilghf fromthe reflected I'ight sources 22 is

radiated w tfwubi tbed d@di agporifieaips thahligayr eBudcet 3e ifsl Nger vein
pattern is substantially invisible. NeverthelesS, the visual information of

the finger sgliffé® St/OkhEFe 26havtékiested 1hghti Beakckei o ard a foul on the
finger surface are picked up as an inmage. Fig. 4A shows an inmage of the

finger sugfaperned t&ff hehdongeifetmihgdthecidentofFitheibnngebeaels, rotated
about the center axis thereof. The joint 25 winkles 30 are distributed
vertical |l y unrfiedidyely thefsespectafbeththechtientaficationhgrbiceger, 1. Fig.
4B shows an inage of the surface of the finger rotated about the center
axis. The joilnt owiankd esfBOsttaees @D thespightdsounseddr abldy the t he | ower
side and have joint winkle ends 31. Further, the image of a nail 32 is
reflected light sources 22 are alternated with each
other, so that the finger image is acquired by the
: <:> 10 1light reflected from the finger surface and analyzed.
In this way, it is determined whether the finger image
acquired for identification is the proper one or not.
Figs. 4A and 4B show examples of image of the
finger surface picked up by the identification device
15 of Fig. 3. 1In the case where the light from the
reflected light sources 22 is radiated without the
radiation from the light source 3, .the finger vein
pattern is substantially invisible. Nevertheless, the
&<:\ visual information of the finger surface such as
20 wrinkles in the finger joint and a foul on the finger
surface are picked up as an image.
Fig. 4R shows an image of the finger surface
with the longitudinal direction of the finger not
rotated about the center axis thereof. The joint
25 wrinkles 30 are distributed vertically uniformly with
respect to the center axis of the finger 1. Fig. 4B

shows an image of the surface of the finger rotated

about the center axis. The joint wrinkles 30 are



seen to have been picked up on the side of the fingertip opposite to the !
direction in which the joint 5 winkles 30 are displaced. In other words, the
rotation of the finger 1 about the center axis can be determ ned by checking
t he picked-up image of the finger joint winkles 30 or the nail 32. In the
case where this rotation is detectedpgthe user is warned and 10 the

I dentification process is not executed. In this way, the recognition error
i's reduced. dABpR s edifsiddia®} hasl eie dedwst | $0dé hendi BRYaCcesRAL Of the
position of the joint winkles 30 by inage processing is described bel ow.
First, an i magdekdet @nkd 315, 15wapiidcd the oligig@nodgenabphagi gsng filter
thereby to enphasize the vertical conponent |lines of the inage. Next, the
enphasi zed ise@ge tics Haiveaberad mickddaup igrescharsidenyrtled into thin lines.
After that, it is determned by the line tracing process whether the 20

| i nes are kefingertjigx toqpes iteonto erhie adltget on chmtwinlclust hashobnt I n the
case where the lines represent the joint winkle portion, the tracing over a
conpar at iSvelrilndlg sdidt anree displagedd dn .otBesedvands i hehéengt h of tracing,
it is determ ned whether the 25 winkles are those of the joint or not. After
that, the podatiom of dheefirpmmtl cibeutthe avenicer nexisegarnbei s

determ ned and the distance fromthe finger contour is calculated thereby to
det er ni ne wietigamings by ghegkingm Wie @idkediup imadk| ef abdepoint 31 is

di spl aced or_not. On the other.  hand, the rotatjon of

finger joint wrinkles 30 or the nail 32. In the case

where this rotation is detected, the user is wérned and
; Cji 10 the identification process is not executed. In this
way, the recognition error is reduced. An example of
the method of detecting the displacement of the
position of the joint wrinkles 30 by image processing
is described below. First, an image obtained is
15 applied through an edge emphasizing filter thereby to
emphasize the vertical component lines of the image.
Next, the emphasized image is binarized and the lines
are converted into thin lines. After that, it is

determined by the line tracing process whether the

O

20 lines are kept in juxtaposition vertically in
continuocus fashion. In the case where the lines
represent the joint wrinkle pertion, the tracing over a
comparatively long distance is carried out. Based on
the length of tracing, it is determined whether the

25 wrinkles are those of the joint or not. After that,
the position of an end point of each traced line
segment is determined and the distance from the finger

contour is calculated thereby to determine whether the



the finger | can be detected wthout determning the end points 31 of the
joint winkle by calculating the 5 center of gravity of the distribution of
the joint winkles and determ ning whether the vertical positions of the
joint winkles are displaced or not. Nevertheless, the displacenent of the
joint winkles 30 may be detected by . using the conventional nethod based 10
on the inmage recognition. This imge ocessi ng nmakes possible the detection
of the fing Wo} | ut . any hal nsQr: —ancspr:event s the reduction
in recogni?é%%gég%% Qf?%%%@ ?%%ﬁgag?ﬁgﬁ?%ee gvﬁgén%p%%mﬁiicwlcost. 15 An

exanpl e of idg@;&é@&eafiﬁ&ttorgﬂ%@ét bEflert H%n@?i e 32 fo%ﬁ%gn.u%g{]iolfed- First,

the texture n 1mge Is analyzed by an ordinary netho as the

concentrati ogndi 8108 AM f L&y SHB! YefELABIOWI LR UL RN TR TR anal ysi's.
First, the texture 20 analysis of the image Is conduced by t'he ordinary

met hod such @gdtheimtstopram enal ysiael QriakieBbly 2&82uldtineewncy
conponent analysis thereby to subdivide the aread. In the case a division

area of at |gasterPsLigiFItpedratRa Heseenpaciod b¥ the Yraer or |ower 25
part of the fingertip or the neighborhood of the fingertip or in the case

wher e conparisDnkés hahdedet €xhinénfenhetheel thiee veaiticdd Pogtiitdiboneal |y
cal cul ated shows an anal ogous area, then the particular part is 22

determ ned asfathai joBRt Meirkléel &ss&, dispiacesdt bedsiothased on the
conventional process of inage recognition
Nevertheless, the displacement of the joint wrinkles 30
may be detected by using the conventional method based
! <i> 10 on the image recognition. This image processing makes
possible the detection of the finger rotation without
any special sensor and prevents the reduction in
recognition rate without increasing the device
production cost.
15 An example of image processing for detecting
the nail 32 is described. First, the texture of an
image is analyzed by an ordinary method such as the

concentration histogram for small areas or the

frequency component analysis. First, the texture

20 analysis of the image is conduced by the ordinary
method such as the histogram analysis for a small area
or freguency component analysis thereby to subdivide
the area. In the case a division area of at least
predetermined area is connected to the upper or lower

25 part of the fingertip or the neighborhcod of the
fingertip or in the case where comparison with the
texture feature of the nail 32 statistically calculated

shows an analogous area, then the particular part is



may be used for detecting the nail 32. Figs, 5A to SC show i mages picked up

by the 5 identification device of Fig. 3 including a real
organi smand an imge with a copied finger vein pattern
Fig. 5A shows an exanple of a finger imge picked up wt
fromthe Iight source 10 3 but not=f?2nL;he reflected |

clear finger vein pattern 41 is obser

finger of an
attached thereon.

h the |ight radiated
ght sources 22. A

d. Fromthis imge, however, it is

Condi 11 on, "L TTR0 SEre el 052 7 ugvEPrnilePdl RERPF

. t hi
gfﬁ"tQQ Bds the 15

reflection ligiiy srags donient AhaL oroblsNBeCaRBge BREBGRAR bR vein

pattern picked up as an inage Is that of a real organism

E, the fi n%g\@ﬂémg@atfcsf décSebshgnihal hyiinypsi bl e or
vein pattern 40 is recogni zable. 20 Assune, on the other

as showmn in Fig. 5
an uncl ear finger
hand, that a false

finger vein pattern igigkaven #btic ashdleimabesUpltREdOhib bjetheght from
the light source 3, on a sheet of a material through which the light from

the |ights sode ficatidsmndsv bce e Piga 3ransiudeny gatenilakiageérattached

on 25 the finger 1, or a pattern is drawn directly on the

finger with a

mat eri al cutdf rgh adfgdrism i gl . asimagavwith & gopdéd dihgegeweiai n pattern
can be clearly recognized even with the light fromthe reflection 23

pattern attached thereon.

Fig. 5A shows an example of a finger image

picked up with the light radiated from the light source

? C;/ 10 3 but not from the reflected light sources 22. A clear

finger vein pattern 41 is observed. From this image,

however, it is not known whether the finger veins are

real or duplicate. Under this condition, the light

source 3 is turned off while the light from the

15 reflection light sources 22 is radiated. In the case

where the finger vein pattern picked up as an image is

that of a real organism, as shown in Fig. 5B,

the

finger vein pattern is substantially invisible or an

(“: unclear finger vein pattern 40 is recognizable.
{

20 Assume, on the other hand, that a false finger vein

pattern is drawn, with a material cutting off the light

from the light source 3, on a sheet of a material

through which the light from the light source 3 is

transmissible or a translucent material and attached on

25 the finger 1, or a pattern is drawn directly on the

finger with a material cutting off the light.

As shown

in Fig. 5C, a finger vein pattern can be clearly

recognized even with the light from the reflection



| i ght sources 22 alone. By determ ning whether a clear inage of a finger
vein pattern can be picked up with the reflected |ight alone, it can be
determ ned whether a false pattern has been attached or not. In the case 5
where a high correlation is determ ned between an i mage obtai ned by
radiating light fromthe |ight source 233 alone and an i nage obtai ned by
radiating the light from the reflecti'on Iight sources 22 al one, however, it

s determ nerofhagodrbakseopat bREN | 8yAbkREIRd ndnglindtor 10 iawn. Then,

the user is wafned through the display”™ nmeans 15 or the speaker 17, and no

identificati ﬂmag@r@f_eéSfiﬁ?éfee,é&ﬁdpal:@etzhi Tafbe DHRKRIT LML recognition
of a false finger vein patfern is prevented, 15 Apart fromthe case in which

a falsified ¢hénperiyetédpeigRtnalonalt aghedn def deltedinidiest whdthedXi St on
the finger surface, the finger insertion guide wunit 5 the optical filter 7

or the imageapfgeksd Pevieen Ras! BetHCAtBaehsd okORotd ClIgARhRAldaye My
appear on 20 the finger inmage by radiation fromthe reflection Iight sources

22 al one,5Thilsete slchbghi sedrbladebactibndeteintihet betwgenf iatariagedar ker
portion than the surrounding exists or not in the finger image picked up by
the |ight radhetinedrioyn thdiaeihgcllight| £Egblm sber ddgh2b sdRraleor®e, As a net hod
of this detection, in the case where the value obtained by differentiating
the interioalofetdndfangénagecabbbinkd byngeddatdeads the dilwdt timosashol d, for
exanple, it is determned that a - 24
the reflection light sources 22 alone, however, it is
determined that a false pattern is attached or directly
‘<:> 10 drawn. Then, the user is warned through the display
means 15 or the speaker 17, and no identification
process is executed. In this way, the erroneous
recognition of a false finger vein pattern is
prevented.
15 Apart from the case in which a falsified
finger vein patterm is attached, a foul or dust may
exist on the finger surface, the finger insertion guide
unit 5, the optical filter 7 or the image pickup device
*(i; 2. In such a case, too, a clear pattern may appear on
20 the finger image by radiation from the reflection light
sources 22 alone. This is determined by detecting
whether a significantly darker portion than the
surrounding exists or not in the finger image picked up
by the light radiated from the reflection light sources
25 22 alone. As a method of this detection, in the case
where the value obtained by differentiating the

interior of the finger area of the image exceeds a

given threshold, for example, it is determined that a



clear pattern exists at the particular position. Nevertheless, other
conventional inmage processing nethods may be used to detect a clearly
visible pattern. In the case where the inage is clearly 5 visible at the
sane position at every session, it is determned that foul or dust is
accunul ated in the device. In the casgy where the position where a clear

I mge is visible changes in each session, on the other hand, it is

determned theda fptleds @iidcheg aBnbnBatPitiynge polliidonesult is notified
to the user or the admnistrator through the display neans 15 or the

speaker 17. ydskrtebesds ONottes S8hVEREABNAN. ikBge %%bbé%siﬁ@ be cl eansed or
cl eaned or other neasures can be taken to prevent the reduction in

recogni tion pigtiods Ty B oske@Nto3tetbor & shewslgnvexamnke of a
configuration of a finger vein identification device for detecting a

bi ol ogi cal rgsetdan. ofIm fhe1geise AvhkgBt theuinagkolis kikarigcognition 51 is
arranged in the fingertip guide 20 unit 4, and a |ight-sensitive el enent 50
i s arranged vidibvie tdile thegldamoupseibionThe ewvghly sessdenfodtl ike
recognition 51 emts the infrared |light which reaches the light-sensitive
el ement 50 tdeioengmindwt thaigefen).orl| dustdiés aocpmelehedt e khght of the Iight
source 3, 25 instead of the Iight of the light source for life recognition
51, fromreadgwinet heln ithe -ceesi vhere thenpastitdpnawhieght askilekd menber 52
may be inserted between the |light source 3 and the light-sensitive 25
image is visible changes in each session, on the other
hand, it is determined that a foul is attached on the
”(;/l 10 finger. This result is notified to the user or the
administrator through the display means 15 or the
speaker 17. Then, based on this notification, the
device can be cleansed or cleaned or other measures can
be taken to prevent the reduction in recognition rate.
15 [Embodiment 3]
FPig. 6 shows an example of a configuration of
a finger vein identification device for detecting a
biological reaction of a finger. A light source for
“C\ life recognition 51 is arranged in the fingertip guide
A
20 unit 4, and a light-sensitive element 50 is arranged
above the light source 51. The light source for life
recognition 51 emits the infrared light which reaches
the light-sensitive element 50 through the fingertip.
In order to prevent the light of the light source 3,
25 instead of the light of the light source for life
recognition 51, from reaching the light-sensitive

element 50, a light shield member 52 may be inserted

between the light source 3 and the light-sensitive



element 50. It is determ ned whether a finger is that of an organi smor not
fromthe fluctuation of the Iight power received by the light-sensitive

el enent 50. Fig. 7 shows an exanple of a configuration of 5 a finger vein
identification device for detecting a biological reaction of a finger. The
difference from Fig. 6 lies in that tBe_light source 3 for picking up an

I mge of a finger vein pattern is used also as a |ight source for detecting

an organi s h i g é%%ﬁﬁ Oy i ngedsi 0+t he
fingertip gﬁﬁ%%%nﬁh?¥j4 T |s re uceSWﬁ%e nu eréo El %%e%§ Egng Fig. 8
i's an exampleF @l dAdanitg ot Hrdheché Q@Iu@@u‘@tl@ﬁ éf‘ethégm.gﬁﬁns' t1|5ve

el enmrent 50 and the 1dentification switch 8 shown in Fig. 6 or

checki ng t hgdiRR e&dddvedd W& HY Lighd desHd{t Loé | Olemaht CHO 8 and the
fluctuation timng of the Iight power of the |ight-sensitive element 50, pit

can be determined whetiRer 7 RhduwaQal dfamPlOr@fnd SEORfigetationt BE case
where the finger 1 is an organism the |ight power of 20 the light-sensitive

el ement 30 wnddirgesas ved rs Uekinagitf idda t idrangevied | for ket bhy defore the
depression of the identification switch 8 with the finger 1 placed on the
fingertip ghiiddoagiidald rdactiom phHheesSinger f | UEteadidfer@ocear Sromher than the
fluctuation due to the finger 25 displacenent or a mnor pulsation in

synchr oni smRiig.h 6 tlHieshdar ttHadattche Qricghit @um]ﬂff@mpm}cmtup 8is
depressed by the fingertip, the identification switch 8 is turned on and the
anmount of cenr dimadge o©F ies £iz@er vein pattern is used also as a

. light source for detecting an organism, and the light-
W k/} 10 sensitive element 50 is arranged in the fingertip guide
unit 4. This reduces the number of component parts.
Fig. 8 is an example of a timing chart for
the light power of the light-sensitive element 50 and

the identification switch 8 shown in Fig. 6 or 7. By

15 checking the depression timing of the identification

switch 8 and the fluctuation timing of the light power
of the light-sensitive element 50, -it can be determined
whether the finger is an organism or not. In the case
”<j> where the finger 1 is an organism, the light power of
20 the light-sensitive element 50 undergoes no substantial
change until immediately before the depression of the
identification switch 8 with the finger 1 placed on the
fingertip guide unit 4. In the process, no fluctuation
occurs other than the fluctuation due to the finger
25 displacement or a minor pulsation in synchronism with
the heart beats. Once the identification switch 8 is

depressed by the fingertip, the identification switch 8

is turned on and the amount of current flow is



instantly increased. At the sanme tine, the fingertip is pressed by the
fingertip guide unit 4, and the anmount of blood flowin the fingertip is
reduced so that the transmttance of the light emtted fromthe 5 |ight
source for life recognition 51 is increased. As a result, the |ight power
received by the light- sensitive elemgpt 50 increases in synchronismwth the
depression of the identification swtch B. Wth the reduction in the

pressure fo&qgﬁﬁﬁﬁ?iﬁ%béégééégidqg{i{'éag'ﬂg E%%échtﬁﬁ F?%ﬂ%g%& i fication

switch 8 is he Testl't that f bl 0o rate in the

fingertip i ng ensssal by Nend | BigPPNEH §6£86VEHIEY4, L BRdI LHBL-sensitive
el emrent 50 decreases grgéually. I% t he cgse mher% the finger 1 is not an 15

organi sm butapioudrtl def IEEAdPNELEW DhOoKe f FDNGerPiphes EbAGeEdaBd therefore
there is no pulsation before depression of the identification switch nor

does the blwns ajfeiralEnDe ficéd her fthgelight aémibeelli FRoAS theepr essi on of
the identification swtch. Thus, there 20 is no fluctuation of the |ight

power recei egHty sdifrcd i Bt -Befei téyegel eient 500i8sinbowvased.Vige 5e In this
way, by checking the fluctuation of the |light power received by the
| i ght - sensi td wesildetthédlight eowenereoéidedriegsthg Lhghtdentification
switch 8, it is 25 determ ned whether a finger is an organismor a
fal sificati aendilgive slowentarb@xnpteasés aivosynghranisn withabhe
i dentification device having the functions of - 27
depression of the identification switch 8. With the
N reduction in the pressure for depressing the
“ gx’ 10 identification switch 8, the identification switch 8 is
turned off, with the result that the blood flow rate in
the fingertip increases and the light power received by
the light-sensitive element 50 decreases gradually.
In the case where the finger 1 is not an
15 organism but a falsification, no blood flows in the
finger and therefore there is no pulsation before
depression of the identification switch nor does the
blood amount change at the fingertip at the time of
“<:; depression of the identification switch. Thus, there
20 1is no fluctuation of the light power received by the
light-sensitive element 50 as shown in Fig. §. In this
way, by checking the fluctuation of the light power
received by the light-sensitive element 50 at the time
of depressing the identification switch 8, it is
25 determined whether a finger is an organism or a
falsification.

Fig. 9 shows an example of a configuration of

an identification device having the functions of



detecting the contact of the finger with the finger insertion guide unit 5,
the state of the thick of the finger and an organi smfinger, wherein an

i mage of the finger vein pattern is picked up by radiating the 5

transm ssible light fromthe side surface of the finger. The identification
device 6 is shown as a side sectionaloyiew and a top plan view The |ight
source 3 is located on the side surface of the finger, and the upper

portion of taét‘ée@hﬂhfgf that teftdeyi 6& @rieS r MthhaHd Hitnddici dent on the
side surface of the finger is scattered in the finger and reaches the inmge

pi ckup devi gaserthbaughitiBeuhings;, iheekhiee @A dhelniHidk AW tHde optical
filter 7. This identification device using the |ight 15 transm ssible through

the side surfsfgeef ahlicahi 8gganism dihberenwhierein ke dheice Mtitened
identification device only in the position of the alight source 3. Like in
t he enbodi nefingescrebhadpabogen tBepdekieactupoby taelifdtigey okd h the finger
I nsertion guide 5, the state 20 of the thick side of the finger and the
fi nger asS5antrangmhsstbtanlbhghdetecinedhe Eibledisurflact] o ¢ghel0 shows an
exanple of a registration screen for displaying the state of finger
i nsertion tofiggegui d8hehddestifticatiser device ithder shomreas ya atidehe tine of
registration. Mst of the users have are not yet accustoned to the operation
of the identsectionah vievi aadbg the plen #fiemegi Jheatliight semndeedefore - 28
is located on the side surface of the finger, and the
upper portion of the identification device 6 is open.
RN 10 The light incident on the side surface of the finger is
scattered in the finger and reaches the image pickup
device 2 through the finger insertion guide unit 5 and
the optical filter 7.
This identification device using the light
15 transmissible through the side surface of the finger is
different from the above-mentioned identification
device only in the position of the.light source 3.
Like in the embodiment described above, the contact of
H<:> the finger with the finger insertion guide 5, the state
20 of the thick side of the finger and the finger as an
organism can be detected.
[Embodiment 4]
Fig. 10 shows an example of a registration
screen for displaying the state of finger insertion to
25 guide the user to insert the finger correctly at the
time of registration. Most of the users have are not

yet accustomed to the operation of the identification

device by the time of registration, and therefore



required be guided to insert the finger. The inmage of the finger | picked up
I s displayed on a picked-up inage nonitor 60 through the display neans 15,
in superposition with a contour guide 61 providing a 5 nmeasure for setting
the contour of the finger I in position. The user, while watching the inmage
nmoni tor 60, can set his/her finger_ipgpasition. In the process, the finger
state is expressed on a guidance statenent display unit 65 in such words as

the finger krelfhiired Bat@ehddd apd WnsereNchengingdP) PrAEeimadet B finger |
is rotating about its center axis', the finger 17is in contact with the

finger insergiedrcingete unpickddthye iiapeplayeda anfal pi&kééFU%n' or na false
finger vein pattern is attached o the finger 1'. Further, a 15 gui dance
di agram 64 iinddgatmargitde 60 ngerosdiat ehé sdigpsayanednsnibheigui dance di splay
unit 63. Based on these information, the user can be-informed of how to
correct his/dupefpogcrict avethla ¢dmisomayguidle a@3eproandirgeaute the process
of registration correctly in 20 accordance with the gui dance an the screen.
As a resul medsherg divf wseteingt tia i conoout hef paheé bingde ladim nistrator is
reduced and the admnistrator is not required to attend the user. Therefore,
t he burden @esitieomndniThestusens whhldcvabduird. the ibagermbnibbe
registration data can be obtained not by one trial but by selecting the data
sui tabl e for6Gegan reat dris(henfLieger aln dpesibbeni nedn thém several trials
of finger insertion. Also, the - 29
process, the flnger state is expressed on a guidance
statement display unit 65 in such words as "the finger 1
"\’ 10 is rotated in a two-dimensional (2D) plane’, 'the finger
1 is rotating about its center axis’, "the finger 1 is
in contact with the finger insertion guide unit 5°, "the
finger 1 is a falsification' or "a false finger vein
pattern is attached o the finger 1°. Further, a
15 guidance diagram 64 indicating the finger state is
displayed in the guidance display unit 63. Based on
these information, the user can be .informed of how to
correct his/her finger state. In this way, the user can
*(j\ execute the process of registration correctly in
20 accordance with the guidance on the screen. As a
result, the job for registration on the part of the
administrator is reduced and the administrateor is not
regquired to attend the user. Therefore, the burden on
the administrator can be reduced.
25 More reliable registration data can be
obtained not by one trial but by selecting the data
suitable for registration out of several data obtained

from several trials of finger insertion. Also, the



user can be accustonmed to the device operation nore efficiently by informng
the user of the difference of the present insertion state fromthe previous
insertion state. An enbodinment in which such information is 5 presented for
registration is described below Each tinme the user inserts a finger for
registration, the finger vein patterndgithe first trial or the past trial
I's matched, and the degree of pattern fluctuation is indicated in a matching

result 10 diggdRycaibe CZcOistbRe@NEohBRE aB¢itB apbkirB8ebn mBgertion
fluctuation graph display unit 66 in time series on the other. Further, such

informati on @sfidentiydey Shbdembng the tuessosff ehet HefEkwehdat bgn may al so
be di spl ayed on the guidance display unit 63. The 15 user, watching these

hi story i nf cthetpresempkiossért bbs stepeafedinythadpriwioasnensertisual | y
understand the fluctuations of the finger insertion in accordance with the
manner in wetdte he An ngavodimenseihedhidhssuchhinfohmmatdoy ¢an be used in
such a manner that in the case 20 where the finger insertion undergoes |arge
fl uct uat ionspresenited afoxs reygisepatiencilswleberibed bedgwr vein pattern is
registered only after small fluctuations continue. This registration can be
carried out manual |y Bachetimertibe waeoninsestsyabgingernhogystem Al so, the
registration data can be produced in a single or a plurality of sheets. The
i nf or mat i on ¥REiHeratelpns rHie ofhlngegeveshoRALEAZR| §N Thena§rB& transnitted,
not by the - 30
y trial or the past trial is matched, and the degree of
pattern fluctuation is indicated in a matching result
‘{10 display unit 62 on the one hand and in a finger
insertion fluctuation graph display unit 66 in time
series on the other. Further, such information as the
finger state and the reason for the fluctuation may
also be displayed on the guidance display unit 63. The
15 wuser, watching these history information, makes trials
repeatedly and thus come to visually understand the
fluctuations of the finger insertion in accordance with
the manner in which the finger is inserted. Also, this
(:\ history can be used in such a manner that in the case
20 where the finger insertion undergoes large
fluctuations, the data is nor registered while the
finger vein pattern is registered only after small
fluctuations continue. This registration can be
carried out manually by the user or automatically by
25 the system. Also, the registration data can be
produced in a single or a plurality of sheets.

The information on the registration image

shown in Fig. 10 may be transmitted, not by the



I nformati on transm ssion neans such as the display neans 15 of Fig. 1, but
by transm ssion neans such as the speaker 17 using the voice to guide the
user to insert his/her finger correctly. This registration 5 nethod inproves
the degree to which the user is accustoned to the device operation while at
the same tine meking it possible tg ggquire highly reliable registration
data. [Enbodi nent 51 10 An enbodi nent “i's expl ai ned below in which the

dent i Ticatl fgedmes: of ol téffehes Joll helghb! GLER! sentggvggfblgﬁgmtchi ng all

the registration | nages a 1-1 verification na utting the ID

nunber to igeddd Fys tde pser 1) Bevapger pRAsARESDbAImeRhY dukh 6Qrresponding
registered inage. In the 1-W identification node, the identification process

is started énereshedidy Bf tediddechéngsicescbngaiiedthehiuber the
identification process is started after the ID nunber is input using the

I nput means et Hiw/HéNOBIn@ér | Sotpeetled i Thiberdgisveaitfibgati on node.
The result of identification and the information required for identification

can be B esmntiesk timpleveseerthdydédeadi spl vyiohatkelbser tbe speaker 17. The
di spl ay neans usable for this purpose 25 include a visual display, liquid
crystal or oaddibstamgd tdhehe cdewlicssopdratbont hhiipeakethé7same t he ot her,
I ncl udes a voice or beep. Figs. 11, 12 and 13 show exanples of flowhart
showi ng t he titemtmdking i on peseiblgito acquire highly reliable
registration data.
[Embodiment 5]
AN 10 An embodiment is explained below in which the
identification modes include the 1-N identification
mode for matching all the registration images and the
1-1 verification mode for inputting the ID number to
identify the user in advance and matching only a
15 corresponding registered image. In the 1-N
identification mode, the identification process is
started immediately after the finger is inserted, while
the identification process is started after the ID
ﬂ<:: number is input using the input means 16 and the finger
20 is inserted in the 1-1 verification mode.
The result of identification and the
information required for identification can be
presented to the user by the display means 15 or the
speaker 17. The display means usable for this purpose
25 include a visual display, liquid crystal or a LED lamp.
The sound issued from the speaker 17, on the other,

includes a voice or beep. Figs. 11, 12 and 13 show

examples of flowchart showing the identification mode



selectively swtched between the I-Nidentification node and the 1-1
verification node. In the I-N identification node, the identification
process is executed sinply by inserting a registered finger 5 w thout

i nputting the information such as an ID nunber for identifying a person. The
|-N identification node, therefore, kg wery convenient for the user. In view
of the fact that the correlation threshold value for determ ning a

regi stered pRIlst vl yaieitidiedibdodden e regisideqt 0fidatachs shared by
all the registered persons, however, the user whose correlation with

hi s/ her dat addendnd e 1-aw verifiddeidw medéej eThethe LANthe 1-1
verification node, on the other hand, the identification process is executed
by finger i ristrttidhidd iadd emodeputie ndémei f hdat hehi i prosash &8s an | D nunber
for specifying a person to be identified. According to this node, though | ow
in utility, exdadusshdidnglan e irssgriing eachegessenednflihgeref ore the
recognition rate of the user not sufficiently accustoned to the device 20
mani pul atS onviihauipricpedt t idor dridd nign fernd son espokli aenan IDenumgestrati on
data has a wvalidity/invalidity attribute of the 1-N identification, and by
val i dati ng dion ridgntdefivimg tshoarsen derlthe | b2 | bdenbitiopeiani bade,
automatically, the 25 two identification nodes are switched for each person
in a singl e SEREATRUrkharery ranvenikent ¥ cthdcusesdr r efat YdeWwPEh t he

registration data is determned |low, the registration data are automatically
updated - 3xhe fact that the correlation threshold value for

determining a registered person for matching with the
\JT 10 registration data is shared by all the registered
persons, however, the user whose correlation with
his/her data tends to be low is liable to be rejected.
In the 1-1 verification mode, on the other hand, the
identification process is executed by finger insertion
15 after inputting the information such as an ID number
for specifying a person to be identified. According to
this mode, though low in utility, & threshold can be
set for each person and therefore the recognition rate
l<:> of the user not sufficiently accustomed to the device
20 manipulation is improved. According to this
embodiment, the registration data has a
validity/invalidity attribute of the 1-N
identification, and by validating or invalidating the
1-N identification mode operation automatically, the
25 two identification modes are swi;ched for each person
in a single system. Further, in the case where the

correlation with the registration data is determined

low, the registration data are automatically updated



thereby to inprove the utility and achieve a higher recognition rate. Fig.
11 shows an exanple of a flowhart for swtching the two
identification/verification nodes 5 including 1-N identification and the 1-1
verification. First, step 5100 is executed for initialization of the inage
pi ckup neans 2, the light source 3 andsthe nenory 12, for exanple. In step
5110, it is determ ned whether the identification swtch 8 has been depressed
10 or not. lumeredycase inpravd Ithe dentlify dndnachiéed £ higlsebeen depressed
the 1-Nidentification node of step 5120 is carried out. The 1-N

i denti fi cat irecognde iicgy rdgscri bed in detail later with reference to Fig. 12
In the case where the identification switch 8 has not 15 been depressed, on
the other hand, it is Rist.erlili rehobwan arsteppagdB® ehet hElowdkatD Homber has been
input or not. In the case where the ID nunber has been input and it is
detern1ned|SWL§@@QH@&@@&?EHOtﬂﬂentﬁﬁm@&txﬂmﬁvﬂﬁl§m¢ati@mlh@@e®een depr essed,
the 1-1 verification node 20 is carried out in step 5150. The detail of the
1=N i de$t i fincdiiddmanddd iidlentdf iseptpion and| tieek-1 aterifigabiorf erence to
Fig. 12. At the end of execution of each identifjcation/verification node,

t he process HigFstendden 10k idaxamiiad tfar i rbiizltzation wlicth® the 25

I dentificati,on systemis left in step 5160. O herw the identification
mode is repddPSE PASKHPIMEGNS 4ohitde ﬂr%ﬁ%ssmf%e cirﬁ/‘eqﬂ] it mepory

ntif n n h r.el | f n r h
denti ficall® Bl A0S A A didb Y ofL ] SUL ARG e sw tehed to

whether the identification switch 8 has been depressed

e \ e . ,
N 10 or not. 1In the case where the identification switch 8

has been depressed, the 1-N identification mode of step
$120 is carried out. The 1-N identification mode is
described in detail later with reference to Fig. 12.
In the case where the identification switch 8 has not

15 been depressed, on the other hand, it is determined in
step 8130 whether the ID number has been input or not.
In the case where the ID number has been input and it
is determined in step $140 that the identification

“<:> switch 8 has been depressed, the 1-1 verification mode

20 is carried out in step S150. The detail of the 1-N
identification mode in step 5120 is explained later
with reference to Fig. 12. At the end of execution of
each identification/verification mode, the process is
ended in the case where the identification mode of the

25 identification system is left in step S160. Otherwise,
the identification mode is repeated. According to this
process, the convenient 1-N identification mode and the

reliable 1-1 verification mode are switched to realize



a system having both high utility and high reliability. Fig. 12 shows an
exanple of a flowhart for the I-Nidentification made having the function
of invalidating the 1-N identification for each user. In 5 step S200, al
the registration data in a valid I-N identification node are matched with
the inserted finger thereby to calculgte the pattern correlation. In step
S210, it is determ ned whether the person involved is registered or not,

using the co&f@@ﬁéﬁ%é@iﬂgl B6th! RihRCusRSELYNBRE hlighS rdeligbiilned that the
person is not registered, this node’is termhnated. IA the case where t-he

person is registered, piglhe205heks BaNdxahptePersanfileaehbaiiteddrn step S220
Is specified to execute the identification process. The 15 identification

process is dgié NN abdénPiPLES6160 mo@RERaRInghehdoBunckegal 8F in to a PC
| eaving an identification log or the |like process corresponding to the

i dentificatiiwvsysdetindlethe 1aisident280catliohsfodekeeh nedruwhetither the
correlation value calculated in 20 step S220 is sufficiently high or not. In

t he case 5whetep t$20Cprakl athenregiseratisnf ataehhl ¥ wajghd UhiNs node is
termnated. In the case where the correlation value is not considered
suf fi ci ent | yidemhi f boatben ahdbde abarxiatthedi €ibhhi theainearpedcess is
executed, but a 25 high-correlative identification may have been inpossible.
I n step S240finder ctivereby hto noabenlate tbher patteknt cosredathiong operati ons
for the person is read, and the particular nunber plus one is stored - 34

In step S210, it is determined whether the person

involved is registered or not, using the correlation

TN

“ K#/ 10 wvalue. In the case where it is determined that the

person is not registered, this mode is terminated. 1In

the case where the person is registered, on the other

hand, the person identified in step S220 is specified

to execute the identification process. The

15 identification process is defined as a process for

opening the door, logging in to a PC, leaving an

identification log or the like process corresponding to

the identification system. WNext, in step S8230, it is

a determined whether the correlation value calculated in

C

20 step 5220 is sufficiently high or not. In the case
where the correlation value is sufficiently high, this
mode is terminated. 1In the case where the correlation
value is not considered sufficiently high, on the other
hand, the identification process is executed, but a

25 high-correlative identification may have been
impossible. In step S240, therefore, the number of
low-correlative matching operations for the person is

read, and the particular number plus one is stored



again in step S250. Further, in stop S260, it is determ ned whether the
nunber of the lowcorrelative mtching operations has exceeded the threshol d
value Tl or not. In the case where the nunber of the low 5 correlative

mat chi ng operations has not exceeded the threshold value TI, this node is
termnated. In the case where the augggg,of the |l ow correl ative matching
operations has exceeded the threshold value T1l, on the other hand, it is

determ ned tfidid hen | SMep0ss8b at | ¥eriNe PRt €A BHeBPELED!, OB Rave been repeat ed
successively or frequently, and the 1-N identification attribute of the

regi strati ondghed @mimed tiiee 996 5 0Phé Snhmivali 8t eHel Noft-eBrre24@ivAs a result,
the matchi ng operation cannot be perfornmed for the particular person in the 1

15 identifi opdtciinpdspauryt i ongchas agdceatiydt bRelthre¥nbl fi ealluenprade
beconmes possible automatically. After that, the nunber of |owcorrelative

mat chi ng opsr aie®ons I tine te@se zeete zReonumbekepfSERE flbereby to term nate
this node. In the process, the user may 20 be notified by voice, characters
or turning croerdelaiplvé hedtdlong deperétitansohasnnbbheekebledddnthii cati on node
is inmpossible and that only the 1-1 verification node for inputting the ID
nunber each thmeshaleoesibe €Tl nthhs smodg, iacterdingted.t h&npktheess shown in
Fig. 12, 25 the user who cannot be identified in the I-Nidentification node
is switched cas®rehenalthe tnuniper 10f | ther lévcaokvalabivef natchpngved
reliability. Fig. 13 shows an exanple of a flowhart for "('
operations has exceeded the threshold value Tl, on the
other hand, it is determined that the low-correlative
”<i/ 10 matching operations have been repeated successively or
frequently, and the 1-N identification attribute of the
registration data for the person is invalidated in step
§270. As a result, the matching operation cannot be
performed for the particular person in the 1-N
15 identification mode any longer, and only the 1-1
verification mode becomes possible automatically.
After that, the number of low-correlative matching
operations is initialized to zero in step $280 thereby
e to terminate this mode. In the process, the user may
20 be notified by voice, characters or turning on a lamp
that the identification in the 1-N identification mode
is impossible and that only the 1-1 verification mode
for inputting the ID number each time is possible. 1In
this way, according to the process shown in Fig. 12,
25 the user who cannot be identified in the 1-N
identification mode is switched automatically to the 1-

1 verification mode for improved reliability.

Fig. 13 shows an example of a flowchart for



- 35 the 1-1 verification node having a function of validating the 1-N

I dentification for each user and replacing the registration data
accordingly. In step 5300, the registration data corresponding to the input
5 1D nunber is matched with the data on the inserted finger to calculate the
correl ation val ue. Subsequent steps gglg to 5330 correspond to steps 5210 to
5230, respectively. In the case wheré™it is determned in step S330 that
the correl atdgn Al Ye3 il aldl dead o dd ch eabhye ibghogt he nunber of

hi gh-correlative matching operations tor the particular person is ~

I ncrement ed yn QN iy AP IS0 adA i MEat idn SEEP e28R0uskt higdet ermi ned
whet her the nunber of” the high- correlative matchi ng operations has exceeded

the 15 t hr eshdihcihPeHOred i tihe Kb edaber fcébediRgeghol 8n d8eps not

exceeded, this node’1s termnated. In the case mhereg?he threshold T2 is

exceeded, ors30wE aMerredizntbatfon rdﬁ,ﬁaﬁt@rﬁé@oﬁ@m?i@b-gﬁérﬁh@ﬁtve mat chi ng
operati ons have been carried out successively or 20 frequently. Thus, the 1-N

i denti fi Gt iTD ranibe Ul maft cHdie wiagi siliatdoita doh atker iesppnedidng to the ID
nunber is validated in step 5360, and the nunber of | ow

correl ati ve/fimger do eladicula teattie npmpelat {onsvalué he Spieseguente both
initialized to zero in step 5370. This 25 verification made is then
t ermi nat ed. dtepshé IdsaMSFH idodresiaired nimesitéps s$2p0 ©838280at t he
calcul ated correlation is not considered sufficiently high, it is determ ned
in step S39(respectively. 1In the case where it is determined in

step S330 that the correlation wvalue calculated is
“<;J 10 sufficiently high, the number of high-correlative

matching operations for the particular person is

incremented by one in step $340. Further, in step

$350, it is determined whether the number of the high-

correlative matching operations has exceeded the

15 threshold T2 or not. In the case where the threshold
T2 is not exceeded, this mode is terminated. 1In the
case where the threshold T2 is exceeded, on the other

hand, it indicates that the high-correlative matching

operations have been carried out successively or

20 frequently. Thus, the 1-N identification attribute of
the registration data corresponding to the ID number is
validated in step 5360, and the number of low-
correlative/high-correlative matching operations of the
person are both initialized to zeroc in step S$370. This

25 verification mode is then terminated.

In the case where it is determined in step
$330 that the calculated correlation is not considered

sufficiently high, it is determined in step S39%0



| 36 whether the nunber of matching operations exceeds a predeterm ned
threshold value T3 or not. In the case where the threshold value T3 is not
exceeded, this wverification node is termnated. In the case where the 5
threshol d value T3 is exceeded, on the other hand, the nunber of

bow hi gh-correl ati ve mat chi ng operati ps_are initialized to zero in step
5400. Further in step 54110, the reglstratlon data corresponding to the ID

nunber are ?@ﬁﬁ%yt ?& Fatidhs df-dala Qas already
ata

been correctly conflrne rticular person, and therefore

the data of [QlaRite RARERD %tﬁwﬁldoaram}ee@s enal dye I egi gt eh&dcabber eby
maintaining the reliability of the data. In step 5420, the substitution of

the registrghiede dMed dhrd¥bidild a1t 1B tie dstendiddededPninesi fication

system admnistrator, and this verification nmade is termnated, In step
S410 shown lv'érﬁlﬂca&.gori Rodeurirse ld pnirdted. datd e c£o am@@lréythée
registration data. This 20 corresponds to the automatic updating of the

regi strat onhi@isholds valwesdld id kxdéledih e aili@totiver i Kend) fthd in

hi gh-correl ati ve matchi ng operation due to a high correlation value in both
1-N i denti f nuadbdean o fivdeer /Avidihi-cb nasyliaftd ioad intat ahoidegy cape bet i ons eased to the 25
hi ghest correlation in terns of the present manner of finger insertion. This

ef f ect bot hinijideddsechdo rzequyriint isdrep 8400f tHertser, who $espchanged t he
manner

§410, the registration data corresponding to the ID
number are replaced by the currently input data. This
— 10 data has already been correctly confirmed as data for
the particular person, and therefore the data of other
persons cannot be intentionally registered, thereby
maintaining the reliability of the data. 1In step S420,
the substitution of the registration data is notified
15 to the identification/verification system
administrator, and this verification mode is
terminated. e
In step S410 shown in Fig. 13, the currently
x(i) input data are replaced by the registration data. This
20 corresponds to the automatic updating of the
registration data. As a result, the user who cannot be
identified in high-correlative matching operation due
to a high correlation value in both 1-N identification
mode and 1-1 verification mode can be increased to the
25 highest correlation in terms of the present manner of
finger insertion. This effect both improves the
recognition rate of the user who has changed the manner

of finger insertion for registration and the manner of



of finger insertion for registration and the manner of - 37 finger insertion
for practical application, and provides effective neans against fluctuations
in the finger vein pattern with tine or variations in physical conditions,
variations due to illness or physical 5 growh. At the sanme tinme, a high
recognition rate can be maintai ned_wgghqut increasing the system operation
cost by autonatically updating the data. Also, the clarity of the finger

vei n patterreinpge fifdfeS0ienh USEF Spra@yibgl chgpyuedatven) oahBe fluctuation of
the blood flow 10 rate caused by the change 1 n atnospheric tenperature- from

one season tgranaidieref fepeivalnheand a&gsbtasonfloptuadiehsoiphehiec
tenperature, the blood flowrate is reduced to such an extent that the
correl ati on fingelecreias grhtiiddn tinbtipat ime nor egasigt£dnsnia phgsanadf 15 hi gh
at nospheric tenperatures This fluctuation is considered to occur slowy over
sever al nontdendiByionssplvent ik 1dves rége sto ail bnedat arwhkpsibalcorrel ation i s
reduced, therefore, the registered pattern conformng wth the present
season i S5 negiowilai | Al echd reane st 202wy, higle redogunibionnrateogantion rate

can be prevented. At the tinme point when the threshold value Ti is exceeded
by the nunbdre gfainhiaismd etiithaut ntncieagingpbheat syatennopasatinn
I dentification node shown in Fig 25 12, the registration data may be

repl aced wi tGfsth Qﬁ(ﬁﬂﬁﬁﬂaﬁ}QQﬁ%wgwpﬁﬁﬁl@g1tb%r@$t@at|%%5©ns§h§d of

|nvaI|dat|ng the 1-N identifjcation as in step 5270.
clarity of the finger vein pattern image for some users

may be changed due to the fluctuation of the blood flow
_ 10 rate caused by the change in atmospheric temperature
from one season to another. Especially in a season low
in atmospheric temperature, the blood flow rate is
reduced to such an extent that the correlation is
decreased with the pattern registered in a season of
15 high atmospheric temperé%uren This fluctuation is
considered to occur slowly over several months. By
replacing the registration data when the correlation is
reduced, therefore, the registered pattern conforming
e with the present season is made available. 1In this
20 way, the reduction in recognition rate can be
prevented.

At the time point when the threshold value T1
is exceeded by the number of low-correlative matching
operations in the 1-N identification mode shown in Fig.

25 12, the registration data may be replaced without
proceeding through the 1-1 verification instead of
invalidating the 1-N identification as in step S270.

By doing so, the ID number input for 1-1 verification



By doing so, the ID nunber input for 1-1 verification - 38 is elimnated and
the practical application is nade possible wthout adversely affecting the
utility. In the case where the registration data are replaced through 1-N
identification and 1-1 verification as in 5 this enbodi nent, however, the
regi stered person can be positively Pgegtified and the registration data can
be nore securely updated. According T0 this enbodinent, the registration

data base | 5RAlRA iRt els Mrdd UHd ThaH D01 19paNdr do el bl higak! on, and the

1-Nidentification attribute is provided for e registration data to

record the ydddiie Qi dHBGA éﬁéé’rléélﬁ f@fé@&iﬁ?e@héfhﬁﬂhem Agpan

[
alternative, two data bases for -Nidentification and 1-1"verification my

be prepared chiz caddiahdie vl iliddd rvel ol Ayt 8 akberdpackdentification is
switched by witing/deleting the data in the data base for 1-N

i dentificatitQiroutyh a-teSddntifitatlidh idledti£l caerppisaeibheasd- inverification
can be switched to each other w thout any special attribute of 20 the data

to be held, tHi®y emboditierit)g Hdieevwsmunihefrednéoeradli porsbaredn be the
identification/verification node described above, a plurality of

regi strati opctaita vy ikkedtdlfl ddrarahettie ngegistsoathah datapcasebeati ve one
of 25 the registration data is matched in 1-N identification node, while al
t he regi str atdmen skatueredrye upmdaddestl in 1- 1 verification node. In step S410 for
repl aci ng the
Bccording to this embodiment, the
registration data base is shared by 1-N identification
.~ 10 and 1-1 verification, and the 1-N identification
attribute is provided for each registration data to
record the validity or invalidity of the 1-N
identification. As an alternative, two data bases for
1-N identification and 1-1 verification may be prepared
15 so that the validity/invalidity of the 1-N
identification is switched by writing/deleting the data
in the data base for 1=N identification. &s a result,
the 1-N identification and the 1-1 verification can be
(O switched to each other without any special attribute of
20 the data to be held, thereby reducing the amount of
information stored.
In the identification/verification mode
described above, a plurality of registration data may
be held for one finger, so that a representative one of
25 the registration data is matched in 1-N identification
mode, while all the registration data are matched in 1-

1 verification mode. 1In step $410 for replacing the

registration data with input data, only one of the



registration data with input data, only one of the - 39 plurality of
registration data is replaced for one finger. As a nethod of selecting the
registration data to be replaced, for exanple, the ol dest registration data
is selected or the data with the smallest total 5 correlation value of al

the other registration data is selectgd._ By matching a plurality of
registration data in this way, the tdllerance of matchi ng agai nst the

fluctuationgyjigrdiinger frEéﬁiéﬁEbﬁﬁ@nhﬁ}. {9Vedni9ked £RELORGE recognition
rate. Also,%?n t éB%§§% whetre a 10 pIur%?ng of ?eg?gtratFon ata classified

by registratifyeiseasin Akeiisle a¥asebbteing €héf 2egnsrrhdenhi takat i on
process for the finger vein pattern can be executed in a different season,

and thus theo nefduedpRivdd), rEsOEkinele] atRei S1068¥epbgistEathiBnst ep S300
shown in Fig. 13, the I D nunber corresponds to one registered pattern. As an

alternative daapecd sl d@pdier eghalded ngivnyche shedaededtagadne group and
the group I D nunber nmay be input. In this case, all the plurality of

regi ster e 2dbyrliarion spehid iefl oY1 ttice gother | Eegisbeatdon datahdsd.
Nevert hel ess, the user can input only a short ID nunber for identification
on the one lmeickctoadl t By mabehing adatarabity ofit chgilstsatiedncddtan t he
ot her, thereby naking possible high-speed processing. 25 The invention
achi eved by itrhelpregeait, tihe dmlberdnce befrmaieshinpedgabose thecifically based
on enbodinments thereof. This invention, however, is not
fluctuations in finger insertion can be improved for a
higher recognition rate. Also, in the case where a
: (:; 10 plurality of registration data classified by
registration season are made available, a different
identification process for the finger vein pattern can
be executed in a different season, and thus the
reduction in recognition rate is prevented.
15 In step S300 shown in Fig. 13, the ID number
corresponds to one registered pattern. As an
alternative, specified registered patterns may be
regarded as one group and the group ID number may be
e input. In this case, all the plurality of registered
20 patterns specified by the group ID number are matched.
Nevertheless, the user can input only a short ID number
for identification on the one hand, and the number of
data to be matched is reduced on the other, thereby
making possible high-speed processing.
25 The invention achieved by the present
inventor has been described above specifically based on

embodiments thereof. This invention, however, is not

limited to these embodiments and of course modifiable



limted to these enbodi nents and of course nodifiable - 40 wvariously w thout
departing fromthe spirit and scope thereof. The reason for swtching
between I-N identification and 1-1 verification showmn in Figs. 11 to 13,
for exanple, is not limted to the finger 5 identification, but applicable
with equal effect to bionetric identigisi cation of the finger or iris of which
the matching pattern fluctuates with the physical conditions, illness,

growth or seagoudy IASAhPReHaPIVEIndCEPEH Bllet Opibee Afdl B¥EREI ON

devel oped by the présent Inventor, the  erroneous 1nsertion or deformation of

the finger aafehef.auti@tisdddryy €6t esheeehifg befgeenVeln pattern in an
erroneous finger position is prevented frombeing registered, and the system

adm ni st r at eyl RiQEY ie3re| and 51 p1 evepifiber €6n0BROWA Lhngegsi.ngertion of a
great nunber of persons w thout checking whether each finger is inserted

correctly. Alesd3, tfor paspld e 19 noexpemstee! yopeRgefingkhe reduction in
recognition rate of the finger vein 20 identification device due to the
erroneouss f iddgert i fiitetritdmn byt tdEp libesabbet whthuetinakdeffetbetdevi ce
operation or the insertion of a false finger by a wllful user. It should be
further unddrisimedrriy itdessel £ R5asken | efl thet iknger ohairakt bafughiche
foregoing description has been nade on enbodi nents of the invention, the
i nvention i $heotmatighing paicrenn Hhactuates with the physical
conditions, illness, growth or season.
Bs described above, according to the
“(:3 10 invention developed by the present inventor, the
erroneous insertion or deformation of the finger can be
automatically detected. The finger vein pattern in an
erronecus finger position is prevented from being
registered, and the system administrator can completely
15 prevent the erroneous finger insertion of a great
number of persons without checking whether each finger
is inserted correctly. o
Also, it is possible to inexpensively prevent
H(“\ the reduction in recognition rate of the finger vein
20 identification device due to the erronecus finger
insertion by the user not accustomed to the device
operation or the insertion of a false finger by a
willful user.
It should be further understood by those
25 skilled in the art that although the foregoing
description has been made on embodiments of the

invention, the invention is not limited thereto and

various changes and modifications may be made without



various changes and nodifications may be made without - 41 departing from
the spirit of the invention and the scope of the appended clains. e 42
CLAIMS 1. A personal identification device conprising: an inage pickup unit;
a guide unit to set a finger to be captured; a |ight source which emts a

| i ght adapted to be transmtted through the set finger and incident on said
i mage pickup unit; an inmage operating uUnit which generates a vein pattern

from an | Mafeppiekad #Poflsfe! dot FRICOR! EKUP 1A diOleridisfer Sona

identificatio eln the 1mage operation unit detects a center of the
vein fromthesohaBge ehed G8Penakescieémyei n pattern. 2. A personal
identification device according to claim1: wherein the inmage operating unit
detects the center of the vein by detecting a bottomor a concave in

bri ght ness value profile of the image. 3. A personal identification device
conprising: an image pickup unit; a guide unit to set a finger to be
captured; a light source which emits a light adapted to be transmtted
through the set finger and incident on said image pickup units an inmage
operating unit which generates a vein pattern froman image e pi cked up by
said i mage pickup unit and executes the personal identification conparing
the vein pattern with a registered pattern; wherein the inmage operation unit
detects a bottomor a concave in brightness value profile of the inage as a
center of the vein and

i a
i k,/



generates the vein pattern. 4. A personal identification device according to
claim2 or 3. wherein the bottomor a concave in brightness value profile is
obtained by calculating an angle of aperture of curvature of the brightness
value profile curve. 5. A personal identification device according to claim
2 or 3' wherein the bottomor a concave in brightness value profile is
obtained by calculating a radius of -c4# vature of the brightness val ue
profile curve. -43 G A personal identification device according'to one of
claims 1 to 5, wherein the inmage ofgEANISg unit changes a brightness of the
detected center of the vein to generates the vein pattern. 7. A personal

i dent i f1.c &t personal identtiieqtion deyice aAMPFIRIBEDI ckup unit; a guide unit to set

RIRE

a finger é@ H%E‘%f;%khﬁ%nl?| | i ght source which emts a Ilght adapted to be

transmtte nger anpd |nC|de£'t on said image pickup unit, an
i mge opeﬁagwl@@ umt to &at @Hﬁ%fe% 8<L2PWERG pattern froman i mage picked up

by sai d | gEghtRidiirde wiich émﬁstahﬁgﬁ@a@@;@@ld ﬂ@d@@ﬁtﬁng@m&ﬂwﬂﬁ@&gmﬁé he i mage
operating u .1 detects a,cantour @Hj i nger and cal cul ates a wi dth of
t he cont o8t fﬂ%@f@%ﬁ@%@ @n’p@aq%@g%% DHE: nagni fication determ ned by
using thean n&ﬁéﬁg@@p@fﬁu@mw@m@mws@ememfpam@mpfr@mammmordl ng to

claim?7: V\/n he i.mqe 0 in cal cul ates.t dth af the contour
of a cent¥t @t@o ‘1‘3““ %%@%ﬁré@r “"" ﬂ@%ﬁﬁ“ %t i on devi ce
accor di ng wherelimihe ‘ima@mmmtmnamnm@@@m aenter ohthe vain:fﬂ@mm ¢het he width

of the co%%%é énén%t@é g:%éi@@a?{eﬁnhe set finger. MA personal

identifica ce accor one of clains 7 to 9:
: [N

\_- 2, A personal identification device according to claim 1:
wherein the image operating unit detects the center of the vein by
detecting a bottom or a concave in brightness value profile of the image.

3. A personal identification device comprising:
an image pickup units
a guide unit to set a finger to be captured;
a light source which emits a light adapted to be transmitted through the
set finger and incident on said image pickup units
an image operating unit which generates a vein pattern from an image
picked up by said image pickup unit and executes the personal
identification comparing the vein pattern with a registered pattern;
wherein the image operation unit detects a bottom or a concave in
brightness value profile of the image as a center of the vein and
generates the vein pattern.

@

4. A personal identification device according to claim 2 or 3:
wherein the bottom or a concave in brightness value profile is obtained
by calculating an angle of aperture of curvature of the brighiness value
profile curve.

5. A personal identification device according to claim 2 or 3:
wherein the bottom or a concave in brightness value profile is obtained
by calculating a radius of curvature of the brightness value profile curve.



wherein the i nage operating unit follow ng edges in the inage to detect

contour of the set finger.

—~.
( )
/

6.

7.

- 43 .

A personal identification device according to one of claims 1 to 5:
wherein the image operating unit changes a brightness of the detected
center of the vein to generates the vein pattern.

A personal identification device comprising:

an image pickup unit;

a guide unit to set a finger to be captured:

a light source which emits a light adapted to be transmitted through the
finger and incident on said image pickup unit;

an image operating unit which generates a vein pattern from an image
picked up by said image pickup unit for the personal identification;
wherein the image operating unit detects a contour of the set finger and
calculates a width of the contour, and normalizes the image based on a
magnification determined by using the width of the contour.

A personal identification device according to claim 7:

wherein the image operating unit calculates the width of the contour of
a center portion of the set finger.

. A personal identification device according to claim 7-

wherein the image operating unit calculates the width of the contour of
a joint portion of the set finger. .

a

10.A personal identification device according to one of claims 7 to 9:

wherein the image operating unit following edges in the image to detect
the contour of the set finger.

t he





