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sem conduct or device conprising a volatile nenory
having a plurality of nennrynéells. The present
invention also relates to a thod of identifying such
a sem conductor device. The present invention further
régggﬁgp%ﬂPﬁuch a sem conduct or device. For various

Is inportant to be able to identify a
sem conduct or device such as an integrated circuit
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back the test resul W tai ned before
packagi ng, e.g. thegf%yﬂtbeo;‘gﬁreesu t @tcg?ned whil e the
IC was still at the wafer. Alternatively, it may be
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pmedwrylcekhs process of the returned faulty ICto
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uny quel N HraSHT PierEh Plsd) FdisSole Aodstast oL derifyigo such
PsERRSRJuctbhae@car € several known ways of generating
identifiers for 1Cs. For instance, 1Cs may be treated

wi t h alhepegsent avestiopivkgyiraptes ia suckha semagpndociar device.
inprinted. This, however, is a relatively costly

process. Also, an identifier may be stored in a
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that nmenory resources have to be sacrificed or added
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Rpsuls QERORPAWERS Ui IGrvse sl Aoy Walks” AUSERATVEbiet may be
Fl?rﬁbor%n@@&@rece back the IC to a particular batch in case of field returns (i.e.
returns by a customer) to facilitate the field retrieval of potentially other faulty

ICs or to facilitate the evaluation of the production process of the returned
faulty IC to improve the production process of future ICs. Also, unique IC
identifiers (IDs) may be used for security purposes.

There are several known ways of generating identifiers for 1Cs. For
instance, ICs may be treated with a lacquer after packaging, into which an ID
is imprinted. This, however, is a relatively costly process. Also, an identifier
may be stored in a dedicated memory location. This has the disadvantage that
memory resources have to be sacrificed or added for this purpose.

Alternative identification techniques target the utilization of unique
device characteristics for identification purposes. An example of such an
identification method is disclosed in ‘IC identification Circuit Using Device
Mismatch’ by Lofstrom et al. in Proceedings of the ISSCC, IEEE Feb. 9 2000,
pp. 372-373. In this paper, an IC is disclosed having an array of addressable
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pp. 372-373. In this paper, an IC is disclosed having
an array of addressabl eMOSFETs. Due to m smatches in

WO b@7ME8BETSs, the drain currents of these devi PEFIBWO1/051213

be randomy different, thus producing a random voltage
signature over a load driven By the array. Since these
vol tages are reproducible for<a single IC, these

vol tage signatures can serve as an identifier for the
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to be investigated to determne the identifie i,.ch :
 recohfeEh BiE TP o % Bl PDBeud 85 b ot [t figemories
| tehe 8o HaVBIdefSctivierm b)) BIdRE 38 FfeeAnd locatidRt dTaHe ifgulty memory
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such as the intrinsic start-up value of a collection
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riations ensures that this jdentjfier is likely to
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memory (SRAM). The time-invariance of the parameter values of the selected
circuit elements is used as an identifier for the semiconductor device. The
randomness of the process variations ensures that this identifier is likely to be
unique.

However, it has been discovered by the inventors of the present
invention that a problem associated with deriving the start-up values from a
collection of SRAM cells is that not all SRAM cells have an intrinsic start-up
value. Consequently, deriving an identifier from an SRAM start-up becomes a
time-consuming exercise because careful evaluation of the SRAM start-up
behaviour is required before the cells having an intrinsic start-up value can be
reliably identified, which typically requires starting up the SRAM a large

number of times before a sufficient degree of reliability can be ensured.
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ti me-consum ng exerci se because careful eval uation of
the SRAM start-up behaviour is required before the

w@edora1hawvi ng an intrinsic start-up val ue can PEI/1B2007/051213

reliably identified, which typically requires starting
up the SRAM a | arge nunber of _tinmes before a
sufficient degree of reliabil i?’ty can be ensured. The
present invention seeks to provide a nore affordable
nmet hod of generating an identifier fromthe

sem conduct or devi ce of the opening paragraph. The

preserThé presdritanvéntidrheeeks ek provider®mete &affordable method of
senm conduct or device to which the nethod of the
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havi n | urality, of msm)r cells, ing: (a)
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P(ief erreftsyingrthaditwalues fomaittésdtlasutidet of tlelsluraitgof memory
assum na a preferential bit value at start-up or
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real §i g a certain bit value over a predefined period

! [ I for each
o) ettt BROREA N 1ot e refiefed bRARIesl O 226
each rféinmpi;eseins m@msieid iDpased Upoemlcesealizatihie that when powering
m crostr cture of the cells, Consequent
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at a single retrieval "step but that are reproducib

tfor &t pr@wtned periochial tﬁneeat |¢rsd assrae off thenemory cells have a
correl ati nvvith.the rrirgl;.r ut Lfres of the cells

tgp{giegeogela sassuming a particu ar bit value, e.g. assuming a preferential bit
value at start-up or retaining a certain bit value over a predefined period of
time. This behaviour, which is different for each individual memory cell, and
therefore different for each memory, is caused by differences in the
microstructure of the cells. Consequently, by retrieving the pseudo-random bit
values from a subset of the memory cells, i.e. bit values that seem random at a
single retrieval step but that are reproducible to at least a certain extent
because of their correlation with the microstructures of the cells, these values
can be used as an identifier, which may be assigned to the semiconductor

device to which the memory belongs.

However, it is pointed out that within the context of the present

invention, a pseudo-random bit value does not only appear to be a random
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can be used as an identifier, which may be assigned to
t he sem conduct or device to which the nenory bel ongs.

woloweaer9o it i s pointed out that within the coPrCEMB200051213

the present invention, a pseudo-random bit val ue does
not only appear to be a randogvalue in a single
retrieval step, but may al so e€xhibit a certain degree
of variation between subsequent retrieval steps For
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beBAvis@omplenentsF9R@Ie! | s show nore or | ess random
start-up behaviour, it has been determ ned that the

di f f erloreasei of thetgangratien pbthe pseua-randombityglies by powering

AR ety o RPHT s M G RTbr B o Eferenta

Obtfaft&nfl‘behmimfrl d¢e. dhrhe delllmnﬁtd\/ﬁthré hart |édze rhdom start-up
val ues retrieved froma nenory this way can be used
QﬁthchQ-,LHt itf hasOEBR FRiLpFBISES. thﬁh ”Eﬁ Kifergneeldn b[Ith\éa|UGS retrieved

R e s OB RDRE R Y BaE st 'y BRI ST han the

tdiEferemceeintzit nalvesiretrievedi fnornhaiffetert tmelnmome*s.uTéblsocﬂeraonstrates
Stﬁl gcbi opn,of cells, of Erermrg I s acceptabl e, bec

2 t% Lt YAIHES selify&datom 3 yMEMATY eNiH N RPe RN e Used for
qugﬁ@ﬁc%rﬁ,bnw(gsééos of the sane nenory than between

the start-up values of different nenories. This
real i zlatotbar walkdss thehpresent tvieotion pravides alsigstifiaeint improvement

nn%vg'i’r pgzgiogfqdaq%&ﬁﬁf ﬁedp%coa{qglgg |hlaf?lh gter|1 OlLAZEE°maE a certain
variation in the start-up values of a selection of cells of a memory is
acceptable, because this variation is substantially smaller between different
start-ups of the same memory than between the start-up values of different
memories. This realization makes the selection of the subset of memory cells
to be used for identification purposes much more straightforward than in the
case of US2006/0063286 A1, because there is no longer need to identify
those cells in an SRAM that have a truly intrinsic start-up value. All that is
required when using the selection of retrieved bits for identification purposes is
to check whether the difference between bits retrieved from such a memory
and an identifier from a database does not exceed a predefined threshold, as
will be explained in more detail later.
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case of US2006/ 0063286 A 1, because there is no | onger
need to identify those cells in an SRAM that have a

WO eagt191ma ri nsic start-up value. Al that is reqUiB2eer /051213

when using the selection of retrieved bits for
identification purposes is to_check whether the
difference between bits retri®&ved from such a nmenory
and an identifier froma database does not exceed a
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dsé Bbtained.

The obtained identifiers may be stored in a database. This facilitates
identification of the semiconductor device at a later date.

According to another embodiment, the method further comprises the
step of loading a database of identifiers, and identifying the semiconductor
device by comparing said retrieved bit values to the respective identifiers of the
plurality of semiconductor devices and selecting the identifier that has a best
match with said retrieved bit values. Finding the best match between the
retrieved bit values and the identifiers in the database of identifiers may
comprise determining a difference between the retrieved bit values and an
identifier from the database such as a bit drift value or a Hamming distance.

This difference may be compared to a predefined threshold to determine
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Accordi ng to anot her enbodi nent, the nethod further
conprises the step of |oading a database of

w0 dentifipers, and identifying the sem conduct oPCTHEB20CH051213

by conparing said retrieved bit values to the
respective identifiers of the plurality of

sem conduct or devi ces and sel@cting the identifier
that has a best match with said retrieved bit val ues.
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i gecndrief izerositve dgentificagiodleberthe nsegicondiuticer ego@e Thus, by

between the retrieved bit values and an identifie
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rfencilmairby Bhat vequiess sacBeai keyndorc itsr openatios. dan instance, the
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include functionality that requires suc for its

dper key ovith rokey ecaived, frome thee eutsitel uker teevarife ifr@gcess to

701 BEMe R SEBoR G BB FsR SO F GR AT ™ | 07

conpar ot ihes kay, wd hweahckceyuntreérectomdnéés)mdwtﬁngta $ard$y of code
world to verify if access to protected parts of the
SWRIGSe #AG01OAEWOrt EORWHEING B durneroRise!ityr&f imfoEmatien symbols;

e ETRINGAe 10! ThOR! cGITAIdrSE St e Hhnfly Sorkalihd ¥n€key from the

, eac ode word conpri si ng
phforadatioy symboitoofnttte onesgmibedre; codd edrdsg aodemkmg the key

TR PRaico dulibena wherein eeSED Rbhsnarel Qg ddentiter

%Hﬁé@é"@retahﬁ%kaebha%bﬁid ﬁ??\'cﬁoﬁ%ubﬁe{hgﬂlé@éﬁ bita/fle of the one or
wherein the step of generating the identifier

coore icode wost& isngnappesipphieg af tespecive suemonhaell earh which a
ook P S B Sot S TRERERAY Rimcton
| sletHd $dricoRbticteprbiegices retrieved; and saving the
MRppI n'?hljsurt])(s:/trlnggplng the bits of a code word, or a plurality of code words in
case a single code word does not provide enough information symbols for a
secure key, onto the identifier, creating a key from the information symbols of
the one or more code words, and saving the mapping information, the identifier
from the volatile memory is used as a key generator, because the one or more
code words can be retrieved from the volatile memory at a later stage, and the
key can be reconstructed from the information symbols of the retrieved code
words. The key is made available to an output of the semiconductor device,
e.g. to disclose the key to the manufacturer of the device. The key may be
modified before making it available; for instance, a public key may be extracted

from the generated private key, with only the public key being made available.
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on the sem conductor device Thus, by mapping the bits
of a code word, or a plurality of code words in case a

warnghetleode word does not provide enough i nf oPOEIB2007/051213

synbols for a secure key, onto the identifier,
creating a key fromthe inforgation synbols of the one
or nore code words, and savi ng the mappi ng
information, the identifier fromthe volatile nenory
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advelabrs & tits agut anilichharekglsabrd, kg re@strm}e"ducatﬂ@d making the
fromthe informati on synbol s of the retrieved cod
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r c ckgs t
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kﬁlmt@nﬂ@n@durtg meanbabl e; for instance, a public key
may be_extracted_ fromthe nerated private key, with .
omyy T BUAHAIRG FIBBIMEY MedE PP {R6) 18 PhumERR ! Jays. A lst
tdyey Rﬁfﬂé%@be §8eSRORMESBRY E@I?é”l%g é”&f?%téchgnd stored

key aval abI etot out put, ich are di
destr apedolatiie ememzdry naf ttihe mlcamdud:tabl@wmatb@ a read -only

output to event, unaut retrie of the

e e R oBh MR P o 1A neiely bR e hapSrigf Elon may be
| iRl émeatednsy W@atﬁ@dg BIOtbIS EESEH | bﬂrta@re 88r edir8spbonding with a
means. The nappi ng function may be inplenented in a

roapwry oell\fytbe at Ieagtt ther sireseitalrtbervwlatie memeastand providing

RO S BBl b Ak, PRickHTE] S oPser e irifle cfrdsponding
ame ey m@nymnm@omppwg' ﬂfndtliBM eecevalgaldfethe mapped |nformat|on

Al ternatively functi on may be i npl enent ed
W%?@df‘?‘h@eathﬁl Qroglggl] ‘éf th@a*é'h vpiue @%Fbﬂ’ée payer-up bit value of the

PR ) BT o e e b
t abl e Tred mampiry &urietion \nady alsorios crapliengaritdztéaprapemmﬁabén table
g o TR S BRE Y SEtberbe SRR Al By ol e o
BT 0t b s L O oo
naisfingngs theb eandaoh ernaen Ieellngsnegqedrmtmqeeafutlymehélewertha mapping
S@hgﬁcﬁ?@%p&%a{hﬁg rg%g a'sosrge {Bred orq he gl%l dShductor device.
The key may be regenerated in the semiconductor device to allow
operation of its key-dependent functionality according to another embodiment
of the method of the present invention. According to this embodiment, the
method further comprises retrieving the one or more code words from the
identifier with the mapping function; error-correcting the one or more retrieved
code words; creating the key from the information symbols of the one or more
error-corrected code words; and operating the functionality using the key.
Typically, the code word is a code word from a code book of error-
correcting code words such as BCH-codes, Reed-Solomon codes, Hamming
codes and so on. The use of error-correcting code words has the advantage
that variations in the power-up values retrieved in different power-up steps can

be corrected in the error-correcting step using the parity bits of the code words.
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val ues of the one or nore code words in a random
order, with information defining the random order

whedmgineeded to successfully retrieve the nmappCTgB2007/051213

function. Such information may al so be stored on the
sem conduct or device. The key_may be regenerated in
the seni conductor device to aPl ow operation of its
key- dependent functionality according to another

SERB D' ' RIS byt BE G EERbab e i onatty of o

csummoneectbedevew i8 ®btdinedFor whioiba &kegosknod bdsfof g because
the identifier with the mapping function;
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YL MerhBE, befe SAMLANF I gEyEL] on synbol's of the

ne or nore’error-correc code words; and operating
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LAY of VAL FPD, A B BRS I8, GRS eobt 2 memory
S@H‘II'BCSluthI semitdriduetorRieaficy, alhigh rhéne b@Q@Spmlde to an external

conprising the key is del eted from menory after the
cgapiiiersasnesalion reausshisiena e frand lauiemaiesytass eopiment or a

arfipdtet ds ‘cﬁﬁetﬂ%xc’)f ﬁ%?éeﬂtlgggn el A RS e ¥ thttﬁé method

present ‘i nve rovi ded a sem conduct
oka‘\theepremrpnm\ﬂémlgna vol atil e nmenory havi ng a pl ural ity
of mermr controll er c nfj

el .
retri elt?e dh?a'pepgfé@t 'Sat%lﬂ%étsegf Qh ﬁ?a&lqr‘t pugioses, the
"%Fﬁl"cdndﬁétbﬁ de@k‘ze' rﬂﬁ?tfulf'th@rr c&RPRSE YnNGuthHBERBGHIEY Q0 thle volatile

pseu o randombit values I nherent to variations in
ninemesy;r ad wherein thikecondradley is epntigursdctie provide the output with

B RRR N LS Tl SD B 0P b Gt enier
fTiReNsaHiicoRiREort 88tic€ AHAP®BRiprRe & boundary scan (IEEE 1149.1 or
IEEE 1500) compliant test access port (TAP) controller for processing such a
signal, to which the memory controller is responsive. This has the advantage
that the available pins of the TAP can be used, e.g. test data in (TDI) and test
data out (TDO) for the communication of the identifier generation request
signal and the retrieved bit values.

The memory controller may further comprise programmable memory
means for storing the size of subset. This facilitates dynamic configuration of a
subset size, which can be advantageous if it is not known how large the batch
of semiconductor devices is going to be.

The identifier may also have the purpose of generating a key for

authorizing access to the semiconductor device. To this end, the
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conputer, is capable of generating an identifier in
accordance with the nethod of the present invention.

WO roocasHId he i dentifier is to be used for PCT/IB2007/051213

i dentification purposes, the sen conductor device may
further conprise an out put cogpled to the volatile
menory; and wherein the contrdller is configured to
provi de the output with the respective bit val ues.

| HoleBAAE 6 chtk R ST, afnalth 8 LG horaensrating the key

bfestndhe ynfepaatidn Eﬁﬁb@ﬂs‘lﬁ dnedor bk cd8€ Word e ik érﬂamnK of code
test access port (TAP) controller for processing suc

avaiidgn gAch ROREAT S EARPAEINGr § fuidher Bhurférty jof information symbols;
h
(FRRRESY BenEAPE G BUUARIONTY Bl bl e coc

amdrd esto dedeotive HiTDEuesoof thee |d3emnimm aatoromolatilet hreemory for
entlfler ener at | equest. signal an retr'e ed
B0 S Enabates Iy, Fradrpde! ESMAaGAlINaIBE s ecoutput,

AKRRhH e d o |fn?ﬁ§n@e3f Rbs IR béél?g%hé?at@é an input for

subset. This facilitates dynam c co figuration of
sgieswingsiaz éyrthveri kéy; cantrwlr@dmarmgwuextracmrtg |tlserk&y from the

e _the ba ch.of sem conduct or devic
JORRiefomish SR 1T S P QBCHAVS PR B poRdnorizing
Odcc@eBes ahé Ag sk prtidTth@sbRitdrduttorafssfss the alibforizing means
sem conductor device. To this end, thesem conductor

dRAMRESIRGLR cmm@afétord‘@mm%n@@] thekeywithrioe futhesieyi ng

code vias DBl abh RPErbe Rt gt dn B0fRea fsepanism
cthapis &m@raeélstémefeq@we aiflthef fadt thaf themeéy grarﬁmgbad@ss to at

means for generat| ng a map g function for map
tigastd Parigdf Wﬁé%‘&@nﬂ?\léﬁter Qﬁ‘('éer*%§’9§§@ iofled y,ntq%pr@@grty of the
Afoibtle R bPTine SSdRoMBLEAE | EoyIBIOEYSf Of HEOELRonductor
e mappi ng function; neans for conmunicating t
taevidee wanwiigh Unte, cowiédhnotasdirigethél sepped) fundtibe, kam/cbagz would not
al r been enerat ;. an input for receiying.
Nuptndiecguse et sared Wplaite e Sauid @iy Hidrew, power-up
fEEHBVIALE, WARIM \h/f)bl%rfaW'té "Fa(t,lli'tﬁtéTﬁ‘féor‘e'b%c‘jl}B%h'd?rihe %@fbcted one or
aut horizing means for authorizing access to
| ags cpee wopds.t he semi conduct or device, the

aut hori zi ng neans conprising a conparator for
conparing the key with the further key.

The invention is described in more detail and by way of non-limiting
examples with reference to the accompanying drawings, wherein:

Fig. 1 shows a flowchart of a method of the present invention;

Fig. 2 schematically depicts retrieved bit values from a semiconductor
device using a method of the present invention;

Fig. 3 schematically depicts averaged retrieved bit values from a
semiconductor device using a method of the present invention;

Fig. 4 shows a greyscale mapping of averaged start-up bit values from
a subset of memory cells of a number of semiconductor devices using a
method of the present invention;

Fig. 5 shows a flowchart of another embodiment of the method of the

present invention;
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Thi s sem conductor device benefits from an
aut hori zation nechanismthat is tanper-resistant

whewansaof the fact that the key granti ng accRCHIB20074151213

| east a part of the sem conductor device is based on a
uni que property of the voIatiJe menory of the

seni conduct or device. Even if!@he seniconductor device
woul d be copi ed including the nmappi ng function, the

Coms 8L B PSR ERLEEHE SEPEHE yon
whi ch IZ\iguVObHcﬂd/é atfloWerdrt bt geeahbther epfisstlitienoof die infsthod of

sel ect one or nore code words. The invention is
dBsqresRY INYETHONe detail and by way of non-liniting

exanpl i n h i ' :
wher o1 10- i scheftElp eolchs b hapERATRABN h Jalfcfe with an
paispeeh bf theveethoanof FgQ7; 2 schematical |y depicts

retrieved bit values fro sem conduct or  .devi ce usin

5 et Hod- 8rSHaNS Briaushian AL yAt ABAICREgIoagiment of the method of
spBeFBEdahlentdpPLRES averaged retrieved bit val ues

froﬁnﬂg serri\c/:ongﬁctor devi ce using a nmethod of the

pr esenktigi h ehowsrgnoftier. semisbndwctar dgewgs oathe prespihigvention.

averaged start-up bit values froma subset of nenory
cells of a nunber of sem conductor devices using a

et hodjt ghotildepd LREERtodURINthE FigUTes -ar® rid¥eNs séhematic and are
fl owmchart of another enbodi nent of the nethod of the

preiseiawn he ataleonlt Fhguld algeole vndersfassnthaitibe sreckeference

o] rese i i e h o) o
TyrnaRu S Wacl BE0G06; vid EionfeR i Bt 1 @irhe O similer
ipatention; Fig. 8 schematically depicts a mapping

function in accordance with an aspect of the nethod, of

Fig. 7An Fﬁ”@POde@Hb@é agnethorcteAsSigt a?étje'&tﬂﬂﬁr Hera semiconductor

RIS BRDingls VolRIGTSIAtnPhith 1F pREERGLS, MEMER) (lls SE s an
psRAdhts depietediinrkigl 1. lshibel abnbextwideissappbidatidrata trieenory cell is
P sy B Sione 2elit SSRC IR &t229 & Bit. The method 100 will first be
explained for SRAM-type volatile memories, i.e. memories that assume a
pseudo-random bit pattern upon power-up. In a first step 110, the memory of
the semiconductor device is powered up under predefined operating
conditions, i.e. a predefined power-up voltage V and a predefined temperature
T to let the cells of the memory assume the respective pseudo-random bit
values. It will be obvious that the volatile memory is powered up from a state in
which it does not contain any information, i.e. any substantial charge.

The bit values are pseudo-random because they cannot be predicted
beforehand but are reproducible to a large extent, as will be shown in more
detail later. The randomness as well as the reproducibility of the bit values
stems from the fact that each memory cell exhibits unique behaviour that
originates from underlying variations in process parameters between memory
cells. In other words, every cell has a unique microstructure, which causes the

cells to have different behaviour, such as different start-up behaviour for
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not drawn to scale. It should al so be understood that
the sane reference nunerals are used throughout the

wo@aned9s o i ndi cate the same or simlar partsPCHIB2007/051213

enbodi nent of a nethod to assign an identifier to a
sem conduct or device having a volatile nenory with a
plurality of nmenory cells suc chl as an SRAM i s depl cted
in Fig. 1. In the context of this application,

STRMEER, el cefito @%8@8%“%@??@?5& 480 18 gpres

SRéMréy@ﬁ iNngdretion. € nmenories, i.e. nmenories that assume
a pseudo-random bit pattern qug power-up. In a
€

st ep 1hite velie foedbe )Powrtwpevgl SrenRsesr susbvinak |t, %xceeds the
ARAELERG VBLAOESY uhe BERSISRES ARGEThaRry Sk becspprbotited that

tteermrtaalwmtable values dfhé areldepentiehhef trenmchnakgyn®a which the

t he respective, seudora ues It wll b :

AR MERBRTY 5o TORIECh | 8" nBREIFe; SOpamBinly deioned n @

3@&4@312‘ R dlody, HR% S/ \XCQHtt‘ﬁb”ra'fP@é o7 ALLONEY may be
any substantial” charge. The bit “values are

MdpnlatanbuhwalwealméSIdeéplsaangetma¢ apsaebeatsed, e.g. in the case
re.r ucible to a large extent, as

b ehand. but

V\ﬁ’effcf%%r S%deﬁoﬁﬁqﬁ]&&g&% | ater. The randormess as

vel | astebhe! g ﬁi%fy%lﬁ'httﬁtédtbyéﬁldéhﬁﬂ@ GenVerhties rod RI8E signal, i.e.

fromthe fact that each mam)di;EI exhi bits uni que

b Bigviabtiiggenag the isgnieansiictar vmﬁjt@rlngtnatfgev%@utm @rtee method
r ers between nenory cells. In other

v@ftﬁé%%%%rt@@:egﬂﬁhhas a uni que mcrostructure, which

causesintdaextedtep 100, ravgatdi Storyceintathedst\d Qwsetw¢hb asemory is
different start-up behavi our f or SRAM t ype neno
cefnieved; Datg qqquisiien frepe @cant (PTHERAVEBIATY trﬁg]er,tgan the whole

Srﬁ\%ehfar%%dergeﬁ?ﬁé@ bBE Fea'dﬂi’qi&‘it’aof m H\Ehy@! H‘I@moﬂf ﬁérl?%e rather

age I's osen It exceed
ttmesiooksdmirgd, t%gecmﬂy wnentthemsesboy | ts affsigriicant sizey €.d.tseveral

wll be appreciated that .the actu ui t.abl e |l ues o
b SEREERET oFOmE SRt Gy Tor Topding o Bt valUes Trom the
V\Riléﬁlé'hﬁ?erﬁBFWéé’n bﬁlxrc%'e'\ﬁlﬁghmftéﬂ d'afbﬂ/é‘l[]ﬁ%s s @reventlng read-

menory devel'oped t echnol ogy, any val ue
|¢ut3|oétheawgeleomemoryv - 1.5V may be appropriate, but

YﬁleuiZI < tsw}g t’t 8ec|8ege|f#Ta[%eral'nse%sgreerhjgr?t% aré rgquilrend. Different

sets of bit values may be retrieved from different retrieval steps, e.g. different

SRAM-type memory power-ups, which may be at different temperatures,
different power-up voltages or combinations of those different conditions, and
each power-up step and data retrieval step being repeated a number of times
at fixed T and V to facilitate the detection of variations in start-up bit values for
the selected subset of the volatile memory between the various start-ups. This
for instance allows the determination of the randomness of the start-up
behaviour of each memory cell in the subset, e.g. whether or not the cells are
strongly biased towards adopting a particular bit value at start-up. The decision
whether or not to perform multiple start-ups and data retrievals is taken in step
125, after which T and/or V may be changed in optional step 130.
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of other sem conductor technol ogies. Step 110 may be
initiated by an identifier generation request signal,

WO 2@7/189180 gnal triggering the sem conductor derRCTEB2G/051213

initiate execution of the nmethod of the present
invention. In a next step 120, the data stored in at
| east a subset of the nenory 1?s retrieved. Data
acquisition froma part of the nenory rather than the

LA R e A R
VérTkbaennstepr 183, thebe Sewiof idzaaimay 2. c@mblne‘deh‘ﬁfsl@p 140, for

nmegabits. Moreover, sone equi prment used for readin

tiRgtapce RapvR@gind e petsve deter d ikl Pec%ﬁﬁﬂ%ﬂ??/ "&é’@%r e detail
[ u t e t

V\?&{ﬂw m]éol‘?gtr%g%graé’ﬂa %ﬁlcgpnﬁé%?éi ggtlréslcgeci ed nﬁ’;’gtép 140 is

fasdidresd ateaaud@mtémrﬂ;o treeseraipondadior Beliceriesters €58 aafl stored in

gr{: tgH\g/aallal la%%qbg} réet r@ﬁfw .pi:;xfg %@&\@{eetg[;éeofathe volatile

W‘ﬂbﬁﬂ)r Vgﬁlgégeodfofrftf?é ﬁi@ntlﬁér”?@rﬁé}‘aH?ﬁ%a)ﬂbég;ﬂPgé‘ﬁ such that the

power - es or conbi natTons of thdse er ent
ceingliof trenidentifiel ie scitaplevwerbeiptosectin thedlatabase,«t.gi doed not lead

stte bei ngg{agéﬁaat ed a nunber of tines at fixed T and V
t'9 GXGEPPY € Ye¥%ction of variations in start- up

bl t valiegod 00t hgs IRipCtetdes Wit et batcht b sephisdbhdfetor devices

menory between the various start-ups. This for

i %&Qn‘éEQJIQ%W% wihieh cse etefiigies Usad df-horee hynitienardisast for the
BBt ) SOF RN R oo, The

WEQ@@RMW@QNSMN%@@Wembbdim@ttofvak/dl%tlai memory. It is
start-up. The deci sion whether or not to perform
n%mphﬁfl;'ée‘étt%@tt thgpait yategainatheenemaruicells Oftapewered-up volatile

%@%&g%re%éeﬁﬁgﬁlcﬁr‘tﬁgl ?(?\g{atgﬂgé 8 Oﬁsk,’gaaé;daéﬁsge[ﬂe' 6br]jents of a

optional step rom suc
Mlatlleenemewplssemsed pvhessethie, mehiory is powbeskdownnTse d&i values,

30 b SRR 8 B BTt B B o
br%n@ESFH ﬁ'yd“@@ll hBs Y Slagecbﬁ/'alrd§3§§QWm ?h&tﬂété 'Icf@f@@b c@t q‘ or will

be data conbi ned In step IS assi g
dnﬁvedermredlc@ble valuref 8 eeil meem:aV@ra tas t@wardus Qt|99I01600r 1.

SR 0L B BT REE E e e s 1 v
of the volatile memory.

The assumption of a particular bit value is caused by the fact that the
inverters in the inverter pair of an SRAM cell are not perfectly identical due to
process variations. Consequently, when the complementary halves of a cell
compete to reach a charged state, one of the halves is more likely to win due
to these variations.

Fig. 2 gives the results of a single power-up and data retrieval step
performed on a VEQTOR12 device at V = 1.2V and T = 25°C. The data
retrieval results from a memory subset having a size of 256 bits (16 vectors of
16 bits) are depicted. In this evaluation, the total size of the subset was 2848
bits (Fig. 3 shows a fraction thereof). It is emphasized that the size of the

subset was chosen to get reliable statistics in the evaluation. For identification
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menory subset used for the identifier generation may
be chosen such that the size of the identifier is

wgaoioraidieo t o be stored in the database, e.g. dpPeRIBRO07/051213

| ead to excessive database sizes. Method 100 has been
tested on a batch of sem condyctor devices called
VEQTOR12, which are vehicles ed i n-house by the
applicant for the devel opnent, qualification and

bk BB sFle SiPta S BR sl dol iSieve, “subsets in the

ngraer Yf d few shugpbaditzearet age témdulght tov Rlen€sy temst BB millions of
menory cells of a powered-up volatile nenory are the

r@@Vi$4S-of the power-up process, because the contents
of a volatile nmenory is erased when the nmenory is
powered down. The bit values, i.e. the bit val ues
stabled i n the menory cells will either have been

nanar ated randomif a cell has no bias towards

assuni ng ei t hé/}Eqi‘pgé,Z(SRBM 56 B\psugeek,@\{qluq{m a

pég,gl abte vatue T —a celt—does tave a b asT | roas—a
| 0gi € QFQI "T. In other words, the bit vallues In the

nﬁememtagel d)fS)lartEeilgjgsfﬁéliratr@dasb;emdaletspO\Ner -up of51 e
r bit

ﬁ?rﬁént@eﬁﬁ@cp%@g thi MeesurataentShe i nvert erdd P t he

'Iﬂér‘ébh{%'gle” dtfltsﬁ?gagfréo%ﬂgg‘gé @l T e ot pert e“’;ﬂ%’.py’o

i dentli ¢ vari ati ons. Consequ

Whertehtagyecoiitpisahenisatwapslozes of a cel | conpedz4t%

|lves i s nmpre

reach a charged state opne of the hal
IP‘R@?V’[QQ@ qlititsdhat islwAKS & vari ati ons. Fi g. 23%?vés

the Tesults of a =i llgl € power -up anmd data retrieval
step perfornmed on a VEQTORL 2 device at V= 1.2V and T
= 25C.Fighe gla¢sthieetagsuiteadf a estal 6642 ower-upeand y;ubsbqeent data

havi n a size of 256 bits 6 vectors of it a
df&tfi gtepsrperaraned af 3lbee é‘”af'%s%i/aw‘ 551\2\9 ?b}'(e =-20°C,

hse ?ﬁa% §4 SwitisBvers i t
eregf ¢ |§8(gr(rjpha|3| ?g\éethat t e SI ﬁearédusggsequen

vMacrbtnmalst leigetperfelinatifer saet cenrnbanatuon dfﬁleand V. In Fig. 4, the

YRR Bl Blerb S e SPLLRREHERE S0 ad 52, PRV om e
%&ﬁésp@hdm feM(eHW?f %*cembm Hver | angezenaegburlethents. Table |
dentify tens of I i ons of devices.

summarizes the outcome of these measurements for a VEQTOR 12 device (IC
18) that has been randomly selected from a batch of over 100 VEQTOR12
devices. This shows that a substantial number of the memory locations in the
selected subset consistently adopt the same bit value upon start-up, which
provides a basis for using the retrieved data as an identifier or signature.

A total of three VEQTOR12 devices randomly selected from set of over
100 VEQTOR12 devices were evaluated. For identification purposes, it is
important that the variation in the bit values retrieved from a single device is
significantly smaller than the difference in bit values retrieved from different
devices to avoid assignments of an erroneous identity to a device. There are
several ways how this can be calculated. For instance, a Hamming distance,
i.e. the total number of bit positions that differ, can be calculated between two

sets of binary data. This can be used to calculate a bit drift:




Table | Fig. 3 gives the results of a total of 42
power -up and subsequent data retrieval steps perforned

wa@tooal1h91eonbi nati ons of V = 0.8V, V = 1.2V, T BCFHE20C/051213
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T = 25C and T= 80 C, with seven independent power-ups
and subsequent data retri evalf bei ng performed for
each combination of T and V. Yh Fi g. 4, the deci mal

val ues represent the average value of the bits
retrieved fromthe corresponding nenory | ocati ons over
all 42 measurements. Table | summarizes the outcone of
t hese Beasfir=emeniserfaibite thaiQIiEt/tblal demitser dflEsidDovhat
has been randomy selected froma batch of over 100
VEQT(PlZ devi ces. This shows that a substantial nunber
of th [ guvgg%"f\t §|e\/\PoH@% ﬁ?bﬁ%‘?%r@%%&(ﬁomz devices
conS|s sanme bi't value upon s

What:hrepas canddmﬂyaelm:tec‘sfrbmthessahg the retrieved data as
an identifier or signature. A total of three VEQIORL 2
devi ces randomy selected fromset of over 100 VEQIORL
2rsigiipes were evaluated. For identification purposes,
it is inportant that the variation in the bit val ues

riit drit(%J from a single device | s significantly

||ar than +han iffaranr\ val noae raot ri e\larl

7 om di 1] HRie odei'8s to| BR i"Qf”Lks(é%%ﬁéﬁt ¢ Qvigg[TT (IC 110)

[da)

peous i gl@gnt | ty1 by a deyHe. TNEjevare sgugyal vaysy

how t hi s|can be clal cul at ed. For |ns1 ance, a Hamm ng

dI st20f¢e, 3.9 e. tI;J‘e4.t40t al ndnder of| bt posi|th.@ns thpb.1

di ffar ¢can ha ¢ citl at ad lhat waan Wwn cat o hinaris
T AT U o AALAA 2N ] W =AY N> T TTLAT

“5%3 bGFhl 3 ZE Be Z‘r;‘rged t; ?’a? cul at eé-g bi t d%f@t cBit 4.3

NETIRE )gwer Of4 BRI TS thatgdifferjgotal nymper of |31
0

bits)* 1( abl el Il qgives an overyi ew of tlhe bit

drift of three VEQCTORL2 devices that were randorﬂy

t | ecrrlf@st ed ufagpr orpnettssha segﬁthab |Q%t[]¢etp|§r,r%ﬁ§u; (\e/geﬂg ow, and typically
t ooy @Hﬁﬁﬁ?dk@a@%ﬂ%béuﬁﬁ@nmeef/etah‘thVd%O 0.8V,
. Moreover, for V, there is a clear trend

tthate tisiea btleanitiend iratothes simariftebeodmisi sroakersiwig increasing

AL e e DRE0, BB chboaBa Wt more
vahbies sighafures Qlet abinegilliey) eadepatsbtainedt faP moderate start-up
voltages VDD at higher temperature.

An indication of the bit drift, or Hamming distances, between devices
can be obtained from Fig. 4. Here, a grey scale representation is given from
the averaged bit values over the 42 measurements for the three randomly
selected devices. The white squares indicate memory locations that
consistently produced logic ‘1’s, the black squares indicate memory locations
that consistently produced logic ‘O's, whereas the grey squares indicate
memory locations that produced a mixture of ‘O's and ‘1’s over the 42
measurements, with darker grey scales indicating lower average values; for
instance, location 410 corresponds to an average value of 0.4 whereas
location 420 corresponds to an average value of 0.7.

It is immediately apparent from Fig. 4 that the signatures, i.e. the
patterns of retrieved bit values, of the three devices are completely different.
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vol tages VDD at higher tenperature. An indication of
the bit drift, or Hamm ng di stances, between devices

w@eanw7he1ebt ai ned fromFig. 4 . Here, a grey sceCBIB2007/051213

representation is given fromthe averaged bit val ues
over the 42 measurenents for e three randomy

sel ected devices. The white s{:{l{:ar es indicate nenory
| ocations that consistently produced logic "Ts, the

Corﬂ§ Hgﬁgyﬁ{s‘?ghpdreog%é@%%&ggﬁgﬁg g%qﬁl% . ??séé#(?qt?eb%tyvefn individual
SEpIereiS rétridveditint Valmesy froec alifferest deaicepf mqe@knmmg distance
m xture of 'Os and T s over the 42 neasurenents,

th
d%ﬁtweeenga 89t GE EEavechBll vlIaRO! aice dchgRvivall gach was 121,
?ﬂﬁﬁjﬂlg&%ﬂﬁé‘tﬂ eén Jaoggpgggétﬂi%{?é@ b'itovégﬂe?%‘?ro%%:e | and

er eas ocat| corresponds
admn@@ﬂl ead:mwasﬂ:})] @nd the Hammingddiataelcg hﬁbweeleratsétroirretrleved

uPiailes geviiedl 508 Sayice Hetddh wad JaB TheSa Pigfhming distances
fﬂgpér%r%lé‘ B 1Pt 0 HARRYAG ERENES BSOS o sets

Hanm ng di stances between i ndivid sets o
raftreireved i valves okes singlendgivicee bist aghiv iindhicates lilrat the retrieved

1 ng di stance hetweep.a . set of retrieved bit val ues
o7oTg sk 6o bRTGRA G KB iCuER P oS 1™ The Hamm ng
di st angethReboBent i érﬁbhé’sflzé@tﬁdtftﬁ@%éthbd viabuesm &ko be used for
device | and device Il each was 12 1 and the Hami ng

otseartyeed @fwwelatite seemeries eterg. eWMrWPQaW@é@OWﬁS In"such a

A Evelnd el W6 hiaet, aRaan EiRref selie T, TR St otner
Heaorugg ofi sdridtionsbiat teemidrodirsatue of theé‘t:éllsévﬂd tlblstend in step

val ues of a single device. This again indicates that
tHEO.r e inanaiingatup St hec yRlatie J@@@%rmpw@ﬁs. $iocingi anset of

ﬁ%r{eﬁ%ﬁﬁ%{g@tva“@ssin@ﬁ rr“emblfy #e?lrs gﬁl%séezﬁﬁ aﬁlh‘?tblfsh%nd step 120

can also e use er types
vanraprides metneving the sulgset DRBNVMValyes anftarer p@etdrmnsent Lime period,

nenor he.charge | eakage rat f different

it therirEa d1e oo Br e, Sechufliay s IR ik Glthe DRAM
mnéﬁfb?& cafs WlIPhQ\f/e H&ﬁ te&ik P?ede?mebfblﬁvéﬁné Thig \ﬁﬁl%‘i’vel% DRAM
the powering up of the volatile nmenory I ncludes

smerriany assigratuts snmlbdéds |th&aalgbaturealsbewn| in Righed, ramatihg identifier
cells set  of "T bits,, a ep. 120 : .
sl Pomtine syt dugaic e BRAYEFRLEe yseg i 2 similer
praglher m ned tinme period,

Fig. 5 shows a flowchart of another embodiment of the method of the
present invention. In addition to the earlier described steps 110, 120, 125, 130,
135, 140 and 150, the method 500 comprises the step 510 of loading a
database of identifiers. The identifiers in this database will be identifiers
generated by method 100, and the database will be a database generated in
step 160 of the method of the present invention. In other words, the database
comprises identifiers extracted from the respective volatie memories of a
plurality of semiconductor devices in accordance with the embodiment of the
method 100 shown in Fig. 1.

In the next step 520, an identifier is selected from the database, and

this selected identifier is compared to the bit values retrieved from the
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in which the tinme period in chosen such that sone but
not all of the DRAM nenory cells wll have lost their

w@e@daidiieed bit value. This will give the DRAMOBMB2§7/1213

signature simlar to the signatures shown in Fig. 4,
and the identifier generated omthe retrieved bit
val ues of the DRAM can be used®in a simlar fashion.
Fig. 5 shows a flowhart of another enbodi nent of the

SRS lebl BeBLE 6 by ¥ e Iy steh, 336 Th8"odiBodripg may be
a\m—fdrﬁféd ihrenomibepdf Wa0s cominstease! & ¢leshmdgbdidtanet or a bit drift
| oadi ng a database of Identifiers. The identifiers in

te¥ b&a@%ﬁ%@%ﬂ”ﬂ?@ th@eﬁ@ﬂfi’qt@‘éﬂ%er@@ﬁé?‘ﬁ@ de potrigued oif values.
sty h05,EEaRG O (05 OPRSRGIRBLANi i s

anpbaeanm(;Jb?eqmélﬁhdmaameatetqpsl iﬁes r?al;ebei dn eweragfed Hamming
extracte omthe respective vol ati |l e nenor a .

AtEACR S B BB OE SHIRICE IR PHRSA: ChAUSSe GUGH % NAMTAIng-type
tﬂ@taﬁ@@%‘ldﬁé}brﬁflnt\ﬁﬁcﬁ? \W/@@;h%ﬁ fé@t%\’"“b LSed ¥t eakh r'n@mory cell

e next step 520, ent It Is selected fromt
deastidase tharaﬂrelngtrs of, Qheecblasdtow:ards ithe eadapgion mﬁmrreprodumble bit
om t hesem conduct or device

D¥ETug of (Al cEF BaamPlincl o sh ATy e WBar | son ray. be
per f or sl cbﬁqp@n@dﬁhwcany Ylgs aFedlué Nediesssy tive Idﬂmlarng of the

di stance or a bit drift may be cal cul ated between the

seiffereneg hefwaen fth%fdedi‘ﬁﬂe't fiemrtbedataleasepand the bityalups retrieved
38, e, SRRl 868 Yo0hs BRI LR Sfhp'388. B9 Voo i

rcdmp@reall tetegsedétned nMAeshelcnwhicar degfiediahei rguired level of
distance or bit drift, or other conparison techm ques,
stEHady Pathf matyee dllewad fferancal ketivess th ﬁ Wﬁﬁﬁﬁeraand the

VRVl B @%ﬁ%rs 'Isorgslﬁ&aﬁ@é %Cmeg%&gng%ﬁ p%}?ﬁ'ﬁ%oorbn the

the strength as towards t opt1on
r‘élﬁQ(lem:bIde\,hnets villwees dbundhahaic ébr aasmgtm\dewcre, Rhg. observed
3, may be.ysed. The co rison typically yields a
BTG GiStaRs S LRSS B vakes yelBveRdral R Beasurements
b\ﬁég‘ﬁ FOICHIRE ir @r?é‘b'rcﬁérebf féfﬁ“\hﬁ@re%ttﬁeaﬁﬁrrﬁﬂﬁ td]@tahbé between
val ues retrieved fromthe sem conductor devi

i régneviedi itivallies $noap dbeFenttdevicasavas tymcaibfn*pzﬂ)@dss of éOO Thus,

%e IeSf Iprrlt(retclllcu ahrr Sﬁgr%lp% tY%‘é &?mgée fo'fnae Sthres old (ﬂﬂUitﬁg dorldg}/%lf 10-20
should lead to a successful identification of the correct device by means of its
identifier in the database.

If in step 535 it is decided that the identifier in the database does not
match the retrieved bit values, steps 520, 530 and 535 are repeated until the
matching identifier is found, after which the identification is terminated in step
540, which may include knows ways of communication of information
concerning the identified semiconductor device, e.g. its batch number,
production location and so on to a user.

Fig. 6 schematically depicts a semiconductor device 600 of the present
invention. The device 600 has a volatile memory 610 coupled to a memory
controller 620. The memory controller 620 is configured to retrieve pseudo-

random bit values from a predefined subset of the memory cells of memory
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simlarity or the maxi mum all owed difference between
the identifier and the retrieved bit val ues. For

woparame) in the experinent perforned on the RMEIERL7/(51213

devices, it was found that for a single device, the
observed Hamm ng di st ances be en bit val ues
retrieved fromdifferent neasurenents was typically in
the order of 5-1 5, whereas the Hanm ng di st ance

\?@ d‘?@ﬂ;@ejftﬁlg?vq?e%gp%tl ?)61?5 Ofﬂﬁigsfeﬁﬁgr}h ggﬁﬁ' BftSvalues are

piaheiettltarthexaicrstsucture dfhmecaartésp@ndmgeﬁmhcdyldelltsrfﬁom which
order of 10-20 should lead to a successfu

.taemare.reﬁtquﬁ 8 Predoes)y rexplainedi the 69”%'5@#’56%9 rgtfigve the bit
e 0 2 18 RFRE el o147 §ER B0 Sfb-tyge memory.

e 1den abase oes
net waytivee coefigured ed, bpon \eapawer-uptafps CHRAM-t§B6 raemhobsSstore a

are r ted til .the matchin fier f oynd, .
FeepTid o eREemdn e BisrTan Pl @R eatat RogUgpgandom bit

Wueé"ﬁbﬁhm@%ry %%F'Q%rléﬂ i (?‘e"%%ﬂlﬁ}/ AfheATFEbE %%@'grn%able.

i nfornmation concerning t 1 ed semicon
deV| celhe. ¢imensorbalf cihensobset, npao due thiasd-dodedt irorihanahiemory

BiftURE 62005 fiawi R reBa G A Rl - o s, ENBn i FrRoryRRntroller

0@0 ffayoRe hasata ‘éﬁiré@é &cilRE620,% .4 0a Gondl #85H Menory, one or
menory control | er 620, The nmenory controller 620 is

oDAre uitakletragistersi Ak spsBLde Staiedthe Biogrammeable dipansions of

R el R Glor oo PN heliBe BeBoplith by grovided
hnta iUt BRI, dihe digi rtgpicallyordduests ¢ rrenaﬁcm ef te ideatifier, and

orrespondl ;gs menory cells from whi they are
rwilly {hegefgre Q)rtrégﬂ%u@leyp@WSF Hpn‘éfdtheﬂﬁféerﬁ@'h‘t pdPy Qutpylp644 is

r@d{ﬁlgﬁ}’& fcﬁﬁec@*v‘e aﬂé@ ggmé{@gge@frewe ﬁgewraf%b% menory

n case o menory,
conf i glineednemory paonti@lipovaa0- upayfben diieaNy t gqueledor input 642.

efined bi tternl t he ry and .
ATy e Satteedeli i6Yibe \Bhd, B Ffereprise an IEEE
a1‘ 14@ 1 @oMfdRt té%?@céé‘ésaﬁort ‘("f'AP§bdi‘ﬁﬁbll@|%9® O\%%H‘TBMn%tance may
di rensi on of the subset may be hard-coded in
raia@r@e dovalved |vaith @Eotroﬂlngagesbenmefgrcainﬂmabdewcercﬁ(i(hu §he TAP
end he menor

SitticlBF JEBE20AvE ) TEeiion fediat nig SO Be i Feciing an
|nstruct|on from the TAP 640. Since the boundary scan standard allows the
use of proprietary instructions, an instruction may be added to the instruction
set for the TAP controller 630 that triggers the power-up of the memory 610
and the data retrieval under control of the memory controller 620. Input 642
may be the TDI, and output 644 may be the TDO of TAP 640, and the data
path from the memory 610 to output 644 may include a scan chain under
control of the TAP controller 630.

It will be appreciated that the present invention is not limited to
exploiting the intrinsic variations in the microstructure of the cells of an integral
volatile memory device; distributed volatile memories, e.g. a collection of flip-
flops, on board a semiconductor device that exhibit such pseudo-random

behaviour are equally suited for such exploitation. In any case, the design of
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nore suitable registers and so on, to store the
progranmabl e di nensi ons of the subset. The nenory

waeonrneiber 620 may be responsive to a signal peDB2eHS1213

via input 642. The signal typically requests the

generation of the identifier, ﬁnd will therefore also
trigger the power-up of the ry 6 10 . Qutput 644
i's configured to receive the data retrieved fromthe

gfﬁggrg{qrﬁo slll %ﬁu&@@%{ﬁrgg&gg\(@}dfé rﬁé%)'ﬁlﬂ'g%??st Rigs towards a

S@mcmad 15018 %Iudetv)i sltovd Meteetiont of the raferemurtioeed midrbstructure-
1149.1 conpliant test access port (TAP)controller 630,
vigrandest effeeifance may al so be invol ved with

cont okt 9 pbet it FDERRNALZEASNACHE % of e BBent invention

cont r ol I'nstructi on reg|
sctmv\al)sofby usext B gemgragmidensfienscibr eacdrit rpur;bmeEAIPeﬁémque keys
Ffpnce t he boundar% scan st ndah&a{l | o t he use of

bALRRMIAING AREEST4Q (B8RS Q0 Ol EA & Rgentic or
Lgedhe LA CBRIHANCARIn Ond! 4® AP ROME obdriExi63P adpresent

triggers the power-up of the nenory 0 and the d
rlevemtmralthej adthorizaetion of ao¢essh|ecimdae ra;ccesmta obrtent ﬁrZJ@essed by

642 b he TDI 644 b h
BB Yeriodpditlo Gt 61 dediR BB b TP MRS L 10

to out py t7%6W§Be/ﬂo\n§haw©fme&ﬁ@mgbawn.dhrgi%s ﬁqﬁ‘étfé}hbodlment
of the TAP controller 630. It will be apgﬁgm ated t hat

tofehprusifzation al/ et Yaatipsmamory s@nawetf@r penenatigntrsposes.

CEhd g 7t Btar0ith ke 1Top 190! 538 458 Ha 129, which have

calsdadyovd et destridad i@ thierastaibsd des@pt@ntxsﬂ rmethodotO®fIn addition,
flipflops, on board a sem conductor device that
e&WPQﬁtW%@cﬁ pRiecge- fr%mo%&p%tag% dusten Z1Qq§éﬁm|es of suitable

g(#itcfjee%og% asrgcg?é"é(g:L Fd pre era Yn&ﬁﬁé&rs bh& #5RI"f error-

menory ¢ avol
desreptiobaseld oorals; € gwarBiS Hacquer bocdulaaHammlnga:bde ook, a Reed-

| det of th f
DB eRe.Pade BB B0 rAGLEae WOTY A the,GodRbOgk ypigally has
hzr?%ﬂwhﬁtinfbﬁﬁatr@{ BoRbBls hRE PRBSRIH dlé'téiﬁélé IoOWith n, k, d

can also be used to generate identifiers for securl ty
mﬂlp@mdeboolespemflq@esltlegsnﬂegersalanhloeam eefewosd preferably has

arts o nC to verify or generate authentic or
Bibkbedet o hunialduaiTohe®ang 20 on In the cont ext

Of t heTH @fF@fhation symbols are bit patterns in the code word, i.e. subsets
of the n bits, whereas the code word further comprises a number of parity bits
to correct for errors in the retrieval of the information symbols. Hence, the use
of error-correcting codes is required in cases where the Hamming distance
between the identifier bit values from different start-ups is larger than zero. The
theory of error-correction coding is common general knowledge for the person
skilled in the art; see for instance Wicker, "Error Control Systems for Digital
Communication and Storage", Prentice-Hall 1995, or Lin and Costello, "Error
Control Coding: Fundamentals and Applications”, Prentice-Hall 1983, and will
not be further explained for this reason. It suffices to state that the k

information symbols of the error-correction code can be used as an
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i nvention, the authorization of access includes access
to content processed by the sem conductor device, e.g.

wale@oder1go such as set-top boxes. Fig. 7 shows BCT/IB2007/051213

flomchart of nethod 700, which gives a first

enbodi nent of the utilization of the volatile nenory
signature for key generation rposes. The nethod 700
starts with steps 110, 120, 125, 130 and 140, which

Ao R ER Yol o BIG 2en "o o U amioqngiugtor gevice
siatlegiretsdgciiv serniedaboctsr devise dandtiob@lityExanpl es  of
suitabl e code books are code books that conprise

nmenber EN®Methedpf the Bresent bveotionistd sheeitieexampiasof a so-called
eh?tge?ﬁ@@"’rﬁé’cg d %Hf&g fﬁcﬂ’%ﬁ& %%Cr%ﬂ‘g%/gt%%n%ﬁd%%eﬁ?%rmatlon, eg.

code ok an
ckelsbrokn mgnpy clatd.\A hase aietaalegltdestmrlptloﬂn okthenthepnpbeétind the use

a n di st ance d t . d bein o
C%{TBSE)@E a?)té’c WPCBSO{QUPIF‘\S;@ | ﬁ% eg[e'r”\émarténgj iHM'Scdg‘I%WgSh’e/d’”g
mu%th§ft8r9m%c@aﬁr/\% éﬂ&'?’r&%nt‘?\%sbﬁé%‘f@émgmc Templates; in

synb The 1 nformati On synbol s are atterns In
theKlicttmteannbNU Nixoe, editdrsePsocdedimgs nf Hie § Gheieterca he Audio

CBP JIBLS A Bt TRAERB AR oBB8. 47 LBALRs btes i
sgoRPuter 38, pJades P38-240, @ﬂr@fgem,ferr@gt pogzcodes is
required in cases where the Hamm ng di St ance bet ween

t he i daften theceods twarg] hass been melRGtedy t@m bity &f theyselgoted code

4 e e ABries BB hfcldss B aRRck@fjrer. ie. onto

siehopd delis tiieen agtiich Sﬁ@sé m‘entmet @I’ts%r&\lr@kﬁfv,ed v s@p 720. The
Control Systens for PI tal Communi cati on and
SNeMsece Iprraay ke seigc d1995theoba$_$ rﬁuatﬁa”'%ﬂ'kﬂrlaosum as bias

JBuRde, SRR G PORERIL e AL (R0 Bt Sower-r
faonditiors wlelabcmayltie dafarmiresd bg: r:epetaang fsdéps H0k 120, 125, 130
|nfcﬁ%t|on mbol s of the err rretlon code can

afwinh fﬁﬁ??%eﬁ% QfﬁVPé‘? %WP W ng access to
parts,:,gf B H¥wsS 8 eROSKHEN: e 8RYhBRs dMSOWH H%pplng function of

speci f sem conductor device functionality
neadeoord nédne b reanstruciady diel owir ibitsaofsqasts fNIOL‘d @)&Qr@ﬂeemapped

Ao 28 528 B BBl B, S EG Biere -
Bfr?ﬂ%@% Zvng}eam eamebmlsi@@eﬂ%ﬁft:thepwgﬂleOfnetnh&yt 8rOk¥own for
reasons of clarity only; typically, larger sizes of the code word 810 and the
subset 820 will be used. Moreover, a subset is used by way of example only;
the use of the complete memory for the identification purposes is also feasible,
as previously explained.

In the mapping, suitable memory cells, i.e. memory cells adopt a bit
value at power-up that correspond to the respective bits of the code 810, are
selected, as indicated by the arrows between symbol 810 and subset 820. The
mapping function may be realized as a table of pointers to the selected
memory cells of the subset 820, which may be stored on the semiconductor
device, e.g. in a non-volatile memory such as a ROM, PROM or EEPROM.

The pointers may be stored in a permutated fashion, wherein the sequence of
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and M Ni xon, editors, Proceedings of the 3rd
Conf erence on Audio and Vi deg, Based Person

Aut henti cation, volune 2688 o% Lecture Notes in
Comput er Sci ence, pages 238-250, Springer-Verl ag,

rorese pbil 0 AcpRABEPelRG AR R8T b "or Mstdince, the

Cﬁﬂsf @@mtmcdegs ho thikibit ©$ trf cddewod he fseednd bofteropdints at the
cells fromwhich these identifier bits are

r@f‘rQ"éfoéBe Cpﬁeéﬂ%rﬁ antoso ¥Re nenory cel s may be
sel eCtEI?erﬂgtl\‘}é]g, 't§bl§l§3"0%bg InleYofthbd €64iéh %.‘b‘ftqae‘% 830 serves
F Epr 0 pOWer-up bit val ue

bi as towar ucn t he
uansl armdsK beeamveplaymf th@ scbséli SQ@mndeeuhﬂesawrﬁxm memory cells

det erm ne epe t'n. te 10, 120, 125, 13Q. .an
576 TaBRBsR enta e T TAted SPRATo QLITE G305 ApHbdn oS e cells
S&QH@ gk hBl §§(§‘ﬁf@tdr§ I@d@l@ﬁ' ‘F’Slnefcat@meam@?fﬂﬂ ré;%lls of the subset

function of code word may be construct ed. f our
b32G thet kavée baen dseteded doe thegpdd word bi mabsleg ghe aftual bit

valug Bf e b o Bedkidward 81 P EARCETh 8 rodhier g Fpe of the

MaBer of tﬁé%.ﬁt%fbvmsﬁoranaetﬁémafuwbﬁtrvlatu)e @mﬂh)é underlylng memory
typically, larger sizes of the code word 10 and’t

sealls dhedpigahle $3bmaystiso bw&t@@dem peaﬂytaé@étforrrs used by

Y ol AR PpPted Gt RPugl thdBafR IRk EL SrdRiliokd onto the

Wcﬁaﬂuleusieync&yplsalnoeobssbntuélh@o NARP pregsens Untvamtich . nextitary equally
cells . nmenory cells adopt a bit val ue at power-u
tfﬁaﬁ' &rﬂ&mﬂ?ﬂj algorithens e@ﬁ&cpﬁvélsﬁijt yithput HeerasHed 8from the

ated by the arrows between
synglglﬁﬁg%%%&'?%s setbﬂggrg The mappi ng functi on nmay
be reaReweningdodiyyab) teoihfqrmativarsynimols loé tise lseleicest! code word
menor ells of the subse 820, b tored on
(e uled Gsninkisy TRUER. by, prheTuncligtatig 3 PeosSmicanductor
'G’ékﬁéé/ f&uﬁé‘ @%rﬁloﬂdéumﬂﬁlbngﬁ?%&k ﬂ@lﬁd@%éﬂﬂ%bﬁow a key
be stored in a permrutated fashion erein

sr@qawadefrompmmwtgd@ouefﬂd tvoitha thee riciemified- b@seérkeng gricoding or
t he code

St o e deastinuat S oS Tng e s HasBE Y as wel as
PsthBE &nod@i Rép-baked Ninctionality. The information symbols of the code
word are assigned to the key in step 730.

It may be that the number of information symbols in a single code word
is insufficient for the generation of a secure key. For instance, a code word
may provide 16 information symbols while the secure key requires 64
information symbols. This is checked in step 735. If a key requires more
information symbols than provided by a single code word, steps 710, 720 and
730 may be repeated until a sufficient amount of information symbols is
obtained. The obtained information symbols (IS) from the different code words

may be assigned to a single secure key by concatenation:

<key> = <IS word1><IS word2><IS word3><IS word4>



7th bit of the code word and so on. Alternatively, a
bit table 830 may be fornmed. Such a bit table 830

wee0was1as a nask or an overlay of the subset BRDIB2asm51213
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identifies which nmenory cells are mapped onto the
informati on synbols of the cogde word. In Fig. 8, the
cell's of the bit table 830 tHat are labelled "T
indicate the nmenory cells of the subset 820 that have
been selected for the code word bit mapping. The
actual bit value of the bit of the code word 8 10

typde addrivpletion hef ooy tgerferation, vibeu Repfis thade abedilabfe to the
the bit table 830 and the power-up hit val ue of the

uHfaidey el dmth oGP c €99, WhH@ et ni‘%FRﬂ"ég glgochery ial steresk on the
t

SN BB HEVER, B8, 7o Lot RS PSS, Hidrer i

menich\stéss b0 aessAIt a@ exaerutda isonatseritical anenayodeviate from the

equal ly fe nappi n | gorit.hns be
RO ORI Figart img e A oneS, BeCkPh oS TBpOsTavaiable to the
pélﬁ§f?j@twbﬂ€! eﬂWe nﬂftiwtﬁ‘?bH[tﬂid?'S the denflcorfdudi®edevice that facilitated

i nformati on sy sel ected code word are use
abis Irt@nkreymcetqomr@d disabdetve efqinclesvopdd tin step h&0 to prevent
sem ondu device for its, operati

. h .. o
h%rl%ﬂq[ P@ﬁlﬁ&gaier@g l%:ge%,se}q Clgﬁy %e qs usjrqg@n of the circuitry

frﬁ@?lbéeéi‘fédt@dmblh@ oW desti@dition tathiiglies, e.g. the blowing of fuses
i dentifier-based key, encoding or decodlng of data

dormendustive pathswgritigat feethedeemmunigatipas aad iseyon, sandueay include

e BE I L, B TRGRR L S KRR S ins Bts grerd 1 resent i
therdis@yei n step 730. It may be that the nunber of

informati on synbols in a single code word is
| nsuf f [ @Y mayr be Rradaenvdiabiele He %P@'Q@d’l’@’@@?&/a nstified form,

ﬁbﬁf%\/\h X Y)Bﬁéj k%Yhé’tﬁQ?ﬁe%%rét@d ngz[ﬂ ﬁ? ?rgpla%%ed on the

secu key ures 6
s@ebhﬂer i.@hthe pra/ad:dﬂteye'ﬁhe the:drg;mf 'sasurlﬂyfsystémsy using both public
ires rrg(re i nf ormati on,_synbol s, .t han prqwded

|REIVatsy eXSr e qugggnqtrlfoengry@tlg@],d IS7 3¢ Inlﬁﬂ)pv% t% %e skilled
f&&@éﬁ AJUAN 'tr‘]er@fo?éfrfdt %b@f[lﬁhé‘r”&%lﬁsééfd i nformation

I's I's obtained. The obtained information synbols
(I S) fThﬂnﬂlOM@hartf ok meathod @09 ﬂershpwmyn dg a®silgmedstrates how
afunctlé%a‘?ltys 6Fa rs%mklc(:e ndb%to ocpecwt e{ﬂmatt requires a key for its operation can
benefit from using a key as generated in method 700. Method 900 has steps in
common with method 100, in particular steps 110, 120, 125, 130, 135 and 140.
It is emphasized that in the case of method 900, all these steps may be
executed on-board the semiconductor device, which in practice means that
adjustment of the temperature in optional step 130 is not feasible unless a
heating element is included on-board the semiconductor device. This,
however, is not a preferred embodiment.

Upon power-up of the volatile memory, or upon waiting for the memory
to lose some of the predefined bit values stored therein, the method 900
further comprises the step 910 of retrieving the key generated by method 700.
To this end, the mapping function saved in step 730 is used to retrieve the bits

of the code word, or multiple code words if the key includes information



10

15

20

25

30

<key> = <I S wordl ><IS word2><|l S wor d3><| S wor d4>Upon
conpl etion of the key generation, the key is nmade

waearhasibe to the outside world in step 750, whCT/BWom051213

mappi ng function is stored on the sem conduct or

device, e.g. in a non-volatile nmenory in step 740. The
order in which steps 750 and O are executed i s not
critical and may deviate fromthe order shown in Fig.

Zﬁ}{f‘g&ggffmwetﬂﬁéew gisﬁrﬂcﬁ? i&?&ée ﬁqrﬁ%@S@at}‘lﬁge@étgd H)erﬁgr% cells of

steel ahatle ahemote of gt sbmicdntictdrtddvesk. tTHesretrieved code word is
comuni cation is disabled, e. destroyed in step_760

: . g. )
t¢eGadedelet reliiRNe His infemaian pabglsi of g eeieyeord oTypigally, the

tr ' of LI et e ecte ;
%Cr? gTrﬁogv\t%ﬁd edgﬁ%régt%so ner{c;e}g%oﬁlf%cg@g, tpe{? gﬁ éﬂ?%emg{rév\ﬁ]ggradlcate
adiffereess ibetween dlod ipoevepalphgaloes tof diad idemtifibe from the code word

conmuni cat | on nd so on, and may include the
daEBorad Exgatifiy3Rge eAPssehe BRI e cosie vasdesan be
V6 écE)rlréHtééede {2 IMRSrAVRIoR: syriBolsedar™BY B&idVadefrom the error-

available to the outside world in a modifie form
ecayredted codefwond dfthe ammicg listanoatbetweegre diee dtitedalues of the

f k d i dentif.] i.e. th
eiSed O RER Py 76D Arbfiti, Myet sietaf fgmytase cells
AHbStES 1200MhiiRICIBE®Ydoed nét exdaadMBkr diStaPBe d/ Ris @rwell-known
is well-known to the skilled person and will therefore

riettheeskillgd: persoqi Staps8Ed is mreatedwotibalt indermetianosyrobals of the
in _Fi {4 at how functionality of a
xﬁ%}%ﬁ%@& P %gvg%sggﬁd;fo t:hgq@slr' es a key for itsy

oper atlnostepa@20h)enefkely i§ rusedusi értatie kpgratrgentieak@ddependent

nmet hod 700. Met hod 900 has steps in common wth nmethod
1f909t'<?riﬁ“ﬁérqfi the ajerglp@@@uqqrp,deym. Assprevigysly xpigiged, such
eyt RRNESLE Ycbltl oAl £ fincatons
switihh dbadket, og.gd elatz econvinunicationpreaver itbe imesrnst,t vextfication of a
adj ust ment of the tenperature in optional st 13Q i .
TRUNRUE PP doeRY el B\arSga: S HGNGI R MEREo9S 19 Repaemted with the
afsyPaRE Sot 5, SEAORENEEOValdRYibR ®f al REY prEA¥BY §fom ithe outside
not” a preferred embodi ment. Upon power-up of the

wgbEdi | e menory, or upon waiting for the nmenory to

| ose sgire, oL iD6r PR} RG] tn 18k 488 SR BSLhOS Wb uhich is
shown by way of non-limiting example only. In step 930, a further key is
received from the outside world. The key based on the volatie memory
identifier and the key received from the outside world are compared in step
935. If the keys are identical then access is granted to the secure parts or
functionalities of the semiconductor device in step 950; if the keys do not
match, such access is refused in step 940.

The further key may be presented in an encoded form to prevent
unauthorized parties getting access to the key by eavesdropping the
communication of the further key to the semiconductor device. An example of
providing the further key in an encrypted form is to request the generation of a
random message from the semiconductor device, encoding the message with

the further key, provide the further key to the semiconductor device in the form
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further conprises the step 9 10 of retrieving the key
generated by nethod 700. To this end, the mapping

wo evvciiiam saved in step 730 is used to retri evECT/IB2007/051213

bits of the code word, or multiple code words if the
key incl udes infornationsynbg*i fromnore than a
single code word, fromthe s cted nenory cells of
the volatile nenory of the sem conductor device. The

 Fiibp RAECARE kBl 470 BRESAEHS hssfobk . ey prasa on the

deémﬂﬂlérgrcﬁ'h eﬂ@e QoleiEre m@mcﬁ%rlﬁth@@éém m@ssdge C@Kﬂ@smmdé to the
to eradicate differences between the power-up val ues
JReNdaE MessRgE iasr ciackrtin Step dsowdial furHshikey iaribe same as the

%%%%g%&goﬁttﬂge%enﬂﬁé’ﬁ?ﬁdﬂ Gh¥- v %ﬁﬁl‘ C?r#ér%%/t BﬁdCQ&?‘ess to the

error-corrected and
ssemhicbadeetor bevicetmag\oedgfanted irhetegr 950 .clbris emmdasczerdiethat this
rd if the Hamﬂ@odl st ance between the b|t vaI

es of
-CUNBMNGARGNBIAOCQ | 1P KNS P& Se2@Nsh inat N s #”OW” secure
V&ian%gnrc%'hbhgyrsﬂ)cHsomé @aasn;ﬁf?éds?olé Nirsiee (?%th@é, step 910 and
met hod 900 as I's

, does not exceed di stance d,
vig30 nayohe peasfarmedsiki ahm)eﬁarimuia]srordSt gpr nstanées the execution of

d | | f f the k
"SR5 R Dtnte e tidasrery b B RSN BRg tulthe! G561 Ypd BB0.

key i sGHR&IIYOiteBaDlcPerpi e tRAl B Réyt&aﬁ]smm@w@ﬁﬂm retrieved
functionality of the sem conductor” device. As

peasie waedsy aévdpuhgu fueher ey fe¢eived fronuthe guiside weedutieresent, is
t
RS b, e, MoR S Tr P SEBI AT Bevice upor

| cureplegbn werthel @@éramnofofatrﬁ; g@twr&roufedafmr&m@hmms) to avoid
nmessage, sSignhing a rressqyge to be transmtted wth

KeYaURerizesl aacess: tonihg %J@Iwaydaenw%neraterée@y deletmg the
Iattgff&ﬁéﬂ%mgeﬁgﬁlnﬁ%mwg&%é\% tﬁe net ho ag%é,tofﬁch

i s shoMm t@mhmyrrm‘ntn@i la msecog esemidomdantoy. devict ed000 is

a fu key is received fromthe outside wo
R RSN 8 o EhaebORironduRer rISfoa ol has a
té}%cé%rr QQ‘?DV%@H fvﬂﬂBP]t e WHE ‘i':%rr‘(é’%flbrﬁ1| éﬁé‘ocﬁﬁgpﬁﬁﬁddecodmg
in step 935. If the keys are identical then acCess is

rlgatitbong, b.et the @Igoutrhenqmrg@neratmmd aiaeving e odde mords, are

TR PRl T Rl el e Sl 3 BE €08%ive 10 an

external signal source (not shown) for generating a key in accordance with
method 700 of the present invention. Alternatively, the processor 1010 may
generate such a key on the first power-up of the volatile memory 610 only. The
processor 1010 is configured to instruct the controller 620, which may be
embedded in the processor 1010, to retrieve the identifier from the memory
610. The processor is further configured to evaluate the identifier and map the
bit values of the code word generated by the processor 1010 onto suitable
identifier bit values, i.e. onto suitable memory cells.

The semiconductor device further comprises a non-volatile memory
1020 for storing the mapping function of the code word bits onto the memory
cells. The processor 1010 may be coupled to an output 1044 via a destructible

communication circuit 1030 for communicating the generated key to the output
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The further key may be presented in an encoded formto
prevent unauthorized parties getting access to the key

whyoogavasar oppi ng the conmuni cation of the furep¢PIB2EN51213

to the sem conductor device. An exanple of providing
the further key in an encrypt A{j formis to request the
generation of a random messagi fromthe sem conduct or
devi ce, encoding the nessage with the further key,

P4 S5 RS kot AT R0 S 95 i gh g
véstdmplee clpribe asvatie tibsed dﬁthiel digeal ;ﬁdthrfrdrhehe/@lr@deslser 1010
menory. |f the decoded nmessage corresponds to th

rtQﬁB@rﬁ%@étsE{fé’f &4h %’H@%ﬁdeﬂr@ﬁt'@ﬁ tggignlqpﬁ% anpoHéllly Riapiicable.
" ed vo|y2?ﬁ$ BinrhlfickEdn RATEH 1‘1’%0t A bged?éégléﬁ é)r{cfaot'ﬁ‘e key has

e nenory and access m con
deaerceomenunicated dmtf&zdowtpuisﬂ@# 950 It | s enphasi zed

that this ke catin r ot ocol kno er .se,..
ol ¢ IS RSSO oI C & (e 1o RHaa st PO b g ction that
ggegu%é'%héydéﬁtﬂ%rma%ed' Reyt NEG RsBIReS thét;%c@ss%@ AND may be

be performed in any particular order;
i crmmiﬂd:m an m@mm flooneasfivisg epfustheo kaaywbnshtmag @erlecencoded
Qn of .the f

h K
Brbr 351 Frfoidtt SntoidBreddt i Pitbdsh, 2 oRuRptizinggaccess to
f sroradiée fliritiohansg bfaRE &eyMEstiduciiddévige 7B0b NERe edcessor 1010

received fromthe outside world if present, is

rr@ﬁm\k@dcorglgglrecaéq a4psd fegeptien od e fqrtj;mrtkmg retrieve the identifier-

TSR REL o 137 Yo Bal Bl IR The JhodPin bR 81dr88 in non-

urtﬂaltﬁlbwnemed/ @02@SFo this tha, K@Vﬁ@besé’dﬂ 0 108ig d@fhflgured to force a
i npl enmented by del eting t he keys fromthe nenory in
VPRV - Wre?f epgded hyem PoBeFSioNn [fyequise@Of the \Q\@;&g,rﬁgﬁpry 610

u r 1
G BRI a2 BBhANIERGTis AhERd RPDelrBy8TETRl Efed of the
ampnmxrysswhs 0 a]:ﬁom:anmbl efitht thee enaigping ofunetidn.oAlternatively, the
encodi dec orithns, I
FpCeuE, P SR Plofedehiy Hhurass GO RAMDSLr pbtE memory
| iRt %’f?r@ﬁéﬁhéd’bﬁ%m%@c an@ﬁsﬁﬁ@%&%ﬁntr%ﬂeﬂ@m réfieve the bit
respon3|ve to an external signal source (not shown)
\(ﬂlu@@frerrathewgleanckreﬁ’i01mammdam@a\mwtthemaahpldgfoocmﬁn after a

t he invention. Alternatively, the processor
1@fd§F @%@(erate such a key on the first power-up of

the votigd pbtece¥e8PN P16 isoffiduted t9R1ecode the retrieved bits from the
memory 610 to retrieve the information symbols of the key and to compare the
key with the further key received from input 1042 in order to grant access to
the key-protected parts of the semiconductor device 1000 in the case of
matching keys. It will be appreciated that the processor 1010 may alternatively
be configured to operate other functionality that requires the use of the
identifier-based key, such as data communication encoding and/or decoding.
Finally, the processor 1010 is configured to delete the key and the
further key, if present, from its internal memory, e.g. registers, or other memory
after completion of the comparison.
It is emphasized that the aforementioned software-based embodiment

of semiconductor device 1000 is by way of non-limiting example only; other
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processor 10 10 is configured to instruct the
controller 620, which nmay be enbedded in the processor

wamo/111eo retri eve the identifier fromthe menpCyIER0WM51213

The processor is further configured to evaluate the
identifier and map the bit v es of the code word
generated by the processor 1 O onto suitable
|dent|f|er bit values, i.e. onto suitable nenory

\8/%||n‘15‘({}\“?§ %g;ﬁ%?ﬁ&{@;%wﬁ@n}“ Cﬁ%rfpwrgﬁjg ?rﬁgféﬁ}i%ﬁ%ﬁ ge?*roar correcting

ferﬁwdleonarmf dbb@d@lodsmdﬁ@f depidasedndatat tmmeimgationeéh&yption or
The processor 1010 may be coupled to an output 1044

Viecryplins blogks i Qﬂ@%@rﬁﬁﬂﬂWéﬁq mwemqn&@ﬁ compaatep pf the key and
gﬂg‘ﬂpﬁt‘gt%meg nﬁue%:é@g{@’gﬁ fe%s&d” OSHEH l1Fn%>@e“h"fent£*ﬂ§ns are
namown pet sa gndmﬂmb’ebe @mrmrla@Id)med\/&irl reaémef h)revttyle

Toaa: 1o OId, HwROMES 1l o PR e iTaBE  as mbBR ARy lustrate
Aoharapbl i TS S on! By G0STHBSEKIRA et 1APES able o

be di sabl ed once the een comuni cat ed
td&sugmmany ajmnatNEen';tnodmersthMﬁmt@iep@rtfng fromr the scope of the
conf i ed t.0 pe C}bma function t requires

RtecddslarkepE Bintnstih e itents  Pidose slfter between

%mw&@sc@mheﬁot ob@ncomfttliedl 042 firdftingeaBe Vicma The word
further key, which may be in encoded form as

picenIRsisélg) dogsi aphexciude the meesrncsogielemenis s rstepsgther than

T L L S
upaiude teppreseree dhe plurdineof kegh él@ﬁ]@ht%vél'ﬁé‘lmventlon can be

identifierbased key fromthe nenory 610 usin

nEpemENIeGneY ineeans ef @ardw\arﬁoepmenﬁﬂgﬁ@v%ﬁ §t|rmfg;ements In

TtﬂetJE\ﬁceeE%mté?%nﬁ’ér‘éﬁﬁé%%gega@ m&ans s%Q%FéIQ}f.rtﬁéisé fheans can be
rce a power-u ed by a power-down if

regbodied, bwbne devtblleasarhe iteemorf Yra6dvidreafTher mete ¢dcttthat certain

controller 620 is. tri ed to retrieve the bit va
Greerdesdsrgoted iUl edadat SeReiHont A8 gy not ndicate
fﬂ%ﬁ?é'c‘éﬁiblﬁ%ﬂcﬁ{ Sthb¥€ headufes BAME T iseklh 4h ﬁB\YarﬁSge
configured to programa DRAMtype volatile memory with

a predefined bit value set and instruct the controller

620 to retrieve the bit values fromthe nenory 6 10 in

accordance with the mappi ng function after a
predefined del ay.
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The processor 10 10 is configured to decode the
retrieved bits fromthe nenory 6 10 to retrieve the

w0 pdooninEpe on synbol s of the key and to conpar ePChEB2ey051213

with the further key received frominput 1042 in order
to grant access to the key-pgﬁiected parts of the

sem conduct or device 1000 in e case of matching
keys. It will be appreciated that the processor 101 0
WﬁﬁAﬁh ernatively be configured to operate other
functionality that requires the use of the
identifier-based key, such as data comruni cati on
encodi ng and/ or decoding. Finally, the processor 10 10

i5 conhi Geinadl (300ePEfe 4100 %Q) BhPaneEANg @Reidendier from a

rerieRAgtor detfeq (800 OHPRSIEREDdipfe TherhG 3679)°aving a
| pluestiphakmeeatbry lcelis,tthe neéthod wentprisired sof t war e- based

L T R AR —
| BT A0EE irHErak t%h/a?iahgﬁgwﬁfh%'r‘nfﬂ%ﬁﬂﬁﬂﬁr%dof the memogacell ;

error-correcting encoder and decoder, and/or key-base
dévla cetmmrwing at2@rthemseypoirandom kit valupsifoom @it dedst,a subset of

d/ or har dwar e- i npl.enent ed conpar ator of the key
gﬁ& F)?W@ﬁ?yu?aftrrﬂgmok%&%"@?@r esent, are equally feasible.
Jesh | geneamny Bid MBAtIREreTrdfAME réefieveé¢ bRrNdIuEsl | not  be
further explained for reasons of brevity. It should be

noted that the above-nenti oned enbodi ments illustrate

rqt her i m IV ' t. . o
i1 & TaReATo9, SF 708, 800} B8 oleEg i e hofither comprising
aleceiviral aM ddemtifierigepieistion Fduuigist digpal;tan pbrfominbesteps (a)-(c)
scope of the appended clains, In the clains, any

riBfresRense 9 thrdeppriidfOiRAIdENabar ent heses shall not

be construed as limting the claim The word

"conprising” does not exclude the presence of elenents

03. st edsnethbdrag blEamedos eldinst eat 2 nwhediraitme sidpe ofveadsing the

"a" or "an" preceding an elenent does not exclude the .
oreaiine ol B ST B Olesitg i rp s ioergor bl vales Comprises

| SRERA PO GR VOBl TALAFRYL €d by means of hardware
conprising several distinct elenments. In the device

cl ai m enunerating several neans, several of these

o KBRS SR P gl B3, LB, Lo !

Lgfi |t ﬁtgiei:é;tegldf Walusingdihlef @eaitry dene nd esufledh BiurdfgSof pseudo-
random bit values comprises storing a predefined set of bit values in the
memory cells; and

delaying the retrieving step to allow some but not all of the plurality of

memory cells to lose their predefined bit value.

5. A method (100, 500, 700, 900) as claimed in any of claims 1-4, further
comprising:

repeating steps (a) and (b); and

wherein the step of generating the identifier comprises combining the bit
values retrieved from the various repeated steps (b).



10

15

20

25

30

that a conbi nati on of these neasures cannot be used to
an advantage. CLAIM5S 1. A nethod ( 100, 500, 700, 900)

wotoogarae@t i ng an identifier froma sem conducPOr/1B2007/051213

device (600) conprising a volatile nmenory (610) having
a plurality of nmenory ceIIs,yéye nmet hod conpri sing:

(a) causing ( 110) the nenory-‘cells to assune a
plurality of pseudo-random bit val ues inherent to

15 ARl 106, 36 R, AR 5 S P s 0
fara{tark e@sdatad sighrediffefert powerwipalditagesffont@nngmory.

cells; and (c) generating the identifier fromthe
retrieved bit values. 2 . A nmethod ( 100, 500, 700,

9p0) ag rﬁétﬁb&?‘fjoﬂ),ns(ﬁ,%ﬁ‘ éoofég EI%%e&WI%;rﬁ@& 6, wherein steps
receiving an irdentiftrer generation request signal; an

p@@) bodr(b hgrestepreatddat ditferant terappatsrest o t he recepti on

of said signal. 3. Anmethod as clained in claim1l or

2, wherein the step of causing the nmenory cells to
%.SUWA%B{HHdapGO{ %O,pﬁ@@,dgf)@)a,%l@"&hh}héd ;ﬁ'éﬁﬁofA the preceding

conprises powering up the volatile nenory.

nelaints) faghet admpdsing assigmng (660 thenaendfier ta Hee semmiconductor
of causing the nenory cells to assune a plurality of

ﬁ?@ﬂﬁ% random bit val ues conprises storing a

predefined set of bit values in the nenory cells; and

del aying the retrieving step to allow sonme but not al

o3 t heA pnethadi (1900b0REABrglaiBwWd K apy 0bdke PRevipus claims, further

BRI 0 ey o ede, 500, 70

conprising: repeating steps (a) and (b); and wherein

the step of aenerating,the,identifier conpri ses

coi i ethad (BPQ) aelaiaed &t ¢l 8q furtencoRPrisdd ous

r epeat . 500, 700, 900)

as cl all‘s%%@bﬁﬁ%gfg?d%%fas\%hdgﬁ%%}ﬁﬁggse]p%&( a) and (b) are

r epeatiddntifyinggthei $dreicentiugtoneevicp byotdragesng ¢53@)hsaid retrieved

{Iﬁp&%q{go otﬁegfetqry]a%gp\gq ﬁgg@tg%gg ' in7810e’ d%?a%as%s a%ldaiserﬁggting the

identifier that has a best match with said retrieved bit values.

11. A method (500) as claimed in claim 10, wherein selecting the identifier
that has a best match comprises determining a difference between the
retrieved bit values and the identifier.

12. A method (500) as claimed in claim 11, determining a difference

comprises determining a Hamming distance.

13. A method (500) as claimed in claim 11, wherein determining a

difference comprises determining a bit drift value.

14. A method (700) as claimed in any of claims 1-7, wherein the

semiconductor device (1000) further comprises:



(a) and (b) are repeated at different tenperatures. 8
A nmet hod (100, 500, 700, 900) as clainmed in any of

wo b@7praeedi ng clainms, further conprising assiPOi/MR0§7/051213

10

15

20

25

30

160) the identifier to the sem conductor device. 9 . A
met hod ( 100, 500) as clainmed, jn any of the previous
clains, further conprising stdting ( 170) the
identifier in a database. 10 . A nethod (500) as

- Gat apel BT Felhird L Yo SR 2 JRIYE 6F Infbimation

sgmissls doicitpopslatibee by conparing (530) said retrieved
bit values to the respective identifiers in the
dat aba®eodipyt §H)40t ¢ t he identifier that has a best

Coh i . ; : . .
(500) el SPU0) 165 eRERIng oy aiEfie g oTRLP044)
i dent i theemetihad funtter @obgsisingat ch conpri ses det ermi ni ng

a difference between the retrjeved bit val ues and the
[ dent i #TPHKING 8 TMIY 1aRGE WeFstS) S26N Qosienord Forapesig 2 further

@ure‘i’i?ﬁ 8f iRFdrhigioR S(%,ch%;ence conprises determning a

nm ng di stance. 13 . A nethod (500) as clained in

cl ai m Selectidigeorse ar oere codaiwayds fronf ther fantly; conpri ses

determ nin bit drift, value. 14 A nmeth 700) as

cl ai neca*epﬂrg%ﬂgp k?y grlogriw &ﬂse T_fgr’m%p& gyrﬂgglﬁeoqfc{hg one) or more code
swoidepaAYct or device ( 1000) further
conprises:functionality requiring a keg@conpri sing a

pl ur al Mekingf(7#aJ henay availeplepen the eutput 61 Mddrand on, an

avar | a1 el e e indfirer Brefla 720

aBppingi faactie euclkithgt eadrabitlvalwd of dee onersismoe@ebde words is
code word conprising a further plurality of o -~
i MEBPAAIANGD ashRsperidve sareetyi ¢Rll A Whichor Sorg§gROR@ g Jdentifier
fy. NBYAR ating the key fromthe informtion
S@%Pg?ﬁ&ﬂ%ﬁé{%n@oﬁr nore code

saving (730) the mapping function on the semiconductor device.

15. A method as claimed in claim 14, further comprising modifying the key

prior to making the key available.

16. A method (700) as claimed in claim 14 or 15, further comprising
disabling (750) the means for providing the output with the key after making
the key available.

17. A method (700) as claimed in claim 14, 15, or 16, wherein the step of
creating a mapping function comprises creating a plurality of pointers to the

respective memory cells.

18. A method (700) as claimed in claim 14, 15, or 16, wherein the step of
creating a mapping function comprises:
creating a bit table (830), each bit table cell corresponding with a

memory cell of the at least the subset (820) of the volatile memory; and
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wor ds; and maki ng (740) the key avail able on the
output ( 1044); and wherein the step of generating the

wo d@ntiifiper conprises creating (720) a mappi ngPCTIIB207051213

such that each bit value of the one or nore code words
i s mapped onto a respective qggnry cell fromwhich a
corresponding identifier bit lue is retrieved; and
saving (730) the mapping function on the seni conduct or

compr 1RGPS G BRRE oL JETE i \b Eubindiing, e Bfsence o
aai dorldlsponding. mémiaey beltin(theGhagsing lfamdetieeh. i n cl ai m 14

or 15, further conprising disabling (750) the means
for providing the output with the key after making the

k avali : : ) [ in.elai
1 TR hERbE (00 pa ETRP B bR 1T dehelf B Step of
fereatingga mapping Sesctioneadmpiises ¢reatiad atperofutpimmtadisfara set of
the respective nenory cells. 18 . A nethod (700) as
cNEMEY CPYS-cl ai m 14, 15, or 16, wherein the step of
creating a mapping function conprises: creating a bit

tabl e (830), each bit table cell corresponding with a

nZhor yAceldthad (209)abs| eéned hin sarhseaf CBIDE df7t tvénerein the

| ati| 3 i di h bit tabl Il with
Sateondydr Bripe Lo HinbertuBitestor the - oo "
corresreaa%mgg;a@ww@e!d Ry tdoenprdd Ng bw&tﬁyggf idfdrmation

. A nmethod (7 as claimed’in claim14, 15 or :
vienRkola fermits @perption; attkat i ng a mappi ng function

ronor v a6 sech 26 MBiE e B Fal s ¢ G, rgpre code
olveridssirdm7a favity ef Bodd evaresionts despcdtivd it vatués dOOEY identifier,

further conprises: functionality requiring a key
c%?ﬁ?)’\r‘i?oﬁ%\doﬁj PPMPHPINGYA yrthen PBIraky H“fgﬁfﬁ%fdﬂr!ssyrﬁtao'ﬁi S

Sgﬁzggk%mgﬂgwoﬁ”{nﬁg?gb@gﬁ%mti on for mapping the bit
retrieving (910) the one or more code words from the identifier with the
mapping function;
error-correcting the one or more retrieved code words;
creating the key from the information symbols of the one or more error-
corrected code words; and

operating (920) the functionality using the key.

21. A method as claimed in claim 20, wherein operating (920) the
functionality comprises:

receiving (930) a further key;

comparing (935) the key to the further key; and

allowing operation of at least a part of the semiconductor device if the

key matches the further key.

22. A method as claimed in claim 20, wherein operating (920) the
functionality comprises receiving encrypted data; and processing the

encrypted data with the key.
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words froma famly of code words onto respective bit
values of the identifier, each code word conprising a

wo ewovheropl ural ity of information synbols; theP@EiBROG/051213

further conprising: retrieving (91 0) the one or nore
code words fromthe |dent|f|ﬁg)mﬁth t he mappi ng
function; error-correcting t one or nore retrieved
code words; creating the key fromthe informtion
synbols of the one or nore errorcorrected code words;
and operating (920) the functionality using the key. 2

123.A nkt hghes s atlaied ninclokim 280, whereihn o@@@rtmgl 920) the
(920), the functionality conprises; recejVing a

fiupetenalife yeoraryigasr |9H@0Q'995§jat9né"”ﬂb)ﬁh@okQShea'ﬂ ri{r@,@?mlttlng the
6o 3j | owi ng operation of at |east a part of the

sem conductor device if the key matches the further

key 22. A nmethod as clainmed in claim20, wherein

r at the f nct rises receivin
p{\éﬁet&séags Ao G5 ELaT 2 (e e BP RS la0cia &g [360) the
t grgﬁéwm jtlmedlnclalmZO wher ei n
op ratl ng (92 t he Functl onal ity conprises encoding
data with the key; and transmtti ng t he encoded dat a.
4 A t hod | ai med jnclaj f.urt her
oiror | A SR R 1 Bk o0 B0 Crpeshber at i ng ¢ he
f unct l@OéﬂahFere%rY&ﬁ@mm@é‘f)ﬂtﬂblltﬁ}%ﬂrﬁ@mb@ﬂ@ellslgﬂa)

conprising: a volatile nenor 0) havin
pl ur al @ EpnEPllere(@z0) Q@@rﬂggreda r%i”@b@bt from| étr le@gb@) subset of the

OB o P 4RI b RS ALBRf e B rancions

risis paioks ehepeeidorariatidosnrbite mibrosteudtinecsfeehe ni@mory cells.
variations in the mcrostructure of the nenory cells
26. A sem conductor device as clained in claim 25,

Wer ei R sbAfcGRINCH deificd Ss claimed in claim 25, wherein the controller is

configured to retrieve said bit values in response to a power-up of the volatile

memory.

27. A semiconductor device (600) as claimed in claim 25 or 26, further
comprising an output (644) coupled to the volatile memory (610); and wherein
the controller (620) is configured to provide the output (644) with the respective
bit values.

28. A semiconductor device (600) as claimed in claim 25, 26 or 27, wherein
the memory controller (620) is responsive to an external identifier generation

request signal.

29. A semiconductor device (600) as claimed in claim 25, 26, 27 or 28,
wherein the memory controller (620) comprises programmable memory means

(622) for storing the size of subset.
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configured to retrieve said bit values in response to
a power-up of the volatile nmenory. 27. A sem conductor

waolew7ae10600) as claimed in claim?25 or 26, furPChEs2007/051213

conprising an output (644) coupled to the volatile
menory (61 0); and wherein t controller (620) is
configured to provide the out it (644) with the

respective bit values. 28. A seniconductor device

(85) RoofBLTBLSED ST, 35, Bhvh JI06EL 2 o e

| heniory | @int@tiBer(8R0PNs rey ivesitgnal bo@ﬂiar‘{*\ scan compllant test
senm conduct or devi ce (600) as clained in claim25,

28ceess 2BortnpRMEglier t (S0esRiiguremht tooPregesse s external |dent|f|er
gﬂémfrbﬁ&?r Eg@ggl e menory nmeans (622) for storing

size o0 0. A sem conductor device (600) as
claimed in cI aim 28, wherein the nenory controller

0) js responsive to a ary scan conpliang te
2E oA R TICBaGEY CevicRelOpDs g ¢ lmein it GTioancd Phefurther
edep ,nsqh identifier generation request signal. 3 1. A
sem cond%ctor device ( 1000) as clainmed in claim25 or

26, fmnbetpud:()‘rﬂﬂéi)sl ng: an output ( 1044);

f unct iring a .
ol ur ol Egttaih SR TEaNTEY, A kP cBaTirE S BlirBlif S nformation
nBanisol§ IGHitdopdratiogener at | ng the key fromthe

i nformati on Sén‘ools of one or nore code words from a

f ami | yneang dde1Qofarsgenasating the dep)frasrthgentaraating symbols of

aRROf Bare B Mos? froRRaRRly bECade WorfRies o1 The

i dent i hieahs (#0T®)rfor gbagratiag EEMaPPIng LB26on forrmappmgrtge bits of
t he mappi ng function; and extracti nﬁ means 10 10
fie CEB@thdEPT%QOQ%WOR%%/mFﬁOdﬁﬁPﬁ@M% yalpes of e iHept

mappi ng f4MNGLLAR- g%in &uﬁ?ggﬁ%g%‘% gt ‘i’ﬁé”rﬁﬁp&ﬁg function; and

clainmed 1n clarm conpri
extracting means (1010) for extracting the key from the identifier with

the mapping function.

32. A semiconductor device as claimed in claim 31, further comprising an
input (1042) for receiving a further key, the functionality comprising authorizing
means (1010) for authorizing access to the at least part of the semiconductor
device, the authorizing means comprising a comparator for comparing the key
with the further key.

33. A semiconductor device as claimed in claim 32, wherein the
functionality comprises an encoder for encoding data with the key.

34. A semiconductor device as claimed in claim 31 or 33, wherein the
functionality comprises a decoder for decoding data with the key.

35. A semiconductor device as claimed in claim 31, further comprising

means (1030) for communicating the key to the output;



i nput ( 1042) for receiving a further key, the
functionality conprising authorizing nmeans ( 10 10)

wo or07aibor i zi ng access to the at | east part oPCT/IB2007/051213
sem conduct or devi ce, the authorizing nmeans conpri sing
a conparator for conparing t key with the further
key. 33. A sem conductor devi as clained in claim
32, wherein the functionality conprises an encoder for
encodi ng data with the key. 34. A sem conductor device
as claimed in claim3 1 or 33, wherein the

f3gct | Argdmicyngeetor ideeReaasiatgiffyd froiclaitecsdl] npedsihathe means
with the key. 35. A sem conductor device as clained in

d19399@"PO”FUH@ﬁé?n&gﬁbk¢%ﬁﬁbpﬁ@@ﬁ§ ( 1030) for
communi cating the key to the output;36. A

sem conduct or device as clained in claim 34, wherein
the neans (1030) for communi cating the key are

di sabl ed.



