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FIG. 1

receive indication information sent by a network device, in which the indication 

information includes HFN information

determine a HFN value of a PDCP entity based on the HFN information
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FIG. 2

receive indication information sent by a network device, in which the indication 

information includes HFN information

in response to an applicable condition of the HFN information being satisfied, determine 

the HFN value of the PDCP entity based on the HFN information
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FIG. 3
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receive, based on a system message, indication information sent by a network device, in 

which the indication information includes HFN information

when  the applicable condition of the HFN information being the SN value, in response 

to the applicable condition not being satisfied and a difference between the SN value 

corresponding to the PDCP data packet received by the terminal device and the SN 

value of the application condition being s, generate updated HFN information by 

updating the HFN information based on the difference s
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determine a HFN value of the PDCP entity based on the updated HFN information
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FIG. 4 

 

 
 

receive, based on a MBS control channel message, indication information sent by a 

network device, in which the indication information includes HFN information

when  the applicable condition of the HFN information being the SFN value, in response 

to the applicable condition not being satisfied and a difference between the SFN value 

corresponding to the PDCP data packet received by the terminal device and the SFN 

value of the application condition being k, generate updated HFN information by 

updating the HFN information based on the difference k
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determine a HFN value of the PDCP entity based on the updated HFN information
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FIG. 5 
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receive indication information sent by a network device, in which the indication 

information includes HFN information and an update mode of the HFN information

in response to the applicable condition of the HFN information not being satisfied 

generate updated HFN information by updating the HFN information based on the 

update mode

61

62

determine a HFN value of the PDCP entity based on the updated HFN information
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FIG. 6 

 
 

receive indication information sent by a network device, in which the indication 

information includes HFN information and MBS service information

determine the HFN value of the PDCP entity corresponding to the MBS service 

information based on the HFN information
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perform decrypting or integrity verification on received data corresponding to the MBS 

service information based on the HFN information
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FIG. 7 

 

send indication information to a terminal device, in which the indication information 

includes HFN information
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FIG. 8 
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send indication information to the terminal device based on a system message, in which 

the indication information includes HFN information

send an applicable condition of the HFN information to the terminal device

91
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send first change indication information to the terminal device in response to an 

information change in the system message other than the HFN information
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FIG. 9 
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FIG. 12 
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