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of Related Art As our society is increasingly electronically-connected,
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5 More specifically, it relates to methods for enhancement of digital images, fast

directional convolution and fingerprint-oriented ridge thinning, matching and

identification of fingerprints.

Description of Related Art

As our society is increasingly electronically-connected, automated personal
10 authentication becomes more important than ever. Traditional techniques, such as
those using personal identification numbers (PIN) or passwords, will not satisfy
demanding security requirements as they are incapable of differentiating between an
authorized person and an impostor. In fact, these techniques can only verify the
correctness of the PIN input by a person, but not authenticate the true identity of the

15  authorized person.

To overcome this shortcoming in personal authentication, a number of biometric
techniques have been investigated. Biometric authentication capitalizes on some
unique bodily features or characteristics of a person, such as fingerprint, voice, hand
geometry, face, palm, and iris pattern. Among these biometric features, automated

20 fingerprint identification system (AFIS) has provided the most popular and successful
solution, mainly due to the uniqueness of fingerprints- and the historical legal aspect of

fingerprinting for law enforcement.
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20 Orientational filters are generally used for image enhancement according to the
local directions of fingerprint ridges, which are obtained from the orientation field of the
fingerprint image. Prior art for pre-enhancing includes finding an accurate estimation of
the orientation field using some advanced but complicated models and employing a
global enhancement technique (e.g., M. Kass et al., “Analyzing Oriented Patterns’,

25 Comput. Vis. Graphics Image Process, 37, 362-385, 1987. N. Ratha et al., “Adaptive
Flow Orientation Based Feature Extraction in Fingerprint Images”, Pattern Recognition,
28 (11), 1657-1672, 1995. Vizcaya et al., “A Nonlinear Orientation Model for Global
Description of Fingerprints”, Pattern Recognition, 28 (7), 1221-1231, 1896.).
Nevertheless, these techniques are usually computationally expensive, and hence less

30 suitable for most AFIS solutions that require real-time processing. Another class of pre-
enhancement techniques first accentuates the orientation information and then

estimates the orientation field. The most famous technique being the NIST's FFT-
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20 the use of a large class of filters.) To do so, the original image is first rotated to a
particular direction to perform the orientation filtering, and then rotated back to the
original direction. This rotation process introduces loss of accuracy due to the
quantization noise of rotating a discrete image, which may subsequently result in the

detection of false minutiae.

25 Regarding ridge thinning, the prior art has consistently shown that the most
effective and robust approach for fingerprint feature extraction is probably using
binarization. With this approach, the fingerprint ridges are thinned into binary lines of
width of only one pixel before the minutiae are extracted. Some prior art avoids
binarization by performing the feature extraction process directly on the grayscale

30 image (e.g., Maio et al., “Direct Gray-Scale Minutiae Detection In Fingerprints”, [EEE
Transactions on PAMI, Vol. 19, No. 1, 27-40, January 1997). Such an approach,

however, has the drawbacks of missing minutiae and inaccurate minutiae position and
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Rotations And Scale Changes”, Pattern Recognition, 30(2) 311-320, 1997), or possibly

together with a segment of ridge associated with the minutia (e.g. Jain et al., “An
20 Identity-Authentication System Using Fingerprint’, Proc. IEEE, 85(89), 1365-1388,

1997). Some minutia-based methods implement registration based on only a few

minutiae. These methods are usually simple and fast in computation. However, since

these methods depend mainly on the local information of a fingerprint, they cannot well

handle the influence of fingerprint deformation and may provide an unsatisfied
25 registration.

To overcome this problem, some other methods that exploit the global features
of the prints have been developed. A typical example of such methods is to use the
generalized Hough transform (Ratha et al., “A Real-Time Matching System For Large
Fingerprint Databases”, IEEE Trans. PAMI, 18 (8), 799-813, Aug., 1996) to perform the

30 registration. This approach allows consideration of the contribution of all the detected

minutiae in the prints, and is efficient in computation.
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The conventional art includes many methods of fingerprint registration. Among

them, minutia-based methods are the most popular approaches (e.g. Ratha et al., ‘A
Real-Time Matching System For Large Fingerprint Databases”, IEEE Tans. PAMI, 18

20 (8), 799-813, Aug., 1996). Such methods make use of the positional and orientational
information of each minutia (e.g. Ratha et al., “A Real-Time Matching System For Large
Fingerprint Databases”, IEEE Tans. PAMI, 18 (8), 799-813, Aug., 1996; Hrechak et al.,
“Automated Fingerprint Recognition Using Structural Matching®, Pattern Recognition,
23(8), 893-904, 1990; Wahab et al., “Novel Approach To Automated Fingerprint

25 Recognition”, Proc. IEE Visual Image Signal Processing, 145(3), 160-166, 1998; and
Chang et al., “Fast Algorithm For Point Pattern Matching: Invariant To Translations,
Rotations And Scale Changes”, Pattern Recognition, 30(2) 311-320, 1997), or possibly
together with a segment of ridge associated with the minutia (e.g. Jain et al., “An
identity-Authentication System Using Fingerprint’, \Proc. IEEE, 85(9), 1365-1388,

30 1997). Some minutia-based methods implement registration based on only a few

minutiae. These methods are usually simple and fast in computation. However, since
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and Q. A matching score is determined using the equation § = 1}5}\[ . This way of

computing the matching score is simple and has been accepted as reasonably

accurate.
However, such a matching score may be unreliable and inconsistent with

20 respect to a predetermined threshold. There are situations where two non-matching
prints can have a relatively high count of matching minutia, as compared with a pair of
matching prints. This results in relatively close matching scores, which also means that
the discrimination power to separate between matching and non-matching prints can
be poor for a chosen security threshold value.

25 Therefore a demand exists to provide a method or a system for characterizing,
matching and identifying fingerprints or other biologically unique features, which
improves on the above mentioned problems of AFIS regarding image data pre-
enhancement, orientation filtering, ridge thinning, fingerprint registration and weighted
matching score computation.

30

SUMMARY OF THE INVENTION
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the. cont r aHEPERosBILehERtR Seayl DS dnSBRATR B 14 dBBR dsp TetgECH At Bolihe
pr e- enhgnceshttbineer print i mage data is generated with local enhancenent.
The advantages are further achieved by a finger print minutiae extraction
method including acquiring fingerprint image data; partitioning the fingerprint image
data into at least one data block corresponding to a local area of the image; generating
a histogram function of a contrast level of said image data corresponding to said data
20 biocks; and performing a histogram transformation of the histogram function. Further,
the histogram transformation is adapted to the contrast level of the local area of the
fingerprint image data and pre-enhanced fingerprint image data is generated with local
enhancement.
Further scope of applicability of the present invention will become
25 apparent from the detailed description given hereinafter. However, it should be
understood that the detailed description and specific examples, while indicating
preferred embodiments of the invention, are given by way of illustration only, since
various changes and modifications within the spirit and scope of the invention will
become apparent to those skilled in the art from this detailed description.
30
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features that c ntrl to a or mance nt to
of the nost i npbiguend demstped@@upﬂame](LAHIzBforémgarmrmmcyntedmmnupg.ocesa ng),
and reliability (accuracy and robustness to variations in input

fingergpints). In particulgEyat PETSEIERIPHIGR dFLEdeVENT ,@l st ogram
pre-enhancenent nethod, ar;mr%—ng—a'mi_err%mwnmr?;n@‘h
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Hough transform fingerprint registration, and | nproved matc
score corrpmaétcpﬁﬁﬁlbﬁféttﬁ@dsﬂml cang pﬂ@@rwn@ﬁwpmﬁfﬁm@ntttnéwgmééhe moat lmmrtant

i tod 0 oo ahc Pokrs SROELE TP, ebLRdRER) o Srladifty o (EEA00 it "
ot her dat arcphmg@sgrt@cyee@thng uamputrﬁﬂ@etfpmfss utrhpa“gculan $hesedeatereshiaddde a
geonet 4 B%?oegrfrﬂdprggén%i?@etrﬁe% r]ﬁethod, fast smoothing and enhancement method for
fingerprint images, a fingerprint-oriented thinning methods, a modified Hough transform
for fingerprint registration, and an improved matching score computation method.

It is noted that while the specification discusses the invention in relation to
fingerprints, the invention is not limited to an application for fingerprints and may also

20 be used for other data image processing and matching such as iris, voice, hand
geometry, face and palm patterns.

As illustrated in the Figure 1, the system includes four modules: a preprocessing
module 1, an enhancement module 2, a feature extraction module 3, and a matching
module 4. The preprocessing module 1 pre-enhances an input fingerprint image to

25 remove some noise caused by the fingerprint acquisition device or method 5 and
removes the dominant ridge directions. The enhancement module 2 further removes
noise and accentuates the desired features of the input fingerprint image so as to
provide a higher quality image for the other processing units. The feature extraction
module 3 extracts all the fingerprint minutiae that are unique and consistent features of

30 anindividual, and provides the basis for classification and identification. The matching
module 4, implements fingerprint minutiae matching and fingerprint identification and



As illustrated in the Figure 1, the systemincludes four nodul es: a
preproceSS| n nodul e 1, an enhancerrent nodul e 2, a feat i on
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fingerprint acquisition device or nethod 5”and renoves the dom nant ridge
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the 10 procesynd enbancmert gnelaRi ma:ludiemgef ndmgmntinbrinemtt rén shoori@athtion

f t data. _Th nt 2 incl.ud
Cegont at | GHGFND9 20 SHAHLE] B S ROBRITER § PG GraHE Al 28ni D1 and

an enhancedsdgnitd@itiohi iHit 20R@8 dHehtatidr - srfﬂbﬂrnrﬁg ARd e&ﬁlﬁ@rﬁ@ it gy t&bbtveztﬂeand
orientation snoot hing and enhancing unit 21 receive t ata from

t he donmi nanfnagedgta Bepdee fominest idagrdiection efimairddeay qrﬂ%eqsﬁg%gn%g\a 95 jn

paral | e{5 Bgt Par%ﬁﬁ f igdh SROTRRL 3edrAdntHbd LRR ZNdnaT bidHiRIon0BmeBPRIghiaRg and
enhancing unit 21 deliver processed data to the enhanced fingerprint image

unit 22 wherdrenoisgnithe! geltyee pErsgseRsk data do g ?H@”%ﬁﬁ@ﬁ@@“ﬂh@?%@@t dat a.
The feature,gxh Lé’&tﬂw@%ré&g%oecﬁﬁa {dyghhgj%hgmtg talh#ddhtgr ayscal e i mage unit

31, a fingerprint oriente Inning unit 32, and a mnutiae extractor 33.
The bi nal i zi nghe feature extraction module mcludes a bxnallzmg grayscale image unit 31, a
fingerprint oriented thinning unit 32, and a minutiae extractor 33. The binalizing
20 grayscale image unit 31 receives enhanced image data from the enhancement module
2 and outputs binalized grayscale image data to the fingerprint oriented thinning unit 32.
The fingerprint oriented thinning unit 32 outputs thinned image data to the minutiae
extractor 33 for processing.
- The matching module includes a fingerprint registration unit 41 and a matching
25 score computation unit 42. The fingerprint registration unit 41 receives minutia data
from the feature extraction module 3 and aligns the current fingerprint against each of
the template fingerprints in the database 6. The matching score computation unit 42
provides a numerical figure that represents the degree of matching between the current
fingerprint and a template fingerprint in the database 6. The AFIS stores the template
30 fingerprints and personal information of each person as a record in the database 6.
During verification or identification, the unique features of a person’s fingerprint are

extracted, and searched against the template fingerprints in the database 6.
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x> argmin{y | [g(Odt < f(3)}

20 where f(x) is target histogram function. The target histogram function has low

value at the mid-point and has a high value at the endpoint of the interval. An example
of such functionis f(x) =N, x (x—%)2 / f(x-%)zdx,

where M is the maximum value of possible intensity of pixel, such as 256 for 8-
bit per pixel fingerprint images, and N, is the number of pixels in the image/block, such

25 as 256 for block of size 16x16. Of course, the function f(x)can be optimized to some

other suitable functions of similar type.

Such a histogram transformation can be either global for the entire image (by
setting the block to be the entire image), or local for a portion of the image (using
smaller blocks). When several blocks that are smaller than the image are used to

30 partition the fingerprint image data, a localization property of the transformation
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generated by coarse segmentation unit 12 and the pre-enhanced image data
generated by histogram transform 10. Only blocks with a tag value of 1 are processed
in the dominant ridge direction estimator 11. The output of preprocessing module 1 is
the index of one of 16 discrete directions generated by dominant ridge direction

20 estimator 12 and output image generated by histogram transform 10. An example of a
dominant ridge estimation algorithm is that used in K. Jain, and H. Lin, “On-Line
Fingerprint Verification, IEEE Trans. On Pattern Recognition And Machine Intelligence”,
19 (4), 302-314, 1997. Other suitable algorithms and processing methods may also be
used.

25 Using the output of the pre-processing module 1, the fine segmentation
unit of enhancement module 2 analyzes the smoothness of discrete direction of each
foreground block and the corresponding 8-neighbourhood blocks of the foreground
block. The 8 neighbors of the foreground block are arranged the as same as the pixels
are depicted in Figure 2. If the difference of discrete direction of a foreground block

30 between the average direction of 8-neighbor blocks is greater than a predetermined
threshold, the foreground block is segmented as a background block and the tag of this

block is assigned to 0.
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coordinates (Xofiset, Yofiset) COrresponding to discrete direction «, are listed in Figure 3..

The enhanced fingerprint image unit 22 sets all pixels of background block
marked by fine segmentation unit 20 to O the output of orientation smoothing and

enhancing unit 21 and produces an enhanced fingerprint image.

20 In the feature extraction module 3, the binalizing grayscale image unit 31 and
minutiae extractor 33 are standard algorithms used in image processing (e.g. S.
Kasaei, and M. Deriche, “Fingerprint Feature Enhancement Using Block-Direction On
Reconstructed Images”, TENCON '97. IEEE Region 10 Annual Conference. Speech
and Image Technologies for Computing and Telecommunications., Proceedings of

25 IEEE, vol. 1, 303—306, 1997.

The input and output of binalizing grayscale image unit 31 are grayscale image
and a black/white image, respectively. The input of minutiae extractor 33 is a
black/white image with one-pixel width curve/ridge and the output of minutiae extractor
33 is a set of minutiae information in which there are attributes of one minutiae

30 including the coordinate of minutiae and the direction of this minutiae.
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m nuti ae egichakatanerd3re mush fdilen tRdandurinectioms gétevtht thimisg prioseds. Wi dt h

curve/ridge and_the output of mnutiae extractor 33 is a set of mnutiae
i nfornd®ion i n Th§ Wgetniiat ariefited Hinning Uik 32 Procsagesningginriat datacby yindianng t he

coordi nate At I i f Eitihi ' [ 1
P! Saony R AR A0 S O B bt B e B P e
ext ract i onpixgldategrou@dmixat dssée exagpiriopan aigoritte that mady ke ngediaajesiodlie i mage
unit 31 gi M| ec) ; i i i | 0

{1 nger pr  ne T sERe A Mol FastSllorphdrihy Pol ifhify BIRECD T PPatiem

appl i cat i oRecogaitioniLetteral 7, 9Paldbe R8s Gthengwitpble atgorithorsgnay aleo bs uagpl | cati on

is the formati of false conpectigns, that incorrect | ink up twg adjacent
disjoi R ri dge?‘%ﬁ#’rég%afﬁaﬁ’%‘ée %ﬁ_i’ﬂﬂa@ﬁ%b@”‘ﬂ% %o ?}é(%’ihﬁmﬁuﬁéeft?{& will
subsequent {hihary hhHAS Paftérths & tHensitiéesaA™, PRTRI P, the PRGRAIFRCY, @fhetdip;,
mat chi ng nodul'e 4. The invention incorporates a set of rules that redefine
t he behaviioh.of.8t3€ HaBMAIHKOR gothptiRigaround pixel P in a clockwise direction (see

Figure 2), and B(P) is the number of nonzero neighbors of P. The following rules are

applied.

20 For 2 <B(P) <7, we choose either
1. AP)=1,
If P1*P3*Ps=0 and P3*P5s*P7=0 then LUT+(P)=0;
If P1*P3*P;=0 and P1*Ps*P,=0 then LUT,(P)=0; or
2. A(P)=2,
25 If Ps*P3=1 and Ps+Pg+P;=0 then LUT4(P)=0;
If P5*Ps=1 and P4+P;+Ps=0 then LUT(P)=0;
If Py*P;=1 and P3+P,+P5s=0 then LUT,(P)=0;
If Ps*P;=1 and P1+P2+P3=0 then LUT,(P)=0.

30 The following new rules are incorporated into the new algorithm:
If Py*P;*Ps=1 and P,+Ps>0 and P3+Ps=0 then LUT(P)=0;
If Ps*Pg*P;=1 and P4+Pg>0 and P1+P3=0 then LUT+(P)=0;



such that there are nuch fewer false connections after the thinning
process._10 The fingerprint oriented thinning unit 32 pro ger print
data by W&‘H@séﬂ algorithmto apply LUT, and LUT2, as shP 8(?0/49:1%ures 4
and 5, respectively, to each pixel foregrzgund pi xel P. An exanpl e of an
algorithmthat may be used is found in net al., "A Mdified Fast
Parallel Algorithnms For Thinning Digital Patterns", Pattern Recognition
Letters, 7, 99-106, 1988. O her suitable algorithns may al so be used. 15
The LUTs are foréBdPadingannhEstRsP @ g+ Pl 3@9” Let2(R) apd t he number of

0-1 (binary ”al'F‘ﬁ’*tP' }-19% S0laRdiFePRiodREn BET,( P2, P3, P4, P5, P6,
P7, P8, Pl, where E 4% Wp% 8, aart:? £ -nr:al gh2b§)3=so of the foreground

pixel Pin a clockwilée adﬂqflé‘tﬂl‘ﬁi teq akave 'Flﬂdﬁlgéo@)? 1 anskl2 parPpe ifeundrie Ghenber  of

noneer o, nebBgors Wafba F48) ERABREH] Bor SHEniAREET AR RRR(P) <
LUT ( P)&0; RédogRitioRr3-efgrs07 4194108, 1 888 PRuig grouns Lan‘cQ@ Bie-@esigied far thikpPig=s, 25
LUT. ( P) =o: g HBBES (T g ely et ot esiotos oy e e o ublofiteTalg "

P, +P2+P3=0sucheas lfikf&pfMits0. TIZ0 sdthef hewl missngotneny redwess ghe dunmtmr[mrfalhed i nt o]
A R SN RN R e e e e U G
PCT/ SGOO 08Uk athl iferdtichPaePawbriind oRérite8 inking uRf 8275 &abbele diWERA6Rhg0; and

| f P3*P4*P5=1 and P2+P6>0 and P1+P7 en LUT2(P)=0. The algorithnms |isted
above 1h rTPE RY¥ %B‘?”Pt%ﬁo@\’e@gﬁ’f‘%@egwgd in Chen et al., "A Mdified Fast

Paral | el Al gor 'ﬁﬁémnﬁéi&rlﬁhbﬁﬁ?ﬂéwthlﬁnmgt@ht ﬁaéérfbfm§ the B%Wlﬂé r’tera%oﬁ%ﬁ%eht ion
Letters, 7, 99-10 oups and 3 are designed for thinning of

char act er fPF?@@%L@dvRWQ'E’ dige Frshit o hedoativie taRigildhledas %ﬁo"{"h'é Righra diis gaus
bi ol ogi cal t,dad8, then the pixel P is removed by classifying it as background. The same
procedure is then repeated using another lookup table, LUT,, as shown in Figure 5.

15  This process is iterated on all foreground pixels until no pixels can be removed.

The fingerprint registration unit 41 in the matching module 4 has significant
affect on the performance of the entire AFIS system. During registration, the current
fingerprint is aligned against each template fingerprint in the database 6. The database
6 may contain one or more than one templates. The invention performs fingerprint

20 image registration using a resolution-enhanced generalized Hough transform.
The generalized Hough transform is defined as follows (Ratha et al., “A
Real-Time Matching System For Large Fingerprint Databases”, IEEE Trans. PAMI, 18
(8), 799-813, Aug., 1996): Let P and Q denote the minutia data sets extracted from an

input fingerprint image and a template, respectively. Usually, P and Q can be
25 organized as P={(p),p,.a)..(ps.p).a")} ., and Q={(q,.q,,B") -
(. q), B")}., where (p., p,.a') and (g{,q,, f’) are the features, i.e., the position
and orientation associated with the ith minutia in P and the jth minutia in Q, M and N
are the number of the detected minutiae of P and Q, respectively. The generalized
Hough transform aligns P against Q by determining the translation parameters Ax in x
30 axis and Ay in y axis, and the rotation parameter 6. It first discretizes the parameter

space into a lattice with 6e{f,,...6,}, Axe{Ax, .. Ax,}, and Aye{Ay,, ... Ay, |-



such as fingerprints. The set of new rules not only reduces the nunber of
fal se but also significantly cuts down the

conput at .Q’Qﬁl@gg use duri ng each iteration, the fingerpri n?’%gﬂ;o?/gd;l
thinning unit 32 is capable of renoving 1Q-;nore pixels than other
conventional nethods. The fingerprint ori en?ed t hi nni ng unit 32 perforns

the foll ow ng iteration on each foreground pi xel P. If the result of the
| ookup t abl own | zer then the pixel
Pis rem)ve'gé“‘tﬁ/ccfﬂ1 E%i q’fg Y a}s'sggﬁ q?ab‘eé‘a dE'é‘HUar@ 'Bsa“fjhen

d h K LUT2 h 15 Thi
orocess. i 5 PERy BTEREEOf ?ow‘*@v%%%ﬁwdnsﬁrma ke rrer i )2%2 %an be.

renoved. The fi ngerl[pu(ptt registration unit 41 in the gptchl ng nodul e 4 has
significant affect on the performance of the entire | S system During
regi stration, tledcurrent fingerprint is aligned against each tenplate
fingerprint in t he dat abase 6. The tabase 6 may contain one or nore than
one tenmml ates. THe)i_fdeént { endperdinf yr@:fli ngerprint  20,j.nmage registration
usi ng a Tesol utilgy-enhancedn gersial z£d Hough transfof The generalized
Hough transformis’defined as follows”(Ratha et al., "A Real-Tine Matching

System For Lar genfiguastiesithém Rab aasssve médtohed aRs. E3MVset d8he g8antized
799-813, Aug., 1996 Let P and Q denote the minutia data sets extracted

froman i rARMeleRyRBINEA S ﬁ%@ébaﬁaeaﬁ\@c@ﬁlﬁﬁ #Afdhe saregspendivg lafticelginaiThg, P

and Q can &%Il?é&ﬁ@h&ﬁgaﬁs?orﬁ‘ré&ﬂts A% nufnber of ewc(e‘?lceé’Mr%'é'cl)i biri ré@?ﬂ%ttlce
{(q',gY,, C1 ), where (pt,
/33) are trﬁt,ndf lyipegifies. tae paltaﬁeetgégfﬁh%lﬁmcghm tbati @ﬁneawrm taé@@maatnmdnvm th

the ithgn hisr of‘e\PdéHl:g é@%édﬁ%a%ﬂa‘r@ f&tﬂeﬂa&ual%@%@ra{\h are the number of

t he det ect ed mnutr ae respective eneralized Hough
transf orm al i gndViileathai geerahzey Hbwgbrirdnsfony is rﬁéfde’r‘amslcampctatlplamn‘eueks AX

in x 30 axi , . I

sk o o b, S8 on Pl R fABh AR MBI Ror d e
AXE{ O, , . prébdem thanmltl@yﬁ{peyfpcmanc;eAWQ}mak&Ihélégmfaﬁdm Bﬁﬁ'dr&@()lﬂlsﬁiéb%blé&o Each
conbi nat i on a latt each, mnuti a

in Pand e riﬁ“ﬂ'i ﬂA%‘% pg%ﬁ?e@msﬁ? H-b%nﬁﬁwg STt W@%?‘Qﬂ@f%r%ma&ﬁmﬂareéﬂ?@f‘@?s
{ AX, Ayi5 Blcohit, ¥hiehInear®' thétlthe alignment will be less reliable. On the contrary, increasing
the lattice bin size will lead to poor spatial resolution and thereby low registration
accuracy.
In the inventive AFIS, the standard generalized Hough transform is modified
such that it can simultaneously overcome the above-mentioned problem, and yet retain
20 the major advantages of the Hough transform. The modification is as follows. 1) A
sufficiently large lattice bin size is chosen experimentally to ensure that enough
evidences can be accumulated within.a bin. 2) The number of evidences for each of
the bins of the lattice is counted as is done in the generalized Hough transform. 3) The
lattice is shifted in the x and y directions at a predetermined step size, and further, the
25 number of evidences for each bin of the shifted lattice is counted. The shifting and
counting processes are repeated and stops until a bin at the final position of shifting is
overlapped completely with its diagonal neighbor at the position before the shifting
process. Note that shifting the lattice essentially partitions each bin into blocks. In a
direction, each block has the same size as the shift step. 4) For each shift, each block

30 is assigned a number equal to the counts of evidence of the bin in which the block is



and 5 (AX) - gs - cos B- sin Bpx (2) Ay qy', sing cose py and quantizes
theminto the above nentioned |lattice. Each set of the qu%?b%é(ﬁ) 0 9

par amet e¥9 B8l ned is said to be one 'evidence' of the ¢ pon

lattice bin. The generalized Hough transformcounts the nunber of

evi dences for each binin the lattice and%i nal Iy specifies the paraneters
of the lattice bin that corresponds to the nmaxi mum 10 nunber of evi dences
as the parameters for the (actual) registration. Wile the generalized
Hough t r anspoined sSleft isgfle AtMbArscenpateverappednllovs s eagte block positiery acases,

even on pa i r ¢ bl em
cuen on il PV O Pk DR i rBi s M e
desi r abl e titock tist cemedponds todhemadxandmsenbi ns. This, however, wll resul t in

a | ow maxi num e&&ﬂa er?MBE o'tk SAroRARR aha%ﬁ fﬁb Sf@lL &@Q\?\% Y ’J”%’”Y | ead

| ess reliable. rar I ncreasi ng BT S1 26 Wi
t o poor 5spatintal asr essﬂlhzle |sonasam1 dettaemeieythbdvesrt d@nslatiat amh ro@aton pacynetérs. t he

i nventive t st andar erallz htr sformis. no

that it cafGenb A5 B SEETE dyar Bohedl feoaboded AsHl ol A B SBR SLPIRG S ot
retain 20 4pkEn rmxrpfhe@daﬁ@y&m@&n&fs ThesdHp41G8s hovad\et Ay bel BRarijeditdcaddd on i's
as follows. 1) A sufficiently large lattice bin size is chosen

exper i ment A19Y|are leuastiodhe ﬂ%ﬂerlérﬁﬁﬁﬁ'Pﬁoré’\??‘él@rﬁ:%@t%n be accurmul ated within a
bin. 2) The numpgd .@lafibeieneas aprFoaﬁﬁCQs %mtpblté% \thﬂ%é’@)r&rﬁ”ﬁy 'g@fmér'aﬁfed S

counted as is done in the generali zed ransform attice is
shi fted0i nHOHQh waasfarmy, isif &ﬁ@wtra&onaaqwmtaéﬁ mlﬁéwtygmpar@l degerminedl by

further, Eﬁm %H’Beém By eeYé Vi 86&cbihBs e Tsh@ﬂ&e%ﬁ F@]se thehidrhdce | S

counted. T t| ng an nt| 'processes are repeat d stops unti
a bin at tlpeeviquab(l Tﬁ@saacumy@ﬁ regigtfatiomis insreasadby de@edsiog thel si”ufélst,epwm:eh |ts

chegenat "SR bbbl RMRFR ETRIAL° ABRA 1 ABhRRFT Beel e
di recti on, ceaphtatibres Bpplizatidritests aesfiesi that ibis stitablesfor fetal-She @pphoatibres.  each
A RSN = S N B N A Rk
5) Al suchgurerthatrdet@miidsaf teanpatgpadbblbogk® droauthaddedipersdn posorhpaingar e
the score against a predetermined security threshold value. To overcome the problems
in the traditional art, the invention incorporates a method of computing a matching
score that is more reliable and has a much improved discrimination capability. This
20 method exploits the features of the above approach for fingerprint registration using
shifted lattices. It was found that although the number of matched minutia between two
non-matching prints can be relatively high, the distribution of the evidence counts over
the lattices can be largely different from that of two matching prints. For non-matching
prints, the maximum value of evidence counts is low while the variance of the
25 parameters of the lattice bins corresponding to the maximum evidence counts is large
(usually more than one bins have the maximum evidence counts). in addition to using
the number of matched minutia, the method takes into consideration these two factors
in the computation of the final matching score.

Sigmoid nonlinear functions are used to weigh the contribution of each of the

30 three factors.

§ = oo, (m - mo))a(wv[v_‘vo ]]a(wD(D - Do))\[-ﬁ—’}NT— . 3)




sutmmed, and the transform paraneters are specified as the position
paraneters of the block that corresponds to the nmaxi num i.Ng was
perforne&'qg(“f’ﬂe various bin and shifting step sizes w tﬁagéczrlr}g@g% 5
prints as possible so as to determ ne the1 est translation and rotation
paranmeters. Currently, the bin size is AX'= 16pix, Ay = 1l6pix, and 0 =
101. The step size of shifting is 4pix in both the x and y directions.
These val ues however nmy be chan%gd because they are relevant to the

fingerprint sen¥@FLELE R MPLPUMe¥RIUe 0L eXi9GasR WD v ihine Yallsneach thews

conpar ed Wgabarhdtersastithdattice BRBRLALEFRMIngO thdomekintundBafeid® colitst ak thdhe
regi stration accuracy and reliability now are determ ned by shift step and

bin size, meiEheE f theiatched Wuﬁﬁ%r’\‘?(ﬁﬁ'ﬁd\’ ?_ﬁ’eths%'mb@bﬁf Hgdeieated Bindgae in
previ ousl y g r&ﬁrr@ﬁtcgﬁé‘?é/mﬂgﬁer BRHItS AR KON 4)S ) “C%Pa%e%ngyﬁdggg ?P‘%Qg‘l‘ff{]e
abi ity. hough

shift step size while sinultaneously faintaihing' the re

this approach adds some conputations, application tests vejfified that it
i s suitabl Pfaspetpisa|detarminegdp By exReTERNtS. 15°SPREIVRHE ch ‘;g mnﬁu i on
unit 42 provides the final nunerical figure that determné i1t he i nput
print bel orgndi@funstiédit hori zed person by conparing the score against a
pr edet er m ned sEcuri t%/rnt hreshol d_val ue. To overcone the problens in the

traditional art RGN e RSt NS dRalt BYS JOrRYIRMRD droVidesp fatghy bstter

mat ching  wRefiMiddlah bbfvedR meatbitdd # enrAdehdtPSaids HE thd FRIiRRAcomputation
di scrimnation capability. This 20 met hod exploits the features of the

above appr GAEMIEHING £91§erNEP. nthis iggravemant auld hiengchievads withy airaestineeextra t  was
found yhat cglhi@uak t he nunber of matched minutia between two non-matching
prints can be' relatively high, the distribution of the evidence counts over
the lattices cabxpaiimentajeteptsdidontimedt thatothis Hammwatianwpromideshinmeghpibetiers. For

non- mat chi .0f | j I i ouNt.S. | ile the
vt ance. 0P eeiBingEbT bekistn HRHLES A it fa e MR 1R Rk Ped Y,
maxi num ev iofl eratehimgp acdrs. i Alséd, dhigempfaversint goundrbe atteevedneittb iaimsosh anoeestiae

maxi mum evi g’%ﬁé@ .cgrggunts). In addition to using the nunber of matched

m nuti a, t H "takes into consideration these two factors in the

conput d6i on of Thedédlarall AFS eysterg can beeaisedigiotidomsiolormeaaatching @sivalisasar e
uied to \Aeni{)caqhortleht%-%grr\]} rrrilaqa;[iri]go%ggifnsteggtgbgée tpplgts ng aEltp\gr?z%df ggrtsgrrwss.' As an
S=6(wn( m nb})
example of the matching speed, the correct identification of an individual from a
database of about 100 persons will take less than 1.5 seconds, while a one-to-one
matching will take only about 0.4 second (using a Pentium Pro 200 processor). The
20 system is also very robust to variations in input fingerprints. For example, the system
can still correctly authenticate a person with an input fingerprint that is of low captured
quality, and with some portions of the print removed.
Some applications of the invention include but are not limited to the
following: secured transactions (e.g., using credit card for Internet banking and retailing,
25 and for user authentication in automated teller machines), secured access control (e.g.,
lift and door access in buildings, and computer or network access without using
passwords or cards); secured database systems (e.g., medical database of patients,
nation-wide database for immigration and identification control; time-stamping database
of workers in a company, and logistic database for controlling equipment checkout, or

30 for monitoring movements of prisoners).



W1 16(wJD- Do)) Dz 1 (3) 1\ I 1 1v-vo)) MN WO 01/48681 PCT/ SG0/ 00199
17 where i e maxi mum val ue of evidence counts, v is i nee of
the par 1218§§10f the lattice bins corresponding to the hgilséﬁ% evl dence
counts, Dis the nunber of the matched m utlae M and N are the nunber of
the detected minutiae in the current and1terrpl ate prints, and wm, w,, wD
, o , vo and Do are prespecified 5 paraneters determ ned by exper| ment s,

respectively. a = 1is the + exp(- ()) .si id ctjon. eri ment al
tests confirned %‘F\é?vef‘h?%tb?'(‘i’gr?ﬁf' tdFB‘ﬁ%fjo i"ﬂ@?gnrﬂpp&?uﬁgg?teﬁ“e %ﬁf%% a¥i Bt i on
bet ween rratvedf@ﬂmandnyuwavé CB@@h p&idtisnd BRNNGtE belraghrtib®Bdla F<PIRUicAfdRthe Of
mat chi ng score. Al so, nprovenent coul d be achieved wth al nbst no

extra 10 @B‘H{)ﬁ’f%??%ﬁsoml?)(‘ﬁé‘?q“ﬁﬁn@%ﬂ alt guchdnedificrtienserp werde berbyiops imemeat i on
provi des mygifled i €h%rart HicSiffcnBb M ad bemcmﬁéaaﬁlm.m&%geamh& RIBvrgedaifdi I S
than the traditional conmputation of matching score. t hi s~i nprovenent
coul d bé achieved with al nbst no extra conput ati ons. 15 The decl ared AFI S
system can be used for both one-to-one matching as well as for one-to-nany
mat chi ng agai nst dat abase prints of authorized persons. As an exanple of

t he mat chi ng speed, the correct identification of an individual froma

dat abase of about 100 persons will take less than 1.5 seconds, while a
one-to-one nmatching will take only about 0.4 second (using a Pentium Pro
200 processor). The 20 systemis also very robust to variations in input
fingerprints. For exanple, the system can still correctly authenticate a
person with an input fingerprint that is of |low captured quality, and with
sonme portions of the print renoved. Sone applications of the invention
include but are not limted to the



foll ow ng: secured transactions (e.g., using credit card for Internet
banking and retailing, 25 and for user authentication in teller
machi nesYV;O YEEtHed access control (e.g., lift and door acgg’glgewog%i | di ngs,
and conputer or network access w t hout usligng passwords or cards); secured
dat abase systefyfi€- 9., nedical database o0f patients, nation-w de database
for inmgratiomand identification control; time-stanping database of

workers in a and l.ogi stic database for controlling equipnent
checkout, or §ga€1§?®?}ﬁﬁatl%ri ng novenents of prisoners). WO 01/48681

PCT/ SGOO' 00199 18 The invention being thus described, it will be obvious

that the same y be. varied in many ways. Such variations are not to be
regar dtd as a epa?‘\lmggrf’??;rﬂ“f‘w@e "s’é’iaf"’f“{” ’Eﬁgogi‘?%@”%‘ﬂgt he i nvention, and

all suh nodificat i2@qSiriag fi whtigagdyatgus to one skilled in the art are
intendgd to be included within the scope of the followng clains. 5 WO
01/ 48681 CLAI M5B Wh&RHUSNIRY $3ich fingerprint irpags Satroimie 1aioleast] ong datmguockpr i nt

m nutiae @ftdspohdiRioERlobAGreLBdidinitge dagfqui ring fingerprint inmage data; 3
partitioning said Tingerprint image data into at |east one data block 4
correspondi ng to a9rBerafing aehistogragafunctinm gé adeanrasttleyelnefrsaid igage baat ogr am

functign @Hrre%p%#@%a}dﬁé{gblogf(s'%ﬂhd i mage data 6 corresponding to said

data bl ocks; and pertformng a 'histogramtransformation of said histogram
function, 8 wherei Redeiminga distagramtranafoshatiomedf said histograaftesiono t he

contrast |evel of I d_:LQc i.d fingerprint i e data and
pr e- eﬁ]anced fi ngewg‘re fe?ir% g?'%g%’%%&%'%&@@ Ré O%P{,?% %%%Cﬁq%%éf %Vd of
enhancemes#id lotal re@ of $4id fingerpaot iofageldaitarard plecsrhaaced-Migerpriit Mage data

10  is generated with local enhancement.

2. The method of claim 1, further comprising:
partitioning said fingerprint image data into a plurality of data blocks, each of
said plurality of blocks corresponding to a different locat area of said image data and at
least one of said plurality blocks having a contrast level different than a second of said
plurality of data blocks,
wherein said histogram transformation is adapted to said different

contrast levels of said plurality of blocks and pre-enhanced fingerprint image data is

O 00 ~N O O A W N

generated with local enhancement for a plurality of local areas of said image data.

3. The method of claim 1, wherein said histogram transformation includes
using an objective function with a relatively high value at both endpoints of an intensity

interval and a relatively low value at a middle of said intensity interval.

-d

The method of claim 1, wherein noise and distortions in said image data are

N

reduced.



3 partitioning said fingerprint inmage data into a plurality of data bl ocks,
each of 4 said plurality of blocks corresponding to a di cal area
of said Wﬁ’a‘ﬂ@sﬁﬂta and at 5 |least one of said plurality %‘ff@éé@e%g% ng a
contrast level different than a second of aaid 6 plurality of data bl ocks,
7 wherein said histogramtransformation ig adapted to said different 8
contrast levels of said plurality of blocks and pre-enhanced fingerprint

i mage data is gener at e ith |ocal enhancenept for a plurality of |oca
areas of said itmge t%‘.ea’?\%‘?'hq"ﬂ‘@ ﬁet"‘&@&e”&fsafgl E‘ﬂ?\giﬁm vtﬁ’é‘lséfrﬁ '9gpg said

hi st ogram hisRQEdne fuRtibPR d SsdcHid@snctidn HsdA@ING b PRIaBEhE ¥Ryt htRBingi th a
relatively high value at both endpoints of an intensity 3 interval and a
relatively | ow yabugnah(,a [E@d e /@f)said intensity interval. 1 The method
of claim1l, wherein moiseand distortions in said inage data are 2
reduced, WO 01/ 48681 . PCI/ S 00199 1.5 The nethod.of claim.1, wherein
a1 d°hi &t ogr am CIRRDYGY 1 L DR hCSPR gRa S e e BB e
functi of apeoralicw thiomil-pepdndthaslagagh vdioe arthé sadpuontdf hehhtenal.mn {y |
fg(t)dt <f (y)} Y 4 wherein f(x) is a target histogramfunction and said
target histogramfunction has 5 |low value at the m d-point and has a high

val ue af the emslpoi Ntheodmethdg of Bibid Y Xurther Bmpfisigg:met hod of claim 1, further
conprising: 2 performng orientation filtering on said pre-enhanced data

using 3 directionalPCEBRYBY ubTieiaddy GG eRentidnRie-enhgneed dafagasing

pr 0Cess3 NYgirdki¥h cBhDIEBH ortiv8 R REAHAAJh B #8a rBcds3ingMoot hed and _
enhanced. 1 7. The nethod of claim6, wherein the follow ng algorithmis
used indsaid 2 ori &hesin spidpre-erhansgd imagegiata isjsmagefhed and enhanced.
f(i+yofe, (1),]+x00,ei (1)) xh(1) 1 8. The nethod of claim11, further
conprising: 2 thinning said fingerprint imge data to renove fal se
connections of #i dgesnethod of claim 6, wherein the following algorithm is used in said

2 orientation filtering
M
3 gl Jo k)= f i+ Yogse (1), J + X e (1)) x (T)
=1
1 8. The method of claim 1, further comprising:
2 thinning said fingerprint image data to remove false connections of ridges
3 insaid data,
4 wherein said thinning includes applying a first table and a second table to
5 aplurality of pixels using an algorithm.

-—

9. The method of claim 1, further comprising generating a first table and a second

2 table using rules for character data and biological data.

10.  The method of claim 9, wherein said rules for biological data include
if Pi*P7*Pg=1 and P2+Ps>0 and P3+Ps=0 then LUT4(P)=0;
If Ps*Pe*P7=1 and P4+Pg>0 and P1+P3=0 then LUT(P)=0;
If P1*P2*Ps=1 and P4+Ps>0 and Ps+P;=0 then LUT,(P)=0; and
If P3*P4*Ps=1 and P,+P¢>0 and P1+P7=0 then LUT,(P)=0,

g A W N -



3 in said data, 4 wherein said thinning includes applying a first table and

a second_t abl o 5 aplurality of pixels using an algor o The
met hod oy&%gﬁgﬁﬁl, further conprising generating a first k Eﬁgoan a second

2 table using rules for character data an2d bi ol ogi cal data. 1 10. The

met hod of claim9, wherein said rules for“biological data include 2 If
P1*P7*P8=1 and P2+P6>0 and P3+P5 0 then LUT1(P)=0; 3 If P5*P6*P7=1 and
P4+P8>Q and P1+ A@Dn LUT1(P)=0; 4 |f Pi*P2*P3=1 and P4+P8>0 and P5+P7=0
then LBT2(P) =0W Sl A a pyin ﬁ ‘Pféj-lpaﬁ%r“bﬂ%géeéﬁm RRPPs0P4 RerPs. P,

LUT2( Py=0ps VIR, WheABB8iE121 B t%l&%f@ WRE; f 0-1
pattergs Lﬁ an orderBset Pl P2, , P4, Pg hgaow&ea'%ﬁomgﬁmf Pi,

= , $agym @'?fé‘ioﬁﬁ?ﬁﬂ@'gﬁporé 0;‘3Pxel in a clockwise direction, and B(P)
8 is a nunber of nonzero nei ghbors of P. 1 11. A nmethod for fi ngerpri nt
registration and verification fromm nutiae conprising: 2 performng a
Hough fransfdrfnasthed fog8ngarprint f‘PQ‘rﬁg?é'Oﬂ@ﬂdVarrlﬁ!:agyn@mratmmglae&ompndmgces in

lattice bins; 4 co tiice. bin;
shifting a latti celm%fogg E%Hﬁﬁﬁjﬁgﬁﬁérrﬁ% l?I;'ew ncegadl hé‘g?x%‘?{agn% of
said sBifted latti ceeﬂdence%mdatm:mgns,au d shi ft| ng and counting in each

directjon of Sai d | g bhiflAidndss dbchirililcts fARISyEl yoover Tapped with its

di agonal nei ghbor, ern's ing t t| ce ces the spati al
resol ubi on of the Hibiftyhg a edticer ansf or m 1 12 The nmethod of claim 10,

whereip said shifti a at curs at.a rm ned step size.
1 13. ql'he nmet hod of rﬁ] W&?L%' WIEBE@ \g%&frgegmqa}cﬁrt[& ?fd qe%ﬁ'ngfqdd% Higirtitions
eaﬁg 2 bi n i gto bIrep@mg@eﬁiszD‘hmg:knd solatiag gg&thadmﬁufﬂ?ﬁér:b s%ﬂﬂéﬁnlgé Qﬂﬂlbae
number eV| ence n t orr in in, the nunbers of the
over | a%pea Nt GEREle %yeovﬁﬁlﬁﬁ%‘?ﬂje‘ﬁﬁh diadonal neighber,

9 wherein shifting the lattice enhances the spatial resolution of the Hough

10  transform.

1 12.  The method of claim 10, wherein said shifting said lattice occurs at a

2  predetermined step size.

13.  The method of claim 10, wherein said shifting the lattice partitions each
bin into blocks, each block is assigned a number equal to the number of evidences
in the corresponding bin, the numbers of the overlapped blocks are summed and
transform parameters are specified using the block that corresponds to the highest

A B W N -

sum.

14. The method of claim 10, further comprising:
determining the maximum number of evidence counts in the bins;
determining transformation parameters corresponding to the bins with the
maximum evidence counts;
determining the variance of said transformational parameters;
determining a matching score of a fingerprint image and a template
fingerprint image based on said variance of the transformational parameters and said

O N OO A W N

maximum number of counts.



4 transform paraneters are specified using the block that corresponds to

t he hi ghsi(go{/%g?um 1 14. The method of claim 10, furtherg&ggg&@&dlw: 2

determn Yraxi mum nunber of evidence counts in the

determ ning transformation paraneters corpgsponding to the bins with the 4
maxi mum evi dence counts; 5 determ ning the variance of said

transformati onal paraneters; 6 determning a matching score of a
fingerprint image and a tenplate 7 fingerprint inage based on said

vari ance of the transformational paraneters and said 8 maxi mum nunber of
count s. WO 01/°486E1 Methaacyf/ sktimol oaioeyein ths. matakingrstoreds afetarhinet dSng wher ei n

the matxehi ng seR%id Sod using a 2 signoid nonlinear function. 1
16. A systemfog blloﬁ gﬁ%gtlrfﬂhgtﬁg mat chi ng conprising: 2 an imge reader for

ach|r|ng personal biological imge data; 3 a tenplate of bi ol ogi cal inmage

dat a; a pres ﬂ@gﬁ&gﬂgrﬁl&b lcgig)%?ér%gtc%ﬁwg p?lg nce said personal

bi ol ogl cal 5im ata ac d¥gl obal areas of contrast; 6
an i ma@e snoot hi ng amldnagﬂ"raa(t@rferrmqmringexers‘ooal oibgicatimggsaatd; pre- 7

enhancgd i mage dat aateg?n &e%rfb%ﬂ)tg%%gﬁ' dai??athl nner for renoving fal se data

in said personal 9°bio oglca '10 a registration unit for
al i gni ¥g sai d per soagirelenbaraingc ahit |au‘agtedctat;aethbnceliataagbé?'sér%'mcﬁégicél mage

data; and t chi n it fo determning if said
bi ol og?’cal'r%é%%gg% W@?’@ﬁ%g’ %ngﬁ% Et%'éOEP?W{EaS "1 17. The systemof claim
15, whérein sai d peasanage Bhotghg aindi smemcenbat ARG foP eﬁﬁhﬁ’c.ﬁg?@B#de {e”age
data ingclu ﬁafln r|nt iris, voice, hand geonetry, face, g

2 en anced im ge@

patter
an orientation data thinner for removing false data in said personal

9 Dbiological image data;
10 a registration unit for aligning said personal biological image data with
11 said template image data; and
12 a matching score generating unit for determining if said biological data
13 matches said template print.

17. The system of claim 15, wherein said personal biological image data and
said temple image data include a fingerprint, iris, voice, hand geometry, face, or palm
pattern.



WO 01/48681 23 PCT/ SGOQ 00199 1 18. The system of claim15, further
conprising: 2 a database including a plurality of tenpl at Ll ogi cal

i mage da‘P’g,OI%‘s%erei n sai d system deterni nes which tenpl al)tecgl‘/%“tfm@gﬁg
plurality of 4 tenplates in said databasg matches said personal biol ogical
imge data. 1 19. The system of claim 15, wherein said registration unit
aligns said inage 2 data with said tenplate using a Hough transform and

shiftsqa lattigg toTﬁ@WOE gim g?’?n%r%\%@ﬁég :uti on of the Hough

transform 1 20. The system reiTi said pre-enhancing unit
enhancés | ocal 2 areadstabéseiontidiagta diyrajitnof fetriptatesnf biadoglcal image ditha i nt o

i mge data bl ocks, at ng i amfunctign of a contrast |evel
of sai g’ i mge data %ﬁ%r%[é]stﬁélﬁd%sgerﬁo&étg%’ﬁgés (Wﬂ% ﬁ?“&@ﬁt& OBﬁa'de@f%me%g a
hi st ogAamtéemplateison reitl idatabase satotheh saitipgrsomalf bisicgical image data.

1 19.  The system of claim 15, wherein said registration unit aligns said image
data with said template using a Hough transform and shifts a lattice to enhance the
spatial resolution of the Hough transform.

20. The system of claim 15, wherein said pre-enhancing unit enhances local
areas of contrast by partitioning said image data into image data blocks, generating
a histogram function of a contrast level of said image data corresponding to said
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data blocks, and performing a histogram transformation of said histogram function.



