14 November 2006 DESCRI PTI ON COMMUNI CATI ON APPARATUS AND AUTHENTI CATI ON
APPARATUS Technical Field 5 The present invention rel dd¥oveabgr 2006

comuni cation apparatus and the like as a client that receives a service
froma server after checking the validity of such server, and particularly
to a conmunication apparatus and the |like for verifying a server
certificate issued by a certificate authority. 10 Background Art Recent
years have seen the rapid proliferation as well as the expanding use of
the Internet, and there are a VIVEBIGRDPTI®ONiI ces utilizing the Internet

e b onr AT IRE AftpARAIRIS N B A GRAUG ALLORhAPRRAT 05 ' °
information that is carried over the Internet. 1In order to prevent attacks

frommaljicious third parties, a variety of security techniques have been
concei vele§ G"G#;!IEA@G! Such security techniques include cryptography for

ti dat bei | eaked wh h data is t d

Wi 18 boing (rereorns riveh B Enbtes Fom FOM EMUCIIORRLPBIARIE o has

not beermnduther iel astAecitont It récaivel ssiervick FRSANA! 9GK &napeas SSL
p

(Secure ioc ets Layer) is.a security technique that utilizes cryptography
and aut GKBE ofNanalpdityhaofi susit esesvpr,oyat donpamrticutadyneto SSL,

whi ch i S fihsc iy t 7390, .. le. | t echnol f
brovi di ROMATUAREION  arbafatet aBP (R0 uke) 0 ReFiryita 2 ausdioimn cat ed.
(2)  datcerticaie Issaledl by a hertificate fitleefoyni cation, and (3) the

contents of data that the client is to receive has not been tanpered 30 in
thelfourse of comunication. Referri ng to FIGS. 1 and 2, a description is

gi ven ofgﬁ(ggxﬁ_{ﬂ&eﬂrgf an SSL communi cation nethod. -1
' Recent years have seen the rapid proliferation as well as the
expanding use of the Internet, and there are a variety of services
~ utilizing the Internet such as E-mail and Internet shopping. Behind
15 this trend, however, there are problems of tapping and tampering of
data such as individual iﬁfﬁrmatidn that is carried over the Internet.
In order to prevent attacks from malicious third parties, a variety of
security techniques have been conceived and employed. Such
security techniques include cryptography for preventing data
20 contents from being leaked even when such data is tapped while
" being transmitted, and authentication for Checking whether data has
not been tampered in the course of transmission.
A technology known as SSL (Secure Sockets Layer) is a
security technique that utilizes cryptography and authentication and
25 that is often employed on the Internet. SSL, which is disclosed in
U.S. Patent 5657390, for example, is a technology for providing a -
communication that ensures that (1) a servef is authenticated, (2)
data is not leaked in the course of communication, and (3) the
contents of data that the client is to receive has not been tampered
30 in the course of communication.
' Referring to FIGS. 1 and 2, a description is given of an
overview of an SSL communication method. |
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14 Novenber 2006 FIG 1 is a diagramillustrating how key informtion and
certificates are prepared in SSL. This drawi ng shows a keNexsmbep2006and a
client 102 that carry out a secret comrunication, and a certificate
authority 101 that issues a server certificate indicating 5 the validity
of the server 103. A CA public key 104 is a public key corresponding to the
private key of the certificate authority 101. A CA private key 105 is the
private key of the certificate authority 101. A CA certificate 106 is a
certificate indi®atlnip thadiagraenydlusnatingchoavi keyednforrheiokp and

tifi : [ [ | i A bl i Kk 107 i bl i
Ry cor raefiftibhet dre RitpaPelitd Bl or ThiS WBWIg sh9Wa 2 srrver i pvat o
key 108 amdt be chidntatiokeshaf ddieyseiies L%ref éswﬁguo%i%%rxrnddﬁi GHE 309 is

a certificate indicating the validity of the server 'asignature
110 is Laftifiaate auvthetity blttatkdssues atservig aarbifidate irndicatindge

server cgg{d H?ilgﬁ&f ‘é{,)&ée?oeﬁn"ﬁ?{i '%Qt.sa di agram showi ng an SSL communi cati on

pr ot ocol . i"on common key 201 is a conmon key to be

used in a secretClopublicddyn 04his cergibiieakeyadbipespyntla pﬁﬁvﬂi’é’s' y
generates .a ke é)air 20 consisting of the CA public key 104 %nd the CA
pri vat e'l-‘v&éyaiﬁﬁs ¥aRf thgepertiticate autharitad® i md, CA privadetkey d4i%i406

cort {1 aheP PR PO LB atd S bty RO Ao roreifisate s 105
first gdseaatestifica?s kegiqetingcoinat si i s@reér thertsReyes Rebldd Beyth®7 and
the_server .private key 108, Then, the server 103 sends, to the certificate
aut ABr i tc;‘fari'(fﬁc,a%éugépﬁxb’ g@%”ﬁd’@lé@; 1évsanver mublitkesnl0dnsea muiyic t he
Uei ng. t RS VRO £ ARG ET e privite R of il VR 105 Ardifes
si gnat upriviate fkeyn 188oisrtheprieaté viedyf oentlidesspraer10303 ansepidier
necessarc)érli?{coartrémliO%’isagdceir%fsiggﬁe fi%icta?fein%ertﬁgr vé?i%l’ity of the server
103. And a signhature 110 is a signature created by the certificate
15 authority 101 on the server certificate 109.
FIG. 2 is a diagram showing an SSL communication protocol.
In FIG. 2, a communication common key 201 is a common key to be
used in a secret communication.
The certificate authority 101 previously generates a key pair
20  consisting of the CA public key 104 and the CA private key 105, and
generates, at the same time, a CA certificate 106 that describes the
CA public key 104 and information concerning the certificate
authority 101. |
Before starting the operation, the server 103 first generates a
25 key pair consisting of the server public key 107 and the server
private key 108. Then, the server 103 sends, to the certificate
authority 101, the server public key 107 and information concerning
the server 103, so as to request for the issue of a server certificate
169.
30 Using the CA private key 105, the certificate authority 101
creates a signature 110 from information received from the serveri-
103 and other necessary information, and issues, for the server 103,
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2 14 Novenber 2006 a server certificate 109 that is the result of putting
together the information fromthe server 103, the ot hdﬂN‘é‘@@&@éﬁQﬂ%
information, and the signature 110. The server 103 stores the received
server certificate 109. 5 Meanwhile, the client 102 previously obtains the
CA certificate 106 fromthe certificate authority 101, and stores it. The
foll ow ng describes how the client 102 and the server 103 actually carry
out a secret comuni cati.on. V\henﬁ&etti ng connected to the server 103, the

client 18°CMFEh&GStiTigale W0 thed tethe resgitvefcputtiogy pogether the
speci fi Cigfsi S LN e 0 Il cat| o X t.he server 103
sends thlzltfgg@v%tﬁogerﬁﬁwi E@%‘ge?ggrt%() thPr‘é;ﬁCcZ}gr @85&%5%,'"?%”@‘%’%1 102
verifi esand tthe ségnaturedrt@ficate 109 is 15 valid or not using the CA

public key 104.which the Srl?'l ent 102 stores in itself. \Wen the server
certificate 109'¢ S&/NETGLUB gtoresnehgirgnives senver sertifis@ten19Gch server

certigficate 1Q~erﬁvﬂﬁli¢e,‘3rQﬁbedcf?énk'sel?%e b\?gy%@y Vﬁb?ﬂ@?% eﬂt@% dals

possible for the client” 102 to verify 0
certifi caréificataditfy from hepattifichby dWhodby A0 Ly aner sfyiaw it.hat the

server certifi 09.is valid, the «c]jient 102 random ener at es
i nf \(;r mat i on am %@%Hgl{i?/scrd@ﬁéﬁé?Woh"%ﬁﬁw tP2and §%@g§f€h\é¢léilﬂéi ter
ref errecadtaadly 't@l'ri’?@ul?h@ea‘ét”@@hﬂf%i&%g?ﬁ} ion information), and sends

the generated information to the server 25 Meanwhil e, the server 103
randoni y geneVéhes igetsinmtaanmeetsxtta divesdmergd 88, athanchientheoger ver

ot 0 e b v B BV A3 MR BickipFOR paet icatipanto w02 Then,

t he servyerthkEgeandt tdtanmehiigitatidg, generate a 30 communi cati on common key
201 using the above server-side comon key generation information and

client-side cHidn the server 103 sends the server certificate 109 to the
client 102.
Then, the client 102 verifies if the server certificate 109 is

15 valid or not using the CA public key 104 which the client 102 stores
initself. When the server certificate 109 is valid, i.e., the signature
110 included in such server certificate 109 is one created by-use of
the CA private key 105, it is possible for the client 102 to verify the
validity of the server certificate 109 using the CA public key 104.

20 After verifying that the server certificate 109 is valid, the
client 102 randomly generates information about common key
generation on the client side (hereinafter referred to as “client-side
common key generation information), and sends the generated
‘information to the server 103.

25 Meanwhile, the server 103 randomly generates information
about common key generation on the server side (hereinafter .
referred to as “server-side common key generation information),
and sends the generated information to the client 102.

Then, the server 103 and the client 102 generate a

30 communication common key 201 using the above server-side
common key generation information and client-side common key
generation information.




neration information. -3 14 Novenber 2006 Through the above operation,
?S gecones possible for the client 102 and the server 1dNeEmbEa®6t he
comuni cation conmmon key 201. Fromthen on, by using the communication
common key 201 5 to encrypt and decrypt data to be transmitted, it becones
possible for the client 102 and the server 103 to carry out a secret
comuni cation. Note that the X 509 certificate format defied by the ITUT
(I'nternational Tel ecomruni cation Uni on-Tel ecomruni cation 10

St andar di zat i onh ar xhi k a 1514,
certificate 10151 gﬁgga geﬁgﬁ%\?tgﬁcﬁﬁgﬁiog %(gorﬁglgﬁ 0%8_ l?i_ﬁae QFSH@e
certifi c‘a{"éﬂfidr%ta,n% ther gerveert03itoaskara b eneodsmumitesion kenhton
validityppers@¢. This is because the security of a private key depends on
the fact tﬁat 't takes sufficiently 15 long tine to calculate the private

ey from the itaimotiken amdbycosmaiteR! Lo tilficatRAN It ioh AP S 2

hi gher possibility that the private key wll be expose ane key
cl)gt i5nu2‘é° @6'%&!962%@ daerept eldter toda beansmitted, B becames posible

certific S q ed..t rjb he 20 validity period, whic
is | onge‘?irfrlt;ﬂ%Gt%IE?ﬁ%f nggegribgr q@&?t?&ﬁéﬁ ef939%_0| FYENerAt "R sRGRet e,
‘when t hecovalmdnigatieni.od of a CA certificate expires, or when the CA
private key i gt is necessary to imrediately

generate a ne Qi@;ﬁ'%({r 95%%5%%2”%&%2&&;}1:@13{@?@@ sl ez %rtﬁé}lﬁ“&léﬁ For
' iR Wh e a sufficie nunber of . _
g)é?m):‘ ?E:(alpgegﬁtgﬂorl ti ese\?ﬁllé:%égi@%\?glgf@& e atdqlﬁ@-glgﬁgcomrﬁg,nlt:%io@ client

has 18 sftfangdardizabiqut@ectespls ceftenc krasldy&E as Rais Forn SOHFULe and

h i.ent h fore posses all or 30 a required nunber of CA
ST erelsGiee ADe i m s S bR serbifiates] OB

According to the X.509 certificate format, a server certificate
109 needs to describe the validity period. This is because the
security of a private key depends on the fact that it takes sufficiently

15 long time to calculate the private key from the public key and
communication data, meaning that there is a higher possibility that
the private key will be exposed if the same key continues to be used
for a longer period of time. |

Similarly, a CA certificate 106 is also required to describe the

20 validity period, which is longer than that of a server certificate 109
in general.

Meanwhile, when the validity period of a CA certificate expires,
or when the CA private key is exposed due to some cause, it is
'necessary to immediately generate a new key pair and to

25 issue/obtain a new CA certificate.

For example, in the case where (1) there are a sufficient
number of certificate authorities which are available at the same
time, (2) a client has a sufficient computer resource such as a PC
(Personal Computer), and (3) such client can therefore posses all or

30 arequired number of CA certificates of the certificate authorities, it
is possible for a server to use a server certificate that was issued by
another certificate authority other than a revoked _certificaté
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I's possible for a server to use a server certificate that was issued by
another certificate authority other than a revoked certi4Newnber 20064
Novenber 2006 authority. In this case, the client verifies such server
certificate by wusing, one after another, the CA certificates which it
possesses. Wen the client can verify the validity of the server
certificate by wusing any one of such CA certificates, it is possible for
the client to 5 verify that such server is an authenticated server.

Meanwhi | euthbeitya clay this case, aahteftawewve&lﬁ@y\&x:c@ﬁ&éwé?Q%@ltng‘zctaft@ tyyper of
obtalnaCAcertlflcate of such ertificate

a client apparatus c
aut horitl Frf%mqql% %gtte(rl faln&ih@ralftf%rq@\ycﬁit‘@@mﬁt@s whighait passaissesser ver,

and t henyy Qclie ar at us.
A'so, 't hreh e cilttn® edl VERITLAROrRHEY B o, Cerdfbalibh
server c@smg iadet @ nehef SLIIKB[’I\&‘AIGhﬁtyf!(MGS)CitQ% pOesHABVRIT tl‘i@rctliefdtc%e is
cl os ‘éé”gl rlnﬂ%sénd when the server cert i ficate gets revoked. Such

t ech HEBRET Y I Rdhplthenticatech666Ves. Lai d- Cpen Pat ent
publ i cat i on NV edPhil 87 QpheAns ckip ah‘i‘hgr%ﬁ& ﬁ%&ﬁ?{t ggyéttgléfﬁé' on No.

2002- 215826 Wth the above existing fechnl ques,

appar at uhg y%em@ffeaaqolpenhrmeparairusamplo&)tatlhaa Ca eeftiftateref sudi h a
there is a 20 problem

sufficie es | udn arrenor

that it ‘PésftW$’F%Lﬁtﬂ“5%w JH”&I tceeFS&é %’ifh@{ ks dEselfany from a
cert f aad] t a I Or.
i rouit Tor gt pent Crat g Herasta enedebRaRfed A RePHERAR Wit
Fur tlfer fdieNt ppparatuént apparatus does not have a clock 25

£ o curSPort it T SRP SRS I9NCh TEAEERISNE N A @IREIcah ;?of
Cannot T oo R A bey e rea PR RV TG Y 6 ing PRt 1o
val i di t FaiéiGle &s adpseathiengpiring and when the server certificate gets
revoked. Such techniques are disclosed, for example, in Japanese
15 Laid-Open Patent publication No. 2001-197054 and Japanese
Laid-Open Patent publication No. 2002—215826.
With the above existing techniques, however, if a client
apparatus is a home appliance, for example, that is not equipped
with a sufficient amount of resources including a memory, thereis a
20 problem that it is difficult for such client apparatus to possess many
CA certificates at the same time and to be equipped with a program
or a circuit for authenticating a server by use of plural CA
certificates.
Furthermore, if a client apparatus does not have a clock
25 (calendar/timer) or any means for setting the clock to the correct
time, it is difficult for such client apparatus to check the validity -
period of a CA certificate, which causes the problem that such client
A apparatus cannot renew the CA certificate automatically even when
the end of the validity period is approaching.
30 The present invention has been conceived in view of the
above problems, and it is an object of the present invention to-
~provide a communication apparatus, an authentication apparatus,
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30 The present invention has been conceived in view of the above problens,
and it is an object of the present invention to providd Noveowauiléati on
apparatus, an authentication apparatus, 5 14 Novenber 2006 and the |ike
whi ch nake it possible to verify the validity of a server, wth a CA
certificate being renewed in a safe and secure manner, even when the
communi_cati,on arat.us i s .equjpped.only with.a . small _ anmount of resources.
Di scl O_?Iﬂci' tg’F ﬁ el l‘c‘)ﬁ W%%ét&ﬁﬁ?&gp%}é?h‘_’qlm fhe validity of a B YSesent

| nvent keith BN cértiféand ¥Ring FATEHELCH | ANsARPAR] Ubdiffe YRARRENO
validity of a server that is Connected to said communication apparatus via
a cong¥eicavhen thewoemmeuripatioim@ppafratiss ist eqagepedi bndpewdth eat o

hol d fi information that includes a first CA certificate and a next
addr es?ﬁ%‘lrl%@g‘{%t gfﬁSS?FF%?S-CA certificate indicating that a server
certificate that indicates the validity of the server is valid, and the

next address for\ml#)date indicating a location, on the conmunication
net wor Pisgloguze e Bavesdionr on which second CA information is placed,

sai d second ' ' | ncleydi e CA certificate to be a next
valid CA cer¥i (::é(;gar?{ed%\é gﬂ(g%s %é%@a&dgpﬂg?ﬁreéﬁnééﬂ‘ﬂeﬂ &%E%BEE%WES
revokets proddeders i cahinounicationpegideatuso fert verifyiagt ealfthitpesier by
verifying the.server certi Ei(iafe us.icfgmthe fi.rst. certificate;, and a CA
i nf or nﬁ??‘é‘? &S uRPEREEE Al £ RUMEea oty GPRAT 4 i W& i%n from
t he dpmhmmﬁﬂfat%ni@@lﬁ@aﬂe,dcoha{pfmnge& ﬁ%gﬂrs%éﬁage@hrﬁ@%@rawi_@ef&i n when
the fi Lsi@(:ﬁ certjficate becomes revoKed, the authentication unit

t her eaf' sthém i idpemation that dacliadag anfirste &b cantifieate finshiae

el g NabReeSEORId Rtatdll SRUTHEGH OR' Aeefidate | Mg TAMME SR o

update unit. Accordingly, si rice I't econe pPosSi 00 ke second
CA cer s€fveacertificate ithatHadieates thedvaliditgrof the atezrvby ismkalid, and access

(0 hecrnhogy Mpntetad "ol | IR Yhe o dslon PR e vt
communication network, of a download server on which second CA
information is placed, said second CA information including a second

- CA certificate to be a next valid CA certificate in a case where said
- first CA certificate becomes revoked; an authentication unit operable
to authenticate the server by verifying the server certificate using
the first CA certificate; and a CA information update unit operable to
obtain the second CA information from the download server indicated
by the next address for update, wherein when the first CA certificate
becomes revoked, the authentication unit thereafter authenticates
the server using the second CA certificate included in the second CA
information obtained by the CA information update unit.
Accordingly, since it may become possible to obtain the second
CA certificate which is the next valid CA certificate by making an
access to the download server indicated by the next address for
update included in the first CA information, it may not be necessary
for the communication apparatus to pre-store a plurality of CA
certificates. Thus, even if the communication apparatus is a home
- appliance and the 1like with a small amount of




for the conmmuni cati on apparatus to pre-store a plurality of CA
certificates. Thus, even if the communication appar at ud4iNovamhergd06
appliance and the like with a small anmount of -6 14 Novenber 2006
resources such as nenory, it nmay become possible for the conmmunication
apparatus to verify the validity of the server, with the CA certificate
being renewed. Here, the CA information update unit may try to connect to
the doiSSEAICEEr vACHeraHdMREMSLY,ard dpex nbepemse c passdale | faor Haei on

fromt -ser 1.d ' . C A [ , Since

1y o BOiEGUBE Kot aths" 2 vERP e SRR TOE Hhe, SEERN: A

second tB& C¢x ceftifiehte bleind rerewéd. next valid CA certificate by setting up
Qre a certain period of times before the end of the

t he downl oa servgg1 &gf )

validity peri®tf, Hrethé inteymeiien updatst enit imagyy tipttopeomsaistey to
manage b1l | ' ; e , - prer r § k meani ng
t hat stlijllc%ﬁ g?ﬂ%%a}:%t ?gﬁ‘%}gpﬁe E[tg%ﬁf‘z@r eqr%?(? eé??tlglgg té%%i pstf)erél“gﬂvc\} t ﬁz}(\)nl y a
smal | armbemadion e dfoomr esheModeowdbad hgeffert nfwdiemt | enidupdainmeastidnmy try

t o connect t6f§[~th dorgl oad server when the authenticatign unit has fail ed
to authGRGESst e AFP > uSIGE t Ak ANAY: leceme | ppsstlkle altd obh@in the

second et AISATbEAFAHE (OUBLART (R KECoUHc AL ipRARSFhIAH

_succeeé:s. Accor .- 'even in the case ere certl;l cate
gets reéyoidee hexbrvalid LAakcediifigaper bpdseitingaypbehendowpdssicdblserfer the
comruni,cation a ratus to,ohtain, fromth downl gad seryer, the, second CA
certifi ?Ee\ﬂ'ncgﬁ'%‘@ preigd ot Ymesy b@(ior%et?‘ﬁ ?P\é\{gf’g,t enfabfdiePgrigd er such
revocaty , ti i |t i e the
Corver Ohoflue MOCR cERNEMCIP nid) AOL 4 (ndfesdit: |8 BISARRL O

i nf or myvalickity pesiiod dubing ke c@leindiaor nettimery pslatheulike, mednihgnthagi d

aut henticati on succeeds, thereafter .authenticate the server using. the
second SEX QPWW%F@%}%%@tQ%éS frie%%mﬁi t@e??iﬁql‘é’éfﬁé‘?é with only

a small amount of resources.

Moreover, the CA information update unit may try to connect
to the download server when the authentication unit has failed to
authenticate the server using the first CA certificate, and obtain the
second CA information from the download server when said
connection succeeds. Accordingly, even in the case where the first
CA certificate gets revoked before its validity period, it may become
possible for the communication apparatus to obtain, from the
download server, the second CA certificate which is the next valid CA
certificate, immediately after such revocation.

‘ Moreover, the authentication unit may try to authenticate the
server using the second CA certificate included in the second CA
information obtained by the CA information update unit, and when
said authentication succeeds, thereafter authenticate the server -
using the second CA certificate instead of the first CA certificate.
Accordingly, it may become possible to switch the CA certificate from
the first CA certificate to the second CA certificate as soon as such
second CA certificate becomes valid, as a result of which the
communication apparatus may not be required to manage the

validity
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Accordingly, it may becone possible to switch the CA certificate from the
first CAcertificate to the second CA certificate as sdédNaysmbeic06second
CA certificate becones valid, as a result of which the conmmunication _
apparatus may not be required to manage the wvalidity -7 14 Novenber 2006
periods of the first and second CA certificates. Furthernore, the

conmuni cati pn aratus with the ve .configuration may further conprise
a _secoﬁ’(?réqc_g? Qg_gp’ﬁnﬁ¥3toﬁ€ﬂa%‘?@n@?ﬁ&ﬁﬁ%ﬁf@@%_@ond CA information, and in
sai d commnmﬁith%m@ma&ﬁbu%orﬁﬁﬁ;%at%dﬂ%ﬁeg@tﬁ%d%&hurt'hte_ BYowpd OF €,

t he secon I'n

into the second storage unit, ornmati on obtained fromthe
- downl osordigwmationnthaghdurther féomipride cesecbinchtstobagenesitr epekable t he

aut_hemi:ic ti,Qn unit mi%ﬁjtch reaf t.er auyt henticate the,server usi.ng..the
Second Fealolflt thEc eEoNKE e dnior RN ARACHLI AR HBPFYRUIECHLOR i n t he
second agiradfisunthe BT h?fdfﬁﬁ&tioﬂh%&aﬁefu&ﬁﬁ E&%Cﬁdﬂe‘i' tfe fapcones

- revoked, "the authentication unit nma ve the second CA information stored
i n t heseeondd stsoraggyannit, tthetse CAr mfostmatioe whitaineddronerdet t er

thentj cate t ' t CA tifigcate | | ud ibn th
cecond AR s e ReTToh erd: udter, the, BFFY Keh Srdftinre, REESMSS Féekefing 1 ne
procesgha %ﬁfhél@ﬁéhﬂﬁ)r%nﬁé&htgxf tESE O A WM ETicAR PREYsdMRIIgERIAL | ons,

i. e. , the currently valli certificate (first CAcertificate) and the

next- vahedsepondeGAT rertificate coaludade dnt ithiec seepnat GAdiinfprmatiosn above

usage mories, W th.the current. certificate Rheing,.re d en
necess f?/r,e.raetlnnﬁﬁgbgggmdngforﬁ&eeégg;ﬁ%ﬁheﬁg@é% '%‘&?%r}ﬁ%ﬁpg\&t us to
unneceggafificitd Békbdmledr sevoRedbeheobfthesriddfibaatest M&pﬁ?fié{re fifie CA

i nformati on update unit may obtain, from the downl oad sefver, a downl oad

. server seepntl (Gatimfprmataonngtoned iini theosecand sboragadunit vete thed obtain
donni olaoserosebeduih 5RY SeFafit et thERk-Ale O v Er trfietE
- Accor dspgbiid CA certificate included in the second CA information stored in
the first storage unit. By repeating the processing of holding CA
- certificates equivalent to only two generations, i. e. , the currently
valid CA certificate (first CA certificate) and the next valid CA
certificate (second CA certificate) according to the above usage of
memories, with the current CA certificate being renewed when
necessary, it may become not necessary for the communication
apparatus to unnecessarily hold a larger number of CA certificates.
Moreover, the CA information update unit may obtain, from
the download server, a download server certificate indicating
validity of said download server, and obtain the second CA
information after authenticating the validity of the download server
based on said obtained download server certificate. Accordingly,
since the communication apparatus obtains the second CA
- information after verifying the validity of the download server itself,
it may become possible to obtain the authentic second CA
information in a secure manner.
Note that not only may it be possible to embody the present

invention as a communication apparatus (client apparatus) with the
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since the conmuni cati on apparatus obtains the second CA information after
verifying the validity of the downl oad server itself, H4Nongnbsed¢ite
possible to obtain the authentic second CA information in a secure manner.
Note that not only may it be possible to enbody the present invention as a
communi cation apparatus (client apparatus) with the -8 14 Novenber 2006

above cghhiQu | at.~al a L) t hod..f ra-f.y L,ag; idity
~of a serveYlgt Eg%ﬁ"%}g#g%g: gg{ti t%égtg%s,rmt %qureg%g?gef?} BE?*%F&?Y%J{%% t he
comunivedididy aplpaa atsesver i thatnimcinies,i cad | s  stepa; athe (merddskiesat e

aut hori t for jssui server certj.ficates and A.information.to.the
cormuniREAPETISSh Y Tt O FRY DAL Sl AEREHtiFor DhetHo A HEE S Rides, as
its streagﬁgawﬁwr(%%ﬁ%atepsﬁftﬁbgﬁ%bﬁbﬁ%@u heiietabe Ay iRRas ajyg. (iv)

a prog that causes a conpute execute the steps Inc in the
above @At hedforrhation r etor dilng medinmmumiostticoh sappapatgsam {id) staned,

and (vi net.hod for_ operati an t henti cat.i on stemthat includes, as
s o anheiicahormiting: i fliithe S kSneicat GRE HARGCRES and
downl ogsbrg8FYRId 1Y SAER! RA%eMINEoh" S LR, SIPPU ”ﬁﬂSn%re&h tthetpr esent
I nvention make it ‘possible for an apparatus wth a smal | anbunt of

r esour €@318es ot sompudier etrevexcGateethé f stepe inclades i bl themaberve

wi t hout_n i,ng o care about when the val.dity riod of a.CA_ certificate
expi 1 oSnBSREHET GV o FrEoRRRE, piCE R aR YA e 'ioetent iSnotiifihn ar e
ext rengind upsl ub esReBbAl by @Pﬁa@ﬁi@eahl CAL N IS EoR Miein| RBgdes, as
a client apparatus, a hone appliance and the |like. |In accordance with a
second inghadesofistite gepserthe pveacdune formperdtingrihe dedhentidatidony

verificatlio thod, fior werifying validity of a server via a communication
netmr%%é:%%ﬁﬁss?ﬂ .dg“g}f)’? %e gp of storing, into a recording unit,

first CA infAd @ddcdibédaabbie! YHeSeRample entholdidditiscat ehanpraseaxt
address for update, the first CA
invention make it possible for an apparatus with a small amount of
resources to obtain and renew a CA certificate in a reliable manner,
without needing to care about when the validity period of a CA
certificate expires. Therefore, the example embodiments of the
present invention are extremely useful especially in an authentication
system which includes, as a client apparatus, a home appliance and
the like.
In accordance with a second aspect of the present invention,
there is provided a validity verification method for verifying validity of
a server via a communication network, comprising: a storage step of
storing, into a recording unit, first CA information that includes a
first CA certificate and a next address for update, the first CA
- certificate that indicates the validity of the server is valid, and the
next address for update indicating a location, on the communication
network, of a download server on which second CA information is
placed, said second CA information including a second CA certificate
to be a next valid CA certificate in a case where said first CA
certificate becomes revoked; an authentication step of authenticating

the server by verifying the server certificate using the first CA
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certificate that indicates the validity of the server is valid, and the
next address for update indicating a |ocation, on the cbhorinter 2¢6
network, of a downl oad server on which second CA information is placed,
said second CA information including a second CA certificate to be a next
valid CA certificate in a case where said first CA certificate becones

r evoked, ] | | | | \ I fying
e ser AN SO ERatlof YBERS SR, o AR IRL BcRl
certifiCat anfermadid®A froimr nhei cownliei® seeweofinditated nbyt hhesemxid CA
I nformat ign f.r?Pmthe downl oad server indicated by the next address for

updat e, 2HRET S O Hde?éealW]WéfﬁlincH% L8R %‘tlgb‘?nmﬁ@ﬁioﬁhétfmﬂ&h?r@hééﬁﬁtf i cate
becomescy e@&'@ﬁ?’caf@%&éﬁfﬁ’@é rE§ochﬁr ‘%Qretciérv%'ftigeﬂ{ el ?ﬁfh@gtfl%eﬁ?ﬁgcggd

CA certi _|cate|nclu In the secbn i nformnmation obtainée
i nf or magsing updet esstaapd |@Aaccertifioate wiihbludédi rich ashectsaforidie @Aesent

I nventi.o there i.s provi.ded a qQgram for a co ni cation apparatus that
verifi é?%’étﬁag?(?@/ thaingér%&%ﬁ‘%ég{%%l%w%ﬁtﬁ&at i on appar at us
via a conmuni | kst 0gr S} UGB ES cute the
“steps incl ugglglaéidrﬂ}ﬁi%%dg)idg%tthym\e/eﬁlflacgt %%F Jr)ri\:,lgcf?c%d. I'n g{éccérrlggﬂgié%\ivi th a

four t h thgrecis gpravidepr esgmogravenfororm cdrhenanisationyiapgsaratus that

aut hentj cation_a atus for ensuring validity of a server that is

G onnec s s s SARCEY hdh 1% aSEORC T pSARRGRICH o0 SelhmEATRHBICHeor K,
CONpri HUpiSardti B Mal £¥dhhGAiSatidhUs1etdrk, ORRER WS egver

~certificate that ensures the vaﬁgéﬁy%ﬁﬁrg’ gggv?r@ggﬁgﬁaééﬁsﬁgoémtion
i ssue WOmMpsyier aty exartites thef steps Gaclidedr nat the vahditynvenifasatiohi rst CA

certifica ﬁnd a next address for wupdate, the first CA certificate

I ndi catﬁuﬁgﬁ? at said server certificate is valid, and the next address for

Lpcate I8 eoRabgR A, E0ISURs IR AR SRyt on

i nf or ndhiesa isrprardded ansaytinantiCativer ipfparstest roenaumixg vedidity 64

certificalgved sPss %ﬁh%c%&iidto said authentication apparatus via a
communication network, comprising: a server certificate issue unit
-operable to issue a server certificate that ensures the validity of the
server; and a CA information issue unit operable to issue first CA
information that includes a first CA certificate and a next address for
update, the first CA certificate indicating that said server certificate is
valid, and the next address for update indicating a location, on the
communication network, of a download server on which second CA
information_ is placed, said second CA information including a second
CA certificate to be a next valid CA certificate in a case where said
first CA certificate becomes revoked. |

In accordance with a fifth aspect of the present invention, there

is provided an authentication method for ensuring validity of a server -
via a communication network, comprising: a server certificate issue
step of issuing a server certificate that ensures the validity of the
server; and a CA information issue step of issuing first CA
information that includes a first CA certificate and a next address for

| update, the first CA certificate indicating that said server certificate is
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first CA certificate beconmes revoked. In accordance with a fifth aspect of
the present invention, there is provided an authenti cal4 ¥avascha@0 or
ensuring validity of a server via a comrunication network, conprising: a
server certificate issue step of issuing a server certificate that ensures
the validity of the server; and a CA information issue step of issuing

first s n Mo} ' LESt: I L - and t
addr es sq'ﬁi‘l (l)drl’ fagi)ciigilg , ﬁte%a%?ggé%zsie@?il?i%ép gﬁi: %gil?aill ﬁg&?‘h%?’ S gll Eﬁéer ver
certi f icamaimicationd nddwenticrol2 @08 owaload] serdet fon nekicladsboessd fOA updat e

onwhi CRISERRHIEAS TS et s Om Achdriermptiee chelediaforssondn
i ncludipg acpefeRte t@f\b&eét hEkEalRid Q:Rec@rtiﬁéété/i{g'e% &.ﬁsé%ﬁéfé @hq 'n a

case where said firs certificate becones revo n accordance with a

si xt h dspsdcCAotentifecatebeapmey eavokad. there is provided a programfor an

aut henti cati;on appar.atus th ensures validit f a server ,connected to
sai d aut hentlfcdt '(%ida%r‘gi Q/i%ixéﬁcaﬁi?ﬁﬁ' cai(i@'f? NSEGRGTR, TEKENPOEYr am

causi NghereC MMMERfided %ﬁﬁ%ﬁg‘%amefoii RS dadadatidnd *Sbgyrgéitetw&t ItRali on

met hod. I n accordance with a“seventh aspect of the pre I nvention,
there iengares dedlidityopefata osemegthodonechpdr dioi nganl camtherditdtdon syst em

appar o B VB e B T s BBRC i orth chen REoRTBHA oL R OB IR oR &
conmunicghipRitePettyordxe MRS itle t Reephh indHideat iipat 180 aPRREA I iGE! udes:

an Nth server certificate issue wunit operable to issue an Nth server
certif imagtlodhat ensures validity of an application server; and an Nth CA

1 R, 0 5 BB bbos TR SR SHEpED S B Rt o 10
certifitbetre isipividetdnant dpérdtien MaRtEEEVRIr éfétfihgaé RonimMghichtighd the
(N+1)th address for update indicating a |ocation of the (N+1)th downl oad
system comprising an Nth authentication apparatus, an (N+1)th
authentication apparatus, and an (N+1)th download server which are
connected over a communication network, wherein the Nth
authentication apparatus includes: an Nth server certificate issue
unit operable to issue an Nth server certificate that ensures validity
of an application server; and an Nth CA information issue unit
operable to issue Nth CA information that includes an Nth CA
certificate and an (N+1)th address for update, the Nth CA certificate
indicating that the Nth server certificate is valid, and the (N+1)th
address for update indicating a location of the (N+1)th download
'server on the communication network, the (N+1)th authentication
apparatus includes: an (N+1)th server certificate issue unit operable
to issue an (N+1)th server certificate that ensures the validity of the
application server; and an (N+1)th CA information issue unit operable
to issue (N+1)th CA information that includes an (N+1)th CA
certificate and an (N+2)th address for update, the (N+1)th CA
certificate indicating that the (N+1)th server certificate is valid, and
| the (N+2)th address for update indicating a location, on the
communication network, of an (N+2)th download server on which
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server . on the conmmuni cati on network, the (N+1)th authentication apparatus
i ncludes: an (N+1)th server certificate issue unit operkbNevenhgr 288ue an
(N+1)th server certificate that ensures the validity of the application
server; and an (N+ 1)th CA information issue unit operable to issue
(N+1)th CAinformation that includes an (N+1)th CA certificate and an
(N+2) t Naadg S or; oth Neg ( (%‘31' efrkhigat e a ndi ' hat the
(N+1)tkr1[_ ser\PEgr S%%r tlﬁfﬁglg{agi?% ?/%I ?%%&%ﬁﬂ t dé PQNJI;%% g@d?@%@%‘?ﬁﬁ%m e

i ndi catinedudingemn i(dirt2)th CAcertifivats tatheon nextwakid 6 sartificare hin

ol aced & SAR TR OEAT PPt BRERRGE Bedgmars rriofed che@HTkhcar o to
be a neldwyabad sérves! idiuerise d TAABEMAMIGH SitRbE (I bPREBIe 0

certificate beconmes revoked, the (N+ 1)th ) server
i nf or ndt@leh ther A& Lith t Chdpeinformationhdiitt Hacinkeyt HheA (N+ DithmtCAn t hat

.includ tth CA_ certificate to .he next valid CA certifjcate in a
case vvheczerr téﬂgcaal(%_kﬁ% Pe EalE thl?‘ia é 88’6%4@?% dPoR ASG THNGHE o'iﬁlgu]tkltﬁni t

oper abl@At eertificRite, He@otnEONFRNBIEEdT 0 @P R %ﬁgauf hﬁniﬂ\"*oeﬁéﬁe{blgpﬂto .
information stored in the CA information stora unit, the comruni cation

appar atstE nkP comessednicatien dapRarpthsddiwel Gl dy @34 ivifarmhation
i_Gatien :networ k in the t thod,, the follow ng. st
oo rosiBred iU (A MhbPr R A" HiBrRER L Gng "Rerdmrtiditiog: o

. Nth opermpaitiss ¢eing ooahatcted {1 &alih(Hl iendovdhiRM RRRaFa¥Sthand an

(N+l)th operation step of operating the (N+1)th authentication apparatus
and t hEOMMYRECHIQR| BEEVeEKy @nddnotiee ppardtion tmephoidodhef folbewitng CA

certifi [ . r.1nformation about t t echni cal, background

to thi S,S%é'ggp ! car{eﬁ%r%téﬁa%)g\gg”{ﬂ&%&r "_Eﬁ"“ﬁ'ﬁsen@sﬁsrﬁchﬁ ﬁoﬁrl\ﬁ_larger

- 2003- 0986&€erf:i hadNth Aperatibr?8p 0 dperitiApatied RehehltR¥nticitgssnce.

Brief Description of Drawi ngs These and ot her "objects, advantages and

f eat ur @PRATatMS; and an (N+1)th operation step of operating the (N+1)th
authentication apparatus and the (N+1)th download server before a
validity period of the Nth CA certificate expires.

As further information about the technical background to this

application, Japanese Laid-Open Patent application No.
2003-098596 filed on April 1,2003, is incorporated herein by

reference.

Brief Description of Drawings
These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the Drawings:
FIG. 1 is a diagram illustrating how key information and
- certificates . are prepared in SSL that is an existing secret

communication;
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i nvention will becone apparent fromthe foll owi ng description thereof
taken in conjunction with the acconpanying draw ngs thd# Navembet208b6e a
speci fic enbodi ment of the invention. In the Drawings: FIG 1 is a diagram
illustrating how key information and certificates are prepared in SSL that
IS an existing secret comunication; -9c 14 Novenber 2006 FIG 2 is a

di agram showi ng an SSL communi cation protocol; FIG 3 is a diagram show ng
a configuration of a comrunication systemaccording to a first enbodi nent;
FIG 4 is a difi@.ahistowiagram etropieg ofn €51 abe Ml hidktiod gridBochl:i s a

fl omchart shO\é_\d %g ag exanpl e (iroerat lon of certificate authorities and
downl oad servérlccdr dithg @ o HAH@Rd Shawdadneat ; cPnEigeration fobwehar t

show ng Mrﬁghmé@éh%gg?ﬁpgcggm!,ﬁgp $%P§%r?h§?ﬁ§5@%ﬂﬂ]ed; 10 FIG 7 is

a di agram show ng an exanpl e operaf l'OW 0 I‘fi cate
authorities, dlGent,isdowlibgad mestvewsng and exarhindet6PICA saforghativin;t he

nor mal case); G is a diagram showi ng an exanpl e operational flow of
the Certifi catﬁibau ori t9 eEI,OVgFﬁ@ﬁ’t' _,SQQVﬁFBaé”se‘??ﬁ@mPP%nBPSFSQF‘iO(E‘athon 15

X ; f
server (ddrtifeeasuthofiGes %@%ro;wﬁg%d %éa"F\ivg‘F; §8F§E?§ﬁn§s‘ﬁ’§ 0L8chAT

downl oad server B starts operating), W Ng “an exanpl e
oper at i g@iabodigwent; the certificate authorities, client, downl oad servers,

and applicati verg (i n,.th ase. where the CA certificate A gets

eonon il PR TR ATt RGN G R Far miBAkeRAf thadorinoado | s a

di agr amsgrQeir g detdthigadgati on of a communi cati on systemin which a -
single certificate authority issues plural server certificates and CA

i nfdPnation. PEGBeAtS Mbdl aigiiargashgwingGan e phee oipiems tidveaf Slovowifng
descri be ot L8PS TehS Hies" RS Hwnload servers, and application
server (at the normal case);

FIG. 8 is a diagram showing an example operational flow of
the certificate authorities, client, download servers, and application

15 server (in the case where a CA certificate A gets revoked before the
download server B starts operating);

FIG. 9 is a diagram showing an example operational flow of
the certificate authorities, client, downioad servers, and application
server (in the case where the CA certificate A gets revoked while the

20 download server B is in operation); and

FIG. 10 is a diagram showing a configuration of a
communication system in which a single certificate authority issues
pIUraI server certificates and CA information.

25 Best Mode for Carrying Out the Invention
The following describes the embodiments of the present
invention with reference to the drawings.
(First Embodiment) _
Referring to FIGS. 3 and 4, a description is first given of the
30 first embodiment of the present invention.
| FIG. 3 is a diagram showing the configuration of a
communication system according to the present embodiment. This
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i nvention with reference to the drawings. (First Enbodi nent) Referring to
FIGS. 3 and 4, a description is first given of the 30 WiNarmdspd¥nent of
the present invention. FIG 3 is a diagram showi ng the configuration of a
comuni cati on system according to the present enbodinent. This -10 14
Novenber 2006 conmmunication systemis forned of a certificate authority A
101la, a certificate authority B 101b, an application server 401, a client
415, and a downl oad server B 406b, which are connected over a

communi ce@MImUECAbdn sysheas is fiermmedofe cerbifateheudpptitg & 191 H, server

401 shal . £.St ., he t hent i by the certificate authority A 10la and
t hen by %%'Eae'ﬁg%'ltgfq%%” thEﬁg:Dﬁ&i/ %nli?ﬂﬂﬁcat'é’q §erver 4%@&{(@%”{9465& he
val i di t yanar iznddanehigiRi | skpverng appbbcalipittsesve’ cdAhectBliChic: &
conput er apparatus and the ITke for préviding a service in a specific
~appl i cat¢omByteatiarnoneswgrkpseoh dinthedoteanes: Hemyahe aEp:bida‘t’[brpl aye(r]I
of a.s L u UE. ssesses gn server_ private ke 404a an
an A8 "SR BB b RRLLAESY bebSRPRSRE AL by FerbiicaleyufomsyiA « he
private k@yaofaridhi thewpbi/cehicoreFeiialtet Gt HAM(APBS 918, %ﬁiéifé CiEe A

402a, which is a certificate_indi Cat'logﬁ the validity of t'he application 15
- server 4APTRagRNGPfi Hee aa@lidity cpedioglianst the lkkeola, includes an AP

server privatd e, RBlEALCI serekpt ol Wik te S5 TRAEEr FhbSsitiine ur e
creat ed diyd tihe tiket FéF prbeidifidier sbyvitd 0dan ahexifib é‘;&’puésgm isggtg ait cate

A 402a. 20 The cljent 4f115’ which is a hone appliance and the
recdfved€adsePipviding. §f edbpkassalismwiareate) at MR tplayarpbf cat $pacifier ver

Coror) SEPHHIECLLPEL o Xalbabd oA PR GPRLARE O D S0 00 BB ot ory
menory 4B9ven CHriifiCatent id0Rapdatre WP sedlér BHdatedaPia BLA G8 they 414
The ser \f)errivg’yé ?(%r;/t bf%msogplf)rllilctat?c}r? slesrv?ar 401. The AP server certificate
A 402a, which is a certificate indicating the validity of the application
15 server 401 issued by the certificate authority A 101a, includes an AP
server public key A 403a that is the public key corresponding to the
AP server private key A 404a and an AP signature A 405a that is a
signature created by the certificate authority A 101a on such AP
server certificate A 402a.
20 The client 415, which is a home appliance and the like that
receives a service (e.g. downloads firmware) from the application
server 401 after verifying the validity of such application server 401,
is comprised of a server authentication unit 416, a memory 418, a
preparatory memory 419, a CA information update unit 417, and a
25 DL publics key 414, The server authentication unit 416 is a
processing unit for authenticating the application server 401 by -
verifying the AP server certificate A 402a received from such
application server 401. The memory 418 is a memory for holding,
- in the default state, CA information A 301a that is certificate
30 authority A 101a-related information and that is used for verifying
the AP server certificate A 402a. The preparatory memory 419 is a
memory for holding CA information B 301b that is certificate
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processing unit for authenticating the application server 401 by verifying
the AP server certificate A 402a received fromsuch apgfliNegmben2®érver
401. The nenory 418 is a nmenory for holding, in the default state, CA
information A 30la that is certificate 30 authority A 10la-rel ated
information and that is used for verifying the AP server certificate A
402a. The preparatory nenory 419 is a nenory for holding CA information B
301b that is certificate -11 14 Novenber 2006 authority B 101b-rel ated

i nf or mat@wkhaesiéy o 1dat byrelatedt hinfdrenation f useti ¢0 papoesshngrith the

licati 401 d her .. , ify the AP

o TS B AL BRSPS SR B LS AR EHRRr scuea

by the ogayi toc\aéref@uhBOAP_t@érBe%CtJé?r)tiﬁt@tég h?dﬁ%%ﬁqe@’@ﬁégré:ﬂﬁt%fth?
41 gets revoked, to

information A 30la stored in the nmenory r“exanple. The
CA i nf orarplicatigguaeevani40 hissued by phecestifigatmiauthoritybBai ®Lby, ime next

1060 “and 8 G766 WhePerEe ALl IR BRe 0 Fhhe, SEorRel Mukes rgiew 418
i nf or matgets fedbkad]foit exaenple.t TEhEROR nfbdndeioh U?(:Fﬁf%dunﬁpme?(%m' e.

The DL public key 414 is the public key corresponding to a DL server
privat e k@FomesFing ynit HerdebkniniagstheeneBt40slid Cheinferniéticat  CA

corver dtfgbhitfon WSy RafEihbidSRitoatbsaar etk yo%m bRet ShateS it on
server 4fifio aie phepEhatofpriamerny A B9 1 weRdtHo CreinforrhAtioriA diging of

such AP servsr_ certificate A 402a, possesses a CA private key A 105a, a DL
pri ¥t e Skajedin thsmemonad 1i8getsaevoked, Jorexamplea prhe flle prdylid 105a

is th i ’ f i Lfi ity A 101a.  wh DL
vt e Key 1% ¥ Glou bl XAPEbI 650 Bt T b B StV n VSR Rt B rhe ca
i nf or madildb of Bidalowelloddssédert Be4OBtsertificate A 106a indicating the

validity of server _&ert i ficate i ssued bé the certificate authority A
101a (here, tRhe aApekdfigatecautharitt eAa 102a, amhicie BL ecestifieatd ficate

B 408b) g tRbrityhab iS94BsWHE AP SeFVEr RrticdiiF Ad298'00 ietTg the

15  validity of the application server 401 and the CA information A 301a
used te verify the validity of_suéh AP server certificate A 402a,
possesses a CA private key A 105a, a DL private key 4'13, and the CA
information A 301a. The CA private key A 105a is the private key of
this certificate authority A 101a, whereas the DL private key 413 is

20 the private key of the download server B 406b. The CA information
A 301a includes (1) the CA certificate A 106a indicating the validity
of a server certificate issued by the certificate authority A 101a
(here, the AP server certificate A 402a and the DL server certificate
B 408b), (2) a URL B 302b which is the URL of the download server

25 B 406b where the CA information B 301b, which is the next valid CA
" information after this CA information A 301a, will be stored, and (3)
~a CA signature A 303a which is a signature created on this CA
information A 301a by use of the DL private key 413.
The certificate authority B 101b, which is a certificate

30 authority that issues the CA information B 301b to be the next valid
CA information after the CA information A 301 a issued by the
certificate authority A 101a, possesses a CA private key B 105b, the
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25 B 406b where the CA information B 301b, which is the next valid CA
iﬁformation after this CAinformation A 30la, will be sidNaegmbard063) a CA
signature A 303a which is a signature created on this CA information A
301a by use of the DL private key 413. The certificate authority B 101b,
which is a certificate 30 authority that issues the CA information B 301b
to be the next valid CA information after the CA information A 301 a
|ssued b the certificate authority A 10la, possesses a CA private key B

105b, L puivate lmveﬁhié,r ahdothe ID]A mfomaticey B43EJ ban?Trthec%m?é]gé gg% gon
BSOlb I, vat BlO e private key o Is certifi
aut hor i tg‘gg ﬁ@gb\/ﬁ h\feb yoﬁ’f§ 816kt Fﬁﬁ‘ésa%”.ﬂ)of'ﬁ‘é BaL01b.

certificahe em%ﬂarmaeimta fBDiBem‘t%l(fi%bt gleth% Ertffed dd e tcf‘sat'tassued

by the certificate 5 authori B 101lb (her the server certif
4)62b andirtd1éatmaerhe \@jdayurd aGeoar onitificate tiseu&BLbpfthiehee dofinh pad

| CA f t
Srrod ¢ ribgfid APl AR B AR Refler tarfifidie B0 ph)and thedikast ure B
303b mmz;)haulsRa GO Widchrisathedum éhtﬁe%wgi&%g%té%ﬁ%%’ﬂ@ rPAlse of

to the rivate key 413. The downl oad server IS a server
appar at U&f gFmﬁt*Qﬁl eh which lis dive mﬂtd%&hdoﬁdsmﬂmenmatmn/alftei’ €Ais CA

he. DL
cort 1 nfBrmRIRESRg brav i i GERPRY: P 3EES GhSisadie Busoss
i nf or rratwbrcl'Bléé SigHutiget beedwd ovattid €A I'ﬂﬁ'&?ﬂ%bﬁ%qd £b By'ts

I nformation A 30l1la ( heCAmformatlon B 301b is sent fromthe cer |f|cate
aut H8ri tt\I]'eBDi-OPlS)Vat'ﬂw ep 4dSrver private key B 410b is the private key of

tificate B 408 |ch|sa
tsglr\sle?mcl:\glr???ﬁg{ }gglr S@gégpgerg%FBD%pﬁ :{'Eé{ errlﬁ%’lﬁl?rl MST 2BPRIAS; (P%I cates
the val ivdhigh dfhe hel:elntl\mmsd RPN Mesads 4688 . n%‘)k‘thvaﬂd S@ﬁ“?ﬁfc@"iﬁta't[(dﬁate B

408b |ncludes a server public_key B 409b which is the pu
cor r espdifth th@ BA B Q/ré'ﬂaﬁqui'dﬁ e3Qéh, Bher Db, seintkera clrtidiaatat Br e B

412b ""“'4‘686 arfd WD LY P& PHVALd $3YPB 410b. The CA information B

15 301b is the next valid CA information after the CA information A

301la (the CA information B 301b is sent from the certificate

‘ authority B 101b). The DL server private key B 410b is the private

key of this download server B 406b. The DL server certificate B

-408b, which is a server certificate issued by the certificate authority

20 B 101b, indicates the validity of the download server B 406b. Such

DL server certificate B 408b inciudes a DL server public key B 409b

which is the public key corresponding to the DL server private key B

410b, and a DL signature B 412b which is created by the certificate

-authority B 101b on this DL server certificate B 408b.

25 FIG. 4 is a diagram showing a more detailed data structure of
the CA information A 301a and CA information B 301b illustrated in -

FIG. 3. The CA information 301 includes: a CA certificate 106

“indicating that a server certificate is valid; a CA certificate length

116 which is information indicating the length of such CA certificate

30 106; a URL 302 of a download server on which the next valid CA

information after the CA information 301 will be stored; URL length

information 312 indicating the length of the URL 302; and a CA

-13-




authority B 10lb on this DL server certificate B 408b. 25 FIG 4 is a

di agr am ghovm ng a nore detailed data structure of the dANovembenzilioon A
301a and CA information B 301b illustrated in FIG 3. The CA information
301 includes: a CA certificate 106 indicating that a server certificate is
valid; a CA certificate length 116 which is information indicating the

| ength of such CA certificate 30 106; a URL 302 of a downl oad server on
which the next valid CA information after the CA information 301 will be

st ored; SRNdEng BO3nfor riitd @b B4R foultt qridces ofeinforei dtioh t(h%ré’staegf)gf
|

303 f the ab f
ot or mat gL CFESEEH, Ry &%Sbﬂﬁ?ﬁéet@y%%%%ﬁ Nate keyt 41 CAot e
L o ecotifieate 106a1ecRd RRLUABHIE &l thb b rithfe SRIHdLER ©

aut horit (CA public key) r fyi ng he va
server é:ﬁepubﬂlccdﬂé/] i@u@@ bgsamecoafevarfﬁwagetlaethahditw ofha weevef the

l{ Kk t ble for the

86\, |err$I ?r%@ﬁgag@%ﬁ%e@héy aqb%\fé? Sgﬁiyga : onngfi/ere401 I n ot her

words, by usinghé h@s%&@ﬁé'(fJAClﬁf@rnié)lﬁoin”SéHd%ﬁtP“trf]é‘%(tﬁcmé‘#% e
Ity o In

|nformat|on 301 after verlfylngthe 10 val i onh 301
tsel f tMGKGES thadossibl EC&@r dheofc!iand: 4C1A53tcgr1mmfye t3es midsiwhoflﬁthe

the va aneycanoryseEgef 4oL Th e ol budisinghisdBiss ?facsc%ve“ v

server 4006 mndeadni&kthG ol@ﬁhlﬂ@@e(ﬁ\ H9Fd B abRin %Q)? 'a'FEéIUQ%‘F'i%né
|nformat|agn 301, the 15 client 415 can obtain ormatlon hvaI be

val il afMAHifyofdhe Gif ifarmation 301 l;tﬁelﬁmwbghrt@le?ﬁeurﬂd&tso?(ﬁ%[]e
n e |
appl | catron SHRERFEGHT o SBEACATPRELBHER S O Sepseiat e Dbbublic: T (e

app| | catkeyn $gryetheOlclimmier a1 65 cain Aepit I&he PaNaley 1 thedOdaralid an AP
server public key A 403a that nmake up a pair for “an SSL contmuni cati on.

Then, t K& rrgmqt@afegﬂl\g%qi Jepm the appllcatlon server 401, and by making
an access to the URL 302 included in such CA information 301, the

15 client 415 can obtain CA information which will be valid after the CA
mformatlon 301. '
The followmg describes a server authentication operation
(processing for verifying the validity of the application server 401)
to be carried out by the client 415.
20 First, the application server 401 generates an AP server
private key A 404a and an AP server public key A 403a that make up
a key pair for an SSL communication. Then, the application server
401 sends, to the certificate authority A 101a, the AP server public
key A 403a and other necessary information, so as to request for the
25 issue of a server certificate.
The certificate authority A 101a pre-stores a key pair
consisting of the CA private key A 105a and the CA public key A.
Upon receipt of the request from the application server 401 for the
issue of a server certificate, the certificate authority A 101a issues
30 an AP server certificate A 402a that includes a signature which it has
created with the CA private key A 105b, and sends such server
certificate A 402a to the application server 401.
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401 sends, to the certificate authority A 10la, the AP server public key A
403a and ot her necessary information, so as to request Ifd¥ovehber 286i ssue of
a server certificate. The certificate authority A 10la pre-stores a key
pair consisting of the CA private key A 105a and the CA public key A

Upon recei pt of the request fromthe application server 401 for the issue
of a server certificate, the certificate authority A 10la issues 30 an AP
server certificate A 402a that includes a signhature which it has created
with the CA priwdherkegre, adsdy ganerséitds astAcestificate det 06hiwhich /s 402a

h i i 401, -14 14 b 2006 E h . af
bonerat eRa R rPfladle 10GudEl ThERAPIDUE bey Bor tH6 | CRHTIFRE udi ng
the CA paltherikgyAALOURE gediéidtaatea ﬁ%?ﬁ{éﬂIMPAAl@@l@egg%tatiﬁéﬁ%sB 202b

informati on A 30l1a that includes such CA certificate A1
to be adt@h (A mifirate iMfldioms i dn URBBEL302b toebeRaddedt be sdminCéad

ot opma it £ 3EHa B FRE et BbidowRBER M ier a0k b-ed i n i ts
preparatory namps ycldAt Hen stbees! ienits4idtdrmdl0 ne@RiorPW 18NtHSLCA

communi cation 10 with the application server 401, the server _
aut hent ilRERTHRLIMN A 404 a opithiendefaeltastate, withcepthing beéng stozedfinom t he
appl i cat;i p ornms verification on the obtained AP

L hrelateitor] HherfBHyPE1 b

server certifircate ing“the CA public key A contained in the CA

certificate AWhBBatheocHdnitn4tiBeisramcyrit Sutlard fSSUCloMmesiivation
certifi caiFl A 402a js verified as valid, it becones possible for the

cli dAt NEBNHe ARPleRIPOasrEReE A Qb thersevercauthenticatiossunit 416

ST s AR 1 SORERRECAINNS RABLE B o L B St e

updat i ngt(34 antoperfdrons Weficatio v adn dheyobedined AP tBevEA cestifiddteate A

106a is cl gse . .

A 4%523 using the CA public key A contained in the CA certificate A
106a stored in the memory 418.

15 If such AP server certificate A 402a is verified as valid, it
becomes possible for the client 415 and the application server 401 to
carry out an SSL communicatidn, as in the case of the existing
techniques.

Next, a description is given of the operation performed by the

20 client 415 when updating CA information.

When the validity period of the CA certificate A 106a is close
to expiring, it becomes necessary for the client 415 to be able to
obtain a new CA certificate before the expiration date. In order to

-enable the client 415 to do so, the system operator, before the

25 validity period expires, first sets up a new certificate authority B
101b possessing a key pair consisting of the CA private key B 105b
and the CA public key B, and such new certificate authority B 101b
generates a new CA certificate B 106b that includes the CA public
key B. At this point of time, however, the certificate authority B

30 101b does not issue any AP server certificates to the application

~server 401. Even if the certificate authority B 101b did issue an AP.
server certificate, the application server 401 will not use the AP
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to expiring, it beconmes necessary for the client 415 to be able to obtain
a new CA certificate before the expiration date. |n orderNewmbenz¥loe t he
client 415 to do so, the systemoperator, before the 25 validity period
expires, first sets up a new certificate authority B 101b possessing a key
pair consisting of the CA private key B 105b and the CA public key B, and
such new certificate authority B 101b generates a new CA certificate B
106b that includes the CA public key B. At this point of time, however,

t he certsarvm cedtificatetobtisedlbibniibdbe cottifissie aathoftys & 1@1b for

certificat Lcatlo seryer 4 Even if the certif]jcate
aut hori t HEEF%E%&&%Q%” Jﬁ’ P?éf%?'e@ém i ceareunigatigpvithe then
server ‘t(?i]er‘(\t l4]1510t use the AP -15 14 Novenber 2006 server certificate

obtained fromthe certificate authority B 101b for server authentication
to be perfor neld1€ n eerdifigale cauononityh Bhe 10db ergeridfatehe mewt | Dicat e

cort 111 A diatad PIPLERARIGR.GR cqnifitRle & 4850 o Getereiah i n the
CA i nf offires IWRLBC300Bc 2babe ddsctibdfh e WIMQ&@@@CR @115 s Wh' ch

new CA information wll be downl oaded next tine, and sl gnature
303b t o sEtheddRE ofcthe dovnal ad isgrtera€ifsanBvdtith nsean Cpbmﬁ::rrmaemn n an

1o equi &l R CA_si u A 30 te Next ,
t he sys@mp(i;%“er at oﬁrosée 3 upéF)glt Egﬁ}ﬁ’oﬁm@gaé ¢S‘BS' urgt m&ﬁ P& (a
websi t e desdrileedeimottie @AdihferivadteonsBeddigdshyll bee d#@'at@d3Qﬁban5° t hat
the CA information B 301b can be downl oaded fromit. We his 1s done,

t helBlowSIHY adent dpapnes inovhighnbhat €4 sigratusai A 3038i Wtamgreatedme DL

The DL Server NGO REyaT BB A retieouni§ e oA Biad8h °" %
certifi alitthe hmttdﬂtlontéa ﬁve'ltﬁﬁlae G thie hetMyi, arid IPh(?Sﬁké?%[?@{E?ié‘d E’?

408b fr cert ate au horlty A 10la, as a server certificat
Meanwhi Eg] tngLo% 3@38 maﬁport @bddihe uefy informratioe B i38ib can be

downloaded from it. When this is done, the download server B

15 406b generates a key pair consisting of the DL server public key B
409b and the DL server private key B 410b, and sends the DL server
public key B 409b and hecessary information to the certificate
authority A 101a, so as to obtain a DL server certificate B 408b from
the certificate authority A 101a, as a server certificate.

20 Meanwhile, the CA information update unit 417 of the client
415 tries to connect to the download server specified by the URL B
302b that is described in the CA information A 301a stored in the
memory 418 at certain time intervals, e.g., once every month.
When the download server B 406b is not in operation, the CA

25 information update unit 417 fails to connect to the download server

"~ B 406b, in which case it judges that there is no need for updating the
current CA information. From then on, the CA information update
unit 417 tries to connect to the download server B 406b once every
month, for example, as above.

30 - When the download server B 406b is in operation, on the
other hand, the CA information update unit 417 succeeds in getting
connected to the download server B 406b, in which case it first
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415 tries to connect to the downl oad server specified by the URL B 302b
that is described in the CA information A 30la stored il4 Néuembae2loy 418 at
certain tine intervals, e.g., once every nonth. Wen the downl oad server B
406b is not in operation, the CA 25 information update unit 417 fails to
connect to the downl oad server B 406b, in which case it judges that there
Is no need for updating the current CA information. Fromthen on, the CA

i nformati on update unit 417 tries to connect to the downl oad server B 406b
once eveOptaiipnt khef dPlexaemiar, certiliovee B0 ¥08b t baddowndwagesesmers B

406b is i Lon. .an 1. h the CA informti dat i t

417 succdSEiREIAbNOTn BT & SBEAEA RIPRE KEXA SuthisD: toin ldebin Fhewni ch

case it GﬁrsErtifi}:@té4Al\lD06lﬁ)e§tc?r@2ﬁinQh@h’f@n’f&’b‘éx @y gerver certificate B
n

408b and thenr{RFrfor ms._ verification on it usi the CA public key A (which
i s included i Mtied VeRT¥ENg ithiecwe diky1obthe P bremtvier cawtifieats B 408b Af t er

ot or rat Pan oare 1t o0 SOFRLS BRF 4T Bkl ekERiTe e carintarasaion, om
the downBo&@) lderfrem BtH@6H oWk deh JervelirTel iqie hUPdRhe ¢H tjgﬁ*&? i%ﬁr e

verificatian on the &SA?Signature 13 303b included in the obtalne
i nf or mat HBASEE 38R, 4y REH G e varifigaiipnc okeghe1GA signatores Sa3b CA

si gnat ur bii t : I r when the validi of
the CA iﬁ}c(?lri_arrgtai Bﬂhq%fé 3‘5(}%%‘3]‘&5? gigzgr{%(g{%ﬁ@gﬁ %eébglba géfsl:’rs?'ﬂﬁi ié gi ven
of the opubliti keyperf4y neddbstohes cpohi cat iﬁprfaetﬁ)\f%r 03088d ihh6 Ahbent
415 en_ the v lidil%,"g‘? eri og of the CA certificate A 106a gets expired. 15
The ]\rﬁ;pl PR FISHOLY, Y gdibmier thenwalidéty ofi the oRsnformatidntBe AP
server pyPlpc Sy APy server private key before the validity period
of the CA cgr?#ﬁbc%ﬂ \}A@’?B@aﬁ'expi res or wupon termnation of such validity

period, and olNext)sa alemwipHorsiy yiverseftthid 6pePabidi ParFbEERS blf irsat
aut hori té’p[?liégéigh ggre\;]ert' Dlefll and the client 415 when the validity period of
the CA certificate A 106a gets expired.
15 The application server 401 generates a new key pair
consisting of the AP server public key anid the AP server private key
- before the validity period of the CA certificate A 1063 expires or
upon termination of such validity period, and obtains a new AP
server certificate B from the certificate authority B 101b. When the
20 validity period of the CA certificate A 1063 expires, the application
server 401 destroys the old AP server certificate A 402a, and sends
the AP server certificate B as a server certificate, when needing to
carry out an SSL communication from then on.
As described above, when the validity period of the CA
25  certificate A 106a expires, the server authentication unit 416 of the
~ client 415 receives a new AP server certificate B in order to -
communicate with the application server 401. However,
~ verification on the AP server certificate B fails if the CA public key A
included in the CA certificate A 106a stored in the memory 418 is
30 wused. In such case, the server authentication unit 416 performs
verification on the AP server certificate B by use of the CA public key
B included in the CA information B 301b stored in the preparatory
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20 validit eriod of the CA certificate A 106a expires, the application
server 401ydgst roys the old AP server certificate A 402 Neisinbse ¥ the AP
server certificate B as a server certificate, when needing to carry out an
SSL comuni cation fromthen on. As described above, when the validity
period of the CA 25 certificate A 106a expires, the server authentication
unit 416 of the client 415 receives a new AP server certificate B in order
to conmunicate with the application server 401. However, verification on
t he AP sBramoryediliS.i cifleed the validityhef CAepABl serkay cArtifitadtedBdhag t he

i fi 106 .in_t nmory. 418 is 30 used. |In such_case,
t(:ﬁecg(r; Lé%gghf\ﬁéﬂ%'leégt ?t%'or?re f‘%%@W‘FBP\ﬁWU%rW i Eﬁf’%noﬁﬁ ItHSI ,@Sbervgr
cert| fi cebmmunicusproivitharapiiestiboysefyépdgided in the CA informtion

B 301b stored in the preparatory -1 Novenmber 2006 nemory 419. Wen
the validity ofVhefe this dedatecthei séreee abithentiteBonvenitf 446, mdees! i ent

i . SL i ti ith th |icatjon
servr O CERFEH B 26 1 s tob T 168 pRepdte o SreRions S es s
the CA intbothet heend 30U St araf emﬁﬁﬂ@sp@r@%@ﬁﬁewgﬁ%gﬂ&ry;ﬂ§ the

menory 418, and enpties the preparatory menory 419 aft ) romthen
on, t%e %éfi\*?e%%ﬁ;t hEReMt AbeBnonnithe sesveseauthénrtication anittd be BEH1b

The appl S an aer gy 8 SBRaTor Bl M€ HheBiaty f1678 et ory

menory Z4ehemnticabetihe cbazmchuﬁf@ﬁ@hvﬁﬁtlﬂ'ﬂhée@b%ﬁébtm deirlef 401,
i ndi_cat es the% I nformati on update unit 417 to obtain new CA i nformation.

Uport? recei pt W eéh@fptih_r‘nﬁgc'&t pearedha the prepanetwry wpemerumioavn )
Ob e 1% Wi S5 0, O ARV R BB 15 1 L

same manner as descrl bée ove. Art A on B
301b, tliefeemadionutpdatéecanitod 1nitd éb6anen{annEA mﬁoh‘fﬁﬂétligﬁ.' OQp®h the

i cation, r 40 use of such CA information B 301b.
appllcrarle%rélgter\o/ suc md:catlon, the CA information update unit 417

obtains new CA information B 301b from the download server B 406b

15 in the same manner as described above. After obtaining the new
- CA information B 301b, the server authentication unit 416 performs
authentication on the application server 401 by use of such CA

information B 301b.

From then on, the client 415 can automatically obtain a new

20 CA certificate by carrying out the operation in the similar manner as
above when the validity period of a CA certificate is close to expiring,

and can automatically perform authentication by use of a new CA
certificate when the validity period of a CA certificate gets expired.

As described above, according to the present embodiment,

- 25 the certificate authority A 101a previously sends, to the client 415,
| the URL of the download server B 406b that is a website from which -
a CA certificate will be downloaded next time, together with a new

CA certificate. When the va'lidity- period of the CA certificate is close

to expiring, the system operator sets up the certificate authority B

30 101b that will issue a new CA certificate, and brings the download
server B 406b into operation at the same time. Meanwhile, the
client 415 periodically tries to make an access to the URL of the
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Fromthen on, the client 415 can automatically obtain a new 20 CA
certificate by carrying out the operation in the siml df Meugmber 2006 above
when the validity period of a CA certificate is close to expiring, and can
automatical ly perform authentication by use of a new CA certificate when
the validity period of a CA certificate gets expired. As described above,
according to the present enbodinment, 25 the certificate authority A 10la
previously sends, to the client 415, the URL of the downl oad server B 406b
that is GOWEHSRCeSEFURI RhftOHb adowrdendista ceave G| de i cmben Fozrdeit) areckt

ime, t i-§.0 g .ficate., W th lidit [ f th
CAcor 11 FROTAE, stchl @ b, Cerbificdrt! fifiet togl Blebaralare mambry e
certifi cathernstiboeeting iB0mKibdg Satactidds 1EENE doNATG §4 Saiidi B arlgh, and

bri ngs tjgﬁ downl oad  server B 406b into operation at the sane tine.
‘Meanwhi | ENePReVhEN dRcamingeUnableattey verifesthe wakidith ofctbssseovehe URL

of t ; I r.B.4 downl. oads a new. CA
cert !B?i c%%ﬁ‘??%%i%med%%%ﬁég@%ugﬁﬂn%@a@ 'JEF't %W‘A‘\ﬂh‘md%é’se 0
pr epar atire coenenly CALeertifiheates udneetieng 4 15 NRIE N Bhah &RCEASCERifidifte

downl oad_,ser ver Eé406b. 'I;il;;cen, when becom ng unable to verify the validity
of the stVEM B HoeRHERaKALYY PIRMOY 4&9timRestormr aubheniicatiomaicat i on

by use | t r1ipfyi ca |, enti: 4 u .
certifi ?&rl}teetd@)tlg‘?geﬂggpnsgﬁ\e@gr gge%r'at me'ﬁrehﬁjn(?yvili@'%%Seﬁf%r%rpﬁurﬁﬁgﬁﬁcat i on
on the spparcdfionaseéreen vedifiathethé¢ ldierd 445t dedétdhehapptigiaal gn

server 40 s .been verified, the client 415 deletes the original CA lo
cer ;{lﬁf i c%érém%teass?oaﬁsgo thee nﬂw @@‘ﬁ'e&t‘\i cectificate berveyify gesemrer

certifi calrgificaaa AR PRenfsROrdingly, since it becones possible for the
client 415 to renew the CA certificate sinply by holding the next valid CA

certificate, Afsoedinghy abeck fibrbébemus paissibke tforhghe didewt @4 5%0
rogramor a circuit

For - aut HEREVEathfig i < EFTFIcalr. Smitothy ahoting e pits valink: Chs
more,  sicgtifidate; 866 Uise iPnddg A BAE AfientC4i52th RYTHUMSEAY' G4
15 certificates all the time or to be equipped with a program or a circuit
for authenticating a server by use of plural CA certificates. What is

more, since it is possible for the client 415 to start communicating

with another application server after obtaining a new CA certificate

by periodically accessing the download server B 406b, there is no

20 need for such client 415 to check the validity period of the current
CA certificate by use of a clock. Thus, even if the client 415 is a

.home appliance and the like which is not equipped with a sufficient
amount of recourses, it becomes possible for the client 415 to obtain

-and renew a CA certificate in a reliable manner, without needing to

256 care about when the validity period of a CA certificate expires.

Note that, in the present embodiment, the CA information .
update unit 417 tries to connect to the download server specified by
the URL that is described in the CA information stored in the memory
418 once every month, but the present invention is not limited to

30 one month interval and therefore that a longer or shorter interval is
also applicable. Moreover, such interval may be uniform or there
may be variations in intervals to some extent. To put it briefly, any
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wi th anot her application server after obtaining a new CA certificate by
periodical |y accessing the downl oad server B 406b, therkt Nevembep20Gfeed for
such client 415 to check the validity period of the current CA certificate
by use of a clock. Thus, even if the client 415 is a home appliance and
the Iike which is not equipped with a sufficient anmount of recourses, it
becones possible for the client 415 to obtain and renew a CA certificate
in a reljable manner, w thout needing to 25 care about when the validity
period ofnt@rEAl deay tieanplisahleeso thetpradent inwenbiopras éongeabaslh nent
the CA i [ a nit,417 tries to cqgpnect to the downl oad server
speci fi egé%%?hggwghﬁaﬁg (?(Esi?iaﬁ{edopﬁet Y& qctnffalllmff‘i)ﬁh Whee@in t he
menory dé®rdoael eeevErmarhs opdrat Ftbeﬁﬁfﬁnit'h\ée%'li@lri‘tog} ?é’l‘%d'df‘ﬁﬁ dto
30 one month interval and therefore that a |onger or shorter i1nterval is

al so appfY&stteCAvBREBN KatesgxRitiag.erval may be uniformor there may be

Noverber 2006 "' heavet My BPeEEhFEmpbUiBient rRecinelcaligh s8ivae | ong

as an . ad0tnpencaatds arader keyl patit consistimgorthEab Jerg@ryhieniia kslpwnl oad
server starts o ratlng to when the validity period of the ‘current CA

certificaipd AreSENSERHEvTER Kenupes gxedeatioanbbdheevialidityepapisid cati on
server n i n pai.r | St 0 e server_public key
and e ot SREERUT Al YL o APBISRIRT SOk AT Py G5 Bk of s
CA certinewdtey pait comnsisfiplg ofitherABeeyeer HlibliekaLaadalife AP S8V &ey pair
consi stin o[: i(he AP serv rﬁp blic lﬁ'&and the AP server lo private key
eveﬁobefnﬁ‘éa PSPV EN '99%%" e yal e pesiiodr o tatCAsartificate espires,o

obt ain / Linf iagat N ew e r certiflcate

I ncl ude?d;?gAng?gﬁgﬁjrge@%gafdg sgeyr i regggﬁg&%&%'prﬁﬁﬁé ‘ieﬁ irﬁe'@"uéé case
too, it Se¥vposcetliticabe inktudesamn ARSignavareforedteel BYWHE SAHECA

certificate usi rég/ t he Oﬁ ublic key which it stores. 15 Furthernore, the CA
i nf or natnr(%aéjﬁf hBWAUCH E%e taomll is pRssikle tenéheidlienidiidoto Nerify

T ustrahethéw AbssedféMEdttificate using the CA public key which it stores.

15 Furthermore, the CA information 301 shown in FIG. 4 may

_ include other information not illustrated in the drawing.

Also, the CA information update unit 417 stores downloaded
new CA information into the preparatory memory 419 when the
validity of such new CA information has been verified, but the CA

20 information update unit 417 does not have to store the CA signature
303 at this time. This makes it possible to reduce the memory
amount of the preparatory memory 419. Similarly, the CA
information A 301a is stored in the memory 418 in the default state,
but the CA signature A 303a does not have to be stored there.

25 Furthermore, in the present embodiment, the server
authentication unit 416 empties the preparatory memory 419 after
moving the CA information B 301b stored in the preparatory memory
419 into the memory 418. Instead of this, however, the server
authentication unit 416 may switch the roles of the memory 418 and

30 the preparatory memory 419 after emptying the memory 418, and
from then on, switch the roles of the memory 418 and the.
preparatory memory 419 every time CA information is updated.
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Al so, the CA information update unit 417 stores downl oaded new CA
information into the prepalroatory menmory 419 when the JAN®iemped008uch new
CA information has been verified, but the CA 20 information update unit 417
does not have to store the CA signature 303 at this time. This nmakes it
possible to reduce the menory anmount of the preparatory nenory 419.
SSmlarly, the CA information A 30la is stored in the nenory 418 in the

default state,,~but _t,h re A 303a does not have to be stored
there. 25 Furt%Tﬁ%Pg EWCPA?ﬁEﬂ F'ézient enbodi nent, the server

aut henti cati onNeRit} ﬁéﬁerﬂi’ﬁ’?' 33 WI@S@VGBWS?tOJydEEEPII%;é&%@f Qg\,en MRy ng
the CA informati on' B 301b ored in the préeparatory nto the

nmenory 4@8aMpia cpebdtipniss th@h@/srertuﬁleab@raathoamiémnandatdmnltmd 4%6
ma svmt th y and 30 the preparat menory, 41
af%/er e ‘lr‘]ﬁué]n'g tarcigcebm%gy gci8 ‘% IAlfsro Sﬂdbw t8f tHECr o?RLH the
nerory 4ddhiteodirhbat of ehermitaiontTenventibhp. every tinme CA information is
updated. -20 14 Novenber 2006 (Second Enbodi nent) Next, referring to FIGS.

5-9, a descrl dﬂ@m ésgl’vféﬁhw@haréxéhpwf@o@rmmmpcbe oherahmn foif clitee

Cecond G RS Y A AP G ek R e G 57 o R Tl owehar

showi ng an exeﬁnﬂ e eopier at flowdhatheshewingf hea qwt@mmﬁoﬁnefd@wl oad
server is a flowhart showi ng how the term nation of

I
downl oadj%‘@r”?@?d geMRieiTaetgrmingd.c 7 is a di agram shovmdng ?n Sxarrpl e
oper; tional fl o e [ ownl pad servers,
aﬁd gppl i cati oF?G S]Zrl\/gerB g 'Ihder{-'n%ﬁbwmlc&agz{ eglaé%péé iﬁgr%'gaﬁérﬁ%‘ﬁo%eng an
exanpl e tdmmcartlﬁrmaltefatmt/h@rflt:etsbe:m@ﬁt | Hbeaileaalsbprbid eéndcépﬂﬂtat@?l"m' oad
servers, and agg(ghcatlon 15 server in the case where the CA certificate A

gets revSH¥Er & pagmal case.
FIG. 8 is a diagram showing an example operational flow of

the certificate authorities, client, download servers, and application
15 serverin the case where the CA certificate A gets revoked before the
end of the validity period and where the next download server is not
- in operation yet when such CA certificate A gets revoked.
FIG. 9 is a diagram showing an example operational flow of
the certificate authorities, client, download servers, and application
20 serverin the case where the CA certificate A gets revoked before the
end of the validity period and where the next download server is
already in operation when such CA certificate A gets revoked.
In the present embodiment, the validity period of the CA |
“certificate A 106a shall be 20 years, and a new certificate authority
26 B 101b and a new download server B 406b shall start operating five
years before the validity period of the CA certificate A 106a expires.
Furthermore, a download server shall stop operating at the
time when the validity period of the previous CA certificate expires.
For example, the download server B 406b will stop operating upon
30 expiration of the validity period specified in the CA certificate A 10643,
i.e., 20 years after the certificate authority A 101a starts operating.
First, re_ferring to the flowcharts shown in FIGS. 5 and 6, the
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end of the validity period and where the next downl oad server is not in
operation yet when such CA certificate A gets revoked. IEINgvembps2086di agr am
showi ng an exanpl e operational flow of the certificate authorities,
client, downl oad servers, and application 20 server in the case where the
CA certificate A gets revoked before the end of the validity period and
where the next downl oad server is already in operation when such CA
certificate A gets revaoked. In the present enbodinent, the validity period

of the CAAEIE 1PRGfRUIRNE0a dhe ICardifigajeansthantties nawdcetawhicade

aut horit 0 ne I B,406b.shal| start operatin
five yeaér(l:ér\f)ée';c ('?rrée ta%g%\?gtf‘lé‘%i tyrg%%?o%ﬁfi%%@i%@ﬁ FF‘@a?gefAS 1%%"6[-’§5pi res.g
Fur t her neiie byatdevsy stminsepeeatehahht shapaeres eheneifitde dithorihes the

validity riod qf the previous CA certificate expires. For exanple, the
downl oaaa'gfgr@%\”r@oﬁé%ﬁea}’ﬂ- stop operating upon 30 expiration of the

valigity periogs ses] 5 8Aows ! O Oq.g_:r tdﬂé'%%‘?n%é??ﬁg(seeﬁsﬁsqlzﬂr gl?ear S

after the certificate authority A starts oper %rring
to the f3vstemar epeshton firstFrbeBigs timel Gertificate 24utioMNoy eaben 1200Ato.

exanpl e .l ons.of t scertificate authorities and downl oad server are |
descri beogfgﬁ%ééﬁ éﬁg%ﬁ’ r%gzh |l ustrate the steps carried out by the system
oper at or that TrRRagesehh®sEfdtdH 4 I S r. 5
As FIG 5 shows, \;\%I’l t he %Eirerﬂgq gﬁégféﬁ{fgﬁ(és?éﬂgﬁgﬁ?%g%ﬂ is)ggfaeﬁmég%er at or
first breNgkathdefore itscuabdity periog @ndslStepy &03 ppanat jors( Shetn 502) .

The,sys 0 : ks If.th tificate A 106a gets revoked

bef %?e i spvgﬁ"g}'f&h%gﬁﬁoge'émgga %’S@pﬁ%g)‘,s RAE rgy to 1o Step 504 if
the CA certifivghbe #halOba | v n tifiLC O6a is
not revoked (No in Step 58§)r?ﬂ{C%@s%??£%ﬁgrgFgreregﬁ%lggé M’b.ﬁ{.%s l:?1ve
years befbtk thesystea operpéer shewks ifdt Ghfiver yehis tefohe 10Gay aXigites

(eﬁfjegf 555%%@[&%?%%&5@ltt?ﬁg’«ta?g RYhéd é)%piirasn()étgpe%tﬂ)v,ea%Saltgutl)rer:sore the
to Step 503 if it is not yet five years before the end of the validity
15 period, whereas it goes on to Step 505 if it is five years before the
end of the validity period.-
When it is five years before the end of the validity period (Yes
in Step 504), the system operator brings the certificate authority B
101b into provisional operation (Step 505), and also brings the
20 download server B 406b into operation (Step 506). Note that, at
this point of time, the certificate authority B 101b holds a key pair
consisting of the CA public key B and the CA private key B 105b
which it has generated, but a server certificate to be sent from the
‘application server 401 to the client 415 is still the AP server
25 certificate A 402a.
Subsequently, the system operator checks if the CA certificate
A 106a gets revoked before the end of the validity period (Step 507),
and goes on to Step 509 if the CA certificate A 106a is revoked,
whereas it goes on to Step 508 if the CA certificate A 106a is not
30 revoked.
When the CA certificate A 106a is not revoked (No in Step.
507), the system operator checks if the validity period of the CA
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15 period, whereas it goes on to Step 505 if it is five years before the
end of the validity period. Wen it is five years bef or & Newember2@I6 t he
validity period (Yes in Step 504), the system operator brings the
certificate authority B 101b into provisional operation (Step 505), and
al so brings the 20 downl oad server B 406b into operation (Step 506). Note
that, at thIS point of tinme, the certificate authority B 101b hol ds a key

pair conS|s g of the CA public key B and the CA private key B 105b
whi ch .tC%E!, gravdibagsienpyad er nek (Ptepab88) p amsl sehurns sm $tep

| t L
cortif1cace ﬁe‘%%é'.a‘* T tiaRdls ABL S e spirt iR O o R
certifichf® ifAldalighty memoldelt kedpireds he end of the validity period
Step 507 t 509 f th tificate A_106
Fevoked, " wher UReH thsodc Ty oPer e doaenpitas Clesdnt BErEABBSA, 108 | s

t PR p dhsiD St
287) gt(:)he systcebm operaﬁ%%@ﬁé%ﬁéé tfﬁéﬁﬂf a%'%ﬁq?yﬂrf)eeggmh%é%%@ERINSZ 12p
NovenberA2ddblaceandf |bj'angSAtt(%a:ef$|ﬁxate eduthomiity (Bt 49 H598)ntcanflilf et ur ns

to Ste 7.4.f t val i snot ired, whereas it goes on to
St ep 20%88 afipg {CSM-"& 5&4}% Qﬁl ?Eot%’g\hgﬁ“?hé) 5!”"&“9 5@?‘(@6 i s

‘expi red defesfitatSisem O m EHi'é‘ ap‘pl$c¥§$:6fﬁ‘ Eﬁvéﬁ 0 %”t 1{1 at ion
of the certificate authority a, and brings t |caeau orlty

B 101b iaw &R aervebgeraltﬂczﬁte(stcnpmm amgaathem mtreatedmntﬂttmfcw me, a
ser r fromthe application server 401 to the client 415

\{@ A{Eﬁgé %é{aggﬁ?ﬁ%ate B on which a S|gnature is created with the CA
10 private kew&aalftle M?ﬁ'ﬂWé' Ca cbf‘tﬁ‘ teAnCE Y a g%g%BSeA\‘/&IQ@& S&tct¢d €voked

before the end of its valid y period (Yes in the system
oper at orthe epgh ﬂﬁi&vﬁhdlﬁp@&l‘w@rﬁ’@s trhSteprS()Bl)pahe systemi operatidrlia

(Step  terminates the operation of the certificate authority A 101a (Step
509), after bringing the download server B 406b into operation
15 (Step 511),

Note that after starting the full 'operation of the certificate
authority B 101b (Step 510), the system operator repeatedly
execute the above steps by performing the processing which has
been performed on the certificate authority A and CA certificate A,

20 respectively on the certificate authority B and CA certificate B, and
by performing the processing which has been performed on the
certlificate authority B, CA certificate B, and download server B,
respectively on the next valid certificate authority C, CA certificate C,
and download server C (Steps 503~510). |

25 - Meanwhile, the flowchart in FIG. 6 illustrates the processing
for determining whether to terminate the operation of the currently
operating download server.

When the download server starts operating (Step 601), the
system operator checks the permitted operation period of such

30 download server (Step 602). If such permitted operation period is
not expired, the system operator returns to Step 602 to wait for such
permitted operation period to expire, whereas if the permitted
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509), after bringing the downl oad server B 406b into operation 15 (Step
511;. Not e t hat gftgr starting the full operation of tHéNembes2¥oe
authority B 101b (Step 510), the system operator repeatedly execute the
above steps by perform ng the processing which has been performed on the
certificate authority A and CA certificate A 20 respectively on the
certificate authority B and CA certificate B, and by performng the
processi ng which has been performed on the certificate authority B, CA
certificaPeratiofhpedtnmiisalreadyeexpired etipe syistehy openaterngaes\ai ta

I fi [ ' lficate C _.and, downl oad server, C (Steps
S05510) - SEPRRO R0 NEtE thet A X b B PREaR i PanEd oLt g
for det edoir lugdvsgiiver soatt fivatgehbe bersd ithe @nd her awe Sifildity
operatin When t he downl oad server starts operating (Step

downl gad server. ] [oF:
601), t haerg?\g'gpg’nﬁ susrentbhyakis Gh gestificatedangeeadsoanpthe d.'l:iadtﬁ o§uch
30 dewnl SaENer ; permtted operation period is not
expi ?Jed,ggﬁle'%gcg/es‘tﬁe%(gggﬁa\?%&a'rt& &?ﬁ? 0 Step 602 to wait for such
perni tted operéthem ther pedniitted wperatiber pasiod is keceedi (Yes in28tdd

Novenber 6, . 0peration period is already expired, the system operator
goes on @éggatgs .erﬂlcﬂFge'farFé)(r ekaateetheapeadion i the slowalaad of

the do r gHar t j I t .1 dj

Lhe. govssnsh SRED 6D 6t WaifNe, RHLLThR Stk alidl PelBihdldY

expi r at i dre adperationabf ditty dxemmdad\ABemvtalneatt%rrnthéeéxtp@ﬂt?ﬁhOOfpﬁfe% od i Sf
i.red (Yes...n Ste 6 , syst.em operator term nates e operation o

e R R B0 8 Hesi R LB BEB P ra el ey St

term nat@snutéea@peration of the downl oad server after the expiration of

the 1o validity period of the CA certificate which was valid until just a
m nute ago. Frig@rahdrennawdrd, htheysystempeparator efesests theadde

steps, so as to start and terminate the operation of a certificate
authority and a download server.
15 As described above, according to the present embodiment, it
. is possible for the client 415 to renew the current CA certificate .
Simply by holding the next valid CA certificate not only when the CA
certificate gets revoked after the end of the validity period but also
when the CA certificate gets revoked before the end of its validity
20 period, as in the case of the first embodiment. Accordingly, there is
no need for the client 415 to hold many CA certificates all the time
or to be equipped with a program or a circuit for authenticating a
server by use of plural CA certificates. What is more, since it is-
possible for the client 415 to start communicating with another
25 application server after obtaining a new CA certificate by
~ periodically accessing the next valid download server, there is no -
need for such client 415 to check the validity period of the current
CA certificate by use of a clock. Thus, even when the client 415 is
a home appliance and the like which is not equipped with a sufficient
30 amount of recourses, it becomes possible for the client 415 to obtain
and renew a CA certificate in a reliable manner, without needing to
care about when the validity period of a CA certificate expires.
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steps, so as to start and term nate the operation of a certificate
authority and a downl oad server. 15 As described above,l4d¢wrdiend’060 t he
present enbodinent, it is possible for the client 415 to renew the current
CA certificate sinply by holding the next valid CA certificate not only
when the CA certificate gets revoked after the end of the validity period
but also when the CA certificate gets revoked before the end of its
validity 20 period, as in the case of the first enbodi ment. Accordingly,
there is no ndetefldratt e AIG.eht Uis ordemodti Stepg BAScand Si0Gireayabé t he

server o (R ORHRSE s Poll RE A ad gl ShbpeEaflicc PimigHy,® ®

possi bl eti@obridee of 5eabs4369tHNAIRIO BRYPTHRI CAldR@ Vb 'Ehé@@tﬁ%rp@aaay |
applicatjon server after obtaining a new CA certificate by periodically

accessi nBE IR TRAOWBLPACKERANEME server, there is no need for such client

415 t.0 check t alj dj 4 .of the current CA certificate by use of
cl ock5f) Thus, e@gﬁv’vﬁegj%%ﬁﬁlp nt'84g£3v"?eg 8@1 tﬁ'@n@paﬁfa f%ﬂéL @%W Pﬁeﬂf? ke
whi ch i sclient,edoivapled disidrversyfdn ¢ iamhlis8tiamyarver ineap&iia wiheRecones
possi ble,for the client 415 to obtain and renew a CA certificate in a

rel i abl NfankEFtifigatao utaeEitiag t andcadevidead weervene arel i epeyagssd i od of

CA g [ £l 20 t ' Fl 5._th
or der _ofd GG B0 hES oAb IDUBENA. OGRS BBEL Gy e Rai | g
out conclesanptipn B giveninespddtiveiydef the s el W a0d GALdmifibste

, th t be carrjed out urrently. 5 Next, .
desdd pigehs TeVekedrndle ththexpirasien ofthe ¥alidiey Raried) anthafi the

servers, i l-hcat | ' Cl"i’fﬁc r e.certific

aut hori tﬁ%?a‘ﬁaeggmﬁl ct)'gg ‘zﬁtyfi?a%ér]eé%%er a edwg}gclg%fr%g&}% ‘%'ﬂ% $f &qu*nar ts
shown i waldiSy ediod dueHey spnae rdesson.pt Murdovd, Whie bpsretionvsl flowf the
nor mal se,(a CAcertificate 1o g_ts revoked due to the expiration of the
val i di t JOpaS PSS IIre ReCA kestifitate geta revakad dri@rgetbe endied

before the ¢aAddy pPefiod due to some reason, is further described for two
15 cases: the next download server is already in operation at the point

Q

. of time when a CA certificate gets revoked; and the next download
server is not in operation yet at the point of time when a CA
certificate gets revoked.

FIG. 7 is an operational flow of the client, download servers,

20 and application server at the normal case.

In the client 415 in the defauit state, the CA information A
301a is stored in the memory 418, whereas nothing is stored in the
preparatory memory 419.

Since it is possible to verify the AP server certificate A sent

25 from the application server 401 by use of the CA public key A when
it is within the validity period of the CA certificate A 106a, the client

415 can verify the validity of the application server 401 by use of the
CA information A 301a which it holds.

, Moreover, the client 415 periodically tries to get connected to

30 the download server B 406b specified by the URL B 302b, but such
connection inevitably fai'ls, since it is after five years before the end

~ of the validity period of the CA certificate A 106a that the download
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validity period due to some reason. Mreover, the operational flow for the
case where a CA certificate gets revoked before the end4dyo qq%?%%lldlty
period due to sone reason, is further described for two 15 cases: the next
downl oad server is already in operation at the point of tinme when a CA
certificate gets revoked; and the next download server is not in operation
yet at the point of time when a CA certificate gets revoked. FIG 7 is an
operatlonal fl ow of the client, downl oad servers, 20 and application
server aPCtYR BoARab &issts openatingi ent 415 in the default state, the CA

in the proparytorg Reks SF i Wik TRt Bun B Rty dRenip ab tg "

server cEAtcéitifitata AeIﬂ)GaZlSea‘:onms iy eapieldreattinen s§ el o?@la@dr %%.»%sof the
CA public key A wh It p.nthe valldlty period of
certifi c‘a\PeaAn%acemQC@It?eﬁ‘tUt LTHYcdh 1Q4ir indegearratey afnene CA

appl iscat r y e ~of f on a.which. it holds.
Vor eover Shacale B 168Vl CR inifimatidr e FULD T o Bie St tply e
downl oadtf@ﬂ»@temmmbrapec!Untagsbwttme)[j@tatﬁioaoabe Bovrdoeld seppagagi on

nevitab er five years before the end of the
{/al Y:an tyi‘%éb J&”Bf ecéf’} ‘P%‘E’HT'@U@Q&@Qh'atlst%@Wdtmﬁﬂ@Qdie -25 14

ey 00 wgﬁnzﬁﬁs%p%@ﬁ;fgégféé@% 8835 fiol A, P BLAbRET 5t
years thrceyasemopsiteofosetbe upientne Setoi Hetacermadied tty Bu@ib and
St o AnfidaS) SeRir o bt 308K gRd: e G ?%“H%%agwf’n%édéér ver B
gg\?ﬂ?l L;gﬁgm[%ﬁio%ﬁqgsiggﬁtg&ﬁgl Etvo@i Ih ?{C{m\@' Sltaaqﬁ@lt‘go etg'o sible for
the cli dpfounation gBt 38dinethedclionsuéhs $00£®MM@@I¢SCAGTWm$aﬂi@Gb B and
thereforey 1B iRRSAHE WIS p&tatory memory 419,
In order to connect to the download server B 406b periodically,
15  the client 415 is connected to the download server B 406b so as to
obtain CA information B 301b even after it .obtained the CA
-mformatlon B 301b, as long as it is before the end of the validity
period of the CA certificate A 106a. In this case, the obtained CA
information B 301b may not have to be stored into the preparatory
20 memory 419 if the CA information stored in the preparatory memory
419 and such obtained CA information B 301b are the same, or the
obtained CA information B 301b may be always written over the CA
information stored in the preparatory memory 419 if such obtained
CA information B 301b is valid.
25 Meanwhile, when the validity period of the CA certificate A
- 106a expires, the application server 401 starts using, as a server
certificate, the AP server certificate B which is to be verified by use
of a new CA certificate B 106b. After this, the AP server certificate
B serves as a server certificate to be obtained by the client 415 to
30 start an SSL communication with the application server 401, but the
client 415 cannot verify such AP server certificate B by use of the
current CA certificate A 106a.
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informati on B 301b. After verifying the validity of the CA information B
301b, the client 415 stores such CA information B 301bl4Nevsmhse2006
preparatory nmenory 419. In order to connect to the downl oad server B 406b
periodically, 15 the client 415 is connected to the downl oad server B 406b
so as to obtain CAinformation B 301b even after it obtained the CA

I nformation B 301b, as long as it is before the end of the validity period
of the CA certjficate A 106a. In this case, the obtained CA information B
301b may not hHV e r€§PSASE otted thiso fhéupﬁep&hatocyeam w@hﬁrypétﬂnvﬁsthe CA

i nf or mat 419 a h ob

i nf or mat }lgﬁfE}%ﬁH dﬁ] [éhéwéggeﬁvg ?‘%ﬁﬁﬂﬁyﬁl Héwﬁﬂﬁnt { r‘Fa eS%Ab may
be al wayi;O@httrﬂJiudw rhetﬁé Chf omferhaatishorgd wlbhesﬂ@rr%aarﬁf Ofpfe MEMOr'Yy
419 if such obtained information B 301b is valid. 25 Meanwhil e, when

CA |
the val i BY¥RARLG Y0 BEMPEY CALEer t Aﬁ%ratv@mfwmga&h@xmalsbtyt 0 tHpplARat i on

cort 1| cogRRtRFUfizaRe B At ARICR ) SRSt g mdhifatiane &
106b. Afamd atitbe shmea\Rimer vmovzesttlhfe X enfdrraatikas BRSS@1bestdRed in

CEI’tIfIC&{e to be bta ned b¥ t$§ client 415 to 30 start an SSL
comuni cat§ Bﬁe\ﬂaﬂ‘ﬁ PhY MEMPEY%4 bR ‘%PVH?GIU@FT‘@UY 418, s aento dedetamnnot

verify s b CA certificate A
106a. y-26 12%0@2%@” %g%%éalfﬁ‘agﬁgﬁ% eto Q&I H&mcﬁ% é‘i@t he client 415

per f or me veri firoanithreroon htharRlseny &l § edrforent eeBvesi agthidetication

or eplr oty 155k Ea cRPERiCaks: BT §0Rb, 10 VEtarp (3 YiRG s AR S oo

R by N R IR e,

menory 4m9the1tQAtlnﬁomavaﬁrqma$0]sb as to delete the information stored in

t he preparat o Fromthen on," the cljent 415 perforns server

aut henti cat | Or{ﬁ AT se, %he operation o? the ownioad server B 406b i
terminated upon expiration of the CA certificate A 106a.

15 7 By continuing the similar operation as above, the client 415
can authenticate the application server 401 and renew a CA
certificate, even when a certificate authority is replaced with a new
one and a CA certificate is renewed.

Meanwhile, in the case where it becomes impossible to assure

20 the security of the CA private key A 105a such as when the CA
private key A 105a has been decrypted, it is necessary to
immediately revoke the CA certificate A 106a and to bring a new
certificate authority B 101b into operation at the same time, so as to

- issue a new CA certificate B 106b. Also, the application server 401

25 isrequired to ask the new certificate authority B 101b to issue a new

- AP server certificate B, so as to use it for server authentication.

FIG. 8 is a diagram showing the operational flow of the
certificate authorities, client, downioad servers, and application
server in the case where the current CA certificate gets revoked

30 before the download server from which the next CA information
should be downloaded starts operating.

Each of the processes to be performed before the revocation
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o by use of the CA certificate B 106b, and starts tryi n%\lto connect to

t he downl oad server C specified by the URL C 302c that J&New&sbged6 in t he
CA information B 301b. In this case, the operation of the downl oad server B
406b is term nated upon expiration of the CA certificate A 106a. 15 By
continuing the simlar operation as above, the client 415 can authenticate
the application server 401 and renew a CA certificate, even when a
certlflcate authorlt is replaced with a new one and a CA certificate is

r enewed. OhEERNGRA éer%/!ﬁlqat@ ab@6ahis thetsdraeoassthoposdidn inoFESsat.e 20

A 105 has beer et oo &St SheRot by Wb IS Al Ve onsration Ab°ca””

certificthe poib@6ef antiet wHun naeaOreWerieichithi Aal @ 6auyRes | dey dkdd Lihé nt 0
operation at the same time, so as to issue a new CA Eertificate B 106b.

Al so, th8Yalpm @B?F%F\OEéW‘éﬁedﬁt@fLe%blrlsﬂgFe&ihErléaw eestifiaate agthortyiBicate

authoyit t er e so_as to e|t
for ;Brervgpﬁglu?#ebnt I'ca ?gﬁn alﬁﬂg\g@egﬁg\%l ﬁge{&é sﬁnaor@‘ené s Bp@fe&lt

flow of cetifieaté B ce®6baandoCit ivformbtion B douh caktsensessmeafitne,
applicat] server in the ca]ae where the current CA certificate gets

r evoked {% BYSERID (PREHRLM oREINGs vEhe f deminligiach seeveexB @06k drkmti on

houl d b
por for meaP bt SeB 0o B b IREEhe LVInfeRaflpat BaBaY SR idfudbre.
certificate AlbOGhd cage wekrm‘easti'@aﬂﬁersﬂﬂwml happgend. t& sGecéde in

certlflcate aufhorlt 101 S noé I n gperation at the point of tine
whert % heCGANEEHNGs | ﬂb% ﬁ@%ﬂédB t1h@6bsketare ppesiceiming

i mredi at@umémeaaotmsnnﬁ% %%%iééﬁah%@{é}g%dr)ﬁlyfﬁgg{ {Rgbgg\“éoé’rtﬁ@@ fion

and gener at es, he sane
i nf or matA dr)6A matls reNokéd, sank sticreedstiimeo bysirdmgopenvatln ihfdmaatidte

gg?ﬂl 323@5 gggﬁgm 3 AéOGQII{aHttoéllospelrs?té Bwseod a%ot %p gteetpﬁecéulr?églr: n%tﬁl on B
information as in the case of the normal case.
15 When the client 415 performs authentication on the
: applacatlon server 401 before obtaining the CA information B 301b,
it fails to verify the AP server certificate B. In spite of this, however,
the new CA information B 301b is not stored in the preparatory
memory 419 at that point of time. In such case, the client 415
20 immediately tries to get connected to the download server B 406b.
Since the download server B 406b is already in operation at that
point of time, it is possible for the client 415 to obtain new CA
information B 301b from such download server B 406b.
After the new CA information B 301b is obtained, the same
25 processes as those performed in the normal case are repeated.
Note that, as shown in FIG. 8, however, the download server B 406b
continues to be in operation until the date which was supposed to be
the end date of the validity period of the CA certificate A 106a, even
~ when such CA certificate A 106a gets revoked before the end of the
30 validity period.
FIG. 9 is a diagram showing the operational flow of the
certificate authorities, client, download servers, and application
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In the case where the client 415 happens to succeed in 10 connecting to
t he downl oad server B 406b before performing authenti cktiNeypnssr 2606
application server 401, after the CA certificate A 106a gets revoked, and
succeeds in obtaining new CA information B 301b, the client 415 is all owed
to update the current CA information as in the case of the normal case. 15
When the client 415 performs authentication on the application server 401
before obtaining the CAinformation B 301lb, it fails to verify the AP
server c8REVEN dat 6hB. chsespihareofthehicarreoe ey certificatevwg6Asi révs ket on B

[ dy,ln th tor menpry 419 at that point of time. In
such castrtendler (UpPrISa s TRE dm WiiFHsthe fert commdnratmarione
downl oadsls@uV@rb@dﬂ&ﬁh;oa&gacg bP@ugﬁWr&%dobﬁr%ffonB 406b is already in

operation at that point of tine, iT Is possible for the client 415 to
obt ai n new CA Eaaboefdhropr®&smEs to dre uetfatonat dzefoser thee rBVANBILIOAf t er

porf g el Fhe GE BerARica A L0 8a e e S m e Bscag SRal L iBuR on 1 G 5.
however, the denernosbespoirer oB HRRD whe tAUeE A eebﬁﬁ}:at@%ffés%ng!égg' | the

dat e whi ch s ,supposed to be the end date of the validity perio t he
CA cert i'?qvcogfa A Egga,a%@féfiﬁtiﬁﬁerﬁﬁmﬂf CAOderuses cthe Aevo6dReservevoked

operati oral ot & (et DY hEYy BT ate Rucitolty B 20T AR BRVeET ver<

and applautiteénticatih 16 beveabrrdeasin LChmBnlRRIGRASAItHERE &Iﬁ‘éﬂ%“”e”t
CA certilﬁﬁate gets revoked after the downl oad server from which the next

cA ilff or ion should be downl oaded is brought into operation. Ea;:_h of tge

Droceases, Lo WoRECUBETRInbe! OhE, KhEHRUare! Lo Prd' BN, SHALDAGELC, ne

CA certiddwalead S@O6eeigBt406b\wicecdrddy ddpepdtion SetheprAft ofxgmé he new

AP SeTVSihen the CA certificate A 106a gets revoked, the client can obtain
the CA information B 301b. Thus, if the client 415 already stores in

15 the preparatory memory 419 the CA information B 301b which it
obtained, the client 415 will be able to update the current CA
information at the point of time when it fails to verify the AP server
certificate B, as in the case shown in FIG. 7.

Furthermore, when failing to verify the AP server certificate B

20 before obtaining new CA information B 301b, the client 415 tries to
get connected to the download server B 406b at that timing, so as to
obtain the new CA information B 301b, and continues the processing
for verifyihg the AP server certificate B, as in the case shown in FIG.
8.

25 From then on, the same processes as those to be performed in
the normal case are repeated. Note that, as shomnlin FIG. 9, -
however, the download server B 406b continues to be in operation
until the date which was supposed to be the end date of the validity
period of the CA certificate A 106a, even when such CA certificate A

30 106a gets revoked before the end of the validity period.

' By continuing the similar operation as aboVe, the client 415
can authenticate the application server 401 and renew a CA
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certificate B issued by the new certificate authority B 10lb for_server
authentication to be perforned in a conmmunication with k¥Hdovembenz006| 0 415.
Mor eover, since the certificate authority B 10lb and the downl oad server B
406b are already in operation at the point of tine when the CA certificate
A 106a gets revoked, the client can obtain the CA information B 301b.

Thus, if the client 415 already stores in 15 the preparatory nenory 419 the
CA information B 301b which it obtained, the client 415 will be. able to
updat e teRItélicaten egan whennatCArcertifitatepgiots odvdked e thé @iddg to

verify the: r rtificate B, as in the case shown in FIG 7.

Furt hern@féépﬁgﬁﬁgiﬂa&%g. to verify the AP server certificate B 20 before

obtai ning new Igtd nhermetisoneBeAdY ihfthespre8brt I Emidd @At thsk GRnect ed
0 O

to the downl oad server B 406b at that timnhg, so as arn the new CA

i nf or mat YohdBY3penohed ok criddficate s Qkysiang, dod &eréwyieryifiteta\P
server FAEEE | hown in FIG . 8. 25 Fromthen on, the
sarr'e%pr g%%@sée’gEgtsaﬁcﬁgs@é%/‘)oagéﬁilecha%sﬁgﬂef ﬁ're[]th'ép HePRANtR AREration fe ed.
Not e t hayeamsbefomatha dih ofPthe WeNRNES petitd dFWHOEA S8FNIfiEaEe 406 e
continues to he.in operation wuntil the date which was supposed to be the

end dat PTESGHe IDYENEIAR, RWEKETofist BRPtisaddet ithi thee cAsEOBderay dhenhen
such CA o : 0, > fo e_end of the validity
period. At Bt ACACEraRaLE BB ID A VeaRs wld v R Can
aut hent iisanet tfiee apphirs abeforsethveredd@ loftfler aRAW Ry PerictP ofdthevepper

2006 certificate, even when a CA certificate gets revoked before the end
of itfs \Feﬂritkﬂqé&ed&h@.t RotteWhgertifiGafejasdhioréyy ian€ha rays edovarbadi ment

ot 1 SR A HOBEH Y GofyFtht Rt VR Aol
oper at i @il fCAecgeidficaiesomayhecindha/e tthe beal 201 yearer aod Thalyhe a6
certifi Caaetpee'nJ:fllieg on CA certificate.

Furthermore, in the present embodiment, the preparatory
15 memory 419 is emptied by moving the CA information B 301b stored
in the preparatory memory 419 into the memory 418. Instead of
this, the roles of the memory 418 and the preparatory memory 419
may be switched after the memory 418 is emptied, and from then on,
the roles of the memory 418 and the preparatory memory 419 may

20 be switched every time CA information is updated.
Moreover, in the present embodiment, there are plural
certificates authorities, i.e., the certificate authority A 101a and the
- certificate "authority B 101b, but it is also possible that a single
certificate authority issues plural server certificates and CA
25 information, as in the case of the system configuration shown in FIG.
10. In FIG. 10, one certificate authority 120 is equipped with two
certificate issue units A 120a and B 120b. The certificate issue unit
A 120a corresponds to the certificate authority A 101a shown in FIG.
3, whereas the certificate issue unit B 120b corresponds to the
30 certificate authority B 101b shown in FIG. 3. The same is
applicable to the download server. More specifically, the certificate
éuthorities and download server in the present embodiment may not
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present invention, however, is applicable to the case. where the validity
period of a CA certificate is other than 20 years and wheNevember 2006not i ve
years before the end of the validity period of the CA 1o certificate that a
new certificate authority and a new downl oad server are brought into
~operation. Therefore, the validity period of all CA certificates may not
have to be 20 years and nay vary depending on CA certificate. Furthernore,
in the present enbodi nent, the preparatory 15 nenory 419 is enptied by
movi ng tRE RAYSH: Hattonamd 3twrefosecthey nmahe existpasafon gticambrynidd 9 i nt o

t he nmenogyi t r f .the menory 418 and_the

or epar at BryChearg (74 8Endentdr SdtiRr ey o e hi IRIRBR; o418 T2 SapR oo,
and froncotmgrutey, appwratosesr oh diféerenoraordplitandhphar eRsd ahadyHENry
419 may 0 be switched every time CAinformation is updated.” Moreover, in

t he presl' ®: enbodi ment, there are plural certificates authorities, i.e.

the gertificat t; i : erd LTl thority 101b, but
it ig’ al so pos@ls(g)lq'ei t Ha% bgég%%l%erﬂ%g)eo:IW?Pg’afiégd't%ﬁ%ﬁf %’ﬁ%&ﬂéé%ﬁ&%
server canditdrrairates dheAadifichte mithovities andt dewsdsadobelher,sygtem
configuration shown.in FI.G .10. In FIG 10, one certificate authority 120
is equi RES6 il VeRbioNy iscos hiauted i 1such case wikene azeerieshef
certifi i upd t o] smnﬂ o] ertisfy ut ity A
101a shmﬁéﬁlﬁzﬁ mB, pv(eﬁg(r;ﬁg'?etchew certi isd(?tat Qralt}{s%ssﬁe un-f@&@% i

cor r espdieidificatéawdboréies binchteventded iseyvBr Hah b awtoimaticailydsefhe

[ i cabl he d | ogd . Mo ifically, th
cor Pt ; 447 BF L ERHEred Ba HbuRrOAR SErALYS: GOMMBUBR EstiRt ShpOtRIRIE may
not - B@C%Hmﬁgnt@ra %Qgget@wﬁg?éggler%wﬁFcﬁhrég{‘_ﬂg-er efore they may exi st

as functional units which are In ndent o €f they are inplenented
in the sanme conputer apparatus or in different conputer apparatuses, and

the 1i Iﬁldas,%ﬁs‘_g' Aﬂ‘pii@%bﬁiﬁ%e“t enbodi ment, the system operator sets up
The present invention is capable of being used as a client
15 apparatus (communication apparatus) and the like that receives a
_Service from a server after checking the validity of such server, and -
particularly as a home appliance and the like, such as an audio-video
equipment, with a small amount of resources including memory.
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and term nates the certificate authorities and downl oad server, but the
present invention is not linted to such case where a sérii@ember 2M6ocessi ng
is perfornmed by human hands. Therefore, the certificate authorities and
downl oad server may be automatically set 10 up or term nated by an

adm ni strative conputer that operates according to a predeterm ned
operation schedule. Industrial Applicability The present invention is
capabl e of being used as a client 15 apparatus (communi cation appar at us)
and the like that receives a serviCeAXM®S a server after checking the

validityqof su . articuyl ar as hone appl i ance and the

li ke, su%h as égcgﬁ{l g{”\}Fgg@n %&lﬂ?ﬁﬂiﬁ? IE% M?rffyéna YadRHnhof @ sesyedr ces

i ncl udi nthaenisy. codhettedlovanbesaid006o ikl M8 atiord g&;‘gHHPé i Qjaapgar at us
0 sai

for veri fgi ng val i diﬁt‘f{ of a server that is connecte conmuni cati on
appar at uSOTIIRUDICEEGA et odh semwriRingonprising: 5 a first storage unit

le to h i el | nf ' hat . i,ncl.udes..a.first CA certificate
e P next Cadd: qustiStorael Brfe B RbIETE noldChtst Taintdmuntian thothat -
server cievdutliesas €irshaGA icediifatete she a vadidhBurets rbe (ReaYEs fﬁeffﬁ%k.d’ and

the nextC ddreﬁﬁ fEr 'chffat e _indicating a location, on the cdmuni cation
net wor k, ~0f & ' ddGAL8 df Heatidrg, Ehagra warverseediificatei thiatr it icarteisstips aced,

said se i£n ' i ncludi e d certificate to bhe a next
val | onrediEy, oftReMSEoBr RIS dhd iR CafREnghdress ek ohpdeires
r evoked;inghicatingeatlocatiam, oni thererahenic ohhestieake offhe dRINRIa Y

veri fyi e server. certificate using the first CA certificate; and 15 a
CA ilr(?fops%ﬂ—tvi%noi?p 1Ny SECOBSEe (b IBTfeBMsHiannis MdacedpranidAsecohar G i on

Lo { PanfomERich RIS SR AR ALY, BN A
t her eaf tegrtifigalanin aacase wiresesaéd firSitrQAtdE tificate becomes revoked;
an authentication unit operable to authenticate the server by
| verifying the server certificate using the first CA certificate; and
15 a CA information update unit operable to obtain the second CA
information from the download server indicated by the next address -
for update,
wherein when the first CA certificate becomes revoked, the
authentication unit thereafter authenticates the server using the
20 second CA certificate included in the second CA information obtained

by the CA information update unit.

2. The communication apparatus according to Claim 1,
wherein the CA information update unit tries to connect to the
26 download server periodically, and obtains the second CA information
from the download server when said connection succeeds.

3. The communication apparatus according to Claim 1,
wherein the CA information update unit tries to connect to the
30 download server when the authentication unit has failed to
authenticate the server using the first CA certificate, and obtains the
second CA information .from ‘the download server when said
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20 second CA certificate included in the second CA information obtained by
the CA information update unit. 2. The communication apifa¥efesdead®or ding to
Caim1, wherein the CA information update unit tries to connect to the

25 downl oad server periodically, and obtains the second CA information from
t he downl oad server when said connection succeeds. 3. The conmmuni cation
apparatus according to Caiml, wherein the CA information update unit
tries to connect to the 30 downl oad server when the authentication unit has
fail ed teonAgChion istaceedse server using the first CA certificate, and
obtains the second CA information fromthe downl oad server when said -32
14 Novenber 2006 connection succeeds. 4. The conmuni cati on apparatus

according, to C‘rl@érno?mmmhecf@ﬂiantﬁ? ? hlﬂaﬁté@@éé&ﬂg% iCrhjieg, to

authenticate the 5 server using the second CA certificate ifcluded in the
second CA inf ¥RErebh U1t apnébepfiaatdoCA umitotriesi ba apdheatirate thel when

Che. Bacarr el Bsi 08, PG rEEnd L SEHRIcAE dRBAELTR, HHg 38050 cX e
conmuni dafo omapearabtsinket dydthe Ca (Rifhatidn Upite GAMr 40N hpsecond

storage unit operable to hold the second CA information, wherein the CA
i nf or matSadH apdheatiFation: speseeds, othaecaeroatthenticgdesnthe sérevercond

Ch 11 Mttt CAbcad RIS BT CASCHBRgHte. >

aut henticates the server using the second CA certificate included in the

second g [ nfcirmati on stored. in the second storage unit. 20 6. The
comini cat i on Hpp&URRUAKEHANngPParatusnaacordingnse Cledmpri sfutthersecond

storage diphhrfif2l! SekBniktotdge SERAND s&rable to hold the second CA
information,
wherein the CA information update unit stores, into the
second storage unit, the second CA information obtained from the
15 download server, and
“when the first CA certificate becomes revoked, the
authentication unit thereafter authenticates the server using the
second CA certificate included in the second CA information stored in
the second storage unit.
20
6. The communication apparatus according to Claim 1, further
comprising a second storage unit operable to hold the second CA
informatioh,
| wherein the CA information update unit stores, into the
26 second storage unit, the second CA information obtained from the
download server, and
when the first CA certificate becomes revoked, the
authentication unit moves the second CA information stored in the
second storage unit into the first storage unit, and thereafter
- 30 authenticates the server using the second CA certificate included in
the second CA information stored in the first storage unit.
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I nformati on, wherein the CA information update unit store into.the 25
second storage unit, the second CA information obtai ned% ‘E)‘f?mbﬁ’é 00%ownl oad
server, and when the first CA certificate becomes revoked, the
authentication unit noves the second CA i nformation stored in the jsecond
storage unit into the first storage unit, and thereafter 3o authenticates
the server using the second CA certificate included in the second CA

i nformation stored in the first storage unit. -33 14 Novenber 2006 7. The
conmuni cét i on mu&ncatmmgmrﬁtasmdcorMergplto ClentA,i nformati on

i d
e i onte + IiRERRin EE EAS t'Qg%lfmai?ﬂdmsﬁeéﬁ?%aﬁnéﬁ?@%%ﬁnaﬁgfrré%am the
second Cdowmfloamaﬁe@@e:afé efo R ndyh Hedw t@ﬂnﬁl’!ﬁté%ﬁték‘n@f \ééhg @0{9@' oad

server based on said obtained downl oad server cert cate 1dity
verifi catdighdexmedd servar fmmgab;t@una.me stca gk GAinformadicroafter cat i on

t Kk t St i nto ordin nit,
firet oo bPaitalhg the VaRiRTaL 8% e rdactlserVetfeseicon naid
addr ess cbbiram@mﬂdb@vntd‘a?d fdarsterClepgfichtécate indicating that a server
certificate that indicates the validity of the server is valid, and the

next address for updat e indicating a location, on the ‘communi cation

t | aced,
netvor k. of @ ALSaRHEY QA ARENRIn MMM hoRSAATEI A VAl RFABE bRl 2ced,
val i d CAviaea tddmcauaicatiorc asewdid, ecemiptidingst CA certificate becones

revoked; an authentication step of authenticating the server by 20
veri Pyi ng theasé;?t(?é?g@ersttieﬂq dérpét%mﬂ} tIRECT Br $eCordiR@t uﬂllbafﬂf‘ﬁtaﬁ& a CA

o TSR LR B B0 e RRRAANe gl TLRLILARILAL R e

domnload server 1n |cate
update, the first CA cert:ficate indicating that a server certificate

that indicates the validity of the server is valid, and the next address
for update indicating a location, on the communication network, of a
15 download server on which second CA information is placed, said
second CA information including a second CA certificate to be a next
valid CA certificate in a case where said first CA certificate becomes
revoked; |
an authentication step of authenticating the server by
20 verifying the server certificate using the first CA certificate; and
a CA information update step of obtaining the second CA
“information from the download server indicated by the next address
for update;
wherein in the authentication step, when the first CA
256 certificate becomes revoked, the server is thereafter authenticated
'using the second CA certificate included in the second CA -
information obtained in the CA information update step.

9. A program for a communication apparatus that verifies
30 validity of a server connected to said communication apparatus via
-a communication network, the program causing a computer to
execute the steps included in the validity verification method
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wherein in the authentication step, when the first CA 25 certificate
becomes revoked, the server is thereafter authenticated%Neysyper f¥osecond
CA certificate included in the second CA information obtained in the CA

i nformati on update step. 9. A programfor a conmunication apparatus that
verifies 30 validity of a server connected to said conmuni cati on appar at us
via a communication network, the program causing a conputer to execute
the steps included in the validity verification method 34 14 Novenber 2006
accor di ng§cearding fogClaion &n aut henti cati on apparatus for ensuring validity
of a server that is connected to said authentication apparatus via a 5
conmuni cati on network, conprising: a server certificate issue unit operable

to issuel@.sermarautieeatichers® dp)0a rSNRIESS etd”éeur\fﬁpi gﬁ\ﬁéﬂilﬁf of e sePlEr and
a CAi nfq&arratl_on i ssue unit operable to issue firs I nf or mat’i on t hat

i ncl udest@¥ rist €anBected| cke e Said a avtherddcation f appd@tusdatea tde
first L s | ndi IiNg .5a] d. server certificate is valid, and
t he n5e>(<:ft6é1 Jﬁ%’l‘@%@%@%@d%‘%‘é&ﬁﬂé%1 ocation, on the conmmunication

network, of a @losehoard catifftate WIWEh $EROBPFADIENEE (B ONGi §eg{/éFed1
sai d seconjﬁtA Lnf Br mati on i ncl udi ngi a second CA certificate to be a next
val i d CAHtIFAre 4@t enauees dhgnyadidity @f tee servercandértificate becomes

revoked. 11. h ' I: g df e | validity of. a seryver via
a communi cat i ﬁ gﬁ\/\ﬁmﬁﬁﬁ%ﬂr’%ﬁi rs]i?tﬁtg]'% augretr v(gﬁél'(r‘:éﬁ% f %af%sq%sk'ésgt gﬁ of
i ssui ng iafeemadiiondhiatiinchn des20firbaiCoesutifidtbeangld Richdt A dEdss BGF Ver;
and ﬁ CA iaffrrr?tt]i%%n isq?*{e step of issuing first CA information that
i nctldedRIRME s et Arserdidcake indieadingddralssaidsenpeatagrtifieatd i r st
CA certijEigai@ HRA GaL | tFnﬁg ' I cert.ifi is _valid, and the
next adoiressh%b?ﬂgptggét }e@?{ﬁ .caﬁ%gﬁ%'sﬁé’éﬁgﬁ%ﬁ‘,&‘Sﬁtﬁﬁgéé’%%%%%n
net wor k,caonmudieationdnetwoek, @f ahdowrdeadndefer on which second CA
information is placed, said second CA information including a second
CA certificate to be a next valid CA certificate in a case where said
15 first CA certificate becomes revoked.

11.  Anauthentication method for ensuring validity of a server via
a communication network, comprising:
a server certificate issue step of issuing a server certificate
20 that ensures the validity of the server; and
a CA information issue step of issuing first CA information
that includes a first CA certificate and a next address for update, the
first CA certificate indicating that said server certificate is valid, and
‘the next address for update indicating a location, on the
25 communication network, of a download server on which second CA
~information is placed, said second CA information inciuding a second
CA certificate to be a next valid CA certificate in a case where said
first CA certificate becomes revoked

30 12. A program for an authentication apparatus that ensures
validity of a server connected to said authentication apparatus via a
communication network, the program causing a computer to
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information is placed, said second CA information includjng a second CA
certificate to be a next valid CA certificate in a caseldhey@bsafo st
CA certificate beconmes revoked 30 12. A program for an authentication
apparatus that ensures validity of a server connected to said

aut henti cation apparatus via a conmunication network, the program causing
a conputer to 35 14 Novenber 2006 execute the steps included in the

aut henti cation nethod according to Claim1l. 13. An operation method for
oper at i n§X&CHEAMAINE chePsninsivded 5 thenprithiend cantitinh maeit e ta aatridong

appar at\l;l\EO “(H\Ii )th authentication apparatus, and an (N+1)th downl oad
server I C ar € connected over a conmuni cati on network, wherein the Nth
aut henti cati on apparatus includes: an Nth server certificate issue unit
operable to issue an Nth 1o server certificate that ensures validity of an
appl i cat+8n sePlePPeERboRameEmodfampperatineha sonemumicadjen aysiend i ssue

Nt h i ' i d i £ d h
hddr s For ISR AR, W Caagnplcation  MabRAE RS haer nd NE Wer ver
certifi cauthénticaltioh apdatatugNahd mradi-esyth adowntlalel Soriadi gaidng a

| ocation_of the . N+cé)th downl oad server on the communication network, the
(N+1) t h 2ift ﬁQrWTQf%ﬁ RVESpRIARMENPALCies: nghwonke) th server certificate

| ssue uni ¢ OPSYRBLEI ShESRYE, ANt NTEA LS YR rEIS ILAREL Nl ensures

the validity of the application server; A i nformation

i ssue unit oparmaNth servesueertificale Hs€bei nhr O?ér@ﬂbléhﬁi i HGE USIg N BN
(N+L)th CA certif.i (N+2) t ddress for update, the (N+1)th CA

figcat nd . an . al ¢
cer it YT ificn eatll'h"atteilﬁ(ér?wnl tyeohvan application seryevalant and
(he (211 26 e N ity S50 LAH BOLISRIE Dy GRADRAL S oo
i nf or matinéermation that includes an Nth CA certificate and an (N+1)th
address for update, the Nth CA certificate indicating that the Nth
server certificate is valid, and the (N+1)th address for update
156 indicating a location of the (N+1)th download server on the
communication network,
the (N+1)th authentication apparatus includes:
an (N+1)th server certificate issue unit operable to issue an
(N+1)th server certificate that ensures the validity of the application
20 server; and .
an (N+1)th CA information issue unit operable to issue
(N+1)th CA information that includes an (N+1)th CA certificate and
an (N+2)th address for update, the (N+1)th CA certificate indicating
that the (N+1)th server certificate is valid, and the (N+2)th address
26 for update indicating a location, on the communication network, of
an (N+2)th download server on which (N+2)th CA information is -
placed, said (N+2)th CA information including an (N+2)th CA
certificate to be a next valid CA certificate in a case where said
, (N+1)th CA certificate becomes revoked-,.
30 - the (N+1)th download server includes:
a CA information storage unit operable to hold the (N+1)th CA
information that includes the (N+1)th CA certificate to be a next
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pl aced, said (N+2)th CA information including an (N+2)th CA certificate to
be a next valid CA certificate in a case where said (l\]-ﬂll)]‘?wn‘é,&r%%ificate
beconmes revoked, 30 the (N+1)th downl oad server includes: a CA information
storage unit operable to hold the (N+1)th CA information that includes the
(N+1)th CA certificate to be a next 36 14 Novenmber 2006 valid CA
certificate in a case where said Nth CA certificate becones revoked; and
an output unit operable to output, to a communication apparatus, the

(N+1) th CAlidAESr aeftiteasedned ¢ase ivehere iseidr NahiGA cartificategbegoimest he
conmmuni claé\i,&g grrgigtus bei ng connected to said (N+1)th downl oad server via
t he conmuni catibn network, and in the operation nethod, the follow ng steps

are repeated fam olNtputbainfif dpersbler®y colicpat]l & 8 |RERuARERESH: an
Nt h operation step of operat h&g@t he Nt h authentication 10 apparatus; and

an (N+1)3RPBpakS Ehedifp ot riafp A athen (Merpchin theHaAtinfarination

t : t | . Lidit iod.of th
NG cotBe DRt e oMM 4B haP G5 b ding BahRecteli T, 3800 i m
13, wher@i# l)thtdewNebd seoper atiaothes iceimnb hAicAtidht RetwbrReRrigat i on

appar at us and.tt}ﬁ‘ (N+1)th downl oad server are operated, in a case where
the Nth CA cerb %Qch‘—zr@éé%ﬂé?ertB@@ké@.e Pollowinghsteip e apeatdthfior

Car i nat T, B e W NP SR Rro ST BRbRE ot i

termnating the operation of paratus and the
operation of e Nt1pperatiom|siep fr yperathan the aviii ytmentiedtifn t he

NthlgA caegéé;ét%%;ean%(pl res. 25 37 14 Novenber 2006
an (N+1)th operation step of operating the (N+1)th
authentication apparatus and the (N+1)th download server before a

validity period of the Nth CA certificate expires.

15 14. The operation method according to Claim 13,
_ wherein in- the (N+1)th operation step, the (N+1)th
authentication apparatus and the (N+1)th download server are
operated, in a case where the Nth CA certificate becomes revoked.

20 15. The operation method according to Claim 13, further

' comprising a termination step of terminating the operation of the
Nth authentication apparatus and the operation of the (N+1)th
download server, when a validity period of the Nth CA certificate
expires.

25
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ABSTRACT A commruni cation apparatus includes: a nmenory (ﬂlﬁé tl] ol ds CA
i nformation A(301a) including (i ) a CA certificate A(HOS&YeMYehd?Wating
that an AP server certificate A(402a) that indicates the 5 validity of an
application server (401) is valid and (ii) a URL B(302b) indicating the
URL of a downl oad server B(406b) where CA information B(301b) including
the next valid CA certificate B(106b) is stored; a server authentication
unit (416) that verifies the AP server certificate A(402a) using the CA
certificate A(106a); and a CA 10 ABBSTRALIh update unit (417) that obtains

the URL | B(3030) TRy SBRa Rt AR Yl ok aab iR vt

t he ser \Amlcb'ucwemﬁowamatmmA(BOCl@)Gihdlhdmgf(t E) aadiphesitiiiabes A(06a)
appl i cat.ion server %401% using the CA certificate B(106b) included in 15
the CA ilRddcRENGANBE 301AP sefvenaerbificaie (4042} thatomdisases theni t

(417f. -Aidity of an application server (401) is valid and (ii ) a URL
B(302b) indicating the URL of a download server B(406b) where CA
information B(301b) including the next valid CA certificate B(106b)
Is stored; a server authentication unit (416) that verifies the AP
server certificate A(402a) using the CA certificate A(106a); and a CA

10 information update unit (417) that obtains the CA information
B(301b) from the download server B(406b) indicated by the URL
B(302b), wherein when the CA certificate A(106a) becomes revoked,
the server authentication unit (416) thereafter authenticates the
application server (401) using the CA certificate B{(106b) included in

15 - the CA information B( 301b) obtained by the CA information update
unit (417).
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