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1 Translation of PCT/EP2007/ 007675 Method and system for addressi ng and
routing in coded communications relationships 5 Future generations of radio
equi pnent will have significantly nore flexible applications opportunities
~than existing radio devices. This flexibility will be achieved through the
concept of "software defined radios" ($DR). SDRs 10 create the possibility
of loading radio technologies (waveforns) as software and of changi ng the
configuration of the waveforns and the radi o equipnent in a flexible manner
vi a sof t whransdatier. ofhBCELBR2POTPOGI6Tdi o-transmi ssion methods in this
context can al so support the transm ssion of 15 data packets according to
the Internet Protocol (IP) standard. This allows the use of standard IP
appl i cat i tethoadndnkineystemnfept sddrds cinqrandlrmtined ihokeotdea i nt er net .
Dependent %ﬁgp t he securitx £eﬂgirenents, sensitive 20 information nust be
capabl e ofFBEFRGCAEIARH FREASTHPERARY  manner (communications security,
COVBEC). This can be achieved, for exanple, through the use of the |IPsec
standard, which is described in S. Kent, K Seo, "Security Architecture for
t he | nt er dgttuReogeceratipEFFORFGABD Ieq @i iBadetddrl 200%. This standard
all ows twg .djf.fer ransm $sio t hods. far. the caoded i.nfor Lon: the
transport o éfgﬁgg%%g ﬁaﬁggffeﬁ%%gs %Eéﬁ%%éﬁﬁ]%&qugoﬁﬁﬁﬁ%élfsn?haphe
transport gmdeingnkydl0 theivser Thia Hfexiine iR ywadket bar acaededd while the

| P header (inter alia, including the IP addresses of the sender
through the concept of “software defined radios” (SDR). SDRs

.

10 create the possibility of loading radio technologies
(;} {(waveforms) as software and of changing the configuration of
the waveforms and the radio equipment in a flexibie manner
via software control. The modelling of radio-transmission
methods in this context can alsc support the transmission of
15 data packets acceording to the Internet Protocol (IP)
standard. This allows the use of standard IP applications

and known concepts, which are also used for the internet.

Dependent upon the security requirements, sensitive
20 information must be capable of being transmitted in coded
manner (communications security, COMSEC). This can be
(:> achieved, for example, through the use of the IPsec
standard, which is described in S. Kent, K. Seo, “Security
Architecture for the Internet Protocol”, IETF RFC 4301,
25 December 2005.

This standard allows two different transmission methods for
the coded information: the transport mode and the tunnel
mode, as presented in Figure 1. In the transport mode, only
30 the user data of the IP packet are coded, while the IP
header (inter alia, including the IP addresses of the sender

and the recipient) is not changed. In the tunnel mode, the



a

and the recipient) is not changed. In the tunnel node, the 2 entire,
original |IP packet is coded and a new header is added. The new header
contains the address of the coding device as the source address rather than
that of the original source node. In exactly the same manner, the target 5
address in the new header is that of the coding device rather than that of
the actual receiver device. This effectively prevents a potential attacker
fromdetecting a comunication taking place between comruni cati ng partners
on the basnsiog, tdwelisowlcd Paphdkatgets addedssnd Thenpot eaddat 1D attacker

perceives only.that data .are, bei ng_ exchanged et ween_t he two,coding

devi ces. Tﬂ%d%%tnghefQ%ﬁuhﬁﬁ§9%;qo CALRE agFaaﬁaﬁ??Fcofe F n°%HERal ed from
the attackgevid@eas umelsdmd® i=widised rathsecunhhythgt eyanthand 15 _
confidential communication. In the tunnel node, two network |evels, which

are conpl ePELYIBRpAMET MAADONE TafFERELY ARE SRBEBANNTRe ¥Rl 13%48T is the
confi dej“'éhdl_»é’%@jb? CElLé/ nef! rdesreqsp%ﬁﬁgnéfh{?%% 866883 adyid ed_net work.
e ac I Cly-accessl

By contrast, t network represents a pu e 20 network
and can t heather etimn ctlassidfi ehheasartoplseevréverCGdavidentTlalsi nf ormati on can

be transmitted froma red etwork ,via.a.bl k network only in, a coded
R ¢ R LR et Hc et LS B N L S AT e
a result ofokhenstat Ldn WS iafy the deunreletBdeontflthPend Sp et dr Hforvi ew of
the red network level, the tunnel nbde represents a transparent tunnel

t hrough totaﬁo?ﬁ%%sr%% ﬂH%F%bFK“hﬁﬂKk6ﬁé§§Fs?@ﬁéeﬁﬁac?hﬁeﬁﬂb@mﬁi%hel
exi stifg behidyet toe FLOWSS Lidily Uslalesat b8 bachy dPenssgis A and D have

2
(;j between the two coding devices. The actual final users in

the data traffic remain concealed from the attacker.

The tunnel mode is used for security-relevant and

15 confidential communication. In the tunnel mode, two network
levels, which are completely separate from one another, are
formed. The red level is the confidential level. Only
authorised persons have access toc a red network. By
contrast, the black network represents a publicly-accessible

20 network and can therefore be classified as non-secure,
Confidential informaticon can be transmitted from a red

network via a black network only in a coded manner. These

networks initially have nc information about one another as
a result of the strict use of the tunnel mode. From the

25 point of view of the red network level, the tunnel mode
represents a transparent tunnel through to another red
network and conceals the black network level exiéting behind
it. Figure 1 illustrates this fact. The users A and D have
no knowledge of potentially-existing, additional network

30 users X and Y, which participate in the routing of the data

between B and C.



no know edge of potentially-existing, additional network 30 users X and Y,
Whi ch participate in the routing of the data between B and C 3 However,
this conplete separation al so has a di sadvant ageous effect on the overal
network architecture. Information nust be available in the coding devices
regardi ng which red networks are conn%cted to a bl ack decodi ng device. This
is 5 necessary so that the appropriate~black target address can be entered
in the newy-generated | P headers in the tunnel nobde. Several network users
are conbi in.a i Lons n K. shown j.n Figure 2, severa
term nal 3%%%%%%’c%ﬁqgﬂgg%?ﬁgggaﬁég%%%%%gg éV?ié?“Eﬁ%ﬁhégﬁ% atSQSPBS has
both a cafffiedenbinaltheedvaddl&sseandr al soctal adiure blmd raddriessmusthe

term nal devices o%éa confjdential sub-petwork transmt data in an un-coded

manner to *h&VdddPRg Cdeti £8S FRALN5ORMcHtfes” 197 Udtda it Thé<Cunnel node and
routes thedala ksl aredcBAR=8@EHN o COMY I ald QNS (PRG0N The st g recei ving
codi ng device, where the data are decoded and routed to the receiver. 20
The bl Ack reddsesses sof thaé &bedi AgP Yent bake il arhdtanudt adeiredet eani ned
automaticaglly pr. ot l with [ es - configuratiaon, A conventional
routing p?b §€o%r%§ ﬁgegﬁgoPewé u??%%rﬁf?ﬁﬁﬁyﬁﬁﬁﬂgIﬁ%%nhehﬁoFﬁnHF rarchy.
The exchangeieaf signalling information ensures consistency of the topol ogy
25 within the black network. However, to allow a connection of term nal
devices, it nust also be possible to exchange data between the red network

and the blagk mat WhikorkNi8er9N§8e combined in a communications

10 network. As shown in Figure 2, several terminal devices can

v

use the same coding device. Each coding device has both a
confidential red address and alsc a public black address.
The terminal devices of a confidential sub-network transmit
data in an un-coded manner to the coding device. This

15 encodes the data in the tunnel mode and routes the data via
a non-secure communications connection to the receiving
coding device, where the data are decoded and routed to the

receiver.

20 The black addresses of the coding devices in a network are
determined automatically by a protocol with address auto-

. _ configuration. A conventional routing piotocol is used for
routing within the black network hierarchy. The exchange of
signalling information ensures consistency of the topology

25 within the black network. However, to allow a connection of
terminal devices, it.must also be possible to exchange data
between the red network and the black network. This, once
again, presupposes knowledge of the address mapping between
the black and red addresses of the coding device. However,

30 the IPsec channel mode used prevents a direct mapping of the
known black addresses onto the red addresses. Accordingly, a

simultaneous routing in both networks is no longer possible.



agai n, presupposes know edge of the address mapping between the black and
red addresses of the codi ng device. However, 30 the |Psec channel node used
prevents a direct nmapping of the known black addresses onto the red
addresses. Accordingly, a sinmultaneous routing in both networks is no

| onger possible. 4 The |IPsec discove;% protocol, for exanple, can be used
for an automatic exchange of red-network routing information between
codi ng devices. 5 A brief introduction to the addressing of IP networks is
provi ded hel ow. b y_of explanation of. the solution presented according to
t he inven??%n¥éﬁgk¥$2%?ﬁYﬁﬁ(ﬂ3595ocpﬁe f8§i?FFH@,epr?%?-%?t”%%fd@?%n. 10 An
unanbi guogs heeahificadicaibmfe W ddanaktysekSrber i 8§ULALSrmi i o der to
transmt data between two users in the global internet. The routing nodes

can then Betdesn necdg clVIARA- route between transmitter and receiver with
reference to the target address, without a need for the transmtter to know
15 the precise route. In order to identify a user unanbiguously, an address
consi st s Bfbaiaét ot kodwentarf iter thanddardewiog bdenpi iéewordheinet work

identifier identifie the network, iin which the user |s disposed, while the
devi ce iBEﬂY???%rb%éEQHqﬁrﬂ%¥t SRIEVRGGAR B5eFRGi PRATACEOMet wor k. 20 In

this contgxtsehbheq yeEdi RfHLIhd SnheniBENDYnQ0RE NbAGL14Me S0 ddr ess
conponents, as illustrated in Figure 3. All the devices within a network use

the same ABLGBERY. | RReFRYTaEl SAARiUi®nt-he device identifier is different in
each 25 case. Accordingly, it is necessary for final users to change their
network identifier, as soon as they inplenent a change

10 An unambiguous identification of the final users is required

™ . . .
5 in order fo transmit data between two users in the global

N
internet. The routing nodes can then determine the optimum
route between transmitter and receiver with reference to the
target address, without a need for the transmitter to know
15 the precise route. In order to identify a user
unambiguously, an address consists of a network identifier
and a device identifier. The network identifier identifies
the network, in which the user is disposed, while the device
identifier determines the individual user within a network.

200 In this context, the overall address is formed by combining

the two address components, as illustrated in Figqure 3.

All the devices within a network use the same network
identifier, while the device identifier is different in each
25 case. Accordingly, it is necessary for final users to change
their network identifier, as soon as they implement a change
of network. This is necessary so that the new connection of
the terminal device deces not need to be signalled to every
routing node in the internet and so that a direct connection
30 to the network can be made with reference to the network
identifier. The network identifier of a terminal device is

required for routing within the global network.



of network. This is necessary so that the new connection of the term nal
devi ce does not need to be signalled to every routing node in the internet
and so that a direct connection 30 to the network can be made with reference
to the network identifier. The netmor§ identifier of a termnal device is
required for routing within the global” network. 5 The device identifier
must be i ndividual and unanbi guous for every device participating in the

gl obal network. For exanple, it can be based on the MAC address of the
network 5 card, but nmay al so be generated from anot her paraneter.
Accor di ngTlye dedese ciedegdn. Glereadyptbeei dedtividesl amandm guvitslou s fidr
reference_to the device identifier. onst ant ana%does not change over

It ]
time. 10 THTHUGHETHE RiUtinig Brtddc &f Bkgtﬂ OB hcke W& Tor K°% he  codi ng

devi ces oakymprye iknawredge wisddhenblkacknaddsessess obr @hd Ms8FSck
participating in the network. In order to establish a secure connection

bet ween fFaadl, Usel shaeadifofoe Wisneased drsposedthet parameiexk network, the
unanbi guoys.ang; §x”§ié¥%%§éﬂca Iggggghgnbgeiﬁggpif?gdblack addr esses of
n

the de-coding devite a e red network connected to it must first be
i mpl ement edamthysowd 1cattimonrediereheer €d ahd Gbacke hdeessese calt hes

determ ned using the | Psec discover rotpocol. A flow chart for this
pr ot ocol ?%n?TT%%t?%ﬁ(A;ﬁﬁ1%ﬂf f%@&ﬁé ﬁeﬁﬁd dBScri bes the authentication on
the basis of certificates. However, this is al so possible using

previousl%%exchan ed keys (pre-shared keys, PSK). This procedure will not
be dektriBesondh gileateutdatainrhocel 25 Fheobderktveobemin & confi denti al

szpping b@&&fﬁ& éb&&ég%(only have knowledge of the black addresses of

all users participating in the network. In order to
establish a secure connection between final users, each of
which are disposed within a red network, the unambiguous and

15 confidential allocation between the black addresses of the
de-coding device and the red network connected to it must
first be implemented. This allocation of the red and bklack
addresses can be determined using the IPsec discovery
protocol. A flow chart for this protocel is illustrated in

20 Figure 4 and describes the authentication on the basis of
certificates. However, this is also possible using

(W, previcusly-exchanged keys (pre-shared keys, PSK). This

procedure will not be described in greater detail here.

25 In order to cbtain the confidential mapping between a black
address and a red address of a coding device, the coding
device A transmits a “hello probe” message to a specially-
provided multi-cast address. Every user participating in the
network therefore receives this message. The message

30 contains the security certificate of the coding device A
with a valid signature from the certification authority. The

certificate also contains the key of the coding device A.



address and a red address of a coding device, the coding device Atransmts
a "hello probe" nessage to a specially- provided multi-cast address. Every
user participating in the network therefore receives this nmessage. The
-message 30 contains the security certificate of the coding device A with a
valid signature fromthe certification guthority. The certificate also
contains the key of the coding device AL 6 After the receipt of the
nmessage, the coding device B checks the authenticity of the certificate

using the peebr eREtidécate df AMd hRseRigk, f kaat EQBiﬁﬁtBQ{}iEé{_@%ecks
authenticates it using the signature or ‘the key of the 5 coding device A
After a su&bBesapbhenut ey i ¢htliloh camid ficedenysdeyi tkeBreetinsmts a "hello

reply" mes : o] € di .dgVi A. _This_contains the sane
infornatio%ggﬁégggé%%i?Eﬁ%é%%%ék%gj‘ f@%%Pﬁigu?hﬁg%ggt?%ﬁ has been checked
by codi ngadebcei datédeisacstind yehas sdgnatues Begeheakeonst (Sfe 10

negotia%ions)h which, inter_alia, specify the CD crgptoalgorithn1and t he
durati on ofPdaNPdiEyLFore t Het “HUtheMSCEREiEsn dHEPEREIRBY1OBr et i ti at ed.

Since the %wag aEfdcaddr esses. &£ aSG‘hfe_quonQL:-p[E?OV‘ﬂeEQa%a@ebgewi cating
partners, the SA negotiations cannot be inplenented in the 15 I Psec tunnel

node, but tbst cheingpiienere eil. iThishedrksdns thanspoet imbdenaticenrdionly, the
an un- codGdoRANGR T SR oy The A L EORLEAR. Brot REChar Ao pReket! o |
coded. AftebdsHgcassive meogoid aldans iy alskecPAribhendgoeodt Dgngeviges can
transmt their red addresses in coded _manner in the IPsec transport node.
Only at¥ er negpgiations), which, inter alia, specify the
(;) cryptoalgorithm and the duration of validity for the
authentication and the key, are initiated. Since the mutual
red addresses are so far not known to the communicating
partners, the SA negotiations cannot be implemented in the
15 IPsec tunnel mode, but must be implemented in the IPsec
transport mode. Accordingly, the IP header of the data
packets is transmitted between the coding devices in an un-
coded manner, and only the actual content ¢f the data packet
is coded. After successful negotiations by the SA, the
20 coding devices can transmit theilr red addresses in coded
manner in the IPsec transport mode. Only after this

procedure is it possible to set up a tunnel connection

between the coding devices.

25 In order tc communicate with a special user of another red
network, a hacker-proof tunnel must first be set up between
these two red networks. This requires knowledge of the
responsible coding device for the respective terminal device
and the red networks connected te it. Since the IPsec

30 discovery protocol supports only a sequential exchange of
mapping information with each individual coding device,

tunnels must be set up in pairs between all coding devices,



procedure is it possible to set up a tunnel connection between the coding
devices. 25 In order to conmmunicate with a special user of another red
networ k, a hacker-proof tunnel nust first be set up between these two red
networks. This requires know edge of the responsible coding device for the
respective termnal device and the red networks connected to it. Since the
| Psec 30 di scovery protocol supports only a sequential exchange of mapping
information with each individual coding device, tunnels nmust be set up in
pai rs betvieenrakl ¢odbbgatievicesmplletd rkrafwdierdded o@bttdien adideerpl et e know edge
of the address all ocations of ever% codi ng device in the network.

r

Accor di ngl3t1OCRTERBSWEESEVREREeCOTHP SF1 3% & tHRIS PSR Xconnection to a

previ ousl ydaknowg1edi HSehe bEst RSEG 5 O SHOMST ¥ PLRkAgal qust be used
with all possible coding devices. The cost for the coding device of the

source tlemefegrtéd onntpeaspsevhoas]yneatnawmnerd wisthr , t kbendsec of codi ng
device§ N:ipo%k_~0(h%btlgo e%/coq%ngldq¥icqﬁla t hei. lconnggted net wor ks
are to beq FEPTEEd PROFRECoVRP AT 1 P9 0" Fet ibr L e POBSECGi §€ Egy pr ot oco
must ther efedrieee Thexeevtedow tie evedynPtdari ROBMGhedeoteceAs a result,
the potential signalling cost for_the overall network increases according
to O N2). HHefozGdinrERIE8St e oktNddT M eHtGH ithgt PYRPSE Phe red

termnal deices devhibl itScoun NSHVR! K s L, IdRAGAIRGILREY anfif O 0CO! TSt

al so be executed in the event of a change of network. al ready descri bed,

a change dfheiet wonkecégdi neswonks harngetofod hieraletdenr kin dért offeerllso t hat

the O%Sraqetwork, the IPsec discovery protocol must therefore be

(:) executed with every other coding device. As a result, the
potential signalling cost for the overall network increases

according to O{N?).

[5 1In addition to the cost for the identification of the red
terminal devices within its own network, the IPsec discovery
protocol must also be executed in the event of a change of
network. As already described, a change of network requires
a change of the network identifier, so that the overall

20 address of the coding device is also changed. Terminal
devices connected to the coding device are therefore no

- longer identifiable within the new network. Accordingly, the
<M) IPsec discovery protocol must again be executed with every
further coding device in the new network, so that every

25 device knows the secret address allocation of every other

device.

This behaviour is particularly critical in radio networks.

In an environment with limited radio rescurces, increased
30 stabilisation costs resulting from the IPsec discovery

protocol are criticail, especially where the environment is

highly dynamic and the topology changes frequently,



20 address of the coding device is also changed. Term nal devices connected
to the coding device are therefore no longer identifiable within the new

. network. Accordingly, the |1Psec discovery protocol nust again be executed
with every further coding device in the new network, so that every 25
devi ce knows the secret address allocation of every other device. This

behaviour is particularly critical in radio networks. [In an environnent
with lim %e%%dko resources iﬁCﬁg@g; rl%gm§&g ilﬁs Eio %&;ts resul ting
fromthe I'BEECYArScBvaF YIPTDE 0Tt Er £ ATHECAN Pes poSHAT ere the

envi ronnemteviigeshi ghhy dynasi sa@ndo hevdioppldegy celkanggs theequenhl y. 8
Mor eover, a frequent change of network by individual devices, that is to
say, by cOGTRgNaevABESCEDgetMRrOTHih SIRAGHTIY dEvitéddC can occur especial |y

in radio LRVI-LARARELS. THbeny _ropfpafgas%%%fofthteh%PISB%eaighageﬁgry 5
protocol required can burden radio resources even further in this context,
so thab apredricngf ukqubnmednézathordet rappl irestuges smeyeno fhohger be

possi bl e in.radi o _enyironnent usi ng, t t unnel - codi ng_node, because the
§igna|Iin&pdgtgonF?§¥fi30E§ a?ﬁ%ﬁ@% %%?%;ﬁﬂ?mgﬁléﬁﬁé%P.ogo The invention
i s theref eiplhasedodponalhec obpeedr Afe dyMidiend na raetiBodnandoamsissem f or
secure communi cation, which allows good data security and system

avai | abi | 4S¢ngi the tbanslghefithgredst LecEsistitdeoljigaplildngcApréded with
referencetg%f%q% HEEhQHcP¥a£Q§ to such an extent.

10
Q:) The invention is therefore based upon the object of
providing a method and a system for secure communication,
which allows good data security and system avallability with
low signalling costs.
15

This object is achieved with reference to the method by the
features of claim 1 and with reference to the system by the
features of claim 15. The dependent claims provide
advantageous further developments of the method according to

20 the invention and the system according to the invention.

- The invention proposes an efficient method for obtaining
(MJ current routing information on the bhasis of unambiguous
allocations between red network addresses and black device
25 identifiers. These allocaticons can be described, for
example, by unambiguocus fuﬁctions or via a look-up table.
The method avoids the laborious and resource—intensivé
exchange of signalling and routing messages in order to
obtain the current red network topoleogy and the
30 corresponding routing information. This information can be
derived directly using the unambiguous allcocation of black

device identifiers to red network addresses. If a device is



features of claim1l and with reference to the systemby the features of
claim15. The dependent clains provide advantageous further devel opnents of
t he net hod according to 20 the invention and the system according to the
“invention. The invention proposes an egffi cient nethod for obtaining

current routing information on the basi’s of unanbi guous allocations between
red network addresses and bl ack device 25 identifiers. These allocations can
be described, far anpl unapbj guous, functi,ons or_ vi.a |.aqk-up table.
The et hod iRV81 42 (R LAt et aRE FeEBuf et i e aied ot iy ddse”
si gnal | i ngitand peusing emessagesri oher ded totwobit atdhridealirdeendhirsed net wor k
topol ogy and the 30 corresponding routing information. This information can
be derivetFah rlé*’t‘i‘telc&}at‘}ﬁlﬁgVﬂﬁetﬂﬁa%?ﬁﬁﬁgko%i | ocation of black device
identifiers to red network addresses. If a device is 9 known in the black
network with its black device identifier, it is possible to infer the red
net wor K cdiirectaadard tofi $heudepkirnpetiabl e ynykes thee adf godtaldre 5 The
concept ofit.kktel Iﬁok-c%p ftiablr% makg Luse of $ table, ini tﬂ al I%d.confi gured in
advance and stored i thé ¢o iﬁﬁ &vi'ce 16 ?%%reacillloréa‘_tleonc etiteen bl ack
devi ce i defdifdeerfor and sedoratwonkBetdben Usta @ ddiei deetichtaicta@ ng to the
i nvention neans that the I Psec di scover%/eprot ocol is not 10 required, and

the signal3thgad f’;{]feftiw@rr]féceg@ﬁr yseoPfakfie reXetfrer Bidysutihd et or mat i on
envi Tonments TR e TSl e o Foonir cear T VA TRy T &P the radio
net worl® caredsl idgnisficc diel pignedéasedtbyf it necessary for an
(:} exchange of routing information between the users’ red

networks can be avoided. In particular, in radio

environments with limited radio resources, the availability

of the radio network can be significantly increased by not

15 using the IPsec discovery protocol.

An exemplary embodiment of the invention is explained below

with reference to the drawings. The drawings are as follows:

20 Figure 1 shows the transport mode and tunnel mode with

IPsec:;

T
(V’ Figure 2 shows the topology of a network using the IPseac

tunnel mode;

25
Figure 3 shows the addressing scheme in IP networks;
Figure 4 shows the flow chart of the IPsec discovery
protocol;
30
Figure 5 shows the look-~up table in the coding device for

mapping between black and red addresses;



15 using the | Psec discovery protocol. An exenplary enbodi nent of the
invention is explained below with reference to the draw ngs. The drawi ngs
are as follows: 20 Figure 1 shows the transport node and tunnel node with

| Psec; Figure 2 shows the topology of a network using the |IPsec tunnel

node; 25 Figure 3 shows the addressingigchene in I[P networks; Figure 4
shows the flow chart of the |IPsec discovery protocol; 30 Figure 5 shows the
| ook-up table in the coding device for mapping between black and red
addresses; 10 Figure 6 shows the internal structure of the coding device

with the | qok-up table; 5 Figure 7 shows the tunnel node within a
conf i dent iFdi% fe worﬁ,oﬁﬁgﬁhg 8n§ﬁ6ﬁgfaﬁtﬁ&%ﬁﬁﬁ%u®féHﬁ%dFﬁEﬁ@'of the system

according to the invenrtier {Qtnhaddeessbrougngipild; for routing in coded
communi cations relationships. In view of the separation of the

confidential, red network |evel (abbreviated below as the red-network
| evel ) fr 15 hl , bLic-network | evel (abbreviated hel ow as the
bl ack %et%gbkggeael)ggé%ﬁegﬁg %FﬁPﬁg %@%%ﬁ%lteﬁﬁd%'c,niﬁga%€f§brk t opol ogy
in the routing tabl eset®oak;:t he corresponding routers nust first be mapped
in both network | evels
Figure 8 shows an exemplary embodiment of the system
according to the invention for addressing and

10 for routing in coded communications

relaticnships.

In view of the separation of the confidential, red network
level (abbreviated below as the red-network level} from the
15 Dblack, public-network level (abbreviated below as the black-
network level) by means of the coding device 4, the network
topology in the routing tables 17 of the corresponding
routers must first be mapped in both network levels
independently of cone another. Since the black routing tables
20 17 always contain all of the information about the users in
the black, public network 2, it is possible to reduce the
<:; signalling messages by alsc exploiting this information on
. the red, confidential side. This can be achieved by
introducing an unambiguous allocation, which describes a
25 relationship between the black, public device identifier and
red, confidential network addresses 8. This mapping
describes which red networks are connected via a coding
device to the black side with a given black device
identifier. Knowledge regarding the accessibility of devices
30 with an individual black device identifier therefore
provides information regarding the red networks connected to

them.



-independently of one another. Since the black routing tables 20 17 al ways
contain all of the informati on about the users in the black, public network
2, it is possible to reduce the signalling nessages by also exploiting this
information on the red, confidential s&ﬁe. This can be achi eved by

i ntroduci ng an unanbi guous al | ocati on, ich describes a 25 relationship

bet ween the bl ack, public device identifier and red, confidential network
addresses 8. This mappi hg describes which red networks are connected via a
coding device to the black side with a given black device identifier.

Knowl edge relgas déonrcdtie @océssidsialiitspdef fdevieraspB, wihhoagh i pudevi dual bl ack

device identifier therefare .provides information regarding,the red networks
connected_tﬁon%ﬁ% fﬂgféé%ﬁ%5%bﬁéépP§E£ﬁF58g?éQFi§%§£n$o?eg&%%%| ,°% hr ough
pre- confi geheshudrblesur dhidldudiry happbayl, Nguendh B0z deytK&8a®i @41 through an

unanbi guous nmappi ng, such as a mathematical 5 function. An unanbi guous bl ack
devi ce idenfiffeions Asemnagd igyoygsitd afyr deHecrappenll Speei 5 calsdmRs
Exanpl es of i i i fj i .od.are MAG esse ost |Ds
correspondi%gﬁ¥%ffﬁgh?§3%!Skﬁyog%{é%%5§£§5??%géént pléggéegéﬁ%$§%§pin t he
case of bl at&enpiublercs @idihessésndNatrk HAG bHdcksspsbdt choet wobk 2, al |
users nust _use the sanme net r& igfantifierl This network identifier is
changed by S°tharg®" n%é%%&ﬁ%ﬁ AYCoPFCHEFGL -t he bl ack, public network
identifier is not suitable for an 15 identification of a coding device 4.

However, an unanbi guous device identifier, for exanple, the |Pv6-interface
| D baseH) A different picture emerges in the case of black, public

(:} addresses. Within a black, public network 2, all users must
use the same network identifier. This network identifier is
changed by a change o¢f network. Accordingly, the black,
puklic network identifier is not suitable for an

15 identification of a coding device 4. However, an unambiguous
device identifier, for example, the IPvé6-interface ID based
on the 48 bit MAC address, does allow an identification of

the coding device 4 in any required network environment.

20 Accordingly, the connected network on the red side 3 can be
identified using the black device identifier. Figure 5
- illustrates the reilationship between the black - non-
ij confidential - and red - confidential - address components 8
with reference to an example. Because of the security
25 requirements for the coding device 4, the information in the
look—up table 6 or respectively the routing tabkble 17 must
never be distributed in the black, public network 2, but may

be evaluated only inside the coding device 4.

30 Accordingly, the information for setting up the table in
every coding device 4 must be pre-configured before putting

into operation. The number of table entries can become large



on the 48 bit MAC address, does allow an identification of

t he codi ng

-devi.ce 4 in any required network environnent. 20 Accordingly, the connected
network on the red side 3 can be identified using the black device
identifier. Figure 5 illustrates the relationship between the black - non-
confidential - and red - confidential - gddress conponents 8 with reference
to an exanple. Because of the security 25 requirenents for the coding device
4, the information in the |ook-up table 6 or respectively the routing table

17 nust  never vhewdobst Ehbuhedil Dt hef blackoiy idewekwouk t3gehdtrmay be

eval uated only inside the coding device 4. 30 Accordingly, .
for setting“sht kBeLabFENPACtRYRGLWRIhy favicce P lRusiph i

bef ore pUtt%%Qwo.ngagrﬁéﬁii9?'%%@Ernﬂ?%§ﬁ¥Qﬁ1H%bb%f%%&%h%s

12 in view of the np Ity o e co evi ces t oget he

t

he i nformati on

Br 8- E8AtPgur ed
rgagogﬁgone | ar ge
ro"wt

their

connect ed nerweokss.f accexdipy ey, withi it iertadiemonyetmetk beagroglibedsit hei r
inclusiop in. different regional_ networks, Accordingly, sufficient nenory
nust be grogﬁﬁeﬁogﬁng gﬁggggd?nbod%ﬁﬁ?ﬂPQPﬂﬁ? %%@bﬁﬁ%&&?e the tables. Further
red, confidential networks 3 connected to a coding device 4 can be marked

and made known with an additional entry in the |ook-up table 6. In Figure
5, for exanpl&theri sedjocpafhdenbikl eI 0H & RENeEGEchéP AeE@BERS can

normal |y be gached ¥ia BEtWOLKeq! METIARES N LRI Lhe

this context, the resses of the network 1 nterfaces are

¢

e pgiwork. In

nown within the

15 networ k \endry pnotbeolooReupr damip y§. eactiysere Gan fiodertkafiplet hehnet wor k

nterfaggs diyectly win;Leference, [o their
O

Further networks can normally be reached via network

interfaces NU within the home network. In this context, the

addresses of the network interfaces are known within the

15 netwcork via a protocol. Accordingly, each user can identify

the network interfaces directly with reference to their

black, non-confidential addresses. However, a simple

signalling of the address is not possible if a network

interface is positioned within the red, confidential network

20 3 of a coding device 4. This problem is resolved by an

additional item of information within the look-up table 6

regarding the responsible coding device 4 of the network

(:> interface. Additional signalling is therefore not required

in order to detect the network interface. The establishment

25 of a tunnel to these important network users is therefore

possible without difficulty.

30

In addition to avoiding heavy signalling traffic within the
network, the concept for the exploitation of look-up tables
6 allows an updatable consistency of the black, public and
red-confidential networks 2, 3. As soon as the black routing

protocol recognises the non-accessibility of a user in the



bl ack, non-confidential addresses. However, a sinple signalling of the
-address is not possible if a network interface is positioned within the
red, confidential network 20 3 of a coding device 4. This problemis
resolved by an additional itemof information within the | ook-up table 6
regarding the responsible coding device 4 of the network interface.
Additional signalling is therefore not required in order to detect the
network interface. The establishnment 25 of a tunnel to these inportant

network usepsakg hbBerstere, 0essidde pu thowh1diehf keukhy. cbhiadditippeto
avoi ding heavy signalling traffic within the network, the concept for the
expl oi tati oA-oPnEBoRTEPt ablescoBNG devisws can dpdarabhe €edsi stency of the

black, pUb'Egn@9§e£§9éfoyé&9§$%i@LIPQ&&PB%%,éC %-séﬁ%§089egsf£gﬁ €$§Ck
routing protocol recogni SEs 1he non-accessi |F|Fy of Ta user 1n the 13
bl ack net wotkb2e.thhs raunt hey sigsilad [16d dtfo thise redditegmdesi c@device Qage agai n,

t he COdng device can infer the red, _confidential _address 8 of the

h
non- accedsi bRETRSBFEf POMRIE-2F dbiE e AGGOrAGNIAKr ed2 2 0P ERBET etP

termnal deykCec§anteqt Aer&tore e ipdated divkect | ¥n é\geeag'%@gbf, data
packets can be rejected directly within the router. An exchange of routing

i nf or mat i onrhetwesniehernaylorethmivesc diwededd nesworke dphheread todi ng

devices is r gt . essary. re | pdential network
3 rapidly atﬁgslgﬁgﬁ&gg%ﬁﬁéﬁﬁ%d&%, S ttﬁ‘gr%g?ff%‘ ?8%‘%?%%%9@1‘ the bl ack
publ i c net wanke2esbkavi ngridesesd beatbr hielesiyiudt neewokkt Berbpoliypati@bl e 6 in
principlg, the followi ng section explains in outline the

1 automatically i1dentifies the basic topology of the black

N, :
(;A public network 2.

Having described the structure of the look-up table 6 in
principle, the feollowing section explains in outline the
15 procedure for data-processing and acgquisition of information

using the lock-up table 6.

Figure 6 shows the schematic structure of the coding device
4. The black, public side 2 of the coding device 4 contains
20 continuous routing information, that is to.say, network
information 18, from the black, public level 2 of the
PG network., Using the exchanged black, public device
N identifiers for the other coding devices 4, the management
process 19 can identify the respectively-connected red,
25 confidential networks 3 in the lcok-up table. This network
information 18 is routed by the management process 19 to the
red, confidential level 3. Accordingly, the coding device 4
receives information regarding the accessibility of other
connected red networks 3.
30
The red, confidential routers 17 are therefore immediately

able to identify all potentially-accessible red networks 3.



15 ‘procedure for data-processing and acquisition of information wusing the

| ook-up table 6. Figure 6 shows the schematic structure of the codi ng device
4. The bl ack, public side 2 of the coding device 4 contains 20 continuous
routing information, that is to say, network information 18, fromthe bl ack,
public level 2 of the network. Using tiie exchanged bl ack, public device
identifiers for the other coding devices 4, the managenent process 19 can
identify t r el onne dre 25.confidential networks 3 in the

| ook- up tagﬁg.g?ﬁgfé%%t%%rﬁh ﬁ%éﬁ%& B it leverogtéa B9PPRE HAnAyenent
process 19chegbheg Ih&ldr,leﬁOdSﬁttcdetl‘Hd aioﬁoe_\t@y 3f Ameordungkywotheicodi ng device
4 receives information regarding the accessibility_ of other connected red
net wor ks 32CSETFHBI+ ¥, O%cﬁh?cﬁﬂﬁlgﬁn4«n%ﬁ§ﬂ§ f?gaﬁilﬂﬁgr@PéF% TR atel y

able to identkhy @Jl'tlﬁ’@t%é@ﬂéﬂqc@c%esr@nh|a%c'é%g18§§%§/k§f3 dfecThe topol ogy
of the black, public level 2 is mapped in an on-going manner” onto the

t opol og¥y of:opihegr@elvn@wm@ Bis m@adgltprmonaﬂhée@meehaqdn bar ge
S|gnaII|ng §§%§fca aw§ her. han non- access bility of a

special 5 éo V|ce and” %gyconnécfg% tgp%Fﬁgf gevieBE°Ran® be

i dentifi Edrleﬁﬁ'@ﬁsét ehy,banthdd f x emdired prageagpropiiiaheén tBSpPOASEngan be
made. A coding process 20 within the coding devi ce_ensures that the data
packet s tr§§§FFPn@nF%ﬁ%ﬁd%h§¢m$h?éHME%6ﬁFﬁﬁéﬁtFﬁﬁvﬁé}éPgSt8W%r@%CHH%d and

those travekbki ngo4P; &QM‘@IQFVH‘%P'?CA&A eMeloqdte aadeosdherspconghadvant age

of this nethod is o talne regard
10 towards the black level are coded.

The second advantage of this methed is obtained with regard
to the coding of red, confidential data from the red,
confidential level. The coding process 20 can immediately

15 infer the responsible decoding device of the target terminal
device using the look-up table 6. A cost-intensive pass
through the IPsec discovery protocol is not required.
Provided the decoding device is indexed in the look-up table
6 and connected to the network, the data stream can be coded

20  and routed practically without delay.

In order to keep the size of the look-up tables 6 to a

5 5\\
./

minimum, the red, confidential networks 3 connected to the
coding device 4 can use hierarchical addressing. This means

25 that the addresses of all terminal devices originate from
the same address domain, even if additional routers separate
the individual networks. This avoids the need for several
table entries for one Qoding device, as presented in Figure
5. With hierarchical addressing, all connected terminal

30 devices of a coding device 4 can be combined under one

address entry 8 and entered into the lock-up table 6.



to,the coding of red, confidential data fromthe red, confidential |evel
The codi ng process 20 can imediately 15 infer the responsi bl e decodi ng
device of the target termnal device using the |look-up table 6. A
‘cost-intensive pass through the |IPsec Q§scovery protocol is not required.
Provi ded the decodi ng device is i ndexed1n the | ook-up table 6 and
connected to the network, the data stream can be coded 20 and routed

practical | y w.t-hgut .delay t 2 i<Z I sup tables 6
to a nininuﬁ% fhe Feg, c%%%?dgﬁgfgﬁ'ﬁgﬁﬁo kgggl%gnﬁeg%ghggg ?ﬁéngoding |
devi ce 4 caeviseshieiar ehsoapoasthbssiFuy tHiiss puegose25othkatotihegaddr esses

of all terminal devices orjginate from. the sa addr ess domai n, even if
addi t i onal YFEdEEr ggﬁgrﬁ?tgbﬁh%pi?uﬁ%ﬁ%ﬁﬁﬂp9%§EZ§PQ§?ETHF§8a98PE§eFhe need
for severalodiabl geeitei 85 tRE on1 £l dedCee ABjRLesaNyed tAikigure 5.
Wth hierarchical addressing, all connected term nal 30 devices of a coding

device 4 canWrpeleodbifelainter aWEAntaih ddntemheyogsafi@ Ehtered into the
| ook-up tahl ey lgti@‘PpSE' pdic f&f@?‘% ofsdihg %%OiiinﬁﬂePnQHItgé §ubghyeen
4 Fstal'so .- For th I'ng ~de

codi ng devices posSi iI'S pur pose, ~one co ce 4
must est abltihehdalbhgckémepobofhée unodingviddyiarat Her Accodidiggdeyi tked. The

table 6 can then he adjusted via this 5 tunnel. This has the advantage that
changes tocPﬁéngcaﬁV?ﬁgrgt?Bng%?ewﬁ% 15015016 SXFPd e FaBedt ipFERRREed duri ng

the del ay tideBt@bnthereadi penHeNscess ¥ nAGEiREIngs skRewieagdhngndevi ce 4 at
gateway 21, for exanple, can distribute additional red, confidential

net wor RO ad@eésiosk - WIPREAVERe 1108 ne@MokRIT NBHE0 St st HECESAREYUPELPBN cost s
ngessary R %ﬁtting into operaticn can be minimised, because the
information in the look-up table 6 can also be made

accessible even during operation.

I5 The signalling necessary during the course of the IPsec
discovery protocol is a significant factor. Especially in
radio envircnments with limited data rates, this factor
additionally reduces the available transmission capacity.
The use of the IPsec discovery protocol can be dispensed

20 with completely in the coding devices 4. The connected red,
confidential networks 3 can be derived from the topology of

e the black, non-confidential network 2 after a short time

C”) using the lookup table 6. This additionally reduces the
waste of network resources, because the non-accessibility of

25 the coding devices and connected red networks is zlready
identified in the transmission device or in the coding

device 4.

If a hierarchical addressing of the red, confidential
30 networks 10 continues to be used, the parameters of the
necessary lock-up tables 6 can be further reduced.

Additional adjustment during operation is possible with the



-to putting into operation can be m nimsed, because the information in the

| ook-up table 6 can al so be made accessible even during operation. 15 The
signalling necessary during the course of the |IPsec discovery protocol is a
significant factor. Especially in radiqifnvironnents with limted data
rates, this factor additionally reduces the avail able transm ssion
capacity. The use of the |Psec discovery protocol can be dispensed 20 with

corpl et el y Lo chbegeodingydevioes, 4 Jhie sannesiedatad. cononki dential

net wor ks can erlve fFomth e t opol ogy o t he n-con |dent|a
network 2 aﬂteﬂcaogdmngly;nEheusmm@pgduaﬂumﬂug@stabpelsr Thi puaddlngi onal | y

d the, vast t wor k th lity of 25
{he codi ng ABYPoBE>BAR ConNBLET T L MAISIY Fe UrPBAdp=CRUBRLFf 1 ed Tn the

transm ssi orn@eYeeenkdi Aot Nige COEA AN FidpMIcGE 4. | f a hierarchical addressing
of the red, confidential 30 networks 10 continues to be used, the

paramete?s of the necessary |look-up tables 6 can be further reduced.

ddi t1 onal dLUSETONLodE ! B OPELALI Obd;s RASHIR, Bl LBAERRL4:a pxchagge of

the tabl es et ween 1 ndi vi dua evl ces cor
configurati oeteosks ﬁrlmherei@utmérmptﬁaﬁ(mam@&ﬁaonmOcahebensegnmbncantIy
reduced, because

et L U A
nmet hod accordilagibashhgsi Nveshe oM nfOre Ades Ihg cangduheubthgnkn coded
Connunlggtlggﬁatlonshlps or respectively the connections between two
(:} terminal users extend to cover two different, mutually-
separate network levels 2, 3, wherein the routing levels
associated with the network levels 2, 3 also differ from one
another. The demarcation of these two network levels 2, 3
15 together with the routing levels is implemented via a coding
device 4, which is connected to the first network level 2,
which is a publicly-accessible and non-secure, black
network, and alsc to the second network level 3, which is a
non-publicly-accessible, red network. |
20
A current network topology is determined in each of the two
Cﬁi routing levels, wherein the determination of the network
7 topology of the first network level 2, 3 is implemented
independently of the determination of the network topology
25 cof the second network level 3, 2, which is used for
confidential communication, screened relative to the
outside, and stored in the corresponding routing tables 17.
In this context, an interface 7 is provided within the
ceding devices 4 present within the overall network with an

30 unambigucus allocation of addresses 8 of the second routing

level to addresses 8 of the first routing level, so that



‘relationships 1 cones into effect. The comruni cations 10 rel ati onshi ps or
respectively the connections between two termnal users extend to cover two
different, mutually- separate network levels 2, 3, wherein the routing

| evel s associated with the network level.s 2, 3 also differ fromone

anot her. The demarcation of these two network levels 2, 3 15 together with
the routing levels is inplemented via a coding device 4, which is connected

to the 1i1Stnebusr ksl evel Joosiohdibody Ul hakyracessshhl e,and

non- secur e, blac net wor and a o) to e seco network level 3, which is
a non-publm@kwoa@céssebbez red Thiwwmd«alam Alduﬁmeatedeumoﬁng0poEogy IS
determ ned in each of the two routing |levels, wherein the determ nation of
the network topology of the first network level 2, 3 is inplenented

i ndependent Itheoffitthe deteepknaévon »fid he prehiver komapal, 0gyich25soththe second
network lLevel 3, 2, which is used for confidential comunication, screened
rel ativeSto fifed SGEYPHE; BRdEsPRFedT f tHOLEGr FebpdRATLRGEPBERENG tabl es 17.

n this contexto.gn kBteckansd, i soraudled Wl n.thee o nacdsyices 4

present within the overa an 30 unambi gudus al ['ocafi oh of
addresses 8aofd tthe second netwvong lé¢waels tic addredsesndiafl dbmaﬁnrst routing

| evel, so that 17 routln is_ a ossi bl e beyand .t he ts 0

et wor k| evaist 253 Fhb ey aPtiRr P St eRitnst Ted e 0 heTRE 1 pe
network |evely Zims1arpubhbecdonehd, r S3gditissd PRI fssxed gnehwerk, or a part
of a global nobile-tel ephone network, for exanple, the UMIS network or the
GSM net WBr k routing levels are also subdivided into public addresses 8

&J and confidential addresses 8.

During network operation, a preconfigured, updatable look-up
table 6 is provided in the coding device 4 itself. The

15 interface 7 functions as a controlled interface-between
public and confidential network levels 2, 3 and therefore
also as a limit between public and confidential routing

levels.

20 Figure 8 shows an exemplary embodiment of the system 11

according to the invention for addressing and routing in
C:> coded communications relationships 1 within an overall

network comprising at least two mutually-separate, different
network levels 2, 3. In this context, the black network

25 level 2 is demarcated via at least one coding device 4 from
a second network level 3. The network topologies of both
network levels are stored in the routing tables of the
router 17 within the separate domains 12, 13 of the system
11 according to the invention.

30
A protocol instance 14 is provided between these two domains

12, 13 as an intermediate domain 15, wherein the protocol



-and the second network level 3 is a confidential domain, such as a conpany
network screened relative to the outside, or simlar, wherein the
respective addresses 8 in the 10 routing levels are al so subdivided into
public addresses 8 and confidential addyesses 8. During network operation,
a preconfigured, updatable |ook-up table 6 is provided in the coding device
4 itself. The 15 interface 7 functions as a controlled interface between
public and cenrkihdential pesw@ég SV 8 8- P r ¥ B AN RLGHORE caRli 8Rs8S0Rc LT M T
bet ween public and confidential routing levels. 20 Figure 8 shows an
exenpl ary e#ﬁo@pmhﬂhoﬁfth@esW@ edemainsclgor dilngnde tise immienendadt or

addr essi ng %%g ng |Q0089$eg %ﬁ;'onst%%H%Eﬁpn§ﬁ'p§i %ﬁthln an
overal | networK risin Bas uaIIy separate, irff&r ent

net wor k |evab$w3rk31ebélthlSstéEfﬁéd Witehill ack ovetraank ndbwhekehs2ai s
dermarcated via_at | east one codi ng device 4 from a second netwrk | evel 3.
The net wor k PEEPoFogPBE1B 2 bt h CHetSRRIIeVE & &€ 1dCdredcrRSERRBout i ng

tabl es of thet, byt 8r skénWaknim e SEPHALR HOTRI 1S nb24 1138l cpREnSYSt €M
11 according to the invention. 30 A protocol instance 14 is provided between

t hese two dowdivegsk.1Zhel8eagndnné titeriheldivle dondibinlBn whrereilm t he prot ocol

18 i nstance %Wor ovi des Qggegl-dlrectlfggant )| %h%%%l%% route 16 to each
of the two 5bna|ns ii P13V3 i's Tnp ed, exanple, according to

t he | Psec S'[o@ﬁrdérsﬁonafbe fbfséxamgely\prﬁ@ Iae\mjn—ambal@ef iseedewetihhetaarever al |
netmorklgs % for example, a company network or a logistics network.
' '

(:} The addresses in the respective network levels 2, 3 or
respectively the associated routing levels are
distinguishable from one another as public addresses and
confidential addresses 8.

15
A router 17 is connected to the protocol instance 14 both on
the un-coded side 12 and also on the coded side 13, in the
exemplary embodiment, according to the IPvé standard,
wherein the router 17 also comprises a routing table.

20 _
The router 17 on the coded side 12 of the system 11

o according to the invention is ccnnected via a defined
transmission method to a pubklic network 2, so that a
communications connection can be provided with the latter,

25 because the implemented transmission method is compatible

with the transmission method of the public network 2,

Furthermore, in the exemplary embodiment, a MANET protocol

is implemented on the coded side 13, and an IGP protocol for
30 updating the associated routing tables 6 is implemented on

the un-coded side 12, wherein an OSPF algorithm is provided

as the IGP. An un-coded transmission of IP user data, such



.5 public domain 2 and corresponds to a publicly-accessible network 2 such
as a landline network or a nobile tel ephone network. The second network
l.evel 3 within an overall network is provided as a confidential domain and
corresponds, for exanple, to a non-public, screened network 10 3, for
exanpl e, a conpany network or a Iogisti&@ network. The addresses in the
respective network levels 2, 3 or respectively the associated routing

| evel s are _distinguishable from one anot her as blic ad?resses and
confidenti af®a agég§§§dEfpﬁ§F9\?Enﬁ@ﬁgef7 it éoﬁﬁggﬂgaana he™BP ot ocol

i nstance 14phpt bc0p-atbes sibroded wide 312 sapgoaligedofikhengodedesi de 13, in
the exenplary enbodi ment, according to the |Pv6 standard, wherein the
router 17 akFsBtesnpricesthe routGeed aide of0 tTkesvetie®r 117apaerhEngoded side
12 of the s¥ﬁgegh@%ntfg§prding to the invention is connected via a defined
transm ssion nmethod to a public network 2, so that a conmunications
connecti®n can be provided with the latter, 25 because the inplenented

transm ssiop nmethod js conpatible wth 't transm ssi on net hod of the
pUDI T C net PR 2PVSREIPhet HOIE: T4PHE Yol 415 EHBUELAERL STECRARER
protocol i gek@phBaBNt £0)1 0F thee cdadi e dRick3rided ap LB upteheedl cdor 30
updating the associated routing tables 6 is inplenented on the un-coded

side 12, wh&eelFAMRANEBPES af ¢ ¥efnWisthproinged raaswerk PEPLhaNn un- coded
transmssion of LP yser data, such 19 as digitised speech or images, to a
confidential, non-"""

N
-

P



.publicly-accessible network 3 is provided via the IPv6 router 17 on the
un-coded side of the system 11 according to the invention. 5 The invention
is not restricted to the exenplary enbodi nrent described. Al of the
ffeatures described or illustrated can conbined as required within the
framework of the invention. 20 Cains 1. Method for addressing and routing
in coded comunications relationships (1) in at least two 5 different
network |evehgifhg 3) with different routing levels, which are separated
fromone another  wthin a network, wherein, in each case, a first network

| evel (2) with the associated first routing level is demarcated from 10 a

second network leyel (3) with second routing Jlevel via at |east one coding
dovi ce (4) . her oMtk bReAor RABSREF 009 BFT bR HE vt 90601 5 (2. 3) 1o
determ ned and st eigghunidapendentbyafiompnes anotiierad ndL3peeid ve routing
tables (17) in the at 15 least two routing levels, and wherein an interface

with an 8@inanbi guods falereast nefwosk agwrbsses (B) Wwith ke ffedend routing | evel
sroneses, ) bkl by g LY claltlpd s Ay et g e =
within a network,
wherein, in each'case, a first network level (2) with
the asscciated first routing level is demarcated from
10 a second netwerk level (3) with a second routing
<;> level via at least cne coding device (4),
wherein a network topoelogy of both network levels (2,
3) is determined and stored independently from one
another in respective routing tables (17} in the at
15 least two routing levels, énd
wherein an interface with an unambiguous allocation
of addresses (8) c¢f the second routing level to
addresses (8) of the first routing level (7) is
provided in the at least one coding device {4}.
20
2. Method according to claim 1,
o characterised in that |
the first network level (2) 1is a publicly-accessible
and non-secure network (9).
25
3. Method according to claim 1 or 2,
characterised in that
the second network level (3} is a non-publicly-

accessible network screened from the outside for

30 confidential communication.

4. Method according to any one of claims 1 to 3,



.characterised in that the first network level (2) is a publicly-accessible
and non-secure network (9). 25 3. Method according to claim1 or 2,
characterised in that the second network |level (3) is a non-publicly-
accessi bl e network screened fromthe outgjde for 30 confidential

comuni cation. 4. Method according to any one of clainms 1 to 3, 21
characterised in that the first network level (2) is a public domain, and
t he second networ IS idential domain, and the addresses
(8) of the first 53%?%%3‘5 s??iﬁﬁa%ggkarked as public addresses, and the
addresses (8) of tthe sticwid nedwoirkg leeeel (af eisnn kedel Bs domfirde erical

(
addresses. 5. Methqd accordjng.to _any on clains 110 4, , 10 '
characterised in tHat %ﬁﬁ?%i&%?%&ég %?Ye e?aéehsdaﬁmﬂﬁigéﬁﬁfébconfidentim
network level (2, dm&m,’ espeehicvabyirbetweensp pebthe fanek araanifigenti al

routing level is stored in |ook-up tables (6) in the coding device (4)
before i fs start- 48Vaip.ams MEHEEd 28cEBPYiRgatdref s »nd acterised in

that the |ook-up tablesdf) (#) Uie sedkBoHavise:{4) AL 20 AMRNdes during

a network operation.
as confidential addresses.

5. Method acccrding to any one of claims 1 to 4,
10 characterised in that
(;) the interface (7) between a public and a confidential

network level (2, 3) or respectively beitween a public
and a confidential routing level is stored in look-up
tables (6) in the coding device {4) before its start-

15 up .

6. Method according to c¢laim 5,
characterised in that
the look-up tables (6) in the coding device (4) are

20 amended during a network operation.

0 7. Method according to ciaim 5 or &,
Q/f characterised in that
an updating of a confidential routing table is
25 obtained from localliy-available, time-variable
information in the first, public network level (2)
using the look-up tables (6) in the coding device

(4).

30 8. Method according to claim 7,

characterised in that



.+ 7. Method according to claim5 or 6, characterised in that an updating of a
confidential routing table is 25 obtained fromlocally-available,
time-variable information in the first, public network level (2) using the
| ook-up tables (6) in the coding device2 (4). 30 8. Method according to
claim7, characterised in that 22 the %apping specification for an
allocation of the <confidential addresses (8) to the public addresses (8)
is generated in ap, Qv K i n t . ¢l assi fjcation of
t he codi ng deviceg?ﬁ)ﬁgéééﬁgm%ﬂgqézf%%gggﬁdgﬁg é ggéoégglg# %?a%%% 5to 7,
characterised in ttafjdastal ealdrsatsesn (6f) aof thet ponlihi etiddesess bes t he
rel ati onshi p bet ublic and canfidential 10 addresses . (8), ,the | ook-up
ables (8) are pre! cBh TG Toh B 1A oGueRg deDF CHBE LAy R OP At REkY 10,
Met hod according £ ey ONEsHirid=aih 21t @né, cehahgchevisedin that, 15 as a
realisation of a function which describes the relationship between public
and cpnﬁidentia! addresses (8), the | ook-up tables (6) are updated
dynani cal | yg duri nge pESHOL & ARENAY e dufy Bl 690LRG1ndeYT £6S7(4) o be used.
characterised in that,

as a realisation of a functicn which describes the

relationship between public and confidential

10 addresses (8), the look-up tables (6) are pre-
(;} configured'in all coding devices (4) to be used.
10. Methed according to any one of claims 5 to 7,

characterised in that,

15 as a realisation of a function which describes the
relaticnship between public and confidential
addresses (8), the look-up tables (6) are updated
dynamically during network operation in all coding
devices (4) to be used.

20

11. Method according to any one of claims 5 to 7,

characterised in that,

as a realisation of a function which describes the
relaticnship between public and confidential

25 addresses {8}, the contents of the look-up tables (6)
are distributed excliusively within the confidential

domain (3).

12. Method according to any one of claims 5 to 7 or 9 to
30 11,

characterised in that



. 11.. Method according to any one of clainms 5 to 7, <characterised in that, as
a realisation of a function which describes the relationship between public
and confidential 25 addresses (8), the contents of the | ook-up tables (6)
are distributed exclusively within the Egnfi dential domain (3). 12. Method
according to any one of clainms 5to 7 or"/9 to 30 11, characterised in that
23 an additional entry, which indicates further confidential networks
connected to a cogi QL is ponalky._ | Iggﬁgg in the | ook-up
tables (6). 5 1%.gll %%gcdlcg%clo%?tﬁg'tgggltzgi %ﬁék%?kg%? C ar%%t erised in that
a basis for the nuppiinerepecd fiecatirds ceonanctedanbi guoudinewiaeidadentifier
of a device connected . 10 ta th:lnetmn k. 14. Method according ta claim13,
characterised in that theRew #aéﬁ??FWSPt?Q i%ngg?v PHLR -<fddr ess

15 or as a host-iggntifier according to the IPv6 protocol. 15. System (11)
for addressing and routing in coded communications relationships (1) wthin
a netwoPk 20 with at |east two different, mut ual | y- separat e

13. Method according to claim 7 or 8,
characterised in that
a basis for the mapping specification is an
unambiguous device identifier of a device connected

10 to the network.

14. Method according to claim 13,
characterised in that

the device identifier is conceived as a MAC-address

15 or as a host-identifier according to the IPvé
protocol.
15. System {11) for addressing and routing in coded

communications relationships (1) within a network

20 with at least two differenﬁ, mutually-separate
network levels (2, 3) and the associated routing

o~ levels,

wherein, in each case, a first network level (2) with
the associated first routing level is demarcated from

25 a second network level (3) with a second routing
level via at least one coding device (4},
wherein the network topclogy of both network levels
(2, 3) is stored in separate domains (12, 13) of the
system (11), and

30 whereln an intermediate domain (15), which is

disposed between the separate domains (12, 13) as a



network levels (2, 3) and the associated routing I|evels, wherein, in each
case, a first network level (2) with the associated first routing |level is
dermarcated from 25 a second network level (3) with a second routing |evel
via at | east one coding device (4), W@ rein the network topol ogy of both
network levels (2, 3) is stored in separate domains (12, 13) of the system
(11), and 30 wherein an internediate domain (15), which is disposed between
the separate d i (1 S 4 . | 4) with two
bi-directional%H%gﬁﬁﬁ%iggf%gﬁcgoé?gg ﬁ%%?&%gq%fégﬁﬁgﬁﬁﬁf%é'Systen1according
to claim 15, Suamandceéripsedoiiheshatén, publpodwi-deetessi bl e, partial network
is provided as a first network level (2) and defined as a public domain.
10 17. System according to claim 15 or 16, characterised in that a
non- publ i1G,. scryened apabkbahgnebwerkihmsipyovided as the second network
| evel (3) and defined as the confidential domain. 15 18. System according
to any one of @bATRStesiegd1¥n thakracterised in that the addresses (8) of
g ngL st rout NG AV Ely-88ceBYBLLS, AJOEEESES ALY NG YSRGS 468) Of the
a first network level (2) and defined as a public

domain.
10 17. System according to claim 15 or 16,
(i} characterised in that |
a non-public, screened, partial network is provided
as the second network level (3) and defined as the
confidential domain.
15
18. System according to any one of claims 15 to 17,
characterised in that
the addresses (8) of the first routing level, as
public addresses, and the addresses (8) of the second .
20 routing level, as confidential addresses, are
distinguishable from one another.
N
s 19. System accerding to any one of claims 15 to 18,
characterised in that
25 the protocel instance (l4) is implemented in the
intermediate domain according to the IPsec standard
or another ceding method.
20. System according to any one of claims 15 to 19,
30 characterised in that

a router (17) including a routing table (17) 1is

connected respectively to the protocol instance {14)



20 routing level, as confidential addresses, are distinguishable from one
anot her. 19. Systentaccordlng to any one of clains 15 to 18, <characterised
in that 25 the protocol instance (14) is inplemented in the internediate
“domai n according to the IPsec standard or another coding nethod. 20. System
according to any one of clains 15 to 187 30 characterised in that a router
(17) including a routing table (17) is connected respectively to the
protocol instance (14) 25 both on an un-coded side in a first domain (12)
and al so on a CoRER & & i wosecoddgofai A fiBjt @amaBystleim adebrding to

any one of claing; 5 5§)éu%odé%'%Q@ra95§%igggohg &Eﬂ%ﬁ§h 1:gouter (17) creates

a communi cati ons connecti on a publi ¢ "networ n the coded si de
(13) via a defined transm ssion nethod. 10 22. System according to claim

char eris n that t t ransni ssi on ble with a
publlc tb % (QQE%éﬁt5@@098?n8¥98T3h950h£ ngghains 15 to 22,
characﬁﬁrlsed |ncﬁigacﬁbfwgﬂalﬂawﬂqupl is inplenmented on the coded side
(13) in order to update the associated routing tables (17). 20

the router (17) creates a communications connection

with a public network (2) on the coded side (13} via

a defined transmission method.

10 22. System according to claim 21,
characterised in that
the transmission methed is compatible with a public

network (2).

15 23. System accerding to any one of claims 15 to 22,
characterised in that
a MANET protocol is implemented on the coded side
{13) in order to update the asscciated routing tables
(17).
20
24. System according to any one of claims 15 to 23,
N characterised in that
an interior gateway protocol (IGP) is implemented on
the un-coded side (12).
25
25. System according to claim 24,
characterised in that
an open-shortest-path~-first (OSPF} algorithm is
implemented in the IGP protocol for the updating of
30 the associated routing tables (6).

26. System according to claim 20,



24, System according to any one of clains 15 to 23, <characterised in that

an i:nterior gateway protocol (IGP) is inplenented on the un-coded side

(12). 25 25. Systemaccording to claim24, characterised in that an
aqpen-shortest-path-first (OSPF) algorithmis inplenmented in the IGP
protocol for the updating of 30 the assggciated routing tables (6). 26.
System according to claim 20, 26 characterised in that an un-coded
transm ssion of user data into a confidential, non-publicly-accessible

network (3) is prchdrdederigetiheénr enaer (17) on the un-coded side 5 (12).
an un-coded transmission of user data into a
confidential, non-publicly-accessible network (3} is

provided wvia the router (17) on the un-coded side

3 (12).



