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BLOCKCHAIN-BASED SERVICE RENTAL METHOD,
APPARATUS, AND SYSTEM, AND ELECTRONIC DEVICE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to Chinese Patent Application No.
2018108471449, filed on July 27, 2018, which is hereby incorporated by reference in its

entirety.

TECHNICAL FIELD

[0002] One or more implementations of the present specification relate to the field of
blockchain technologies, and in particular, to a blockchain-based service rental method,

system, and apparatus, and an electronic device.

BACKGROUND

[0003] A blockchain technology, also referred to as a distributed ledger technology, is
an emerging technology where several computing devices jointly participate in "accounting”
and jointly maintain a complete distributed database. The blockchain technology features
decentralization, openness, and transparency. In the blockchain technology, each computing
device can participate in database recording, and data synchronization can be quickly
performed between computing devices. Therefore, the blockchain technology has been

extensively applied.

SUMMARY

[0004] The present specification provides a blockchain-based service rental method,
where the method includes: receiving a rental request initiated by a target user for a target
service; performing credit risk assessment on the target user in response to the rental request;
if the target user passes the credit risk assessment, creating an electronic rental contract that
corresponds to the target service, and delivering the electronic rental contract to the target user
and a service provider of the target service, where the target user and the service provider

perform an electronic signature on the electronic rental contract; and storing the electronic
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rental contract with electronic signatures in a distributed blockchain database, where the
electronic rental contract stored in the distributed blockchain database is used to assess credit
information of the target user.

[0005] Optionally, the method further includes: receiving a performance record of the
target user and a performance record of the service provider that correspond to the electronic
rental contract; and storing the performance records in the distributed blockchain database.
[0006] Optionally, the method further includes: reading the electronic rental contract
stored in the distributed blockchain database, and the performance record of the target user and
the performance record of the service provider that correspond to the electronic rental contract;
and performing credit assessment on the target user and the service provider based on the read
electronic rental contract and the read performance records, to obtain the credit information of
the target user and credit information of the service provider.

[0007] Optionally, the performing credit risk assessment on the target user in response
to the rental request includes: performing identity authentication on the target user in response
to the rental request; and if the identity authentication of the target user succeeds, further
performing credit risk assessment on the target user.

[0008] Optionally, the credit information includes a credit score; and

[0009] The performing credit risk assessment on the target user includes: reading a
credit score of the target user; determining whether the credit score of the target user is less
than a predetermined threshold; and if the credit score of the target user is less than the
predetermined threshold, determining that the target user fails to pass the credit risk
assessment; or if the credit score of the target user is not less than the predetermined threshold,
determining that the target user passes the credit risk assessment.

[0010] Optionally, the method further includes: performing credit risk assessment on
the service provider; and if the service provider fails to pass the credit risk assessment, marking
the service provided by the service provider as an untrusted service; or deleting the service
from a trusted service list.

[0011] Optionally, the target service is a house rental service.

[0012] The present specification further provides a blockchain-based service rental
apparatus, where the apparatus includes: a receiving module, configured to receive a rental
request initiated by a target user for a target service; an assessment module, configured to
perform credit risk assessment on the target user in response to the rental request; a creation
module, configured to: if the target user passes the credit risk assessment, create an electronic

rental contract that corresponds to the target service, and deliver the electronic rental contract
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to the target user and a service provider of the target service, where the target user and the
service provider perform an electronic signature on the electronic rental contract; and a storage
module, configured to store the electronic rental contract with electronic signatures in a
distributed blockchain database, where the electronic rental contract stored in the distributed
blockchain database is used to assess credit information of the target user.

[0013] Optionally, the receiving module is further configured to receive a performance
record of the target user and a performance record of the service provider that correspond to
the electronic rental contract; and the storage module is further configured to store the
performance records in the distributed blockchain database.

[0014] Optionally, the assessment module is further configured to: read the electronic
rental contract stored in the distributed blockchain database, and the performance record of the
target user and the performance record of the service provider that correspond to the electronic
rental contract; and perform credit assessment on the target user and the service provider based
on the read electronic rental contract and the read performance records, to obtain the credit
information of the target user and credit information of the service provider.

[0015] Optionally, the apparatus further includes: an authentication module, configured
to perform identity authentication on the target user in response to the rental request, where if
the identity authentication of the target user succeeds, the assessment module further performs
credit risk assessment on the target user.

[0016] Optionally, the credit information includes a credit score.

[0017] The assessment module is further configured to: read a credit score of the target
user; determine whether the credit score of the target user is less than a predetermined
threshold; and if the credit score of the target user is less than the predetermined threshold,
determine that the target user fails to pass the credit risk assessment; or if the credit score of
the target user is not less than the predetermined threshold, determine that the target user passes
the credit risk assessment.

[0018] Optionally, the assessment module is further configured to: perform credit risk
assessment on the service provider; and if the service provider fails to pass the credit risk
assessment, mark the service provided by the service provider as an untrusted service; or delete
the service from a trusted service list.

[0019] Optionally, the target service is a house rental service.

[0020] The present specification further provides a blockchain-based service rental
system, where the system includes: a service management subsystem, configured to receive a

rental request initiated by a target user for a target service; and a credit assessment subsystem,
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configured to perform credit risk assessment on the target user in response to the rental request,
where the service management subsystem is further configured to: if the target user passes the
credit risk assessment, create an electronic rental contract that corresponds to the target service,
and deliver the electronic rental contract to the target user and a service provider of the target
service, where the target user and the service provider perform an electronic signature on the
electronic rental contract; and store the electronic rental contract with electronic signatures in
a distributed blockchain database, where the electronic rental contract stored in the distributed
blockchain database is used to assess credit information of the target user.

[0021] Optionally, the service management subsystem is further configured to: receive
a performance record of the target user and a performance record of the service provider that
correspond to the electronic rental contract; and store the performance records in the distributed
blockchain database.

[0022] Optionally, the credit assessment subsystem is further configured to: read the
electronic rental contract stored in the distributed blockchain database, and the performance
record of the target user and the performance record of the service provider that correspond to
the electronic rental contract; and perform credit assessment on the target user and the service
provider based on the read electronic rental contract and the read performance records, to obtain
the credit information of the target user and credit information of the service provider.

[0023] Optionally, the system further includes: a user authentication subsystem,
configured to perform identity authentication on the target user in response to the rental request,
where if the identity authentication of the target user succeeds, the credit assessment subsystem
further performs credit risk assessment on the target user.

[0024] Optionally, the credit assessment subsystem is further configured to: perform
credit risk assessment on the service provider; and if the service provider fails to pass the credit
risk assessment, mark the service provided by the service provider as an untrusted service; or
delete the service from a trusted service list.

[0025] Optionally, the user authentication subsystem is a third-party system
interconnected with the service management subsystem.

[0026] The present specification further provides an electronic device, including: a
processor; and a memory, configured to store a machine-executable instruction, where by
reading and executing a machine-executable instruction that is stored in the memory and that
corresponds to blockchain-based service rental control logic, the processor is enabled to:
receive a rental request initiated by a target user for a target service; perform credit risk

assessment on the target user in response to the rental request; if the target user passes the credit
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risk assessment, create an electronic rental contract that corresponds to the target service, and
deliver the electronic rental contract to the target user and a service provider of the target
service, where the target user and the service provider perform an electronic signature on the
electronic rental contract; and store the electronic rental contract with electronic signatures in
a distributed blockchain database, where the electronic rental contract stored in the distributed
blockchain database is used to assess credit information of the target user.

[0027] In the previously described technical solution, based on the credit risk
assessment result of the user who requests the rental service, the electronic rental contract may
be automatically created for the user by combining the credit risk assessment mechanism with
the evidence storage mechanism of the blockchain, and the electronic rental contract with the
electronic signatures can be stored in the blockchain as evidence, so that the real rental
transaction can be generated online, in the rental service system by using a feature that stored
evidence data in the blockchain is unchangeable, for the user who requests the rental service.
[0028] In addition, because the electronic rental contract stored in the blockchain as
evidence can also be used as the credit assessment data in the credit assessment of the user, a
process of performing credit assessment on the user and a process of creating the real rental
transaction online for the user based on the credit assessment result can form a completely
closed service loop, and the electronic rental contract that is created online for the user can be

reversely used in the credit assessment of the user, to form a personal credit record of the user.

BRIEF DESCRIPTION OF DRAWINGS

[0029] FIG. 1 is a flowchart illustrating a blockchain-based service rental method,
according to an example implementation;

[0030] FIG. 2 is an architectural diagram illustrating a house rental system, according
to an example implementation;

[0031] FIG. 3 is a schematic structural diagram illustrating an electronic device,
according to an example implementation; and

[0032] FIG. 4 is a logical block diagram illustrating a blockchain-based service rental

apparatus, according to an example implementation.
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DESCRIPTION OF IMPLEMENTATIONS

[0033] The present specification is intended to provide a technical solution. In the
technical solution, a credit risk assessment mechanism and an evidence storage mechanism of
a blockchain are combined, so that a real rental transaction is created online for a user who
requests a rental service based on a credit risk assessment result of the user, and credit
assessment of the user is reversely implemented based on a record of the real rental transaction
that is created online for the user, to form a closed service loop.

[0034] During implementation, when a rental request initiated by a target user for a
target service is received, credit risk assessment can be initiated for the target user in response
to the rental request.

[0035] For example, a credit score of the user may be obtained by performing credit
assessment on the user in advance. When the credit risk assessment is performed on the user,
the credit score of the user can be read, and the credit score is compared with a predetermined
risk threshold to determine whether the user has a credit risk.

[0036] If the target user passes the credit risk assessment, an electronic rental contract
that corresponds to the target service can be created online for the target user.

[0037] For example, the target service is a house rental service. The electronic rental
contract may be an electronic rental contract. An electronic rental contract template may be
preconfigured at the back end of a rental service system. After the user passes credit risk
assessment of the rental service system, the electronic rental contract may be automatically
created for the user based on a preconfigured electronic rental contract template and related
house information (for example, a rental period and a rent).

[0038] After the electronic rental contract is created online for the user, the electronic
rental contract may be delivered to the user and a service provider of the target service. The
user and the service provider perform an electronic signature on the electronic rental contract,
and the electronic rental contract with electronic signatures is then stored in a distributed
blockchain database as evidence. Subsequently, the electronic rental contract stored in the
blockchain as evidence may be further used as credit assessment data in the credit assessment
of the user.

[0039] In the previously described technical solution, based on the credit risk
assessment result of the user who requests the rental service, the electronic rental contract may
be automatically created for the user by combining the credit risk assessment mechanism with

the evidence storage mechanism of the blockchain, and the electronic rental contract with the



WO 2020/040937 PCT/US2019/043740

electronic signatures can be stored in the blockchain as evidence, so that the real rental
transaction can be generated online, in the rental service system by using a feature that stored
evidence data in the blockchain is unchangeable, for the user who requests the rental service.
[0040] In addition, because the electronic rental contract stored in the blockchain as
evidence can also be used as the credit assessment data in the credit assessment of the user, a
process of performing credit assessment on the user and a process of creating the real rental
transaction online for the user based on the credit assessment result can form a completely
closed service loop, and the electronic rental contract that is created online for the user can be
reversely used in the credit assessment of the user to form a personal credit record of the user.
[0041] The following describes the present specification by using specific
implementations in combination with specific application scenarios.

[0042] FIG. 1 shows a blockchain-based service rental method, according to an
implementation of the present specification. The method is applied to a rental service system
and includes the following steps:

[0043] Step 102: Receive a rental request initiated by a target user for a target service.
[0044] Step 104: Perform credit risk assessment on the target user in response to the
rental request.

[0045] Step 106: If the target user passes the credit risk assessment, create an electronic
rental contract that corresponds to the target service.

[0046] Step 108: Perform an electronic signature on the electronic rental contract based
on a credit private key, and store the electronic rental contract with electronic signatures in a
distributed blockchain database, where the electronic rental contract stored in the distributed
blockchain database is used to assess credit information of the target user.

[0047] The blockchain described in the present specification may include any type of
blockchain network. In actual applications, any one of a public chain, a private chain, or a
consortium chain may be used.

[0048] The electronic rental contract may include an electronic document that is signed
by the user and a rental service provider when the user requests a rental service provided by
the rental service provider and that stipulates rights and obligations of both parties. For
example, if the target service is a house rental service, the electronic rental contract may be a
house electronic rental contract signed by a lessee and a lessor.

[0049] With reference to an application scenario where the user rents a house online,

the following describes the technical solution in the present specification in detail by using an
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example where the target service is the house rental service and the electronic rental contract
is an electronic rental contract.

[0050] It is worthwhile to note that the house rental service is merely used as an
example of the target service. Apparently, the technical solution described in the present
specification may also be used in another similar rental service scenario.

[0051] For example, the technical solution described in the present specification may
also be equivalently applied to a shared product (for example, a shared bicycle or a shared
vehicle) rental service or another similar rental service scenario. Details are omitted in the
present specification for simplicity.

[0052] FIG. 2 is a system architectural diagram illustrating a house rental system,
according to the present specification.

[0053] As shown in FIG. 2, in the present specification, the house rental system may
include house rental client software, a service management subsystem, a credit assessment
subsystem, a user authentication subsystem, and a blockchain platform.,

[0054] The house rental client software (for example, an application (app)) may be
further divided into lessee client software and lessor client software.

[0055] The lessee client software can provide, for the lessee, access to services such as
account management, house retrieval, and house electronic rental contract management. The
lessee can perform house retrieval online and initiate a house rental request online by using the
function access shown above. The lessee house rental system creates a real house electronic
rental contract online, completes an online rental transaction with the lessor, and performs
online management on the signed house electronic rental contract.

[0056] The lessor client software can provide, for the lessor, access to services such as
account management, house management, and house electronic rental contract management.
The lessor can submit real house information to the house rental system by using the function
access shown above. When the lessee initiates a house rental request online, the house rental
system creates a real house electronic rental contract online, completes an online rental
transaction with the lessee, and performs online management on the signed house electronic
rental contract.

[0057] The service management subsystem may be separately interconnected with the
credit assessment subsystem, the user authentication subsystem, and the blockchain platform.

[0058] The service management subsystem can complete identity authentication of the

lessee by interacting with the user authentication subsystem.
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[0059] In addition, the service management subsystem can interact with the credit
assessment subsystem, to complete credit risk assessment of the lessee. After the lessee passes
the credit risk assessment, the service management subsystem can create a corresponding house
electronic rental contract online for the lessee, and perform an electronic signature on the house
electronic rental contract by using a credit private key.

[0060] Further, the service management subsystem can interact with the blockchain
platform, to store the house electronic rental contract with electronic signatures in a distributed
blockchain database platform as evidence.

[0061] During implementation, the house rental management platform can be divided
into two parts: a service module and a back end management module.

[0062] The service module can separately provide corresponding service interfaces
(API) for the lessee client software and the lessor client software. For example, both the lessee
client software and the lessor client software are web client software. The service management
subsystem can use a Representational State Transfer (REST) architecture that provides a
service for the web client software, and the service module of the service management
subsystem can provide RESTful service interfaces for the lessee client software and the lessor
client software.

[0063] The back end management module can provide, for a related house rental
manager (for example, an urban government staff), a back end operation interface for managing
house rental, and provide, in the back end operation interface for the house rental manager,
access to functions such as account management, house retrieval, house management, and
house electronic rental contract management.

[0064] By using function entries shown above, the house rental manager can implement
management of basic house rental accounts of three types of users, such as the lessor, the lessee,
and the house rental manager, implement a management function for extended attributes such
as credit information (such as credit scores) and house rental credit records of the lessor and
the lessee, implement a conditional search function based on a house database, implement
management functions such as recording, review, modification, deletion, house ownership
change, and list query of the house, and implement maintenance and management of the
electronic rental contract template, and management functions such as creation, signature,
evidence storage, inspection, and retrieval of the electronic rental contract.

[0065] It is worthwhile to note that the previously described function access is merely
an example. In actual applications, corresponding function access can be flexibly configured

in the back end operation interface based on an actual house rental management need. For
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example, in addition to the previously described function access, function access of house
information monitoring and permission management may be further configured, so that the
house rental manager can monitor each entry of house and perform permission management
on the three types of users such as the lessor, the lessee, and the house rental manager by using
the function access. Details are omitted in the present specification for simplicity.

[0066] The blockchain platform is configured to provide an evidence storage service
for trusted data generated by an individual in a rental procedure. For example, the electronic
rental contract signed by the lessee and the lessor, and a performance record of the lessee and
aperformance record of the lessor that correspond to the electronic rental contract can be stored
in the distributed blockchain database platform as evidence.

[0067] The credit assessment subsystem may interact with the blockchain platform,
read, from the blockchain platform, the trusted data generated by the individual in the rental
procedure, create a credit assessment model based on the read trusted data, and perform credit
assessment on the lessee and the lessor, to obtain credit information of the lessee and credit
information of the lessor.

[0068] For example, the credit assessment model may be a credit score model, and the
credit information may be a credit score obtained after credit assessment is performed on the
lessee and the lessor by using the credit score model.

[0069] It is worthwhile to note that, in actual applications, the credit assessment
subsystem and the identity authentication subsystem may be not only subsystems integrated
into a system architecture of the house rental system but also third-party subsystems
interconnected with the service management subsystem. In other words, in actual applications,
the house rental system may be interconnected with third-party systems to complete an identity
authentication service and a credit risk assessment service for the lessee. Implementations are
not limited in the present specification.

[0070] The following further describes the technical solution in the present
specification with reference to the system architecture of the rental management system shown
in FIG. 2.

[0071] In the present specification, the lessor may access, by using the lessor client
software, a service interface provided by the service management subsystem, and upload, onto
the service management subsystem, related rent information (for example, basic information
of a house, a rent, and a rent payment method) of a house to be rented. In addition, the house
rental manager can review, by using the back end operation interface of the service

management subsystem, the rent information uploaded by the lessor, and then record, in a
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standardized data format, the real house information in the service management subsystem
after the rent information passes the review.

[0072] The service management subsystem can locally maintain, in a list form, the real
house information that passes the review of the house rental manager and that is recorded in
the standardized data format. In addition, the lessee may access, by using the lessee client
software, a service interface provided by the service management subsystem, synchronize, for
local display, information in the lessee client software with a real house list (namely, a trusted
service list) maintained by the service management subsystem, and perform house retrieval on
the real house list by using the lessee client software.

[0073] After identifying an appropriate house, the lessee can initiate and submit a house
rental request to the service management subsystem by using the lessee client software. The
rental request may include related information of the house to be rented, such as account
information of the lessee.

[0074] In a shown implementation, after receiving the rental request, the service
management subsystem may first perform identity authentication on the lessee.

[0075] It is worthwhile to note that, in the present specification, performing identity
authentication on the lessee means verifying a real identity of the lessee in a real-name system,
for example, determining whether a user of a lessee account is the lessee.

[0076] A specific method of performing identity authentication on the lessee is not
particularly limited in the present specification.

[0077] For example, in an implementation, identity authentication of the lessee may be
completed in a facial authentication method. In this case, after receiving the rental request, the
service management subsystem may send, to the lessor client software, a prompt message for
collecting a facial image. In addition, after receiving the prompt message, the lessor client
software may immediately invoke a camera component mounted on a terminal device where
the lessor client software is located, to collect a facial image of the lessee, and then upload the
collected facial image onto the service management subsystem. After receiving the facial
image, the service management subsystem may further upload the facial image onto the identity
authentication subsystem, and the identity authentication subsystem compares the facial image
with a facial image sample that is reserved in the system and that is bound to account
information of the lessee. If the facial image matches the facial image sample, it indicates that
the rental request is a rental request initiated by the lessee, and in this case, the identity

authentication of the lessee succeeds.
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[0078] In the present specification, after the identity authentication of the lessee
succeeds, the service management subsystem may further interact with the credit assessment
subsystem to perform credit risk assessment on the lessee.

[0079] In a shown implementation, after the identity authentication of the lessee
succeeds, the service management subsystem may interact with the credit assessment
subsystem, read a credit score of the lessee from the credit assessment subsystem, and then
compare the read credit score with a preconfigured risk threshold to determine whether there
is a credit risk of the lessee.

[0080] For example, a higher credit score indicates better credit of the user. The read
credit score may be compared with the preconfigured risk threshold, to determine whether the
credit score is less than the risk threshold. If the credit score is less than the risk threshold, it
may be determined that the lessee fails to pass the credit risk assessment, and in this case, the
lessee is a risky user. Otherwise, if the credit score is greater than or equal to the risk threshold,
it may be determined that the lessee passes the credit risk assessment.

[0081] Certainly, in actual applications, the previously described process of comparing
the credit score with the risk threshold may also be performed by the credit assessment
subsystem. Implementations are not particularly limited in the present specification.

[0082] If the lessee fails to pass the credit risk assessment, the rental request initiated
by the lessee may be directly terminated. Otherwise, if the lessee passes the credit risk
assessment, the service management subsystem may automatically create an electronic rental
contract for the user based on a house electronic rental contract template maintained in the
system and the house information requested by the lessee.

[0083] Certainly, in actual applications, the electronic rental contract may also be
manually created by the house rental manager by using the back end operation interface
provided by the service management subsystem. Implementations are not particularly limited
in the present specification.

[0084] In addition, after creating the electronic rental contract for the lessee, the service
management subsystem may synchronize information in the lessee client software and
information in the lessor client software with the created electronic rental contract, and
separately display the created electronic rental contract for the lessee and the lessor. The lessee
and the lessor confirm content of the electronic rental contract, and after confirming the
content, the lessee and the lessor perform an electronic signature on the electronic rental

contract.
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[0085] A specific operation method for the lessee and the lessor to perform an
electronic signature on the electronic rental contract is not particularly limited in the present
specification.

[0086] In a shown implementation, after checking and confirming the content of the
electronic rental contract, the lessee and the lessor may submit personal signatures on the
electronic rental contract by using touchscreen terminal devices where client software is
located, to form electronic signatures, and then upload the electronic rental contract with the
electronic signatures onto the service management subsystem.

[0087] In another shown implementation, if the lessee and the lessor have valid private
keys allocated by a Certified Authority (CA) institution, the lessee and the lessor may also
perform an electronic signature on the electronic rental contract based on the private keys, and
then upload the electronic rental contract with the electronic signatures onto the service
management subsystem. Subsequently, after receiving the electronic rental contract with the
electronic signatures, the service management subsystem may verify the electronic signatures
of the electronic rental contract by using a public key that corresponds to the private keys of
the lessee and the lessor. If the verification succeeds, it indicates that the electronic rental
contract is a valid contract document.

[0088] In the present specification, after the service management subsystem receives
the electronic rental contract with the electronic signatures of the lessee and the lessor, both the
lessee and the lessor have successfully signed the electronic rental contract.

[0089] The service management subsystem may generate signature records indicating
that the lessee and the lessor have confirmed and signed the electronic rental contract, and then
release the signature records in the blockchain platform. After node devices in the blockchain
platform perform consensus processing on the signature records, the signature records are
stored in the distributed blockchain database as evidence, so that a retrospective query can be
performed on signature actions of the lessee and the lessor in the blockchain in the future.
[0090] In addition, the service management subsystem may release, in the blockchain
platform, the electronic rental contract with the electronic signatures of the lessee and the
lessor, and after the node devices in the blockchain platform perform consensus processing on
the electronic rental contract, the electronic rental contract is stored in the distributed
blockchain database as evidence, so that a retrospective query can be performed on the
electronic rental contract in the blockchain in the future.

[0091] It is worthwhile to note that, the consensus algorithm that is used and the

specific consensus process that is performed when consensus processing is performed on
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released data in the blockchain platform are omitted in the present specification for simplicity.
When implementing the technical solution in the present specification, a person skilled in the
art may refer to records in related technologies.

[0092] In the present specification, after the electronic rental contract is successfully
recorded and stored in the distributed blockchain database, a rental transaction between the
lessee and the lessor has been concluded, and the lessee can perform the electronic rental
contract based on a contract in the electronic rental contract.

[0093] In a shown implementation, the lessor may further generate a performance
record of the lessee by using the lessor client software based on the actual performance of the
lessee for the electronic rental contract and upload the generated performance record onto the
service management subsystem.

[0094] For example, the service management subsystem may send a standardized
template of the performance record to the lessor client software, and the lessor may fill related
performance information in the standardized template based on the actual performance of the
lessee, for example, performance information indicating whether the lessee pays a rent on
schedule, performance information indicating whether the lessee maliciously sublets the house,
and performance information indicating whether the lessee destroys hardware facilities in the
house.

[0095] After receiving the performance record, the service management subsystem
may release the performance record in the blockchain platform, and after the node devices in
the blockchain platform perform consensus processing on the performance record, the
performance record is stored in the distributed blockchain database as evidence, so that
evidence storage of the performance record of the lessee can be implemented in the blockchain
in the future.

[0096] In addition, the credit assessment subsystem may interact with the blockchain
platform, read the electronic rental contract and the performance record of the lessee that are
stored in the blockchain platform, perform modeling by using the read electronic rental contract
and the read performance record of the lessee as credit assessment data to construct a credit
assessment model, and perform credit assessment on the lessee again to obtain a credit score
of the lessee.

[0097] As such, if the lessee does not perform the contract after concluding the rental
transaction with the lessor, a negative performance record is generated, and after the credit
assessment subsystem performs credit assessment on the lessee again based on updated data in

the blockchain platform, a next credit assessment result of the lessee may be affected.
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Therefore, once the lessee does not perform the contract, a next rental request of the lessee is
directly affected. For example, after the lessee initiates a house rental request next time, the
rental request may be directly rejected by the system because of alow credit score of the lessee.
[0098] It can be seen that, in the method, the lessee may be positively encouraged to
perform each rental transaction. In addition, a process of performing credit assessment on the
user and a process of creating the real rental transaction online for the user based on the credit
assessment result can form a completely closed service loop.

[0099] Correspondingly, in actual applications, the lessee may further generate a
performance record of the lessor by using the lessee client software based on actual
performance of the lessor for the electronic rental contract, and upload the generated
performance record onto the service management subsystem.

[0100] For example, the service management subsystem may still send the standardized
template of the performance record to the lessee client software, and the lessee may fill related
performance information in the standardized template based on the actual performance of the
lessor, for example, performance information indicating whether the lessor maliciously sublets
the house, performance information indicating whether the house is inconsistent with
description, performance information indicating whether hardware devices in the house are
insufficient, and performance information indicating whether the lessor maliciously retains a
deposit.

[0101] In addition, after receiving the performance record, the service management
subsystem may also store the performance record in the blockchain platform as evidence. The
credit assessment subsystem may perform credit assessment on the lessor again based on the
electronic rental contract and the performance record of the lessor that are stored in the
blockchain platform, to obtain a credit score of the lessor.

[0102] Subsequently, the service management subsystem may also perform credit risk
assessment on the lessor based on the credit score of the lessor. For a specific credit risk
assessment method, references can be made to descriptions in the previously described
implementations. Details are omitted for simplicity. If the lessor fails to pass the credit risk
assessment (for example, the credit score is very low), the house provided by the lessor may
be directly marked as an untrusted house in the real house list, or the house provided by the
lessor may be directly deleted from the real house list, or in other words, the house provided
by the lessor is "withdrawn".

[0103] In the previously described technical solution, based on the credit risk

assessment result of the user who requests the rental service, the electronic rental contract may
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be automatically created for the user by combining the credit risk assessment mechanism with
the evidence storage mechanism of the blockchain, and the electronic rental contract with the
electronic signatures can be stored in the blockchain as evidence, so that the real rental
transaction can be generated online, in the rental service system by using a feature that stored
evidence data in the blockchain is unchangeable, for the user who requests the rental service.
[0104] In addition, because the electronic rental contract stored in the blockchain as
evidence can also be used as the credit assessment data in the credit assessment of the user, a
process of performing credit assessment on the user and a process of creating the real rental
transaction online for the user based on the credit assessment result can form a completely
closed service loop, and the electronic rental contract that is created online for the user can be
reversely used in the credit assessment of the user, to form a personal credit record of the user.
[0105] Corresponding to the previously described method implementations, the present
specification further provides an implementation of a blockchain-based service rental
apparatus. The present implementation of the blockchain-based service rental apparatus in the
present specification may be applied to an electronic device. The apparatus implementation can
be implemented by software, hardware, or a combination of hardware and software. The
software implementation is used as an example. As alogical apparatus, the apparatus is formed
by reading a corresponding computer program instruction in a non-volatile memory to a
memory by a processor of an electronic device where the apparatus is located. In terms of
hardware, FIG. 3 is a hardware structural diagram illustrating an electronic device where a
blockchain-based service rental apparatus is located, according to the present specification. In
addition to a processor, a memory, a network interface, and a non-volatile memory shown in
FIG. 3, the electronic device where the apparatus in the present implementation is located can
usually include other hardware based on an actual function of the electronic device. Details are
omitted for simplicity.

[0106] FIG. 4 is a block diagram illustrating a blockchain-based service rental
apparatus, according to an example implementation of the present specification.

[0107] Referring to FIG. 4, the blockchain-based service rental apparatus 40 may be
applied to the electronic device shown in FIG. 3, and includes a receiving module 401, an
assessment module 402, a creation module 403, and a storage module 404.

[0108] The receiving module 401 is configured to receive a rental request initiated by
a target user for a target service.

[0109] The assessment module 402 is configured to perform credit risk assessment on

the target user in response to the rental request.
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[0110] The creation module 403 is configured to: if the target user passes the credit risk
assessment, create an electronic rental contract that corresponds to the target service, and
deliver the electronic rental contract to the target user and a service provider of the target
service, where the target user and the service provider perform an electronic signature on the
electronic rental contract.

[o111] The storage module 404 is configured to store the electronic rental contract with
electronic signatures in a distributed blockchain database, where the electronic rental contract
stored in the distributed blockchain database is used to assess credit information of the target
user.

[0112] In the present implementation, the receiving module 401 is further configured
to: receive a performance record of the target user and a performance record of the service
provider that correspond to the electronic rental contract; and the storage module 404 is further
configured to store the performance records in the distributed blockchain database.

[0113] In the present implementation, the assessment module 402 is further configured
to: read the electronic rental contract stored in the distributed blockchain database, and the
performance record of the target user and the performance record of the service provider that
correspond to the electronic rental contract; and perform credit assessment on the target user
and the service provider based on the read electronic rental contract and the read performance
records, to obtain the credit information of the target user and credit information of the service
provider.

[0114] In the present implementation, the apparatus 40 further includes: an
authentication module 405 (not shown in FIG. 4), configured to perform identity authentication
on the target user in response to the rental request, where if the identity authentication of the

target user succeeds, the assessment module 403 further performs credit risk assessment on the

target user.
[0115] In the present implementation, the credit information includes a credit score.
[0116] The assessment module 402 is further configured to: read a credit score of the

target user; determine whether the credit score of the target user is less than a predetermined
threshold; and if the credit score of the target user is less than the predetermined threshold,
determine that the target user fails to pass the credit risk assessment; or if the credit score of
the target user is not less than the predetermined threshold, determine that the target user passes
the credit risk assessment.

[0117] In the present implementation, the assessment module 402 is further configured

to: perform credit risk assessment on the service provider; and if the service provider fails to
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pass the credit risk assessment, mark the service provided by the service provider as an
untrusted service; or delete the service from a trusted service list.

[0118] In the present implementation, the target service is a house rental service.
[0119] For an implementation process of functions and roles of each module in the
apparatus, references can be made to an implementation process of a corresponding step in the
previously described method. Details are omitted here for simplicity.

[0120] Because an apparatus implementation basically corresponds to a method
implementation, for related parts, references can be made to related descriptions in the method
implementation. The previously described apparatus implementation is merely an example.
The modules described as separate parts may or may not be physically separate, and parts
displayed as modules may or may not be physical modules, may be located in one position, or
may be distributed on a plurality of network modules. Some or all of the modules can be
selected based on actual needs to achieve the objectives of the solutions in the present
specification. A person of ordinary skill in the art can understand and implement the
implementations of the present specification without creative efforts.

[0121] The system, apparatus, or module described in the previously described
implementations can be implemented by using a computer chip or an entity, or can be
implemented by using a product having a certain function. A typical implementation device is
a computer, and the computer can be a personal computer, a laptop computer, a cellular phone,
a camera phone, a smartphone, a personal digital assistant, a media player, a navigation device,
an email receiving and sending device, a game console, a tablet computer, a wearable device,
or any combination of these devices.

[0122] The present specification further provides an implementation of an electronic
device that corresponds to the previously described method implementations. The electronic
device includes a processor, and a memory configured to store a machine-executable
instruction, where the processor and the memory are generally connected to each other by using
an internal bus. In another possible implementation, the device may further include an external
interface, to communicate with another device or component.

[0123] In the present implementation, by reading and executing a machine-executable
instruction that is stored in the memory and that corresponds to blockchain-based service rental
control logic, the processor is enabled to: receive a rental request initiated by a target user for
a target service; perform credit risk assessment on the target user in response to the rental
request; if the target user passes the credit risk assessment, create an electronic rental contract

that corresponds to the target service, and deliver the electronic rental contract to the target user
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and a service provider of the target service, where the target user and the service provider
perform an electronic signature on the electronic rental contract; and store the electronic rental
contract with electronic signatures in a distributed blockchain database, where the electronic
rental contract stored in the distributed blockchain database is used to assess credit information
of the target user.

[0124] In the present implementation, by reading and executing a machine-executable
instruction that is stored in the memory and that corresponds to blockchain-based service rental
control logic, the processor is enabled to: receive a performance record of the target user and a
performance record of the service provider that correspond to the electronic rental contract;
and store the performance records in the distributed blockchain database.

[0125] In the present implementation, the credit information includes a credit score;
and by reading and executing a machine-executable instruction that is stored in the memory
and that corresponds to blockchain-based service rental control logic, the processor is enabled
to: read the electronic rental contract stored in the distributed blockchain database, and the
performance record of the target user and the performance record of the service provider that
correspond to the electronic rental contract; and perform credit assessment on the target user
and the service provider based on the read electronic rental contract and the read performance
records, to obtain the credit information of the target user and credit information of the service
provider.

[0126] In the present implementation, by reading and executing a machine-executable
instruction that is stored in the memory and that corresponds to blockchain-based service rental
control logic, the processor is enabled to: perform identity authentication on the target user in
response to the rental request; and if the identity authentication of the target user succeeds,
further perform credit risk assessment on the target user.

[0127] In the present implementation, the credit information includes a credit score;
and by reading and executing a machine-executable instruction that is stored in the memory
and that corresponds to blockchain-based service rental control logic, the processor is enabled
to: read a credit score of the target user; determine whether the credit score of the target user is
less than a predetermined threshold; and if the credit score of the target user is less than the
predetermined threshold, determine that the target user fails to pass the credit risk assessment;
or if the credit score of the target user is not less than the predetermined threshold, determine
that the target user passes the credit risk assessment.

[0128] In the present implementation, by reading and executing a machine-executable

instruction that is stored in the memory and that corresponds to blockchain-based service rental
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control logic, the processor is enabled to: perform credit risk assessment on the service
provider; and if the service provider fails to pass the credit risk assessment, mark the service
provided by the service provider as an untrusted service; or delete the service from a trusted
service list.

[0129] A person skilled in the art can easily figure out another implementation of the
present specification after thinking over the specification and practicing the present disclosure
here. The present specification is intended to cover any variations, uses, or adaptations of the
present specification, and these variations, uses, or adaptations follow the general principles of
the present specification and include common knowledge or conventional techniques that are
not disclosed in the existing technology of the present specification. The specification and the
implementations are merely considered as examples, and the actual scope and the spirit of the
present specification are pointed out by the following claims.

[0130] It should be understood that the present specification is not limited to the precise
structures that have been described above and shown in the drawings, and various
modifications and changes can be made without departing from the scope of the present
disclosure. The scope of the present specification is limited by the appended claims only.
[0131] The previous descriptions are merely example implementations of the present
specification, but are not intended to limit the present specification. Any modification,
equivalent replacement, or improvement made without departing from the spirit and principle
of the present specification shall fall within the protection scope of the present specification.
[0132] The subject matter disclosed herein may provide, in some implementations,
various technical advantages and effects. The electronic rental contract with the electronic
signature generated using the blockchain can be stored as evidence data in the blockchain. This
evidence data stored in the blockchain can be used for future credit assessments and generation
of later contracts. Thus, a single blockchain can be used to perform credit risk assessments, and
to store evidence generated from the credit risk assessments (e.g., an electronic rental contract),
where the evidence can be relied on for future credit risk assessments, thus providing a closed
blockchain-based service loop. Because of the distributed nature of the stored data in the
blockchain, the blockchain-based closed service loop provides a transparent credit record that

is secured against fraudulent modifications of a user’s credit.
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