WD 2004/ 092961 PCT/ US2004/ 010507 1 NETWORK SECURI TY
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clains the benefit of U S. Provisional Application No.
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herein by reference. FIELD OF THE | NVENTI ON [ 002] The

present invention relates to a network security system
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60/461,002HEIddNMENTT, QHOB 0@ Bich linincarpprited heregsby refeghogiees ar e
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exchange so thatpFIHIED N THO™ face with the
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prevents those unauthorized to use the network system

monitoring! @AkMEE @R lalthokizthgBé phydcal tHosstivalof ateererkdxgint More
circunstances in which a user who does not have

specifical BA HHROYrb @ iR ERBSS rdl RedtCOSRARMY tifat RELiMaINS ré@rds of authorized
naI|C|oust break into network systens in order to
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[003] O9f ORLAALY BikiRs QT dnl18Ydks ahd AYsIPRkH eibir bWALbmPORr network access
probl ens "of mai ntai ning security for conpany network

number exc‘éﬁ%gé@o Lial Fth‘é’%lrﬂployee can interface with the company’s computer network. The

access number provides security to the company’s network and prevents those unauthorized to
use the network system from accessing the network. However, there exist circumstances in
which a user who does not have authorized access to a company’s network can maliciously break
into network systems in order to gain unlawful access to valuable information or to ruin network
programs. This unfortunate problem is not isolated to users outside the network; there are also
instances in which employees, having authorization or stolen authorization, access the network
for the purpose of ruining network programs or obtaining proprietary information.

[004] The problems of maintaining security for company network systems are well
known in the art. One type of system that deals with network security problems is a firewall. A

firewall is a set of related programs that protects the resources of a private network, or intranet,



known in the art. One type of systemthat deals with
network security problens is a firewall. A firewall
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threat is posed not from an external user over the Internet but rather from within the company
itself over the local area network, that is, “insider hacking.” The prior art systems fail to prevent
this type of security threat.

[006] Thus, while the systems described above have been adequate for the applications
for which they are designed, the need exists for an additional network security system which can
prevent unlawful or unauthorized activities by an otherwise authorized network user.

SUMMARY OF THE INVENTION

[007] The present invention relates to a network security system and method for

monitoring, tracking, and authorizing the physical location of a network login. More



for which they are designed, the need exists for an
addi tional network security system which can prevent
waizdoanha9b1 or unaut hori zed activities by an ot heCWUIS®04/010507
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[008]  aut hbhg wsEm of the pesut i vsohigiug@erallgtopopkise] DOE]waTheomponent
system of the present invention generally conprises a
and a hardwdrt wamgomantp Ghestfiwaae dorapdientimanisors drgrenestof ndiwerk users and
sof tware conponent nonitors the access of network
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records of network login attenpts and i nformation such
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[009]  physk arql%%rswaaon%ﬂfl tj%ﬁ Praseny iggation inckidss & sygem for
connect to the network. The hardware conponent
determml@g)thgrphg@lgalglomtl@n donowhich arusertpatempbytotconiect toethe network. The
connection of data ports and generates a database
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computeréé}l‘ﬁeﬂéfa'té?ﬂqggﬂxlﬁén?rs t he netvvork security server, which

ts or es initial access to the netvvork and

[0010] i Cr%gg%b!% ggeg gite nftg%ﬁgrwg&mglgwc{s to allel IX%'tWOl‘Ii]( the system of the

present invention monitors the network security server, which grants or denies initial access to
the network, and records login information. Specifically, the microprocessor of the hardware
component, which continuously monitors the connection of data ports, communicates the data
port connection information to a database. The software component looks up the physical
location information on the database generated by the hardware component to determine, among
other things, whether the user is authorized to login from the particular physical location of the
login. That is, the software component monitors the access granted by the security server to
determine whether a particular user, which has been granted initial access, is authorized to login

from a particular location. If the user is not authorized to login from a particular login location,
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[0014]
according to one embodiment of the present invention.

DETAILED DESCRIPTION OF THE PRESENTLY PREFERRED EMBODIMENTS

[0015] The present invention relates to a network security system and method for
monitoring, tracking, and authorizing the physical location of a network login. More
specifically, the present invention relates to a system that maintains records of logins of network
users and monitors, tracks, and authorizes the physical location from which those users are
allowed to access a computer network.

[0016] FIG. 1 depicts a schematic of a network security system according to one
embodiment of the present invention. In general, the system allows a network manager, such as

a company, to control network logins and thereby prevent or prohibit breaches of network



according to one enbodi nent of the present invention.
DETAI LED DESCRI PTI ON OF THE PRESENTLY PREFERRED
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userg_are. d to agcess.a C ut.er network. . .
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.security systemaccording to one enpodi nent of the

workstationse geiisrallshipdiseted as 19 hthyerely O, theeonsiskelensompuiors which can be a
net wor Kk manager, such as a conpany, to control

desktop onkapiegy, knd ethemrslataidcauinemesity Epetevrerstation, d0d hdoigh 110, is associated
breaches of network WO 2004/092961 PCT/ US2004/ 010507

with a spezifieshisichylogstibhpgercrAlykndicate® as 1 DIr thf@ighi 120 esich @atfor €xample,
or adm nistrative purposes the physical |ocation from

an office, WobFf bf HB&Idn A PERRA JASIIB LR bHAihS BLddpafitheR€ OF ahPofibGype of
1, the network security system of the present

asivs iy B R S HGR1PUBAO FEISIRL Yy LBV 6 o
weameon S B0 g st P o3RRG 4SS, 101 rongh

associ ated w th a specific physjical |ocation,:"

110, a secg@‘fyes}eg{qr,ygmﬁr@ilg ndieptedsas| P, pha istrabon tesminial, generpldy indicated
exanple, an office, floor of a building, portion of a

as 154, anfl|theohardvare douipodém@f the megeat invemtton aoe alhnycomihenicatigmevia LAN
of desired physical boundary. Wrkstations, 101

150. t hrough 110, are coupled to each other via a | ocal
area network (LAN), generally indicated as 150. More

[0018] SPeNdtveA dskrs, YOSKSIbAdels 0% be BdbclaldOMER oneléagﬁmﬁar workstation,
security server, generally indicated as 152, an

o1 ano 104388 AR PLELTAL 1 PREGSRL Y ALl
physical lc?cra?lor?sl,. | Aé gesgr? e 1?1in(1:oa}te idgtgil\gef%wL,él}llser at a workstation in a particular
physical location enters a Username and Password. Security server 152, which can include one
or more security servers, can be coupled to LAN 150 or directly to each workstation and grants
or denies initial network access based upon the Username and Password entered by a user.
[0019] The hardware component of the present invention, which is connected to LAN
150, monitors the connection pattern of data ports on a switch or patch panel. The hardware
component comprises a system for determining the connection of data ports, which includes a

switch or patch panel that is electrically connected to a microprocessor, which continually

records and updates data port connection information. One such system is described in issued



150. [0018] Network users, or enployees, can be
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wo booaiogie61110, and one physical |ocation, 111 tkeDUSV04/010507
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i nformati on. One such sys emis described in iIssued
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rt and conte at.ed herein. That |s e present
location, H&E?ﬁefﬁ? PEASTY om ﬁ?#@ﬁﬂ?l&lf@ﬁ«@uﬁar%wmhapzque iptans
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system wherein the data port connection information is

Password grnetbdd seceritysesdr i 52 or dihanotithahatvaske POfSever. The software
m croprocessor. [0020] The software conponent of the

componeRHRHEBSks Lg)Vtﬁ@ HtQ PoFRBARERKiSn ilt8rnRfioh \WehdtaRfl bZQHéJﬁérH ar

server deter m nes whether the user Is auth orlze

componerft Yo h&gﬂnﬂn«g & t ch\fse éesv\%eh té(f]a%tﬁ &8{1&{ fo Acg%s The net\ﬁzoﬂ(gﬂom
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that partlcular pﬁyswa? lo%gt?m q?%ﬂezuesgf is no%i auqﬁorlze?i to access the network from that

particular physical location, the software component can take various preventive actions, for
example, instructing the switch or patch panel of the hardware component to shut down the
user’s data port or issuing an alert to the administrative terminal 154.

[0021] The software component also maintains records of login attempts, successful or
unsuccessful. Specifically, the software component generates a database, or event log, which
contains login identification information, such as, for example, Usernames and Passwords,
workstation identification information, including IP/MAC address, date and time of each login

attempt, date and time of each authorized login, login type description, network security agent,
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wa@eovpapisson of the user's entered User name andP@EES2004/010507

and the Usernane and Passwbrd stored on security
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InformatienEatds 20Qlas showmi e s iy generalDetn Poft Cangpeetican nforptation Table
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outl et location, port identification, and any other
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113. Workstation 104 is associated with Address 4 and Location 114. The remaining

workstations are similarly numbered as identified in Table 200.

[0024] Having described the components of the present embodiment, the operation
thereof will now be described. As an initial matter, the network manager provides user-
identifying information to a security server database. More specifically, the network manager
provides to security server 152 or another network PC/Server the Username and Password of

each network user. In one embodiment of the present invention, the network manager manually
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6,574,58Gwigterganes tan ernnegtivi drod votuBtiopar webrebaunose and geir
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ts or ni es netwo

terminal

from which | the user is attempting the logon. The software component records the login
information and takes prevent action, as described above, if necessary.

[0028] By way of example, with reference to FIGS. 1 and 2, as described above, a user is
associated with Workstation 101 and Location 111. The user enters a Username and Password
and is either granted or denied initial network access by security server 152. According to the
present invention, if the user accesses the network from Workstation 103 in Location 113, the
software component retrieves the aata port connection information from the hardware
component database, represented by Table 200, to determine if the user is authorized to login to

the network at that location. While the user may have been granted initial access to the network



User nane and Password. [0026] Concurrently, the
har dwar e conponent of the present invention nonitors
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otherwisegetaple avorksitations afnelrtbereford canfle@Sed 4t wamiduz locaSorke S5 del@tbed
above, a user is associated with Wrkstation 101 and

above, a us@GabisOBiatkd Ivith MR rkiSRIonE0Y @hS 18cddR@rna ”?&&Bfﬁlfiﬁ%ﬂpé%sem
and is either granted or denied initial network acc

invention QY &G4 ché/ss?s%ﬁ Rtwhriat ‘@‘Bﬁ&{aﬁbﬂg i & L{;'ceatlo 1? ?’ot & software

‘invention € uUSer accesses e ne
compone BI85 B8 S £ BOLNE, oo
nf or ma n1the har dwar e conponent dat abase,
database, Wafﬁsgg%%%@la ﬁ’%P detsppine dtthe gpesinpythorized:tp dogis b the setwork
authorized to I ogin to the network at that |ocation.
at that locagjpin, SVhitethg siser magyhdvabeerbgranted initislentcessitt il networkdsy entering
t he network WO 2004/ 092961 PCT/ US2004/ 010507 9 by
the correceldseendnmgartdRasewondeaid dlkbhengiaiwibrisiatidnalE e bshociated with the user,
Workstation 103 and Location 113 are not associ ated

Location MBtifindthesdes@dd with te usbh eTHAS Sthe SR GRS s €@ bP Bisconnected or an
di sconnected or an alert nessage can be I ssued to

alert mess@éj:r@aﬂ ibe idsidd %ea.dhﬁﬁlgfrﬁ]tﬁ}e t%rﬁﬁnaﬁgg' na%%,rt{]e PR o

tware conponent recor I nf orrra I on

componen{ {ycgrdfs %ﬁoggat{o%%eﬂaﬁ}/negr}o ‘this failed login event.

[0030] In an alternate embodiment, the software component of the present invention can
also monitor Usernames and Passwords in order to grant or deny initial access to the network.
[0031] While there have been shown and described and pointed out novel features of the
present invention as applied to preferred embodiments thereof, it will be understood that various
omissions and substitutions and changes in the form and details of the disclosed invention may
be made by those skilled in the art without departing from the spirit of the invention. It is the

intention, therefore, to be limited only as indicated by the scope of the claims appended hereto.



[0029] In another exanple, Wrkstations 101 through

110 can be laptop conputers, or otherw se portable
wowoketmsi ons, and therefore can be used at vaPCDUS2004/010507

| ocations. As described above, a user is associated

wi th Workstation 101 and Location 111. According to

[0032] the hiesiswmto bd mﬁ{bd@lﬁhaﬂ the fdm%w&h@élaﬁﬂé%ﬁé $féndel %o cover all of the
network at Workstation 101 in Location 113, the

generic aﬁd’Eﬁe\éﬁfcefeatﬁfé@B?ﬁ%ﬁ&\é&ﬁ%h&@%ﬁ?d&'@ﬁbm ﬂpsg%tF% gxgtg gf {hie%]ope of

i nformation fromt rdwar e conponent
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Wil e the user may have been granted initial access to
the network by entering the correct Usernane and
Password, and al t hough Wrkstation 101 is associ ated
with the user, Location 113 is not associated with
the user. Thus, the user's access can be di sconnected
or an alert message can be issued to adm nistrative
termnal 154. Additionally, the software conponent
records information pertaining to this failed I ogin
event. [0030] In an alternate enbodi ment, the software
conmponent of the present invention can also nonitor
User nanes and Passwords in order to grant or deny
initial access to the network. [0031] Wiile there
have been shown and descri bed and poi nted out novel
features of the present invention as applied to
preferred enbodi nents thereof, it wll be understood
that various om ssions and substitutions and changes
in the formand details of the disclosed i nventi on nay
be made by those skilled in the art w thout departing
fromthe spirit of the invention. It is the

intention, therefore, to be limted only as indicated
by the scope of the clains appended hereto. WO

2004/ 092961 PCT/ US2004/ 010507 10 [0032] It is also to
be understood that the followi ng clains are intended
to cover all of the generic and specific features of
the invention herein described and all statenents of
the scope of the invention which, as a matter of

| anguage, m ght be said to fall there between.




WD 2004/ 092961 PCT/ US2004/ 010507 11 CLAIMS | claim
1. A nmethod for providing security to a conputer
wmeimoeiocby nonitoring the physical |ocation BET/ES2004/010507
network login or login attampt, said method
conprising: associating a workstation to a physical
| ocation; associating gLagM®rk user to said
wor kstation; nonitoring a conputer network to
Iclaim: determ ne a network login or attenpted login of said
user; determ ning a physical |ocation of said |ogin or

at t eqrpt edA lnQGhdY for PRIVELAR ScR8nMB %tc?rﬁf&%&g 'glgta%ﬁ‘g ﬁ?/'isnﬁogléﬁoring the

aut hori zed to access sal d net work

: [ hd.login. or, attempted,login. .2. The

physical 1p8RHG7 Ry IR gt 8Pl intlne ek S B tne Beforifi ng

whet her . reven%i ve actiqgn is necessary and, if so,

aut FEIFEDE AW oRSEiion orRPIyPisddAcation: acti on. 3. The

met hod of claim 2, wherein said preventive action

conpPsaseBing aaiebverkiuser tasaid vearkstatzon; The met hod of cl ai m

2, wherein said preventive action conprises

di s coonigringrgosmuttr wetvosit at detstriinomasiot RIS dtteried login

The nethod of claim 2, wherein said preventive action
of said us&9npri ses generating a notification nmessage that said

user is accessing said conputer network from an

ety beal 8o BE RS Shp L
determining whether said user is authorized to access said network from said
physical location of said login or attempted login.

2. The method of claim 1, further comprising determining whether
preventive action is necessary and, if so, automatically initiating preventive action.

3. The method of claim 2, wherein said preventive action comprises
generating an alert.

4. The method of claim 2, wherein said preventive action comprises
disconnecting said workstation from said network.

5. The method of claim 2, wherein said preventive action comprises
generating a notification message that said user is accessing said computer network from an
unauthorized location.

6. The method of claim 1, further comprising storing information regarding
said physical location of said login or attempted login.

7. The method of claim 1, further comprising storing information regarding

said workstation associated with said login or attempted login.



sai d physical location of said |login or attenpted

login. 7. The nmethod of claim1, further conprising
wa@t@nriopayei nf or mati on regarding sai d wor kst at i BOT/US2004/010507

associated with said loginidr attenpted | ogin. WO

2004/ 092961 PCT/ US2004/ 010507 12 8. The net hod of

cl a8m 7, Thbedethod dailadmWomibsteit said wonltstativatinommativl incl@des one

one or nore of the followi ng types of information: an

or more of'thé ¥Nevaflgtypes oPiferRlat oA PIMINCOdrads BRiAd waR&tdibABa date
of each l'ogin attenpt, a date and tinme of each

and time of gefc%qggigm%ltteinﬁg'arh té a‘ﬁg'tﬂné ] cﬂ g&&@#sﬁl'lt‘?%]n, loEﬁttggé (Ifdgscri tion,
security agéent’, domal n address, 1 ntormation~regardin
whi.ch nefwork. resources were accessed,, server

network sqEHEfi 499Pt OMBIR SRS RBERISrEGIR HER REFET froapross were
name data, [ack or outlet _information, port

accessed, segees idontifigation, ghed}un&qyo%lpg@rat@mp@% hestpamealata, jack or outlet
information. 9. The method of claim1, further

informationpppt idshiffcagienserainy wtheanirgvemacel iofprmatih. The net hod of
claim?7, wherein said event | og conprises information
regas di nghs aiethqayfsi-eal 1, fadrl toRpAiing pérkbrdth@ian «9knt log.
attenpted login and information regarding said user.

11. 1dhe gt bpdhRf orClAh™ Lhefei EHEEvEP f@éoﬂﬂ%%es i&formation

associating sard user wwth a workstation.

g BB RSty B P e i

particul ar workstation, said nmethod conprising:
user. associating a workstation to a physical |ocation;
associ ati ng a network user to said workstation; )
noni tor i Al metwdpickaimdefurdek compidsngasipeiating soid yisr with a
login or attenpted login of said user;
workstation.
12. A method for providing security to a computer network by monitoring a
network login or login attempt from a particular workstation, said method comprising:
associating a workstation to a physical location;
associating a network user to said workstation;
monitoring a computer network to determine a network login or attempted login
of said user;
determining which workstation said login or attempted login is generated from;
determining whether said user is authorized to access said network from said
workstation of said login or attempted login.

13. A network security system for a plurality workstations coupled via a local

area network, said network said security system comprising:



determ ni ng which workstation said |login or attenpted
login is generated from determ ning whether said
was@d/0p®6nut hori zed to access sai d network froPCEHESZN04/010507
wor kstation of said login dB attenpted login. 13. A
network security systemfor a plurality workstations
CoupleeBlonit 8tofade @6 Pdssociting sailt werkkiatismi td anstnvmdka steysidal
security system conprising: W 2004/ 092961
kwmmnuaR@T/U52004/010507 13 el ectronic storage for
associ ating said workstations to a user and a physica
| ocation; and one o . . celvi .
| ogPht PhipaRHpRaor FoPieliht R aRalh doff§hd bWBfkstarions
accessing said electronic storage tp detern ne_whet her
and accessgi LA S8 GARSTIRS BRERS Sk e P OB oG
to said network from said physical |ocation. 14. The
authorizeddg degimia$aid hetivierkl Bomspidriveicaldpeptione or nore
processors generates an alert based said
det é4.m ndhk eysteri bf cliine 13 yshiceem ghidanaiomibie pwhesseaisrgenerates an
said alert conprises an enail notification. 16. The

alert basedSue! @R @fingicdl m 14, wherein said alert conprises a
pager notification. 17. The system of clai m 14,

uheqgl N Bty bt AP [ iRSeifl hiflalrl e HbeS hid B

18. The sys Tmof ¢l ai m 14, erein sard one or nore
rocessors generates an event |og. 19. The system of
1aim18, wherein said event | og conprises a tine of

said access. 20. The system.of claim 18, wh [ .d .
ev Ie aé- | o a he SYHFR ok glag%‘il%, ng@qu a el:rtrrclsompnses g Ea%erll n%%hcatlon.

notificatio

17.  The system of claim 14, wherein said alert comprises a termination signal.

18.  The system of claim 14, wherein said one or more processors generates an
event log.

19.  The system of claim 18, wherein said event log comprises a time of said
access.

20.  The system of claim 18, wherein said event log comprises said physical
location .

21.  Computer readable medium having computer readable code for causing
one or more processors to associating a workstation to a physical location;

associating a network user to said workstation;

monitoring a computer network to determine a network login or attempted login
of said user;

determining a physical location of said login or attempted login;



| ocation . 21. Conputer readable nmedi um having

conput er readabl e code for causing one or nore
W@r@amM3®er s t 0 associating a workstation to a pOyEsDak010507

| ocation; associating a netiwork user to said

wor kstation; nonitoring a conputer network to

det @#tbintiaing wiethwe skid uegiin acthorzdddopteds baidnetwoos fremi sdid

user; determ ning a physical |ocation of said |ogin or

physicalloegﬁmsgﬂlbgigi(ﬁ;aﬁ%tgg 1292961 PCT/ US2004/ 010507 14
determ ni ng whether said user is authorized to access

sai g, net | j ; j : ] .
out o "eARE R Sy RS ARl RERLUSREs Kttt via aloca
system fqr urality. workstations coupl ed via.a
arca netwicfy caph viaristRBrREss L Wb R Seeitioneh B il B ons ate
~ with a specific user and coupled to one of a
plurality oflate ppits §f apatehpanch spif Patsh panglbebg Gouplef to 8 spyPist petwork,
panel being coupled to a conputer network, said
said securisesystent gonsptssitgn conpri si ng: a workstati on associ ated
with a physical location and a user; a nonitoring
dev ¢@rifspitiofdebsychite wigh a phedismldcatioghid ouseaf t enpt ed
login of said wuser; a device for determning a
phyg hfo%'imhﬁ’% 8Vi 0 ¥oP leSAhiRineOhdiwbfk BLinFRHEplcA%bdia of said
wherein said system determnes whether said user 1s
authorized to access said network from said physica

W€ Jocation of said login or attenpted | ogin.

a device for determining a physical location of said login or attempted login;
wherein said system determines whether said user is authorized to access said

network from said physical location of said login or attempted login.



