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SYSTEM AND METHOD FOR SECURI NG W RELESS DATA TECHNI CAL
FIELD There is a proliferation of wreless devices
wa doed/02as8 abl e to access and store nore than FaTpdA2004/001561
phones nunbers. These devices can store emai | s,
' d | nf ormation
§Y_Sij bet ' b n addition
to gaining access to this data it may not be necessary
to have a wirel ess subscription at all. This neans
that the wirel ess device could be [ ost or stolen and
TECHN’Id:ALlFeEIaDI e to receive data. Even if the device is
report ed nfidentjal data na t
oDk df o mpelalon G RuERE deflopf T B HoB o' doo8Ss, s store more
than siraplarphones nuswersc dhesk Uex&cestd:mi stovd embits codtaetss dildsoaral access
frlend or e s n st or stolen
°°"fH806b%V°f g?n m@ﬁqe%e&u &%B%’ gor laée f?%Wg@cess emai |l s
or Infaddmondn galmtg atmessm this dima itnday het be nensasdry Wb hhwcua wireless
rs
subs&g;? {on I ﬁlﬁl rg %ncses fo&% %s&a&vﬁn{éh&{ﬂ?c[ Se?égézaé r% I(%rgand still be
abletto red:mvejdauac Evevh ifrthe tdegice és deporied| logivibs dohfidentibkedatadmay still be
rel ess device. DI SCLOSURE OF
scoeh AR ke R e

e Wth the teachings provided
hemeanothes yseerar®, andenedtio tmnftbeir viireleas idevice pma fiiktdaor co-worker.

e BRASERA By LD RURBY B4 BN AR oAb 1OUBLES Wrais or fles

rénent 1 one
on that ldevicel os helviaah thegfrswalbwitleoutitimg othkee persor's knowledge. &udheranore this
devi c I I nch
i SR s, 0, GO RRRAF p S R RCL L R e, A4 e the sencer
believbathedhtendedregipiesk tochavel the eeless gevied.or mat i on sour ce.
User identification information is received fromthe
external security information source that identifies a
DISCGISRSURERF INMVENHONbased upon the received user

d ' t

,SHL SRR b GPUB60 AESISKNES i poinoce (o
operatiars eporofiata lproabsging elevidgs areopriorided iranyslee to avergeme mnarad more of
the J}fgrtepn%ggéﬁe;bt agaoggﬂtfabgyéregthgpd%Wv%Eggg 85%&%?19%?"@9%&%33 of data on
a dezvmsmﬁm eqnpe of desysten . anfihmethod indudes: ai dayicecheing configurable to
com%ﬁ%@t%ea é)rvgrdﬁa%ﬂaﬂh&sﬁltﬁ%ﬂn&{e‘?ﬁél %&rn@%‘f@ﬁi&tioa— rL‘,ﬁmrce. User

conmuni cate over d hannel  wth a

|dentlf oat«d)rerlmfatmamum teceiyed dennn i the sextemelr gecuriyh infoumation source that
|den$1-f{a%§ g thtl (;%2 gﬂ% f’]o%?/}ré%;(tb}és%f %ﬂgﬁttbgl r%c%lo&f p].lg@{j éc\flgﬁgﬁéﬁﬁf)ﬁ emformatlon
detetrhiaes Methextrermwes@m siorgd on deedrvicelis td bé ecerssedhy a user of the
JevidQurce can conmuni cat e

As another example, a system and method can be configured to handle encrypted
email messages stored on a device (e.g., a mobile wireless communications device). The
device receives email messages over a wireless communications network. The device also
can communicate over a data channel with an external security credentials information
source.

The external security credentials information source has alocation proximaté relative
to the device such that the external security credentials information source can communicate
with the device. The external security credentials information source includes a security
credentials tag or card which communicates with the device over a wireless data link or

through an external data port of the device. User identification information is provided to the
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with the device. The external security credentials
i nformati on source includes a security credentials tag
WO o0050205d3 whi ch communi cates with the devi ce OPET/CA2004/001561
wirel ess data link or through an external data port of
t he deyice, User identification information js prayided
devics oMb B AN SBRIT &SRV HATOTEOR Fajos phlsBidarifies & user of the
devicef Theudevies daerntlitesMbaebd iupent théireseidediaisér ientifttation information,
evi ce. The dgvi ce detfrm' nes{ the receive

based d
Whellet = PERUER FITAILATTBROF SIFIrar: 1 oS AR Pe ACSERIcand Viewed by a
usefBhitle @SCAPRCOINGBA 08 firdteusde \of tite davicd @ ac dstesdst astipient of a

messpgt e Tt SEYEe. o cwoer aier (W ReaOr L6 pesiRd gpoigent or s
unal]ﬁ@ﬁﬁeﬁﬂ i @t aglédtbl“ﬁt:c_d@/iﬂ%i‘seﬁthﬁéssagetshﬁ;é thé&{jev(c_wfmasi iSot received
not the ., ntended.reclplen or,1s nau orize S..not, .
ProfEs) 457 O RHERE (IS TN nEwS e SARE Srerfo T Rasnyl information

sourte! received proper user identification information

fromthe external security credentjials  informtion
& o il e Biiefleg” T blstdme e TTrbOLS gisingEd Rigre are capable of
othdredritb diffetins @ntinaindres,cand &s eletzlp adrk ecaphblet dfemodifichtions in various

differe odi.ment and. .its, det ajl bl f
restnsts £ 4o G RESr G e8Pk ot BsPlenfi A GRBHREM e Brawings ana
desciypian tsetfgrtf belowt ére ts pé redarddd adidtustrative in nature and not restrictive.

di scl osure. Accordingly, the drawi ngs and descri ption

set forth below are to be regarded as illustrative in
BRIEFIDESCRIPTIONIOF THEIDRAWINGSBRI EF DESCRI PTI ON OF THE

FIG 1 i [ f : I . . .
cormiinToR IbRVEYERef 7 <SR SnriB R Risiem n ooty wireless
comthevicztionapvibe mayee.useG. 2 is a bl ock diagram of a

furt her, exanpl omuni cat system i ncl udi.ng. . .

i1 Pe Sra Ehesr IS SE AR BT R an, ygrem inclucing
multigle inesorksFar@ maltiple raotiile @oknuinfgtiandedgasct i ng a system

D8 S ) b S0y R Br oo st
be pleyided fordatastoogaboras devied. scenari o wherei n an exter nal

SardCs 1 @B G BBy of Puebuti okt herBinH T Hiime securty

infocegtiontsoncrevieuserl® randlediethrerdatd stosselsorod devicall es

dat S d an,external encryption.functiop.f

dot 288 i Kb Wp i, 8a0%mec IEhK el SR e ftapes of @ rues
datatiase ethdosn &xidendl eacryptich fdrittios fer Bétehinidg aghetnerodccans should be

X I bi evice. BEST MODE FOR CARRYI NG QUT THE
graﬁg@ﬁﬁ%@%&gxf@n%cﬁ%ﬁgn overvi ew of an exanpl e

corfAfGnil2 &ta binclsgiagrmam ofrandxaciplemabifeetieads. comruni cat i on

device nmay be used. One skilled in the art wll

appreciate that there may be hundreds of different
BESDMODE FOR CARRYING OWETHENINNENTION FI G 1 hel ps

dermasgrgtgn toogrview of an example communication system in which a wireless

communication device may be used. One skilled in the art will appreciate that there may be
hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the
operation of the encoded message processing systems and methods described in the
present application. There may also be many message senders and recipients. The system
shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most prevalent

Internet e-mail environment where security is not generally used.
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operation of the encoded nessage processing systens
and net hods described in the present application.

WO Xheomwsesay al so be many nessage senders and rECH/QAEINY601561
The systemshown in FIG 1 is for illustrative

pur s_onl and .sho rhaps th st _preval ent
Pt B san S ToNRe A0 AR mereb 2l s ryRsadhafver system 40, a
wirglese gateway UsE dwird|Ess Infesbuctu@n 90, Bawirelssn detwatk), 106hand a mobile
I nternet 20 ssage server system 40, a wirel ess
Conagf'@ﬁ%%?nééf’ic\?ﬁrog?ess infrastructure 90, a wireless
net morekmaid seadsd systapbi1Demay nfor ekaraplep be devnected @0 .anABP (Internet
e-mail sender tem 10 for e | e, be connected ...
Seryige roudey) ot vl 3 sl f e yoleat P B i dgrou, gpted within a
congpantyh possjtsy eonriedtddate aalocalcarea metwdrio ¢laan)] and tchnmected to the Internet
conpan ssihly c ted tq a | | _area. net wor k .
20, FRReced 22t 2D dfichtn prlofe A5 baGdtoR i rguicen) suen
as Ametitee Oniihes (ARl ). ZBodehskiliedhin ¢hd ant gl &GiFeciatpthatctae ispstems shown in
rvice Rprovider h ri | | T,
PGS kiR ke SehpSilFd 16 3808 cred oSiaik Tidhdngralig the intemet,
althehghwn etmaiF| @&nsiersaare nedremdnipe acocompelshed thvoaghn lihéernet-connected
r net work (\ of her than the Internet, although
arr%—%%ﬁ}eln%t?Sa?{‘é)f'&x\g%?'e{commnl y acconplished through
| nt Ehenatessagensarverd(amag ibgamplenserdesd, Soroewanpie, FdnGa netwidrle computer
. sa ryer_4 ' ie £ .
wit R (§3F ot fisaibBrR, A ZaPRls? FRALIEL 1oPgr A3 Weiéin Gt i, and
acte aasp theatmaim , interfacargort ermail teliclrange O&P the WB#nety 20 ehitteugh other
he.like .acts t.he i NI f r,£-nmjl. .
mesreenpE e g tialites MsPald bRyRE Ry R e o Rlobie device 100
conﬁgsr:edgfozgeee}«&gsgpcli mogﬁblyrmmdingqem'taé_vdll messallyebs exssesiated with an
m n r
acBYit Bl S raftalBortivy PR e BRI Bd messpge servers are
MicassoétciEathadgetMtamdaotas Oomirio™nTreesegsedigts arer oftan used in conjunction

.Perhaps the two st .co . ess servers ,are
wit [RarBE b Bulare AR Futs SR ey EE RRBdRe R eie i sqmponents are not
shawroUELG B & tHelyado ustediréotly quanj anotd onthei sdtureninesssede processing

maj | , rout e that route and deliver.mail. Thes . .
desEHbest R, MestEdh SHERESSUeP e erV e A PiGRI eeng beygnd just e-mail
seridingy and racdiviag;r they | gisplirmjude dyriaenic rdatdbass estonage nergiregethat have

rocessi,ng descri bed bel.ow, Message sgrver.s, such .
ore RS daa et TR, ot i T kge AR oS ity tEak i ormai and
docantbntatioe vi ng; they al so include dynam c dat abase

st or,age. endgi nes th hav edefi hed dat aha [

? or T2FSRR AR RwhY A5 P8 iRl Af oYk B)RR Behfidhthe intemet 20
and:wineless aetdodotSTFhe afirelass infizstructoel $sdetgatinremihedbosthikely network
for %2@@5 &I,L\'/:étg :ﬂégggq%e{?% ktqgel B%erlalfﬁge)(?\[ec}la\é?egé}gtegﬁ c!a@r%tﬁésngrt networks.A
messdgeds thiemcdaliveredQo ded mobiledevideh €00roiatwiteldss|tsanamissink typically at a

for locati iven user. and,tracks the use . .
rac oo BELL20). B¢ Bt SGHoR I b B Seat ws& o ™B the Fobile device
100 dhe pertiediar aetwoek nodhivag bdewrtuatly 209 wirelessvnetelodssver which messages
ma§/ Ibg ré?((r:rllmasnsgleg r\}siithtay r%lot():lfael c|o¥11rfa11t1nigation device.

As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender 10,
located somewhere on the Internet 20. This message 15 is normally fully in the clear and
uses traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and Multipurpose
Internet Mail Extension (MIME) body parts to define the format of the mail message.These
techniques are all well known to those skilled in the art. The message 15 arrives at the

message server 40 and is normally stored in a message store. Most known messaging
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radio frequency (RF), froma base station in the

W reless network 105 to the nobile device 100. The
woO pmsh2osed ar network 105 may be virtual ly any RETEAB®O$001561

networ k over which nessages may be exchanged with a

nmuni ¢at.i.on device. As shown in FIG 1, a.. .
SyS IR PRE T S TIeHhsodh GiForase ab@sh Sothns YHesSig mdbile device 100
musteredesst ltfat beal akssagsevhe fawardedhisy ki aiesssge?Bervéintcs the mobile
ear. an

deviiRa it Sote Selhiien pialoe BF haritenioyfng T {&finESdaes whic are
addf&'@%&&gsl?@adﬁpﬁéme% MaIltdda{:urspoassohateerwm?] tHI?Inhoblle device 100. In a
t ensi.on. 0 arts ne the fo
prefesd OO, Hgecrbre o N bk i 81 B8y EresProsscideraggihdp @ message
serve? dcbowe askodiated with o st ayitestImeh m%ﬂ@ﬁe 1:5m§016r vesffiesé computer
th%EglggisStg @gergrv r&rﬁgw%\lﬁ% Eﬂr;%g% §{:téa rogrbh‘ﬁdp?ssgge server 40
to ts@mobilé eelidep1id ds Imeszseagrew(z@dass schene, wherein the
ssag

| .
ForNEPHE Gy PREPRRLE MeEhaN s ing e BRI E0 eaSdbes o e

mo&&%}ev&en‘m%)‘nﬁ I\Th%sat?eom de pgwblﬁagtmhtad asro*utdrm_g::te_m version thereof,

. ssages ch_ar ressed u specific .

s oo TR Sfikies e BB S e o MatlcBrd R nghifgs @ series of

conneialopsed @ireless aatmgak N T I&Mnt nbetibnk rofild ibeHptegddédaBérvices Digital

0 resse message nt
Net gt RTE T R G T & opHinhs TRROIEE T2RT kb PraBii 4B throvgnout
the dniteimkef. iAsaused Ihfptd]re rtheveirmalfwibelessgestwbrk” ishiatenged taihclade three different
0. ar

typ% ?fv%eﬁwar ¥l o§% ewgkgﬁ %éet% 'g\rgﬁtglt %\%@&rsgge%\%o 55"3?@(9& -centric wireless
netwerke Iamldlcd3) d?tat}modllcee&stks tHaECazpanpp‘orttbatteudnw asdidata communications
t d h
ove 58 B9 bR 8 1o R 3888554 Beblps VAR out are o
limited toef(0) Catie eIDIvmensMolnplteh&a:aeeé (CDMAgemetworks} (@) the Groupe Special
MoIP s @\ Gg%t ga%(gm f;or MO%H% CCE ‘?r&) Sl ?I I?)fng gsé@génﬁre ﬁmggﬁneral Packet
Rad@SSeNTces@ElﬁEe@wmks, aod| (8) bfutdrat tk'g'dgeeelrasem V(363 snetworks like
D qi t | S
e B AR Rl BB B) St] AU bl
Tel¢ctnamurdtatioAs SmdnklemMTS) tSomd aexldar” axam;blessofnéatamehthc network

mclH(z? yfd &@%%)ﬁlg\g Féagjgo EYQ?[ 8 tﬁlé flja? 'IQABTIIPIyFP 2 Wetwork Examples of

ta- cen rrc wre
olderetomepdwtno(db)ta newoesceciude Eemn@l(kxmnmmcamm&/swms (P®S) networks

t that can support both voice and
"ke%@g %%ﬁ%&l?‘ s\‘,g/?{e ns over the sanme physical base
st afICorsis Govtbekn didgrimalof reo dletheetewamkle coramuoieatidnusyséere including
I I c
mup%l\%mﬂ@(s ar]I mu tﬁ)% %ﬁe omn‘?’dn? tlgﬁléae:vl%ﬁgb ggsﬁeq'l of FIG. 2 is
subStanbally S;mlaem fttm FMBDbil Ise's@onnmu’umeludma HaSEM)ystand 30, he redirection
I e r
R G R e e
addi@nal maretess f mtw@ﬂobao &iveb |nolfipen mmpommnwatiwrdwlces 100. As
[ | ec n t S
cod il £ud P CATUUGRNATFOIE AP L M OB o 2 samie
netWandi mmrﬁl&thamgh tthe dmoddh\QOnessRgeli problessing Isystems and methods
des%ﬁgégjhgrﬁinor%ay be applied to networks having many different topologies, the network
of FIG. 2 is useful in understanding an automatic e-mail redirection system mentioned briefly
above. ‘
The central host system 30 will typically be a corporate office or other LAN, but may
instead be a home office computer or some other private system where mail messages are
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ol der voice-centric data networks include Personal
Communi cation Systens (PCS) networks |ike GSM and

wo ToMewsyst ens. FIG 2 is a bl ock di agram of apdmicabmmn/o01561
exanpl e comruni cati on systemincluding nmultiple

o RSy R, T o R RS 8% B o some
confputer withiry theefirewdludf the Hogtigyastem hibat acty b ahe Btlin interface for the host
sl S50 R e TR A G030 A f vt

progréfh 45 emablesMetipéctivn of @atsnitemOfrandhersétvend @ tamimdbile communication
devi c 100. As

o nbRua e e cionprognt #5S SR ELIRERh b8 sppeaponine =s
the oiessagasmiver 4 fon@ake bbb pasentatiorA thdre ug ho tréquirenead et it must reside

ssage processi syste and net hods descri bed
on &’ BRASALE, SRR LT JETIES IR RYRY AR AT T AlpSSage server 40 are
desitinkdl @0 eptopecyi®laadiimteract itee alet o gushing=bfGnfatmiationu s halbile devices
i n ynderstandi an.automatic e-nmmi| redirection .
100, 138, FisEa B, e ERBEIGT Bisstart Ahlaked Bl R non-confidentia
corpoyatedanfodatioinl for & specifid User aad aedictsot abttethafugh diee oorporate firewall to

o e 2 gL G0 T SR 4 ey o run

in the etoenmaonly eskigned dUnifédt Sfatest Rateht $t219y604e (1the0‘604 Phtent”), entitled

B85 B Byshg By, SO TRAL i ' st Dot
CommueicatiomeDévice HaenddsShasgd Electromic Addieas,(ane issaed tavihetassignee of

e S CHFHRRR5 S, e 12, 31T o5 Pt ko o o ren

applitation by oafetdnee s hise pugh) téachniguen bialy eusso mTwireteas | foandly encoding,

device 100. Al though the redirectjo 5 LS .
conibtne 87 sotRh Genhidla n Yol ACRARBET I dombilte cevice, tus
effestivelyeextddifg theesearityffirpwalbribeltdepacht mebike davigeo100 associated with
the%ﬁ%usiyétgmagﬁ. that it nust reside on the nmessage server.

I'rection program 45 and the nessage server 40
ar eAgdsigivgniadFiGo 2 thevpanat be aanty ialtematios paths ot gattinghanformation to

e P D ' B 8, ERANS BB i g bl ovice 100 s
thraughfai plerh designated 5G,ousingaidedieacraglle G s method tends to be useful for
oot {55 R b O FRAM BFFB Bl i o oo
systerm®0 er & ebmplited 35l estbinithe systerof30t Tree otberi meiotrh(_ﬂhod for data exchange
B L T T
maye ki ddcenhplisbedt teroughda Miretessl RN réderh 7 mgr Ithrboginet fraditional Internet

E t i . ' ' .
confEBL S35, BHERED P B0 08 PURLRTBARLLEND, g doscres
above. Theecawspigofeewiélesh¥PNrsutenS appew datheomrelessAptustry and implies
I C I, i 1.he.
o ek Bhngoh ol dd ELEB ISR Efth bRl rmen potvrk 10
to arenpbiles devacen 0@ [Ths ossibisityddfyusingca diralgss Y&oroatesi7onasnahly recently
n ] t ' [ j.ve (% ' t .
beefr VAR A SAT RAdReh it e Thinelnel PESBRIE) Yordon 6 (Pve)
arrivés iptealPtbased iwireless @etyerks. iibisirlew pretoicolewill plovidssersiugh did addresses
to ﬂdﬁc‘éte an IP address to every mobile device 100 and thus make it possible to push
information to a mobile device 100 at any time. A principal advantage of using this wireless
VPN router 75 is that it could be an off-the-shelf VPN component, thus it would not require a
separate wireless gateway 85 and wireless infrastructure 90 to be used. A VPN connection

would preferably be a Transmission Control Protocol (TCP)/IP or User Datagram Protocol
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t he host system 30. As shown in FIG 2, there may be
many alternative paths for getting information to the
WO bitsoxievi ce 100. One nethod for | oadi ng i NP@Y/aR2G00M01561

onto the nobile device 100 is through a port

t d
B SO Sher (e e FormBtaaess AFEtR i maiR fe S Tl a wircless
VPIIEPGFIS[‘| |§[ﬂ?@t\1/8ﬁatblentﬁe:1€d nrga%cm tho Irﬂerﬁtéiblzd) gsSIIhevntngﬁ ddhﬁ)nt 0 on connection
e hos stem a,c ut er within e

me&@i SEhAVRYa b'?ﬁé'éi‘taﬁg?e’ﬁa???"ﬁﬁ? ﬁgg'})ef or data exchange is

QVfGIh lhbealﬂbrlhauksIrétﬂredidirféls%tlsgn@ﬂz FIKIB; ES & ccoiglaseé re-triad message 15

i.n own in
leaving. plr’gﬂgaerfc%r [(}gﬁmgewr étreeggaswq F%vclary ?6’ -?gd |§ redirected by the
redi‘réb’uou @I’bgﬂamr%dbﬁha)nguabildddﬁv&renmo A9 thieedirectiod Jakes paace the message

el ess gat ewa and .a_w rel ess rastructure

15 é% r8§§¥?'Pg%‘{1 %l%ﬁ‘i'fﬁ?ateﬁqeatc%WC@N aofI’°5S'€IIYr Br°8§%taWPﬁ°mpress'°” and
enchyptibe @lgbhithins carethienrbet dpplied tethessiginatioetsageattdin thijsl was messages
i By G BRSO B A PPt on o soson
wortistatieresudhlas S?flmtllim?.lse ﬁteIWaIIyAlbrhessygag eachranlgedj betwedRNhe redirection

r out ec n av
prof @i 25 af gtk e R seuli®: FiRbinbisria ui Bl MerioR0EpEkiaMg technique
Andthé?\§oal af thisvagen emxelde lbm;mdunmln ¢hee addrasting mkarmalibm of the original
me{iile PR e ey a8 1S (GBNIP R ARoREEEDF ok enty gressages o
reatihte zrppk@rlate quﬁsathjneahd) aIsusdﬂowmtIter‘Ifmtﬁ dialdtto reflevbtsiel reobile user’s
oo BP0 Bl B B SREBE AN Bt 18 atows e
receitéd Irﬂresssgreltcf appércaxnmoghtthe nirssage oviginbied nfadm rtbgjwisees desktop

I te 85 and I

sysfem ?g tﬁ‘i@%’? &%dﬁ S%q%g'cﬁsg)g AaC/PNWc:)ﬁnzif i on woul d

pr efvith abfeyerise bacR ta trerpars i50 ranGoeradle | 65Rramnectddity (G @ Mobile device

Us t I ' '

1o ¥ 8buet oA PR WP T dovees 1 RGN By fimel e Bhchange o

larget itemness FgPNhdse |sklllad)t|natm| betbofe petsenala digitalk aS§staotst tRRDAs) and

synlgi@'tgﬁ{zgﬁ n %g% ﬁ%gggwg%) %éléé@}?ﬁan&%@ﬂ%\%é iy Ilﬁﬁﬁ@réh%%l Information
Mamgemmtt (reIM) eldiar 85 Witen exchbrgadobr FFieCﬂrstZImatmmdqiast@'Iﬁs to be large in

w07l TESRAGE 00 bl e 05 S Wit coves
100 whieredict¢anoe psenigmratheérﬁad dr hisheeriablink reaylelsb dbe Used.fésother purposes,

inclp%mér?\(;gd' ruZ)dé ipﬂ\paté %gguc‘rit %I ggcﬁ“ﬁsq %%MIﬁE'%II PGP specific private

as rndrca a possi
keyp trmpCe&rr caty (Certpofethsiusar amdjtmrro@grpfmm Ralopation Ihmts: ECRLs) 60.The

prlv\ﬁgl yﬁ,g ggegg gé@geé(}:ﬁaﬁgrgg S rthaﬂ'tﬁ%hesm? ?‘%gr&%\ﬁ/mgg@i%%ée:l} %0 share one
permmdhtys and emner metﬁ@n farf a¢des§4ngveaﬂemaéa7ﬂhe) rCent dogk€Bs are normally
excﬁ%@éeiogg\téérgx ccﬁa% rIg@%g%?us\@ {hl%/qeb (eﬂrﬁtr ec%{@jelargéﬁ‘lodé rogl r%h(zgata that is
reqainet bihtherdelick éorc&IMIME RGO gndedtizergiublic kayesechiity natbedsge

re pﬁ%k %QIILH;gra{e%cal?mgpﬂ#ZﬁyﬁéﬁﬁéggéféMes%hétnérsac%%seéhouldf be provided

envel© ressin ormation o
to stehereaiat@ PO2bn mk%ag@cesaﬁmgadevﬂdeelrstbts@(amleam system 200 is depicted
as 5§eCrSIirI@e\K/i'tH¢‘a ?rﬁjoq)flg 3/1?’rl=zle¥1 Egmmuh%%oﬁse@v%e%ﬁ.sﬁﬁec?eﬂc% 204 can receive
and store messages received over a wireless communications network 206. Whether a user
212 of the device 202 can access the stored data 202 depends upon information supplied by

an external encryption information source 208.
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reach the appropriate destination, and also allows the
"from field to reflect the nobile user's desktop

woadavee®3 Using the user's e-mai|l address fr oRCTgA2004/001561
nobi | e device 100 all ows the received nessage to

th ht ted f , .
35 o LT S B LA B ot o
a exlé}ﬁal dbté Bharefet inedrder foanbvitl® usdrad@dtifitatiod iafoematichdioeth® device 204.

The G38h et teelénloiRioR fenyBes PorPoBifBtbniF Bnd’s KT ohl Faciient of
the emhamgm l®2)l Bég@i up&@ithe feeeivedieser righiificaton mférheatiam,tthe device
assi

erson t al tant PDAs), and . .
204 JotBRingR Whstiesihe Srete o ARk Rerieni SomeA e deyice 204 is t
be dgbeﬁeblbme Vt\lhser Pe2 5ﬁm€|de|élﬁ? QOML i ofn Managenent (PI'M
a 55. n exchange or the first tinmg this data. .
{oRIR- BTG 4 @PE T TS I 140 RAeUPD Sghgy mformation
sourfcecwidsed ia Hamdlrey bedcude dditah stomecge)h 4 giedied. lonthe é)lwmle operational
d on the ro

soo ot E15 741 & Brviie g var bte 20007 BRehinaP BlopRestevioe ot step

252] Tred dath ngaysteive ibegn epcraptpd ibetdre beiag lsenttty theegevices Whlen as.Jser of the

an_S/M PGP s t the Certifi
devpRgieyliophersans Sy (a8 Bt P el SR soRbi iR & stop 256
withLars estefr@Riseguriiy infdrireatipn isoatce éoe;hal sis@r igbetifightign information can be

exchanged so that t 35 and nobile device 0
prové%&:}go'%ﬁ? ?3‘3‘?@8'#5@% rg%rgmagﬁﬁ SR¥CRod for accessing all

maiThe erBené[Zseturay]mfmomsmrnecmbépn@xmwgagi soeet card, etc. that

such

v T, o BBRTABE R SHRERE e 1 PP Bhe) crovema

lnforlﬁ@?ioamd)uatehbas pubd:atmnkmyxmatwrelatwentetmedkawcélsiachahat the external

secay AdeBR Aouop bR By AE G 55, IR Sy g over

wirefgsedasslinkg device. n this exanple, the system 200 is

gg gt g g?ls al ﬁg L%é\? (geQer rﬁfr% %g‘agjg\?ﬁ él’é@ é@hﬁ@gﬁatrloencvgtth the external

secwityl irﬁd)rmahomsesmg ehetrer dna/e@buoa/ datasstoved @habeg device is to be accessed

ytlgeeQTm (gelggtﬁérg cogcgé%gg#? ﬁgﬁ’ cul yial o Oef?g)? He t%%g:re dé&%h dgndteg‘f‘emplent of
a mesﬁager@nt tmthsuqlrpdideemelmyarwmexmauﬂmhzmﬂmnytpndmuser of the device is
o ISR BERET BRERCaNE S T ECHS tot i prover ueer
identifidation énformnation éromathe exteanal Isacuridy informatidesource.pr ovi de
k oy 5 ;
U5 A5k bRl A R e ek ford8hg Rofdhepd o noren
the staps éred dhe otdee ofnthensiemls ire thep flewchanf ntalyebesea!tareel ahaadified and/or

ool ARG LR HESSEAEhELY 8 o808, LB Plprias can o

be steredrie thkatavi@Othat eoalypld the datavasyell. AsOangdtheriaxanpld, @emethod can
4 , _ -

soctd o) P8 SORIEREENA 4551 S B, At Blocure st

on aeduffenenalba%ioustotqgelmlftbe alavicen source is used in

ha')\%' %r{bghesree(}(HFn %t ﬁet‘ﬂ?& ?gbg}oﬂf ¥H & alsd |<§§ﬁ|\ff§?ﬁ%&lhgnism that
operational nari o evice receives a

the simajydatals dabe entriypted ivehils tstaredi on the Wiseldgs, lewiceaThis gy be achieved

by the recipient and/or IT (information technology) administrator being able to setup rules as

to what data is to be encrypted through use of a rules database. As an illustration, FIG. 5

depicts a system that includes a rules database 310 and an external encryption function 312.

In FIG. 5, the system allows a wireless device 311 to obtain cryptographic key information on
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252. The data may have been encrypted before being
sent to the device. Wien a user of the device attenpts
WO t@sazsess the stored data at step 254, the dr@T/Ca2004/001561
conmuni cates at step 256 with an external security
0 tion s e so that u ti at on
2 ey iRers PR acegR T en TeFbal BRE dbdfnarseed pyipgrizaton i

obtalwmbmmmnnmamrrgmth duvh samtoesnal security information

ool Er i oo Snath 2K2 Ra e, ietitauRiER stk dneclif Al 1 it i to be

encopéad for hespexzifie revipierstax wot. iry additsreit keepssID imfaymation €on each specific
usef it ip 15 Befla SR sk Rap L A foremshiblits ap g ehdSottR dddiitm.

i nfwiretass deviemattetomthecemmjlmmmam tihalsdn &asl @wrictiens to request a
ver_a ess he .devi e at . s
suo§iptnEin Rl aleRbioBl STRwBhRur B a A PR A PG KBh ipde detapase
310ektuses dhis H2 evithithg publfcokayeih iconjusctionoithid @ebrgptirighalgorithm to decrypt

stor?ﬁgjg{ e data stored on the device is to be accessed by
évice's user. Accordingly, if a particular user
of Arhexteéenal @eciypti@n functien 342 costainsi thet subscribensdBadleis ID may be
e t C t.
StatF‘Cncgu %'89'@8 ﬂgmen &%gsgl?ﬁ;bg% 'I?fr{ %atabc?ssl%g is not able
t 0 Asc sl ah§1&Malhessla@elsstramsémetjdaed\wercﬁ'\edwabm 310 and the
wwe{@s%%é’vfcgf%?f%gtéjﬁr s??er @' Wy %‘ gﬁ&gg%ﬁb%"r %%He%”t g\mthe data (as
showndatrd#phdble mwiratess idevbarobtamst (@s SbTDWBrat[mﬁtmwi‘@ClﬁbQD\ﬁdD from the
Cl] b t o)
ext%ﬁ&t%ﬂg%ﬂgﬁ%n%@n r3rt11a g%gé og’Paﬁ gug sthlgﬁla %t%elg) e d&%ffr%%ﬁé database
310z0¢the sulestriberdcagt view trecduta(es sheenad8ifled out cone. For
ex cx edent i 0 .
Vi fereRRERLY Flo o6 IR s B Brsleyfett 3 coroe handied i
differgmmah)es, sachas Iau)@rrws] aseeemmgpteldztca mn@tlpreparebaidoneidnea per email
a .
basg %h% c}ett1 [’nr\zﬁloﬁ %Qh b%f p%r@n g@ﬁg e g@raﬁgg n'ga %rr]écﬁ?ehandhng rules
wutrmavla@baseAéMribttheeeme»t/dmpl ¥1is tnmehemcr;zpstad blé |a:thehi€glm®¢19d at 322
f
usw@ glﬁgfr%r 'k%‘?gﬁé T¥1|| g{‘@é‘ (%Wt{eg@ne}:ﬂg? gg@b déc\ﬁ}ﬂfgﬁeé %Yéllgble in the
induséry. Ble autalles/élmbrbyenthe the giirelesadevipel /abB23F gndrdtoredean the wireless
I Nbstrator being able to setup rules as
devtcgo\imgr# Qgé%lgg?w%@{ie encrypted through use of a rules
datAsbsimmwn iAs1&n 7i Whes theatsasof thel @irelsssjéwi@et 81 awishes taraccess the

L ngl [,
L
secgﬂityémr@gep dé¥iee., Bga sqmtrmand)ctpwbtau"garaﬁh B&Z K@y identifies the user.The
extérﬂ&p%e%mtg‘?ﬁhdéﬂeﬁ 3f1b|p‘?0\}? t'hlselDb&SZ 0 tﬁ%‘ Wre e@?tde@@& I?%ﬁ ITHe wireless

an item of data is au IS

e accessed horlza
devight 31 hetsobkequestanthe cmtbim deewid ath3&ludh ordeuarte e@ecrvm ghe \datg from the

enc%& éll? mtlﬁr}% § aﬂ]éogatgi?égg ?HJ; §Igo tkgeﬁsh? e p% '8¢ ﬂH@vﬂﬂ? ?[g‘rﬁéb from the

be encr ecl ecl pl en
exteroal. sacturawdumqtlon k]2 \k@eg@ematedfmm@atabasef 310 alaelgenerates a copy of

"“‘Sagf,’%% &rfd Uoc‘rﬁﬁlné%“tt\mﬁ {ﬁg rPaQ@H ﬂsgj §ﬁ03{r1a? V@E nﬁaé‘% 'eﬂ%pt the data.A

or encryption and encryption
public key 334 is generated (as shown at 345) and is sent (as shown at 335) to the wireless

device 311. The wireless device 311 combines (as shown at 336) the public key 334 with the
ID 332 to obtain the private master key 320 that it then uses to decrypt (as shown at 337) the
data. The user is then allowed to view or otherwise access the data.

The approaches described herein may be varied in many different ways. For
example, FIG. 8 illustrates a system that includes a database 310 and an external encryption
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Wreless device 3 stores the email and/or data. t also
has functions to request a subscriber's D from an

WO 2po5/e203ed  encryption function 312 and a publ i BCReExX2004/000561
t he dat abase 310. t uses this Dwith the public key in

fundRRIHR LR Shrhid 66 RiatBi dkofs PEHming S sRSAnS8 i they are to be

enco,f]pltécﬂiona s‘gbafs reeipient ad dwaé)c?]r'ﬁbinstuﬂb_u.lraaddjmdrst adgéps [Orinformation
C n ut . .a e on | N at.apase
for §a" S8 iter’ Gyth 1o BT M€ LrdianGndl s 1t Fyption and an

enctwtlmaigotlﬂhm dat abase 310 and the vvi rel ess device 311

[ a subs er wi,shes tp view
naVises dRuEe pbinsales g FSRRES, 78 LT Bt g, cata
procdsisimgrisstiuatorsh m/\neqaést%ldiacr;tduen ke fromi dmegxtarn) drncoyptidm @unction 312

ext er nal tio unction 312 and obtains (as shown
anda utb ei%‘)en%ge(f{g@ "P? @an "3t abase 310 so the

SubBer eXtemat ancryptiew fuhetiodal 1?2 ¢@daind dven saliscBiér)s. IDAAS lwell as other

evhelie suscaft B Moy oBllo A Hired B bk S8 hEHERS 2g tp one in tre

datatrase| 3 0aflke ethery peysdstowd iartbe gpternah eneyption hoctonoaredhe same as

tho%y s&ohencP niggadsaéa:qaﬁgra1§h,g g Gar[% n%% a{g%ﬁo%glgle?ﬁqr %Ers%?r{gﬂﬁ%t the device

requisdtiag deckey i authotizes terdmido/ data 321 is to be encrypted,

Thlémﬁl)[;lgf%ra r}/rgr;ﬁgrts g ?Lﬁétﬂg%rgltﬁl%%%f% %eeé]égé%d the wireless

devivedd 1akthere iitris stmed Wdhest a yubs‘ﬁlberemahés fosviendire datatastshown at 314,

the &vﬁ%le\émg rd%'vlﬁs S?r\\éslcﬁ]?eoaefcaﬁ)%gréggg ags% Ergmo ete!?(% @lrﬁlc?ﬁnﬁon function

312m:etha1tthe sub;mnberfc@haewﬁheed%a;éasoﬁmwneat&m shes to

aCC In dgfstrgp c?r{ %Ptstrﬁgv\%%qaacasgf(% |o$/§sn @f‘éb&efé% be secured and

an ‘ext erna
delnsered Ito bystuacwelbas @ban teat gnay acyr. 60 psevent datarfim being moved from

one é)et\/?(:erl%) thei?’ %@e Ie#%t{%tloqed?ttﬁg §&3 rﬁ %§'§{§|§J 6n ?ﬁtoeervﬁglto prevent it

curi PR rovi dées thi’s
frombemberemodenulm: addtion tﬁeedam cah be sedged de a%@cnﬁt geer as well, thereby

pre\ée“ar}quS rrieﬁ:dtggres% ra&ca%(s%%ﬁatﬁlla}nlcEOrhﬁticgﬁ%meﬁ]gne aQ/Lc%g&Seeﬁ)Qﬁed, stolen
orl@&t0 al so keeps a copy of how the D 332 fromthe
f . ]

oo BRioR VD) o1 HOEH09 o7 1% S ARABABISH okl cp be soura

to teedéNicest whichwit tshintehdedriastiesserit Bpca3e® the akterssd eoggptiandunction may

havgﬂrg%ﬁévglg%??gh%a@é\ﬁ&b |[5 %2§qMat tﬁé ds%r gseggé? &ﬁjs h?o?matnon may be

sent” (as s
needied & exmireldedrymiod key BRE. ThierdsviesedDE20iic en@ymtodbt BRBA drbsent in its

encgg%wfo%ﬁt?%@ tc} H}% &H}Pée for Eg%%?%ggng‘%#érﬁ%font ogtﬁg etxﬂern?loencryption

rivate master en uses
fundimor ypt (as shown at 337) the data. The user is then

al l&é’vﬁq n%tY'n Sggsgb/eg)'fﬂ@ér ‘é)qi%?er?gs}fegﬁg éﬂetodﬁ'é ‘?h cgll?tgct with the radio

approac &S des ari ed
netaorkf for enusetalpsreaffogmail, the external encryption functlon can be configured to

determine whether the request to provide a decryption key 321 is valid. Therefore when the
encrypted data 325 is sent to the wireless device 311, a challenge 330 and response 333
(as computed at 328C) are also sent. The response 333 is the response that the external
encryption function generates when external encryption function uses: the challenge 330 it
has been provided, the external encryption function’s unique ID 331 and the ID of the system
that performed the encryption of that data, which in this example is termed the global ID 332.
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exanple, FIG illustrates a systemthat includes a

dat abase 310 and an external encryptionfunction 312. n
wo tdose20aanpl e, the system checks i ncom ng PCT/CA2004/001561

fi | es/ messages if they are to be encrypted for a

felgét %;CI $ e%p? %s %E&g@@ﬁogrn%@& H\ 9&532? e}ﬁ% |§ H:oupled to the
usetr k@wﬁobﬁﬂhégﬁaﬁé At being)Sertt hangi reiomkataterfger nuatesr \330i Tiis key 321 is

tnof e Fie AR IR 0 WA B1AE el et o o encvt a

324dmeadena cszeswmlig is If5 be eht ththe tevice GuesEncayptet dytat 328) encrypted

oD g it EReeeR b3 Al Ve aieena

enc;ms/sﬂdvnnmfﬂm C10, aine Rit@lesaévide31 1t feeeisedhemarypied data [32asencrypted

devgﬁ&hg v balﬁangg%%@ eanEH'g?@iﬁE%%@ Wﬁgn %egﬁ be sgan vuew data that is
encoaited) dse wit@ss dbdcoBhtrsendeie atooypte devitd D 829,echaliénge 330 and

reoRHBe ALl S0nal RPN e SR A TS Porcend an encypted
deceypdion Ikeg3361at the device requesting the key is
SV ORTLEES o S nnE BB B S5, g PAPBLELETE: Blooys 0 o0

thatv\nhe!onewntto ||tseISlnomrdeIr toWeernyph (ausisoonm hte340Ai) she<réate thecovypt key 321.

i R G B ety bl 918 bt B ik SRRl e cate

32X atr3g0Bon 312 so that the subscrl ber can view the data

gg;ﬂ?;gﬁp "@'F@%)%&Rgraﬂg ! u ra é r{%@é‘%éee gl}irszvgcgvne 3 of an external

enod,qitubne‘unxdlohcma Adter re]::emtveiflanasnommm tdewite rty329¢ challenge 330 and

res ?r]r}%%ejégi dl? ﬁgte E?Q/cg)?qt@ﬁ f%qc\ﬁsﬁ gtlggg na%g@\e{hé Ee tu@s C(or a key is from

a valliesaless. dteuses tipe eaceived ichalfengen336iamg aoemnesdhlsrwnh its unique ID 326
r i £ Sgr
andy i BoBReIFLRg It BoL ARl (S Ritbln, bf 330 Y8k S g8 Somputec
respdrase Smflsthmsanmwasﬁxeu‘edelvmredparhseéfi:ie|tImmeedknown d)‘mrthe request is
r lost. n addition the key 321 generated by an
Xt ernal encryption function can be secured to the
deVvTeeextermahemndnyptionifgndtioh 1@dblen ooputesat 36Bdvnoypt kdye321 using
[,,8NGr. '
the TXE I8 358 %ﬁ%@%kﬁﬁg@ Hﬁzﬁélogglel;@?%éqﬁﬁg h@%?ﬂi’o"‘{)&g&ﬂ t8the wireless
devnoef?nﬂrmabnonypiea)at B20."Mehisdeh hepacteevedeydeking fid encrikded device ID 329

anqz 5%6% Syl Jﬁ'rsa 63@&59 Ef%ﬁ@ ¥§)§ givl?sgag%ﬁséohc Qtﬁ'ee&é/g Qey 321 to

creauemwsaskezyrﬁiiﬁdobbeseemae:krtatheemml%stdamefajnct i on.
0 e
nT E%ﬂerﬁ%%ﬁﬁﬁté%é O&ﬁéel seed"\ﬁé gfn are pqgégrnﬁ{d §n|}é%&%)) & example
andeml hat mmm«umtnae seom 9bth|eonvefr1tmnt®tber ariatipes of the systems and
[ t est 4 1.0, pr.ovi
mefiB83L (LR S8 §BL SoHIBREE 118 LARICH ukCaRM! 8 such are
considered to be wuthln the scope of the invention. For example the systems and methods

vali

disclosed herein may be used with many different computers and devices, such as a
wireless mobile communications device shown in FIG. 12. With reference to FIG. 12, the
mobile device 100 is a dual-mode mobile device and includes a transceiver 411, a
microprocessor 438, a display 422, non-volatile memory 424, random access memory
(RAM) 426, one or more auxiliary input/output (//O) devices 428, a serial port 430, a
keyboard 432, a speaker 434, a microphone 436, a short-range wireless communications
sub-system 440, and other device sub-systems 442.

10



10

15

20

25

30

35

encrypted data 325 is sent to the wireless device 3 ,
a chall enge 330 and response 333 (as conputed at 328QC)
WO 208086560 sent. The response 333 is the respaGRCATNAH001561
t he external encryption function generates when
I on f nction. us t he ch

-E‘Xt n %eanr ¥%\]1 d'é‘f!i“ &SR reéaﬂng 23? r@pwﬂ I4,qg(:"ar'“\)’tgrcm)nas 416 and
418‘ umet boMcte umaumcﬂlhta&uamdamdw@ Eugmél §|§rﬁkalsgfete_§§§bt kBSP) 420. The

erfo encr n_of that
antBase F od B35 7Y P anPod aiesnis 57 prrpuliBle b irisgna, and are
pretﬁwmylta&ﬁeade&&&&m Hméwl UhQI%thGMS%ﬁ rhétabds desmblm Bekein are in
to th m .t he bei n sen¥
no way, Ifs, cgeﬁg 0304 ﬂ'ﬁh Lﬁ%ﬁ%%q. o] nn?hpr eyen fo wirgless ci)rp?gwmcatlon devices.
The misbileedevied 100 s referablyea twadwéy temmbhichtidrdevitat lavirg) voice and data
[ sed_to _en

coniBReiRE (e sRiies At xSele Bhe HovlebisR, L' By Fommunicate

ove’B%voiwnet%ggec‘kud!ews cay f ﬂﬁanmb@bf dlggeld&’ﬂﬁlaandtworks and may also
e se e W ss .de

com IR Orfy 3 (Ale 07wt e telge Eh0 Salaieriiie S epPpRag e 12 o

thedabmniddatien ctowpet edll deThese Woid29and hdath e ngievodd0 rmyd be separate

[ es se 333. \When the us s to view data t
cortyRPERTE , FepnSh iR nd Cbe it B ek, (S R 58 2sb RhugnS, network
contiellers cetf), 32they oiayl bean@gra?»élﬂm&mismgbpmr@essmmm the

extﬁmenﬁ?&%g&reygu ?;Blﬁfegqgfglg&rﬂrg@é%t qtl) i\% Styvtogtfﬂﬁgng includes the

receiner 412, ébe ctkansrmtter §m4 Ky dBgtor more lacal eisenﬂstodeﬂ(tendm&sDSP 420.
0Ot

The bEPARTR ubdtlo deko A 1Becif® b7 fo iy M Tfe trndfBRENPL16 ana 418,

andckalyo paovides costeal infotninatiohdo éreceygiverdt 1dadra tBE fransrditten414.1f the voice

anqd ﬁ%%ﬁwﬁuﬁc%g s ?cjccﬁaﬁ[)%ﬁl'ﬁ & Sf%gH%r?c%/zgr %?% %;?ace sgls o]f}requencies,

thepersnpgieﬂcboaeosrﬁllm 498t reay ak usad iiry ponjerctibomethi tbe rédedver 412 and the

tra Ff‘ér 442C %Itg;nﬁg\]éelgggs{ﬁf&[éﬁp? ?gr ng?/escgre th"ﬁ%egd fof %I e&grﬁnumcatlons

and T es an ex encr Ton fanGt
ver8di? datat mmrnnreisatiohstfhleexampje,smehm pmrdm‘,y of $ocat omllhators 413 can be

used rom&n%%{ gluFallﬁﬁng?é&%mt.lgg % %S%fggghgtgﬂﬂg véﬁ%b%'{bd%ata networks

41933ﬁormath:as vmtohrleduders bcoih'p/otoe and @@ infespadios eis3&@nmanicated to and
froth ¥ &858%8&%@'}4{ £ARAMRE pEnfehInd BEP BTG RfcrbioBLBrass.
quést TS

res nown
val Thia détadecd deeignadf tbadransteicer 41J1r; cducbras3fr@quemen band, component

sel%cgigR u%oﬁllvc’er"i‘évegaegczt \p‘ﬁ %@g@ﬁ%g&éﬁ% B&%@@Aﬁﬂﬁhi@%t@g %lekvgcﬂg? 9 in which
theastiletdevichd 00iis tansied devberated Fo exanoplgpa ewbiie device 100 intended to

op%%ﬁ ﬁge@gpéa%vﬁgrtkgg rp&@%ﬂ%ﬁéq@a 8&!%@"@%@&%% l8perate with

anyt M@vmméyj of woiem coppunichtiorcnstybrkeegucds the Molitexeor dDataTAC mobile

dat%%%H{F‘ﬁJnkc%Yloﬁ %@tvstlog%%eAl\ﬁlg g&[gﬁl kC‘[ﬂ/lé grgc %tgl S/ﬁgeréja%vé fAfobile device
1OQ3nrﬁeresCl€tdetﬂJrou$g/ ibyEwage ahayebanpordigured to operate with the GPRS data
communication network and the GSM voice communication network. Other types of data
and voice networks, both separate and integrated, may also be utilized with a mobile device
100.

Depending upon the type of network or networks 419, the access requirements for
the mobile device 100 may also vary. For example, in the Mobitex and DataTAC data
networks, mobile devices are registered on the network using a unique identification number

associated with each mobile device. In GPRS data networks, however, network access is

11
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and are not neant to limt the scope of the invention.

O her variations of the systens and net hods descri bed
WO zosumsed | | be apparent to those skilled in tier/estooanuse

as such are considered to be within the scope of the

assB18tat iwith. a ﬁﬂfscﬁb’é?f'ﬂ?'ﬁer 6fr@m%¥% ﬁé‘(ﬁcea')\dg%ﬁh@e@?‘ce typically requires a

g S sed _herein may be used erent
su ‘FP%Gf Weatity mpdyls i eBE), whighys a%qt@remlrr @ﬂdest@ onsipdte @ mobile device on a

Gmmﬁw&at L&d2$ of 6h SRR Wnuridafon ]fgncél)% Ii'lf a g)an%QCo% operable,

2., the nobile device 100 1s
W'{]PBHﬁ the §é\0|‘3’é"°§nd’“f fcMeGide; device aml s veable ta carry out any functions

invBharig0 Rb R RATRLiors3 Bver til %I{aaYIeﬁv?ogk zﬂ@n o\fﬁéra{HaheaW'@a}fy required
andom access nenory (RAl 6, one or

OPE[?iPT‘? gHgh Pﬁ&dﬂ/%@rﬁeﬂcymaﬁl@p deV| ces 428, a serial
por tAftéBOanya rKGMmarrfétv%’?g reyistiRGEN €5r Aflvatidn pggc‘éﬂnr%@ehave been

ort e wirel ess comrmuni cati ons su
Coﬂ‘lf%‘e n%eo?‘ﬂgi \V/'F%e1%°uﬁlaé/y§16eﬁ%n6h@2dmewea¢ﬂmreumeatlon signals,

inofiding bethudsce ank edath \sijnafsl 2ver titd ff‘n@ﬁrmrié gflﬁlgdfé‘dg'nals received by the
nt ennas, 416 and 418, one or nore | ocal oscil
a“%fﬁa Qﬁdﬁ%{“ dhgicommusiczian ngprrre 4d8rare wswpdzmdhe Th@elver 412, which

prcﬂdﬁe@%ﬂ%ugﬂaéﬁaﬁﬂﬁhc@ﬂl&w nﬁé’qdéﬂcya@bﬁﬁ%n%r%mﬁmfﬁer‘ﬂ'fr%achgnrael selection,

d are preferab

et n‘?%’ln’ﬁ’a}é a 5:93‘?/”(5%? %Rt?'??g qgﬁﬁéhﬁo%ﬁw%ﬂﬂ@@g faeigital penyersion of the

redeB/eelsI”gnar alows rﬁ@revmynmcs@édmrﬁ&rﬁébtbﬁ féndiBhd, 's%h %5 dsﬁftgfsdemodulatlon
ven to wirel ess conmuni ca 1 on

a"&ﬁ&‘:?filﬁglqg Q?e\‘?F @megousing dheFadR). i eweimilay manner, signals to be
tranﬂmttumltﬁameotﬁbtﬂehkl 469 fhﬁé!'pﬂgcéégé@em@lﬂQmS%@d*latton and encodlng for
at B pabi lities. Thus or éxa he
T I N M G I
cometsiar, kfre@whby agp %dhv@rf&dnherlt@ﬂﬁé Ognfbhﬂc@tlghté‘ﬁd GRsHiRlon to the
net wor ks, 0 communi cate over dat a
CorpIpigRYon ﬁeﬁﬂo'&%ééﬂ%ﬁ’ﬁ R ddBwor ks are depl cted in
FI Gn ddition tbimomemgnh% %bmmnkﬁﬁg{ glgﬂéis nt;ﬁgm\g% &0 provides for
e separa mu
t'a“ﬁsg{g\)(g?tﬁgmf?it %\% %’@Hﬁ%t@elgﬂ e AAPlipe lo sapmuicatian signals in the

recsivert #tthand mies mnéfmﬁéﬂMDHa@rtfe a@iptivel Q;"onfrbl@d t'ﬁﬁiﬁgheautomatlc gain
ngl e W reless network.

corl P ARREN G, PePechiS ™G B Qlapetahscniven Eontel gorthms coul

alsd b8, implethente] incihs DI 42@ G kY td brovide@okd Wtkﬁ@ﬁ control of the
one or nore local oscillators 413 and t DSP

tranjé@'ver "DSP 420 is used to send and receive signals
to Em:imfcrap]‘bctd%eort 43BYsreRr At MafiddesHHd éb?a?rols%@o@rﬁpopgratlon of the

|nfo mation to the recei ver 41

mo? [%eog?v g(&o Na‘gﬁ/l tynes (P MICIAPIQRSS QIS Lh dnigrgegntrollers could be used here,

or, caitemativel@t BOSIAgIECDBP 220 a&o8idN8k euddde eI RBRY . oRtf thle functions of the
micfosRS eSS TEuFiel eomagsnib a8 e dnplusied i Feant data and voice
conrhanicatioas vare ﬁh’l:ﬁbrr&édi tfirb@gH (rRNDBPL42RN in4hé transceiver 411. Other, high-

rnatl different frequencies are utilized

evd bR 68 heleudhs. SHE" Fe AVSRISTATSBIeRIAN eRlcalen 4244, and a
datd comenaimatien appkuatien EI24Bahhy WeOdtole@GRIth@ Hoh VoRiR! SefhbRy 424 for
exeE B R B BSERA ke BoP it Rohiousnaioion moie 4204
may progident hightjevehiseh mtm‘aidedﬁ)‘éretmﬁ o tVamsﬁﬁt aHAGeE&@voice calls between
the 'nng% %Elcé) r]I’Oolasnd ap ur ca} 6etﬁ|er v0|ce or dual-mode devices via the network
419. Similarly, the data communication module 4248 may provide a high-level user interface
operable for sending and receiving data, such as email messages, files, organizer
information, short text messages, etc., between the mobile device 100 and a plurality of

12



10

15

20

25

30

35

fromthe transceiver 4 via a |link between the DSP 420
and the m croprocessor 438. The detail ed design of the
WO t0anmees ver 4 , such as frequency band, conpet®eOA2004/001561
sel ection, power level, etc., wll be dependent upon

ot BOTHEY TR 4 e ¥ baihebl I3R! o meracts wi
othaobéice dﬁ)sysiemi;p&dhrﬁsemecdsﬂlay opE rtﬁé eRAI\m 426 l\khetathnhary input/output

(I/Cfnel&% FEMS @#ft thgngeré %ova ettb 432 dﬁ\SI gpea er 434, the

mictaphouai 438 itka shem-\m‘fgjescommuhwaﬁarish@bw&lememmranﬁ)aérg(Tét@er device

e data,c mmnl cat i net wor ks, AMPS, TDMA, CDVA,
Su%éemétggnerau% %‘g% e device 100 intended for

useSome bl tr@prmbewerbe showr ingEIG2d 2tp@rfome bemenumcbhon hetated functions,
WhGPRS ﬂ{ata ?)omtmn i cation et,,vvo %2, g tably. some
YERMINC PO HEY \%ﬁ'ykpm fef¥ s°ro?” aY'e &Hlf '%ﬁ Jiptably, so
subsgstemsk suchh atsh thee rayladtaed 432 and etge adigglay M@ alagobdoeused for both
end| n

COTTH@C%)?O"H%@%?O#L?V& 8% eﬁtfgng taht X @Sgssag% 0P Prgnstrﬂigsion over a
data e:qmmmnbrs nétwork, rendndglviceaesident denclions sagh ad acalcalajor or task list

ﬁzg n _the Mbitex and DataTAC data networKks,
o”?‘}ﬁ%rl g}é&‘%%’écéwa?e regi stered on the network using a
uni Qperatiole aystém caftwere veedilsrtha ssicopatcessoni488 ispeiferably stored in a

oo BB ST YLE8 2 A 128 o PEHSLBI LR ot may oo

impteberited, dervemplet\ aSRRBaske wiecwry ypparidny, ar egnattery acked-up RAM. In

addstlot?%tﬁ étl\%) Séerafjné; yS %n W\S{%L?(anro LI\@/Mw%!%verngpﬁg,Fg tr?eqwowidewce 410,

thelnooalolatite mennorye:tzmndﬂudmmpluraha/tofcsnftWalreohoduies 424A404 that can be

ol PRk gt 19 bl 53 5P ity 3,00 Lmmcatn
module A24AnG datancomhmabicatios moduleth%&iaamd aenlwaﬁtk( a&f18ther operational

mo&éﬁg 421[\5]%} cgpr%né%ﬁﬂa] léyYurélﬁ)? gf 5tﬁ9r fOR& oﬂg' % gfo\l*gl%%aa% executed by

ener gency’c er any require
therreigraprocassarmd 38 arai:pniovaieiaahngpﬂmeédﬂe@ehmtweereemser and the mobile

dev(fc%rr%(?tﬁ\% mtt&?ac'got?blcglly ﬂfl'ua S %O&agﬁ}%t&%@g@ﬂt erréigiggd through the

dlswa;&eta%teaﬂlggwgunmt/@ptpoggw;;mnh pltqmllebwhrau@ thBiaymidiary 1/O 428, keyboard
43ing@%@’i%ﬁ%aﬁc{]%lc@%ﬁ}%ﬂgql@élf%% B?%%fé%se)?s?%u@e\%ﬁﬁ c%()lce applications
or rpodulésjem' plads tBergnfaImaamﬂ feimposaarily lvadéd Men@atﬁmre such as RAM
<o BV oG 8, SRBASL Rl B i ey A8 omorary
stoted tdiRAM dIZGCmfver perovaneftiyt wiitingdberinvech fide gvﬂémdbq:aigd;in a persistent
Sto%g#%a%gqpé E%Sﬁw gp on functions, such as digital

ation a to be erforrred usi ng the
DSPAA 28emplagy apptichtion mnadmier424lsi|tgatamgy be Ibaxledrents ithe nobile device

YR P
104 83 s Aoy P AR PR et BTN . son
as palendad edents, appeintmentsndnd sk demss Bis diagiutead24Nomanalsognteract with
' . f. i ' ri ,

the&%}éf{{oﬁgﬁ{ﬁc‘%&ﬁ W%‘}%ﬁrﬁ @gﬁ‘éﬁE@g&{Bn%ﬁé Eéll@, V86 mails, etc., and may
also interact with the data communication module for managing e-mail communications and
other data transmissions. Alternatively, all of the functionality of the voice communication
module 424A and the data communication module 424B may be integrated into the PIM
module.

The non-volatile memory 424 preferably also provides a file system to facilitate

storage of PIM data items on the device. The PIM application preferably includes the ability
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comuni cati on network 419 via the antenna 418. n
addition to processing the communication signals, the
WO D8F02028@B al so provi des for transceiver contr @CT/E81004/001561

exanple, the gain levels applied to conmunication

o G B syt 5Bt b5 EE0, 5 SRRl b g8 e an
congraoticationahgdules 429, i4mbIB eviz tHeadird g st heaw OIRE 448 OTheP e data items are
ransceiver contr o

prelei AL Rt BeelY M EATale P oM A0 apd o @i gl Trigrnetworks 419,
witmemmrrﬁhp@r&ﬁr@sétwtdam itens tskoeed baasaﬁiat@d with Ehbost computer system,
e R AR A R Rl e

of mmemtpmb}@asseﬁrssmmmat Nexs0 phrtially eeeodedudlenla litemss asl well as fully
ot e tarPh 7o B bR iR Bedrouieaditer B Bt Tagpie and non
perdis@nt siove bdoheds therRaMi428t Bach ihfonaltionmayiimstéadibegtoaed in the non-
o Bl e SR SR BRRA L BHHL) Tk suc et
infdnringﬁdre@lrerpomwnbmtnemommobn cafter dhds skwed Hovavew, ostormge of this
infogrgﬁﬁﬂénggé }R%{il{ll gg@lp% %ri({ oﬂa%%sé ﬁ;znorbrgerg?%rﬁgatore is lpﬁeferred in order
to ermares tHantthe énforemadioy mm‘asbdrfroerxamm(nrwwtte_p theemobile device 100 loses
oy R PEEF L SRR BTNy shARIE T s gagoses o parsay
decoded inforhatibm by repevigha endnwry chkip $nont thamdbbile clevice 100, foeexample

oo e BEREEAL R ALLS VRREH SRR LA o piacr
the Slenick A10Dyn ah haelcﬂaad;eacradimmhnch: adupdes thedeliel pt43Mhefythe mobile device
1ol 368 A g ARSI B 190y o e e
to driablesa usuerQarsetm‘efelrerfoes ferougman skterrtal tevite uesm‘ugaes application, or to

dovgrilcgﬁ%%tgg%%gpgc éel, EZﬁYer ?%téggﬁﬁqﬂfylpéﬁﬁéﬂﬂlé% path may be

eV|c s V1 d net wor
usedi tor mmoa:remonypﬂksﬁ key sotd teededtes whith iotahemorelsecure method than

excﬁ%ﬁ? f@ £hS tl(ﬁ’]u?l r n&?‘;le }'I%)QNII%Y sé%‘?e‘maﬁleMW(#ﬁa@es tfcg} other wired

npu subsystens 4
doverdoadapathe mhay4iad prc1vlded keyrhmmodlleﬂfaevlc& 1@0,spedlition 484y instead of the

serltéaE ggrg'é?é?nﬂﬂ%%ggﬁg(a ’gnL?/é]% %ogjéc{/ gﬁggag\%ﬁbgé?w 2%3fmilarly equipped
pergemat campytedesi gnat ed as 442. Sone of the subsyst ens

sho dl{ cghallzlaﬁﬁhc]aﬁorp%% er Suzf)ﬁglﬁg%yc% I85Herde!)r%etge mobile device 100

fun |ons ereas o
thréugbsthe envetworks 469 thenrigb eanf amojtanoHQ sumyﬁbrlnyé}zasdm'eugh the serial port

430, g@%@ ﬁ{)@gshgzte%ngcﬁorh %Hllégﬁ'&%asrugsﬁgm Q;Qﬂ %lht?rcgjgﬁ pJn?%ther suitable

commini ca
subfsysten 434% and undtalied tena esemig the nemwoln’elssrageomc#% or RAM 426. Such

fleﬁaélwzﬁgé@@?@%ngiﬁgkﬂ %ﬁh%&ggﬁ%@fﬁﬁétfoﬂglpg%ﬁ Y}%ﬁbbﬁé‘?%\g?(e 100 and
may ipsovide eobdreed RDAJavigeefufictivos coremudipaticntrietadeds fusictions, or both. For
exaﬁ%,ﬁ%ﬁcﬁﬁéjgggnﬁ%i&n& @pﬁﬁc%ﬂ&?sc mogna%?@ eie%trBﬁigfc%WérXe functions
and other such financial transactions to be performed using the mobile device 100.

When the mobile device 100 is operating in a data communication mode, a received
signal, such as a text message or a web page download, is processed by the transceiver
module 411 and provided to the microprocessor 438, which preferably further processes the
received signal in multiple stages as described above, for eventual output to the display 422,

or, alternatively, to an auxiliary 1/0 device 428. A user of mobile device 100 may also
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persi stent store such as non-volatile nmenory 424. The
non-vol atile nmenory 424 may be inplenented, for

WO zoanples as a Fl ash nenory conponent, or as BEIWC&I0p4/001561
backed-up RAM n additi on to the operating system
whi ch ?ontro functions

co ? f ; hs nﬁ h is preferabl
RRPE AN (NG r’i‘8rﬁe '{981 H}GF?%geﬁeH%’P%/ YPRY| c?éswa'c preterably
a cpinpletd alpliarafmeriaf keydoardnaidwut sn HAQIWERTY bte, @ithodgh other styles of

corg. b e R APE oD Ane AR bR Vo gso be used

Us@‘amautcmmhmnmoante devied00 s 4urdidr enhencedolvith & pluyality of auxiliary /0

Rerat i onal, 4N for carrying.qut .a ,
oy A8 TG BERARina: TuE haslcapS S dpicrBac. a variet of
switches, it mdkebynpim Bwittlg, remq:) The esmposeti3dataitempirput by tree user may then be

rafdafited S tne QibAESGATNESRs $19 58 e FndclfglRBulg 411.
gr apher #le mohllmodmnrde 1000y ioferchtindn ncaugdicé bemohusichtion whade, the overall

op it hg b HoBEE RNy B 51 4o B9, Bttt receiv

sigmals acqohrrefwabﬂﬁ@e d[hmJtdpelneaspeayesyS‘t any vejseidgniats fibe maogmission are

oer Bt B i 15 opBbn S sl PEph B SUFRTD el syl s o voiee

medsgef macofdirgd subsystmnat may. almrtmo\weplemeetedi urcthe mobile device 100.

t iy |

BTG Yo SERSHTRN, B D3t FEERHEY AP groven e
speayart 434, lthoec displdy 1422 angyealso beaised $o prwu@mhirukzatidn‘eoﬁhasiﬂentity of a
col P, #8 oo B TG RTaRHe o bARey oromvie
the| micosprataseor #ﬁ&agecommhdﬂpna\pm itoatvome poromudicatiprPbDidule and the
oper d{qt é&%%%ill ts'ieaﬁvga f&etgcﬁl tggg:% Aﬁ\ll' :‘éSﬁ‘t ﬂ%?té%P |P1n rﬁ*raggrﬁl of ‘an incoming
voige ¢dil arbeilspdayoeormmamWIMZmn nodul e 424A for managi ng

phoﬂ%pﬁﬁlr%’gq(e c\,’o%rﬁﬁmmg&!?g% ’sugéfst iﬁg fléTQI)éo %c?@dednih %@Holblle device
10Q: ofheu sulesyisteom 48n thagt |heludeieetna|rtfnaae$|dewsem assocnated circuits and
corﬁ&&n%h%?ég eslgért rﬁ%]&éﬁ f= zf‘%&% ll‘v%?’{)h%}gj tél%cgl%%%:%éﬁée:%&ﬁw module or
an 8@l modﬂthqmyarbple; totprgyvide &l comwinidationPivith sinellarlg-enatyled systems

-val at j y i »

and SR1S 3hbhe pRRAEI 2y RAEHATATAS sty PAANHO8R, d02 11 reer
sets o specifications] revalatie dopi rttteatnsmwtq) peEEctichl anth Elaatresics Engineers,
relalttigg é(?wrlalégél #%sérgﬁn%&%g%t\gﬁ&% k‘ﬁ V\ﬁjr%Fe@s 'Ic}cglggrg% gbg&abfr‘lgas, l?é/spectively.

corrﬁmméscsze&msj rndookiheds’ daid Mmayiidel Boreydi in onkor wiare datasstores. The data
o8 Nty AL DSt 08 PR o, sun
as RA, ROM| Biash ey KEodr01ming hlacstuiotiress povgtamg g yarigbles, etc
o 8950 0Pl AL RBTOAAC B 1% 5, AR ARTEH) Sorg ot i
databases, a@gcamatreemmm lor @thearcoimputesireadable mediat foxtuse by a computer

ro?{g SCts representing at |east partially decoded data

P ens, as well as fully decoded data itens, are

pr eThe aystgms tapd etietbads haynesh piayidgdvancmanydiffereny types of computer-

rea&%l@trjnécﬁa mud?R&QSH\BU%? %'ﬂ;rage mechanisms (e.g., CD-ROM, diskette, RAM,
flash memory, computer’s hard drive, etc.) that contain instructions for use in execution by a
processor to perform the methods’ operations and implement the systems described herein.

It is further noted that the systems and methods may include data signals conveyed via
networks (e.g., local area network, wide area network, internet, etc.), fiber optic medium,
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store such as the RAM 426. Such information may

instead be stored in the non volatile nmenory 424, for
WO sanpises when storage intervals are rel ati vebgr/ehzonog/po1561

such that the information is renoved from nmenory soon

after it is stored. Howeyer, storage of this :
car IRt PSReTH G SaRIcn S5 SmisERE Wi ol grdngig fata processing
devites- Trer ¢4ts siginklsiaarcarry anp oe &k of thd datadiseloked Heveie isatiieprovided to
orfthatdt\rllle information is erased fromnmenory when the

POBPP&VH-vi ce 100 | oses power. This prevents an

«unaut hori zed party from obtai ning any stored decoded

or partially decoded information by renoving a nenory

chip fromthe nobile device 100, for exanple. The

nobi | e device 100 may be manual ly synchronized with a

host system by placing the device 100 in an interface

cradl e, which couples the serial port 430 of the

nobi |l e device 100 to the serial port of a conputer

system or device. The serial port 430 may al so be used

to enable a user to set preferences through an

external device or software application, or to

downl oad ot her applicati on nodul es 424N for

installation. This wred downl oad path may be used to

| oad an encryption key onto the device, which is a

nore secure nmethod than exchangi ng encryption

information via the wireless network 419. Interfaces

for other wired downl oad paths may be provided in the

nobi |l e device 100, in addition to or instead of the

serial port 430. For exanple, a USB port would provide

an interface to a simlarly equi pped persona

conmput er. Additional application nodules 424N may be

| oaded onto the nobile device 100 through the networks

419, through an auxiliary |I/O subsystem 428, through

the serial port 430, through the short-range

conmuni cati ons subsystem 440, or through any ot her

sui tabl e subsystem 442, and installed by a user in the

non-vol atile nmenory 424 or RAM 426. Such flexibility

in application installation increases the

functionality of the nobile device 100 and may provide

enhanced on-devi ce functions, comrunication-rel ated

functions, or both. For exanple, secure comrunication

appl i cations may enabl e el ectronic commerce functions

and ot her such financial transactions to be perforned

usi ng the nobile device 100. When the nobile device

100 is operating in a data conmuni cati on node, a

recei ved signal, such as a text nessage or a web page

downl oad, is processed by the transceiver nodule 4 and

provided to the m croprocessor 438, which preferably

further processes the received signal in nultiple

stages as descri bed above, for eventual output to the

di splay 422, or, alternatively, to an auxiliary I/0O

devi ce 428. A user of nobile device 100 nay

al soconpose data itens, such as e-mail messages, using

the keyboard 432, which is preferably a conplete

al phanumeri c keyboard laid out in the QAERTY styl e,

al t hough ot her styles of
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conpl ete al phanuneri c keyboards such as the known

DVORAK style may al so be used. User input to the
WO mbitesoxievi ce 100 is further enhanced w th ap@it/anzlosnyiset
of auxiliary 1/0O devices 428, which may include a

bwheel input device, a touchpad, a variety of

*ches, a rocker input switch, etc. The conposed
data items input by the user may then be transmitted

e nuni cati on networks 419 t he .
O oL I BRRIP B, SO T8 BT RE Sl oL gnplng secure data
stor@ﬂejhahe dgvite) whevein te deviveLls codfigucablenodmmrhilrdcatey everl d data channel

d [
wit Rl sl e chs e S8 e B B B si gnal o
ar erepeieihguséx igertificationdnforrhatidntfeons pmaéoeerndl%canityl inforincation source;
R DO RPE 5 S el FORRo

the @sviae;voi ce nessage recordi ng subsystem may al so be

I d h bile d i
or P 6 i S Tntens ForlpiTasties apliBlefdineg S8
pr | dm«;nn’mylng hbaneghundrrethspumed 4A34r dehtrfn@lus:plua‘prm:ﬁbnnw@ther the

secfic G SiofTe I8 EyR4nE Bt g e oY

ot her voice call related i nformation. For exanple, the

m cfoproces vy onj ' t ' oo
2. ContinrEIRRSR SRR e MIRFEHEE SLpE i o WrblaEe ¥oR€ communications
devmefthwaneeenvesaymdemsagdseomalal wirelessesomrhirdieedtioos network; wherein the
| nf rmat | comng voice call and display it
dat% ‘1%’838[‘2%6133 e}gibQA short-range communications
subsyst em 440 is also included in the nobile device
T 4 cl [

3. and srs&geérﬁaif ég%c?rﬁqcfn gg%ﬁ‘d&@oe%gﬁgﬁ% ehmt\? qéf%qngtﬁ% SSurce has a
locatioarprexisatpesuRR thatnthe eixteanal (sacumyj infarmstiom sagrca can communicate with
the%gwgé%eﬁéﬁ%ﬂgglcﬁar‘?&l lu%ggaw (-ggldgal °d exanpl e,

f'of “communi ca arly-enabl ed
systens and devi ces. Those skill ed | n the art wll
ap Cj t I t -
4. S e%ﬁeoﬂrngghg)g Co:? ?Facl:rg Ff glﬁér%ﬂwag ;f,{ rﬁ‘?[]g(?r O§ glge &ev]%eelg Faﬁglﬁtebgaderemplent of a
messagE|seot tol thaldewine, hereinrepseaond Enefi inaot able telaatasadhe sent message
S r I
bec\%see kh% c? \Avgc%ktzo%@?lé)é géec(:?/ \r}ﬁ'f)w Lﬁég ﬂ];é&g gﬁgd fton Hla(ﬁSﬁ froa1 an external
seodatyanfnmyatm sumeed in one or nore data stor es. The
data stores can be of many different types of storage
devi ces and programm ng constructs, such as RAM ROM
5. Fl aBire metrmdyof gaiognawhenegw thet deviter nattrecawing prefgr ausei idgntification
t .
monr%Hd’]‘P k]%ﬁ)ideg tﬁ? dte¥|c§ rﬂ)gterg% Jlrgf;aggﬁfzs?rn g}eéﬁ@ag{)rg?ri\fgbmatlon from the
extdaﬁbsacnntdaﬁfaMtes sowicegr ans, nenory, or other
comput er -readabl e nedi a for use by a conputer program
The systens and net hods may be provided on nany _
6. di f The emethadygfedaiof 4, cumgeinehe extéandl seawdy infonmetiadiseygree includes a

sec&ﬁﬁf&éﬁntiﬁﬁ(}éa%‘? ARE HHE SN Selbna (2 BIM i S&Rle & the first user

loaned the device to the second user; wherein the second user does not have the proper

CL

external security information source for providing the user identification information that

corresponds to an intended recipient of the sent message.

7. The method of claim 6, wherein security credentials are stored in the device that

encrypts the data.
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flash nenory, conputer's hard drive, etc.) that
contain instructions for use in execution by a
WO psoBsedr to performthe methods' operati onsP@RAA2004/001561
i npl enent the systens described herein. t is further
noted that the systens and net hods may include data
signal s conveyed via networks (e.g., local area
8. netTher imethodi f aglaien Betwimréin thet exteetal setwrity, créddrgials tag or card

cortBiriSafEfl HEIBIEL VBla WSS, cdhrhimERBol EhlffefS. 1

devi ces The data signals can carry any or all of the

O Govie HGEET JERT el ikitin; Be”BREPET Reb e ietia,ten or care

conpmurtesss togthd eevice viagm dxtardali daga lmh:ure data stored on
the device, wherein the device is configurable to
communi cate over a data channel with an external
10.seclhe mgthodfobclaew il owhareinrtbe dateds decreedonl agenpmiad onfje basis before
the rd%f efsvéeﬁgtout?‘lg rde\/fgg %lj ér{sﬁﬂﬁé fiat aﬂflﬁé%d r%gllp ern?gblkrh%s access to the
ernal  secdrity i nfornat
secaredatatanl secur i ty i nformati on sour ce has a | ocation
proximate relative to the device; wherein the user
identification information identifies a predeterm ned
11.us efhe methed of pliaimy 1, Wheyeih thp datatisencrgpted by thaidaice.
identification information, whether the secure data
stored on the device is to be accessed by a user of
12.t heThgemethed df claihd, mivereinl thef data & iman, encnpted formivehile stored on the
nggé/sj &e?nd s a wWreless nobile comuni cati ons devi ce that
celves emai| nessages over a wirel ess communications
netmork wherein the data includes an enail nessage.
13.3' F&eg{éﬁ{ '&%’( c?glm ?'wrne?'em %E@leﬂt Fpgdrﬁ?ﬁ s?rrafb‘;rllstores rules in a rules
securi INf or et i On 'S pr oxi mat e
datghase foﬁmleMEn@)Mhet daia fQTébeJde\tlge isrié be ﬁacliygiﬁdsour ce can
communi cate with the device; wherein the data channel
includes a wireless data link. 4. The nethod of claim
14., wher giethad 6fi elgim ddewherein the riesi databasedn donfigureiddo check email
rec&iféd B{é&rg witble8s g&?ﬁ@glﬁamtn&ﬁo&ng dg%Yflnﬁ'I% wﬂgiﬁérQHQ iffoming email
second user 1s not able to access the sent nessag
is th be enepptet dorgespecificdecigientot recei ve proper user
identification information froman external security

information source. 5. The nethod of claim4, wherein
15.t heThievieteohof dlaimeildi mpersimpee ruleer dataasei slogest Leer identification

inf%r@éﬁc%rf@P bS u P ??ortetﬂﬁlalﬂﬁ?( Qr?dé‘r?&néri&%‘n‘ﬂl ity user

Ication informti om the external security
i nformati on source. 6. The nethod of claim4, wherein

16.1 hereX hRRRKY cgf@l‘éh‘ﬁ 1Y WhBfeH T HQ\ﬂc mﬁéﬁe%s'é"%hb%ﬁﬁeras identification

‘'security credentials tag or card erein the second
Infqn@ehorsfrgmetheh@(t@raeh %e,cumy infpemations sourse ianil g Adklict kay from the rules
datgﬁé‘a" Ce to t he second user; wherein the second user

oes not have the proper

17. The method of claim 16, wherein the device uses the received identification
information and the received public key in conjunction with a decrypting algorithm in order to
decrypt the stored data secured on the device.

18. The method of claim 17, wherein a user's attempted access of the secure data

results in the device requesting subscriber’s identification information from the external
security information source and results in requesting the public key from the rules database.
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external security information source for providing the
user identification information that corresponds to an
WO 2ovsenidesl reci pi ent of the sent nessage. 7. TheT/aabrdvamdo1set
of claim®6, wherein security credentials are stored in
the device that encrypts the data.8. The nethod of
claim6, wherein the external security credentials tag
19.0r Trerrdethodoticlpioal & whebeih fiite geaw icably taview Whe sdapes data if the device

communj catji ons .channel ., 9. .The..net had. of .cl ai
et Rt R e et wier donfaiplrittoRratniy Mefer e gocure data
stored mine dadicsis to be becadsed b ausar efithedédcaral data |ink.
10. The nethod of claimwherein the data is secured on
a per email or file basis before the data is sent to
20.t heThdaviethed fob clagm 4681 wheretrhthie external tseowtityl inferaigtior sburce contains a

only ,ha cess .to the secured,data. .. The. nethod of o
sub§eHner s enfficaiRh 1t el S8R 0 iusgrig S HERHESfrE nformation is
alsdléntdihed inthdndesodatatbaiem 1, wherein the data is in an

encrypted formwhile stored on the wirel ess devi ce.

13. The nmethod of claim 12, wherein a recipient or
21. adriihel sitthatl @f ciror@s whateiswhen a subb@bed atishease vieor the data on the
oo, S0l R B ol S ey B rppaon o e
externélegculity ffereatios souncé iagd obthirtsaa plteic ke fram the edes datdbase for use

o By WA R GO0 SEKER A

specific recipient. 15. The nethod of claim 13,

wher ej rul e a t r. i i £ [ :
2 VB e & 495,20 RBRSR L 5lSst S8t ISP I PR v v
the édentifjqation mferhrgation tdabtaih@he Pheatemidstat key; whexeimtiid private master key

s oo et F s BBy PR B TC nal security

i nformati on source and a public key fromthe rul es
dat-gbha 7 . 0 | & rei
23 devﬁ%e%gtshé’é ?fhclg'?'eg’g\?'eé;rgmi %]é:ﬁ)fp?'f) F]cois P%\rqgﬁnﬁc# rrrFe?Hﬁ ce)% to secure tfe
datapd thehdeviaecipiovds tp ptevieot ikgmibeingoemoned;ivdrereintie data is secured on
I ' | gor i . e r :
e S0 S DY 4 W PGP SIS fcossing o
device,if thb @eeice isdoarssr tosinathee ngerear iastolensordéstt he secure
data results in the device requesting subscriber's
identification information fromthe external security

- 24.1 nfthenatetrmd efoalaive 1arvehereis uhe Snéoming aiaés réceyedhley a server over a

. li tr T,ul. b 0 L
il LGP HABeHL e SpO8LAPES &, ryHl SefERE S betermin i e
recela¢chdath ist tocbecanerypiedifor e speciticdath ssciplent@od debice cembination.

user identification information, whether the secure
data stored on the device is to be accessed by a user
25.0f ThHeemdthod of claim 1, wherein when a user of the device wishes to view the data,

the device obtains a decryption key from the external security information source so that the
user can view the data.

26. The method of claim 1, wherein a cryptographic key generated by the external

security information source is secured to the device.
27. The method of claim 1, wherein when the device’s user wants to view the data that is

encrypted, the device sends an encrypted device identifier, a challenge and response to the

external security information source; wherein the external security information source
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20. The nethod of claim 16, wherein the external
security information source contains a subscriber's

WO 2adenrasbi cati on i nformati on; wherein the subspti/oa2008/001561
identification information is also contained in the

deté{ﬁéﬁe% '*@%%g@ %Sbgq% %%Hggrret hog gegoyﬁc!gabdagFé%BRW}e?;r%ic&ved challenge

anddibei eneryptddedwncee identified; ewherelno basecapdm Eheseohemal equrity information

sou'rt.‘%?g eh% rgér{lo S Lij all OQt:’)J{ eg(?e Eﬁ%@g&rqg br]%(rkneqr(@ ?%%n Y Lné)xtes the key
uar‘rgﬁlhe&hdldﬂngbawberiemrthaé(ey syserhéo tlhewewe:elamddetmedrbyl thegdevice to view
thng{h ther to allow the subscriber to view the data. 22.
A& met hod of claim 21, wherein the wirel ess device

conmbi nes the pubic key with the identification

g | nf t r

the/?r{ 'ZE@ ths 18 gg&%}( Egn %Séé %&%%g qé% ev&MA‘fér‘?ftﬁb device is
conﬁgmrelsle ﬂoycctmmudleaueceves asiata clzalnerh\ethnwn exterodl sdcarityn information

erel.p.encryption of the data is perforned to secure

sou eE%Fr'S?@cﬁ the device in order to prevent it from

beidagp precessint inalestions cotfiguckat ta reseiweeser étentificatina information from
the%%‘éh%‘?;&%ﬁ .h%?rRSffén #o%rc?e specific user in order to

sers trom'accessing the device if the

dewvhmemé,hda eatmml secusiinfrematioesource has adoedtion poeximate relative to
thel 8?&3 24. The nmethod of claim 1, wherein the incom ng

8 a’'received by a server over a wreless

corwhereiodhe uses identification infororatiok édenlifflesca predetermimed vser:

to

t ord 48 BidEetting, InghriSichEESHYRAed 'R ey wREHEP IO/t inormation
stor2g. orTHbe nagvived isoto dleaiancessedhdhasedh upioanthe weaesivedf usdreidentification
Yi§e Wi shes to view the data, the device obtains a
ecryptl on key fromthe external security information
source so that the user can view the data. 26. The

29. mt;ﬂb@gﬁtg’@ fg 8?%?8 p@ﬁ g:vﬂre‘i’esgrﬁ{ ngl%o?rmurﬁcéi@ﬁs deV|ce for handling

info

ener Securi mat 1 on sour
encrwt@b@maddnessaga@ s@md o, the7devites wikargiodthef devicg is ponflgurable to

cor?(\‘ﬁﬁin@ét@ ovges dtatbe Jﬁiﬁ\ﬁhﬁﬁ élz aH%‘iferH\Qgs burity cYéo%\“/tnleQ?mfgﬁﬁa?ion source,

'S encry vice sen an’ encrypte
whefeinitbe dedemtecelves emllmsam@@vemdmreiw@@w@catms network; said

sys@ﬂ@érﬂﬁrﬁ @ecurlty i nformati on source; wherein the
ext er na ecurity i nformati on sourcedetermnes if the

requeans ffor recekwing i usef ridentiicationi infermation fFamedhe pxiternal security
cre&%ﬁafs‘?@ﬁwﬁ%n%ﬁ de€nge and the encrypted device

wher el h, based upon the external security
i nfwhereinitemusasidentfieation infermatian idantitigs g apeaficyserit he

ext,ﬁgg@lh ﬁé{%hﬁ.b{mgnfo V\ier eP ﬁQQEEﬁv&PGE&I ﬁj%nﬁﬁ}%tlgt‘?xmormatlon

using t I en I's sent to
whetber & secufel en@lluewagg stdred @e\ﬂne: dew@e {5 tovbe n@e@ia@ctaandzs'ewed by a

use@gf@gra@(,mﬁus for operation upon a dat a processing
erein the device is configurable to

Comelﬁéh%eﬁeml sequsityscredenials infarmatioarsograechasad location proximate
relativE 46 'the deDit@ SR tAB the external security credentials information source can

communicate with the device;
wherein the external security credentials information source includes a security
credentials tag or card which communicates with the device over a wireless data link;
wherein a first user of the device is an intended recipient of a message sent to the

device; wherein a second user is not able to access the sent message because the device
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source, conprising: data processing instructions
configured to receive user identification informtion

WO taosnnasbe ext ernal security informati on sour cECT/GABN@DLIS61
the external security information source has a

doelagrg trt'?cgeEVﬁ? érf%ﬁ%rgl?slteg #eﬁhf?égkiﬁﬁf%ﬂ'}*}g% grt%\” ﬁg’sexﬁgr?arl es'egurii-tp %redentials

infopmetitet soundened user; data processing instructions
configured to determn et her the secure infor i on
ot oy hSfhn ey et ok Rt Bl ledr el SO e 6T B the rutes

datateasei ved user identification information. 29. A system
for operation upon a wireless nobile conmunications
device for handling encrypted enmail nessages stored on
the device, wherein the device is configurable to
communi cate over a data channel with an externa
security credentials information source, wherein the
devi ce receives emai|l nessages over a wirel ess
conmuni cations network; said system conprising: neans
for receiving user identification information fromthe
external security credentials information source;
wherein the user identification information identifies
a specific user; nmeans for determ ning, based upon the
recei ved user identification information, whether a
secure email nmessage stored on the device is to be
accessed and viewed by a user of the device; wherein
the external security credentials information source
has a | ocation proximate relative to the device such
that the external security credentials informtion
source can conmuni cate with the device; wherein the
external security credentials information source
i ncludes a security credentials tag or card which
conmuni cates with the device over a wireless data
link; wherein a first user of the device is an
i ntended reci pient of a nmessage sent to the device;
wherein a second user is not able to access the sent
nessage because the devi cedoes not receive proper user
identification information fromthe external security
credentials informati on source; wherein the data is
encrypted based upon the security rules stored in the
rul es dat abase.
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