ENHANCI NG BI OVETRI C SECURI TY OF A SYSTEM Background As users of
processor-based systens place increasing reliance on their systens 5 and

t he dat a woana3sss3such systens, security concerns increaTaN20@/gpiavi de
security for such systens, oftentines passwords are established and used to
protect access to the systemgenerally. Additional passwords can be used to
protect access to particular applications, files, and interaction with
renote sources such_as bsites accessible by the system Still further,
Gecuri ty can be. pr RN EGVETRICSECURITY A AT 10 However . vi th
the various uses of a system a user can be faced with an increasing nunber
of passwords, which can lead to |oss or confusion. Accordingly, sonme users
sel ect a common password for manyBdclfdrement types of applications, which
can greatly conprom ge securl)tﬂ?/. Some systens pr.ovi de additional security
by way of sof¥ BSPHLOLPrASPEREDPre sysfems ilene, inpisAsing Aplnee oRgiigir systems
progessoE-thaded Aei 68 SudH §sRa BREGHMELeths bG8 T gﬁl?) acts as
an identification apparat ugy. Homever,y\g ugerS 1s§&gnf§)ﬁrey p?ggesﬁﬁcaltel n any
nmovi ng SYFk srstewa,) ofiersinagyl passwarglrarorestablishedoand: heedstenpmitect aecess e tlevi ce
perfor identiificati.on process. For .man rposes, however, thjs kind
of secu iq't?l)!i/ll ﬁg%eﬁ%h‘sr@i&cggﬂ%aﬁ RPyon S AB U ugeé’g%? ipé?teﬁeg‘ifﬁspfq gHﬁrt’(YPiaf he

Dr awi ngplications, file§3and ihiSrartich Wm&einb%pio%%%@tshé}ga@ﬂ'ebsliﬂey_ﬁ&de@éibl_%%yﬁﬁ@p' ng of

digits in accordance with one enbodi nent of the present invention.
FIG 2 System. ditdliusthen pesurisheanshersetided by encimptionefditenanddatact i on nappi ng to

a ssword e i 0 r ] 0 odi nent _of . t resent

i n\egnti on. Zkﬁ%%r:% ?gﬂgﬁglg&%ggggk%%fg%g&gn% ﬁoasqro?anggﬁgﬁgq%i Wd%aalbassmrd
i N acconclessirg mithberarfeaesvineds, veiich efh khdtdloesenéonfili@nt Aétbrdingly, sofit G 4 is
a flow diagram of a nmethod for, password authentication in accordance with
one entBEiE RSt &f cqrﬂlgobr@gwrdiﬂggémqyoﬁgfferent types of appligatiens, svhick |camy

di agr amgr@itlyaofirbatte s@durgner ating a password in accordance with 30 an
enbodi ment "of the present’invention. FIG 6 is a flow diagramof a nethod

f or passwor dSamehssistemsapiovivlei additbmni danoey by way of some type of biometric
15  sensor. For example, many processor-based devices are equipped with a fingerprint
sensor that acts as an identification apparatus. However, a user simply places/slides (in

any moving direction) a single finger one time on the sensor, and the device performs an
identification process. For many purposes, however, this kind of security mechanism is

not strong enough.

20 Brief Description of the Drawings

FIG. 1 is a diagram representing an illustrative mapping of digits in accordance
with one embodiment of the present invention.
FIG. 2 is a diagram that shows both digit and movement direction mapping to a
password element in accordance with one embodiment of the present invention.
25 FIG. 3 is a flow diagram of a method for generating a password in accordance with
one embodiment of the present invention.
FIG. 4 is a flow diagram of a method for password authentication in accordance
with one embodiment of the present invention.
FIG. 5 is a flow diagram of a method for generating a password in accordance with
30  an embodiment of the present invention.

FIG. 6 is a flow diagram of a method for password authentication in accordance
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1 CONFI RVATI ON COPY WD 2011/ 038533PCT/ CN2009/ 001114 wit h anot her

enbodi nent of the present invention. FIG 7 is a block diagramof a
syst em f owOousa/088338 one enbodi nent of the invention. Defrari@to®@ascriiption
5Enbodi ments provide an enhanced secure identification process, e.g., for
systens having a biometric sensor such as a fingerprint sensor. To perform
identifj.cation in i : odi nrent of the present invention, a
user mwﬁb?rg@éer&mrbﬁgﬁlg%rg%gﬁ%ip&ste elﬁgérﬁ ingers or toes) in a predetern ned
sequence or WIGJer ina Blosemsapram | of seyEemnfirenentvithi ars gmbbdimeseof thy sl i de
adigit, in different directions to make the scanning 10 sequence

di f f er dRYENUSYen when using the same finger. In this way, identification is
nore robust than a single input style, as even if a malicious person sees
whi ch finger a user places on R&ic8MReériptita My not be aware of the order
and the sliding direction for the specific finger, and thus will not |earn
t he Spasswor dEimbedintients grrevitle iamgnbamﬁf seques islentificasion areess Sefliefor syFems
different.digits (Wth or 15 wt t di ' L orm a
passwor /g g&”?rg%t&c r SRS SR % %(}‘g] e%r%g(s\sé}\}\%? 'dog%{ﬂt% }elfrgfn}ﬁqk%l%tg&tg ﬂgr%) 11:inn sone
i npl eneRtaldhRRSwith BE cPd6Sht o PRictpessentiByerioh, & nedrunkey @lage diffefeandiges i c
characters and instead corresponds solely to the sequence of

di gi t s/@sefREAS Of | et Hep PRTtemEReh SPOIREce OrierdPeRt HaftoFs B S¥BPpi ng

bi onetri ¢l i I : , hanuneri c
val ues)lm%flérgéng%@\%\b@g L%gld {n%gns Hgg % e lll\{?gggk ér%tio?lgéctﬁ ﬁgg}zg&% g%‘e St?ﬁgrﬂpgesent

i nvient i Rquérke Mdfferbhtrevedwhen tiihg theegaedfingan. Jonieisiwgy, alentifieationrs moraser' s
digits each y map.t0 a nuperic codge such.that the ten.fingers map to the
nunber srobuﬁ.tggn a single, gk S@’ﬂ%cﬁ’di%ﬂtlfaé‘?éi{?ﬂ‘ﬂ’ér%eﬂsoéleﬁ%ﬁv@éc%ﬁn FfyerPrint s
of di ffapentodihgiskSsolBle Ry 498 8e WalEBF ARG cPariihe BRI difRtiopdsserd. | n
this way, existing nunerical (and/or 25 al phanuneric) passwords can be
conver t spdcific fmgpi, agéthwsiwill noblgarribe passivgue to a specific user. In this way,

revi ousl ner.at ed .passwor can_be . conver i i
rewor ds. t o ASRs0Y BRIGHTHRAS0Aa oG8 Ehldls o QRBEACIMESE . |
ot hgr | ARhEWRIEaE ISy HRAYRNAE Foh a bhsagerd aadefoavd ehdrsinmBy passadrl form a

sequenced password wi thout a separate mapping to keyboard characters.
pattern. Note that in some implementations, the password pattérn may not include any

alphanumeric characters and instead corresponds solely to the sequence of
digits/movements. In other implementations, different manners of mapping biometric
information and/or user movements to elements (e.g., alphanumeric values) of a password
20  can be realized. While the scope of the present invention is not limited in this regard, in
some implementations a user’s digits each may map to a numeric code such that the ten
fingers map to the numbers 0-9.
In one embodiment, an ordered sequence of fingerprints of different digits may be
used to represent a pure numerical password. In this way, existing numerical (and/or
25  alphanumeric) passwords can be converted to a fingerprint sequence unique to a specific
user. In this way, previously generated passwords can be converted into biometric-based
passwords to improve security robustness. However, as described above in other
implementations a sequence of fingers and movements may itself form a sequenced
password without a separate mapping to keyboard characters.
30 FIG. 1 is a diagram representing an illustrative mapping in accordance with one
embodiment of the present invention. In the embodiment of FIG. 1, the fingerprint for

each digit of both left and right hands represents a number from 0 — 9. While this is one

2



30FIG 1 is a diagramrepresenting an illustrative mapping in accordance

wi th one enbodi nent of the present invention. In the enbodinent of FIG 1,
t he fingewpromto3gsss each digit of both left and right haogaNeresants a
nunber fromO - 9. Wiile this is one exanple of mapping, a user could use
any representation for each fingerprint which is unique to himher only. In

this i (o\VA # i L il i
passwor Srenle BRATERE, BB, R B R o or R Pt iR e e
sequencasqioto ldifffieroaht nshissv{ye egrbodicmantepoviddiartgrongen tysigilf dngrypbionuser ' s
fingerprints). Fqr exanple in 5 e i nt.ation,..w t.h mappi ng of

i ndi vi d{?éla P@P%"r‘f&at @ @P%ﬁ&éﬁw‘g r(]fi"%-r HE#%@?’W%%W%@ ¥ dedg‘g E%@F‘&Ceéf 0123
ey NMapfok QiffdtentdRBsi(€.b S 8bir&PoRdiff kd e Qlifférest 38K SiRESPANKCYE Bir ekhfple in
fingerprints of thunb, forefinger, mddle finger, and ring finger on the

| ef t5 haont iaplementatipm Witle mapping, obtipdividpaipelemenis fj %wsva)r@(f%gﬁéar%n of
digit apd. user V, Q . . i . xanpl e,
. hunbob e Gl ey AR bbb B AEb s Ry R ene BE TP, 2

t o downjfingeyrifiapf than, Girv@npenuniddic Migeptdndrrimgfaigee bethe left handyas seen in
i npl enent ati ons, a user may select the desired mappings, while in other
embodi nBlE-d- t he mappi ngs nmay be preset by the system Using a conbination

of digits an Hﬁ;ném i i : i [WoTeE I SH 20
characters cgln&gée[reio tlal %é%%%%?ﬁ&g%ﬁ?% Oeftrge,i]%itt gftl(? g%rri n \mm:éig{]mgjr gd(? )t? ﬁati on
of Ui gi toreesspombing rlententraPfer ¢xansple,ad thembopEntescdnpbeemen pi ragginery divecting
follows; a thunb, slide up,to.down and down to may..map to 0 and 1
(respecﬁg/plleg)tf) r'lggFBrf‘i‘Mj’e‘?o )i’H@_’ 5P 0 2 &LV rﬁlﬁgg%a&\ﬁth%%a%yalﬁﬁf}“?o 2 and
3 (resprgilbMehtiions2Rdsd iyt fldWRired habping Wik id dieenitdditferteMeesent s
4 and 5 (respectively). O course, a user could use different fingers to

r epr esemappings eragnte pEsdtyethessystem. Using a lsembingtierwhtdigitsosndomoperaent g

mappi ng ;i s performed t.hat. Q .0t Y direction to a
passmorgi'r%ﬁt@ﬂ%Letg."%o lreegE oﬁ%ﬁ‘p Id 1{)22,61@%@306%%?31 pree(gés{%ggil'he thunmb on the

sengpr and sid e smplegidhlacibh ik avHielg Btcohinatiod esfaliyialalé maeawat chaph esrant
whil e novenent fromright to left stands for a one val ue password el enent.
I n thi sVaRempE exampls mapeiigdrey be apiphiowsc ashued plidsrupsterlosen and doBwi tAGPt hunb
on sensgqr (st i . s fadal valil Y 2o | | Y i O her
finger sR‘SX Zl?ag r ﬁo(?%%dr f‘%%@}:@k@@, cfg%lﬁ%g% St1 lggg’%)ft? g Pgﬁtanrd\ u@b@r@%o@hg\% nor e
speci f i © eah3 itgspactivel); iand amiiddle firgediy feedent anddown td-op repxaapis d,andf a

user speaks Anmerjcan_Sign Language or can.choose to use set of
finger sg ad’i‘?:?pﬂ‘ft’rvébéi oﬁf CngéPa as‘ﬁ@?lwg@oﬂ%ﬁ ﬂ%&%ﬁeﬁbf%lwﬁr‘?fq‘hgl et 1 n
gengy al glefcH@er can choose any 30 finger gesture fromany |anguage and use
that to create specific, easily nenorable patterns that are unique to the
user. Sof t walretherimpjenrentation o6 3G d2r s mahping haperfermedithas mapsebodl digitrandr
surface

FREN RN X E R RS S
| ayout &Make sensor and slides from left to right for a zero value password element, while
movement from right to left stands for a one value password element. In this example a
25  password of 01010 can be represented by moving thumb on sensor as (starting at) left,
right, left, right, left and right. Other fingers and/or other movements can map to different
numbers, or even more specific meanings which is unique to different users. For example,
if a user speaks American Sign Language he or she can choose to use a set of fingers and
directions that “spell” something meaningful to the user. In general, a user can choose any
30 finger gesture from any language and use that to create specific, easily memorable patterns
that are unique to the user. Software or firmware considers the shape and the size of
sensor surface, and can give a user a different guide to set the password. In one

implementation, a system may present the user with a musical instrument layout that

3



WO 2011/ 038533PCT/ CN2009/ 001114 enabl es input of a conbination of
fingerprints and chords or sequences. O a mapping can be realized by

di spl ayi myoaodieBs3Br om a conbi nati on | ock and tracki ng Prhg/aNni@o1tie whi ch
the dial is turned, and which fingers (and how many fingers) are used to
turn the dial. In yet another inplenentation, in which a bionetric sensor
has a t i | . %g; " i i 4 the 3D
sur f aceeﬂ{i:bggs rﬂérlgg?(?fts)d (gd}%llguslé)t ay?é{en. g. ,{ngsf adg%RHSEbt}%%rtssT egﬁ‘%)équrr@%? J%fﬁgd.esi gn.
Ref er r ibegealized by didpByiR; a diabftomi sscanbiihaiondpelgaahrasking the nhobel o vddelor dance

i th mbodi ment h t tion. hown in FI.G 3. method 10
my b Ui G . 5 bien R garb PP NeR i BasrD it R brtual aihy T,

Stroke e ,65mb gmﬂ%%ﬁtaﬁbmn%hieh 10bRAREIW EshsPRhiE h Threddimbasiondl (3B) G 3,
t he rrethog may begin by initiating capture of fingerprints one-b,%, one

(bl 6ck fedyre, Fotioaxthapslile agrasy Htect serfadersian imapdo s dismde e ¢ft2 BejkissY ti on
nodul e tﬁ cautile @ bi ometric sensor to receive finger inputs. In one
embodi fERY O LEPE W%’i'spl ays may be provided to guide the user through entry

of differ entRéfeRBRRWAROFIM Be BRIV i d REW idimpsam Speahdthedhin accomsnseeithi n FI G
3 at block 30, the system 15 may. request the er to_enter an ordered
sequencaesmbodipent of ihe Rresesl Brverion. (Anshavgy ?’ﬁ@oﬁd“‘?@oa 1@&2 it Bseﬁé? tern.
The sys ) LA i i (o T! ine its
yi‘%%{% RYd @ﬁgeﬁ?ﬁféltglatgg %11%81;1](9{? é_ggﬂo%m?%tl 6;}1 Qig)‘k? o hallt ceRdali&i 6f A

di rect f nov exa i rst QI_errent of the
passworghspadrieganermy AsshoeapaiiGt 3, ahd efethodnuex beginger ididating ¢apturewéd

t he bi tri f to d . R ive. to thi i t, th
2yt em REFTRIUGT nt a2 MRiteIBr | Hor FHUBRCaA > SEROREY RFER: POHEPIR. ent ry
of a taa{%gﬁisﬁfonanﬁlﬁh%b?& €alil ackionhric | Bneheice Rt BREer diutsli r BClonen nay

be stored as netadata that notes the direction in which the scan occurred.
For exaambalimeiti screondisplays may bé pfavidgsrtorguide thewers thisyek entex ef diffesanti on may

be enteted intp a first,.entr a..tapble that.i t

pat ¢ or e B osapEmaros deeBiticBtyiocn®] LEIG 2B b Runpesyeat
dat1€sbasxﬁ%§>fre@.§e@f tRASEYO 6l SenSdrOAe thriléred SlehBerfey SOR Mingerprints/m&ednesnts nigatst i | |
to FIG 3, at dianond 60 it may be determ ned whet her .the password pattern

has beesorieapgridetoedi esgardbpetesm) Thefsypiem may Hignotcap dhe; Beypnt 942 BiY6ks 40
o conp . S=59) . . . . . g
o0 50 OGP HUEHIE TR 90, el RELTD) b anscannigare

storag nclu entries each to
st ore aheasssqdngiteth hiaggersportd ioradeftandex3@ngdrr wk i idimewd amossChker wi se,

control_ passes to bJock 70 where the table in fhe t abase may be

concl uddEMeRIC PP, “H:F‘Gjo‘:’%n's IRARROS Yretonthis W“%ggfhws ey e§ioE the

finger pﬁﬁ%@ﬁmgﬁge NG sObELEHLABS iPhn FRYEHR AL 1abIBIF aCREAHASP ALK SD)amor der ed
sequence a password pattern. Note that in this enbodinment there is no
need t comegmbidiiiment] thegistioymap be stored as metadate bat actes the divegtipmil whigha a

Kexboar o A5n ALSE0, S BOBRRY R P G RR B g
ent er edgirckPoR AR B chibte@linth @ MSCATS, G Sibleafint B toviiofda PasebR] parrofie or
rore st t(})lgser()jarticular user, and which itself may be part of a database of user passwords stored in

25  the system.

Referring still to FIG. 3, at diamond 60 it may be determined whether the password
pattern has been completed (diamond 60). If not, control passes back to blocks 40 and so
on for further acquisition of fingerprint/direction scanning and storage. Note that the table
may thus include multiple entries each to store a corresponding fingerprint image and

30 stroke direction. Otherwise, control passes to block 70 where the table in the database
may be concluded. Accordingly, FIG. 3 shows a method to acquire a user’s fingerprint
images and directions of movement that correspond to an ordered sequence of a password

pattern. Note that in this embodiment there is no need to map these images/movements to
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5 password patterns, a nethod such as described with regard to FIG 4 may
be used. Referring nowto FIG 4, shown is a flow diagram of a nethod for
passwor d Wothanssssat i on i n accordance with one enbodi neRCTEN206v0priesent
invention. As shown in FIG 4, nmethod 100 may begi n by scanni ng
fingerprints one by one (block 110). Such scanning nmay be perfornmed by the
user enther ¢idgacidte FHRRSHIE | a Of dRYbRLd, A GRtElddinee pAssRORI PauMaSmEPNE: hor the
10 password pattern generation discussed above regarding FIG 3. For each

i nput, PQmWﬁS?IYbé)hdé@glr PPAGd combinieg sReGilifi vseri figesrprintst and dictipnedf

(di anmon , control passes to block 130. O herw se control passes
back toglgﬂ’%lg%{mfk%r%{o? seek re-entry of the corresponding fingerprint. In

sone i npl enetio aniabless ukéretos Yedesdmangytepy 0V indéch hé/clidThhd 0fe td hb@ #6Rd as to
whet her each jnput was sensed correctl% q{ilnd can request a re-input as 15
&

needed. PREVE) Raterph & athachBed A deserivgd | with megardrip nflSh of meset borvsedray be
scannedrpfehs dfv &Y ﬂgﬁ%‘?b 3 a%&@{fig%r;ég'l ?t:]e{'méﬂm SRR RN, Erliegﬁcalfﬁ)ﬁr | nput

may i ndi cate when t user has conp e I nput, and whic SO nmay be
user - selneast@dance with opembedimenipaf thé prebent invegtopr Asshalim ackIiCoAsmethod

scans/ nent,s | be co red to tables in.a.d base, (bl ock 130), where
each t;gq{(gm%ﬁafglglg%'nﬁcml(?g I%F’Eﬂrg’gs Yis ??:Iaﬂﬁckpg{q%er ch%f’”&“{%&%‘@}’. re
speci f i gafdrited by tBEBsdr réﬁieﬁﬂg rﬂﬁ@&ﬂeeiﬁctdwerfdfffﬁiggﬁ%fycﬂwmés Snk &6t iL@n i nput
may be conpared to the first entry in each ta h

_ i ) le to determne if a matc
exi Kt s. Paspwordaayar swesraionatiseussed iabaveofeghiding FIBB. afat edtlatnpnt) it 4@y fogy

proceed,l i atl I | . .passwor attern,is detected that fully
ot chos ¢ RTEEL bbb Soefoins O SRR (BRPOSRART EShrbiophgtat o
di anondblddid, 136her@thetwis@yconaol glagyer il 25 bidvkt hed tbheecki ROEMBY iofit theequence

and direction matches a table in the database. If a conplete match is

i dent i f FREESPATENG Heeprpmnte dp seme pmplemsstatians. Khasystame may Proifdy infmstioned, and
user ac j ' L S16, A GONL T | ock
150, wheree hE LRCNEAe LRI st EAS rE B TR NE TR S
syslkSem greded. aNbie, thefrintsone apieciimhbs,abpfingeapdi s/ diréitions araysse deaniridd piforl e
shown with thi,s particu i npl enentatjon in 30the enbodi nent of FIG 4,
the scofePgfectig %rgggﬁhﬁ'nirgg?mﬁ)ﬁmtbgaﬁ?ﬁmﬁ’iarﬁ‘SFEH‘Huﬁ nayj 1gdicaigavken the As

di scuss@g: BRQepldtBd HeNBhut] 2 WHRALRb 2 HeistSledegNt Iy of a fingerprint
scan (with or without direction) nmay be nmapped to characters, e.g.,

al phanuner i cUp¢rareseipe o€ theflingekmytdireetionscibo sgansghgventents mapbelicomparsdf or

| thent i cat i 2011/ 038533PCT/ C\N20Q9/ 001114
B scuosSd oES W AP S HIDGT Ol ) GO RS SRRANR @ Qo Fase B rodat o
sucd) mepyvierigfor Rekat r Mige npecifieally, G dne iﬁ’gﬂé’ﬂieﬂtéti@ﬂﬂiehﬁfst ebhpdbv@dntof a

met hod f.or generati ngba password in_accordance with an enbodi nent of the
pr esent direstiem innyh maxsbe peswpared terthe, fitst entist Hberchdiabledy dsterminsdif eomgteher at e a

passwor gl n 9RNE ars b9 a Bt At o%g)%g.el% AR ﬂfa@%ggglgfgr @Qgggo({)e%@%di ng

FIG 3. Speci y, an itnitiation o i ngerprin € perforned
(bl ock tigjim urtiéa fallgasswadl pattéinnig deericd tthatefillp aediches Whe fcaqs/muoivefonts

capture_ of .directijon t adat a, (bl ock 220). Th this fingerprint scan nm
bepmpp%%re@ g d }f%lesma[%te@@ﬁrehéwism 6%%1&2%@)¢ T8 whee éhwgn g
MapBi NowhehUHeRB @p%ﬁw@sreau&ice%% dif&tifn mABh! PRAWTEHE dGRBARCT 'ﬁf%) and a

fingerprint scan/direction form an entry to be stored I n a database
t abl e, ¢omplete @aat¢h isnidentifted, theeidentbfiicatimaproaesd babebezn soccessfiobin dbmplesafn,

char act gr,,.._and assi hl can direction. .Either the use el ect the
passmraﬁldeqsgnaé:ﬁ%gosdﬁ e?%é&%%ﬂ?@i@y ger%s.e’ @ﬁﬂfqlgﬁsﬁeﬁé%glﬁggﬁé WEFT8i anond
240 wheahe atdesseyn e diated "NoRAthah elehficed! maditdi thSa B%Yﬁn%ﬁé}aﬁﬁa&nﬁﬂa I'f
not, contrql passes back to bl ock 220 di scussed above. Referring still to

FI G 5,SPafilip applicshipnetile aruepierthofWhilegghownhwith iteis pasiculan émiplementatien imppi ngs

maynbe : ep i s Y, ¥ t orage..(bl ock . 250) . For
exg’r(%pl et,ﬁé g&tgg%fngk? é@ﬂ%?hgleﬁg l:?el pl & %r%%e?ﬁt[ énsV%gé%rhlsélngé‘étﬁgHmhtlﬁgreéagda gi ven
scan (with oks disturset alsivepi othey indglememetionr 4 aspRNGROMPARsRSrikiGcan
character . may he stored. )

(with or"without direction) may be mapped to characters, e.g., alphanumeric characters of

a keyboard. Accordingly, the embodiments for password creation and authentication

5



I n one enbodi nent, the systemnmay then allow the user to enable selection
of a 20 password (bl ock 260) such that each finger (with or w thout

di recti onwormap#3sss3a di fferent character el ement of a p&€TWEN2009/0oni1dne
enbodi ment, this mapping nay be via an index to a |location of the entry of
t he dat abase table for the user for the corresponding character, i.e., each

entry of._the.p - t of c t [ b@atk N@ch ocat i on
of the CI:’I% ¥ egsa:b%? gg{’lg] %%ﬁﬁ@ﬁa?ag?@ﬁ ) H%g%r %i%eﬁgtflg? a? ﬂ(?émpa%sm(r:d may be
associ ahgspingst hRefeeri@b nows &y FI@pH) sipvands shathedembodjmeni of a pathodoiod t abl e

of  the non-volatile staorage (bl ock.270). Lle s with this. parficular
i npl eme¥eDERHBG 2 RESTHIdREBETHES il @P)cﬁm‘gﬁ“f‘?fé @%%@f???ﬂ rderpiche chp
I nvent | v dn 1, fk,'lﬁétﬁ@(gZO@n{aE}'ﬁ:% UsBOR Shneitdh badsivbrd. ah @ibhie e Bethb@n

met hod nay take account of sucCh mappings. Referring nowto FIG 6, shown is
a f 15ow mbemgdsmas discassedhok fagerding FEpt 3.c fpeoifically, 30 iniivdipa s dnegintit anot her

od f . . e gy
bogi n HEPhre e SR REE0R (BKE 4t 0E " SORY L Rrddrdhipina e it 8 T
fi nger pritRdg r6f daennednendatt (biocki 209)( bilekthdsl Ghgapdnt scamayapbe

det erm ned whet her each such image is vali dg%gi anond  320). ' Then, each
or der edngpneddp priaptvarfelpanani¢blpek 230 Jo Poe Gowodmment; IIDOWIRHIAVESR Recked

agai nst t t abl f L6 } g i for
ranpi no B QLTI R e 2B SRR cRiaol) B PR BN AT SR R
mapie ngars baiedo ibe dtdred iany dhabadeetablepi agecatibleatrk &30y . tallhemap dndudst aps may
be performed for each user input scap. Then.it, may_he term ned t her
the t ra?%TeéP@tﬂh%%’ﬁa&c?}é’F%“‘?Faf‘gﬁ (%Osé‘gg’r)éaarbaggm ]f:‘@?ergﬁ? HEPT J82r 56\3?0 sent in
a pass ' . ChntfRIh&E pakabefTiiagdnaaa her
accessmﬁg%ag%%ﬁ@gm%g?gﬁ%rﬁég?hg% d%ﬁgr?bedr:&gf ti rrers) gdi armlnd 380). | f

not, t hehérkergmapbeesrmmedbehethersbdigisi hatef begocesmnedadt bele goriteldawpiced t he

t hresho] d. nunbe times, control passes to block 390 where user access
may be Beé?}?it‘égg"#fzgé AEcysSeh 8N ed characters do match a password at di anond

3405 it may RetriddestiOodBIiCRrINviea Abahhlefe imlies of digitsciasfteen scamhaddar d
password or a duress password (dianond 350). That is, some enbaodi nents may

enabl e detmapings why die aforady fut the pres ib dnomEMBlly Horaes éBlocl 2o rkPrent er ed
then 2 U5tk S MRS e, EAPLE DA (5508 S ke
enmbodi NRithéut daretticdy) afthyheanvin@spandpasausying wi & thasavtalmayr edstpadt er n under
duress, and i[nhgne embodiment, the system may then allow the user to enable selection of a
20  password (block 260) such that each finger (with or without direction) maps to a different
character element of a password. In one embodiment, this mapping may be via an index
to a location of the entry of the database table for the user for the corresponding character,
i.e., each entry of the password table may store a character and index to the location of the
database table for this character. Accordingly, this password may be associated with the
25  user mapping and stored, e.g., in a password table of the non-volatile storage (block 270).
While shown with this particular implementation in the embodiment of FIG. 5, the scope
of the present invention is not limited in this regard.
Similarly, an authentication method may take account of such mappings.
Referring now to FIG. 6, shown is a flow diagram of a method for authentication in
30  accordance with another embodiment of the present invention. As shown in FIG. 6,
method 300 may begin as discussed above regarding FIG. 4. Specifically, multiple
fingerprints may be scanned one at a time (block 310) and it may be determined whether

each such image is valid (diamond 320). Then, each ordered fingerprint image may be
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15 systemresponds differently. The system can recognize the entry as a
pani ¢ password and may give limted (or no) access to the system and/or
cause a dwpess/@BBBBt to be sent. | f the standard passnoe/ovetighes in
the determ nation at dianond 350, control passes to block 370, where the
identification is a success and user access, i.e., normal user access is

bl ed tead. t : t
oo b SR T BTk P 508 S A gy poss 10

| i M t edcaBRTire3GERS®D élmadﬁe:ts)a@mba‘aﬁslaedi basgddt omtthe mapplng doredsis the aom

Note that the method of FI(%IJ;; y al so b% [efd ecei.ve bi.o tric user
put | flatie pamendviacins ¥ CHRSIAPOSt spumaE o5 FRPEg) (R SR ET SRS ERr o
enabl i el Cuniﬁ\ﬁ?'i)g%le ORAH vR|ekidr ¥hd Qaﬂs'lméd)&?aré&é}b'%d?&lsé stolil pRswhavar Wi t h

thlsp errentatlonln t he enbodi nents of FIGS. 5 and_ 6, it
is 50 hbe unm‘epsmsemodn tahpgetssword @tdpase écﬂlamhed P8k edf npinibmayobe Aetemeined i nit ed

inthis regard an s di cus oV Fint h hout
directi BRCHSE ﬁ%sib ?WBW@@I@@?&@ %9 fpt @isa%o%gtos alfﬁ{roéns% ation
or MapRifgrdhis hRY afetﬁts%anﬂ\&nyﬁvaake@thdar&eﬁra@tem&al the ehreBlould exarbet ef in
sonme inplenentations bionetric 30 authentication can be used as a way to

per f or rtimses gondral ppsses fbleek 3P0, wherp Heeraaesss sRydssenigtiers to enter
| nformati on alféﬁ]eméﬁ?doghaggcﬁe:rg cfo mgfcflea UI%ASXW&%I %chélﬂ% 850 it ErQl WexPB¥i Ng to

use a keybo orﬁatlo such as

cradi t defdrayineat wmh@raﬂlstwnmhefbed sWnﬂdﬂdLﬁasstvymd g aaturess lpaytvaad dditmondus
enable a secure way to 7 . WO 2011/ 03853%PCT/CN 009/001114 ent

i nf or medS0n That is, someserpppdimants anay; ghagle gn g an Wﬁﬁﬂs?wrgr%’%@%rd
the streaghll ok AaPRhLF LN WidhIRERIVEA mdyerdBEniniBLGTREAS | ONS, 3

differing nu password el enents can be used &now de varying Ievel S
of acc&s&yitanaanzy&t enabd)af a 51gnaif or rmthlmlnpalppltoc‘atmnon’ét duress.sy bt dhase For

exanpl e, unl ocki ng a nobi na S sllde
of s SRt bt Rt PESTORGrUE ol PRRRuSTh e ok o'
howgver s{eg{ re@pdridQ e iilyl r%@%’ééx@@aﬁ%@é@ni’&&@%ﬁtr& @s QQfaﬁQrtﬁﬂsswmﬁQh&Ht [ Ol’l
(e.g It card inforrmation) is desired, instead of using just a single

di _gl t. may givpllienitidgpt so)diceess to 6w§y§temgand/@1maéée 4 frgesralgrt Enbe $8t.r equired. In
this way, a sﬁ&ﬁ? é?aﬁggrgfl%a%g\g%r?[]ﬁgﬁ es &qurpﬁgat %a‘l,lt gﬁilon 350, cé)rptrcgne

exanpl e, er of "elenents (e.g.,

20). Di [{dcs%sqa%lmrmoﬂﬁe@fthé i&l@n@ﬁé&ﬁi\oﬁ l’uda 68ccss, ankiagemweg, f.¢.onortrtad usdrr st
el enent’) may be used for different authentication_|evel s For exm{( only

one el eanepss ipranablrs. S instoad thspmaich in s @cdiiress pessevoad\orEol Ay, Bass i s used
for 20%C 560 DRk fd%f?t?fic%hoﬁ‘@ﬂ!:éegﬂﬂa?r'lea@'fBja possibly limited user access (or no

access) and initiation of a duress alarm.
Note that the method of FIG. 6 may also be used to receive biometric user input for
a password previously stored as a pure alphanumeric password, enabling backwards
compatibility to improve robustness. While shown with this particular implementation in
25  the embodiments of FIGS. 5 and 6, it is to be understood that the scope of the present
invention is not limited in this regard and as discussed above, fingerprint scans with or
without directions of motion may themselves form a password without a translation or
mapping to characters.
Many variations are possible. For example, in some implementations biometric
30 authentication can be used as a way to perform secure input of (e.g., alphanumeric)
characters to enter information other than a password directly to a computer without
having to use a keyboard. Thus for a user in a public place, information such as credit
information can be entered without typing on a keyboard to thus enable a secure way to

7



15 yet additional elenments to access secure applications and so forth.

O her enbodi ments may all ow use of a N of M password. In such

i npl enentwDi20N38BAt henti cation requires at | east N el ememtcN2069/@nt 14

el ement password, for exanple, three of ten or three of five, or so forth.
When used with an enbodi nent, the N of M may be inplenmented by specifying a
pat t er nestet péoraadonunber of fingers that nust be used, and naking the

actual fingers 20 used irrelevant. For exanple, an authentication policy
may be to reds8i PerudiscEie clemens 46 ripepded 1n | g passvasdc thewistrengih paft ther n of

novenen k atl i | it d f r t.h
nands. " hertelbn 1HCRAECH. T1h S6ine IO T R MRE ' SRRED
al ways ¢lomgets tche passsal die, ravidé ngamyireh levdonyfnicbge.toUsi nystem or

enbodi nent _of. the inyention eopl e 25 coul ven wite down their
pas sé_?vor Or'f‘r??t‘_ﬁn}r%‘BPljé‘i?BBRS \%f‘tth% st 'ncI'zé’rr rPXP’ES‘PFee %‘prﬁ“ﬂﬁ?l@@g aggolile RhrRe the
physi camak@aiHdat ican, #firgldgflcSofRdidRY AR Sin ﬁrﬁ@ckﬁfgttIB r@i@é aleRARS MR d

51
alone wi|l not allow access. Enbodi frent's nay corporated 1'n nmany
di f f er epitonsr Sanstien.ndl hpstevas . foFor Bixenepl etrarsadioni vertes acesssb® geesdnaln

t] i t i ng. f 30 .not eb .. desktops,, tg
comput e ZomBhibl ¢RI o DR B Hesdiedo Beanal eoipRahae: SrdecBekort h
Any  suchufipbe eRsts/Agresisisq8)gTBlirek r’fﬁig@@? ch beGe@iRaC RHAH wik ! ?raaatl?&far@f ric

senfor, V\gfi;c,h may be configured into the systemor adapted To the system
e. g0 authentisptigiheandie rgalidede such as via a universal serial bus (USB) port.

I n some i npl ghentat, 33PCT/ 009/Q901114, rat her than a
dedi cated bionetric gﬁgosﬁfgla S%%%%C{e?aﬁtl%gn %“é‘%?cg%?td}%‘é’?aﬁ%ﬁ SlgﬁleB (rF”gaI i zed
via a cihbibdfaran poftienstafuthd passweed (£ 84 0bgiasing feapakd first @1GeHS) Ady teuch
screen) agg. Sﬁ{;{.ware, firmvare and/or logic to convert actions on the touch
screen 1590PHALTETE altheptcationdevers.i Eon eximeplr, enlygra plestent mayshenselde use

wi t h ongoigAbREdsaRA theldevidie fFe bRYMRAL %d.f&ﬁa&@%h&mdtiygﬁg? ?p;g[%:%ﬁS S

hd9
system 400 nmay be a nobile Internet vice such~as a one, aélpt hough
enblodi neshtagdisi@naloeleinaats rtp aicetse dedure rpplicatiohs endsod fprtinc éxhémembydinenss. As

oener a4 BLA SRS PPENTS AhoPg. U COBBR SO e et el
m crocoeast N tlemens dIT2@AVIAIRBE agdRd Aot 8Yarh & threef bR 6 HirkEof RLOGRSSOr
410 may 10 include a plurali tll))/ of cores 412 and a cache nenory 414.

Pr oces s¥rfontho Wasn ysed vty an erabagimentn therll of Mamag bedmpleynantat byospeeifyiago,

whi ch i dj i led to system ne 420 (e.qg.,
2 aynar B SRRRCL I Am U AR P ER e p p e e FRRBhEPeficl uae
an 20nt egeadtirelevam.utlop wixptipld, lah Quileattatnl gilichubayt 80 to RERPRSSOkad krefRY be
coupl ed..t0 a yideo %ggt[ﬁller 435, which in turn may be coupled to 15a

di spl a "Eférﬂlt £ casly With@ palisri of Bpoxementsc Otheruimplenenielipnsonae gt user

i nput . multile fhdet8 by 460 may provide for non-volatile storage which
may i ncl udg a pgfassmor(gﬁgﬁg%?lse i ncludi ng bionetric-based entries for one or

nmore users Ofherhersysnemy passivodds dh dedp 1ife, asksorhompessiopawhgoforg& thecei pt

of bionetric.input.s from.a user. seeki.ng access.. I n additjon, a baseband
proces spcﬁlﬁsvi'fggs’r’?gﬁ}mﬁ%murcg]lm‘&%’r’fﬁﬂﬁ???awﬁﬁg apie sbsdw%o dke mnvention, people

25 could even write down their passwords in a notebook without concern for compromise, as
without the physical combination of fingers and movements, the entry of a password alone
will not allow access.

Embodiments may be incorporated in many different processing systems. For
example, embodiments may be used in connection with computers ranging from

30 notebooks, desktops, to server computers, as well as mobile Internet devices, smart phones
and so forth. Any such processing system may include or be associated with a biometric
sensor, which may be configured into the system or adapted to the system, e.g., as a
peripheral device such as via a universal serial bus (USB) port. In some implementations,
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20 interface 462, which may be used to comunicate via cellular or other
wirel ess networKks. Additionally, a bionmetric sensor 470 may be present
in the sywoemiwssaabl e fingerprint or other scanning t@ecpr@eid@osaeurity
for the systemin accordance with an enbodi nent of the present invention.
Whil e shown as a separate conponent in the enbodi ment of FIG 7, understand
that i '?atﬁ'er:r{ 5.11éM1%f§d1h51%§de&'ft§selﬂbmbfdn&tﬁ@ﬁbi@fngﬁﬁbtﬂ)ﬁ B e healizediagur ed

within a ough the description nakes r%‘i}erence t ecific
corrponenmbmaflomyﬁadnudomeant (sheh ebncapasiticc¥ERA OYFIrASFeSDL 2 Wga?‘f‘i"%rﬁt i ons

and varJj ati ons of .the descri be nd E5B may be
POSSi blfJ HRES IRROYSE ﬁc seor%{rt]l% | n@%glgte anl&@{r{%&%xzs stgred on a
st orage nedlm haii AG1§810 Hﬁ@rdrﬁletffe@ Rystest fouctseowish whiecembedimiset 0§ dbe t o

programa systemto 30 perf th t h
oBudanvention. §n e embafimeants BoceRpEry HETOOEEH bR ToB g ETBL00 B k.
opticaly di sks. (OBt iGa R%ﬁ}éﬁgh Se%uoquﬁélﬁé afl rHeVﬁéo@&%le&a) in @%a&rfewnsk

read- ont$" Aefoi es ! , conpact disk rewitables and

nmagnet gredetdingbystisk s Asseen, csystdmc4d@y indwdes as applidatiors pr@a@ssgmﬂ EReh i es
(ROVE), WD 2011/038533PCT/ CN2009/.001114 random a ches Tenmy LRAVB) such
as dyndAdc DeaR oBACEL PEEROSFe PRSP PBEINE ) PrOSERT S0 acée&,8 “Henori e

( SRANB) i cRIcB5@R4 r S bR ites likEPROM: f|4a hm
el ectrlca cy er!alegagl %?aogr arlheraa&gg?ggéyc}wmi;réﬁirll(fs ):SSO ° a;;]ne){:gs

gr Ilﬁpt iinahde arpheralityr oﬁm}rem“rﬂn%ranﬂyqoeacbﬁ m@ama hdh- t 3290655961419%%3’ Prﬁtrﬁa
el ectrooni ¢ instructions Al

descri b‘Ea &? fh! tg%rﬁt@&ltm{ngog ?‘?“r’ﬁ"mg %Qj 1cgrl?%§%o§%¥fent so&}h{(}g?gagkl lled in
the artcopblell 1BRPEREMAIReMOELIZMSe. A0 djraatic emsloandcoeas nmmm(mwv@)r rom It
I's intended that the ap gended clarms co suc dif] S d

vari at iRmeesser 414) may further tﬂﬁ@dﬁr%’emﬁeﬁr?‘tﬁf %@)0%%2” CPWF@ @E’eﬁﬁp

| nvent Ilpro'cessor 410 may be coupled to a video controller 435, which in turn may be coupled to

15  adisplay 437, which may include a capacitance touch screen to receive user input.

A flash memory 460 may provide for non-volatile storage which may include a
password table including biometric-based entries for one or more users of the system, and
which can be used for comparison to receipt of biometric inputs from a user seeking
access. In addition, a baseband processor 450 may control communications via a wireless

20  interface 462, which may be used to communicate via cellular or other wireless networks.

Additionally, a biometric sensor 470 may be present in the system to enable
fingerprint or other scanning to provide security for the system in accordance with an
embodiment of the present invention. While shown as a separate component in the
embodiment of FIG. 7, understand that in other implementations biometric sensor 470

25  may be configured within a display. Although the description makes reference to specific
components of system 400, it is contemplated that numerous modifications and variations
of the described and illustrated embodiments may be possible.

Embodiments may be implemented in code and may be stored on a storage
medium having stored thereon instructions which can be used to program a system to

30  perform the instructions. The storage medium may include, but is not limited to, any type
of disk including floppy disks, optical disks, optical disks, solid state drives (SSDs),
compact disk read-only memories (CD-ROMs), compact disk rewritables (CD-RWs), and
magneto-optical disks, semiconductor devices such as read-only memories (ROMs),

9



WD 2011/ 038533PCT/ CN2009/ 001114 CLAI M5 What is clainmed is: 1. A

nmet hod conprising: 5receiving an ordered sequence of bionetric inputs from
a user VviwoOa0h/s8BsBri ¢ sensor associ ated with a processiPog/CN28toMo]114
determining if each of the ordered sequence of bionetric inputs matches a
corresponding entry stored in a table of a non-volatile storage of the

pr ocessrangosyadcesy) mémeriélR AMsh ehdbdis@yransé edrRSmOsReECde RN ISRARS),
bi ometric..inputs corresponding to a 10 password pattern of the user; and

if so, SAUGIFHE™M RECess dremneyicscSRAMEh erisnblecropismmable aendaerdy onéraenigss e
prevent (EERONR) UAKH CeRsS| h cess| tem, 2. The nmethod of
claim 1,( V\/nerel) n eacfrrlr{f%ier'?éﬁ’e%ger%t g% gg %g%&%nggos%ﬁggﬁéﬁeferaficoq%irﬂ%rﬁ?rées

cor r espUFRRROMsh rdagrietic emtopticali ¢ards, of ey wsledt.type of medd suffaglen®i hedingf cl ai m
1, v?ergligt each 1% t he ordered sequence of bionmetric inputs corresponds to
a ditfeFent i Yetidiohe user and a direction of novenent of the digit on

the bi omet ri WisRNEOpreséfd invention has been described with respect to a limited number of
embodiments, those skilled in the art will appreciate numerous modifications and
variations therefrom. It is intended that the appended claims cover all such modifications

and variations as fall within the true spirit and scope of this present invention.
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4. The nmethod of claim1l, wherein each entry further conprises a mapping
correspondi ng one of the stored ordered sequence of bionmetric inputs with
an al pharwoenii3sisar acter, and wherein a first digit of PCivEN28®00i84 mapped
to a first al phanuneric character and a second digit of the user is mapped
to a second al phanuneric 25character. 5. The method of claim 4,
wherein if each of the ordered seqganceef bionetric inputs nmatches the
correspondi ng_entry, further conprising determ ning whether a collection of
t he al phanu aélséﬁ%lff’&éti%rs of each entry matches a stored password in a 30
password database. 6. The method of claim 1, further conprising enabling
the user to access a limted portion of the processing system when a nunber
of the ordertd segusethed cdmprisingi onetric inputs is | ess than a nunber of

t he 5stored or der ed secgaen e of bionetric inputs. . 7. The nethod of
clai'm 1, whel"EPINSHE BEFET EdUSr QMEFic RtePmE Ysspvigs hiemelrica fi r st

| engt h i‘én%lfhsw&ate?d%tﬁ@p%éé@ﬁﬁgﬁ}%%%lence of biometric inputs is of a second
I an

5 length M wherein Nis |ess 8. The method of claiml,

further conpdéteimigingnfgsichedtherederseé sequenaoafdsemetritiinmits fuatohts #an of t he

pr ocessij st em r.esponsi.ve si ngl iometric. input that matches a
Firet PR LSRR bl Stpiealode Siesnal b PObTE i, © o,
The metihodabs incluing Sstortioidired SdiRefdeloFoidrhdifib idiid corrsh@ldmRN@ne function
of the processing system 10. The method of claim9, further

conydr i shassvedstiemplitheusssandt o access a '
if so, enabling the user to access the processing system and otherwise preventing

the user from accessing the processing system.

2. The method of claim 1, wherein each of the ordered sequence of biometric

15 inputs corresponds to a different digit of the user.

3. The method of claim 1, wherein each of the ordered sequence of biometric
inputs corresponds to a different digit of the user and a direction of movement of the digit
on the biometric sensor.

20

4. The method of claim 1, wherein each entry further comprises a mapping
corresponding one of the stored ordered sequence of biometric inputs with an
alphanumeric character, and wherein a first digit of the user is mapped to a first
alphanumeric character and a second digit of the user is mapped to a second alphanumeric

25  character.

5. The method of claim 4, wherein if each of the ordered sequence of
biometric inputs matches the corresponding entry, further comprising determining whether
a collection of the alphanumeric characters of each entry matches a stored password in a

30  password database.

6. The method of claim 1, further comprising enabling the user to access a
limited portion of the processing system when a number of the ordered sequence of

11



15second function of the processing systemresponsive to a plurality of
bi onmetric inputs that matches a corresponding plurality of the stored

ordered swqQuenosss3B bi onetric inputs. 11. The merhodoeioociiai m 10,
wherein the second function enables the user to performa secure financial
transaction including account information of the user. 20 12. An

arti cl eiopgige lrputsgs Essrinhianendec efthi stoeedstrderad seqredeaiof hinwketridi inputs. ,
i nstructions that when executed enable a systemto: request a user to enter
an ordered sequence of bionetric inputs via a bionetric sensor associ ated

with the system 1eaghhuld 6NGaiff HeVIREiS BRURAGEd @é%&hwﬁtmblﬁeﬂri@ﬁh@ﬁs &5

providing a direction of novenent of a digit with respect to the bionetric
sensor of a first lengticdiand thgforsddedeaser! sagyerased bisimastie inputs is of Apercddi n t he

sysiemfr he usefl..via the .hionmetric sensor; and store a scan of
eac%] g}e%ﬂﬁféwﬁg;e&ﬁggaﬁgﬁ@ghgf bi onetric inputs, netadata regarding the
direction of novenent, and an al phanuneric character in an entry of a table

30associated with the user, the table stored in a nop-volatile nmenory.
13. The artiel e dheaneihed afxlaiml.tfivaher comprisiae sgablingtheuier §HaCEFA  when

2011/ 0 s RS a5 STk MGG P Ghelt BiaRUBE Lo BAAMRRG (2 YO
conpr i aifisg dne f thecdtored ordehat seghare of bimniatde mpatsl e t he systemto store a

mapgr:ang of the password to entries of the table, wherein the mapping for an
el édent of the password conprises an index to the entry of the table

5i ncluding the alRRINARY beclShPS aekeesin e fRERALESER telephone function of

the processing system.

10.  The method of claim 9, further comprising enabling the user to access a
15  second function of the processing system responsive to a plurality of biometric inputs that

matches a corresponding plurality of the stored ordered sequence of biomeiric inputs.

11. The method of claim 10, wherein the second function enables the user to
perform a secure financial transaction including account information of the user.
20
12. An article comprising a machine-accessible storage medium including
instructions that when executed enable a system to:
request a user to enter an ordered sequence of biometric inputs via a biometric
sensor associated with the system, each of the ordered sequence of biometric inputs
25  providing a direction of movement of a digit with respect to the biometric sensor;
receive the ordered sequence of biometric inputs in the system from the user via
the biometric sensor; and
store a scan of each of the ordered sequence of biometric inputs, metadata
regarding the direction of movement, and an alphanumeric character in an entry of a table

30 associated with the user, the table stored in a non-volatile memory.,

13. The article of claim 12, further comprising instructions that when executed
enable the system to enable the user to select a password.

12



15. The article of claim 12, further conprising instructions that when
executed enable the systemto: receive a second ordered sequence
of bi onetwDeoimEss3s in the systemfromthe user 10vi a tireThiN2p®I00iO4SENSOT ;
and determne if each of the second ordered sequence of bionetric inputs
mat ches a corresponding entry stored in the table, and if so enable the
user to access the system otherw se prevent the user from accessing the
system 1516. The article of claim 15, further conprising instructions that
when execut eth.enabheartticke ofycdtion 3, furthet compmging instrhetions dlagiovhen deetedsequence

of bionetric,inputs corresponds to.a dures wor I, so. .to

Ot ans et S0t (g RprE R RaPRe PR g or 1 ARG oy R el o

f urt her mapmp s AEldmsit o eitd paRswérdabmipkiess aexadek edh2éntenatthetdbhe system to
determ ne i f each of the second ordered sequence of bionetric inputs

mat chesinghiding thy alphanusecrichiagactagof thei eferaeiunber of the second or der ed
sequence of bionetric inputs is |less than a nunber of the ordered sequence
of bionmetric inputs. 18. A system conprising: 25a processor to execute

i nstructionsii.o r hehnieleot dhaitelX durgee uenpesiog idsirootdnsitiatiwipotesedutain a
user, det %g%ne I f each of the ordered sequence of bionetric inputs matches
a corre%rt?g REYHSTRLY stored in a table including a stored ordered sequence

of bi onmetri ¢ dOiREh SR RERON UindDrdi RASAVMHFPRIthSER IO Froh e 84T, and
if so, enable the user to access the system and ot herwi se prevent the user

f r olft acvieghé bigmehis spsareand
determine if each of the second ordered sequence of biometric inputs matches a
corresponding entry stored in the table, and if so enable the user to access the system,

otherwise prevent the user from accessing the system.

15 16.  The article of claim 15, further comprising instructions that when executed
enable the system to determine if the second ordered sequence of biometric inputs

corresponds to a duress password, and if so, to transmit a duress alert to a third party.

17.  The article of claim 15, further comprising instructions that when executed
20  enable the system to determine if each of the second ordered sequence of biometric inputs
matches an entry of the table, wherein a number of the second ordered sequence of

biometric inputs is less than a number of the ordered sequence of biometric inputs.

18. A system comprising:
25 a processor to execute instructions to receive an ordered sequence of biometric
inputs from a user, determine if each of the ordered sequence of biometric inputs matches
a corresponding entry stored in a table including a stored ordered sequence of biometric
inputs corresponding to a password pattern for the user, and if so, enable the user to access
the system and otherwise prevent the user from accessing the system;
30 a biometric sensor coupled to the processor to provide the ordered sequence of
biometric inputs to the processor; and
a non-volatile memory coupled to the processor, the non-volatile memory to store
the table. |
13



30a bionmetric sensor coupled to the processor to provide the ordered

sequence of bionetric inputs to the processor; and a non-volatile
menory cowpl2ed/a38538he processor, the non-volatile nmenor pCraeN2@ro1tihe
table. WD 2011/ 038533PCT/ CN2009/ 001114 19. The system of cl aim 18,

wherein each entry in the table further conprises a mapping correspondi ng
one of the stored ordered sequence of bionetric inputs with an al phanuneric
character, and wherein a first digit of the user is mapped to a first 5

al phanumner i c12har &be eystenn af elave d Sndhateigieactoéntryhia the tablg glrthalp(pmprisgs @ second

al phanuperi.c chara [, ..Jhe syste f claim19, .wherein each
entry | eppifeaRr-ohibe cue of e sived dosHiRsREE Bl EPAS "L {he
stored apHgieterReltRorRe, Bt WepsRbrfire digipof the Whdrhis mapfedovefient direction of
t he correﬁpondi ng bionetric input, . 21. The system of claim 19,
wher®i ndPhaiumsiorbpmeter angr aesopd digit ofdhe psee fsymarped 1 asewnd dlrhapupade t o
store agplMigl ity of entries each corresponding to a password for the user.
15 22. The system of claim 21, wherein each entry of the password
dat abase i ncl udes a mappi ng of the password to entries of the table,

wherein the ppi for an.el enept of the password c ises an jndex to
the entry of “t*he ﬁlg%is}éqtqnﬁef glﬂilﬂgg’t‘ﬁléerﬁlpﬁﬁgﬁw ﬁnég%%g@f@? GMRES hasswor d
el ement mapping corresponding one of the stored ordered sequence of biometric inputs with a

10  movement direction of the corresponding biometric input.

21.  The system of claim 19, wherein the non-volatile mémory further includes
a password database to store a plurality of entries each corresponding to a password for the
user.
15
22.  The system of claim 21, wherein each entry of the password database
includes a mapping of the password to entries of the table, wherein the mapping for an
element of the password comprises an index to the entry of the table including the

alphanumeric character of the password element.
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