TITLE TEST SYSTEM FOR VOICE COMMUNICATIONS SYSTEMS BACKGROUND OF THE
INVENTION Field of the Invention [0001] Example aspects of the present invention generally relate to
telecommuri@f8R48yst&ns, and more particularly to systems, methods, arRCdoWpUEPEFidgram
products for remote testing of a voice communication system. Related Art [0002] A turret system is a
specialized key telephony switching system that allows a relatively small number of users to access a
large number of external lines and provides enhanced communication features such as hoot-n-holler,
push-to-talk, intercom, video, and large-scale conferencing. These features are often utilized in the
financial industry such as trading floor environments, as well as security/law enforcement, public safety
utilities, healthcare, and customer support (e.g., contact centers) environments. [0003] Users interface
with a turret system via a turret device, which is a telephone-like desktop device with multiple handsets
and speakers and multiple
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TITLE

TEST SYSTEM FOR VOICE COMMUNICATIONS SYSTEMS

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] Example aspects of the present invention generally relate to
telecommunication systems, and more particularly to systems, methods, and

computer program products for remote testing of a voice communication system.
Related Art

[0002] A turret system is a specialized key telephony switching system that allows a
relatively small number of users to access a large number of external lines and
provides enhanced communication features such as hoot-n-holler, push-to-talk,
intercom, video, and large-scale conferencing. These features are often utilized in
the financial industry such as trading floor environments, as well as security/law
enforcement, public safety utilities, healthcare, and customer support (e.g., contact

centers) environments,

[0003] Users interface with a turret system via a turret device, which is a

telephone-like desktop device with multiple handsets and speakers and multiple



- 2 - buttons. A turret is either implemented in dedicated hardware (sometimes referred to as a "hard"
turret) or a general-purpose computer (sometimes referred to as a "soft" turret). With the advent of
Voice over Weé2/Prbtdcol (-VoW"), VolP turret devices have moved frorP@Hkeder¥fdtinent of
dedicated voice communications trading resources to g more virtualized trading environment across
multiple sites. This virtual environment allows resources to be shared dynamically, when and where
required, across a global corporate enterprise. [0004] Turrets are installed in one or more premises of
a company, andintseme\aases i asatpeiogiealbnhtepiackdiandOhapdaied sonsaime waseriadically, in
order to verify that thhe igsttallat% ns, re%ac?_ments, or %;i')da%teg Were%.succefsfuld Eechnigiar}ts,walk
throughout one Brimore prélrrﬁel’s it WAICH é)quﬁ%)r%ee% P hstaled Hanua ffrtrgstlﬁgf VAridUs functions of
each of the turreiseetawightéchnieans p¥damm teslimg mamualbe i COsbIPANA/ tiltewoetsuming. [0005]
Problems can bée more %uickl% s%i\%ed bX Ir.emdotel\y condu?tirfl% tgstst from.a common.tet%t location. The
need to test turfets ana related communications INfrastructure 1o determine ?R{anpufllé‘fgalf)fbscation where
a problem existaratidgthe dype: of failuke d¢s/ teohliredllydivad e ngirguiiepisaitys test fdards are located
within the devic%ﬁo be tteﬁted someti¥n referred to as % vic(? iynder. teﬁt" orh"DUT;i). Ehe test
boards include cifCuits that are ?rrllgheﬁlaﬁy CORhected to Gther Circuits of test eyqﬁYpFﬁle%I{ via Bfﬁ’gs and
jacks. This techruquiecHascthes shddbammgwitequitipge.large space where the test jacks and the hard
wiring from the circuits can be maintained. Another shortcoming of this testing mechanism is that it

requires extensiygjiiningal Ry SANRIPIRPSIOREFAG NG DHIT-BRAIESt SRPMEGRL Moreover,

such testing is disruptive to end users. There is the need, therefore, for an improved remote test
system, particukadgstaiforedtifshicelingpdeseindicatiodstitfiaswurtireyantyetpaibhmene! BRIEF

DESCRIPTION,[Q906}, [he example aluaedinenis.deseibadbersin meet (e @hrysildgiified needs

by providing systems, methods, and computer program products for testing a voice communication
system. - 3 - [0001 firorederhboelioh et apshuikstriicibic s agaisheitiad Mo las appiiedtion server to a

turret via a COm&klﬂﬁ‘fg%{%ﬁJ‘ﬁ%ﬁ%sT&%%%PﬁE%ﬁ%YeH%&{ﬁecécﬁﬂﬁ&M? LPrEXRGulE AL least one

diagnostic test based on the job instruction. The application server receives, from the turret via the
communication8ABBAbYKS §951Es 8ag &R RTINS SUlt of the at least one diagnostic test is provided.

[0005] Problems can be more quickly solved by remotely conducting tests from a
common test location. The need to test turrets and related communications
infrastructure to determine the physical location where a problem exists and the type
of failure is technically challenging. Typically, test boards are located within the
device to be tested (sometimes referred to as a “device under test” or “DUT”). The
test boards include circuits that are manually connected to other circuits or test
equipment via plugs and jacks. This technique has the shortcoming of requiring a
large space where the test jacks and the hard wiring from the circuits can be
maintained. Another shortcoming of this testing mechanism is that it requires
extensive training of personnel to properly operate the DUT and test equipment.
Moreover, such testing is disruptive to end users. There is the need, therefore, for an
improved remote test system, particularly tailored for testing communications

infrastructure and equipment.

BRIEF DESCRIPTION
[0006] The example embodiments described herein meet the above-identified needs
by providing systems, methods, and computer program products for testing a voice

communication system.



[0008] Further features and advantages, as well as the structure and operation, of various example
embodiments of the present invention are described in detail below with reference to the
accompanyW§ aPainyg$1BRIEF DESCRIPTION OF THE DRAWINGS [0008] WHE2/Hafd’and
advantages of the example embodiments of the mventgon presented herein will become more apparent
from the detailed description set forth below when taken in conjunction with the drawings. [0010] FIG.

1 is a block diagram of an example voice communication testing system in accordance with an
embodiment of [ﬂ%pﬂehenhérmebdﬂim&ﬁ)@h]jbﬁiﬁstﬁld&pid‘astammﬁaadbﬁaﬂedﬂohmiﬁchﬁgmm of an

example tun-et in accorda%nce with an embodiment of the Erefﬁ:-nt in en lon 0012 FIG is a more
dS Tver to urret via a communications netw 1ca T'VEI, ses t
detailed block diagram S an example audio processor N 'accordaRBe With an embodiient of the

invention. [0013]1tGtodeitiusirate $easnt exadiplagroceduiadet mahagobgnobsc{ddlHelG. 5 illustrates
an example proceol for executlngwﬁjsol?r 00 5]tFIG G bIock dla ram Ilst|% %mﬂole test

101’1 SELVET 1¢C € com S
procedures n ac%% ance with example em |men%s Olfllt e inven |on %I}l.GlT lustrates an

example test scanswi@e including a result of the at least one diagnostic test is provided.

[0008] Further features and advantages, as well as the structure and operation, of
various example embodiments of the present invention are described in detail below

with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009] The features and advantages of the example embodiments of the invention
presented herein will become more apparent from the detailed description set forth

below when taken in conjunction with the drawings.

[0010] FIG. I is a block diagram of an example voice communication testing system

in accordance with an embodiment of the present invention.

[0011] FIG. 2 depicts a more detailed block diagram of an example turret in

accordance with an embodiment of the present invention.

[0012] FIG. 3 is a more detailed block diagram of an example audio processor in

accordance with an embodiment of the invention.
[0013] FIG. 4 illustrates an example procedure for managing jobs.
[0014] FIG. 5 illustrates an example procedure for executing a job.

[0015] FIG. 6 is block diagram listing example test procedures in accordance with

example embodiments of the invention.
[0016] FIG. 7 illustrates an example test scenario.

[0017] FIG. 8 illustrates an example conference call test scenario.



[0017] FIG. 8 illustrates an example conference call test scenario. - 4 - [0018] FIG. 9 illustrates an
example scenario for testing a call between two turrets via a gateway/private branch exchange. [0019]
FIG. 10 illusty&eésl Zf7a%&mple scenario for testing a local audio interface of BCWHZRITOOMOFFIG. 11 is a
block diagram of an example computer useful for imp_Iqlrr_lenting the present invention. DETAILED
DESCRIPTION [0021] The example embodiments of the invention presented herein are directed to
systems, methods, and computer program products for testing a voice communication system, which
are now descriljéd1g réiGirotarms otamexample fucrericoinntsnicationisystereintadrading
environment. This is for conyenigpcrg on an(?]is not intended to limit the application of the present

invention. In fac‘f}aa?'té?tF&la ir%lf/hee olﬁlélv(f/inegXC ea'lsn(%‘?ption, it will be apparent to one skilled in the relevant

art(s) how to implement the following invention in alternative environments, such as other installations
of voice commuiitHio i €ysteriib: e ajescorporatelefivanviil feemstitglakped fordamelstfagiliof, a
healthcare, cusigmgr support, contact center environments, and the like).

[0020] FIG. 11 is a block diagram of an example computer useful for implementing

the present invention.

DETAILED DESCRIPTION
[0021] The example embodiments of the invention presented herein are directed to
systems, methods, and computer program products for testing a voice
communication system, which are now described herein in terms of an example
turret communication system in a trading environment. This is for convenience only
and is not intended to limit the application of the present invention. In fact, after
reading the following description, it will be apparent to one skilled in the relevant
art(s) how to implement the following invention in alternative environments, such as
other installations of voice communication systems (e.g., corporate, financial,
security/law enforcement, utility, healthcare, customer support, contact center

environments, and the like).
I. System

[0022] FIG. 1 is a block diagram of an example voice communication testing system
100 in accordance with an embodiment of the present invention. The system 100
includes an administrator personal computer (“PC”) 101 which, in turn, includes a
graphical user interface (“GUI”) and a management system client 102. Management
system client 102 is an application that enables an administrator to generate,
configure, and manage diagnostic jobs and tests related to the voice communication

system 100.

[0023] The management system client 102 communicates with an application server
103, which may also be referred to herein as “A/S”, by using a communication

protocol, such as Hypertext Transfer Protocol Secure (“HTTPS”). In general,



I. System [0022] FIG. 1 is a block diagram of an example voice communication testing system 100 in
accordance with an embodiment of the present invention. The system 100 includes an administrator
personal comPRAE2QPa 101 which, in turn, includes a graphical user inte&deUSEUIAHE a
management system client | 02. Management system ¢lient 102 is an application that enables an
administrator to generate, configure, and manage diagnostic jobs and tests related to the voice
communication system 100. [0023] The management system client 102 communicates with an
application servgrpliddtiwhiehandy aisedpaefditeldiediedena bs -ASEobyralSing atomnasnioation
protocol, such as Hypertext Transfer Protoc ﬁecur "HTTPS"). eneral, - 5.- application server
103 1 responsitie TP EOGHALg SHE Leur Ol G VAL et b Mg A G Ko arem 100, The
application serveriod indludésasdiagrosiicasenviaed Q4aalblata IS8k abOdstary intentory database
108, a diagnosti ata database 10§ a dia icS t 110,.a desktop application service 112, and
a management (g%?% am §§r§\7i%§1 ]ﬁIgrfB &CAQ?] ﬁ%%}?ﬁgeﬁg’ \ig\l/ft%%rl‘;2 {tj?’})eag'r%bcr?olso |cssesvel?\€i@é31628|saa diagnostics
controller 105 thadrcermeunicates witlvitieel plugin 106 by using interprocess communications such as
remote procedure calls or Java calls. Test metadata (e.g., a test name, input parameter(s), component
type(s) supportggy aiflag indicating WhALNAL AR SLWOLIdNRIYRL ASEE URIDg A deyice ¢ be tested,
etc.) received from the management systent client 102 is used by the diagnostics controller 105 to
validate test inplieperarmeieiestes wiahshatelexte it Parsmeteisipneristerpanparenistersuahd to format
any test responses.[phe seeeived IpM & sameanentiQhRdasied Jabledilistiates an exemplary set

of test metadata. Table 1 Verify Intercom Connection
parameter(s), component type(s) supported, a flag indicating whether a test would

interrupt a user using a device to be tested, etc.) received from the management
system client 102 is used by the diagnostics controller 105 to validate test input
parameters, to translate external parameters into internal parameters, and to format
any test responses to be received from a component to be tested. Table 1 illustrates

an exemplary set of test metadata.

Table 1
Verity Intercom Connection
UserA: 3108 Turret
UserB: 3308 Turret
Test Duration (seconds): 10
Noise Level Threshold (dBmO): -60
Delay Threshold (msec): 30
Distortion Threshold (%): 2
Anomaly Count Threshold: 10

[0025] The plugin 106 maintains compatibility of communication between
components that use different communication protocols. In particular, the plugin
106 maintains lists of plugin classes or communication protocols implemented by
each component with which the plugin 106 interfaces. Plugin classes can be

installed into, or uninstalled from, the plugin 106 via the management system client



UserA: 3108 Turret UserB: 3308 Turret Test Duration (seconds): 10 Noise Level Threshold (dBmO):

-60 Delay Threshold (msec):
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102. The plugin 106 is used to format communication messages based on the

protocol implemented by the component for which the message is intended.

[0026] Diagnostics controller 105 also communicates with the data service 107 by

using an application programming interface (“API”) such as a web service APL.

[0027] The data service 107 serves as an interface between the diagnostics controller
105 and the inventory and diagnostics data databases 108 and 109. Although the
inventory database 108 and the diagnostics data database 109 are described as being
separate, embodiments in which the databases are combined are contemplated. The
data service 107 communicates with the inventory database 108 and the diagnostics
data database 109 via an API such as Java Database Connectivity (“JDBC”). As
tests are executed on devices, the devices periodically transmit messages to the

databases 108 and/or 109 to store any updated test results.

[0028] The plugin 106 is communicatively coupled to a Network Time Protocol
(“NTP”) server 122, which maintains system clock timing and communicates with

NTP server 122 via the NTP communication protocol.

[0029] The plugin 106 communicates with the diagnostics agent 110 by using a
communication protocol, such as HTTPS. The diagnostics agent 110, in turn,
communicates with the management system service 111 by using interprocess
communications such as remote procedure calls or Java calls. The diagnostics agent
110 provides a common communications interface between the diagnostics service

104 and the implementation of a diagnostic in the management system service 111.

[0030] Diagnostic tests on a desktop application, such as desktop application 117,
are executed via the desktop application service 112. The desktop application
service 112 communicates with the plugin 106 by using a communication protocol,

such as HTTPS.

[0031] By using a secure communication protocol, such as HTTPS, a secure
communication line is maintained between various components of system 100,

including the management system client 102, the diagnostics controller 105, the



30 Distortion Threshold (%): Anomaly Count Threshold: 10 [0025] The plugin 106 maintains
compatibility of communication between components that use different communication protocols. In
particular, tREQAP1Ad8Imaintains lists of plugin classes or communicatiorPpidtde8id/eidmented by
each component with which the plugin 106 interfaces. J?I_ugin classes can be installed into, or
uninstalled from, the plugin 106 via the management system client -6-

plugin 106, the diagnostics agent 110, the desktop application service 112, the server

114, and the user PC 116.

[0032] In general, the application server 103 is used for testing various devices, such

as a media gateway 113, a server 114, a user PC 116, and a turret 118.

[0033] The media gateway 113 connects the system 100 to other networks such as a
Public Switched Telephone Network (“PSTN”). The media gateway 113 also
communicates with the plugin 106 by using a communication protocol, such as

Simple Network Management Protocol (“SNMP”).

[0034] Server 114 runs applications, such as voice logging, recording, replay, voice
buffering, etc. The server 114 includes a recording or reporting application 115 that
records voice data. The server 114 is communicatively coupled to the plugin 106 via
the recording or reporting application 115. The plugin 106 communicates with the
server 114 via a communication protocol, such as HTTPS, SNMP, or Secure Shell

(CCSSH”)'

[0035] User PC 116 communicates with the plugin 106 by using a communication
protocol, such as HTTPS. In one embodiment, the plugin 106 communicates with
the user PC 116 via two communication channels: a command channel for
transmitting command messages and an event channel for receiving event messages.

In addition, the user PC 116 includes a desktop application or soft turret 117.

[0036] Turret 118 includes a processor which executes an SSH daemon 119, a
diagnostics execution agent 120. Generally, a target component 121 is any
subsystem of the turret 118. For example the target component 121 can be an
analog-to-digital converter 202, an audio service application 204, or a telephony
application 205, which are each discussed in further detail below with respect to
FIG. 2. Turret 118 communicates with the plugin 106 by using SSH daemon 119
and the SSH communication protocol. The SSH daemon 119 is communicatively
coupled to the diagnostics execution agent 120, which, in turn, is communicatively
coupled to the target component 121. The SSH daemon 119 controls the diagnostics

execution agent 120, for example, by transmitting instructions for executing



102. The plugin 106 is used to format communication messages based on the protocol implemented
by the component for which the message is intended. [0026] Diagnostics controller 105 also
communical¥® #iR/tiéldhta service 107 by using an application programm®Bglittefatec(1AP|") such
as a web service API. [0027] The data service 107 seryes as an interface between the diagnostics
controller 105 and the inventory and diagnostics data databases 108 and 109. Although the inventory
database 108 and the diagnostics data database 109 are described as being separate, embodiments
in which the datdibasesiatesconmiadihgnescentemplatechgbhe ddtaxsentisackd/bgommunicates with the
inventory database 108. arEd the.gli%qn sticts data date%bﬁsie 109 viatan AFH such as Java Database
Connectivity ("J‘f?gl(]f"?.n $'18st¥ are exéCtred ol devices, the tetiees] pceari(%dically transmit messages
to the databases 108 and/or 109 to store any updated test results. [0028] The plugin 106 is
communicativell083ub Bt aldpativor knPimnée Ribtd bbd (kNIiRL) e vieen Qunppichimsa ifins system

clock timing and CQIYMLAIGAIRS MR DG BRI R, Xé@nﬁ&ﬁ%ﬁ_t‘foﬁ?"f‘ﬂ%ﬁ%&% i1GRlJ0029] The

plugin 106 communicates with the diagnostics agent 110 by using a communication protocol, such as
HTTPS. The didgmeistics ssdemtriet0 An themconhiurcitesuwith the insdwdagdrmedretystdm service Il by

using nferprocess GAMKNIEAYPIS SHEN A BPIG PIRERALE GRISLL-19KA callf Hae shaopestics
agent 110 provides a common communications interface between the diagnostics service 104 and the
implementationidzodisapeosticZibiiie mdhastvientrpktenrseiVice Elapionsepmdietjmistiedtests on a
desktop applicafign,tich as,Aeskion applicatinmlin AR SuREIIed Yip the feskiopapplication service
112. The desktop application service 112 communicates with the plugin 106 by using a communication
protocol, such a8'4TTPS) jooReNBY % gimy tosdebke dormmrificirbphpsotacolloue R dTTRS, a
secure communjggtion line is maintained between various components of system 100, including the
management system client 102, the diagnostics controller 105, the 7 -

[0038] The handsets and speakerphones 201 are communicatively coupled to the
A/D converter 202, which is a codec that converts analog electrical signals that
represent signals received from the handsets and speakerphones 201 into digital
signals. The A/D converter 202 also converts digital electrical signals received from
the audio processor 203 into analog signals. The A/D converter 202 has
analog-to-digital loopback capability. The transmit and receive volume for handsets

are controlled by amplifiers in the analog section of the A/D converter 202.

[0039] The audio processor 203 processes audio signals on the turret 200. Example
audio processing functions executed by the audio processor 203 include performing
sidetone generation, Fast Fourier Transforms (“FFTs”), de-jittering of audio signals,

acoustic echo cancellation, frequency response control, etc.

[0040] The audio processor 203 includes active and passive audio diagnostics
modules (not shown) that enable remote diagnostic testing, audio test automation,
and audio testing. Example audio diagnostics modules included within the audio
processor 203 include a single frequency tone generating module, a white noise
generating module, an audio file playback module, and an impulse generating

module.

[0041] The single-frequency tone generating module generates a single-frequency

tone and transmits the tone via a particular channel of the turret 200 to either a



plugin 106, the diagnostics agent 110, the desktop application service 112, the server 114, and the
user PC 116. [0032] In general, the application server 103 is used for testing various devices, such as
a media gat®0Bp 1215 1 88%erver 114, a user PC 116, and a turret 118. [0033THEHEdiBcHtway 113
connects the system 100 to other networks such as a_?gblic Switched Telephone Network ("PSTN").
The media gateway 113 also communicates with the plugin 106 by using a communication protocol,
such as Simple Network Management Protocol (-SNMP"). [0034] Server 114 runs applications, such
as voice loggingnsedgridigrepkay pieicebufteriig; @tcpddiepanrer dibitircihddsalracarodig or
reporting application.115 that records voice data. The server 114 is communicatively coupled to the
plegin 106 v 1 ALIRUTES TSRS At dELS! L GIGBE O B e it the server
114 via a comnilific&ties yrateito insaoh-asddifiRS| B NMPy @l $e curdyShe S el {0035] User PC
116 communicaitr%suvggp the &Ig%ga}ggcggtgnstigt%daﬁ%? ication protocol, such as HTTPS. In one
embodiment, the ﬁlugmyl% communicates with the user PC 116 via two communication channels: a
command channel for transmitting command messages and an event channel for receiving event
messages. In atifiddh, khe wbie PAst KBriatitinesadswsapplivationasy softaueret a1d. [0036]
Tun-et 118 inclydes & RreceSARE WHIGH £XG RS AR IR ARBMAR d:h 3dHjagnpstics execution agent
120. Generally, a target component 121 is any subsystem of the turret 118. For example the target
component 121neeihaesn aivileg acdiyital bondester s0Rkarphoiosetlicctbpplicationc2840or a
telephony application e rifiemarafAG diseussaddn U B ARALARIN IR SRAGHLO FIG. 2.
Turret 118 communicates with the plugin 106 by using SSH daemon 119 and the SSH communication
protocol. The S8H d&espior 2uddsnesswearichiiveliasupheased the didy Hastdstexesitisrcagent 120,
which, in turn, is, comyRicatielcRHRIRELR 06 target sAnpoReRt det ARk JBRmACHO

controls the diagnostics execution agent 120, for example, by transmitting instructions for executing - 8
- diagnostic test)3riee praghosts  exetifisragantctho Brasuless testsbydormsliiviesitdg with the

target component 121 VaingSysien calls. [0037] FIG. 2 depicts a more detailed block diagram of an
example tun-et 200 in accordance with an embodiment of the present invention. Turret 200 may be a
hard turret or a soft turret. As shown in FIG, 2, the turret 118 includes handsets and speakerphones

201, analog-to-i9al aHer diiarfil: Risibrrl mesy e drrfariey e espr dashstpidts eslief%san audio

service applicatiese20th AstelRRROMARRIGRHAR 208 L MEANMBUNIEALERDOUs ROGoauitan/light-emitting
diode (-LED") daemon 207, an automation. daemon 208, a button/LED driver 209, and physical buttons

[13

and contacts 210PCM”) format. The audio file playback module transmits a reference audio sighal
via an RTP stream to a distant turret (not shown) for use in Perceptual Evaluation of

Speech Quality (“PESQ”) tests.

[0044] The impulse generating module generates impulses and transmits the
impulses via a particular channel of the turret 200 to either a mouthpiece or an
earpiece of a handset or speakerphone of the local turret 200 or a distant turret (not
shown). The impulse generating module is used by the audio processor 203 for

performing a round-trip delay test, which is discussed below in further detail.

[0045] Example audio tests executed by the audio diagnostic modules include a
speech power test, a noise power test, an anomaly detection test, a loopback test, a
peak frequency test, an echo return loss test, and a round-trip delay test. Audio tests

are discussed in further detail below with respect to FIGs. 6 through 10.

[0046] The audio processor 203 also transmits and receives voice packets to and
from other endpoints via the network 211 by using a communication protocol such as

Realtime Transport Protocol (“RTP”). In particular, the audio processor 203



[0038] The handsets and speakerphones 201 are communicatively coupled to the AID converter 202,
which is a codec that converts analog electrical signals that represent signals received from the
handsets aM@peRKEAIRbnes 201 into digital signals. The A/D converter 202C3188 ¥ hPevid Migital
electrical signals received from the audio processor 2% into analog signals. The A/D converter 202
has analog-to-digital loopback capability. The transmit and receive volume for handsets are controlled
by amplifiers in the analog section of the A/D converter 202. [0039] The audio processor 203
processes audigesignal sahdidwe dasrBI2000i Expmjpdes dushotpeacessinkgfuin cidns exeouted by the audio
processor 203 i{}ghusgrﬁ ) ?{r@%?c% sigjc(?ftgg?og[ Q%@?&%ﬂ{ Ef‘ft Fourier Transforms ("FFTs"), de-.jittering
of audio signals, acoustic echo cance ahon, requency response control, etc. [0040] The audio
processor 203 includes active and passive audio diagnostics modules (not shown) that enable remote
diagnostic testin@04ldibhestdiateamasoapplich ael i) festnty cE reasolealidio diagnostics modules

included within &&ﬁﬂ%’%{&&%ﬁ§%§%ﬁ§f}%&{g§tﬂeﬁﬂ%&g&%ed?ﬁw@%&ﬁ@&f glingngdule, a white

noise generating module, an audio file playback module,and an impulse generating module. [0041]
The single-freqaedisypinsesgemniatingadodaid ienbrates aldinghdiffequaetsyarms i #8Asmits the
tone via a partichlanehanne! of e HaZ00 e HBE) G 911 PAYIIPIEGR YA &3PIgSE of a handset
or speakerphone of either the local tun-et 200 or a distant turret (not shown), e.g., a turret at a different
location on the network 211. Passive audio measurement functions are used to verify the tone level

and frequency RMHY 1dks teleahaanfaRCAliP8: BB J00uDT THEGRRITE! ABISE OnéRatly HRBdule
generates statigijaynwhite neise.ancbifapsmitsith vienqipe vialasparticulargrannealf the turret

200 to either a mouthpiece or an earpiece of a handset or speakerphone of either the local tun-et 200
or a distant turr@P{Hot $hoWR§n& uiteiirerar el ddheritistdstaiarehatstkags 1S Pasive audio

measurement functionshars UsgEiRiverysthenhite ARisedeyakomthadosakondigiant aad dwret 200.

The white noise is used by the audio processor 203 for performing power tests and an echo return loss
test, which are SIS&ESET BB Mﬁﬂ%?sagfaﬁr?f’ow%]tﬁwsﬁafb HEGRAGBade et A MIudes
pre-recorded reference audio files stored in a standard format, such as an 8 kHz or | 6 kHz Pulse
Code Modulatiqo@4DT Wi} tenmatnidei audic iecplayiackcagdtliedsapemits audierendecaudio signal

via an RTP stream to a di t turret (not shown) for use_in Perceptual Evaluatio Speech Quality
PRS0 toats T TR T ios EHEI KRG e e B L D RS WA T e ampuees
via a particular ehanmelof dhertorr€0200 to either a mouthpiece or an earpiece of a handset or
speakerphone of the local turret 200 or a distant turret (not shown). The impulse generating module is
used by the augig)REPCersana0B TR TPEIARTIN R JOMOH- L 'A% e Hle WAL B S¥S QY Red Delow in

further detail.
regarding the status of physical buttons and LEDs 210 on the turret. When the status

of a button or LED 210 changes the button/LED driver 209 transmits an interrupt
message to the button/LED daemon 207, which then transmits a message via the

message bus to one or more endpoints via the communication bus 206.

[0051] The automation daemon 208 receives Extensible Markup Language
(“XML”) commands from the plugin 106 of FIG. 1 via a communication protocol
such as SSH. The commands received from the plugin 106 are instructions to
execute one or more tests, such as testing the pressing of a button, testing the
loopback audio, performing audio measurements, etc. The automation daemon 208
forwards the commands to an appropriate destination via the communication bus

206.

[0052] FIG. 3 is a more detailed block diagram of an example audio processor 203

in accordance with an embodiment of the invention. As shown in FIG. 3, the audio



[0045] Example audio tests executed by the audio diagnostic modules include a speech power test, a
noise power test, an anomaly detection test, a loopback test, a peak frequency test, an echo return
loss test, and@ 3 HIH3 delay test. Audio tests are discussed in further detal’BErOW AitH4Espect to
FIGs. 6 through 10. [0046] The audio processor 203 aﬁo transmits and receives voice packets to and
from other endpoints via the network 211 by using a communication protocol such as Realtime
Transport Protocol ("RTP"). In particular, the audio processor 203 - 10 - receives and decodes RTP
voice packets frlmtastﬂsa)newdnlclﬂalas an® ERgades @fﬁtéﬁ&h@]ﬂﬁﬁdﬁfél%@/niﬁﬁqjaﬁifﬁt&@ﬂ]ambtwork
211.[0047] The aud service aH) I|c ?nﬁ)04 celv%s messagorszggm the communlgfitlon bus 206

and routes the messagé)sr? “aif eVices suthas the'atdio proceéscé)r BVA Erver (not

shown). The aucbo;ﬂedmelseamphoalham Qﬂﬁia&sﬂlbmmicemsmmmmﬁs&a@@ﬁ tatket network 211 via

the audio processor, SZS%% [nOéSl]e'glai tellﬁgmgy age Ct[ t'8822195c (perforrré% clsg%lcontrql anctlons for
da et

example, by haﬁ%ﬂm u a configurations for setting up a call, Mg G Iﬁ‘ﬁpstreams ports, etc.
When a button impdessedspenkeeptunietddrdware 210, a message is sent to the telephony application
205, which in turn validates the message and processes the message to carry out a task associated

with the presse §§P% Hoxxﬁ?ﬂ{‘ﬁﬁﬁ%Cﬁlpee[‘?cg"ebgdal??OEQ{BM&EM&%HS-%%&%H&T‘U”'Ca“Ve'y

couples the audio service application 204, the telephony application 205, the buttor/LED daemon 207,

and the automa]@@ﬁ@&bﬁmﬁtm Asbsn] mdﬁ@Pﬂ?Eéﬁm@mbnTi@ﬁ@&w@%@imgefrk% the
button/LED dflvanr%%ﬂ@ﬁ&é@%&@%&%qﬁﬁﬁ@kwg Ansang Po? gi0s0ndhe gl When the

status of a button or LED 210 changes the button/LED driver 209 transmits an interrupt message to
the button/LED deeHitre dypbadtidhstheningpseritsizomsedshg shves thephrsssagetions. tdVdwe or more

endpoints via tﬂﬁ&&’&ﬁ{@lﬂ?&%&m Bys ig%§ecuting any of the three types of loopback tests, the

audio processor 203 automatically bypasses audio functions that would interfere with

loopback testing, such as side tone generation and acoustic echo cancellation.

[0054] An early digital loopback location is indicated by block 302. The early
digital loopback location 302 enables loopback testing of RTP packets prior to the

packets having undergone de-jittering and audio processing.

[0055] A late digital loopback location is indicated by block 305. The late digital
loopback location 305 enables loopback testing of data that has undergone audio

processing.

[0056] An analog loopback location is indicated by the A/D converter 202. The
analog loopback location 202 enables loopback testing of analog signals just prior to
the signal being transmitted to, or received from, the handset or speakerphone 201.

Loopback tests are discussed in further detail below.
II. Process
A. Job Management

[0057] In general, job management includes any diagnostic job-related procedure
that is executed by the administrator PC 101 in conjunction with the management

system client 102. For example, job management includes generating and



[0051] The automation daemon 208 receives Extensible Markup Language ("XML") commands from
the plugin 106 of FIG. | via a communication protocol such as SSH. The commands received from the
plugin 106 ALiHERECHEBHS to execute one or more tests, such as testing th& pFaSEIRYH Button,
testing the loopback audio, performing audio measurements, etc. The automation daemon 208
forwards the commands to an appropriate destination via the communication bus 206. processor 203
includes an RTP packet processing module 301, jitter buffers 303, and an audio processing module

304. The audio groigssap 203 s jobmipitiigadivélyr coufiledite thearetiirarkod] dxanatiteethgoBID converter
202 via a RIP pacclfet rc(i)clessin odule 301. The AID converter 202 is communicatively coupled to a
handset or speélklerspﬁﬁgnlé 260 53] As shown in FIG. 3, three loopback locations are provided--two
digital loopback locations and one analog loopback location. The diagnostics service 104 can isolate
detected errors br fhilutesnesatigarticular part of the system 100 by executing loopback tests using one
or more of the three loopback locations. While the audio processor 203 is executing any of the three

types of loopbagiissitsriheaudiapracassen<pR axiematically Rynasses audinfuagiens that would

interfere with loopback testing, such as side tone generation and acoustic echo cancellation. [0054] An

early digital loogBHERASEARISiEcMBlaSEa Dy ek 3Tt THEERFR? ARGt 1BBHEER BKheM 302

enables loopbagi-tesiing-ehEnlfPeekeierianieiihe packeishavineHndargansi dsriifeting and audio
processing. [0055] A late digital loopback location is indicated by block 305. The late digital loopback

location 305 en5Bl&S18dpbARK s drig BF AT PRSIRUERIEHE bR srstissiA#40056] An analog
loopback locatienigiigicataddpyding Alhenuetenh2@od e analedlipopbask-lecatiamghergnables

loopback testing of analog signals justggéo,r‘to the signal being transmitted to, or received from, the
handset or spedRErFhBREFOMAWEPHIR FELHS e eGSR RS RRFER Yl lFdbvi° RepiGEess A. Job
Management  for the job.

[0059] A GUI of the administrator PC 101 displays GUI elements, such as icons,
buttons, and/or checkboxes, corresponding to various tests which can be performed
as well as test criteria configurations and thresholds. Selections available to be
entered via the GUI include generating, opening, executing, and scheduling a job.
When selections are made via the GUI, a corresponding message is transmitted from
the management system client 102 to the diagnostics service 104. At block 401, the
diagnostics service 104 receives from the management system client 102 a selection
of a job management option entered via the GUI of the administrator PC 101
together with any associated job parameters. At block 402, the diagnostics service

104 determines a type of the selection received at block 401.

[0060] If at block 402 the diagnostics service 104 determines that the type of the
selection received at block 401 corresponds to generating a new job, then at block
403 the diagnostics service 104 causes the management system client 102 to display

a GUI element, such as a window, enabling the generation of a new job.

[0061] At block 407, a job(s) is configured via the management system client 102.
In particular, jobs are configured by selecting specific tests to be executed and
selecting specific components for which the tests are to be executed, as well as
specifying any test parameters that are to be used in connection with the execution of

the tests.



[0057] In general, job management includes any diagnostic job-related procedure that is executed by

the administrat

or PC 101 in conjunction with the management system client 102. For example, job

managemenY th&ddles! generating and - 12 - configuring a new job, openind@hdrA¢bAMIding an
existing job, executing a job, and scheduling a job. I. Jpp Generation [0058] FIG. 4 illustrates an

example proce

dure 400 for managing jobs. A job is defined by a test template (e.g., Table 1) that

references one or more tests and one or more components to be tested, as well as any test
parameters to @06 d Aobtbektests thodieachsjals teeredsl adcarresponokntdgioetitrydstared in the

diagnostics dat% g%%?eaf@%lﬁ?ﬁ%ﬁ l|éné:rl1 rdlrc(ljgrggsetgggl% %%Eeagb%é)t%e%j&n{[g%ﬁ é))rggg?ﬁr% rlgrgcr% %est identifiers,

one or more component’i

rs, and corresponding para rs,ifan r the job.

[0059] A GUI oftlvekaditiniatt altoT, PES kot vdisplaysdBtl setedmbats, sudhjals ¢aansstuttianshand/or

checkboxes, correspondin

configurations

diashostics & 12 & ripus trpis which. can be,performed as well.as test griteria
andrthresholds. Setettions avaiianie 1606 entered via the GUI ‘nclide generating,

opening, executing pantschadpbngna ijiintifiie mselectiosys adénmpdeniaciheifzldy;, aodarnesgonding

message is tra
block 401, the

gsm'tted {)rom the management system client 102 to the diagnostics service 104. At
Or the . . . . .
|agno§?|cs service 104 receives from the management system client 102 a selection of

a job management option entered via the GUI of the administrator PC 101 together with any

associated job

Bardatedpediiapiotk 402, the diagnostics service 104 determines a type of the

selection received at block 401. [0060] If at block 402 the diagnostics service 104 determines that the

type of the seleppgyBegeiverbat hinch 4k sastaspondstolganriating e mew debiyhesrahblock 403 the
diagnostics service 104 causes the management system client 102 to display a GUI element, such as

a window, enabifigCtie gerfdyatich IPekrtll fopefnosd] &t MRk aa7 X ijSig) 98 ¢BRfighPiertia the
management sysiemClahbddzed Repadicuarciabss ane sRntgekRMA DY selgclingspecificigsisto be

executed and selecting specific components for which the tests are to be executed, as well as

specifying any

St Phr e r U S AT SR SBabH O RO R th IR ERERRM of the tests.

[0064] At block 408, a job(s) is viewed and/or modified via the management system
client 102. The procedures used for modifying job(s) are similar to those for

configuring jobs, as discussed above with respect to block 407.

[0065] At block 411, the diagnostics service 104 stores in the diagnostics data
database 109 the job(s) opened and modified at blocks 404 and 408, respectively, as

discussed above with respect to block 411.
3. Job Execution

[0066] If at block 402 the diagnostics service 104 determines that the type of the
selection received at block 401 corresponds to executing a job, then at block 405 the
diagnostics service 104 causes the management system client 102 to display a GUI
element, such as a dialog box, through which an administrator can confirm that a job

is to be executed.

[0067] At block 409, the diagnostics service 104 executes a job. In particular, the
diagnostics service 104 transmits to the device to be tested an execution message as
discussed in further detail below with respect to FIG. 5. The diagnostic data
database 109 is updated with the results of the job, and the diagnostics service 104



- 13 - [0062] At block 411, the diagnostics service 104 stores in the diagnostics data database 109 a
job entry corresponding to the job(s) generated and configured at blocks 403 and 407, respectively. As
discussed aB&&12A¢H{db entry stored in the diagnostics data database 1 HERMeE ¥ bR identifier,
one or more test identifiers, one or more component_iqgrn_tifiers, and corresponding parameters, if any,
to be used for the job. Job Modification [0063] If at block 402 the diagnostics service 104 determines
that the type of the selection received at block 401 corresponds to opening an existing job, then at
block 404 the diagoastics isenice 1bd mansesiihe syarageiiraent 8Yst€he alenictN2dosgisphay a GUI

element, such as.a window, enabling the opening of an existing jab. [0Q64] At block .408, a.job(s) is
viewed andior BUUH QUL B R G S S AR S THE HRORE il Tetaor Moty

job(s) are similafata thode forl 0ONigurtirg ¢obiss asttispussad sdpovenyitherespastoiojdiock 4d7. [0065] At
block 411, the diagnostics service 104 s in the diagnostics data database, 109 job(s) opened
and mocified at DURRC 0N St 08 Ao ot B L Lo et Sl BeG8et thblock ATL. 3.
Job Execution [886&3tIfaklock d02uigte diagnostics service 104 determines that the type of the
selection received at block 401 corresponds to executing a job, then at block 405 the diagnostics
service 104 cau4§e§6@esgﬂgg@g§rénent system client 102 to display a GUI element, such as a dialog
box, through which an administrator can confirm that a job is to be executed.

[0068] If at block 402, the diagnostics service 104 determines that the type of the
selection received at block 401 corresponds to scheduling the execution of a job to
take place at a later time, then at block 406 the diagnostics service 104 causes the
management system client 102 to display a GUI element, such as a window, enabling

the scheduling of the execution of a job.

[0069] Once a job has been scheduled, the job is executed according to its schedule.
In particular, at block 410, the diagnostics service 104 periodically retrieves the
current time from the NTP server 122. The diagnostics service 104 determines
whether the current time retrieved from the NTP server 122 matches the time a
scheduled job was set to begin at block 406. If the current time does not match the
scheduled time then the diagnostics service 104 waits a predetermined time period
before testing the time again. If the current time matches the scheduled time then the
diagnostics service 104 progresses to blocks 405 and 409 to execute the job and store

and report the results of the job, as discussed above.
a. Conflicts

[0070] In one embodiment, the diagnostics service 104 determines whether the
scheduled time of a job will generate a conflict with another job and/or current status
of the network and devices or components under test. For example, a conflict exists
if the diagnostics service 104 attempts to use a turret while the turret is being used by
a person. The diagnostics service 104 may also determine that a conflict exists based
on a flag included within metadata of a job. Before executing a test on a device, the
diagnostics service 104 transmits a status request message to a diagnostics agent of

the device. The device, if functioning properly, transmits to the diagnostics service



[0067] At block 409, the diagnostics service 104 executes a job. In particular, the diagnostics service
104 transmits to the device to be tested an execution message as discussed in further detail below
with respect® P¥2/E 118ie diagnostic data database 109 is updated with thBGESISR81d0f8¢4bb, and the
diagnostics service 104 - 14 - reports the results to thecmanagement system client 102. The
management system client 102 displays the results. The execution of jobs, the updating of the
diagnostic data database 109 with the results of the job, and reporting the results of jobs to the
management syi$i¢msclientinlfRaare edichidisaussed af futitheTidetai befowtiith «@'sp&CtteeFGs. 5

through 10. 4. Jogd%(f:heduling1 006%]&” at q|10Ck 402, the diagﬁnosttics service 104 determines that the

type of the selegtion Fe%nellr\l/eedd at vlo eﬁlﬁf c%srr%%ssﬁg%alsn £6 48 Se“&hﬁlﬁé ha S SHISA S eassj%e’[o take

place at a later thméjthers@atddockc0B)thediagriostice sespinad i4rmabsdsithe thandgement system

client 102 to display a GUI element, .such as a wi éiow, enabling the scheduling of the, execution of a
b [0005] one et e P o P S e O T eoRE SRR i,
at block 410, thehdiagnostigsesemiceatO4s periodicadiyt¢e ey 8 Hthe cuarent imE TrOPS theshNEP. server

122. The diagnostics service 104 determines whether the current time retrieved from the NIP server

122 matches theyhmg SAOAENIESLIAR Wasset #a Regineal Blask0B dbihg GHITENIme does not

match the scheduled time then'the diagnostics service 104 waits a predetermined time period before
testing the timerageiacehesgeinartliimel Arate sy e sseatokditire e mtheatizghostics service 104

progresses to b&%ﬁtﬂ&ﬁﬁé‘&[ﬁ@%‘]}cﬁf{g%‘Eﬁ&h@cﬁ%ﬁhﬂ@Qvﬁl%?e%ﬂtrﬁ&?@éﬁﬁc@sﬁﬂé of the job, as

discussed above. a. Conflicts [0070] In one embodiment, the diagnostics service 104 determines
whether the schagiifeentisnesutajobligil Heheratecatdaflisd withstintsthsr gobradel be ciareinestatus of

the network and fRyices Of GOMRALE MR MRS EOLEXAMBIS & FROTCLSXIFIF Jf the diagnostics

service 104 attempts 1o use a tun-et while the turret is being used by a person. The diagnostics service
104 may also determine that a conflict exists based on a flaé? included within metadata of a job. Before

executing a test Y7 &l qelie@athe NidfRdeesirvice ion HPAramrsey s IRbied bilsage to a
diagnostics agentefitheife\dssslithe deviaaec funglionint propeslyidsapsioiisde e dingnostics service

receives a status message from the device indicating a status of “in use” then the
diagnostics service 104 postpones testing the device for a predetermined amount of
time. After the predetermined amount of time as passed, the diagnostics service 104
transmits another status request message to the device, only executing the job after
receiving a status message from the device indicating a status of “not in use”. If the
diagnostics service 104 receives a status message from the device indicating a status
of “not in use” then the diagnostics service 104 executes the test on the device.
Alternatively, or in addition, the diagnostics service 104 schedules testing to occur in
a time period during which a user is less likely to be (or simply not) using a turret.
For instance, the diagnostics service 104 can schedule a job to be executed overnight,

while an office is closed for business.

[0073] In addition, the diagnostics service 104 restricts any tests that utilize a
common resource, such as a private line, by enabling only one test at a time to be

executed using the common resource.
B. Executing a Job

[0074] FIG. 5 illustrates an example procedure 500 for executing a job. As will be

understood by those having ordinary skill in the art, the steps illustrated in FIG. 5



- 15 - 104 a status message indicating a status of either "in use" or "not in use". If, after a
predetermined timeout period has passed since transmitting a status request message, the
diagnostics B&h2/204¥as received no response from the device then theMidgrastit8etvice 104
times out and does not execute the job. In one embodjment, the status request message is
communicated in a SIP message or an HTTPS message. [0071] If the diagnostics service 104
identifies a conflict then it causes the management system client 102 to display a warning dialog box
indicating that exeduiindthe jebtatcorting dertkiatsahddibe wilidsteprlipiwserdanidé:. Theay

management system client 102 can permit an administrator tg override the warning, causing the
)Be t gou ofc%)q 'Hg {P 61 &]ﬁ‘

diagnostics servic& T64'%6 exeute reajno Ocrles}srf)ll eat?leem\}vsa‘fr%g.r[f)s@?ﬁ RiSHARE y, the diagnostics

service 104 can prevent the job from being executed if a conflict is identified. In particular, if the
diagnostics sernt{§lf b4\ sedoivas miSatds inessagechismt thetdeviberinditatmegizestatug efelin use" then

the diagnostics servige. 104 RASIRORESIEIHRY (Ijﬁﬁ, daMigeHar Al ‘P@&%ﬁ@iﬁ%‘éﬁf@ﬁf@&t Aldie. After the

predetermined amount of time as passed, the diagnostics service 104 transmits another status request
message to theadwviceporlingxacitisigriveljdbadicereseividatadtahisaiésage from the device
indicating a status of "not in use”. If the diagnostics service 104 receives a status message from the

device indicatingyg7Rtatug.ahanabimuges,fiem e fiagnesticeservicadAtisxeiesihs test on the
device. Alternatively, or in addition, the diagnostics service 104 schedules testinggto occur in a time

period during wHIBEASHSEsREisss! fkertB BB BIRIHIHIO DEh S s S TEESindfénce, the

diagnostics servigeJ@éhaansseheilaiobia-Reexeryied avaraighhohilenariRffigads closed for
business. [0073] In addition, the diagnostics service 104 restricts any tests that utilize a common

resource, such S42PPIVHE 1IN, BIFBHSBIARY B! Bris 1ot 49 & Kimé- el JeREOHR A TSA A tHE common

resource. B. ExgrutigiasJoha uifivieed et hriexerutestinthe asdershowns, Rasher, the steps

illustrated in FIG. 5 may be executed out of order and/or simultaneously with respect to one another.
parameter(s), component type(s) supported, a flag indicating whether a test would

interrupt a user using a device to be tested, etc.

[0077] In response to receiving the execution message from the management system
client 102, the diagnostics service 104 executes the test(s) according to the
information included in the execution message. In particular, for each component
specified in the execution message, the diagnostics service 104, executes the test(s)
specified in the execution message, using the parameters, if any, specified in the
execution message. For example, the diagnostics service 104 generates, based on
the execution message received from the management system client 102, an
individualized execution message for each component to be tested. The diagnostics
service 104 transmits to each component to be tested, e.g., via the diagnostics
execution agent 120 of a target device as shown in FIG. 5, a corresponding
individualized execution message via a communication protocol such as SSH or
HTTPS. The individualized execution message identifies a target component of the
target device and indicates which tests or routines are to be executed on the target

component.

[0078] In response to receiving the individualized execution message from the
diagnostics service 104, the diagnostics agent of the target device transmits a

finalized execution message to the target component. The finalized execution



[0075] As shown in FIG. 5, the management system client 102 receives via a user interface a
command to execute a job, which has been previously configured and has a corresponding entry
stored in théVfi2ghystidé data database 109. [0076] The management systdfaCiSAEPAEhsmits an
execution message to the diagnostics service 104 via g,communication protocol such as HTTPS. The
execution message includes a reference to a job stored in the diagnostics data database 109. As
discussed above with respect to FIG. 4, each job entry stored in the diagnostics data database 109
includes metadatassagelinagategicnane; dopijiopananoaiests)e chenpanent dypas)spupifieried, a flag
indicating Whetrgﬁr actlestdwqulddinterru&)t a user using a device to be tested, etc. [0077] In response to
receiving the execution 1mueaslszzgfgee fom nemrﬁﬁsr?éa'ement system client 102, the diagnostics service 104
executes the test(s) according to the information included in the execution message. In particular, for
each componenf8pRLifiett snahes éxaetnivmaribssadiztidecdiagrostivessegvitemole dicgnaisthe test(s)
speciied in the gxaeuiianMESSARRHSING DE.ARIEISS [k nRailed in i execuign message.
For example, the diagnostics service 104 generates, based on the execution message received from
the managememi&ypegsm client 102, an individualized execution message for each component to be
tested. The diagnostics service 104 transmits to each component to be tested, e.g., via the diagnostics
execution agentdg¥o piaiargetdavisaAs sROYWKIR EHHS; el f%%ﬂﬂﬂ)%}g indivigiaalized, xecution
message via a communication protocol such as SSH or HTTPS. The individualized execution

message identifiés R8GO BTt Ut 1106 B det de thes saanire s vt Frtests bributines are to

be executed ondhg{gsgel sQARPERRMiTOD AL RERRPANSSAQ: rRCB Mg the-individualizgd execution
message from the diagnostics service 104, the dia&nostics agent of the target device transmits a

finalized executfGRERsagendipetalgettahipbhent. FHEsRRANS & sxeidifD e PPt RTBE S age instructs

the target compaeeaLiorReeHiaithentR s Ausautine s srasHiad hythairdividualized axestdion
message. [0079] In response to receiving the finalized execution message from the diagnostics agent,

the target compdfidhtBlennteihiscd S Spdisdhircdiastreinndrretemhacttn Haaaye! 188B80] After

the test(s) have.bgemaxasuied (thentargatycompraent transmits a results message indicating the
results of the test to the diagnostics agent. In response, the diagnostics agent transmits a post results

message fo the figig scvics 107 ia.a communicaion protocol such as HETES N sesponse (o
receiving the p esults mes%agecfsromvthe agnostics agen]tl,nfhe ARt SOV PP the test
results into the wfwdntoty JatathaseahdBeanaiorythendidgnosticsydaia daiabageatkidBpviacanl API such as

Java Database COH gseﬁli['i%émﬁl% 1)1ianagement system client 102 displays the status of the job(s)

suc
via the GUI of the administrator PC 101.

[0082] The management system client 102 transmits a query status message to the
diagnostics service 104 via a communication protocol such as HTTPS. The
diagnostics service 104 transmits a read job status message to the data service 107.
The data service 107 reads the job status from the inventory database 108 and/or the
diagnostics data database 109 via an API such as JDBC and transmits a job status
message to the diagnostics service 104. The diagnostics service 104 forwards the job
status message to the management system client 102 via a communication protocol
such as HTTPS. The management system client 102 displays the status of the job(s)
via the GUI of the administrator PC 101.

[0083] When the job is complete, the diagnostics service 104 aggregates the job
results and transmits an aggregated results message to the management system client
102 via a communication protocol such as HTTPS. The management system client

102 displays the aggregated results via the GUI of the administrator PC 101.



[0081] The diagnostics service 104 transmits a return message indicating the status of the job(s) to the
management system client 102 via a communication protocol such as HTTPS. The management
system clie'W@G213i8pitsks the status of the job(s) via the GUI of the adminiBGAEPPTC AN 4P0082] The
management system client 102 transmits a query statys message to the diagnostics service 104 via a
communication protocol such as HTTPS. The diagnostics service 104 transmits a read job status
message to the data service 107. The data service 107 reads the job status from the inventory
database 108 a@id/@ethe diagnostics data database 109 via an APl such as JDBC and transmits a job
status message to the diagnostics service 104. The diagnostics service 104 forwards the job status

message to the ent. i K icati tReol PS. The
management s&sﬁtw?r%?c i(lgl}'t %sszxg(l;ggg%g{%}é}sﬂét}égc%%? ﬁég 3%56(19 t @reégle%’f %qg’tggéiﬁzgrator PC

101. [0083] WhERSHEoIS IS coipfétd, ahe didgnubtitiyskriivel 1owagyfdgatds theobesults and |
ransmits an aggrgpaler pesulib ATEAAC I on,nARRgemEntSYSLaM.Alar 402,47 & Goumunication

protocol such as HTTPS. The management system client 102 displays the aggregated results via the
GUI of the admisiserated.Ronfigured. 18 ved, sSrhst [0DSAP G x8dsttsiodk tiagramdistipief exsdamle test

procedures 601,602,693, 604..6024 QQgVCG\gﬁhqgﬁjegp% 2l 810 (collectively "601 through 610-) in
A s . . L4

accordance with example embodiments of the invention. Test procedures 601 through 610 are
generated, configured, saved, scheduled, and/or executed via the management system client 102, as
discussed abové mrﬁﬁ"r’(—?sﬁ%%f to FIG. 4. 1. Audio Tests a. Audio Test Scenarios

a. Audio Test Scenarios

[0085] Block 601 represents audio tests. Audio tests may be executed in one or
more audio test scenarios, such as a detailed audio test scenario, a conference call
test scenario, a turret call via gateway/PBX test scenario, and a local audio interface

test scenario.
i. Direct Turret-to-Turret Test Scenario

[0086] FIG. 7 illustrates an example test scenario 700. Turret 701 executes an audio
test by using one or more audio test modules included in the audio processor 203.
Example audio test modules, including signal sources, measurement modules, and a
bandstop filter, are shown in FIG. 7. Turret 701 transmits voice data packets to
turret 703 via the network 702. Because turret 703 is in a loopback mode, turret 701
is able to receive the voice data packets back from itself via the network 702. Turret
701 performs measurements on the received voice data, determines test results 704,
and transmits the test results 704 to the application server 103. The application
server 103 forwards the results 704 to the administrator PC 101 for display via the
GUI of the administrator PC 101.

ii. Conference Call Test Scenario

[0087] FIG. 8§ illustrates an example conference call test scenario 800, particularly a
turret-to-media server or gateway conference call scenario. A conference call, which

is common in the trading industry, is a call in which more than two calling parties



[0085] Block 601 represents audio tests. Audio tests may be executed in one or more audio test
scenarios, such as a detailed audio test scenario, a conference call test scenario, a turret call via
gateway/PBX Q&8 ¥8éHdlio, and a local audio interface test scenario. i. Direl§ TUSELA Pt Test
Scenario [0086] FIG. 7 illustrates an example test scenario 700. Turret 701 executes an audio test by
using one or more audio test modules included in the audio processor 203. Example audio test
modules, including signal sources, measurement modules, and a bandstop filter, are shown in FIG. 7.
Turret 701 transmitsnvaicetelatahpackedshto tureetid 93 vidl themeiworkeriO2sBecadse turret 703 is in a

loopback mode, {yiret 793,15 Able Ip fegelye Ihe woics datapagkets back from self via ihe network
702. Turret 701 performs measurements on' thé recéned Voiteda a, determines st results 704, and

transmits the tesppésatisn/@4vto tH3 dppitcationasenargl@s\fibheadpploatiachserver 103iferwards the
T oL L L O B

Conference Calf Tegt Stervario ates an example conference call tes dcenario 800,
particularly a tusieticaneedidyseteron gateywhy cotttecancés calhSgerdrio .cAabbnierencescall, which is

common in the (rading. ndysing 15 acallin whicl) 1o fhan o ealling partes, 48, comppunicate
with each other on a smgllle ca Ij[‘l%y%avingni éir respective communication &gr?é% livked via a switch or
a bridge. In a conderendecailk testiitles mpplitationisenvdid fddsteriteslamutiid canfigusation for

each turret. In one embodiment, the conference is configured to enable #part' S to speak and listen
simuItaneoust.V/g}fgrmﬁzétﬁ\Peﬁ%?ﬁé Ton er%%%et?sac%%ﬁ%us%getrooér%g ‘gagn%%l ulegt%% Pr%@?ﬁe audio of
another turret. BlZeB30iusxdottesdansaudiodesitby uskily ane arlnvptedudiode stmowddles included in

the audio processar 203. Turret §01 transggigﬁ kets, ar stimulus, t m{aadt' Lserver or
t

ojce data pa
gatoway 803 viTe SeTo 5 Bk es pasletion e ety sen 81 ey A0 T ode.

turret 801 receinesibik BOiLe Hatatpidketst ack fromuthmenedia dervercovagateway 803 via the network
802. Turret 801£/%gfor.ms measurements on.the r cei\{ﬁpl yejpg %@,.g%t%@ines t@S%%eE:u ts, such as

1 testresults, Such as thetest res ansmits t
the test results Zl‘g} F—'T& , an tranusmlts the test results to the appﬁcatlon server he

application servesd03téatwangsithe veseltsitd e AbempjgiratomPeial (0r idisplays vie M&JI of the
administrator PG, 101, il LU GHopt TRt MR dRBISV Y RRG TR R R Qistrator PC 101.

iii. Turret-to-Turret via Gateway/PBX Test Scenario

[0088] FIG. 9 illustrates an example scenario 900 for testing a call between two
turrets via a gateway/private branch exchange (“PBX”), particularly in a
turret-to-turret via a gateway or PBX scenario. Turret 901 executes an audio test by
using one or more audio test modules included in the audio processor 203. Turret
901 transmits voice data packets, or stimulus, to turret 904 via a communication path
including a network 902, a gateway 905, a public switched telephone network
(“PSTN™), a gateway 906, and a network 903. Channel line echo cancellers within
the gateways 905 and 906 are in a bypass mode. In the event that channel line echo
cancellers cannot be bypassed, for instance, due to third-party equipment not
managed by system 100, two one-way audio tests are executed. Because turret 904
is in a loopback mode, turret 901 receives the voice data packets back from the turret
904. Turret 901 performs measurements on the received voice data, determines test
results, such as the test results 704 of FIG. 7, and transmits the test results to the
application server 103. The application server 103 forwards the results to the

administrator PC 101 for display via the GUI of the administrator PC 101.



[0088] FIG. 9 illustrates an example scenario 900 for testing a call between two turrets via a
gateway/private branch exchange ("PBX"), particularly in a turret-to-turret via a gateway or PBX
scenario. THH@28010&M8¢utes an audio test by using one or more audio test@iddrAes i#éilided in the
audio processor 203. Turret 901 transmits voice data packets, or stimulus, to turret 904 via a
communication path including a network 902, a gateway 905, a public switched telephone network
(-PSTN"), a gateway 906, and a network 903. Channel line echo cancellers within the gateways 905
and 906 are in abypass matle IheetiieceTent $hatat@nnel line echo cancellers cannot be bypassed, for
instance, due to third-party equipment not managed by system 100, two one-way audio tests are

executed. Becagg?d{%é T899 lﬁ&@%i&%?@f %ds%eﬁéﬁ'i‘ét1%%6&?5%?%?%‘69'Ca%&ﬁ%ta packets back

from the turret 9 urret 901 performs measurements on the ed voice data, determines test
results, such asititefrest rbs g7 Oz i IE]Y perrior mars asits the delscrmsuits adithdsappheakion server

103. The applicglipn,§emNeL 133 Ipyardsiicaram s g Qﬁﬁﬂﬁiﬂé’épﬁf&ﬁg%@%ﬂ%ﬁy via the
GUI of the administrator PC 101. - 20 - iv. Local Audio Interface Test Scenario [0089] FIG. 10

illustrates an emﬁﬁ@sbm&&mwdtésth@ad&mm@ﬁ@r iﬁ@érféﬁé_l‘@f aGutrenspartisalarly
performing acoygtic.deiaaian i a RAREsEL P& %&&J‘&Pﬂﬁf@%wsra&l}ﬂfgﬁmgw&ﬁ&@% executes

an audio test by using one or more audio test modules included in the audio processor 203. Turret 901

transmits an audidistinsnls diginel 10 bﬁé@f%ﬂ@ﬁ@gﬁééi@‘r@l airtyres9phaieeidiblytreisidilce the
audio signal. Tufref90h Aglects the angiosaignalvia ﬂlﬁ}‘gﬁl BRO9E9NZ QL vyt 901. Turret 901

detects the audio signal via a microphone 902 of turret 901. Alternatively, or in addition, turret 901
transmits the autlisrsasisbs sighadbtine Brieiciel dpurkelis ba auHentisapbistsigeldoPee audibly

reproduce the aydig Sighal,Tuymeh AL AYLAIR NS AULIQ A VIR ARIGIRPIANE QbR handset of

turret 901. Turret 901 performs measurements on the receiveéd audio signal, determines test results,
such as the testligsefif07oletesEBe 7udndigatisyiita MherBSiresoftd ot whplicatishXerver 103. The

application Servﬁﬁl}%fﬁrg%ﬁﬁQ%E%%Hf%m%éﬁ{@'&ré@f@éﬁraﬁ’@o]sqénfﬁf digpiayuiadhe GUI of the

administrator PC 101. [0090] As discussed above with respect to FIG. 2, the audio processor 203
includes active &1t passpieratiidediagnosttdmbilies tnad érraprairehetestiagiosticthesting, audio

test automation?]%n%v&@émsﬁﬂmaﬁﬁe&iglﬂg@g@%sfmqu@%ﬂ@?yggﬁytwmn the audio

processor 203 include a single frequency tone generating module, a white noise generating module,
an audio file plaAdaERsHBEURS dRd & diplise gehe fatidghriedermiva atar&lCLi8lor 117 accepts

Session Initiation Protocol ("SIP") INVITE messages that request auto answer, loopback, and play a

tone on a specifigoobanneliihandsetvsspeakass[RRO4] Refering back torblteciof043 axanaple audio
tests executed by the audio processor 203 via audio diagnostic modules include a speech power test,

a noise power tASHVEAShBISENS durledtinenastiss mspble kst abeaiptotigrrosisic s gcho return
loss test, and a sedibdeipdelayi@stand audio testing. Example audio diagnostics modules

included within the audio processor 203 include a single frequency tone generating
module, a white noise generating module, an audio file playback module, and an
impulse generating module. The turret 118 or 117 accepts Session Initiation
Protocol (“SIP”) INVITE messages that request auto answer, loopback, and play a

tone on a specific channel, handset or speaker.

[0091] Referring back to block 601, example audio tests executed by the audio
processor 203 via audio diagnostic modules include a speech power test, a noise
power test, an anomaly detection test, a loopback test, a peak frequency test, an echo

return loss test, and a round-trip delay test.



-21 - b. Speech Power Test [0092] The audio processor 203 executes a speech power test by
measuring the power (e.g., in dBmO) for portions of audio that contain speech on any channel and in
any directioW@2§12(7618%om a mouthpiece or an earpiece). A sinusoidal geerattOnittitl#Re audio
processor 203 of a local turret generates a stimulus, sweeping a sine wave signal from 0 Hz to a
maximum bandwidth frequency (e.g., 8 kHz for a 16 kHz sampling rate) at a constant amplitude. In
one embodiment, the stimulus is generated as early in the signal chain as possible, as close to the
microphone of the KealtuRerasessible. The stimulus is transmitted via a communications network
to a remote turret. The audio processor 203 of either the local turret or the remote turret computes an

ampltude respaRas AETNUINAROUSE Measuements eLmUIRlG salencies,pggweep wih o

predetermined (e.g., low or requency resolution. Eac wer meastrement ¢ e made at the
remote turret, latevinithegsigndBshideny ey cidsedoot Hasparkier wsqsbsuitsiny, draanthendcal turret,

after the audio %ﬁ#}ﬁcﬁpe@%e@. Bagk Wff@ﬁﬁe?ﬂ%&&%%lé%%t_o? O%.‘f? diagnastics gxgaytign agent 120

compares the amplitude response to predetermined amplitude response patterns to identify any
effect(s) the turgsnRoOohas bimpesceidiedpiogditess b spedetnldsrwelicspoteatitinaddio quality issues

such as "hollowg,souid, J10RY wSQUREL ANAIGE GBS E%ﬂnﬁ&?ﬁéﬁ&%ﬁ@ﬂ?@exm@?ﬁm the

application server 103.°c. Noise Power Test [0093] The audio processor 203 e S a noise power

test by measyriﬁéiﬂi?gfgb?vé@ kélg .§amm1§rg®9tﬂ)@p®ﬂmﬁa@f andisutat &mt%@b@dﬁm@p@é@m on any
channel and in afy, direclion, (€641 a6 ffom ﬂlgkqu]ﬁgp&%%ﬁq%rs AN SHRIELAlara|durret creates a test

call with a remote turret. During a silent portion of the call, e.g., a portion that does not contain speech,
average power isifrepixuredt thed appd raet powesstzln. bEhmedsytos i henaiddib prdcessor 203 of the

remote turret, latsn,ingSignAl £hai0Has JoSE IR ATREANH: A3 AOTHRIELF By e aHripprocessor 203

of the local turret, after the audio has been looped back by the remote turret. The average power - 22
- measurementligcebtigiet thy scpreldctarminuuakpeticinpalivdarinpesedsune Erentashsmitted to the

application Servﬁtgv;]&*?tneasurements at multiple frequencies in the sweep, with a predetermined
(e.g., low or high) frequency resolution. Each power measurement can be made at
the remote turret, late in the signal chain (e.g., as close to the speaker as possible), or
at the local turret, after the audio has been looped back by the remote turret. The
diagnostics execution agent 120 compares the amplitude response to predetermined
amplitude response patterns to identify any effect(s) the turret 200 has on perceived
loudness of speech, as well as potential audio quality issues such as “hollow” sound,
“tinny” sound, and/or “bassy” sound. Test results are transmitted to the application

server 103.
¢. Noise Power Test

[0093] The audio processor 203 executes a noise power test by measuring the power
(e.g., in dBmO) for portions of audio that do not contain speech on any channel and
in any direction (e.g., to or from a mouthpiece or an earpiece). A local turret creates
a test call with a remote turret. During a silent portion of the call, e.g., a portion that
does not contain speech, average power is measured. The average power can be
measured by the audio processor 203 of the remote turret, late in the signal chain, as
close to a speaker as possible, or by the audio processor 203 of the local turret, after

the audio has been looped back by the remote turret. The average power



d. Anomaly Detection Test [0094] The audio processor 203 initiates an anomaly detection test by
transmitting a nanowband signal such as a tone from one turret to another device or turret that is
configured iW& MdpBAIR'Mode. The audio processor 203 then measures af{ BAEAANE8détected from
the returned signal. The result of an anomaly detectiog4est includes a number of anomalies detected
over time for a particular turret. e. Loopback Test [0095] The audio processor 203 initiates a loopback
test by activating early digital loopback, late digital loopback, or analog loopback, as discussed in
further detail aboveswitmeaspectigpiid.(3.al prgétteralined e peoehackute shdndleidasiconfguring one
device, such as a turre&, éotbﬁlin a Iﬁo back mod?ogransmitting a stimulus signal, and measuring the
resulting signal TRA T TStLIR Y 693 13 fé%np%%vgévice'. When the audio processor 203 is operating in
any of the three loopback modes, the audio processor 203 automatically bypasses audio functions that
would interfere withhoopblickRatesting, Bisth as side tone generation and acoustic echo cancellation.
[0096] In one embodiment, loopback testing is used to verify the functionality of audio interfaces

between each tpsielyin AHRGMAS fa‘c%grsr&taoihﬁ@&@&%ﬁ&mw&{&wﬁe@ﬁﬁg RaRtedataomined set of

turrets for testing. Alternatively, the diagnostics controller 105 searches a database for available turrets

to avoid interrupfHiy eard wakrhratLAPenP e BIFRif f80TheE dralsautivstebiwbifer 105
generates pairingshaiwgen thedpsreistRbe testefd@dd asiaklishes aallshetvgensgach pairing. The

diagnostics controller 105 assigns each turret a nan-owband audio test tone having a unique
frequency that iSREtNErABIIIS imAtBE Tt fedeishe St waeh dtrerinraldekiiva¥Hotential

interference cayseddy speakeisPhnsameiuseisda Butigated rdp Lpa-mbediment, the diagnostics
controller 105 stores a table of turrets and corresponding test tone frequencies in the database 108 or

109. The Ioopback{_trest Ega%&e a short-term test or a long-term test. - 23 - i. Short-term Loopback Test
[0097] For eachepa ﬂ%’ i1 %ﬂ:, the diagnostics controller 105 designates one turret as the source,
one as the destination, and initiates a call from the source turret to the destination turret. The

destination turré@@9Ebriflgured irpectospbalid imodeswithoapiapbtentiayipdtitetietng hracesses (e.g.,
sidetones and ggfy %@E%@@Hﬂ%ﬁa‘?)’& sef, S‘P%ﬁé%h ﬁocﬁéﬁgﬁg?égnd{‘s gs‘gé‘&r‘lﬁeﬁ{l‘?{h&h&%ﬂd'o processor

203 of the source turret transniits the test tone. T processor 203 measures an audio level of
the looped backberdiovsigmedpactiie kst tonkn fregerehepcioloerbaplesbindetstivng flrusignal after
filtering it with a nar ilter. i co i0 Jevel to
precetormined Toaha T L T o B S St
diagnostics exetdiorzgeimg RO wearsmtsi gothddisgrosticd Sertliedoppadadavegsaféindibating that the

test has passed, Jffy r&%@gs&@&al%i?esleﬁﬁlﬁigﬁl%z\? oan hethisshald e doediaggastics execution

agent 120 transmits to the diagnostic e 104 a message indicating that the test has failed, and
optionally indicatingeetsialsregtadirity alty aflayegsudio functions that would interfere with

loopback testing, such as side tone generation and acoustic echo cancellation.

[0096] In one embodiment, loopback testing is used to verify the functionality of
audio interfaces between each turret in a network of turrets. The diagnostics
controller 105 uses a predetermined set of turrets for testing. Alternatively, the
diagnostics controller 105 searches a database for available turrets to avoid
interrupting users who are currently utilizing their turrets. The diagnostics controller
105 generates pairings between the turrets to be tested and establishes calls between
each pairing. The diagnostics controller 105 assigns each turret a narrowband audio
test tone having a unique frequency that is not harmonically related to the test tones
of each other turret. In this way, potential interference caused by speakers of nearby
turrets is mitigated. In one embodiment, the diagnostics controller 105 stores a table
of turrets and corresponding test tone frequencies in the database 108 or 109. The

loopback test may be a short-term test or a long-term test.



ii. Long-term Loopback Test [0098] In one embodiment, a long-term loopback test is used to detect
anomalies that may not be detected with a short-term loopback test. In this way, anomalies generated
by packet 1098 ftterButfdr adjustments, buffer overruns, buffer unden-uns, R¢d/(Eap1bEMEtected. The
audio processor 203 of the source turret transmits th_e%ggt tone, in the same manner as in the
short-term loopback test. The audio processor 203 of the source turret filters the looped back audio
with a high-Q bandstop filter. Any audio signals at the output of the filter are unwanted noise and/or
distortion. The audighproeeasboapatiehesneasures an audio level of the filtered looped back audio
signal across a predetermined band of frequencies over a predetermined period of time. The audio

processor 203 ﬂagTr the ured-audio leyel o predetermined thygsheld, \f the gudio level is
less than the th(;gs 0 dgtiren (t: |eltg€osg%g e%ecut%n%gelnt 120 tranesm?tz tog?l%ead?aé)nostics service
104 a messagetintitatifiy tiartheoesahts gasisedtidfthednedistaed clidifevkt kpgreaterrehan or equal

to the threshold,fhep e dIRANCRIES SXREHIRAUERTH2G AR rg%&%%%%ﬂgay%agrvice 104a -

24 - message indicating that the test has failed (e.g., that an anormaly has occurred), and optionally
indicating detailwitbgandivdeanglfailnifsyingiptress srovermanideicomalivkscobegmect Batzoparticular

frequency over ﬁ‘yB%EL&H'Qﬁ@%ﬁ%%@&‘é&r{nﬁ@d"gﬁﬁqwaﬂ%I‘EEEIQ P5deLhs: agsliorprgcessor 203

executes a peakfrequency test by measuring the frequency for any peak sustained signals on any
channel and in &Py @ireeton ey totler feonraomdlithpidievpeniearniiécaganesticaldeoestablished

between a locahtygickrand g, éﬁ%%ﬁiiﬁﬁiogtﬁﬁ% iﬁlé’EQ&%ﬁQrﬁ%ﬁﬁe?lfcﬁi%?re%‘?nq'ﬁ%atw”et or the

remote turret captures an audio signal, and computes an FFT of the captured audio signal, storing

power mea;ure@ftmtb@rfr@@@bhfﬂ%éiﬁ@_@fn@ﬁcyi&irﬂé?arw@adﬂofﬁt‘%fee@h@mﬁg Hiesridentifies the
frequency bin haying, e |RIGSTFONSECYINE PAWET (NEARIMIEMERLT BYELR RIefeiRrRigrd number of

FFT computations. The audio processor 203 transmits the corresponding frequency (e.qg., in Hz) to the
diagnostics ser§celi08!i@ tBehoRat#ia Bssreghqbbtheo]irhéiafitisfeeessbprageakecutes an

echo return loss sest Dy MeagHilRG e SGQ IVIL:!963 oM aRarlichiarahannsl 1k Rarigylar, the audio

processor 203 measures the input/output power on a particular channel using a white noise or WAV

file audio stimulbgssThelatifionsrserssardodelskls 1hss formibaguatiplihtet s éararlisicsingle talk
echo return losg WhERCONIGEIEH 19,3 SR W VIR AR LaePbacks: arabled. e white.npise generator

is used as the audio test stimulus. The return loss (in dB) is computed as the difference between the
output power (iﬁhégghgﬁ%ﬁ‘mésiﬁﬁlﬁdp@%pmmpagjy indicating details regarding any failure(s).

ii. Long-term Loopback Test

[0098] In one embodiment, a long-term loopback test is used to detect anomalies
that may not be detected with a short-term loopback test. In this way, anomalies
generated by packet loss, jitter buffer adjustments, buffer overruns, buffer underruns,
etc., can be detected. The audio processor 203 of the source turret transmits the test
tone, in the same manner as in the short-term loopback test. The audio processor 203
of the source turret filters the looped back audio with a high-Q bandstop filter. Any
audio signals at the output of the filter are unwanted noise and/or distortion. The
audio processor 203 then measures an audio level of the filtered looped back audio
signal across a predetermined band of frequencies over a predetermined period of
time. The audio processor 203 compares the measured audio level to predetermined
threshold. If the audio level is less than the threshold then the diagnostics execution
agent 120 transmits to the diagnostics service 104 a message indicating that the test
has passed. If the measured audio level is greater than or equal to the threshold then

the diagnostics execution agent 120 transmits to the diagnostics service 104 a



h. Round-Trip Delay Test [00101] The audio processor 203 executes a round-trip delay test by
measuring the audio round-trip delay with a loopback in place somewhere in the audio path outside of
the turret thA@2pE¥atiihg the measuring. The impulse generator is used X§THEBAHIGES2stimulus.
The audio processor 203 can measure external roun_dzg{ip delay - 25 - (e.g., in milliseconds ("ms")),
mouth-to-ear round-trip delay (in ms), and mouth-to-ear one-way delay (in ms). i. DTMF Test [00102]
The diagnostics service 104 initiates a DTMF test by transmitting a message to the turret 118
instructing the diagrasticelRxeaadtibn dgertil2i taikohWate the piessinglefla dodttenred) thedurret 118.

The diagnostics execution ggent 120, particularly the io processor 203, detects audio level (tone
andlor noise) hERIEAL B e B ot BT RGP ATECTARCTIAIS one level to

a predetermineddtuashalch {faitie dudicetpvakis graatgnthian orpegiedl 46 tine threshold then the
diagnostics execution agent 120 transmits to the diagnostics service 104 a message indicating that the
test has passed: 'fﬁéﬁlﬂg&%i&u@l\é‘? {8.lgss than the threshold then the diagnostics execution agent 120
transmits to the diagnostics service 104 a message indicating that the test has failed. j. Volume Test
[00103] The diagnaostics service 104 initiates a volume test b]y transmitting a message to the turret 118
instructing the d%ﬁﬁ?dsﬁ& audieRIoReaR MO 66 Hehd %FP&&F%H%%MF%%“&’ HdeEt&fhRe turret 118

and loop it baC“fﬂEqﬂ”&&' B EORYSHA! 2% RS AHIQ RIARESSARD3nd HEaAYdIRRIREERSHT #P3
measures the receive volume at one or more transmit volume levels and compares the audio level to a
predetermined HrESHbRIMAKEA TS ISEBHESEH ontercalds RHARIEeT DFEVREVSIRARY. TRk audio

level is greater tham Q&aakaliotherttyashrl thenrdhedngnastiasexestian agsptnka@itarsmits to the
diagnostics service 104 a message indicating that the test has passed. If the audio level is less than

the threshold thW Bh&dagHoRtiRS bR BGSRTPRF tram SO tEh e RIAGHbIILS skitite 104 a
message indicaipgltbgbother teshfiasdaiesin corresponding frequency bins. The audio processor

203 then identifies the frequency bin having the largest consecutive power
measurements over a predetermined number of FFT computations. The audio
processor 203 transmits the corresponding frequency (e.g., in Hz) to the diagnostics

service 104.
g. Echo Return Loss Test

[00100] The audio processor 203 executes an echo return loss test by measuring the
echo return loss on a particular channel. In particular, the audio processor 203
measures the input/output power on a particular channel using a white noise or
.WAV file audio stimulus. The audio processor 203 uses this for measuring line
echo canceller single talk echo return loss when connected to a gateway with no
loopbacks enabled. The white noise generator is used as the audio test stimulus. The
return loss (in dB) is computed as the difference between the output power (in dB)

and the input power (in dB).
h. Round-Trip Delay Test

[00101] The audio processor 203 executes a round-trip delay test by measuring the
audio round-trip delay with a loopback in place somewhere in the audio path outside
of the turret that is performing the measuring. The impulse generator is used as the

audio test stimulus. The audio processor 203 can measure external round-trip delay



k. Intercom Test [00104] The diagnostics service 104 initiates an intercom test by transmitting a
message to the turret 118 instructing the diagnostics execution agent 120 to make a - 26 - direct
intercom caPAN ZU6U& tun-et to a distant turret via a handsfree module oRGRh&/ &2 eAPRI#et, with
loopback enabled in distant turret. The audio processof203 measures and compares the audio level
to a predetermined threshold. If the audio level is greater than or equal to the threshold then the
diagnostics execution agent 120 transmits to the diagnostics service 104 a message indicating that the
test has passedelgthia atitlieclevelsis i@ss)ihanikte thrasholadheip theagidgnostieadxecution agent 120
transmits to the dia n?stics service 014 a message indicating that the test has failed. In addition, the
audio processanf measures theroufdt 1ir|cl) 'Mduth to ear delay from the local turret to the distant
turret and transmits the measurement to the diagnostics service 104. I. Conference Turret-to-Turret via
Media Server Test PO0MG5]eBhe diagnostics service 104 initiates a conference turret to turret via media
server test by transmitting a message to the turret 118 instructing the diagnostics execution agent 120

to open a comniggr {NyaL IRASRWR: camInicatian;ing 9Pl 8- SoM¢e HuHetARd a destination
turret. Both the source turret and the destination tun-et are in conference via a media server. The

audio coupling BtveEn thbsBliree tLitres aretitetbe diftagoHatrrecutipthasiedil de sk iattested. In

particular, the aydig,PLOGESSOl BB MSAMM S AN P‘l@iﬁf}i%V@i'ag'hUQ%%%Mﬁ?&PQg@ﬁJ@@g/ or a time
delay. The audio processor 203 compares the measured audio level, frequency response, and/or time

delay to predetétiredipresBidiR Prrits Aurdls ket tiraglie reyete s/ dnnbetiRidYelay are

greater than or gquahlo thedhiashald(sidhgribe dagnasiies ayecytinn agentirOdianamits to the
diagnostics service 104 a message indicating that the test has passed. If the audio level, frequency

response, and/GFEHAEHUREH dhecreddn nthretrie shabis piruR the b GiRyatits Bk dbisibAGgent 120

transmits to thetgéagnestisenservicextOdiid Mmesaayeondicating thalthe tast hiesstaied, aad.optionally
indicating details regarding any failure(s). For example, the message may include a measured audio

level, a measur8 FAFUEINLGAHRS BRI JaneasGredtithe evebip less than the

threshold then the diagnostics execution agent 120 transmits to the diagnostics

service 104 a message indicating that the test has failed.
J- Volume Test

[00103] The diagnostics service 104 initiates a volume test by transmitting a
message to the turret 118 instructing the diagnostics execution agent 120 to send a
local tone out of a handset of the turret 118 and loop it back in the A/D converter 202
to the audio processor 203. The audio processor 203 measures the receive volume at
one or more transmit volume levels and compares the audio level to a predetermined
threshold, which is adjusted based on the user handset transmit volume. If the audio
level is greater than or equal to the threshold then the diagnostics execution agent
120 transmits to the diagnostics service 104 a message indicating that the test has
passed. If the audio level is less than the threshold then the diagnostics execution
agent 120 transmits to the diagnostics service 104 a message indicating that the test

has failed.
k. Intercom Test

[00104] The diagnostics service 104 initiates an intercom test by transmitting a

message to the turret 118 instructing the diagnostics execution agent 120 to make a



m. Turret-to-Turret Dialtone Test [00106] The diagnostics service 104 initiates a turret-to-turret dialtone
test by transmitting a message to the turret 118 instructing the diagnostics execution agent 120 of a
source turreV HddPatd® dialtone communication line on its handset and t&@giP8gikEE8isponding
to a destination turret. The audio processor 203 of thegestination turret detects an incoming ring
notification and answers the call on its handset. This tests an audio coupling between the source
tun-et and the destination turret directly for internal calls or via a PBX for external calls. In particular,
the audio processert20@ mweasuiesan aldiol level; & reliiency nesponsaéaaddies anodldy ol he audio
processor 203 compares the measured audio level, frequency respapse, and/or delay t
bredetormined ITGURBI FHuRG B8 kB Loy HEBOUHER, o A RS Grelier than or
equal to the threshsld(s)dinenoiing dltaghestidsdéxedutianpagintrbd@cddahsitddo thehdiaghostics service
104 a message,indicating that the test h ssed. If udjp level, frequency response, and/or
ey are los 108 Te AP LS S b e tac S e T SRR e
diagnostics senlize i aimessageimndicatingdhat¢Hé4estras failadjand optiodal e sndicating details
regarding any failure(s), n, Turret-to-Turret Speeddial .Test 07].The.diagnostics service 104
imiates o et iral LA SRR SEal Byt o e A R £ S g the
diagnostics exeggition Agent dADsabalsalinga dutikst sonactivate anspeegdiallvatiop tatitbehanidset,
causing the diajiag ofdiits, corfesponding fo 3 destinatin Wret, Tns.audio Rrcessr go3,of the
destination turret detects an incomirig ring notitication and answers the call'on fts handset. This tests
an audio couplidglietwee tthiesounce ttrréicahis thiendestmationntuniet directys foennternatiealls or via a
PBX for externa&igarllls. tllgspa;,gcl:c%la}ro L{he audio processor 203 measures an audio level, a frequency
response, and/or édoeﬁay. The audio processor 203 compares the measured audio level, frequency
response, and/or delay to predetermined threshold(s). If the audio level, frequency response, and/or
delay are greatér tiamsragaal v théotAraspiole M edenSeiadidgiostics execution agent 120 transmits
to the diagnostics service 104 a message indicating - 28 - that the test has passed. If the audio level,
frequency respgogeosNdiey delayareslessitharpthe fineshold(sither thadiagnesticeLxeaution agent
120 transmits to the d[@taggnostics service 104 a message indicating that the test has failed, and

optionally indicafRG iRy Syt &R RaTtAER LS. ho ket REdBraar iastp G188 diagnostics

service 104 initigtesu@sipicr ieconderdiest Pydransmitinga mesragedontha ticiabhdinsiructing the
diagnostics execution agent 120 to activate vojce recording via the recording application 115 and to

activate one or RSP SOMRRUME RN s HRILIOR tHEGhirfdeD18S TAN SIS D AIESSor 203 transmits

from the microphaaaeidheaactivaied chiapraktovine ieedrdiag appiitatianid Lauia i emmsmication
network a voice message includinﬁ voice data, a user identifier and a channel identifier. Alternatively,

the user identififlca4IF tHE B ideiimsom Ay 6e il med SSVJide ades: PBr example, the
voice data maypyienl audiblyu@predidead: inoicata the Vseridentifien angliontiechapsgiddentifier. An

administrator can pen \t/eriwdtrlle de%ﬁ recorded on thezro%cording ap| lication 1%15 vlia trlle rrfanagement
system client 1§99/0r a time"delay. “The audio processor compares the measured audio level,

frequency response, and/or time delay to predetermined threshold(s). If the audio

level, frequency response, and/or time delay are greater than or equal to the

threshold(s) then the diagnostics execution agent 120 transmits to the diagnostics

service 104 a message indicating that the test has passed. If the audio level,

frequency response, and/or time delay are less than the threshold(s) then the

diagnostics execution agent 120 transmits to the diagnostics service 104 a message

indicating that the test has failed, and optionally indicating details regarding any

failure(s). For example, the message may include a measured audio level, a

measured frequency response, and a measured time delay.



2. Self Tests [00109] Referring back to FIG. 6, block 602 represents device self tests. Examples of
device self tests include a media gateway self test and a turret self test. In a self test, which may be a
power-on séfAe8iUPOST") or a built-in self test (-BIT"), basic functionality BEFIEHAN4Y81dns is
tested by the device being tested. For example, in a nﬁdla gateway self test, the media gateway
executes tests on itself, verifying for example that the communication line interface is operating
correctly. 3. Time Verification Tests [00110] Block 603 represents time verification tests. Examples of
time verificationntesIaiinclud® arcappicatioiserver ("A/S") to A/S time verification test, an A/S to media
server time verification test, an A/S to media gateway time verification test, an A/S to turret time

verification testygaithg Y2 &%g&;&@tﬁ@t&t{% SeHManLHMmes a%&ret%'tﬁﬁt?faltﬁ%waa% gnostics

service 104 executes a time verification test y querying a target device for a target time, retrieving the
target time, andicospisiing ahecsargetaithe ivithtd tifne stetdevedhi cha g pehgo X pETRetgent 4.

Database Integfjity) [egts |0l Hﬂr&'%%ﬁ%té%”&?ﬁ%%‘éc%%%ﬂﬁﬂﬁ@a%ﬁ%‘é‘ Sstenlhgdiagaestics

service 104 executes database integrity tests to verify that the databases 108 and 109 have not been
corrupted. Datatyabéigitegaitesestsligrify ar@suma@ntemed ines thed apatreses 208 of he9 is accurate,

valid, and CO”S'&é@ﬂﬂaﬁ@ﬁ%ﬁ’éﬁ&é\é&e&%%ﬁﬁﬁ %ﬂt‘fé(aﬁ%ﬂsiﬁﬁ'giﬁx%?s%%%Qﬂt%ﬂ’}{?g”ty’ which

does not permit any two rows to have the same nfity within a table, (2) domain integrity, which
restricts data tohgrsefinbai tigsistgpesde gOlﬂéét%}wmde(sﬂlﬁemlﬂé‘m|Bl1’rﬁté’gﬁt$hﬁvmﬁltn?§@t}|res the

existence of a rglatadirowip APOReHIARIR (G0 PSR TS IRL A ANVAN CYFOME ) the

audio processor 203 measures an audio level, a frequency response, and/or a delay.
The audio processor 203 compares the measured audio level, frequency response,
and/or delay to predetermined threshold(s). If the audio level, frequency response,
and/or delay are greater than or equal to the threshold(s) then the diagnostics
execution agent 120 transmits to the diagnostics service 104 a message indicating
that the test has passed. If the audio level, frequency response, and/or delay are less
than the threshold(s) then the diagnostics execution agent 120 transmits to the
diagnostics service 104 a message indicating that the test has failed, and optionally

indicating details regarding any failure(s).
n. Turret-to-Turret Speeddial Test

[00107] The diagnostics service 104 initiates a turret-to-turret speeddial test by
transmitting a message to the turret 118 instructing the diagnostics execution agent
120 of a source turret to activate a speeddial button on its handset, causing the
dialing of digits corresponding to a destination turret. The audio processor 203 of
the destination turret detects an incoming ring notification and answers the call on its
handset. This tests an audio coupling between the source turret and the destination
turret directly for internal calls or via a PBX for external calls. In particular, the
audio processor 203 measures an audio level, a frequency response, and/or a delay.
The audio processor 203 compares the measured audio level, frequency response,
and/or delay to predetermined threshold(s). If the audio level, frequency response,
and/or delay are greater than or equal to the threshold(s) then the diagnostics

execution agent 120 transmits to the diagnostics service 104 a message indicating



5. Configuration Verification Tests [00112] Block 605 represents configuration verification tests.
Examples of configuration verification tests include a media gateway configuration verification test, a
media servel @3ifig0ratfdn verification test, and a turret configuration verifidibitte&t1 fddiagnostics
service 104 executes configuration verification tests E(&I erify that devices (e.g., a media gateway, a
media server, a turret) have been programmed correctly, and that there are no configuration
parameters missing from a device that would prevent the device from powering on and functioning. 6.
Software VersiahaV évifieatiom pesisd 001th3hBlveke6O6 fiepreaente sofiwaradérnsiemmyeiiictation tests.

Examples of soffware version vetifiation (gsts indlude a loca) AL Sqfiyare version yeriication test, a
remote A/S software version verification test, a media server software version verification test, a media
gateway softwadiyession vanficatioh testsa parnedisafivgateversion WYesiftaatiyniidstpandbydesktop
application or s?rﬁpgone %p{t\z\iare ve(rision ver%'fi ati? test. The diagnostics service 104 executes

. 1 1n c S regaraing,.an apjure(s). . . .
software version veri |c§tlonatles{s y pcﬁlmd’ software components for software version information and

- 30 - comparing the responses, if any, to records stored in the inventory database 108 to ensure that
the correct softward/ oesRerigdastediéd on a particular device. 7. Turret Tests [00114] Block 607
represents turret tests. Examples of turret tests include a read button module test, a repetitive test, a

logon turret tesiipgpiiies sastiasestore Ingomiuiel 1as5ia sreadkAialtuyeliestiand @

configuration change turret test.
message to the turret 118 instructing the diagnostics execution agent 120 to activate
voice recording via the recording application 115 and to activate one or more
communication channels of the turret 118. The audio processor 203 transmits from
the microphone of the activated channel to the recording application 115 via a
communication network a voice message including voice data, a user identifier and a
channel identifier. Alternatively, the user identifier and/or the channel identifier may
be transmitted as voice data. For example, the voice data may, when audibly
reproduced, indicate the user identifier and/or the channel identifier. An

administrator can then verify the data recorded on the recording application 115 via

the management system client 102.
2. Self Tests

[00109] Referring back to FIG. 6, block 602 represents device self tests. Examples
of device self tests include a media gateway self test and a turret self test. In a self
test, which may be a power-on self test (“POST”) or a built-in self test (“BIT”), basic
functionality of internal systems is tested by the device being tested. For example, in
a media gateway self test, the media gateway executes tests on itself, verifying for

example that the communication line interface is operating correctly.
3. Time Verification Tests

[00110] Block 603 represents time verification tests. Examples of time verification
tests include an application server (“A/S”) to A/S time verification test, an A/S to
media server time verification test, an A/S to media gateway time verification test, an

A/S to turret time verification test, and an A/S to external NTP server time



a. Button Module Test [00115] The diagnostics service 104 executes a button module test by
transmitting a message to the turret 118 instructing the diagnostics execution agent 120 to return a
message inWNERHHGAEIEUt-rent text being displayed on a button module. TREHaYHdEEdI$2rvice 104
forwards the response message to the management system client 102 to be displayed via a GUI
enabling an administrator to determine whether the button display is correct. b. Repetitive Test [00116]
The diagnostics service 104 executes a repetitive test by transmitting a message to the turret 118
instructing the diagfiostics execlliodiagentit?OdieiexdOdtexanytgyadetermirifdatést repaagtedly, either

for a predetermined number of times %ug?l af {Iure is d.etectetill. Theglg%nostlgs execution agent 120

. CIyin target devic T a target ime. refrievin e tar £, and compar .
transmits to theqélla no%ﬁcs ervice ame%sage indicatin thattfah testIs passmgpor]tlﬁ%tafallure

was detected after @arparticutar number ot exeedtions. alkisdests TRessliability and/or robustness of
certain functionality of the turret 118. 8. Media Gateway Test [00117] Block 608 represents media
gateway tests, ggc@)gé@ag@ﬁlgrgﬁg yetification test. The diagnostics service 104 executes media
gateway tests to verify, for example, that media gateway lines are physically coupled, that the media

gateway lines are live, etc. -31 - 9. Automatic Fault Management ("AFM") Test '
[00111] Block 604 represents database integrity tests. The diagnostics service 104

executes database integrity tests to verify that the databases 108 and 109 have not
been corrupted. Database integrity tests verify that data entered into the databases
108 or 109 is accurate, valid, and consistent. Three basic types of database integrity
constraints are (1) entity integrity, which does not permit any two rows to have the
same identity within a table, (2) domain integrity, which restricts data to predefined
data types (e.g., dates), and (3) referential integrity, which requires the existence of a

related row in another table (e.g., a customer for a given customer ID).
5. Configuration Verification Tests

[00112] Block 605 represents configuration verification tests. Examples of
configuration verification tests include a media gateway configuration verification
test, a media server configuration verification test, and a turret configuration
verification test. The diagnostics service 104 executes configuration verification
tests to verify that devices (e.g., a media gateway, a media server, a turret) have been
programmed correctly, and that there are no configuration parameters missing from a

device that would prevent the device from powering on and functioning.
6. Software Version Verification Tests

[00113] Block 606 represents software version verification tests. Examples of
software version verification tests include a local A/S software version verification
test, a remote A/S software version verification test, a media server software version
verification test, a media gateway software version verification test, a turret software
version verification test, and a desktop application or softphone software version
verification test. The diagnostics service 104 executes software version verification

tests by polling software components for software version information and



[00118] Block 609 represents AFM tests. Examples of AFM tests include an AFM test trap. The
diagnostics service 104 executes AFM tests to verify that alarm signals are operating correctly. In
particular, tNEQIPAYHBEISE service 104 transmits a test trap to an AFM interfBe&/ERAVEANIES that the
test trap is received at a local trap management systery, 10. Call Control Tests [00119] Block 610
represents call control tests. Examples of call control tests include a private line connection test, a dial
tone line connection test, an intercom connection test, an inbound call routing test, and a voice
recording test. CathpamntotiestsppiesaxeCuigotyistheladmiaisirater iR d0ly Hatphiticulds ta set of test
user profiles is genera,[iﬁa(%l \flia the mtan?ggment system cltiel?t 02. A t%st rl)rof'le is GUI element that
emulates a turréPand contans bltton an rsepveeaﬁé)rn con Fg%rg ions: Ffie st chYﬁ‘fg'also includes
references to test extensions, configured private communication lines, dial tone lines, and speed-dial
entries. To exedutelaeelllsstitrol test of a turret, the test profiles log onto the turret being tested and,
for example, make a call via the turret. In this case, the voice channel of the turret being tested is used

by the test profijgof\sflisnuseed 2ROYEWIth keRRestio ElGnfhid astthatbas thawetential to generate

a conflict with a user of the turret, such as a call control test, may be scheduled to execute at a time

when the turret YCESRENELE e LSEEL B BTNt SRBIRI BA ehialgealidit gt atdcaigttissed in

further detail abl%‘g%ﬁ\{ﬁﬁé?&@@% §9e€éﬁ§al7tdﬁ@?lﬂ&*ﬂ, 1Q4 H'c&ﬁ%ﬁﬁﬂﬁdﬁ’tﬂi@rﬁ’g@@ﬁ%@@&{mlm] The
present invention (e.g., systems 100, 700, 800, 900, and 1000, procedures 400, 500, and 601 through

610, or any part(s) or functi % ) ﬁereof) can be implemented using hardware, software or a
combination theareol%étﬁ%ng\éoﬂ jel ?ﬁ%mented in one or more computers or other processing systems.
However, the manipulations performed by the present invention were often referred to in terms, such
as establishing d¥dikdoUéxintq gubitlr asercommidriycaassocidtetanithathdntakt BR trapperistions
performed by a human opraIQr. Ne JUER GaRaliy 9.2 ! rtﬁ‘ﬁs”&&%{é%%fréSeﬂ?‘fﬁé%é%u%daGSirab'e in
most cases, in any ofthe operations descri ed herein which form part o the present invention. Rather,
the operations amesmgchinkcopegationsigsetd trnciolidey foredenior imitigitheodplratiba of the present

invention includ, g RuIpesS lgial apmummicts,or smlardeviees, OLEL L fecl n one

. c
embodiment, the invention Is direc toward one or more computers capa% ing out the

I
it
functionality destribetORerehs. dirplayarple 0f& Eompliter anl@hnmsitiavwn o diGnine [@0¢22T Computer
1100 incl_udes hhfs Q&t{w&lg@%@%ﬁ?{%cﬁuch as processor 1104. The processor 1104 is coupled @o a
communication infrastructure 1106 (e.g., a communications bus, cross-over bar, or network). Various
software embodiments are described in terms of this example computer. After reading this description,
it will become aPpaféRES € géitdon skilled in the relevant art(s) how to implement the invention using
other computers and/or architectures.

[00116] The diagnostics service 104 executes a repetitive test by transmitting a

message to the turret 118 instructing the diagnostics execution agent 120 to execute
any predetermined test repeatedly, either for a predetermined number of times or
until a failure is detected. The diagnostics execution agent 120 transmits to the
diagnostics service 104 a message indicating that the test is passing or that a failure
was detected after a particular number of executions. This tests the reliability and/or

robustness of certain functionality of the turret 118.
8. Media Gateway Test

[00117] Block 608 represents media gateway tests, such as a line status verification
test. The diagnostics service 104 executes media gateway tests to verify, for
example, that media gateway lines are physically coupled, that the media gateway

lines are live, etc.



[00123] Computer 1100 can include a display interface 1102 that forwards graphics, text, and other
data from the communication infrastructure 1106 (or from a frame buffer not shown) for display on the
display unit WESB1P§128 Computer 1100 also includes a main memory 110ET3(%2A1349¢@dom access
memory (RAM), and can also include a secondary mepmory 1110. The secondary memory 1110 can
include, for example, a hard disk drive 1112 and/or a removable storage drive 1114, representing a
floppy disk dive, a magnetic tape drive, an optical disk drive, etc. The removable storage drive 1114
reads from andfor wiitestoia Femovahble storagé ARMILTSsin a well known manner. Removable
storage unit 1118 represents a floppy disk, magnetic tape, optical disk, etc. which is read by and

written to by remgygiie %85%%%23@%}%% nﬁAﬁM‘ Vog %Qﬁ?&?gf WevEnQy %ﬁé&%@ﬁ%d\yﬁ t1118

includes a computer usable stor medi aving stored therein computer software and/or data.
[00125] In altertestiveemBodinenestisesomndkery tdermsnyics1ABNdpasincudeidyibatsiilarsganvites for
allowing compuel BRGAS. G He! ISiiglions. Mg iaadats 3R DR LATIRIAL 1100 pch
devices can include, for example, @ removable storage unit 1122 and an interface 1120. Examples of
such can include arpidgrhmtedagidgadarrtibastidgehinterface (suetebisdiratftagbtinvideo game
devices), a remgl\é%%%m{p Y&hip (such as an erasable programmable read only memory (EPROM),
or programmable read only memory (PROM)) and associated socket, and other removable storage
units 1122 and intetfaces 1120, which allow software and data to be transferred from the removable
storage unit 1129 1&6¥bmpiter 1886, [00126] Computer 1100 can also include a communications
interface 1124. Communications interface 1124 allows software and data to be transferred between
computer 1100 @od Xt ralkdeMiaeprdsxamnplas oh eonustdniEationscniedate dik24 ean include a
modem, a network interface g ch as an Ethernet c rd]) a communications port, a Personal Computer
Memory Card IAEE H%?i&%’lv s%‘&?a‘f%ﬁl?gtoﬂlﬁﬁi)asaﬂﬁ &ﬂ?ﬁe El RPeeShitarE AhE AT Transferred via
communicationsdntedace 32 4naiieb ou blde: it rowafreigeal add 28 siti chcoadi fetedecanicontrol
electromagnetic%, gtgtical or otth r siqﬁals dca%akgletofgg?g received b}{ comrr%urﬂtca'%ions interface 1124.
These signals 118 46 proviaed b abATMIMELShE intertad8 A¥PEUM & e8RiiHidatons path (e.g.,
channel) 1126. gibiSlehanrekid26 danheisignaimdii2gand chanbé(ihplenentiedilsing:Wire or cable,
fiber optics, a telephone line, a cellular link, a radio frequenc F) link and ather com ications
channels. (001 71T I HGTHER R ARG CB 0D SO g AT gLt cabie
medium,” and "esmpuideubahile nédi veitranecy se deto geaevialhy refefitarediavstech as removable
storage cive 1344, hard disk intafle n hard sk dive, 1.4 2, pndior signals 1128 These computer
program produccts provide software to compu]fér 1 ?%.pleﬁe nvention is directed to stc computer
program productsn{i®dd 128 pComputethpregramé i@l socrefesréd toras bemputeedandrdologic) are stored
in main memory 1108 and/or secondary memory.1110. Computer. programs can also he received via
communicationg)ﬁll]f%fr)igl’cré1 2"‘14(.:?)§1u¥:]ﬁl ct¥1c§:rrrr111f)rl5 %r %)nrc%)}élrsa?%ssffr\?v%evnmefeccu &t ,?é)rt?é elutﬁé%%)g%ﬁl%uter 1100
to perform the featedas ofethbyptiesent ruéiltioAs discussed above with respect to FIG. 4, a test

that has the potential to generate a conflict with a user of the turret, such as a call
control test, may be scheduled to execute at a time when the turret is less likely to be
used. Call control tests, particularly audio tests, are discussed in further detail above

with respect to FIGs. 7 through 10.
III. Example Implementations

[00120] The present invention (e.g., systems 100, 700, 800, 900, and 1000,
procedures 400, 500, and 601 through 610, or any part(s) or function(s) thereof) can
be implemented using hardware, software or a combination thereof and can be
implemented in one or more computers or other processing systems. However, the
manipulations performed by the present invention were often referred to in terms,

such as establishing or discovering, which are commonly associated with mental



- 34 - as discussed herein. In particular, the computer programs, when executed, enable the processor
1104 to peiform the features of the present invention. Accordingly, such computer programs represent
controllers oVth&deyhipiiter 1100. [00129] In an embodiment where the invelftib¥ $3UhdER¥&nted using
software, the software can be stored in a computer prggram product and loaded into computer 1100
using removable storage drive 1114, hard drive 1112 or communications interface 1124. The control
logic (software), when executed by the processor 1104, causes the processor 1104 to perform the
functions of thedpvernition gs desedlisdaienaim (PEd36y. |INaratherapabildgiotenhuihenpypention is

implemented prlmarllélsm hardware lqj ing, for example, hardiymre COVT][FOHG ts such.as ah)pllcatlon

specific integratleszclll Eirelits ’(3\ Esélja.l f%pl) CMEhEatsH OF HHe Rardwde Stats rr?g%ﬂlr?éi Islgr%lls to perform

the functions deghtidbediine pein withbe@pparanetoiperRatkakilbed peititéorslexambalii(s). [00131] In yet
another embodiment, the invertion s implemented Usind,a sombinarian of both hardware,and
software. [0013%) White Varidus embodiments ot the pr%sen??nven lon have'been described above, it
should be undeistbatt thakcthbyunpye béembresgnted by viaylofd@xaraple, and not limitation. It will be
apparent to persons skilled in the relevant art(s) that various changes in form and detail can be made

therein without BgRaing,am the SPUh A0 RERPEHRGINE RIGS SOEHERIRR, FU5. eRigsent

invention should not be limited by any of the above desciibed example embodiments, but should be
defined only in aeguvdariceapabiethbdonpmeue Rivdy e abiy dgeivdiehis¢0n133] dnaaddition, it

should be undeglsgggﬁgﬁt@tltf@)figgﬁggvﬂlﬁﬁﬁiaégq in the attachments, which highlight the functionality
and advantages of the present invention, are presented for example purposes only. The architecture of

the present invention is sufficiently flexible and configurable, such that it can be utilized Sand
navigated) in wi§3ldtHet-iapriRat SHOMRIHIS & HcebMPERIRE fitflitesuch as processor 1104.

The processor 1104 is coupled to a communication infrastructure 1106 (e.g., a
communications bus, cross-over bar, or network). Various software embodiments
are described in terms of this example computer. After reading this description, it
will become apparent to a person skilled in the relevant art(s) how to implement the

invention using other computers and/or architectures.

[00123] Computer 1100 can include a display interface 1102 that forwards graphics,
text, and other data from the communication infrastructure 1106 (or from a frame

buffer not shown) for display on the display unit 1130.

[00124] Computer 1100 also includes a main memory 1108, such as random access
memory (RAM), and can also include a secondary memory 1110. The secondary
memory 1110 can include, for example, a hard disk drive 1112 and/or a removable
storage drive 1114, representing a floppy disk drive, a magnetic tape drive, an optical
disk drive, etc. The removable storage drive 1114 reads from and/or writes to a
removable storage unit 1118 in a well known manner. Removable storage unit 1118
represents a floppy disk, magnetic tape, optical disk, etc. which is read by and
written to by removable storage drive 1114. As will be appreciated, the removable
storage unit 1118 includes a computer usable storage medium having stored therein

computer software and/or data.

[00125] In alternative embodiments, secondary memory 1110 can include other

similar devices for allowing computer programs or other instructions to be loaded



- 35 - [00134] Further, the purpose of the foregoing Abstract is to enable the U.S. Patent and
Trademark Office and the public generally, and especially the scientists, engineers and practitioners in
the art who ¥@ Hagfhiihr with patent or legal terms or phraseology, to de®¢HPRYUikNom a
cursory inspection the nature and essence of the techgical disclosure of the application. The Abstract
is not intended to be limiting as to the scope of the present invention in any way. It is also to be
understood that the steps and procedures recited in the claims need not be performed in the order
presented. - 3GrtY\WdAPUBICLAIMELhSleticAssystéml fde téstingaaphice rearomuiicatiagesystem, the

system comprising: 55t et incliding a first et memory coupier o & fist trret pragessor; a
second turret inc]iludlng a'Second urretemem'ory COl.Pp ed 10 & $6E0nd turret Bro%essor, £ wherein

at least one of thedfust tidyet oe the seoohdduhtetfincld de siddarget compenent ramessage bus, and an

automation daemon, the autgmz%tlon daemg% bein confgl%gjred EPR% receive fr% plication server

. . o) T " .
waacommunlc%]ﬁ{)nnsryn%l%\lﬁo ,afgba]iln%rtarllsja I617 associated with t e¥arpgegf‘%8’n(|ponent nd (i) transmit

the job instructiprotodinentargetadmpomenhvia (RB OMssagedsis;iaed socket, and other
removable storage units 1122 and interfaces 1120, which allow software and data to

be transferred from the removable storage unit 1122 to computer 1100.

[00126] Computer 1100 can also include a communications interface 1124.
Communications interface 1124 allows software and data to be transferred between
computer 1100 and external devices. Examples of communications interface 1124
can include a modem, a network interface (such as an Ethernet card), a
communications port, a Personal Computer Memory Card International Association
(PCMCTA) slot and card, etc. Software and data transferred via communications
interface 1124 are in the form of signals 1128 which can be electronic,
electromagnetic, optical or other signals capable of being received by
communications interface 1124. These signals 1128 are provided to communications
interface 1124 via a communications path (e.g., channel) 1126. This channel 1126
carries signals 1128 and can be implemented using wire or cable, fiber optics, a
telephone line, a cellular link, a radio frequency (RF) link and other communications

channels.

[00127] In this document, the terms “‘computer program medium,”
“computer-readable medium,” and “computer-usable medium” are used to generally
refer to media such as removable storage drive 1114, a hard disk installed in hard
disk drive 1112, and/or signals 1128. These computer program products provide
software to computer 1100. The invention is directed to such computer program

products.

[00128] Computer programs (also referred to as computer control logic) are stored
in main memory 1108 and/or secondary memory 1110. Computer programs can also
be received via communications interface 1124. Such computer programs, when

executed, enable the computer 1100 to perform the features of the present invention,



wherein at least one of the first turret processor or the second turret processor is configured to (i)
execute at least one diagnostic test associated with the target component in response to receiving the
job instructi®OF81HE hgkssage bus and (i) determine one or more results diihd/830tk& bkt
diagnostic test; and the application server mcludmg an application memory coupled to an
application processor, wherein the application processor is configured to: pair the first turret and the
second turret for testing, establish a call session between the first turret and the second turret,
transmit, to the audisnatiod ltaeimoimgfaatitedst drecofhadirptdpraatsomiie sseeamﬂdwmbldaﬂbe

communications network1 fBg ob | truc tho fc%use at Ieast one of the flr rret ocessor or
g{ CESSOI ormt eatures of t presen mny ntloP Cf:
the second turrét processor to execute uring & Call Session, leas one gnos ic test

associated withddsm;taﬁgqirogmmneptteﬂemesmmnsleets oédm\anglplumroliﬁﬁstructlon and (ii) determine
one or more results of the at least one diagnostic test, and - 37 -

[00129] In an embodiment where the invention is implemented using software, the
software can be stored in a computer program product and loaded into computer
1100 using removable storage drive 1114, hard drive 1112 or communications
interface 1124. The control logic (software), when executed by the processor 1104,
causes the processor 1104 to perform the functions of the invention as described

herein.

[00130] In another embodiment, the invention is implemented primarily in hardware
using, for example, hardware components such as application specific integrated
circuits (ASICs). Implementation of the hardware state machine so as to perform the

functions described herein will be apparent to persons skilled in the relevant art(s).

[00131] In yet another embodiment, the invention is implemented using a

combination of both hardware and software.

[00132] While various embodiments of the present invention have been described
above, it should be understood that they have been presented by way of example, and
not limitation. It will be apparent to persons skilled in the relevant art(s) that various
changes in form and detail can be made therein without departing from the spirit and
scope of the present invention. Thus, the present invention should not be limited by
any of the above described example embodiments, but should be defined only in

accordance with the following claims and their equivalents.

[00133] In addition, it should be understood that the figures illustrated in the
attachments, which highlight the functionality and advantages of the present
invention, are presented for example purposes only. The architecture of the present
invention is sufficiently flexible and configurable, such that it can be utilized (and

navigated) in ways other than that shown in the accompanying figures.



receive, from at least one of the first turret or the second turret via the communications network, a
message including the one or more results of the at least one diagnostic test. 2. The system of
Claim 1, whef@i#{R@dddast one diagnostic test includes at least one of anF4kdIEP8EL/0a0dhech power
test, a noise power test, an anomaly detection test, a lpopback test, a peak frequency test, an echo
return loss test, a round-trip delay test, a DTMF test, a volume test, an intercom test, a conference
test, or a voice recorder test. 3. The system of Claim 1, wherein the application server further
includes a plugifdgnadiranstatesteemessageinte focamimyAbaiian preieaablasedoh Bd@hle, stored in
a database, that ches ¢ nicati rotocols to components. . .. 4. The system of Claim 1,
heroin at leastna G ETE T OLRFCLE) e Pl LR s Pectabals G B Gtcs execution
agent that execetgmthes ahtbastooite diagnabtiateshbase d arfdné jabwithtpactiaror legd tdines system of

iicati(;gr;1 %e[rver. further 'ﬁnc{ludes a diagnostics conH'lgllertthat rgceives

Claim 1’ Wheremrtq%zfasgg Of% CIrmine 1ckl: I'O{Il a Cursory 1ns C(&IOP I%% Uure %1’1 . .
10 %’a rator computer, gn stores tnhe Jo conflguratlon data

diagnostic job c%n?igura om an adninis
in a database. ess@ctloé thystetmafaClasmdkpwherdia dhd ijotbi instictidb inaktdesa tineaddémndifier, and
wherein at Ieas%grﬁe cl)tf. theal gi{gt é‘é”eé or ('g?ﬁlgecr:gsned ttur%%1 %g(l:utaens t‘ry}e atﬂeigsh% 8géagnostic test
based on the time 1dentifier, 238< 7 The system of Claim 1, whérein the appﬁcation processor is
further configureddasdett rnindadigihendnegoldinstrustica corhespandsicad job ihatisormed
service-affectin% ﬁlnd if the }ob inscriruction corresponds to a job that is service-affecting then

s ¢ order presented.
transmitting a



warning message to an administrator computer. 8. A method for testing a voice communication
system, the method comprising the steps of: pairing, by an application server, a first turret and a
second turret for testing, the first turret including a first turret processor and the second turret including
a second turret processor, wherein at least one of gge-first turret or the second turret includes a target
component, a message bus, and an automation daemon; establishing, by the application server, a
call session between the first turret and the second turret; transmitting, from the application server
to the automation daemon of at least one of the first turret or the second turret via the communications
networkVlpdb |SstrubdbHEassaciated with the target component;  transmitting, by the automation
daemon, the job instruction to the target component via the message bus; causing at least one of
the first turret C&:ocessor o]‘rgy}e econd turret &Eﬁcess r to %)(Fi%}exe ute during the call session, at least
e

one diagnosti é%ﬁ&é‘?i& ﬂ?ﬁ'@&%‘?ﬁg W?bcl?ﬁgﬂt %Ep s%’%e% 8509{&'@% job instruction

via the message.b d (ii) determining one or more results of the at | t one diagnostic test; and
SS %‘?lrs'“tl?ur?&ngc?udmg g}lrst rret rﬁemo?y co%p?e& t8 afir Eu?rffla?proc%ssorgJ © st

a second turret including a second turret memory coupled to a second turret processor,
wherein at |east one of thefirst turret or the second turret includes a target
component, a message bus, and an automation daemon, the automation daemon being configured
to (i) receive, from an application server via a communications network, ajob instruction
associated with the target component and (ii) transmit the job instruction to the target component
viathe message bus, and
wherein at least one of the first turret processor or the second turret processor is
configured to (i) execute at least one diagnostic test associated with the target component in
response to receiving the job instruction via the message bus and (ii) determine one or more
results of the at |east one diagnostic test; and
the application server including an application memory coupled to an application
processor, wherein the application processor is configured to:
pair thefirst turret and the second turret for testing,
establish a call session between thefirst turret and the second turret,
transmit, to the automation daemon of at least one of the first turret or the second
turret via the communications network, the job instruction,
cause at least one of the first turret processor or the second turret processor to
(i) execute, during the call session, the at least one diagnostic test associated with the target
component in response to receiving the job instruction and (ii) determine one or more results of

the at |east one diagnostic test, and



-39 - receiving, at the application server from at least one of the first turret or the second turret via
the communications network, a message including the one or more results of the at least one
diagnostic test. 9. The method of Claim 8, wherein the at least one diagnostic test includes at least
one of an audio test, a speech power test, a noise gpwer test, an anomaly detection test, a loopback
test, a peak frequency test, an echo return loss test, a round-trip delay test, a DTMF test, a volume

test, an intercom testye@@oaferemMce lest Gecol tiedirecriiderdesie secoHd tlifretviettied of Claim 8,
wherein the application server further includes a plugin that translates a message into a

commuppationi pdteeiddasek amadaipeirpiodgithe dadalranerdnaiuntsithies a0saR1dREation

protocols to components. 11. The method of Claim 8, wherein at least one of the first turret or the
seconddidgeddtictteet.includes a diagnostics execution agent that executes the at least one diagnostic
test based on the job instruction. 12. The method of Claim 8, wherein the application server further
includes a diagnostics controller that receives diagnostic job configuration data from an administrator
computer, and stores the job configuration data in a database. 13. The method of Claim 8, wherein

the job instrucBohhBENE aftfpha Ny dnimereiarbedh deash e ekanesecdeshinahddes Aidest prest cond

turret executes the at least one diagnostic test based on the time identifier. - 40 -
an audio test, a speech power test, a noise power test, an anomaly detection test, aloopback test,

apeak frequency test, an echo return loss test, around-trip delay test, aDTMF test, avolume

test, an intercom test, a conference test, or avoice recorder test.

3. The system of Claim 1, wherein the application server further includes a plugin that
tranglates a message into a communication protocol based on atable, stored in a database, that

matches communication protocols to components.

4. The system of Claim 1, wherein at least one of thefirst turret or the second turret
further includes a diagnostics execution agent that executes the at |east one diagnostic test based

on the job instruction.

5. The system of Claim 1, wherein the application server further includes a diagnostics
controller that receives diagnostic job configuration data from an administrator computer, and

stores the job configuration data in a database.

6. The system of Claim 1, wherein the job instruction includes atime identifier, and
wherein at least one of the first turret or the second turret executes the at least one diagnostic test

based on the time identifier.



14. The method of Claim 8, further including: determining whether the job instruction corresponds to
a job that is service-affecting; and transmitting, if the job instruction corresponds to a job that is
service-affecting, a warning message to an administrator computer. 15. A non-transitory
computer-readable medium having stored thereon3gquences of instructions, the sequences of
instructions including instructions, which, when executed by a computer system, cause the computer

system to:  aihdyyamappClatinm sehees rathiesigplicetianprosesond furteéfeoteigiingd tbe first turret
including a first turret processor and the second turret including a second turret processor, wherein at

least one of thediesghtnerahettidalseiedidduikgion dodespendy geh fonpanesra caessagmgushand an
automation daemon; establish, by the application server, a call session between the first turret and the

second turret; if thérjabsntsco on thsrregmicddin ag et ostbenaotcsffativngtaenoaahitilegpat one of the
first turret or the second turret via the communications network, a job instruction associated with the

target operpivRANEssagdtarssainiyi thetetitomptiten. daemon, the job instruction to the target component
via the message bus; cause at least one of the first turret processor or the second turret processor
to (i) execute, during the call session, at least one diagnostic test associated with the target
component in response to receiving the job instruction via the message bus, and (ii) determine one or
more results oBtReBetReekiQsEsH LA YeLRE LMW cation system, the method comprising the steps

of:

pairing, by an application server, afirst turret and a second turret for testing, the first
turret including afirst turret processor and the second turret including a second turret processor,
wherein at least one of the first turret or the second turret includes a target component, a message
bus, and an automation daemon;

establishing, by the application server, acall session between the first turret and the
second turret;

transmitting, from the application server to the automation daemon of at |east one of the
first turret or the second turret via the communications network, a job instruction associated with
the target component;

transmitting, by the automation daemon, the job instruction to the target component via
the message bus;

causing at least one of the first turret processor or the second turret processor to
(i) execute, during the call session, at |east one diagnostic test associated with the target
component in response to receiving the job instruction via the message bus, and (ii) determining

one or more results of the at least one diagnostic test; and



-41 - receive, at the application server from at least one of the first turret or the second turret via
the communications network, a message including the one or more test results of the at least one
diagnostic test. 16. The non-transitory computer-readable medium of Claim 15, wherein the at
least one diagnostic test includes at least one of a3@wdio test, a speech power test, a noise power
test, an anomaly detection test, a loopback test, a peak frequency test, an echo return loss test, a

round-trip delaydasing, Rilthe Bisistapornierer fesin an| iigombtess firqanfasencedestaptiavaice
recorder test. 17. The non-transitory computer-readable medium of Claim 15, wherein the

applicatitmtse aepnwithetineiudes ko aledgtlivnatitesiacons sagiaieaIRe Bt fsn gretocol
based on a table, stored in a database, that matches communication protocols to components. 18.
The nowlitignsitieriegomputer-readable medium of Claim 15, wherein at least one of the first turret or
the second turret further includes a diagnostics execution agent that executes the at least one
diagnostic test based on the job instruction. 19. The non-transitory computer-readable medium of
Claim 15, wherein the application server further includes a diagnostics controller that receives
diagnostic job SohfRyieiied et Arhadhitierhicrs anp teaNaRE seeryctHder® teastigiestion data
in a database. 20. The non-transitory computer-readable medium of Claim 15, wherein the

sequengd@Sist ik aRResal RAWEIHER:RNPISE DEWEh seshrBINARELY Sgtestirmtes) 2 LePRPaTkiestem,

cause the computer system to: _
apeak frequency test, an echo return loss test, around-trip delay test, aDTMF test, avolume

test, an intercom test, a conference test, or avoice recorder test.

10. The method of Claim 8, wherein the application server further includes a plugin that
tranglates a message into a communication protocol based on atable, stored in a database, that

matches communication protocols to components.

11. The method of Claim 8, wherein at |east one of the first turret or the second turret
further includes a diagnostics execution agent that executes the at |east one diagnostic test based

on the job instruction.

12. The method of Claim 8, wherein the application server further includes a diagnostics
controller that receives diagnostic job configuration data from an administrator computer, and

stores the job configuration datain a database.

13. The method of Claim 8, wherein the job instruction includes atime identifier, and
wherein at least one of the first turret or the second turret executes the at least one diagnostic test

based on the time identifier.



- 42 - determine whether the job instruction corresponds to a job that is service-affecting; and
transmit, if the job instruction corresponds to a job that is service-affecting, a warning message to an
administrator computer. 21. The system of Claim 1, wherein the target component includes at
least one of an analog-to-digital converter, an audig0service application, a telephony application, an
audio processor, a button driver, or a light emitting diode (I FD) driver. 22. The method of Claim 8,

wherein the talgereenvedrensfiGikides, atrlgrsianaddign analog-to-digital converter, an audio service
application, a telephony application, an audio processor, a button driver, or a light emitting diode (I FD)

driver. 23 déteenmiomdy aniitiasy the japu tetr (e dalkier ragdingg tof 5 EhimaS s\wiveredrut hestakg eind
component includes at least one of an analog-to-digital converter, an audio service application, a
telephony apptieatioittiag, atithe jotoieeasetich kottespdnaeto arjadlight Byating:diffdetitid: Bhvarivat

message to an administrator computer.

15. A non-transitory computer-readable medium having stored thereon sequences of
instructions, the sequences of instructions including instructions, which, when executed by a
computer system, cause the computer system to:

pair, by an application server, afirst turret and a second turret for testing, the first turret
including afirst turret processor and the second turret including a second turret processor,
wherein at least one of the first turret or the second turret includes a target component, a message
bus, and an automation daemon;

establish, by the application server, acall session between the first turret and the second
turret;

transmit, from the application server to the automation daemon of at least one of the first
turret or the second turret via the communications network, ajob instruction associated with the
target component;

transmit, by the automation daemon, the job instruction to the target component viathe
message bus;

cause at least one of the first turret processor or the second turret processor to (i) execute,
during the call session, at least one diagnostic test associated with the target component in
response to receiving the job instruction via the message bus, and (ii) determine one or more

results of the at |east one diagnostic test; and



-41 -
receive, at the application server from at least one of thefirst turret or the second turret
via the communications network, a message including the one or more test results of the at least

one diagnostic test.

16. The non-transitory computer-readable medium of Claim 15, wherein the at least one
diagnostic test includes at least one of an audio test, a speech power test, a noise power test, an
anomaly detection test, aloopback test, a peak frequency test, an echo return loss test, a
round-trip delay test, aDTMF test, a volume test, an intercom test, a conference test, or avoice

recorder test.

17. The non-transitory computer-readable medium of Claim 15, wherein the application
server further includes a plugin that translates a message into a communication protocol based on

atable, stored in adatabase, that matches communication protocols to components.

18. The non-transitory computer-readable medium of Claim 15, wherein at least one of
thefirst turret or the second turret further includes a diagnostics execution agent that executes the

at least one diagnostic test based on the job instruction.

19. The non-transitory computer-readable medium of Claim 15, wherein the application
server further includes a diagnostics controller that receives diagnostic job configuration data

from an administrator computer, and stores the job configuration datain a database.

20. The non-transitory computer-readable medium of Claim 15, wherein the sequences of
instructions further include instructions, which, when executed by a computer system, cause the

computer system to:



-42 -
determine whether the job instruction corresponds to ajob that is service-affecting; and
transmit, if the job instruction corresponds to ajob that is service-affecting, awarning

message to an administrator computer.

21. The system of Claim 1, wherein the target component includes at |east one of an
analog-to-digital converter, an audio service application, atelephony application, an audio

processor, a button driver, or alight emitting diode (LED) driver.

22. The method of Claim 8, wherein the target component includes at |east one of an
analog-to-digital converter, an audio service application, atelephony application, an audio

processor, a button driver, or alight emitting diode (LED) driver.

23. The non-transitory computer-readable medium of Claim 15, wherein the target
component includes at |east one of an analog-to-digital converter, an audio service application, a

telephony application, an audio processor, a button driver, or alight emitting diode (LED) driver.



