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METHOD AND DEVICE FOR PROVIDING AND VERIFYING
TWO-DIMENSIONAL CODE

TECHNICAL FIELD
[0001] The present application relates to the field of two-dimensional code
technology, in particular to a method and device for providing and verifying a

two-dimensional code.

BACKGROUND

[0002] Two-dimensional code is also known as two-dimensional barcode.
A common two-dimensional code is Quick Response Code (QR code). Itis a
very popular encoding method on mobile devices in recent years. Compared with
the traditional barcode, it can store more information and represent more data
types.

[0003] With the continuous promotion of off-line payment, the use of two-
dimensional code as a payment-receiving code and an entrance for attracting
traffic has been widely popular. For example, a merchant may print a two-
dimensional payment-receiving code and post it on a cash register for the user to
scan the code for payment. For another example, when a platform promotes
itself, it may post the download two-dimensional code of its APP at places with
more people passing, so as to attract the passing crowd to download the APP by
scanning the two-dimensional code.

[0004] Now there is such a risk that the two-dimensional codes posted by
merchants may be replaced by two-dimensional codes of others. When the two-
dimensional codes of merchants are replaced, it is difficult for the merchants to
find out that their two-dimensional codes have been replaced because it is difficult
to identify the two-dimensional codes. Although each two-dimensional code
includes a distinctive logo region, it is still difficult for a merchant to find out

whether the two-dimensional code has been replaced because others can
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customize the logo region of their own two-dimensional codes as the logo of the
merchant. In the case that the two-dimensional code of the merchant is replaced,
when a user pays, money involved in the transaction will enter the account of
others rather than the account of the merchant, which brings a financial loss to the
user or the merchant.

[0005] Therefore, a more effective solution for providing and verifying a

two-dimensional code is needed.

SUMMARY

[0006] The purpose of the present application is to provide a more
effective solution for providing and verifying a two-dimensional code, so as to
avoid the defects in current technologies.

[0007] In order to achieve the above purpose, one aspect of the present
application provides a method for providing a two-dimensional code, which
includes:

[0008] receiving a two-dimensional code generation request from a
terminal of a first user, the request including service data corresponding to the
two-dimensional code, the service data including a user identifier of the first user;

[0009] acquiring a first picture to correspond to the user identifier, the first
picture being a picture identifiable by naked eyes;

[0010] storing an association relationship between the user identifier and
the first picture;

[0011] generating a two-dimensional code based on the service data; and

[0012] providing the two-dimensional code and the first picture to the first
user.

[0013] Another aspect of the present application provides a method for
providing a two-dimensional code, which includes:

[0014] receiving a two-dimensional code generation request from a
terminal of a first user, the request including service data corresponding to the

two-dimensional code, the service data including a user identifier of the first user;
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[0015] acquiring a first picture to correspond to the user identifier, the first
picture being a picture identifiable by naked eyes;

[0016] storing an association relationship between the user identifier and
the first picture;

[0017] generating a two-dimensional code based on the first picture and
the service data; and

[0018] providing the two-dimensional code and the first picture to the first
user.

[0019] In one embodiment, providing the two-dimensional code and the
first picture to the first user includes obtaining a service code by superposing the
first picture and the two-dimensional code, and providing the service code to the
first user.

[0020] In one embodiment, the first picture is a picture readable by a two-
dimensional code identification apparatus.

[0021] In one embodiment, the first picture is located inside the two-
dimensional code.

[0022] In one embodiment, the area of the first picture is determined based
on an error correction level of the two-dimensional code.

[0023] In one embodiment, the first picture includes at least one of the
following content: a pattern, a character, a number, and a symbol.

[0024] In one embodiment, the rate of repeated acquisition of the first
picture for corresponding to other user IDs is lower than a first predetermined
value.

[0025] In one embodiment, the user identifier uniquely corresponds to the
first picture.

[0026] In one embodiment, acquiring the first picture corresponding to the
user identifier includes acquiring the first picture corresponding to the user
identifier from a pre-established picture library, and the picture library includes

pictures with a quantity more than a predetermined value.
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[0027] In one embodiment, the method further includes, after acquiring
the first picture corresponding to the user identifier from the pre-established
picture library, marking the first picture in the picture library.

[0028] In one embodiment, acquiring the first picture corresponding to the
user identifier from the pre-established picture library includes randomly
acquiring a first picture corresponding to the user identifier from the pre-
established picture library.

[0029] In one embodiment, the image data size of the first picture is less
than or equal to a second predetermined value.

[0030] In one embodiment, generating the two-dimensional code based on
the first picture and the service data includes encrypting a combination of the first
picture and the service data by means of a predetermined encryption mode to
acquire encrypted data, and generating a two-dimensional code based on the
encrypted data.

[0031] Another aspect of the present application provides a method for
verifying a two-dimensional code, which includes:

[0032] receiving two-dimensional code information and a first picture
from a terminal of a second user;

[0033] acquiring content data of a two-dimensional code based on the
two-dimensional code information;

[0034] acquiring service data based on the content data of the two-
dimensional code, the service data including a user identifier of a third user;

[0035] acquiring a third picture corresponding to the user identifier of the
third user based on a pre-stored association relationship between user IDs and
pictures;

[0036] determining whether the first picture is consistent with the third
picture; and

[0037] in situations where the first picture is not consistent with the third

picture, determining that the verification does not pass.
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[0038] Another aspect of the present application provides a method for
verifying a two-dimensional code, which includes:

[0039] receiving two-dimensional code information and a first picture
from a terminal of a second user;

[0040] acquiring content data of the two-dimensional code based on the
two-dimensional code information;

[0041] acquiring service data and second picture information based on the
content data of the two-dimensional code;

[0042] determining a similarity between the first picture and the second
picture based on information of the first picture and the second picture; and

[0043] determining that the verification does not pass if the similarity is
lower than a predetermined threshold.

[0044] In one embodiment, acquiring the service data and the second
picture information based on the content data of the two-dimensional code
includes decrypting the content data of the two-dimensional code using a
predetermined decryption method to obtain service data and a second picture.

[0045] In one embodiment, receiving the two-dimensional code
information and the first picture from the terminal of the second user includes
receiving a service code from the terminal of the second user, wherein the service
code includes a two-dimensional code and the first picture that are superposed.

[0046] In one embodiment, the two-dimensional code information
includes content data of the two-dimensional code.

[0047] In one embodiment, the service data include a user identifier of a
third user, and the method further includes:

[0048] In situations where the similarity between the first picture and the
second picture is higher than a predetermined threshold, acquiring a third picture
corresponding to the user identifier of the third user based on a pre-stored
association relationship between user IDs and pictures;

[0049] determining whether the first picture is consistent with the third

picture; and
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[0050] in situations where the first picture is not consistent with the third
picture, determining that the verification does not pass.

[0051] In one embodiment, the method further includes:

[0052] In situations where the first picture is consistent with the third
picture, determining that the verification passes; and

[0053] transmitting the service data to the terminal of the second user.

[0054] Another aspect of the present application provides a device for
providing a two-dimensional code, which includes:

[0055] a receiving unit configured to receive a two-dimensional code
generation request from a terminal of a first user, the request including service
data corresponding to the two-dimensional code, the service data including a user
identifier of the first user;

[0056] an acquisition unit configured to acquire a first picture to
correspond to the user identifier, the first picture being a picture identifiable by
naked eyes;

[0057] a storage unit configured to store an association relationship
between the user identifier and the first picture;

[0058] a generation unit configured to generate a two-dimensional code
based on the service data; and

[0059] a providing unit configured to provide the two-dimensional code
and the first picture to the first user.

[0060] Another aspect of the present application provides a device for
providing a two-dimensional code, which includes:

[0061] a receiving unit configured to receive a two-dimensional code
generation request from a terminal of a first user, the request including service
data corresponding to the two-dimensional code, the service data including a user
identifier of the first user;

[0062] an acquisition unit configured to acquire a first picture to
correspond to the user identifier, the first picture being a picture identifiable by

naked eyes;
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[0063] a storage unit configured to store an association relationship
between the user identifier and the first picture;

[0064] a generation unit configured to generate a two-dimensional code
based on the first picture and the service data; and

[0065] a providing unit configured to provide the two-dimensional code
and the first picture to the first user.

[0066] In one embodiment, the providing unit further includes a
superposition subunit configured to obtain a service code by superposing the first
picture and the two-dimensional code, and a providing subunit configured to
provide the service code to the terminal of the first user.

[0067] In one embodiment, the acquisition unit is further configured to
acquire the first picture corresponding to the user identifier from a pre-established
picture library, and the picture library includes pictures with a quantity more than
a predetermined value.

[0068] In one embodiment, the device further includes a marking unit
configured to, after acquiring the first picture corresponding to the user identifier
from the pre-established picture library, mark the first picture in the picture
library.

[0069] In one embodiment, the acquisition unit is further configured to
randomly acquire a first picture corresponding to the user identifier from the pre-
established picture library.

[0070] In one embodiment, the generation unit includes an encryption
subunit configured to encrypt a combination of the first picture and the service
data through a predetermined encryption method to obtain encrypted data, and a
generation subunit configured to generate a two-dimensional code based on the
encrypted data.

[0071] Another aspect of the present application provides a device for
verifying a two-dimensional code, which includes:

[0072] a receiving unit configured to receive two-dimensional code

information and a first picture from a terminal of a second user;
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[0073] a first acquisition unit configured to acquire content data of the
two-dimensional code based on the two-dimensional code information;

[0074] a second acquisition unit configured to acquire service data based
on the content data of the two-dimensional code, the service data including a user
identifier of a third user;

[0075] a third acquisition unit configured to acquire a third picture
corresponding to the user identifier of the third user based on a pre-stored
association relationship between user IDs and pictures;

[0076] a first determination unit configured to determine whether the first
picture is consistent with the third picture; and

[0077] a second determination unit configured to determine that the
verification does not pass in situations where the first picture is not consistent
with the third picture.

[0078] In one embodiment, the device further includes:

[0079] a third determination unit configured to determine that the
verification passes in situations where the first picture is consistent with the third
picture; and

[0080] a transmission unit configured to transmit the service data to the
terminal of the second user.

[0081] Another aspect of the present application provides a device for
verifying a two-dimensional code, which includes:

[0082] a receiving unit configured to receive two-dimensional code
information and a first picture from a terminal of a second user;

[0083] a first acquisition unit configured to acquire content data of the
two-dimensional code based on the two-dimensional code information;

[0084] a second acquisition unit configured to acquire service data and
second picture information based on the content data of the two-dimensional
code;

[0085] a first determination unit configured to determine a similarity

between the first picture and the second picture based on information of the first
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picture and the second picture; and

[0086] a second determination unit configured to determine that the
verification does not pass if the similarity is lower than a predetermined threshold.

[0087] In one embodiment, the second acquisition unit is further
configured to acquire service data and the second picture by decrypting the
content data of the two-dimensional code using a predetermined decryption
method.

[0088] In one embodiment, the receiving unit is further configured to
receive a service code from the terminal of the second user, and the service code
includes a two-dimensional code and the first picture that are superposed.

[0089] In one embodiment, the service data include a user identifier of a
third user, and the device further includes:

[0090] a third acquisition unit configured to acquire a third picture
corresponding to the user identifier of the third user based on a pre-stored
association relationship between user IDs and pictures in situations where the
similarity between the first picture and the second picture is higher than a
predetermined threshold;

[0091] a third determination unit configured to determine whether the first
picture is consistent with the third picture; and

[0092] a fourth determination unit configured to determine that the
verification does not pass in situations where the first picture is not consistent
with the third picture.

[0093] In one embodiment, the device further includes:

[0094] a fifth determination unit configured to determine that the
verification passes in situations where the first picture is consistent with the third
picture; and

[0095] a transmission unit configured to transmit the service data to the
terminal of the second user.

[0096] Another aspect of the present application provides a computer

apparatus, which includes a memory and a processor. The computer apparatus is
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characterized in that executable codes are stored in the memory, and the processor
executes the executable codes to implement any one of the methods.

[0097] Compared with the traditional two-dimensional code, the two-
dimensional code solution according to embodiments of the present application
adds a “verification picture,” verifying that information carried and displayed in
the verification picture and the main body of the two-dimensional code exhibit a
basic unique corresponding relationship, and the verification picture is obviously
distinguishable, such that when the two-dimensional code is replaced as a whole
(main body + verification picture), the user (such as a merchant or a consumer)
can easily find out by naked eyes. When the main body of the two-dimensional
code is replaced and the verification picture is retained, the whole process will be
determined as that the verification does not pass by the server, and the process

will be interrupted, thus avoiding the financial loss or other risks.

BRIEF DESCRIPTION OF THE DRAWINGS

[0098] By describing the embodiments of the present application with
reference to the drawings, the embodiments of the present application will be
made clearer.

[0099] FIG. 1 illustrates a schematic diagram of a service system 100
based on a two-dimensional code according to one embodiment of the present
application.

[00100] FIG. 2 illustrates a flowchart of a method for providing a two-
dimensional code according to one embodiment of the present application.

[00101] FIG. 3 illustrates a schematic diagram of pictures readable by a
two-dimensional code identification apparatus.

[00102] FIG. 4 illustrates a schematic diagram when a first picture is
disposed at a center of a two-dimensional code.

[00103] FIG. 5 illustrates a flowchart of a method for providing a two-

dimensional code according to one embodiment of the present application.
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[00104] FIG. 6 illustrates a flowchart of a method for verifying a two-
dimensional code according to one embodiment of the present application.

[00105] FIG. 7 illustrates a diagram of interaction between a server and a
first user terminal and a second user terminal according to one embodiment of the
present application.

[00106] FIG. 8 illustrates a flowchart of a method for verifying a two-
dimensional code according to one embodiment of the present application.

[00107] FIG. 9 illustrates a device 900 for providing a two-dimensional
code according to one embodiment of the present application.

[00108] FIG. 10 illustrates a device 1000 for providing a two-dimensional
code according to one embodiment of the present application.

[00109] FIG. 11 illustrates a device 1100 for verifying a two-dimensional
code according to one embodiment of the present application.

[00110] FIG. 12 illustrates a device 1200 for verifying a two-dimensional

code according to one embodiment of the present application.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[00111] The embodiments of the present application will be described
below with reference to the drawings.

[00112] FIG. 1 illustrates a schematic diagram of a service system 100
based on a two-dimensional code according to one embodiment of the present
application. Referring to FIG. 1, system 100 may include a server 11, a network
12, a mobile phone 13, a computer 14, etc. System 100 is used, for example, for
realizing transaction services between merchants and consumers. Server 11 may
be a physical server including a standalone host, or server 11 may be a virtual
server hosted by a host cluster; server 11 may host, for example, a service
platform of the transaction services. For example, the service platform may be a
payment platform. Mobile phone 13, for example, is a terminal used by a
consumer, on which there is a client running. For example, the client can realize

service functions related to the consumer. Of course, in addition to mobile phone
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13, the consumer may also adopt other types of terminal devices such as
computers, tablet devices, laptops, PDAs, wearable devices (such as smartglasses
and smartwatches), which are not limited by the present application. Computer
14 may a terminal device used by a merchant, and there is a client 2 running on
computer 14. The client 2 may realize service functions related to the merchant.
Of course, in addition to the computer 14, the merchant may also adopt other
types of terminal devices such as mobile phones, tablet devices, laptops, PDAs,
wearable devices (such as smartglasses and smartwatches), which are not limited
by the present application. Mobile phone 13 and computer 14 interact with server
11 through network 12. Network 12 may include a variety of types of wired or
wireless networks. For example, network 12 may include a Public Switched
Telephone Network (PSTN) and the Internet.

[00113] According to the embodiment of the present application, at the
stage of generating a two-dimensional code, computer 14 transmits a request for
generating the two-dimensional code to server 11, and the request includes a user
identifier of the merchant. Server 11 acquires a first picture corresponding to the
user identifier, stores them locally and associatively in the server, and encrypts a
combination of the first picture and service data to obtain encrypted data,
afterwards, generates a two-dimensional code based on the encrypted data, and
superposes the first picture on the two-dimensional code to generate a final
service code, and transmits the service code to computer 14. At the stage of
verifying the two-dimensional code, for example, the consumer prepares to pay
by scanning the two-dimensional code of the merchant. In this case, mobile
phone 13 scans the above service code, reads the service code, and transmits it to
server 11. Server 11 acquires a two-dimensional code and a first picture based on
the service code. Then, server 11 decodes the two-dimensional code to obtain the
content data of the two-dimensional code, and decrypts the content data using a
predetermined decryption method, so as to acquire service data and a second
picture. Server 11 compares the first picture with the second picture, and

determines that the verification does not pass in situations where the similarity
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between the first picture and the second picture is low, so as to terminate the
transaction. In situations where the similarity between the first picture and the
second picture is higher than a predetermined threshold, server 11 acquires a third
picture corresponding to the user identifier based on the user identifier included in
the service data, and compares to determine whether the third picture is consistent
with the first picture. In situations where the third picture is not consistent with
the first picture, it is determined that the verification does not pass, and thus the
transaction is terminated. In situations where the third picture is consistent with
the first picture, it is determined that the verification passes, and thus the
transaction service continues.

[00114] System 100 in FIG. 1 and the related description are only
schematic. For example, system 100 may include terminals of a plurality of
merchants and terminals of a plurality of consumers. In addition, the server is not
limited to correspond to a payment platform. For example, it may also
correspond to a social platform, a download platform, etc. In a social platform,
for example, when users listen to an official account, the system according to the
embodiment of the present application can avoid fans interception caused by the
replacement of the two-dimensional code. In a download platform, the system
according to the embodiment of the present application can avoid download
interception caused by the replacement of the two-dimensional code.

[00115] FIG. 2 illustrates a flowchart of a method for providing a two-
dimensional code according to one embodiment of the present application,
including:

[00116] In step S202, a two-dimensional code generation request is
received from a terminal of a first user. The request includes service data
corresponding to the two-dimensional code. The service data include a user
identifier of the first user.

[00117] In step S204, a first picture is acquired to correspond to the user

identifier. The first picture is a picture identifiable by naked eyes.
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[00118] In step S206, an association relationship between the user
identifier and the first picture is stored.

[00119] In step S208, a two-dimensional code is generated based on the
first picture and the service data.

[00120] In step S210, the two-dimensional code and the first picture are
provided to the first user.

[00121] Firstly, in step S202, a two-dimensional code generation request
is received from a terminal of a first user. The request includes service data
corresponding to the two-dimensional code. The service data include a user
identifier of the first user.

[00122] As mentioned above, the method is implemented, for example, on
the server of a service platform. The payment platform is, for example, a
payment platform (such as Alipay platform). The first user is, for example, a
merchant, whose terminal may be a computer, a mobile phone, or the like. The
merchant wants, for example, to generate a two-dimensional code from an Alipay
account to facilitate consumers in making payment. Thus, the merchant transmits
a two-dimensional code generation request to the server and includes in the
request their own Alipay account. In one embodiment, for example, a merchant
wants to generate a two-dimensional code for each piece of merchandise sold by
him such that consumers can automatically purchase when selecting merchandise.
In this case, the two-dimensional code generation request sent by the merchant to
the server may further include service data such as merchandise name and
merchandise price in addition to the Alipay account. It can be understood that the
service platform is not limited to the payment platform, and the service data
included in the two-dimensional code generation request are correspondingly
different, depending on different service platforms. For example, in the case of a
download platform, the service data may include service data such as name of a
to-be-downloaded APP and price of the APP.

[00123] In step S204, a first picture is acquired to correspond to the user

identifier. The first picture is a picture identifiable by naked eyes.
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[00124] The first picture must be identifiable by naked eyes. For
example, the picture may include a clear pattern, a character, a number, a symbol,
and a combination thereof. For example, the pattern may be a heart-shaped
pattern, a computer pattern, etc. The character may be in various languages, such
as Chinese or English. T he number may be an Arabic numeral, a Roman
numeral, etc. The symbol includes, for example, a punctuation symbol, an
emotion icon, an operation symbol, etc. In addition, the picture can include
different colors used for picture identification. By making the first picture
identifiable, in the subsequent use of the two-dimensional code, the user of the
two-dimensional code can firstly identify the authenticity of the two-dimensional
code by naked eyes based on the first picture.

[00125] In one embodiment, the first picture may be read by a two-
dimensional code identification apparatus. The two-dimensional code recognition
apparatus is, for example, a mobile phone, a code scanner, etc. In the case of a
code scanner, for example, the code scanner scans the two-dimensional code
through a photoelectric device therein, thereby converting the two-dimensional
code into a binary character string (i.e., 01 string). FIG. 3 illustrates a schematic
diagram of pictures readable by a two-dimensional code identification apparatus.
Referring to FIG. 3, six patterns illustrated therein are generated based on the
format of the two-dimensional code, that is, the edge or interior of each pattern
consists of a plurality of blocks, and the size of each block is the same as that of a
bit in the two-dimensional code pattern, such that the code scanner can identity
them together with the two-dimensional code as a binary character string when
scanning the picture. In one embodiment, the identification apparatus may
include a color identification device such that the colored first picture can be
identified as a binary character string with color information. It can be
understood that the first picture does not have to be read by a two-dimensional
code identification apparatus. For example, after the first picture is scanned by a
mobile phone, the first picture may be identified by an image identification

apparatus, device, unit, etc.
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[00126] In one embodiment, the first picture is placed inside the two-
dimensional code (for example, at the center) in subsequent steps. In this case,
the area of the first picture is determined based on an error correction level of the
two-dimensional code. For example, the higher the error correction level of the
two-dimensional code, the larger the area of the first picture. Thus, when the first
picture is disposed at the center of the two-dimensional code, the complete data of
the two-dimensional code can still be identified through an error correction code.

[00127] In one embodiment, the user identifier uniquely corresponds to
the first picture. For example, if a merchant has branches in a plurality of cities in
the country, the payment two-dimensional code of the merchant will be used in
the plurality of cities. By making the user identifier uniquely corresponding to the
first picture, the security of the two-dimensional code in any city can be ensured.
In one embodiment, the first picture uniquely corresponds to the user identifier in
the region of use of the two-dimensional code. For example, the merchant only
operates in one city (such as Beijing), that is, its two-dimensional code is only
used in Beijing, and within the range of Beijing, the user identifier of the
merchant uniquely corresponds to the first picture. At other places, for example,
in Hangzhou, even if there is another user identifier and the picture corresponding
thereto is the same as the first picture, the probability of the other user knowing
the first picture corresponding to the merchant in Beijing is the same as the
picture corresponding thereto and using his own two-dimensional code to
counterfeit the two-dimensional code of the merchant will be very low.

[00128] In one embodiment, a picture library may be pre-established, and
the picture library includes a sufficiently large number of pictures that can be used
for verification. For example, the magnitude of the number of pictures may be
hundreds of thousands, millions, etc. When a two-dimensional code needs to be
generated and a picture corresponding to a user identifier needs to be acquired, in
one embodiment, a first picture may be acquired from the picture library, and
during the acquisition of the first picture, the first picture may be marked as

unavailable in the picture library, so as to prevent the first picture from being
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reused. In one embodiment, the first picture may be randomly acquired from the
picture library. Due to the large number of pictures in the picture library, the
probability of repeated acquisition of a picture is very low, thus ensuring the
security of the method.

[00129] In the embodiment of the present application, it is not limited to
acquire the first picture from the picture library. For example, the first picture
may be generated on site based on a predetermined rule, the first picture may be
acquired by providing the picture by the first user himself, and so on. In these
cases, as long as the rate of repeated acquisition of the first picture with respect to
different user IDs is lower than a predetermined threshold, the security of the
method can be ensured.

[00130] In one embodiment, the image data size of the first picture is
smaller than a second predetermined value. According to the subsequent steps of
the method, the encrypted data are obtained by encrypting the combination of the
first picture and the service data, and the encrypted data are encoded to obtain the
two-dimensional code. Therefore, the maximum value of the data size of the first
picture may be determined based on the maximum number of bits that can be
represented by the two-dimensional code, the encryption method, and the reserved
size of the service data, and the image data size of the first picture is limited to be
smaller than or equal to the maximum value. In addition, limiting the image data
size of the first picture to be smaller than or equal to a predetermined value is also
conducive to saving the data transmission cost when the first picture is
transmitted. In one embodiment, in the case of the first picture having a large
data size, the first picture may be compressed firstly, and then the combination of
the compressed first picture and the service data may be encrypted.

[00131] In step S206, an association relationship between the user
identifier and the first picture is stored. In one embodiment, the user identifier
and the first picture are recorded in a database in order to be used for subsequent
verification. The user identifier is, for example, a user's email address, and the

first picture may be represented by a binary character string and stored in the
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database in the case that the first picture is, for example, a picture in FIG. 3. In
one embodiment, the user identifier and the identifier of the first picture may be
recorded in the database. For example, the first picture is a picture with a large
data size, and in this case, the pictures in the picture library may be numbered,
and only the serial number of the first picture and the corresponding user
identifier are recorded in the database. During two-dimensional code verification,
the corresponding picture can be acquired from the picture library according to
the serial number of the picture.

[00132] In step S208, a two-dimensional code is generated based on the
first picture and the service data.

[00133] In one embodiment, generating the two-dimensional code based
on the first picture and the service data includes encrypting a combination of the
first picture and the service data using a predetermined encryption method to
obtain encrypted data, and generating a two-dimensional code based on the
encrypted data.

[00134] The first picture may be represented as a 01 character matrix,
such that the 01 character string can be acquired based on the character matrix.
The service data, for example, is the user identifier of the first user, such as an
email address or a mobile phone number of the first user. Therefore, the
combination of the first picture and service data may be a combination of
numbers, a combination of numbers, letters, and symbols, or the like. The ways
of combination is not limited by the present application. For example, the user
identifier may be placed in front, or behind, or in the middle of the character
string corresponding to the first picture, as long as it can be separated
correspondingly during subsequent two-dimensional code verification. The
encryption method may be symmetric encryption, asymmetric encryption, etc.,
which is not limited by the present application. The encrypted data obtained after
encryption may also be a combination of numbers, a combination of numbers,
letters, and symbols, or the like. Then, based on the encrypted data, the encrypted

data are encoded through an encoding rule of a predetermined version of two-
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dimensional codes, so as to obtain the two-dimensional code. The two-
dimensional code is stored in the format of picture.

[00135] In the embodiment of the present application, generating a two-
dimensional code based on the first picture and the service data is not limited to
generating a two-dimensional code based on the encrypted data of the
combination thereof. For example, a two-dimensional code may be generated
directly based on the combination, a two-dimensional code may be generated
based on the combination of the encrypted data of the first picture and the service
data, a two-dimensional code may be generated based on the combination of a
hash value of the first picture and the service data, etc.

[00136] In step S210, the two-dimensional code and the first picture are
provided to the first user.

[00137] In one embodiment, after the two-dimensional code is generated,
the two-dimensional code and the first picture are transmitted to the terminal of
the first user. In one embodiment, after the two-dimensional code is acquired, the
first picture and the two-dimensional code picture are superposed together to
acquire a service code, so as to transmit the service code to the terminal of the
first user to simultaneously transmit the first picture and the two-dimensional
code. In one embodiment, the first picture is disposed inside the two-dimensional
code. For example, the first picture is disposed at the center of the two-
dimensional code picture, i.e., at a position similar to the position of the logo
region of the traditional two-dimensional code. FIG. 4 illustrates a schematic
diagram when the first picture is disposed at the center of the two-dimensional
code picture. Referring to FIG. 4, it illustrates two service codes according to the
embodiment of the present application. The patterns at the centers of the two
service codes are distinguishable, so it can be identified by naked eyes that the
two service codes correspond to different user IDs. As shown in the drawing, the
center position of the service code is the position of the first picture, which is a
verification region according to the embodiment of the present application, and a

data region surrounds the verification region of the service code. In this case, as
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mentioned above, the area of the first picture needs to be determined based on an
error correction level of the two-dimensional code. The first picture is not limited
to be disposed inside the two-dimensional code picture. For example, the first
picture may be disposed outside the two-dimensional code picture. For example,
it may be disposed outside one side of the two-dimensional code picture, or may
be disposed outside the four sides of the two-dimensional code picture, which is
not limited by the present application. In situations where the first picture is
disposed outside the two-dimensional code picture, the size of the first picture is
not limited. Generally, the size of the first picture may be set to a size capable of
facilitating the two-dimensional code scanning apparatus to scan the first picture
and the two-dimensional code simultaneously in one scan.

[00138] It can be understood that the first picture and the two-dimensional
code picture are not limited to one transmission, and the first picture and the two-
dimensional code picture may be respectively transmitted to the terminal of the
first user in two transmissions. For example, the first picture may be transmitted
firstly, and then the two-dimensional code picture is transmitted, etc. In addition,
the embodiment of the present application is not limited to transmitting the first
picture and the two-dimensional code picture to the terminal of the first user by
the server. For example, the terminal of the first user may read the two-
dimensional code picture and the first picture from the server.

[00139] After receiving the two-dimensional code and the first picture
from the server, the first user may print the two-dimensional code and post it to
facilitate other users to scan the code.

[00140] FIG. 5 illustrates a flowchart of a method for providing a two-
dimensional code according to one embodiment of the present application,
including:

[00141] In step S502, a two-dimensional code generation request is
received from a terminal of a first user. The request includes service data
corresponding to the two-dimensional code. The service data include a user

1dentifier of the first user.
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[00142] In step S504, a first picture is acquired to correspond to the user
identifier. The first picture is a picture identifiable by naked eyes.

[00143] In step S506, an association relationship between the user
identifier and the first picture is stored.

[00144] In step S508, a two-dimensional code is generated based on the
service data.

[00145] In step S510, the two-dimensional code and the first picture are
provided to the first user.

[00146] For steps S502-S506 and S510, a reference may be made to the
specific description of steps S202-S206 and S210, which will not be repetitively
described here. The difference of the method shown in FIG. 5 from the method
shown in FIG. 2 lies in that, in step S508, a two-dimensional code is generated
based on the service data. For example, the service data are the user identifier of
the first user. In this step, a two-dimensional code may be generated based on the
user identifier, or a two-dimensional code may be generated based on the
encrypted data of the user identifier, etc. Similarly, the service data are not
limited to only including the user identifier, but may include other service data
such as merchandise cost. In this case, the image data size of the first picture is
no longer limited.

[00147] FIG. 6 illustrates a flowchart of a method for verifying a two-
dimensional code according to one embodiment of the present application,
including:

[00148] In step S602, two-dimensional code information and a first
picture are received from a terminal of a second user.

[00149] In step S604, content data of a two-dimensional code are obtained
based on the two-dimensional code information.

[00150] In step S606, service data and second picture information are
obtained based on the content data of the two-dimensional code.

[00151] In step S608, a similarity between the first picture and the second

picture is determined based on information of the first picture and the second
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picture.

[00152] In step S610, it is determined that the verification does not pass if
the similarity is lower than a predetermined threshold.

[00153] Firstly, in step S602, two-dimensional code information and a
first picture are received from a terminal of a second user. The method is
implemented in a server of a service platform (e.g., a payment platform). The
second user is, for example, a consumer, who is about to perform a payment
service through the payment platform by scanning the merchant's service code
with his own two-dimensional code identification apparatus (such as a mobile
phone). The second user may observe the first picture before scanning the code to
determine whether the first picture is a verification picture pre-published by the
merchant. Since the first picture is a picture identifiable by naked eyes, the
second user can easily make the determination. For example, the first picture is
superposed on the center of the two-dimensional code, and the second user
determines whether the first picture is the verification picture of the merchant by
observing the first picture at the center of the two-dimensional code. In other
words, the second user scans the service code after determining that the first
picture is the verification picture of the merchant. On the other hand, the
merchant may also check with naked eyes whether the picture in the service code
is the verification picture to determine whether the service code is replaced by
others.

[00154] In one embodiment, as described above, in the case that the two-
dimensional code and the first picture are superposed to form a service code, the
second user reads the service code as a binary data string by scanning the service
code, and transmits the binary data string to the server. According to a preset
position, data at the predetermined position in the binary data string is the data
corresponding to the first picture, and data at other positions are the data
corresponding to the two-dimensional code.

[00155] In one embodiment, the two-dimensional code identification

apparatus of the user is equipped with hardware or software for decoding the two-
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dimensional code. Thus, after reading the service code as a binary data string, the
user can not only obtain the data corresponding to the first picture as described
above, but also decode the data corresponding to the two-dimensional code
through the decoding device, so as to obtain the content data corresponding to the
two-dimensional code.

[00156] In addition, as described above, the two-dimensional code
information and the first picture are not limited to be transmitted at one time by an
apparatus of the second user. In the case that the two-dimensional code
information and the first picture are superposed to form a service code, the
apparatus of the second user may firstly transmit the first picture (corresponding
data string) to the server after reading the binary character string and obtaining the
data string corresponding to the first picture, and then after decoding the two-
dimensional code, transmit the content information of the two-dimensional code
to the server. In the case that the two-dimensional code and the first picture are
not superposed together, the apparatus of the second user may separately, in two
times, scan the two-dimensional code and the first picture, and the two-
dimensional code information and the first picture may be transmitted to the
server successively after each scanning.

[00157] In step S604, content data of a two-dimensional code are obtained
based on the two-dimensional code information.

[00158] As described above, in one embodiment, the apparatus of the
second user scans the service code, reads the binary character string
corresponding to the service code, and transmits the character string to the server.
In this case, the two-dimensional code information is a character string
corresponding to the part of the two-dimensional code in the character string. The
server decodes the two-dimensional code based on an error correction code in the
two-dimensional code to obtain the complete content data of the two-dimensional
code.

[00159] In one embodiment, the apparatus of the second user includes a

decoding device, decodes the scanned two-dimensional code to obtain the content
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data of the two-dimensional code, and transmits the content data of the two-
dimensional code to the server, that is, the two-dimensional code information
includes the content data of the two-dimensional code. Thus, the server may
obtain the content data of the two-dimensional code directly from the received
two-dimensional code information without further decoding.

[00160] In step S606, service data and second picture information are
obtained based on the content data of the two-dimensional code.

[00161] In one embodiment, obtaining the service data and the second
picture information based on the content data of the two-dimensional code
includes decrypting the content data of the two-dimensional code using a
predetermined decryption method to obtain service data and a second picture.

[00162] As described above with reference to FIG. 2, the server generates
a two-dimensional code based on the encrypted data when generating the two-
dimensional code, and the encrypted data are obtained by encrypting a
combination of the service data and the second picture. Therefore, after the
content data of the two-dimensional code information are obtained, the content
data may be decrypted accordingly. For example, in the case of performing
encryption by adopting a symmetric encryption method, the content data may be
decrypted using the same key as the encryption. In the case of performing
encryption by adopting an asymmetric encryption method, the content data may
be decrypted using another preset key. After decryption, the decrypted data are
split according to the way of combination of the service data and the second
picture during encryption, so as to obtain the service data and the second picture.
Here, the second picture, i.e., the data representation of the second picture, which
is usually a binary character matrix, is obtained from the data string
corresponding to the second picture in the decrypted data. For example, in a
binary character string arranged in sequence corresponding to the second picture,
a plurality of rows of the matrix are obtained by regarding a predetermined
number of continuous characters as one row, so as to obtain the binary character

matrix corresponding to the second picture. In addition, as described above, the
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service data are plaintext data. For example, in the scenario of the payment
platform, it corresponds to the account of the user (for example, the first user).

[00163] It can be understood that, based on the content data of the two-
dimensional code, the method for obtaining the service data and the second
picture information is not limited to the above decryption method, and the specific
method depends on the form of the obtained content data of the two-dimensional
code. For example, if the content data of the two-dimensional code are a
combination of plaintext service data and the second picture, the service data and
the second picture may be directly obtained. For example, if the content data of
the two-dimensional code are a combination of the encrypted data of the service
data and the second picture, the service data and the second picture may be
obtained by decrypting the service data. For example, if the content data of the
two-dimensional code are a combination of the service data and the hash value of
the second picture, the service data and the hash value of the second picture (i.e.,
second picture information) may be directly acquired.

[00164] In step S608, a similarity between the first picture and the second
picture is determined based on information of the first picture and the second
picture.

[00165] In one embodiment, the second picture information is the second
picture itself. In the case that the first picture is the picture shown in FIG. 3, that
is, the identification apparatus of the second user can read the first picture while
reading the two-dimensional code. In the case that the two-dimensional code is
not replaced, the second picture is, for example, a picture obtained by encrypting
the combination of the two-dimensional code and the first picture, scanning,
decrypting, and then splitting by the apparatus. Therefore, the second picture and
the first picture should be basically the same. There may be slight errors when the
apparatus scans the code, and after encryption and decryption, slight errors may
be caused due to different encryption methods. In this case, the similarity
between the first picture and the second picture may be computed by adopting

various similarity computation methods based on the data representation (such as
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matrix) of the first picture and the second picture, and the similarity should be
high. The similarity includes Euclidean distance, Minkowski distance, cosine
similarity, etc.

[00166] In one embodiment, the second picture information is the second
picture itself. In the case that the first picture cannot be read directly by the two-
dimensional code identification apparatus but identified by an image
identification device, and in the case that the two-dimensional code is not
replaced, since there are deviations in the clarity, color, brightness, and the like of
the picture acquired through image identification, the similarity between the first
picture and the second picture (the second picture acquired as described above,
for example) should be lower than that in the previous case. In this case, the
similarity may be computed in a same way based on the data representation of the
first picture and the second picture by adopting various similarity computation
methods, or the similarity may be computed based on the picture features and
content features of the first picture and the second picture.

[00167] In one embodiment, when the content data of the two-dimensional
code are a combination of the service data and the hash value of the second
picture, that is, the second picture information is the hash value of the second
picture, the hash value of the first picture may be obtained by performing the
same hash computation on the first picture, and the similarity between the first
picture and the second picture may be computed based on the hash value of the
first picture and the hash value of the second picture.

[00168] In step S610, it is determined that the verification does not pass if
the similarity is lower than a predetermined threshold.

[00169] The magnitude of the threshold may be set according to different
types of pictures. For example, in the case that the first picture is the picture
shown in FIG. 3 and in the case that the two-dimensional code is not replaced, the
similarity between the first picture and the second picture should be very high.
Therefore, the predetermined threshold for this type of pictures may be set as

high. For example, the similarity threshold is 90%. When the similarity is lower

26



10

15

20

25

30

than 90%, it is determined that the verification does not pass. For example, in the
case that the first picture is obtained by image identification through the image
identification device, the predetermined threshold may be correspondingly set
lower than the threshold in the above case, for example, to 80%.

[00170] In the payment scenario, for example, the second user prepares to
pay to the first user by scanning the service code. As mentioned above, the first
user has confirmed that the first picture in the service code is the verification
picture pre-published by the first user. If another person (such as a third user)
simply replaces the two-dimensional code part in the service code with his own
two-dimensional code, that is, including the user identifier of the third user, after
the server obtains the second picture from the two-dimensional code of the third
user through steps S602-S606, the second picture and the first picture must be
greatly different, that is, the similarity between the first picture and the second
picture is lower than the predetermined threshold, such that it can be determined
that the verification does not pass to prevent such code counterfeiting behavior.
Thus, by simply comparing the first picture with the second picture, such code
counterfeiting behavior can be initially stopped, the subsequent step of searching
the database is omitted and the time cost is saved.

[00171] In the above scenario, after it is determined that the verification
does not pass, the payment service can be terminated. In addition, the second user
may be informed of that the two-dimensional code has been replaced. In one
embodiment, the merchant account corresponding to the first picture may also be
obtained through the first picture, and the merchant is informed of that his two-
dimensional code has been replaced by others. In one embodiment, an
announcement may also be made in the platform to remind other users of similar
risks.

[00172] In one embodiment, the user identifier of the third user is included
in the above service data obtained through decryption. For example, in the
payment scenario, the user identifier included in the service data is an account to

be used for receiving payment. In the case that the similarity between the first
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picture and the second picture is higher than a predetermined threshold, a third
picture corresponding to the user identifier of the third user is acquired based on a
pre-stored association relationship between user IDs and pictures; and in the case
that the first picture is not consistent with the third picture, it is determined that
the verification does not pass. According to the above description with reference
to FIG. 2, when generating each two-dimensional code, the platform server will
acquire a picture corresponding to the corresponding user identifier, and store the
association relationship in the server, for example, store in a database. Therefore,
after the user identifier of the third user is obtained from the service data, a third
picture corresponding to the user identifier of the third user may be found in the
database.

[00173] In a code counterfeiting scenario, the third user has cracked the
encryption algorithm, encrypts the combination of his account and the first picture
to generate a two-dimensional code and superposes the first picture to generate an
illegal service code. In this case, the second user identifies the first picture as the
verification image of the first user by naked eyes, and the server also determines
that the first picture and the second picture are the same. However, after
obtaining the account of the third user, the server searches a third picture
corresponding to the third user, and determines that the third picture is not
consistent with the first picture, so as to determine that the verification does not
pass, stop the code counterfeiting behavior, and terminate the payment service.

[00174] In one embodiment, for example, in a scenario that the second
user intends to make payment to the first user through the two-dimensional code,
in the case that the two-dimensional code is not replaced, the third user is the first
user, that is, the third picture and the first picture are the picture corresponding to
the first user, so they are consistent. Thus, in the case that the first picture is
consistent with the third picture, it can be determined that the verification passes,
and the service data are transmitted to the terminal of the second user to continue

the payment service.
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[00175] FIG. 7 illustrates a diagram of interaction between a server and a
first user terminal and a second user terminal according to one embodiment of the
present application. Referring to FIG. 7, a first stage is a stage of generating a
two-dimensional code. Firstly, a terminal of a first user transmits a two-
dimensional code generation request to a server in step 701. The request includes
service data corresponding to the two-dimensional code. The service data include
a user identifier of the first user. After receiving the request, the server acquires a
first picture in step 702 to correspond to the user identifier of the first user, and
stores an association relationship between the first picture and the user identifier
in step 703. Then, in step 704, the server encrypts a combination of the user
identifier and the first picture to generate encrypted data, and generates, in step
705, a two-dimensional code based on the encrypted data. After that, the server
transmits, in step 706, the two-dimensional code and the first picture to the
terminal of the first user for the first user to use. In one embodiment, the server
superposes the first picture at the center of the two-dimensional code to form a
service code, and transmits the service code to the terminal of the first user. After
receiving the service code, the terminal of the first user prints the service code in
step 707 and posts the service code, for example, at a cash register for consumers
to scan and pay.

[00176] Referring to FIG. 7, a second stage is a stage of verifying the two-
dimensional code. A second user scans, in step 708, the service code by using his
terminal (such as a mobile phone) to obtain the two-dimensional code information
and the first picture, and transmits them to the server in step 709. After receiving
the two-dimensional code information and the first picture, the server obtains
content data of the two-dimensional code in step 710, decrypts the content data in
step 711 to obtain the service data and a second picture. The server determines
the similarity between the first picture and the second picture in step 712, and
determines that the verification does not pass in step 713 when the similarity is
lower than a predetermined threshold. In steps 714-715, after determining that the

verification does not pass, the server may inform the terminal of the first user and
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the terminal of the second user respectively to remind them to be aware of the
code counterfeiting risk. In addition, the server may also issue an announcement
on the platform to remind other users to be vigilant against the code counterfeiting
risk. In step 716, in situations where the similarity is higher than the
predetermined threshold, the server acquires a third picture associated with the
user identifier included in the service data; and determines, in step 717, whether
the first picture is consistent with the third picture; if not consistent, determines
that the verification does not pass in step 718, and similarly informs the first user
and the second user in steps 719-720; if consistent, determines that the
verification passes in step 721; and transmits the service data to the terminal of
the second user in step 722 to continue the subsequent service.

[00177] FIG. 8 illustrates a method for verifying a two-dimensional code
according to one embodiment of the present application, including:

[00178] In step S802, two-dimensional code information and a first
picture are received from a terminal of a second user.

[00179] In step S804, content data of a two-dimensional code are obtained
based on the two-dimensional code information.

[00180] In step S806, service data are obtained based on the content data
of the two-dimensional code. The service data include a user identifier of a third
user.

[00181] In step S808, a third picture corresponding to the user identifier of
the third user is acquired based on a pre-stored association relationship between
user IDs and pictures.

[00182] In step S810, whether the first picture is consistent with the third
picture is determined.

[00183] In step S812, in situations where the first picture is not consistent
with the third picture, it is determined that the verification does not pass.

[00184] For steps S802-S804 and S808-S812, a reference may be made
with reference to the specific description of the corresponding steps in FIG. 6,

which will not be repetitively described here. In step S806, service data are
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obtained based on the content data of the two-dimensional code. The service data
include a user identifier of a third user. In one embodiment, the content data of
the two-dimensional code are plaintext service data, and the service data may be
directly obtained. In one embodiment, the content data of the two-dimensional
code are encrypted data of the service data, and the encrypted data are decrypted
by adopting a predetermined decryption method, so as to obtain the corresponding
service data.

[00185] The method further includes determining that the verification
passes in situations where the first picture is consistent with the third picture; and
transmitting the service data to the terminal of the second user.

[00186] FIG. 9 illustrates a device 900 for providing a two-dimensional
code according to one embodiment of the present application, including:

[00187] a receiving unit 91 configured to receive a two-dimensional code
generation request from a terminal of a first user, the request including service
data corresponding to the two-dimensional code, the service data including a user
identifier of the first user;

[00188] an acquisition unit 92 configured to acquire a first picture to
correspond to the user identifier, the first picture being a picture identifiable by
naked eyes;

[00189] a storage unit 94 configured to store an association relationship
between the user identifier and the first picture;

[00190] a generation unit 94 configured to generate a two-dimensional
code based on the first picture and the service data; and

[00191] a providing unit 95 configured to provide the two-dimensional
code and the first picture to the first user.

[00192] In one embodiment, providing unit 95 further includes a
superposition subunit 951 configured to superpose the first picture and the two-
dimensional code to obtain a service code, and a providing subunit 952

configured to transmit the service code to the first user.
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[00193] In one embodiment, acquisition unit 92 is further configured to
acquire the first picture corresponding to the user identifier from a pre-established
picture library, and the picture library includes pictures with a quantity more than
a predetermined value.

[00194] In one embodiment, the device further includes a marking unit 96
configured to, after acquiring the first picture corresponding to the user identifier
from the pre-established picture library, mark the first picture in the picture
library.

[00195] In one embodiment, the acquisition unit 92 is further configured
to randomly acquire a first picture corresponding to the user identifier from the
pre-established picture library.

[00196] FIG. 10 illustrates a device 1000 for providing a two-dimensional
code according to one embodiment of the present application. The device
includes:

[00197] a receiving unit 101 configured to receive a two-dimensional code
generation request from a terminal of a first user, the request including service
data corresponding to the two-dimensional code, the service data including a user
1dentifier of the first user;

[00198] an acquisition unit 102 configured to acquire a first picture to
correspond to the user identifier, the first picture being a picture identifiable by
naked eyes;

[00199] a storage unit 103 configured to store an association relationship
between the user identifier and the first picture;

[00200] a generation unit 104 configured to generate a two-dimensional
code based on the service data; and

[00201] a providing unit 105 configured to provide the two-dimensional
code and the first picture to the first user.

[00202] FIG. 11 illustrates a device 1100 for verifying a two-dimensional

code according to one embodiment of the present application, including:
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[00203] a receiving unit 1101 configured to receive two-dimensional code
information and a first picture from a terminal of a second user;

[00204] a first acquisition unit 1102 configured to acquire content data of
a two-dimensional code based on the two-dimensional code information;

[00205] a second acquisition unit 1103 configured to acquire service data
and second picture information based on the content data of the two-dimensional
code;

[00206] a first determination unit 1104 configured to determine a
similarity between the first picture and the second picture based on information of
the first picture and the second picture; and

[00207] a second determination unit 1105 configured to determine that the
verification does not pass if the similarity is lower than a predetermined threshold.

[00208] In one embodiment, second acquisition unit 1103 is further
configured to acquire service data and a second picture by decrypting the content
data of the two-dimensional code using a predetermined decryption method.

[00209] In one embodiment, receiving unit 1101 is further configured to
receive a service code from the terminal of the second user, wherein the service
code includes a two-dimensional code and the first picture which are superposed.

[00210] In one embodiment, the service data includes a user identifier of a
third user, and the device further includes:

[00211] a third acquisition unit 1106 configured to acquire a third picture
corresponding to the user identifier of the third user based on a pre-stored
association relationship between user IDs and pictures in situations where the
similarity between the first picture and the second picture is higher than a
predetermined threshold;

[00212] a third determination unit 1107 configured to determine whether
the first picture is consistent with the third picture; and

[00213] a fourth determination unit 1108 configured to determine that the
verification does not pass in situations where the first picture is not consistent

with the third picture.
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[00214] In one embodiment, the device further includes:

[00215] a fifth determination unit 1109 configured to determine that the
verification passes in situations where the first picture is consistent with the third
picture; and

[00216] a transmission unit 1110 configured to transmit the service data to
the terminal of the second user.

[00217] FIG. 12 illustrates a device 1200 for verifying a two-dimensional
code according to one embodiment of the present application, including:

[00218] a receiving unit 121 configured to receive two-dimensional code
information and a first picture from a terminal of a second user;

[00219] a first acquisition unit 122 configured to acquire content data of a
two-dimensional code based on the two-dimensional code information;

[00220] a second acquisition unit 123 configured to acquire service data
based on the content data of the two-dimensional code, the service data including
a user identifier of a third user;

[00221] a third acquisition unit 124 configured to acquire a third picture
corresponding to the user identifier of the third user based on a pre-stored
association relationship between user IDs and pictures;

[00222] a first determination unit 125 configured to determine whether the
first picture is consistent with the third picture; and

[00223] a second determination unit 126 configured to determine that the
verification does not pass in situations where the first picture is not consistent
with the third picture.

[00224] In one embodiment, the device further includes:

[00225] a third determination unit 127 configured to determine that the
verification passes in situations where the first picture is consistent with the third
picture; and

[00226] a transmission unit 128 configured to transmit the service data to

the terminal of the second user.
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[00227] Another aspect of the present application provides a computer
apparatus, which includes a memory and a processor. It is characterized in that
the memory stores executable codes, and the processor executes the executable
codes to implement any one of the above methods.

[00228] Compared with the traditional two-dimensional code, the two-
dimensional code solution according to embodiments of the present application
adds a “verification picture,” verifying that information carried and displayed in
the verification picture and the main body of the two-dimensional code exhibit a
basic unique corresponding relationship, information carried and displayed by the
verification picture basically uniquely corresponds to the main part of the two-
dimensional code, and the verification picture is obviously distinguishable, such
that when the two-dimensional code is replaced as a whole (main body +
verification picture), the user (such as a merchant or a consumer) can easily find
out by naked eyes. When the main body of the two-dimensional code is replaced
and the verification picture is retained, the whole process will be determined as
that the verification does not pass by the server, and the process will be
interrupted, thus avoiding the financial loss or other risks.

[00229] Each embodiment of the present application is described in a
progressive manner, and the same or similar sections between various
embodiments are described with reference to each other, each of which is focused
on the differences with other embodiments. Especially, the system embodiment is
described relatively briefly because it is substantially similar to the method
embodiments, and for related parts, reference may be made to the method
embodiments.

[00230] The foregoing describes specific embodiments of the present
application. Other embodiments fall within the scope of the appended claims. In
some cases, the actions or steps recorded in the claims may be performed in a
different order than that therein, and the desired results can still be achieved.
Further, the processes depicted in the drawings do not necessarily require the

particular order or sequential order shown to achieve the desired result. In certain
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implementations, multitasking and parallel processing is or may be advantageous.

[00231] Those skilled in the art should further understand that the units
and algorithm steps of each example described in combination with the
embodiments disclosed herein may be implemented by means of electronic
hardware, computer software or a combination of the two. In order to clearly
describe the interchangeability between hardware and software, the components
and steps of each example have been generally described in accordance with
functions. Whether these functions are implemented by means of hardware or
software depends on the specific application and design constraints of the
technical solution. Those skilled in the art may use different methods to
implement the described functions for each specific application, but such
implementation shall not be considered beyond the scope of the present
application.

[00232] The steps of the methods or algorithms described in combination
with the embodiments disclosed herein may be implemented by means of
hardware, a software module executed by a processor, or a combination of
thereof. The software module may be placed in a Random Access Memory
(RAM), an internal memory, a Read-Only Memory (ROM), an electrically
programmable ROM, an electrically erasable programmable ROM, a register, a
hard disk, a removable disk, a CD-ROM, or any other form of storage medium
well known in the technical field.

[00233] The above-mentioned specific implementation modes further
describe the purposes, technical solutions and beneficial effects of the present
application. It should be understood that what are described above are only the
specific implementation modes of the present application, and are not used to
limit the scope of protection of the present application. Any modification,
equivalent replacement, improvement and the like made within the spirit and
principle of the present application shall be included within the scope of

protection of the present application.
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What Is Claimed Is

l. A method for providing a two-dimensional code, comprising:

receiving a two-dimensional code generation request from a terminal of a
first user, the request comprising service data corresponding to the two-
dimensional code, the service data comprising a user identifier of the first user;

acquiring a first picture to correspond to the user identifier, the first
picture being a picture identifiable by naked eyes;

storing an association relationship between the user identifier and the first
picture;

generating a two-dimensional code based on the service data; and

providing the two-dimensional code and the first picture to the first user.

2. A method for providing a two-dimensional code, comprising:

receiving a two-dimensional code generation request from a terminal of a
first user, the request comprising service data corresponding to the two-
dimensional code, the service data comprising a user identifier of the first user;

acquiring a first picture to correspond to the user identifier, the first
picture being a picture identifiable by naked eyes;

storing an association relationship between the user identifier and the first
picture;

generating a two-dimensional code based on the first picture and the
service data; and

providing the two-dimensional code and the first picture to the first user.

3. The method according to claim 1 or 2, wherein providing the two-

dimensional code and the first picture to the first user comprises superposing the
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first picture and the two-dimensional code to acquire a service code, and

providing the service code to the first user.

4. The method according to claim 3, wherein the first picture is a

picture readable by a two-dimensional code identification apparatus.

5. The method according to claim 3, wherein the first picture is

located inside the two-dimensional code.

6. The method according to claim 5, wherein an area of the first
picture is determined based on an error correction level of the two-dimensional

code.

7. The method according to claim 1 or 2, wherein the first picture
comprises at least one of the following content: a pattern, a character, a number,

and a symbol.

8. The method according to claim 1 or 2, wherein a rate of repeated
acquisition of the first picture for corresponding to other user IDs is lower than a

first predetermined value.

0. The method according to claim 8, wherein the user identifier

uniquely corresponds to the first picture.

10. The method according to claim 8, wherein acquiring the first
picture corresponding to the user identifier comprises acquiring the first picture

corresponding to the user identifier from a pre-established picture library, and
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wherein the picture library comprises pictures with a quantity more than a

predetermined value.

11. The method according to claim 10, further comprising, after
acquiring the first picture corresponding to the user identifier from the pre-

established picture library, marking the first picture in the picture library.

12. The method according to claim 10 or 11, wherein acquiring the
first picture corresponding to the user identifier from the pre-established picture
library comprises randomly acquiring the first picture corresponding to the user

identifier from the pre-established picture library.

13. The method according to claim 2, wherein the image data size of

the first picture is less than or equal to a second predetermined value.

14. The method according to claim 2, wherein generating the two-
dimensional code based on the first picture and the service data comprises
encrypting a combination of the first picture and the service data using a
predetermined encryption method to obtain encrypted data, and generating a two-

dimensional code based on the encrypted data.

15. A method for verifying a two-dimensional code, comprising:

receiving two-dimensional code information and a first picture from a
terminal of a second user;

obtaining content data of a two-dimensional code based on the two-
dimensional code information;

obtaining service data based on the content data of the two-dimensional

code, the service data comprising a user identifier of a third user;
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obtaining a third picture corresponding to the user identifier of the third
user based on a pre-stored association relationship between user IDs and pictures;

determining whether the first picture is consistent with the third picture;
and

determining that the verification does not pass in situations where the first

picture is not consistent with the third picture.

16. The method according to claim 15, further comprising:
determining that the verification passes in situations where the first picture
is consistent with the third picture; and

transmitting the service data to the terminal of the second user.

17. A method for verifying a two-dimensional code, comprising:

receiving two-dimensional code information and a first picture from a
terminal of a second user;

obtaining content data of a two-dimensional code based on the two-
dimensional code information,;

obtaining service data and second picture information based on the content
data of the two-dimensional code;

determining a similarity between the first picture and the second picture
based on information of the first picture and the second picture; and

determining that the verification does not pass when the similarity is lower

than a predetermined threshold.

18. The method according to claim 17, wherein obtaining the service
data and the second picture information based on the content data of the two-
dimensional code comprises decrypting the content data of the two-dimensional
code using a predetermined decryption method to obtain service data and a second

picture.
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19. The method according to claim 17, wherein receiving the two-
dimensional code information and the first picture from the terminal of the second
user comprises receiving a service code from the terminal of the second user,
wherein the service code comprises a two-dimensional code and the first picture

which are superposed.

20. The method according to claim 17, wherein the two-dimensional

code information comprises content data of a two-dimensional code.

21. The method according to claim 17, wherein the service data
comprises a user identifier of a third user, and the method further comprises:

obtaining a third picture corresponding to the user identifier of the third
user based on a pre-stored association relationship between user IDs and pictures
in situations where the similarity between the first picture and the second picture
is higher than a predetermined threshold;

determining whether the first picture is consistent with the third picture;
and

determining that the verification does not pass in situations where the first

picture is not consistent with the third picture.

22. The method according to claim 21, further comprising:
determining that the verification passes in situations where the first picture
is consistent with the third picture; and

transmitting the service data to the terminal of the second user.

23. A device for providing a two-dimensional code, comprising:
a receiving unit configured to receive a two-dimensional code generation

request from a terminal of a first user, the request comprising service data
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corresponding to the two-dimensional code, the service data comprising a user
1dentifier of the first user;

an acquisition unit configured to acquire a first picture to correspond to the
user identifier, the first picture being a picture identifiable by naked eyes;

a storage unit configured to store an association relationship between the
user identifier and the first picture;

a generation unit configured to generate a two-dimensional code based on
the service data; and

a providing unit configured to provide the two-dimensional code and the

first picture to the first user.

24. A device for providing a two-dimensional code, comprising:

a receiving unit configured to receive a two-dimensional code generation
request from a terminal of a first user, the request comprising service data
corresponding to the two-dimensional code, the service data comprising a user
identifier of the first user;

an acquisition unit configured to acquire a first picture to correspond to the
user identifier, the first picture being a picture identifiable by naked eyes;

a storage unit configured to store an association relationship between the
user identifier and the first picture;

a generation unit configured to generate a two-dimensional code based on
the first picture and the service data; and

a providing unit configured to provide the two-dimensional code and the

first picture to the first user.

25.  The device according to claim 23 or 24, wherein the providing unit
further comprises: a superposition subunit configured to superpose the first
picture and the two-dimensional code to acquire a service code; and a providing

subunit configured to provide the service code to the first user.
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26. The device according to claim 25, wherein the first picture is a

picture readable by a two-dimensional code identification apparatus.

27.  The device according to claim 25, wherein the first picture is

located inside the two-dimensional code.

28. The device according to claim 27, wherein an area of the first
picture is determined based on an error correction level of the two-dimensional

code.

29.  The device according to claim 23 or 24, wherein the first picture
comprises at least one of the following content: a pattern, a character, a number,

and a symbol.

30.  The device according to claim 23 or 24, wherein a rate of repeated
acquisition of the first picture for corresponding to other user IDs is lower than a

first predetermined value.

31. The device according to claim 30, wherein the user identifier

uniquely corresponds to the first picture.

32.  The device according to claim 30, wherein the acquisition unit is
further configured to acquire the first picture corresponding to the user identifier
from a pre-established picture library, and the picture library comprises pictures

with a quantity more than a predetermined value.
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33. The device according to claim 32, further comprising a marking
unit configured to, after acquiring the first picture corresponding to the user
identifier from the pre-established picture library, mark the first picture in the

picture library.

34, The device according to claim 32 or 33, wherein the acquisition
unit is further configured to randomly acquire the first picture corresponding to

the user identifier from the pre-established picture library.

35.  The device according to claim 24, wherein the image data size of

the first picture is less than or equal to a second predetermined value.

36. The device according to claim 24, wherein the generation unit
comprises an encryption subunit configured to encrypt a combination of the first
picture and the service data using a predetermined encryption method to obtain
encrypted data, and a generation subunit configured to generate a two-

dimensional code based on the encrypted data.

37. A device for verifying a two-dimensional code, comprising:

a receiving unit configured to receive two-dimensional code information
and a first picture from a terminal of a second user;

a first acquisition unit configured to acquire content data of a two-
dimensional code based on the two-dimensional code information;

a second acquisition unit configured to acquire service data based on the
content data of the two-dimensional code, the service data comprising a user
identifier of a third user;

a third acquisition unit configured to acquire a third picture corresponding

to the user identifier of the third user based on a pre-stored association
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relationship between user IDs and pictures;

a first determination unit configured to determine whether the first picture
is consistent with the third picture; and

a second determination unit configured to determine that the verification
does not pass in situations where the first picture is not consistent with the third

picture.

38. The device according to claim 37, further comprising:

a third determination unit configured to determine that the verification
passes in situations where the first picture is consistent with the third picture; and

a transmission unit configured to transmit the service data to the terminal

of the second user.

39. A device for verifying a two-dimensional code, comprising:

a receiving unit configured to receive two-dimensional code information
and a first picture from a terminal of a second user;

a first acquisition unit configured to acquire content data of a two-
dimensional code based on the two-dimensional code information;

a second acquisition unit configured to acquire service data and second
picture information based on the content data of the two-dimensional code;

a first determination unit configured to determine a similarity between the
first picture and the second picture based on the first picture and the second
picture information; and

a second determination unit configured to determine that the verification

does not pass when the similarity is lower than a predetermined threshold.

40.  The device according to claim 39, wherein the second acquisition

unit is further configured to decrypt the content data of the second-dimensional
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code using a predetermined decryption method to obtain service data and a second

picture.

41.  The device according to claim 39, wherein the receiving unit is
further configured to receive a service code from the terminal of the second user,
wherein the service code comprises a two-dimensional code and the first picture

which are superposed.

42. The device according to claim 39, wherein the two-dimensional

code information comprises content data of a two-dimensional code.

43. The device according to claim 39, wherein the service data
comprises a user identifier of a third user, and the device further comprises:

a third acquisition unit configured to acquire a third picture corresponding
to the user identifier of the third user based on a pre-stored association
relationship between user IDs and pictures in situations where the similarity
between the first picture and the second picture is higher than a predetermined
threshold;

a third determination unit configured to determine whether the first picture
is consistent with the third picture; and

a fourth determination unit configured to determine that the verification
does not pass in situations where the first picture is not consistent with the third

picture.

44. The device according to claim 43, further comprising:
a fifth determination unit configured to determine that the verification

passes if the first picture is consistent with the third picture; and
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a transmission unit configured to transmit the service data to the terminal

of the second user.

45. A computer apparatus, comprising a memory and a processor,
characterized in that the memory stores executable code, and the processor, when
executing the executable code, implements the method according to any one of

claims 1-22.
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